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NMpoaykTbl Mpynnbl AcTpa

' Astra
- Disk

Astra Disk — poccuiickas nnatdopma
AN OpraHM3aumm XpaHeHus, COBMeCTHOM
paboTbl U 06MeHa fOKYMEeHTaMM Pa3HbIX
bopMaToB BHYTPY KOMMAHWUN.
MHTerpaumsa peannsoBaHa Yepes
LDAP-KOHHeKTOPp.

MHTel‘paLIVISI NnoO3BOJIAET:

° MMMNOPTUNPOBATb rnosb3oBaTenen
n rpynnbl N3 OOMEHA;

*  BbIMOJIHATb AayTeHTUPUKALNIO
N aBTOpPM3aLMIO Nosib30oBaTeNemn
C MCMNONb30BAaHMEM LOMEHHbIX YH4ETHbIX
3anucen, a Takxxe WCMNoJsib30BaTb
3Ty nHPopmMaLuio
ANS pa3rpaHMyeHms npas gocTyna.

QﬂtOf

Tantor — Beb-nopTan gns apdpekTuBHOro
yrnpaBneHus 3Kk3emMnasapamMmm

CYBA Tantor n PostgreSQL.

Mo3BonaeT CHU3UTb 3KCMJyaTauMOHHbIe
pacxopbl Mo ynpasnieHUto 6azaMmn gaHHbIX,
OCHOBaHHbIX Ha PostgreSQL.

NHTerpaumna peanmMsoBaHa nocpencTBoOM
LDAP-KoHHeKkTOpAa.

UHTerpauus nossonsieT:

° MMNOPTUPOBATbL NMOJIb30BATENEN

W rpynnbl U3 OMeHa, 4Tobbl MCMONb30BaTb

3Ty MHPOPMaLMIO ANs pa3rpaHUYeHNs
npae [OCTyMNa K TEHAHTaM
N paboynM NpoCTpPaHCTBaM.

AyTeHTUPUKALMS LOMEHHbIX NOSIb30BaTENEN

nposoauTcs metonom LDAP Bind.

®ALD™™°

@4 RuBackup

RuBackup — peweHuve ons
aBTOMAaTU3MPOBAHHOM 3aLUUTbI AAHHbIX

NHPPACTPYKTYPHbIX cucTeM ntoboro MacwTaba

N BU3HEC-MPUNOXEHNIA.

NHTerpauus nosBonseT:

+ obecneynTb ayTeHTUPMKaLMIO
no npotokony LDAP/LDAPS 4yepe3s
cnyx6y katanora ALD Pro.
bnarogaps nHTerpaummn c RuBackup
MOXHO CHMMaTb KOMUIO KaTaJsiora
nmbo Bcero K uenvkom.

- B bnmxanwee BpeMs 3anaHMpPOBaHa
MHTerpauug Ha ypoBHe areHToB
ONS1 pe3epBHOro KONMPOBAHMS
KOHTPO//IEPOB U NOACUCTEM.

Hasapg



NMpoaykTbl Mpynnbl AcTpa

/ Astra
Monitoring

Astra Monitoring — oTeuyecTBeHHas
cmcTemMa MoHUTopuHra UT-nHdpacTpykTypsbl,
obecneymBaloLLas KOHTPOb COCTOSHUS
cepBepoB, paboymx CTaHUUI U CETEBOro
obopypoBaHus.

UHTerpauus nossonserT:

°  OpraHM30BaTb LLeHTPanM30BaHHYIO
ayTeHTUdUKaLMIO NoNb3oBaTesNen
yepe3 LDAP 6e3 co3aaHus oTaeNbHbIX
YYETHbIX 3anucen
B CUCTEME MOHUTOPWHTa;

*  MCNONb30BaTb AN19 MOAKJIIOYEHNS
CEPBUCHYIO YYETHYIO 3anncb
M 3alMLLEHHbIN NpoTokon LDAPS;

° HacTpauBaTb aBTOPU3aLUIO
M pacnpepeneHne npas BHyTpU
Astra Monitoring nokanbHo.

& GitFlic

GitFlic — poccuitckas nnatdopma

ANns pa3paboTynkos, coyeTaoLwas Heobxogmmble
WHCTPYMEHTbI A1 COBMECTHOWM paboTbl

Hag, UCXOOHbIM KOJAOM, YrpaBieHus
penosntopuamMu Git, opraHnsauum npoueccos
pa3paboTku u ClI/CD kak gns 60nblWNX KOMMAHN
M KOMaHf, Tak 1 019 YacTHbIX Nofib30BaTeNen.

NHTerpauyus nossonsieT:

*  BbINOJIHUTb MMMOPT NOJib30BaTenen,
NpuBA3aTh UX K YY4ETHbLIM 3aNMUCAM U3 OMEHa U
obecneunTb ayTeHTUPUKAUMIO Yepe3 eanHYIO0
TOYKY BXofa rno rnpoTtokosiam LDAP unu
Kerberos V5, 4ToObl pa3paboTymku BXOAWUIN B
GitFlic nog cBOMMKW KOPNOPAaTUBHbLIMU
YYETHLIMU OAHHbIMU;

° WMNCNOoJib30BaTb VIHCI)OpMaLI,VII'O lo]¢} yd4actumn
OOMEHHbIX NOJIb30BaTeNEN B rpynnax
Ond HadHa4deHuna npae A0CTyrna, HaCTpanBasd
conocrtaBneHune NokKasibHbIX U AOMEHHbIX rpynmn
M TEM CaMbIM LEHTPAIN30BaHHO yNpaBidad
npuBmnnernaMmm B npoeKTax
n peno3ntTopundax.

NALD™

&

ESFPECT

MK CB "BpecT" — poccuinckas nnatpopma
CO BCTPOEHHbIMM CPEeACTBAMMU 3aLLMUTbI
nHdbopmMaumm cepeepHon OC Astra Linux Special

Edition gna co3pgaHus 1 ynpaeneHns o6/1adyHbiMm

BUPTyanbHbIMU UT-nHPppacTpykTypamu.

UHTerpaumus nossonsieT:

- obecneynTb ayTEHTUDUKALMNIO LOMEHHbIX
nonb3oBaTenen B Be6-uHTepdelice
cucteMbl bpecT no 6esonacHomMy
npoTtokony Kerberos V5;

© aBTOMAaTM4YeCKW CO3[aTb aKKayHT nocne
ycneLwHom ayTeHTudmKaumm,
€C/In y NoNnb30BaTesNs eLle HEeT yYeTHOM
3anucu B cMCcTeMe BUpTyanusauum bpecr,
HO OH SIBNSIETCS Y4aCTHUKOM JOMEHHOM
rpynnbl brestadmins unu brestusers.

Hasag
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NMpoaykTbl Mpynnbl AcTpa

bill

BILLmanager — nnatdopma
aBTOMaTM3aumm GunnuHra Ans npoBanaepos
CBSI3U, XOCTMHra 1 061a4vHbIX CEPBUCOB.
ObecneynBaeT ynpaBneHue KIMeHTaMu,
TapudamMm 1 ycnyramm, aBTomaTmsnpyet
BblCTaB/IeHWe c4eToB, 06paboTKy nnaTexemn
N y4YeT pecypcoB, a Takxe LeHTpanmsyeT
aAMUHUCTPUPOBaHME CEPBUCOB

W MHTEerpaumio ¢ MHQPaCTPYKTypPOW.

UHTerpauus nossonseT:

*  WCMOJIb30BaTb JOMEHHbIE y4eTHble 3anncu
ALD Pro pgns ayteHTMdUKauum
aAMWUHUCTPAaTOPOB B CUCTEME
BILLmanager yepes LDAP Bind

3To obecneymBaeT LEHTPAIM30BaHHOE
yrnpaBfieHne y4eTHbIMU 3anncamMm, ynpoLiaeT
aOMUHUCTPUPOBAHME [OCTYNA M NO3BONSET
MCMNONb30BaTb AOMEHHbIE FPYnMbl

ANS pasrpaHMyeHms nNpae Nofib30BaTesNen.

dci

DCImanager — cuctema ynpaBneHus
MHOPACTPYKTYPOM AaTa-LUeHTpa,
obecneymBaoLas LeHTPaIn3oBaHHoOe
aAMUHUCTPUPOBaHMeE 060pyA0BaHUA, CETEBbIX
pecypcoB 1 cepBepoB, MHBEHTapM3aLMIo,
ynpasfneHue cTorkamn un IP-agpecamu,

a Takke aBToMaTU3auMIo IKCNyaTauum

n 06CNyXMBaHUS.

UHTerpauyus nossonseT:

°*  BbIMONHATb ayTeHTUPUKaALNIO
agMmnHuctpaTtopos DCImanager ¢
NCNONIb30BaHNEM JOMEHHbIX YY4ETHbIX
3anucen ALD Pro yepes LDAP Bind

Micnonb3oBaHMe LEeHTPaNnM30BaHHOIO
KaTanora ynpoLiaeT ynpaBneHne 4OCTyrnoMm

K MHpaCTpyKType AaTa-LeHTpa 1 No3BonsieT
Ha3HayaTb NpaBa NoJib30BaTesNel Ha OCHOBEe
LOMEHHbIX FPynm.

NALD™

=VM

VMmanager — nnatdopMa ynpaBneHus
BUPTYanbHOM MHPPACTPYKTYPOH,
obecneyunBaolLlag co3gaHve

N agMUHUCTPUPOBAHNE BUPTYasIbHbIX MaLUUH,
KlacTepOoB rMMepBU30POB U CUCTEM XPaHEHUS,
LLeHTPaNM30BaHHOE yNpaB/ieHne pecypcamm

M aBTOMaTU3aLUMIO pa3BepTbiBaHUS

M 3KCMayaTaumu.

I/IHTerpal.wm no3BOJNIAET:

+ uncnonb3oBatb LDAP-ayTeHTUdUKaALMIO
yepe3s cnyxby katanora ALD Pro gnsa Bxoaa
agMunHucTpatopos B VMmanager

° nNoJib30oBaTeN I MOIyT NPOXOo4UTb
ayTEHTI/ICbMKaLI,MIO C NCNoJib30OBaHMEM
OOMEHHDbIX YYETHbIX 3anucen

* ynpasfeHue npaBaMu 4OCTyra MoxeT
OCYLWEeCTBATbCA Ha OCHOBE rpyrin Kkatanora
ALD Pro

Hazapg 7



NMpoaykTbl Mpynnbl AcTpa

RUTDIST

RuPost — kopnopatueHas no4toBasi cuctema
C KaneHgapsaMu, 3agavyamu, agpecHbIMU
KHUraMn v T. 4.

CoaepXuT rpadpuryecknin UHCTPYMEHT MUrpaLmn
c MS Exchange, no3Bonsiowmin NosTanHo

N rpaHynsipHO NepeHecTy 06bEeKTbl AAHHbIX

M NpaBa JoCTyna Mexay nonb3oBaTesnsiMu
RuPost ncnonb3syet cepsepbl LDAP

ANs ayTeHTUdPUKaLNKM U NONYyYeHUs OAaHHbIX

O nosb3oBaTesie U3 KaTanora.

UHTerpauyus nossonsieT:

+ un3bexaTtb pacwmpeHus cxembl LDAP (Bepcun
ALD Pro 1.3.x.u Bblle);

*  YNPaBnATb CEPBUCHBIMU YYETHBIMWN 3aMUCAMMU
RuPost npu noMowm ckpunTa rupostadmin.

TERMIDESK

Termidesk — cuctema BupTyanusaymm
pabounx mect (VDI), obecneumnsatowas
6e30nacHbIM yaaneHHbl 4OCTyn

K KOPMOPAaTMBHbLIM NMPUIOXEHUAM U CpefaM,
LLeHTPaNM30BaHHOe yrnpasfeHne paboymmm
CTONaMu, Nosb30BaTENbCKMMUN CECCUAMMU

N pecypcamu.

UHTerpauus nossonserT:

° peann3oBaTtb e4uHbIA BXO4 NoJib30oBaTenemn
B BMPTYyasbHble paboyne cTosbl
C NCNOJIb30BaHMEM JOMEHHbIX Y4ETHbIX
3anuncen ALD Pro yepes npoTokon Kerberos.
Mcnonb3oBaHue mexaHusma SSO
obecneymBaeT NpPo3payHyo
ayTeHTUdUKaLUMIO NoNb3oBaTesNen
M MOBbILWAET ypoBeHb He3onacHoCTH
LOCTyMna K BUPTyanbHbIM paboymm cpegam.

®ALD™™

60|_maH

BboumaH — KoHTelHepHas nnaTtdopma
ANS yNpaBneHUs U OpKecTpauum
MPUIOXEHNI B MHOIOK/TaCTEPHOM
MHppaCTpyKType, obecnevnBatoLLas
yrnpaBfieHne Knactepamu, NpoeKkTamu,
NpPUNoXeHnaMmm n 4oCTtynom
nosib30oBaTENEeN.

UHTerpauusa nossonseT:

*  Mcnonb3oBaTb CNyx0y kaTanora
ALD Pro B KayecTBe BHeLLHero
npoBanaepa ayTeHTUdUKaLnm
yepes LDAP Bind.
Monb3oBaTenu 1 rpynnbl U3 KaTasnora
MOryT MCNOSb30BaTbCA AN BXOAa
B niaTdopMy 1 Ha3HAYEHUSI ponen
[OCTyna K KnactepaMm 1 rnpoekTam,
yTO obecneynBaeT LEeHTPaNM30BaHHOE
yrnpaBneHue y4eTHbIMW 3anmcaMm
M NpaBaMm JOCTYMNa B KOHTEMHEPHOM

NHbpaCTpyKTypeE.

Hasapg



OducHbie nnaTdpopmbi ALD"°

Q’A P7-ODUC

P7 - Odwuc (KopnopaTtueHbiii cepeep) — NpodeccruoHasnbHble OHManH U oddnaiH MHCTPYMEHTbI A1 PaboTbl C AOKYMEHTAMU U KOHTEHTOM.
EAMHOE NpOCTPaHCTBO A9 XPaHEeHUs U yrpaBneHus OKyMeHTaMM OopraHu3aumm, NaaHMpOBaHUS,
B3aMMOAENCTBUSA COTPYAHUKOB M KOHTPAreHToB.

UHTerpaLusa no3eonseT:
* HaCTPOWUTb CUHXPOHW3ALMIO MOJIb30BaTENEN U FPyMn
4N nocnepytoulen ayteHTMduMKaunm B cucteme P7 nocpepctsom LDAP Bind.

Hazapg 9



KopnopaTusHbie nopTasnbl U 6a3bl 3SHAHUA

butpnkc24 0

Butpukc 24 — nnatdpopma 4N NoCTpPoeHUs
KOpropaTMBHbIX MOPTaNOB U CO34aHUS
Beb-canToB opraHM3aumu.

MHTeran,VIH no3BOJIAET.

° MMNOPTUNPOBATb ﬂOﬂbBOBaTEHEVI,
npmnBA3aTb NX K y4€THbIM 3anncam
N3 AOMEHa;

- obecneynTb ayTeHTUDUKALNIO Yepes
e[MHYI0 TOYKY BXOAa No NpOTOKOaM
LDAP unu Kerberos V5;

° MNCNONb30BaTb l/IHd)OpMaU,VHO 06 yd4acTtunmn
OOMEHHbIX NONIb30BaTesIeN B rpynnax
014 Ha3dHavYeHuna npae 4oCTyna
(HeO6XO,EI,I/1MO HaCTpPOWUTb CconocCTtaB/ieHne
NNOKaJibHbIX 1 AOMEHHbIX prl'll'l).

& Confluence

Atlassian Confluence — 3To kKopnopaTuBHas
nnatdopma ans COBMeCTHOM pPaboThl

n yrnpasneHnda sHaHNAMN.

Cuncrtema nossonseT co34aBaTb U XPaHNTDb
AOOKYMEeHTauUuno, OpraHmM30BbliBaTb

COBMECTHYIO paboTy KOMaHpg, CTPYKTYPUPOBaThb
MHbopPMaLMIO B MPOCTPAHCTBAX U CTPAHMLAX,

a TaKXe MHTEerpmpoBaTbCA C ApyrumMm
cncTeMamy paspaboTkuy U ynpaBneHus
npoekTaMu.

UHTerpauusa nossonseT:

BbINOJIHATb ayTEHTUPMKALMIO
nonb3oaTenen Confluence
C NCMOJIb30BaHNEM JOMEHHbIX YYETHbIX
3anuncent ALD Pro yepes LDAP Bind.
Micnonb3oBaHWe LEeHTPaANIN30BaHHOIO
KaTanora ynpouiaeT ynpaBsieHne y4eTHbIMU
3anucamMm nosb3oBaTeNien U NO3BoONSAET
MPUMEHATb AOMEHHbIEe FPYynmbl
ONS pasrpaHnYeHns npae 4oCcTyna
K MPOCTPaHCTBaM U CTPaHUL,AM CUCTEMbI.

®ALD™™

@WORDPRESS

WordPress — cuctema ynpasneHus
KOHTEHTOM (CMS) C OTKPbITbIM MCXOLHbIM
KOAOM AN CO30aHUSA M aAMUHNCTPUPOBAHMS
canToB, obecneymBatowas nybamkauuto
KOHTEHTa, yNpaBJ/ieHMe MoJib30BaTeNSAMMN

N pacwmpeHmne byHKLMOHaNIbHOCTN C MOMOLLbIO
MJarMHOB M TEM.

UHTerpauusa nossonseT:

*  XCMosib30BaTb y4eTHble 3anmncun ALD Pro
ans ayteHTudukaumnm B WordPress
yepes LDAP Bind,

©  YNpaBnaTb 4OCTYNOM Ha OCHOBE LOMEHHbIX
rpynn 1 NoBbIWaTb YpoBeHb 6e30MacHOCTU.

Haszag 10



NMouToBbie U TENCKOMMYHUKALULUNOHHDbIE CUCTEMDI

B8 Exchange

Exchange — nnatdopma gns
KOprnopaTMBHOM email-cnctemsl 1
KONNEeKTUBHOM paboTbl COTPYAHMKOB.
PelweHre npepocTaBnsaeT COBMECTHbIN
AOCTYyN K 3aga4aM U KaneHpgapsam.

UHTerpauusa nossonseT:
*  MMeTb NoyToBble AWwmMkM B MS Exchange,
ayTeHTUdULUMpPOBaTbLCA
n aBTopm3oBbIBaTLCSA B MS Exchange
C UCMOJIb30BaHNEM YYEeTHbIX AaHHbIX
n3 ALD Pro;

° ynpaendTb CBOMM NMOYTOBbLIM AUMKOM,
MeHAd OaHHble B ero npocbvme,
Mnos1b30BaTbC4d NMOJIHbIM d)yHKLI,VIOHaJ'IOM
MOYTOBOro cepeepa, oTNpPaBiATb
M nony4vyaTb NncCbMa, OeniermpoBaTb
MOYTOBLIN ALWMNK, y4acTBOBATb B CNMMNCKaXx
pPaccblJZIKn 1 MHOIroe gpyroe.

MikoPBX — 6ecnnaTHbIn cepBep TenedoHUn
c Be6-mHTepdencom, obecneymBatoLLnii
rMOKY0 KOMMYHUKALMOHHYO
nHdpacTpyKkTypy. MoanepXmnBaeT pasnnyHble
NPOTOKOJIbl, MO3BONSET Pa3BepTbiBaTh

N MacwTabupoBaTb TeNePoHHy CUCTEMY

Ha pa3HbIX NaTpopmMax B COOTBETCTBUMN

C NOTPEeBHOCTAMUN OpraHu3auun.

UHTerpauua nosBonseT:

CMHXPOHW3MPOBATb NMOJib30BaTENeMN
CMUCTEMbI C YYETHbIMW 3anNMCcMKN KaTasnora.

MHTerpaums c ALD Pro peanmnsoBaHa
rno npotokony LDAP.

ALD™
PRO32
Connect

Pro32connect

— nporpamMHoe obecnevyeHune ANns yaaneHHoro
AOCTyna K paboyemy cTtony ns bpaysepa.
MNpeaHasHavyeHo Ana npodeccnoHanbHoOro
MCMNO/b30BaHUA, CUCTEMHOIO
aAMUHUCTPUPOBAHUSA N TEXHNYECKOW NoaaepXKM.
PeweHne obecneymBaeT 6e3onacHoe 1 yaobHoe
ynpaBneHue yganeHHbIMM paboymMmn CTaHUUAMU
C LLeHTpann3oBaHHbIM KOHTPONIEM AOCTYyrMa.

UHTerpauua nosesonser:

- ObecneynTb ayTeHTVId)MKaLI,MI-O M aBTOpU3aUNto
MoJib30BaTesiIA B CNCTEME,
a TakKXe No3BOoNdeT pa3rpaHnymBaThb Nnpasa
rnonb3oBaTenemn npu1 NOMOLWMN 4NieHCTBa
B rpynnax Kartasnora.

Hazag 11



NMnatdopmbl coBMecTHOM pabdoTbl € hannamm

oQo

Nextcloud

Nextcloud — oTkpbiTas nnatpopma ans CoBMeCcTHoOM paboTbl
N XpaHeHusi harinos c 6e3onacHbIMM 061AYHBIMU XpPaHUAULLLAMMU,
OYHKUNSMUN CUHXPOHM3aL MK, 0BOMeHa 1 yrpaBieHnst [OCTYMNOM.

UHTerpauus nos3sonserT:

*  BbINOJHATb ayTEHTUDMKALMIO NONb30BaTeNnemn
no npoTtokony LDAPS, o6ecneumBas
efuHYyto Touky Bxopa (SSO);

*  W3BNeKkaTb aBTOPM3aLNOHHYI0 MHPOpMaLUio
no npotokony LDAPS, o6ecneymBaTb focCTyn
K darnam 1 NpuUNoXeHUsM B COOTBETCTBUMN
C yyacTmeM nosib3oBaTenen B rpynnax.

" Secret Cloud

QO Enterprise

Secret Cloud Enterprise (SCE) — 3awuwéHHas nnatdopma
AN coBMecTHOM paboTbl 1 xpaHeHus dannos, obecrneymBaoLwas
©e30nacHbli 0OMeH AaHHbIMK, yrpaBneHne OCTYNoM

N NoAAEepPXKY KOPNOpPaTUBHbIX NONIUTUK Ge30MacHOoCTH.

UHTerpauus no3sonserT:

*  BbINOJHATb ayTEHTUPMKALMIO MOSIb30BaTeNEN
no 6e3onacHomy npoTtokony Kerberos V5,
obecneymBasi eanHyo TouKy Bxoaa (SSO);

*  W3BNeKaTb aBTOPU3ALNOHHYO MHOpMaLMIO
0 NONb30BaTENSAX N UX YH4ACTUN B rpynnax
no npotokony LDAP, obecneynsas
LEeHTPaNM30BaHHOE yrpaBieHne fOCTYMNOM.

Hasapg
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KOMMYHVIKaU,VIVI n BMAEOKOH(I)EPEHU,MM ALDPro

DJXON

DION — nnatdopma ans opraHM3aLmm KOPrNopaTUBHbIX KOMMYHUKALUWNA,
BK/IIOYatOLLAs BUAEOKOHDEPEHL MW, BULEOXOCTUHI, MeperoBopHble KOMHAThI,
3BOHKW, BeOMHApPbI 1 YaTbI.

NHTerpauunsa nossonsieT:

*  OCYLLeCTBUTb U3BNeYeHne MHGopMaLMn O NONb30BaTeNAX U rpynnax
cny>0bl kaTtanora no npotokony LDAP. AyteHTudurkauma nonb3oBaTenemn
BbIMOJIHAETCSA No be3onacHomMy npoTokoy SAML.

KoHTyp 05K

KoHTyp Tonk — poccmnckuni cepuc, 06begmnHsoWmMin GyHKLNN
BMAEO-BCTPEY, YaToB, BEOMHAPOB, OHNANH-A,0COK U MPUIOXKEHUS
ANS NeperoBopHbIX KOMHaT.

MHTeran,Vlfl no3BOJNiA€eT.

*  LeHTpPann30BaHHO yNpaBnsaTb yYETHbIMU 3aNMCAMU NMOJb30BaTeNeln yepes
fomMeH ALD Pro, obecnednBas eguHyo TOUKY ayTeHTUPMKALMN U aBTOPM3aLMUN;

+ uncnonb3oBaTtb Keycloak kak nocpenHuKa ans opraHn3aumm e AMHOro BXxoaa
(SSO) B Beb6-nopTan KoHTyp.TosK C NpUMeHeHMeM AaHHbIX KaTtanora ALD Pro.
Takoe pelleHue ynpolwaeT agMUHUCTPUPOBaHMeE, NoBbIWaeT 6e30MnacHoCTb
n obneryaeTt fOCTYN K BUAEOKOHPpepeHUUsaMm.

&% TrueConf

TrueConf — nnatdopma ans KoprnopaTUBHOM BUAEOCBSA3N
M NpoBeAeHUs 3aWMLLEHHbBIX BUAEOKOHDEPEHLMIA.

UHTerpauyusa nossonseT:

© LEeHTpaNn30BaHHO yNpaBNsSTb A4OCTYNOM MoJsib30BaTeNen, BbINOMHATb
nx umnopt Yyepes LDAP n obecneuntb ayteHTUdMKaumio no Kerberos V5
C UCMOJIb30BaHNEM TexHoornm eguHoro sxoaa (SSO);

© noaaepXxuBaTtb GUNbTPALMIO MO rpynnamM, oTobpaxeHue
AOMOJTHUTENbHbIX aTPMOYTOB M HACTPOIKY 30H C Pa3/IMYHbIMUK Crocobamu
ayTeHTUdUKaunn. MoxxHo BkIoUMTb B soMeH ALD Pro n ncnonb3sosaTb
keytab-daiin gna HacTpoiku Kerberos SSO 6e3 BBofa NornHa 1 napons.

MTC
L JIMHK

MTC JIMHK — 3KoCMCTEMa CEPBUCOB AJ151 OHMANH-KOMMYHUKAaLMI

M COBMECTHOM paboTbl: OHNaH-BCTPEeYN, BEBUHAPbI, KPYMHbIE BUPTYasibHble
1 rnbpuaHbie MeponpuaTUS, Co3aaHne cobCTBEHHbIX KYPCOB, MHTEPaKTUBHbIE
OHJIaMH-A0CKM U YaTbl 4118 ONepaTMBHOro obLieHus.

UHTerpauusa nosesonqeT:

*  YNPOCTUTb aAMUHUCTPUpPOBaHMe cepBnca MTC JIMHK, NS NpeaoCcTaBieHns
AOCTyna K CUCTEME A0CTAaTOYHO BKJTOYUTb MOJIb30BaTENS B COOTBETCTBYHOLLYHO
AOMEHHYIO rpynny;

©  BXOAMWTb MOJSIb30BATESO B CUCTEMY C MOMOLLbIO JIOrMHA/Mapons OT CBOeN
OOMEHHOWN YYETHOM 3annCK, ayTEHTUPMKALUS U aBTOPU3ALLNS BbINOSHSAETCS
c nomMoubio LDAP-KoHHeKTOpAa.
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KOMMYHMKaU,VIVI n BMAEOKOH(I)EPEHU,MM ALDPro

@penMeetingy I rocket.chat §p|/|3

Open-Source Web-Conferencing ~

Bpuz — nnatdopma ona KomaHgHOM paboThbl

Apache OpenMed()etings — OTKpbITas Rocket.Chat — coBpemeHHas nnachopma W YMIPaBNEHIS MPOEKTaMM, 0BECTIeUMBaIOLLAS
cncTemMa BMOEOKOHPEPEHLCBA3N, ON19 KOPNopaTUBHbIX KOMMYHUKALNN K

rnpegHa3HavyeHHas ¥ COBMECTHOWM paboTbl: 06MeH coobLeHnamMm, En;';f.ﬂ%?f;;ﬁ;ﬁQii}';?,ﬂ;?g;,npoueccos
0N NpoBefeHNs BCTPEY, OHNAaNH-TPaHCA[LNN, BUAEOKOHPEpPEeHLNN, 3BOHKM U yNpaBieHne

BebMHapOoB, KaHanamu. UHTerpauus nossonseT:

a TakXxe opraHmsauum ANCTaHUMOHHOIo

oby4eHus. UHTerpauusa nosesonseT: *  WNCMOsb30BaTb y4yeTHble 3anucm ALD Pro

*  LEeHTPasM30BaHHO YNPaBAsATb Y4ETHbIMU Ans ayTeHTuduKaunm yepes LDAP,
UHTerpauus nossonseT: 3aNUCAMU 1 AOCTYMOM. LEeHTpanmM3oBaTb yrpaBieHne

°  WCMNOJIb30BaTb €ANHYI CUCTEMY YHETHbIX Mpu Takon nHTerpaunm Bxop B Rocket.Chat MONL30BATENAMMN W rpynnamu
3anucen ans BCem opraH1sauun, OCYLLLEeCTBJ/ISETCA C UCMOJIb30BaHNEM YYETHbIX W pasrpaHunymneats npasa fAocryna
MO3BOJIAIOLLYIO BXOAUTb Mo AOMEHHbIMU OaHHbIX U3 ALD Pro, aBTOMaTu4vecku Ha OCHOBE AdHHbIX kaTanora.
AaHHbIMK 6e3 co34aHMa OTAEeNbHbIX co3patoTcs NPodunn C akTyanbHOM
aKKayHTOB. JTO yrnpowiaeT nHdopmauuen, a pacnpegeneHue
aAMUHUCTPUPOBAHME, NOBbIWAET Mo KaHasnam n posisiM NMpPouCXoauT
6e3onacHocTb 1 obecneynBaeT B COOTBETCTBMU C y4acTnem B LDAP-rpynnax
aBTOMaTMyeckoe co3paHune npodpunen npu n aTpnbyTamm obnactu nogpaspeneHums.

nepsoM BXOLeE;

*  CMHXPOHW3MPOBATb rPYNMbl NOSb30BaTENEN
N NCMONIb30BaTb KOPNOPATUBHbIE NONUTUKU
ayTeHTUdUKaunu.
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EMBHEC-I'IPVIHO)KEHMFI N KoprnopatTuBHbli€e CUCTEMDI

1=

1C:NMpepnpuaTne — nnathpopma cucTem
y4yéTa, aBTOMaTU3UPYIOLWKMX PACUYET
3apaboTHOW NNaTbl, ynpaBieHne akTuBaMu,
ynpasfieHne puHaHcamu, BeaeHne
yrnpaBreH4yeckoro y4yéta. B HacTosawmn
MOMEHT paboTa B f,OBEPUTENbHbIX
OTHOLLEHUSAX HE NOAAEPXNBAETCH
knneHtom 1C, cepBep Heobxoammo
npucoeamnHuTb K goMmeHy ALD Pro.

UHTerpauyusa nossonsieT:

- obecneynTb eANHYIO TOYKY BXOAa Mo
npoTokony Kerberos V5.
MNoaaepXXMBaKOTCA BCE TUMbI KITMEHTCKUX
NPUIOXEHUIN: TOHKME, TOSICTblE U BED.

NHdopMauma 06 y4acTmn nonb3oBaTenen
B rpyrnmnax He UCcrnonb3yeTcsd, asTopusaumsd

HaCTpanBaeTCs UCKITIYNTENTbHO
cpencteamum 1C.

DirectumRX

Directum RX — pacwumpsemas cuctema
3N1eKTPOHHOr0 ALOKYMeHTO0b60poTa, KoTopas
ABNSIeTCA 04eHb rMbKoM 1 no3sonseT
peann3oBaTb Nobyto nornky busHec-
npoueccoB. NHTerpauuns ALD Pro u Directum
RX BbIMONHEHA Ha YPOBHE ayTeHTUdUKaALNK
yepes Kerberos.

MHTerpauua nosBonseT:

BbINOJIHATb ayTEHTUDUKALMIO B CEPBUCE
Directum RX oT »MeHV J,OMEHHOro
nonb3oBaTens. [ns HaCTPOMKHK
ayTeHTUdrKaum HeobxoanMMo co3aaThb
nonb3oBaTena B Directum RX v cBA3aThb
€ro ¢ JOMeHHbIM (MHbopMaLVs O KOTOPOM
OoypeT nonyyeHa ns TGS-6buneta Kerberos);

« HacTpouTb paboTty B Directum RX
ONs OMEHHbIX MoJib30BaTeENEN C
ncnonb3oBaHWeM goMeHHol SSO Kerberos
6e3 HeobxoaMMOCTK BBOAA Napons,
HO HacTpauBaTb Ka)Jo0ro nosib3oBaTens
npPUAEeTCs BPY4HYIO.

®ALD™™°

5 ELMA365

ELMA365 — obnayHoe pelieHne

ANs ynpaBneHus busHec npoueccamu,
NOCTPOEeHHOe Ha NpuHumnax low-code
pa3paboTku U NpeaHa3HayYeHHoe A5 GbICTPoN
peanunsaummn busHec-ngen B paboTaowme
uMPpPOoBbIE MPUTOXKEHUS N CEPBUCHI BHYTPU
KoMnaHuu. bnarogaps sBctpoeHHoMy LDAP-
MOZYJI0 CUCTEMA NErKo NHTErpupyeTcs

Cc ALD Pro n gpyrumm Kkatanoramum,

YTO ynpowaeT agMUHUCTPUPOBaHMeE,
noaep>XaHue akTyanbHOCTU AAHHbIX

O COTPYAHMKAX U LeHTPann3oBaHHoe
ynpasieHue npaBaMm 4ocTyna.

UHTerpauusa nossonserT:

- obecneynTb aBTOMATUYECKYHO
CUMHXPOHKM3aLMIO MONb30BaTENEeN U rpy,
a Takxke 6e3onacHyo ayTeHTUPUKALMIO
OOMEHHbIX MONb30BaTEeNEN YepPEe3
3alMLWEHHbIN npoTokon LDAPS
C NCMNOJIb30BaHMEM LaHHbIX KaTasora
ALD Pro, 4ToObl COTPYAHMKN MOTIN BXOOUTb
B CMCTEMY Mo, CBOMMU KOPMOPaTUBHbLIMMA
YYETHbLIMU 3aMNCAMMU.
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BMBHEC-HPMHO)KEHMFI N KopnopatTuBHbl€e CUCTEMDI

KoHeynbTAHTIINOC

KoHcynbTaHT n/iloc — poccmnckas npaBoBas
MHPOPMALMOHHO-aHaANNTUYECKas cMcTema,

npefocTaBnAoLWwasn gOCTYN K akTyasibHbIM AaHHbIM

0 3aKoHOJATeNbCTBE, HOPMATUBHbIX akTax, cyaebHoM npakTmke
1 KOMMEHTapWUaM 3KCNepTOoB.

CucTema ycTaHaB/IMBAETCSA BHYTPU NPeanpuaTUa M 4oCTynHa
nosib3oBaTenaM 13 Opaysepa no npotokony HTTP.

UHTerpauus no3sonserT:

* peanunsoBaTb LLEeHTpPann3oBaHHOE yrpaBfeHne NULEeH3UsMU,
LOCTYN K MPUIOXEHMIO NMOYy4aloT TOJIbKO aBTOPU30BAHHbIE
NoJsib30BaTeNU, KOTOPbIE OblNM BKJIOYEHbI B CreLanbHYo
LOMEHHYIo rpynny.

N84 [AFEHT

MHOOPMALIMOHHO-MPABOBOE OBECTEYEHUE

FapaHT — MHPOpPMaALMOHHO-MPaBOBas CUCTEMA AN1S1 pELIEHUS
3apad topucTa, byxrantepa, KagpoBuka, cneunanncTa

Mo 3aKyrnkaMm C aKkTyanbHOM MHbopMaumen n pyHKLNSIMHN
nomcka v aHanusa.

YcTaHaBnMBaeTCa BHYTPU NpeanpuaTmsa n 4oCcTynHa
nonb3oBaTensmM 3 bpaysepa no npotokony HTTP.

UHTerpaLusa no3eonseT:

+ obecneynTb NPO3payHyto ayTeHTUDUKALMIO LOMEHHbIX
nonb3oBaTenen no 6esonacHomy npotokony Kerberos V5;

« [MpepocTaBnsATb 4OCTYN TOIbKO aBTOPU30BaHHbLIM
Nosib30BaTeNsIM, KOTOPbIE ObIIN BKITHOYEHDI
B CNeLnanbHy0 LOMEHHYO rpynny, AN BO3MOXHOCTHU
LLEeHTPA/IM30BaHHOIO yrpaBieHUs NMULEH3UAMU.

Hasapg
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NMnatdopmMbl AaHHDbIX U AaHANTUTUKM

Pogggres Pro

Postgres Professional — coBpeMeHHasa oTe4yecTBEHHas cCUCTEMaA
ynpaBneHusa 6asamm gaHHbIx Ha 6aze PostgreSQL ans xpaHeHus

N yNpaB/ieHUsa KOPMNOPaTUBHbLIMU AAHHbIMU B MHPPACTPYKTypax
ntoboro macwrtaba.

ObecneymBaeT BbICOKYO NPOU3BOAUTENBHOCTD,
MacwTabupyeMocTb, pacllMpeHHble MEXaHU3Mbl Pe3epPBMPOBaAHUS
N CTabUNIbHOCTb B KPUTUYHbBIX CUCTEMAX.

UHTerpauus nossonserT:

* OpraHW3oBaTb LEeHTpasIM30BaHHOE yrnpaBJieHMe MoJsib30BaTeNsaMum
¥ npasamMu gocTtyna yepes ALD Pro.
AyTeHTUPMKaLMS 1 aBTOPU3ALUS OCYLLECTBASIOTCS Yepes
Kerberos (GSSAPI) n LDAP, a aBToOMaTU4yecKast CUHXPOHU3aLMS
ponen — ytunuton ldap2pg.
MpaBa B 6a3e faHHbIX HA3HAYAOTCA MO NPUHAANEXHOCTH
K rpynnam u ponsim B ALD Pro, 4to obecneymnBaeT
eaMHoobpasune 1 6e30nacHOCTb yNpaBieHUs OCTyrnamu.

®ALD™™°

OO0 Superset

Apache Superset — 3To aHanuTn4yeckas nnatdpopma

C OTKPbITbIM MCXOAHBIM KOAOM A1 BU3yanusaumm

N aHann3a faHHbIX.

PelleHMe No3BoNAET NOAKIOYATHCA K PA3/IMYHBbIM UCTOYHUKAM
[AaHHbIX, CO34aBaTb MHTEPAKTUBHbIE MAaHEIN MOHUTOPUHTa,
CTPOUTbL rpaduUKM 1 OTYETDI, @ TAKXKE BbIMOJIHATb
nccnenoBaTenbCKUM aHanmMs3 AaHHbIX Yepes Beb-uHTepdenic.

UHTerpauua nossonseT:

°  MCMoNb30BaTb y4eTHble 3anmcu ALD Pro ons ayteHTudukaymm
B Apache Superset yepe3 LDAP Bind;

° UEeHTpannm30BaTb ynpassieHWe 4OCTYNOM U pa3rpaHnNy4mMBaTb
npaea rnosib30oBaTesNeln C MOMOLLbI JOMEHHbIX rpynn.
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DevOps n paspaboTtka

& GitLab

GitLab — 370 nnatdpopma DevOps ans
NOJIHOrO LMKna paspaboTkn, obbegmHsowas
Git-penosutopun, Cl CD, ynpaBneHue
3aga4aMu, Kog, pPeBbio 1 hyHKLNMU
6e30mMacHoOCTM B egMHOM Beb-uHTepdelice n
API c BapmnaHTamu pasBepTbiBaHUA Omnibus
n Docker Compose.

MHTerpauua nosBonseT:

*  LEeHTpanM3oBaTb y4eTHble 3annucu B
gomeHe ALD Pro v BbIMONHATb
ayTeHTudKrKaumo nosb3oBatenen GitLab
rno LDAPS c Ha3Ha4eHuMeM rnpas
Ha OCHOBe rpyrnmn JOMeHa;

* HACTPOWUTb COMocTaBneHne aTpnoyToB
(uid, mail, memberOf) n punbTpbI
BXO/4a ONS UCKITIoYeHNs
3a6/10KMPOBAHHbIX y4eTHbIX 3anuncen NS
Account.

ATLASSIAN
T Jira

Atlassian Jira — 1o cuctema ynpasneHus
NPOeKTaMun N OTCNEXMBAHMSA 3a4a4, LWWMPOKO
ncnonb3yemas B npoueccax pa3paboTku
nporpaMmHoro obecnedyeHuns n ynpasneHuns UT-
npoekTamu. Nnatpopma npepocraBnseT
WHCTPYMEHTbI A5 yNpaBneHUs 3agadamu,
NAaHMPOBAHUS CMPUHTOB, OTCIEXMBAHUSA
cTaTyca paboT 1 opraHu3aumm KoMaHLHOMN
paboTbl.

UHTerpauunsa nossonseT:

* ucrnonb3oBaTb LDAP-ayTeHTUdUKaLMIO Yepes
cny0y katanora ALD Pro gnsa Bxoaa
rnonb3osaTenen B Atlassian Jira.

Monb3oBaTenn MOryT MPOXoguTb
ayTEHTUDUKALMIO C NCMONb30BAHMEM LOMEHHbIX
yYeTHbIX 3anuncen, a ynpasneHme npaBamm
[OCTyra K NpoeKkTam 1 3agavyaM MOXeT
BbIMOJIHATLCA HA OCHOBe rpynn katasora ALD
Pro, yTo ynpolaeT agMUHUCTPUPOBaHUE
CUCTEMBI.

®ALD™™°

ATLASSIAN

o Bitbucket

Atlassian Bitbucket — 3710 cuctema
yrpaBneHns peno3nTopmuaMm NCXOLHOro
Kopaa, npeaHasHavyeHHas 419 COBMEeCTHOM
pa3paboTKu NporpamMMHOro obecrneyeHus.
MnatdopMa NpenocTaBAseT UHCTPYMEHTbI
N8 XxpaHeHus Git-penosutopues,
yrpasieH1s 0OCTYNoM pa3paboTynkos,
NpPoBeAeHNs KOA-PeBbI0 M UHTErpaLmm C
CMCTEMaMU HEMpPEePbLIBHON MHTerpaLuumn u
[OCTaBKMU.

I/IHTerpal.wm no3BOJNIAET.

+ uncrnonb3oBaTtb LDAP-ayTeHTUdMKaLMIO
yepes cnyx0y kaTtanora ALD Pro gns
BXOAa nonb3oBaTtenen B Atlassian
Bitbucket.

MNonb3oBaTesnn MOryT NPOXO4uUTb
ayTeHTUdUKaLMIO C UCMOSTb30BaHUEM
AOMEHHbIX YY4ETHbIX 3anmcen, a
yrnpasfieHue npaBaMm 4ocTyna K
peno3nTopuUsaM 1 NpoekTam MoxeT
BbIMOJ/IHATLCS HA OCHOBE rPynn KaTasnora
ALD Pro.

Hasapg
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BupTtyanusaumsa n obnayHasa uHppacTpykTypa ALD"°
OR10N SOFT

Orion Soft StarVault — koMmnnekcHoe pelweHne gns 6e3onacHoro ynpaeieHus Orion Soft Termit — cnctema opraHmsaummn TepPMUHaNbHOMO AOCTYyNa
ceKkpeTaMmu 1 JOCTYNOM K HUM, obecneymBaloLLee LLeHTPAIM30BaHHOE XPaHEHNE U ANS yOaneHHolM paboTbl, B TOM YMc/e Yepes KaHaslbl nepenaYm AaHHbIX
3aWmMTy KOHPUAEHUMANBHON MHDOPMAaLWM B OpraHM3aumn. HU3KOro KayecTsa U ¢ ycTapeBwnm MK. Poccuinckas paspaboTtka

C COOCTBEHHbIM OBUXKOM U KofoBol 6a3on 6e3 ocHoBbl M3 Open Source.
UHTerpauus nosBonsieT:

BbINOMHATb ayTeHTUdMKaLMIO NoNb3oBaTenel no npotokony LDAP, WUHTerpaums nossonser:
obecneunBasn emHyto Touky Bxoaa (SSO); + opraH130BaTb BXO[ NO/b30BaTeNel Ha NopTan aAMUHUCTPaTopa
1 TEPMUHaNbHbIE CepBepPbl Yepes AOMEHHbIE YYeTHble 3anuncu

- npepocTtaBnaTb gocTtyn K Nova Console n kubectl B 3aBncnmocTun
no npotokonam LDAP u Kerberos V5.

OT yyacTus nonb3oBaTenen Bo BHeWwHMX rpynnax LDAP ¢ npmesaskomn
K OIDC-npunoxeHusmMm.

Orion Soft Nova — coBpeMeHHas nnatpopma opkecTpaunm n yrnpaBneHus Orion Soft zVirt Max — nnatdopma BUpTyanmsaumm, ocHoBaHHas Ha oVirt
KOHTENHEepPN30BaHHbIMU NPUNOXeHMaMN Ha ba3e Kubernetes, nomoratowias Engine, koTopas obecneunsaeT ynpasneHne BUPTyasibHbIMW MallMHaMW,
aBTOMATU3MPOBATb Pa3BEPTbIBaHME, MaclITabnpoBaHMe N CONPOBOXAEHME XOCTaMu 1 MHPPACTPYKTYPOI BUPTYanun3aumm Ha ypoBHe NpeanpusaTus.

KOPMOpPaTMBHbIX CEPBUCOB C NMOBbILEHHbIMX TPeboBaHUAMKN K 6e30nacHoOCTH.
UHTerpauua nossonsger:
- BEeCTU LeHTpanu3oBaHHyto 6a3y nosb3oBaTenen B gomMmeHe ALD Pro,

WHTerpauvs nossonset: obecneumBasa ayTeHTUGMKaLMIO U aBTopu3aumio Yepes LDAP nnn Keycloak.

* LLeHTpann3oBaHHO BeCTu Oa3y nonb3oBaTtenen B gomeHe ALD Pro MNMonb3oBaTenu cMoryT BXoAUTb B zVirt C NCNOMb30BaHMEM YYEeTHbIX 3anuncemn
c ayteHTUdUKaumen yepes LDAP. MNonb3oBaTenu noayyatoT JOCTyN 13 ALD Pro v nony4aTb 4OCTYMbl B COOTBETCTBUU C MPUHALEXHOCTbIO
K Nova cornacHo csoeu rpynne v posnu. K onpefeneHHon rpynne v posu.

+ HacTtporika nponssoamutcs Yepes LDAP-mMeTon ayTeHTUdUKaLNK ¢ WHTerpauus BbINOAHSAETCS NyTEM HaCTPOMKM NOAKITOYEHUS K Cyxbe
B StarVault ¢ npueazkon k npunoxerHusam Nova Console n kubectl. kaTanora ALD Pro yepes AAA JDBC nnn Keycloak ¢ nogaepxkorn

npotokosos LDAP n LDAPS.
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BupTtyanusaumsa n obnayHasa uHppacTpykTypa ALD"°

XPROXMOX

Proxmox — cuctema BupTyanum3saumm Ha 6ase Debian Linux, koTopasi AaéT BO3MOXHOCTb CO34aBaTb M YNPaBASATb BUPTYaslbHbIMW MaWMHaMM
N KOHTeNHepaMu Yepe3 yaobHbIN BEO-MHTepdENC Nnu CTaHAAPTHYIO KOMaHAHY CTPOKy Linux, o6beanHasa pecypcbl cepBepa B eAuHYI0
nnatpopmy Ana pasBEPTbIBAHUSA U CONPOBOXAEHNSA PA3NINYHbIX CEPBUCOB.

UHTerpauus nossonserT:

*  LleHTpasn30oBaHHO BeCcTu Ba3y nonb3oBaTesnien, ayTeHTUPULMPOBATbL M aBTOPM30BbIBaTh Nosib30BaTenen Yyepes ALD Pro,
a TakXxe yrnpasfidTb UX OCTyNaMuy NyTeM USMEHEeHMS ydacTuUsa B rpynnax;

+ Mopenb 6e30nacHOCTM JoJIKHA ObITb NpeaBapuUTeNbHO HAacTpoeHa Ha Proxmox VE.
NHTerpauus BeinonHseTca metogom LDAP Bind yepes cepBUCHYIO YyYETHYO 3arnnchb.
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KoHTeuHepHble nnaTtdpopmbi ALD"°

0

WTYpBAn

«llTtypBan» — oTe4yecTBeHHas nnatdopma Ans ynpaBieHUs KOHTeMHepaMM 0T KOMRaHuM «JlabopaTtopusa Yucnutenb».
PelieHne No3BOISIET aBTOMATU3MPOBATb Pa3BEPTbIBAHME, YNPABIEHNE N MOHUTOPUHI KOHTENHEPN3OBAHHbIX MPUIOXEHWN

Ha 6a3e TexHonormn Kubernetes.
MoaxoauT Kak ANs KPYMHbIX NPeanpUsTUA, Tak U AN He6ONbLIMX OpraHM3aLMii.

UHTerpauvs nossonserT:

- nnatdopme LTypBan ncnonb3oBaTb cepeep LDAP ans ayteHTudmnKaumm
1 nonyyeHus 6a30BbIX JAHHbIX O MOIb30BaTeNe U3 KaTanora.
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YnpasneHue MHPpPaACTPYKTYypPOM U aKcniyaTaums

FOREMAN

_—

Foreman — OTKPbITbI UHCTPYMEHT
ANs B3aumoaencTems ¢ Puppet

(unun Chef), nossonsawoLWwmn
aBTOMAaTM3MPOBAaTb BbIMNOJIHEHME 33434
M pa3BEépTbiBaHWE NPUIOXEHUN.

MHTerpauua nosBonseT:

« 0becneynTb BO3MOXHOCTb CONMOCTaB/IEHUS
AOMEHHbIX YYeTHbIX 3anucen
C nonb3oBaTensiMm Foreman ans
ayTeHTUdKrKaumm no npoTtokosam LDAP
n Kerberos V5 npu aBTopmnsaumm B Beb-
nHTepderice.

N Pragmatic Tools
am

Pragmatic Tools Migrator — MHCTpPyMeHT,
aBTOMaTM3MPYOLNA MUrpaumio n3 Microsoft
Active Directory B KaTanoru ote4ecTBeHHbIX
ornepaunoHHbIX CUCTEM, B MEPBYLO o4epeab

B ALD Pro.

C ero noMoLLbl0 MOXHO BbIMOHUTb
TpaHCcPOpPMaLMIO AaHHbIX, B TOM Yncne
[06aBUTb cydPUKCbI K UMEHAM YyYEeTHbIX
3anuncen, 4To obecneymBaeT UX YHUKANbHOCTb
npv MUrpaunmn Nosb3oBaTenen N3 HeCKObKNX
AomeHoB Active Directory ogHoBpeMeHHO.

I/IHTerpauvm no3BOoJNiAeT:

- obecneynTb GECLIOBHYIO MUIPaLMIO
OaHHbIX B ALD Pro n paboTty B rubpugHbix
nHbpacTpykTypax. B ALD Pro ectb Mogynb
CMHXPOHM3aLMK, aHaNornyHbIn Pragmatic
Tools Migrator, oTBeyatowmit 60NbLIMHCTBY
noTpebHoOCTEN 3aKa34MKOB.

®ALD™™°

ZABBIX

Zabbix — cnctema MOHUTOPWHTa,
npepHa3sHayeHHas ans cbopa, aHanusa

M BU3yanun3auunm AaHHbIX O COCTOSAHUU
UT-nHdpacTpyKTypbl: CEPBEPOB, CETEBOIO
obopynoBaHUs, NPUNOXEHNM N CEPBUCOB.

UHTerpauusa no3BosnseT:

*  HacTpPOWUTb ayTeHTUDUKALMIO
nosib3oBaTenen yepes 3awmeHHoe
coeguHeHue no rnpoTtokosy LDAPS.
Bo3MoxHa npuBa3Kka ponemn n npae gocTtyna
Ha OCHOBe y4yacTus B rpynnax 4OMeHa;

° MNCNOoJib30BaTb eAunHbIE y‘-IéTHbIe AaHHble
06e3 HeobX0AMMOCTUN PYYHOIO CO34aHMS
n I'IO,D,,EI,ep)KKVI oTAeNIbHbIX aKKayHTOB
B CUCTemMe MOHI/ITOpVIHFa, 4yTo ynpOLu,aeT
aAMUHUCTPUpPOBAHME.
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YnpasneHue MHPpPaACTPYKTYypPOM U aKcniyaTaums

GLPI

GLPI — 6ecnnatHaga ITSM-cuctema gns
yrnpaBfeHnsa akTMBaMm, MHLNLEHTaMU

1 3aaBKaMn. ONTUMU3NPYET NOAAEPXKKY

N pecypcbl Yepe3 NHBEHTapM3auuio,
yrnpaBfieHne KOHTPAKTaMn U NINLEH3UAMM,
obecneymBas LEHTPann3oBaHHbI 0630p

IT-MHbpaCTPYyKTYpbI.

MHTerpauusa nosBonseT:

CMHXPOHM3MPOBATL NoJib30BaTeNeN

M rpynnbl Yepes 3anWEHHOe coeAnHEHNEe
LDAPS c ALD Pro.

3To obecneymBaeT LEeHTPaIn3oBaHHOE
ynpaBneHve y4€THbIMU 3annCsaMu n
NoBbILLIAET YpOBEHb 6€30MacHOCTH
CNCTEMBDI.

O prinfum

Printum — cMctemMa MOHUTOPUHIa

M ynpas/ieHNs nevaTblo, NOBbILWAKOLWAA

3¢ HEKTMBHOCTb MCMNOJIb30BAHMS NPUHTEPOB
n MOY Ha npegnpuaTmUAX.

lNo3BonaeT co3pgaBaTth NpaBusa neyaTw,
yCTaHaBNMBaTb KBOTbI Ha Nne4vyaTb

Mo nosib3oBaTesiIaM U OTAeNaM,
ONTUMU3NPOBATb UCMOJIb30BaHWeE pecypCcoB
M CHMXAaTb 3aTpaTbl HA PAacXo4HUKN

UHTerpauus nossonserT:

*  MMMOPTUPOBATb MOJIb30BATENEN U IPYMIbl
N3 LOMEHA M UCMOJb30BaTb 3Ty
MHdOPMaLMIO AN HACTPOMKN NPaBun
CUCTEMBI.

®ALD™™°

@&ranulex

Granulex Recovery — npegHasHayeH

ANs ObICTPOro NCcnpaBfeHUst NOrMYecKmx ownboK
B LDAP-kaTanore n otkaTa olWmMBOYHbIX

W HeXenaTesbHbIX U3MEHEHWU.

B oTnunume oT Knaccnmyeckoro BOCCTaHOBIEHUS

13 63kana, Granulex Recovery nossonsieT
BOCCTAHOBUTb HEOOX0AMMble AaHHbIe BCEro

32 HECKOJIbKO MUHYT.

UHTerpauus no3sonserT:

* OnepaTMBHO CPaBHMBATb TEKYyLLEee COCTOAHME
KaTanora c MHpopMaLmen ns pesepBHOM
KOMN N BOCCTaHaB/IMBaATb OTAeJIbHble 3aNMncun
N aTpubyThl, YTO AAET HEOCMOPUMbIE
npenmMyLlecTsa Nno CpaBHEHUIO C MOJIHbIM
BoccTaHoBneHneM LDAP-kaTanora ns 63kana;

*  YNPOCTUTb yrpaB/ieHne KaTasorom
KaK Ha 3Tane nepBUYHON MUrpaLmn
n3 MS Active Directory, Tak 1 B npouecce
JanbHeWLWen akCcnayaTaumMm Ha MasnbIx
M cpegHuxX npeanpunatTnax.
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YnpaBneHue AOCTYNOM U Kpuntorpagpus ALD"°
O COJAP @iDM

BOMEE YEM

Solar inRights — coBpemeHHas cucTeMa ynpasieHns y4ETHbIMU AaHHbIMM 1IDM — IDM-cncTema, nocTpoeHHas Ha nnatgopme 1C AN LEHTPaM30BaHHOMO

(IGA), aBTOMaTU3MpYyOLLas ynpaBieHe XU3HEHHbIM LLUKIOM MoJib30BaTENEN. ynpaesieHns y4ETHbIMM 3aMMCAMU M MPaBaMn AOCTYMa NoJsib30BaTeNen, a Takxe

NcToYyHMKOM faHHbIX ABNSEeTCa KagpoBas cmctemMa, a ¢ ALD Pro nHTerpaums AN HTerpaunn brusHec-npoueccos n3 1C ¢ BHELWHUMN CepBUCaMM

OCYLLEeCTBMAETCH Yepes Java-KOHHEKTopP, Ucnonb3youwmnin API-3anpocsl npeanpuaTna N aBToMaTusaunm cornacoBaHMA 3adBOK Ha A0CTyN.

no HTTPS. UHTerpauus nossonseT:

UHTerpauus nossonser: *  YyNpaBnaTb NOSb30BaTENSMWN AOMEHA: CO3[4aBaTb U 610KMPOBATb YY4ETHbIE

© CO034aBaTb, USMEHSATb, yOaNATb YY4ETHbIE 3anMCen Nonb3oBaTenen, rpynmn, 3anmcK, U3MeHATb aTpubyTbl, yNPaBNATb yHacTMEM B rpynnax U HasHavaTb
CTPYKTYPHbIX NOApa3aeneHni; ponu. B3anmopemncrame peannsosaHo Yyepe3 RESTAPI ALD Pro,

- yCTaHaBAMBATb NapOfb MOMb30BATENIO; 4yTO ObecrneymBaeT rMbKy M aBTOMATU3MPOBAHHY CUHXPOHM3ALMIO MeXay

cucTemMaMmu.

° aKTVIBVIpOBaTb/D,eaKTMBVIpOBaTb rnosnb3oBaTenen u ap.

AK | Ankey IDM @ SafeTech CA

Ankey IDM — nporpaMMHbIZ NPOAYKT ANS LEeHTPaIN30BaHHOIO yNpaBieHNs SafeTech CA — coBpeMeHHbIN 0Te4eCTBEHHbIN LLeHTP cepTudukaumnm, cnocobeH
YYETHbIMM 3aNUCAMM MONb30BaTeNeN N NX NOTHOMOYNAMWN B KOPMOPATUBHbIX MOJIHOCTbIO 3aMeHUTb Microsoft CA, onTMMU3MPOBATL MPOLLECCHI BbIMyCKa
NHPOPMALMOHHBIX CUCTEMAX. N yNpaBneHns XN3HEHHbIM LUKIIOM CepTUPUKATOB.

MHTerpauusa no3BoniseT: UHTerpauyus nossonsaerT:

- ynpaBnsTb 06beKTaMu cyx6bl KaTanora: nob3oBaTeNM, rpynmnbl, + obecneunTb BbINyck cepTudmrkaTa A5 JOMEHHOrO NoJib30BaTeNs, UCMOJb3ys

LDAP-kaTanor. CepTudurkaTbl MOXHO NPUMEHSTL ANS aBTOpMU3auum

OpraHn3aLnoHHbIe MogpasfeneHns, Ha OCHOBE MHGOPMaLMK
P 4 ApasA ’ bopmau B LOBEPEHHbIX CEPBUCAX.

M3 4OBEPEHHOIO MCTOYHUKA (CVICTEMa yrnpaBneHnd Ka,ﬂ,paMl/I);
+ Pa3BuTne nHTErpaumnm rno 2 HanpaBneHnAaM:

°* OpraHm3oBaTb pa6oq|/1e npouecchbl Mo cornacoBaHMo 3ad4BOK .
Ha NPeOCTaBNEHNe A0CTYNa (BKMIOYEHME B rpYMMbl 6€30MacHOCTH) Clyx6e 1. UeHTp cepTudmkaumm gast LoMeHa, KOTOpbIi ByaeT BbiNUCbIBaTb cepTUdUKaThI
PEA A y Py y no 3anpocy oT ALD Pro npu co3gaHnm nosib3oBaTesien Ui pasBepTbiBaHUN

KaTasiora, YTo CyLLeCTBEHHO MoBbilaeT 6e3o0nacHOCTb MHPACTPYKTYPbI. noacucTem.

2. Peanusaumus cuctembl asi LOMEHHOM ABYyXbakTOpHOM ayTeHTUdMKaLnm
Ha 6a3e 3N1eKTPOHHbIX NOANMCel NnoA ynpasneHvem CA.
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YnpasneHue AoCcTynom u kpuntorpadpus

¥ NMacceopk

Macceopk — MeHepXxep naponen, KOTopbIn
ynpoLiaeT COBMeCTHy0 paboTy ¢
KOPNOPaTUBHBLIMU YYETHLIMU AaHHbIMU. Bce
naposnv 6e3onacHo XpaHATCSA Ha BalleM
cepeepe, COTPYAHUKM BbICTPO HaxoaaT
HY>XHYIO MHOpPMaLMIo, @ aA4MUHUCTPATOP
yrpaBnseT npaBamMum AOCTyNa 1N OTCNEXUBAET
BCE AENCTBUSA U UBMEHEHMS.

UHTerpauus no3sonseT:

* HaCTpPOWUTb CUMHXPOHWU3ALMIO
nonb3oBaTesnien n rpynn ans
nocnepyolern ayteHTMduKaumm B cmcteme
Macceopk nocpeacteom LDAP Bind.

CToUT OTMETUTb, YTO MHTErpauns AoCTynHa
TONIbKO B paCLUMPEHHOM nnLeH3nn. B
obnayHom Bepcun nopaepxka LDAP He
npenycMoTpeHa.

AnagaviH

AnapauH — yAOCTOBEPSAOWMIA LLEHTP OT
POCCUINCKOro pa3paboTynka s NocTpoeHus
Ha NpeanpUATUM MHPPACTPYKTYPbl OTKPbITHIX
knoden (PKI).

I/IH'rerpal.wm Nno3BONIAET:

©  aBTOMAaTM3MPOBATb Bblgayy KJOYeNn,
rnony4as AaHHble O COTPYAHUKAX U3
KaTasnora; OTKPbITbIM KJ1I04 aBTOMaTU4YeCKHN
3anuMCbIBAEeTCS B y4ETHYIO 3anunch
nonb3oBaTens Ana AByxpakTOpPHOM
ayTeHTUdUKALMN C MOMOLLbIO
cepTudmKkaTa Ha cMapT-KapTax unn USB-
TOKeHax JaCarta;

* ayTeHTUdUKaLMS BbINONHAETCS C
MOMOLLIO KTMEHTCKOro MPUNOXEHNSA ANS
Bxoga SecurLogon no npotokony Kerberos
V5 ¢ ucnonb3oBaHMeM paclumpeHuns
PKINIT.

®ALD™™°

.=

CLOAK

KEYCLOAK — npoAyKT € OTKPbITbIM KOAOM
ANa peanusaumn eAnHOMN
To4yku Bxopa (SSO).

UHTerpauus nossonser:

© NpPepoCcTaBUTb LOMEHHbIM
Nnosib30BaTeNIIM BO3MOXHOCTb
ayTeHTUdUKaumm B Beb-NpUNoXeHnaxX
Mo CoBpeMeHHbIM rnpoTokonam OAuth2,
OpenlD, SAML;

* uHTerpauud c ALD Pro peanusoBaHa
yepes LDAP-kKoOHHeKTOPp.

Hasapg
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YnpasneHue AoCcTynom u kpuntorpadpus

A/
““‘ MFASOFT
Secure Authentication Server (SAS) ot MFASOFT — oTeyecTBeHHoOe
pelweHne ans opraHmMsaunmm MHOrodakTopHoOM ayTeHTudurKauum,
obecneymBaioLLee 4ONONHUTENbHbLIN YPOBEHb 3aLLMTbl NPU BXOAE

B KOPMOPATUBHbIE CUCTEMbI 33 CHET UCMOJIb30BaHMUS O4HOPA30BbIX MApOoen,

TOKEeHOB U APpYyrnx MeToaoB NoATBEPXOEHNA TMYHOCTW.

UHTerpauusa nossonseT:

*  MCMOJIb30BaTb AOMEHHbIE YY4ETHbIE 3anncK A5 eANHON ayTeHTUbMKaLmm
yepes LDAP un Kerberos, obecneunBas LeHTpanM3oBaHHOE yrpasieHue

NoNb30BaTENSMU U HACTPOMKY MHOrohakTopHOM ayTeHTUdMKaLUm
6e3 pybnnpoBaHUsa gaHHbIX. DTO NOBbIWaeT 6e30nacHOCTb U ya006cTBO
AOCTyna K KOprnopaTUBHbLIM pecypcam.

@ BearPass

BearPass — KOpNopaTUBHbIN MeHeXep Naposiei, npegHa3HauYeHHbIN
ANS LeHTPaNM30BaHHOIO XPaHEHUs U 6e30nacHoro ynpasieHus
YyYeTHbIMU AAHHBIMM [OCTYNa K KOPNOPATMBHbIM CUCTEMAM M CEPBUCAM.
CucTeMa No3BoNSET YyNPaBAsATb NpaBaMu [OCTYNa, UCMOMb30BaTh PO U
FPYnMbl, @ TakXe BECTU ayaAUT onepaumii C CeKpeTaMu.

UHTerpauusa no3sonseT:

* mncnonb3oaTtb ALD Pro Kak MUICTOYHKMK NOJIb30BATENEN U FPYNM Yepes
LDAP Bind, obecneunBasi X CUHXPOHM3ALMIO, ayTEHTUDUKALMIO U
LeHTpa M30oBaHHOeE yrpasJieH1e npaBaMn gocTtyna B BearPass.

® 1dentity Blitz

Blitz Identity Provider — poccuiickas nnatdopma gnsa ynpasneHus

naeHTudUKaunen n ayTeHTndUKaLumen nonb3oBaTenemn, npeaHasHa4yeHHas

angd obecnevyeHns besonacHoro AO0CTyNa K KOprnopaTtnBHbIM MNMPUOXeHNAM

M cnctemam. PelueHne Noaaep>XXMBaET COBPEMEHHbIe NpoTokosbl (SAML 2.0,

OpenlID Connect, OAuth 2.0, WS-Federation), eguHbiin Bxog (SSO),
MHorodakTopHyto ayteHTUdumkaumo (MFA) n 6ecnaposnbHble CLLeHapUK.

I/IHTerpauMa rno3BONIAET:

NCNoJSIb30BaTb AOMEHHbIe YY4ETHbIE 3anucK Ans Bxoaa B Blitz
yepes LDAP unun Kerberos. 3To ynpouwiaetT agMMHUCTPUPOBAHKE,
COXpaHsisi ynpaBieHe 4OCTYrNoM Ha CTopoHe Blitz;

MCNONb30BaTb YY4ETHbIE 3anncKn U3 goMmeHa ALD Pro ans eguHoro Bxoga
B CEPBMCbI, NOAK/TOYEHHbIE K Blitz.

HashiCorp

Vault

HashiCorp Vault — cuctema ynpaeneHus cekpetamm ans 6es3onacHoro
XPaHeHUs, KOHTPONA AOCTyrNa 1 ynpaBneHUs XU3HEHHbIM LIMKJIOM
KOHbMaeHUNanbHbIX AaHHbIX, C MOAAEPXKON ayanTa U aBTOMATUYECKOM
pPOTaLMN YYETHbIX OAHHbIX.

UHTerpauusa nossonseT:

NCMNOJIb30BaTh y4YeTHble 3anncmn ALD Pro gnsa ayteHTUduMKaumm B
HashiCorp Vault yepes LDAP Bind, LieHTpann3oBaTb yrpasneHue
AOCTYNOM K cekpeTaM 1 NonnTnkam 6e3onacHoCTN Ha OCHOBe
OOMEHHbIX rpynn.

Hasapg
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CeTeBble cepBUCbHI ALD

() OPENVPN

OPEN VPN — cepBepHoe npunoxeHue gas opraHnsaumm 3aWmniEéHHOro Squid — KaWwnpyoWmMn NPoKCU-CcepPBEP C OTKPbITbIM MCXOAHbIM KOAOM
00CTyna yAaNéHHbIX COTPYAHMKOB K JTOKaNbHOW CeTU NpeanpusaTus yepes AN onTMMKU3aunm u KoHTpons HTTP/HTTPS-Tpaduka, obecneyurBaloLwmmn
VPN. Ucnonb3yeT 3awmdpoBaHHble KaHabl CBSA3K, obecnednsasn K3WKWPOBaHWE KOHTEHTa, yrpasfieHne JOCTYNOM U MPpUMeHeHne NoJINTUK
KOHOUMAEHUNANbHOCTb AAHHbIX U UX 3aLLUTY OT NepexBaTa B OTKPbITbIX dunbTpauun.

ceTax.

UHTerpauusa nossonseT:

UHTerpaumusa nossongeT: ° MNCNONb30BaTb LLEHTPAaJIN30BaHHYIO ayTEHTVId)VIKaLI,VII'O noJjib3oBaTtersien
.. yepes Kerberos ¢ ncnonbsoBaHnem cnyx6bl katanora ALD Pro.
© yCTaHaBnuBaTb 3aWnLWEHHbIe VPN-coeanHeHNs C NCNOJSIb30BaHMEM
.. o Monb3oBaTenn goMeHa MoryT nony4aTtb AOCTYN K UHTEPHET-pecypcaMm
OOMeHHbIX YY4E€THbIX 3anuncent. Naposib Ha VPN-cepBep npepoctaBnsaeTcd
Yyepes NpoKcm-cepBep 6e3 NOBTOPHOrO BBOAA YYETHbIX AAHHbIX,
B OTKPbITOM BMAE, MPOBEpKa BbIMONHAETCA Yepe3 cyxby SSSD no
yTO obecneyrBaeT nogaepxky egmHoro Bxoga (SSO) 1 nosbiwaeT
npoTokony Kerberos V5, kak Npy MHTEPAaKTUBHOM BXOAE B CUCTEMY.

. ypOBeHb 6e30MacHOCTM 1 ya06CTBa paboThl B KOPNOPATUBHOM CETH.
° HacCTpouTb AOCTYN C Y4ETOM y4HacCTun4 NoJib30BaTeNd B rpynnax,

B TOM 4yucre c ucnonb3osaHmem HBAC-npaBus.
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NHTerpauusa yepes rpynnosblie NOJIMTUKU

@ SafeTech CA

SafeTech CA — coBpeMeHHbIN OTeYECTBEHHbIN LLEHTP cepTUdMKaLnm,
CNOCOGHbIN MONHOCTbIO 3aMeHUTb Microsoft CA, onTuMM3npoBaTh NPOLECChI
BbINYCKa M yNpaBfeHUs XM3HEHHbIM LIMK/IOM CePTUDUKATOB.

UHTerpauus nossonserT:

© aBTOMaTM4YeCKW 3amnpallivBaTh, yCTAaHABANBaTb U OTCNIEXMBATb
ceptudukaTtbl SafeTech CA yepes rpynnosbie nonntukm ALD Pro,
BKJItOYasi yCTaHOBKY M HacTpoliky ST CA Helper gns Certmonger,
obecneynBas LeHTPaM30BaHHOE yNpaBieHNe 1 aBTOMaTM3aLMI0
XW3HEHHOrOo LMKNa cepTUdmnKaTos.

.’A P7-0PAC

P7 - Oduc (KopriopaTueHbiii cepeep) — npodeccruoHanbHble oHManH

n opdnarH MHCTPYMeHTbI AN paboTbl C 4OKYMEHTaMN N KOHTEHTOM. EanHoe
NPOCTPAHCTBO AN XPaHEHUS N YNPaB/eHUa AJOKYMEHTaMMN OpraHn3aLumm,
NIaHNPOBAHMS, B3aMMOLENCTBUA COTPYAHMKOB U KOHTPAreHToB.

UHTerpauyunsa nossonseT:

©  LeHTpanM30BaHHO yCTaHaBNMBAaTb M akTUBMPOBaTb P7-Odunc yepes
rpynnosble nonnTtukn ALD Pro, Bknto4asa nogkitoveHmne penosntopus,
YCTaHOBKY NaKeTa U aBTOMaTU4YeCKyl YCTaHOBKY JINLLEH3UU, C
LeHTpasiM30BaHHbIM yripaBiieHMeM pa3BepTbiBaAHWEM U aKTUBaLMEN.

<::> KpuntoAPM

KpuntoAPM — nporpamMmmHoe obecrneyeHue 4ns 3N1eKTPOHHOW Noanmcu
1 wndpoBaHus, No3BoNAOLEE CO34aBaTh U NpoBepsTb I, WwndposaTb
AaHHbIE W yNPaBnsTe CEPTUPUKATAMU C UCMOSIb3OBAHMEM

KpuUnTonpoBanaepos. NpMMeHsieTcs B KOPNopaTUBHbIX cuctemMax 1 30.

UHTerpauus nossonserT:

* UeHTpanM3oBaHHO yCTaHaBnMBaTb N HacTpameaTb KpuntoAPM yepes
rpynnosble nonutukn ALD Pro, Bkto4asa pacrpocTpaHeHue
KOMIMOHEHTOB 3/IEKTPOHHOM MOoAMUCU U MPUMEHEHNE eUHbIX MOSIUTUK
NCMNONb30BaHUSA KpnTorpadum.

Squid — K3WnpyoWmn NPoKCU-cepBeEP C OTKPbITbIM NCXOAHBIM KOAOM ANS
onTuMmMsaumm n koHTpons HTTP/HTTPS-Tpaduka, obecneumBatowmi
K3LWMPOBaHME KOHTEHTa, ynpaB/ieHne gOoCTyNnoM 1 NpuMeHeHne NoanuTmK
$punbTpauunm.

NHTerpauunsa nossonseT:
*  LeHTpasM30BaHHO HacTpamMBaTb MCMOb30BaHWE NPOoKcK Squid Ha

OOMEHHbIX KOMMbloTepax Yepes rpynnosbie nonntmku ALD Pro,
obecneynBas eguHble NapamMeTpbl 4OCTyna B 6pay3epax nonb3oBaTenen.

Hasapg
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MHTeran,VIFI Yepes rpynnoBbie NoJImTUukKu ALDPrO

(&

1C:MNpepnpusaTue — nnatdopma cMCTEM YUETa,
ABTOMATU3NPYOLWMX PAacHET 3apaboTHOM NnaTbl, ynpaBneHue
aKTuBamMu U pUHaAHCaMn, BeAeHMe yNpaBieHYeckoro y4yéTa.

B HacTosWwMn MOMEHT paboTa B 4OBEPUTE/TbHbIX OTHOLIEHMSX
He nogaepXuBaeTcs KnMeHToM 1C, cepBep Heobxoanmo
npucoegmnHUTb K goMmeHy ALD Pro.

UHTerpauyus nossonser:

°  LEeHTPaNnM30BaHHO yNpaBnsaTb HacTponkamm 1C yepes
rpynnoeble nonutukm ALD Pro, BkntoYast KOHGUrypauuto
napamMeTpoB NOAK/IOYEHUS, aAPeCcoB MHPOPMALMOHHbIX 6a3
M napameTpoB paboTbl, obecneynsas eguHoe
aAMWUHUCTPUPOBAHME N aBTOMATU3ALMIO HACTPOMKM
pabounx mecT.

4 RuBackup

RuBackup — pelweHue gns aBTOMaTU3NPOBAHHOM 3aLLNTbl AAHHbIX
MHDPACTPYKTYPHbIX cucTeM Ntoboro macwtaba u GUsHeC-NpUIoXeHUNA.

UHTerpauus nossonser:

* LeHTpanu30oBaHHO yCTaHaB/IMBaTb, HACTpPauBaTb U YAANATb KIINEHT
RuBackup yepes rpynnosble nonntukm ALD Pro, Bkntoyas
NoAK/OYeHMe K CepBepy, HACTPOMKY NapaMeTpoB paboThl
W yrnpaBneHue cny>K0om KnneHTa.
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NMHpopmMmaumoHHana 6e30nacHOCTb

MaxPatrol SIEM

Max Patrol SIEM — cucrema ynpasneHus
cobbITnsMM MHGopMaLMoHHOM Be3onacHoCTH.
Mo3BonsieT opraHM3aumam obHapyXmBaTb,
aHaNM3npoBaTb N YCTPAHSTb Yrpo3bl
6e30nacHOCTM paHbLue, YEM OHU HaHecyT

yuwepb.

UHTerpauusa no3BosfeT:

* HACTPOWUTb KOMMOHEHTbI TEXHOIOMMYECKOro
cTeKka Ana reHepauuny Bcex HeobxoanMbIx
CcobbITUiM Be3onacHoOCTYH;

© OpPraHW30BaTb LLeHTPaNMU30BaHHbIN cOop
cobObITnI 6e3onacHocTn B SIEM-cucTteme,
NX HOPMaNn3aumo 1 Koppensuuto
A9 aBTOMaTM4YeCcKOoro BbiiBNIeHUS
MHUMAEeHTOB 6e30nacHOCTW.

Kaspersky
Unified Monitoring
and Analysis Platform

Kaspersky Unified Monitoring and
Analysis Platform — peweHwe knacca SIEM
019 MOHUTOPWHIa 1 aHanusa uHumnaeHTos Ub.
Mo3BonsieT opraHn3aumsam obHapyXueaTb,
aHanNM3npoBaTb U YCTPaHATb Yrpo3bl
0e30nacHOCTM paHblle, YEM OHU HaHecyT

yuwepb.

UHTerpauus nossonserT:

*  HACTPOWUTb KOMMOHEHTbI TEXHOJIOMMYEeCKoro
cTeKka pJsia reHepaunm Bcex HeobXxoanNMbIX
cobbITMI be3onacHocCTy;

© OpraHW30BaTb LLleHTPaNn30BaHHbIN cOop
cobbITUiM be3onacHocTu B SIEM-cucteme,
NX HOPMann3auuio U Koppensauuno
019 aBTOMaTU4eCKOro BbiB/IEHUA
MHUMOEeHTOB 6e30nacHoCTU.

®ALD™™°

R-Vision

R-Vision SIEM — nnatdopma,
npeaHa3HavyeHHas gns cbopa cobbiTui U3
Pa3MYHbIX MHPOPMALMOHHBIX CUCTEM, NX
HOPManM3aumm n Koppensaumm,

a TakXe A5 BbISBNIEHUSA BO3MOXHbIX YrPo3.

UHTerpauua no3BosseT:

*  BbIMOJHATb ayTeHTUDUKALMIO NONb30BaTeNeln
B BeO-uHTepdelice yepes LDAP Bind
B fomeHe ALD Pro, npoBepka npas
OCYLLECTB/ISETCHA HAa CTOPOHE CUCTEMBbI
MOHUTOPMHra 6e30nacHOCTU.

DTO NO3BOJISIET UCMOIb30BaATb YYETHbIE
3anmMcun goMeHa gns agMUHUCTPUPOBAHMUS
SIEM-nnatdopmMbl.

B cucTemMy BKIHOYEH HAabop KOppPENSLMOHHbIX
npasu, NpeaHa3sHavYeHHbIX Ans
oTcexuBaHusa cobbiTuii ns ALD Pro.
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Q cAkyPA rl‘DdéKI\D/ ES

CAKYPA — nporpaMMHbI KOMMIeKC /i1 MOHUTOPUHIa Makves DCAP — cucteMa ayauTa 1 KOHTPONS AoCTyna K nHpopmauuu,
N KOHTPONS yAaNEéHHbIX pabovnx MecT C LLleHTPaNM30BaHHbIM obecneynBatoLLas LEeHTPaNN30BaHHbIN cOop, aHaNN3 U XpaHeHne
ynpasneHnem nonmtmkammn 6esonacHoctn. Cuctema sawmwaet cobbITnin 6e30MacHOCTM B KOpNopaTUBHOM ceTu. MIHTerpauyus
NHPPaCTPyKTYpY, KOHTPONMPYS COOTBETCTBME paboymx MecT peanusyeTcs 6e3 ycTaHOBKM AOMNONHUTENbHbIX areHToB Ha ALD Pro,
TpeboBaHUsIM 6e30MacHOCTU, NPOBOAS MHBEHTapM3auuo obopyaoBaHus HacTpolKa 3kcrnopTa cobbITUIA OCYLLECTBASIETCA C NOMOLblo syslog-ng.

n MO, ynpaBnsa 4OCTYNOM M aBTOMaTUYECKM pearvpyst Ha HapyLeHus.
UHTerpauus nosBonseT:

WHTerpauus nossonser: *  aBTOMaTMYeCcKM Nony4YaTb COBLITUS ayTeHTUPMKALMM, U3MEHEHUS

*  pacWunpuUTb yNpaBieHne fOCTYNOM C UCNOJIb30BaHNEM AaHHbIX LDAP 00beKTOB KaTanora, aAMUHUCTPUPOBAHNSA U MPOYNX KPUTUYECKU
ANS onpeneneHns ponen n rpynn nosb3oBaTenem; BaXXHbIX AENCTBMUIN, MPOMCXOAALLINX B AOMEHHOM cpefe.

- obecneunTb egMHOOGpPasne n 6e3onacHoOCTb YNpaBneHUs 4OCTYNOM
B OpraHmnsaunun, ynpoctnTtb agMMHUCTPUPOBaHME N NogaepXnBaTb
KOMMIEKCHbI KOHTPOJIb MONUTUK 6€@30MacHOCTM Ha paboymnx MecTax.
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Solar Dozor — cucTemMa KOpnopaTMBHOro Kfacca As npeaoTepalleHns
yTeyek gaHHbIx (@Hrn. Data Leak Prevention, DLP). O6ecneynBaeT KOHTPOJb
KOMMYHMKALUMIA COTPYAHUKOB, B/TOKMPOBKY OTMPaBKM HeXenaTesbHbIX
COOOLLEHNI, BbISIBIEHWE TPYMMN PUCKA M MOHUTOPUHT UX aKTUBHOCTEN,
NO3BONSIET AeNaTh PETPOCNEKTMBHbIN aHaM3 Mo apXmMBY KOMMYHUKALWA.

UHTerpaumusa nossonseT:

*  CMHXPOHW3MPOBATb AaHHbIe KaTasiora C BHyTpeHHel 6a3ol o6bekToB Dozor.
AyTeHTUMKaLMA LOMEHHbIX NOJIb30BaTeNeil B KOHCOMN YNpPaBieHNUs
cUcTeMol BO3MOXHa no 6e3onacHomy npoTokony Kerberos V5.

* WHTerpauus peanmisosaHa nocpenctsom LDAP-kKoHHeKTOpPA.

— cuctema Privileged Access Management (PAM),
KOTOopas NpoKCcupyeT yaanéHHble NoaKItoYeHNa NPUBNNErMPOBaHHbIX
AAMUHNCTPATOPOB K cepBepam no SSH, RDP u gp., o6ecneymBast KOHTPOJIb,
MOHUWUTOPUWHI U ayaAnT BENCTBUI C BO3SMOXHOCTbIO MPUHYAUTENbHO 3aBepLlaTh
ceccum.

UHTerpauus nossonserT:

*  HaCTPOWUTb ayTEHTUDMKALMIO MPUBUNETMPOBAHHbIX MOJIb30BaTeNeNn C
MCMoNb30BaHMEM YYETHbIX AaHHbIX U3 goMeHa ALD Pro. CuctemMa nossonsgeTt
ncnonb3oBaTb MHOPMaLMio 06 y4acTUK Nonb3oBaTeNlen B JOMEHHbIX Fpynnax
ANS pacnpegeneHuns npas 4OCTyna M HAaCTPOWKY NMpaBua ayamTa.

NALD™

SafeConnect — Be6-nopTan, C MOMOLLbIO KOTOPOrO MOJIb30BaTENSAM MOXHO
npenoCcTaBMTb JOCTYN K KOPNOPATUBHbLIM NMPUIOXEHUAM U3 Beb-6pay3epa. Ha
OAHHbI MOMEHT B CUCTEMY YXK€ BCTPOEHbI Ceaylolme KIMeHTCKNe
npunoxeHus: RDP, RDP app, VNC, SSH, Telnet, HTTP(S).

UHTerpaumusa nossonseT:

*  MoJIb30BaTeNAM NPOXOAUTb ayTEHTUPUKALMIO C UCMONIb30BAHNEM CBOUX
AOMEHHbIX YYETHbIX 3anuncein. Mpu nybnmkaumm npunoxeHnn
aAMUHUCTPATOPbI MOTYT NPeAOCTaBASATb AOCTYM NOIb30BaTENAM C YH4ETOM
nHbopMauum ob nx yyacTumn B rpynnax.

* WHTerpauus c ALD Pro peanvsoBaHa nocpenctsoM LDAP-KoOHHeKTOpAa.
MpoayKT MoxeT paboTaTb coBMecTHO ¢ Safelnspect.

Solar WebProxy —3To KoprnopaT1BHbIi NPOKCU-CEPBEP N CPeACTBO
KOHTpons Be6-g0cTyna, npeaHasHayeHHoe 471 YrpaBieHUst UHTEpHeT-

TpadukoM nonb3osaTenei B opraHnsauun. PelweHne obecneymsaet

dunbTpaunto BeO-KOHTEHTa, KOHTPOJIb A0CTYMNa K UHTEPHET-pecypcam,
BeeHMe XYPHANO0B akTUBHOCTU N MPUMEHEHMEe NoNUTMK Be3onacHoCT ans
rnonb3oBaTenen u rpynnm.

NHTerpauus nossonseT:
°  MCMoNb30BaTb y4yeTHble 3anmcu ALD Pro gns ayteHTndunkauum B Solar
webProxy

©  MPUMEHATb NOINTUKKN A0CTyMNa U GUNbTPaLUM Ha OCHOBE JOMEHHbIX rpymnmn
© LEeHTpanmM3oBaTb yrpaB/ieHNe 1 MOBbICUTb YPOBEHb Ge30MacHOCTM.
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O ideco

Ideco NGFW — mexceTeBol 3kpaH, o6ecneymBaeT 3almTy BHYTPEHHErO
nepvmeTpa CeTU Ha Pa3HbIX YPOBHSAX M NO3BONAET YNPaBAsaTb [OCTYNaMM

BO BHELLHIOI CETb ANl KOHKPETHbIX Nofib3oBaTenen u/mnu rpynn. BoamMoxHo
BbIMNOJIHUTb HACTPOWKY NPaBU [OCTYNa U3 BHELLHEN CETU B JTOKasbHY!O.

NHTerpauusa no3BosfeT:

* LeHTpanu3oBaTb 6a3ly Nonb3oBaTenen n NnepeHecTn ayTeHTUdPrKaLnio
1 aBTopm3aumio Ha ALD Pro, Bktodasa Kerberos. 3T1o obecneuunt
nosib3oBaTeNsiM Npo3payHbin Bxoa B Ideco NGWF v gocTyn
B COOTBETCTBMU C YCTAaHOBJIEHHbIMW MPaBUIaMU.

* WHTerpauns BbINOAHSAETCS NyTeM CO3haHUSA Y4ETHOM 3anumcu Ideco
B AoMeHe ALD Pro n nogaepxunsaeT npoTtokon Kerberos.

B/SIS

Basuc.Virtual Security — cpeacTBO 3aWKUTbl MHOPMALMK CUCTEM
BUpTYyanusaumm n obnavHeix nnatpopm, ceptupnumposaHHoe GCTIK PO,

NHTerpauua no3BonseT:

< HacTpouTb eanHyto Touky Bxoaa (Single Sign-0n, SSO), npu koTopon
NoJsib30BaTENM MOMYT ayTEHTUDULNPOBATLCA OAMH Pas M Nony4YaTb AOCTYN
K HECKOJIbKMM NPUNOXEHUSM UNU cepBucam 6e3 HeobxoanMOCTM MOBTOPHOMO
BBO/JA YYETHbIX AAHHbIX;

° LUEeHTPann3oBaHHO ynpaBndTb NoJib30BaTeNIAMU, PONIAMU N NpaBaM 00OCTYyra,

© HaCcTpauBaTb Pa3iN4YHble CLLeHapUN ayTeHTUDMKALNK, BKITHOYAS
MHOrodakTopHYyto ayTeHTUdMKaumio (MFA), yCNnoBHbIN JOCTYN
N KacToMmsaumo GopM Bxoaa.

®ALD™™

Jil' UserGate

UserGate NGFW — mexceTeBOM 3KkpaH, 06ecnevymBaoLnii BbICOKUM
YPOBEHb 3aLUTbl OT Yrpo3 ans ceten nioboro dopmarta n pasmepa
6narogaps MakCMManbHOM BUOMMOCTUN COObITMIN 6Ge30nacHOCTH.

CoBMeLaeT B cebe cncteMy obHapy>XeHUs BTOPXEHMS U MEXCETEBOM 3KPaH.

NHTerpauyus nossonsieT:

* nony4aTb MHPOPMaLUIO O NOSIb30BATENSAX U FPyNNax AOMeHa
M MCNONb30BaTb 3TW AaHHbIE NPWU HACTPoNKe NpaBma GuUnbTpaumm
W pasrpaHnyeHnm ocTyna;

* MpO3payHo ayTeHTUDMLUMpPOBATL NOJSIb30BaTENEN NOCPEACTBOM NPOTOKONA
Kerberos. MNpepoctaBnaTe Nonb3oBaTeNsS M UM Fpynnam JoMeHa
aAMUHUCTPaTUBHbIN gocTyn K UserGate NGFW.

Wy,
n ViPNet SafeBoot

ViPNet SafeBoot — nporpaMMHbI MOAyb LOBEPEHHOW 3arpy3Kku,
BCTpoeHHbI B UEFI BIOS, 6nokupyeT 3anyck onepaumMoHHOM CUCTEMbI

Ha paHHeN cTaguun. PazpellaeT 3arpy3Ky TO/IbKO NOMb30BaTeNsIM

C ayTeHTUdUKaLMEN Yepes3 OMEHHYIO YH4ETHYIO 3anncb 13 ALD Pro,
obecneymBas pasrpaHMyeHme foCTyna 1 3almTy OT HECAHKLMOHMPOBAHHOIO
3arycka CUCTeMbI.

UHTerpauua nossonser:

°  OCYLWECTBNATb ayTeHTUdMKauMo nonb3oBatenen ALD Pro
rno npotokosny LDAP ewe Ha ctagum 3arpy3ku UEFI.

- Mopnep>xka ALD Pro peannsoBaHa B Bepcun ViPNet SafeBoot 3.0.1.
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