
Cloud Platform

Secure Private 
Cloud



Astra Cloud 
Platform
Platform for building secure private cloud. Provides 
centralized infrastructure and cloud services management 
with pricing and billing support.

Product is registered in the Russian Software 
Registry No. 23327 (July 25, 2024).

Software package with a 
single license

Save time and budget. Reduce 
administrative overhead.

Secure cloud environment on 
customer owned hardware
Full control over the data. Reduced 
risk of data leakage. Compliance with 
security requirements.

Consolidation and 
virtualization of the entire IT 
infrastructure

Increase the efficiency of corporate 
resources and reduce total cost of 
ownership.

Access to cloud services 
using the self-service 
portal

Accelerate the deployment of new 
services, reduce IT support overhead.



Who is the platform 
suitable for?

Enterprise customers
l Consolidation of computing 

resources
l Ensuring secure service delivery
l Replacing imported or open-

source solutions

Cloud Service Providers
l Providing secure services to external 

organizations
l Available for cloud platform 

certification
l Flexible integration options 

(technology and commerce)

Government Authorities

l Compliance with regulatory 
requirements for certification

l Building, operation, and service 
providing based on the 
Government Information System 
(GIS) via Astra Cloud platform



Astra Cloud Platform benefits

Security
Unique certified security tools based 
on Astra Linux OS

Scalability
Rapid expansion of cloud resources

Flexibility
Choice between private and public 
cloud deployment models

High Availability

Ability to work in multiple data 
centers (Federation mode)

Resource Usage & Billing

Built-in functionality for billing 
resources using self-service portal

Automated Installation

Ready-to-use installer for deploying 
all solution components

Observability
Monitor performance of platform 
components

Certification
Build cloud for critical information 
infrastructure



Use cases

/01 Deploy Virtual Data Center

Provides flexibility, scalability, security, and 
cost-effective resource management

/02 Resource quota
Efficient resource usage, minimal risk of over-
consumption, and support for the stable 
operation of the entire platform

/03 vGPU and ML workloads
Visualization, modeling, big data processing and 
machine learning with optimal use of computing 
resources



UI Examples

Quickly configure virtual server settings for 
development, testing, and hosting 
applications or services.

CPU and RAM Configuration
• Setup a Password

Minimum configuration steps - maximum 
control



UI Examples

Quickly order, set up, and activate services from 
the marketplace

Select Networks
• Order Information
• Payment and Order Management



UI Examples

Build, configure, and manage infrastructure

VDC Management
• View status
• Management tools
• Search and filter
• Customer information and pricing



Astra Cloud 
Platform 
Components

Resource Usage

Self-service portal and Billing

Security tools
ZPS MKC MRD

+
Imposed protection 

measures

Image 
storage

Monitoring Automation

Virtualization and 
Orchestration

Directory 
Service

Backup and 
Restore

Hypervisors
and containers

SDS SDN

Operating System

API
CLI
Terraform

Hardware

Servers Storage Network



License for control unit

Required to license 3 physical servers.

Additional license for 
expansion unit

Required to license each additional 
physical server.

Technical Support

Purchased for control unit
and an expansion unit based on the 
number of servers.

Subscription

A ready-to-use cloud 
infrastructure with pay-per-use 
pricing, purchased as a service 
from the Astra Cloud data center.



Available editions

AC Base
AC Standard

Virtualization and services Base Standard

Virtual Data Center based on physical resources 1 unlim

Integration with other virtualization platforms – +

Nvidia vGPU support – +

Geo distribution – «Federation» mode – +

Built-in helpdesk – +

Services high availability – +

Accounting module – +

Authorization, registration, messaging, authentication 
(ESIA) – +

Payment system support – +



Delivery options

Private Cloud 
off-premise

Private Cloud 
оn-premise

Appliance
(Hardware + Software)

Provided by 
vendor

Provided by 
customer

Provided by appliance 
manufacturer

Subscription Software license Appliance license

Astra Cloud Astra Group Appliance vendor

Hardware

Delivery

Technical 
support



Roadmap

Category
2026

H1 H2

Computing l Astra Cloud Configuration Manager
l REST Virtualization API
l DR as part of AstraCloud. Integration solutions (APIs) for disaster recovery of 

customer workloads.
l Expanded functionality in self-service portal

l Tools for migrating VMs from third-party VDCs/clouds
l Baikal processors for virtual computing power
l REST API for platform components (platform API gateway)

Containers • Support for “Bootsman” K8s platform for managing cloud container clusters • Software registry for containers

Network • Software Defined Networking (SDN)
l Managed Load Balancers
l Direct network connection between sites (Direct Connect)

Storage • Support for Software Defined Storage (SDS TROK)
l S3 Object Storage
l Snapshot Management
l Asynchronous Replication

Database • Recommendations for self-hosting DB services on the platform • Tantor Xdata database engine

Application • Recommendations for self-hosting apps on the platform • ALD Pro directory service

Security l Authentication Services
l Project-based Certification Services

l Type 1+ Hypervisor
l Identity and Access Management (IAM)

Big Data, AI/ML l XCloud appliance with Baikal processors
l Tesseract platform for AI and ML



Request for demo

Save contact on 
your phone

Alexandr Shustov
Head of Sales

+7 926 096 07 31

ashustov@astralinux.ru

astracloud.ru


