SALD™!

Poccumnckasa cnyxba katanora
KOPMOPaTUBHOIO KN1Aacca

MpuBbIYHas GYHKUMOHAIBHOCTb |
CyBepeHHas 6e3onacHocTs
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(PMCKM ang 6M3HeczD

01 PocTt dmHaHCOBbIX YObITKOB

02 PenyTauMoHHbIN yLLepb

03 HapyLueHne HOpMaTUBHbIX
TpeboBaHWM

*OTyet Positive Technologies:
AKTyanbHble knbepyrposbl: |V kBapTan
2024 ropa — | kBapTan
**UccneposaHue Positive Technolgies
2024-2025

*¥*¥*OTyet Petri.com 2024

[ToyeMy poccumnckaa cnyxoa
KaTtanora ALD Pro Tak
aKTyaJibHa cemyac?

32%

MHUMNOEHTOB

KnbepbesonacHOCTU NpMBenn
K HapyLUEHUO OCHOBHOM
[eaTeNlbHOCTU opraHusaumm™®

Mpukasz @CTIK Ne17

Mpukasz PCTIK N231

42%
yCrnewHbIX aTak

OCYLLECTBNSAETCS Yepe3
BMpPYCbI-LUNdpOBanbLUUKN**
KJIlo4eBas Lefb KOTopbix MS AD***

AN

ALDPro

Mpukaz PCTIK N221 Mpukasz PCTIK N2239



Cno)XXHocCTu

MMMopTO3aMeLlLeHnd ®

Kakue dakTopbl TOPpMO3AT NpoLiecc 3aTparThl
nepexoaa Ha ote4eCTBeEHHbIE Ha MUrpaumuio
peLueHns?

ns BHeapeHus
HY>XHbl MIHBECTULMMN
KaK A8 HOBbIX
NPOAYKTOB,

TaK U NOAAEPXKKMU
CYLLECTBYOLLMX

®

[MpnBA3aHHOCTb
K Microsoft

KnroueBbie npouecchl,
NMHTEerpaumm

N 3KCNepTm3a
crneumanncToB
MOCTPOEHbI

Ha npopykTax Microsoft

WALD

®

HepoBepue
K HoBoMmy 10

CoMHeHusa B 3penocTu,
nedbuunT pedepeHcos,
PUCKN COBMECTUMOCTU



WALD

Cnyxba katanora ALD Pro no3sonsieT ynpaBnsTb
NT-nHPpacTpykTypou n obecneymBaTb ee 6€30MNacHOCTb

OonTuMmn3aums YnobcTso 3awumTa C—))

OnTumMmzauus Tpyaosatpar

aAMWUHUCTPATOPOB LleHTpanusoBaHHOE
N COTPYOHUKOB ynpasneHue fOCTynamu,
MHPOPMaLMOHHOM KOMIMbOTEPaMM MMnopTozameLLeHne

Be3onacHOCTH M NMONb30BaTENSAMMU pewueHmn Microsoft



ALD Pro B akocucteme «lpynnbl ACTpa»

MpoeKTHbI opuc

KoHcanTuHr

Mwurpauus,
nunoTUpoBaHue,
BHeppeHue

KomMnnekcHas
TN 24/7

Actpa Oby4eHue

NB-cepBUCHI

AnbTepHaTuMBHbIe NNAaTHOPMbI M peLue

G RuBackup




WALD™

Cnyxba katanora gnsa Linux npu nepexoge ¢ MS AD

LleHTpann3oBaHHOe yripaBieHne y4eTHbIMU 3annucamm
EAnHas Touka CKBO3HOM ayTeHTUdMKaLMN
HenervposaHne NMoJIHOMOYNM

[pyrnnoBble NOANTUKMK

ABTOMaTM4yeckoe pa3BepTbiBaHVe UT-cepBUCOB

@ 3anuch B «PeecTpe poCCUItCKOro MPOrpPaMMHOro
obecneyeHns» MuHundpbl N212159 ot 30.11.2021
@ Ceptudukat cootBeTcTBUA DCTIK Poccuum
(no2YO uTY) N24830 ot 26.07.2024




KNIMeHTCKaqa 4acTb
MynbTUBEHLOPHOCTb

SALD
|ASTRA LINUX®|

BPE/0OC

B noMeH MOXHO BBECTU
nobyto OC Ha 6a3e Linux,
ANa KOTopoun ecTb nakeT SSSD

AN

ALD

PaspaboTaHo noapobHoe
PYKOBOACTBO C MHCTPYKLMEN

N NpUMepamu




HunBenmpoBaHue pUcKoB bmnsHeca c nomMolbio ALD Pro WALD

© © ©

durHaHCOoBbIE YObITKM Nednunt Kagpos HapyleHne HOpMaTMUBHbIX
N penyTaumMoHHbIN yuepb N 3KCMepTOB TpeboBaHWM

@

KomMnnekcHas
6e30nacHoOCTb

e He3aBUCUMBIN CTEK
TEXHOJI0rUNn

e HapexkHaa nHTerpayus
c cuctemamm b

e TecHoe B3aMMoOencTBme
c C3N OC Astra Linux

@

OnTtnMmsaumnsa
MpoL,eccos

e LleHTpanusoBaHHOE
yrpasneHme
1N aBTOMaTMU3aLMA

e [paduueckme ytunnTol

e [logpobHas AoKyMeHTauUus
M noaJepykka 3KCrepToB

CobnogeHue
3aKoHogaTenbCcTBa

o CepTudukaums

e CootBeTcTBME
OTpac/ieBbIM TPeboBaHMAM

e 3awwuTa
KOHbUOEHUMANBbHbIX
JaHHbIX



ApxutekTypa ALD Pro

AN

CUCTEMHBIN ————————— @
aAMUHUCTPaTOP

KoHTponnep gpomeHa

MopTan/CLI API
(Django, Python)

KDC
(MIT KDC)

ChyxBa pacnpocTpaHeHua
knoveid Kerberos

NTP
(Chrony)

Cnyxba CMHXpPOHW3aUKK
BPEMEHN

LDAP
(389 Directory Server)

LleHTpannzoBaHHOe
XpaHeHWe AaHHbIX

GPO
(SaltStack)

YnpaeneHuwe KoHdUrypauuen
¥ aBTOMaTU3aUnen

[INES
(BIND9)

Cnyxba pa3peweHuns
LOMEHHbIX MMEH

=

PenoauTtopuii NO

Reprepro

YcraHoBka OC no cetun

TFTP-HPA

MoHUTOPUHI

Zabbix

BasoBble MHPPACTPYKTYPHDbIE CEPBUCHI

06wuin poctyn K daiinam

Samba

OunHaMmu4eckan Hac'rpoﬁxa

VELC]
ISC DHCP
AyawnTt Cnyx6a neyatn
Syslog-NG CUPS
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MNMonb3oBaTenb

Paboyvas ctaHuusa
Astra Linux

Pabouas ctaHuud
Windows

Paboyas cTtaHuud

ALT / Pep OC / Linux

J/ E

Cepeep Windows

e

Cepeep Astra
Linux

Cepsep ALT
/ Pepn OC / Linux

ALD

ﬁ

.

[MpuHTEpPHI
u Moy




YnpasneHnsa gyHkumnamm 6eszonacHoctn OC Astra Linux

Cny>ba kaTanora
ALD Pro

'

@ ['pynnoBble MOANTUKM,

MEHSIIOLLIME MapaMeTpbl
CpeacTB 3aLmMTbl MHGOPMaLUUM
Astra Linux

: MonnTtukm poctyna K

———> Y3J1aM U MNOBbILLUEHNSA

NPUBUIEr NI

@ LleHTpanu3oBaHHOE

— ynpaeneHne MKL/ MPL
n ynpasneHune USB-
HaKOMUTENSAMMU

CraHpapTHasd
OnepaumnoHHas
cucTeMa

CraHpaptHas OC
nocne ataku

0oC
nocne aTaku

OnepaumnoHHas
cictema
Astra Linux

207

WALD

CraHpapTtHag OC -
nonHas norteps
JaHHbIX

Y

OC nsonupyet
NOBPEeXAEHHbIN
cekTop
N npoaokKaeT paboty

,‘“ _



ALD Pro — nogrBep>XaeHHbIe€ BO3MOXHOCTU WALD™
MaclITabnpoBaHMs Ha YPOBHE MUPOBbIX NNAEPOB

30 MnAH+  TMAH+ 400+ s

ob6beKkToB nonb3oBaTesnen KOHTPOJ11ep0oB




NHTerpauun c UT-cepBrucamm WNALD
00begUHAIOT NPOAYKTbl B CUCTEMY

1 OO+ MHTErpaLL CrMCOK MHTErpaLmii C MOATBEPXAEHHOI
COBMECTUMOCTbIO PACTET Kaxablii MecsiLy
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Mopaynb MHBeHTapu3auunm B coctase ALD Pro

[8) ACM

NMpepocrasnaemMbin
dyHKUMOHAN

* AnnapaTHas MHBEHTapuU3aLus
* MHBeHTapu3auusa yctaHosneHHoro MO
* YyeT nuueH3unm Astra Linux

AN

ALD



Hawun KnneHTbl

Ypanbckun
(penepasibHbIN
yHUBepcuTeT

umenn nepeoro MNpeavgeqta
Poccum B.H.EnbumHa

!/,>\\“ TEXHOMAPK
\\\& CAHKT-NETEPBYPTA

AOUBANOTEKA
M. -A(ZZ C‘.‘?@{(b’ﬂd—

—;;: \/ ﬂ-— .

AAMWHUCTPALIMA
roPoOSA
NCKOBA

HMMLL Ar
WM. AMHUTPUA POTAYEBA

)| FOCYAAPCTBEHHAS

<

FTAPAHTWUA KAYECTBA

CKWE anTekKn»

WALD

%" g:ll;ggazucuuﬁ

LEHTP
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ALD Pro LleHTp KOMNeTeHUMNI:

OOCTYyrNMHOe oby4yeHune IT-cneymanncTos

OTKpPbITbIN KypC

650 000+

NPOCMOTPOB

105 000+

nocetTuTeneun

MoceTuTtb
OHJIANH-KYpPC

450+

0by4YEeHHbIX

30+

Moayneu

OHNanH-goKyMeHTauus

JocTynHa oHnavH

M perynsipHo
obHoBNsieTcH

YHUKaNbHbIN

npoAaykKT
Ha PbIHKE

it

WALD

KOMbIOHUTU NHXEHEepPOoB

2 000+

Yy4aCTHMKOB

10+
doKycC-rpynmn

NMpucoegnHUTLCA @
K KOMbIOHUTHU



[Mbkasa Mmoaenb NMUEH3NPOBAHUA

-
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CpoK NnMueH3npoBaHUS
e 1. 2unn3roma
e beccpoyHo

~

Bo Bce nuueH3um BrtoUeH cepTudmkaT

Ha 0bHoBNEHUS («TuR 1» 1 «TmUn 2»)
1,2 vnn 3 ropa

v

WALD

JInueH3sna Ha ynpaengeMoe
YCTPOMCTBO

npuobpeTaeTcs ANa KaXkA0oro KoMrbroTepa
M cepsepa B JOMeHe

CepBepHada nu1ueH3nd

NpUOBPETaETCA Ha KaXKabl KOHTpoep
JIOMEHa M BK/HOYAET B Cebs:

e 8 nnuenHsnin Ha OC Astra Linux Bepcun 1.7
C YPOBHEM 3aLUMLLEHHOCTU «MaKcMManbHbIN»
(«CmoneHck») ans yCTaHOBKM Ha CEPBEPHYHO
rpynnupoeky ALD Pro

e 8 IMLEH3MI Ha yNpaBsieMoe
YCTPOMCTBO NS aAMUHUCTPUPOBAHMS
cepsepoB ALD Pro



becnnaTHas Bepcusa ALD Pro Free WALD

B Bepcuun Free pocTynHbI MonpoboBaTb 6ecnnaTHyto

Bepcuto ALD Pro Free
YcTaHOBKa 0OHOIro KOHTPOJ/iepa AOMEHaA

LleHTpanm3oBaHHas ayTeHTUDUKALMS Yepes NUYHbIN KabUHET
ans 25 nonb3oBaTenen ooMeHa c Astra Linux Server
YnpasneHue HaCTPOMKaMm Yepes MexaHM3M OCTaBUTb 3a5IBKY

rpynnoBbiX NOJINTUK 014 25 KOMIMbHOTEPOB Ha cauTe

MoakntoueHme K yoaneHHoOMy pabodemMy cTony
MOJIb30BATENEN ANt OKA3aHUS TEXHUYECKOM
NOAAEPIKKU

ﬂ,OBepMTe}'Ibele oTHOoLWleHnd ¢ ogHMM AOMEHOM
MS AD

["apaHTUpOBaHHas BO3MOYKHOCTb YCTaHOBKM
OBHOBEHUI




WALD™

ALD Pro

cny>xba kaTtanora

JNlyywas poccminckas cnyxba kaTanora

o rona no sepcum TAdviser IT-Prize
=

Nobeantenb peNTUHIrA POCCUNCKNX CNyXO

. KaTanoroe no sepcun CNews




