ACTPA

Astra Server Core

KoMnnekcHoe pelweHne gnd nocTpoeHns

LOBEPEHHOMN MHPPACTPYKTYPbI C eANHOWN
CEPBUCHOM MOAOEPXKKOW




Yxopn Microsoft: 4yTo ocTanockb 3a Kaapom

Bbino: Crano:

— Hwn3kada ynpasngemMocCTb
— JlockyTHast 6be30nacHOCTb
— Pa3MbiTasg OTBETCTBEHHOCTb
— PocT cToMMocCTu BnageHus
— [lpocToun npu Mmurpaumm

KoMniekCcHbIN

MHPPACTPYKTYPHbIN
cTek Microsoft

«300Mnapk» n3 5-7
BeHgopoB UT n b




CKpbITble U30EePXKN «300MapkKa»

NHTerpauuda npoayKkToB

TpyAo3aTpaTbl NepcoHana — CTbIKOBKA
CUCTEM OTHMMAET COTHU YacoB,
HeobxoaMMbl BbICOKOKBaNUGULNPOBAHHbIE
cneymnanmcTbl

PeweHue vHUMAEHTOB

«[TMHr-NoHM» MeXxay BeHOopaMn — pasHble
SLA, pa3Hble OKHa nognepXkKu, ysenmyeHume
CpOKOB 0O0paboTKM 3anpocoB

ACTPA

CoBMeCcTUMOCTb OOHOBNEeHUN

[MpoBepka Kaxaoro obHoBneHus TpebyeT
OTOEeNIbHOMN TECTOBOM MHPPACTPYKTYpPbI
M NOCTOSIHHOIO KOHTPONS

Cno)xHoe nuueH3upoBaHue

Kaxkabl1 KOMMOHEHT NINLEH3NPYETCS
OTAENbHO, CO CBOMMMU YCNOBUAMU — PACTYT
pacxonbl U Harpy3ka



[loyemMy 3TO KPUTUYHO MMEHHO CcenYac

Pncku pacTyT: knbepaTakm CTaHOBATCA Yalle, a TpeboBaHMsa — xecTye

76%

KPUTUYECKMUX MHUNAEHTOB HaMpaBneHbl
Ha YHUYTOXEHNE NMHPPACTPYKTYpPbI®

40%

KnbepaTtak Ha On3Hec ObiNKM ycnewHbl™™

*Mo gaHHbIM uccnepgoBanus MHpocuctemsl Oxet 2025 r.
**[No gaHHbIM rogoBoro otyeTa Positive Technologies 3a 2025 roz

2028

cyobekTbl KU 06a3aHbl nepenTun
Ha oTedecTBeHHoe 10

2030

pons oteyectBeHHoro 10:
95% B roccekTope
n 80% — B 4YaCTHOM



https://jetcsirt.su/analytics/kurs-na-antikhrupkost-strategicheskiy-obzor-kiberugroz-2025/?utm_source=outlook&utm_medium=press_release&utm_campaign=itogi_2025&utm_term=smi
https://ar2025.ptsecurity.com/strategic-overview#market-overview

Kak B Microsoft — HO

Mo HallnM TMpaBunjiaM




ObbveanHeHne nngepos UT n Vb J\_acTea

Npynna AcTpa AnapaviH P.L1.

76% pblHKa poccnmckmx OC 30+ NeT Ha pbiHKe Nb

4500"‘ COBMECTUMbIX peLleHNN 14 HaLl.CTaHAapPTOB pa3paboTaHo

KpynHenwasa skocnuctema nHbpactTpykTypHoro Mo EAnHCTBEHHbIN NONHbIN cTek Enterprise PKI B P®

Secure 3penocTb TexHOnorn4eckmnm OTBEeTCTBEHHOCTb
by Design NPOAYKTOB cyBepeHuTeTt nepep 3aka3ymkom

Ooowme LLeHHOCTH




Bce BO3MOXHOCTWM Ha YPOBHE MUPOBbLIX INOEPOB J\_acTea

Astra Server Core

O ALbrro [§ AcM “@

Enterprise CA

Cnyxba katanora - MeHepxep KoHbUrypauum - LleHTp cepTudukauymn -
3aMeHa Active Directory 3aMeHa SCCM 3ameHa Microsoft CA

*
(ASTRA LINUX | CepsepHasi OC
SERVER 3ameHa Windows Server, Red Hat Enterprise Linux, Ubuntu Server




[lpenmyuiecTtBa Astra Server Core

KOMMOHEHTbI 415 NOCTPOEeHUSN
LOBEPEHHOMN MHDPACTPYKTYPbI

AOCTYMHbI B O4HOW NOCTaBKe
CooTBeTCcTBME

Tpeb6oBaHUAM pPerynaTopos

Bceé k/noyeBoe —
«UN3 KOPOOKU»

Bkntoyaqa nyHKT 8 117-ro lNpukasa
®CTIK — BbIcTpas
M NpepckasyemMasa artrecrtaumus

Murpaumsa c Windows —
npouie u ébicTpee

MONHOUEHHbIV NMepexos, BCcen
6a3oBoM akocucTeMbl Microsoft
Ha Astra Linux

A ACTPA

EanHas
Texnoaaepxka

OOMWH KOHTPAKT, O4Ha NNHUS
NoAAEePXKW, egMHas
OTBETCTBEHHOCTb 338 COBMECTHYIO
paboTy BceX KOMMOHEHTOB




be3onacHasa nMHppacTpykTypa KOPNopaTUBHOIO YPOBHS ACTPA

M'Mbkas
MacwTabupyemMmocTtb

> 1000 000 nonb3oBaTenen
B eAMHOM JOMeHe

> 300 000 uHcTannauum
peannsoBaHo

> 100 000 ycTponcTts
ANs ynpaBaeHns NapkoMm

> 4 500 peweHn COBMeCTUMBbI
no nporpamme Ready for Astra

EovHasa cuctema gns yrnpaBneHus Bcemn

KOpMNopaTUBHON MHPACTPYKTYpPOn —
oT cepBepHomn OC go PKI

NMpuBbIvHaA
PYHKLMOHANBHOCTb

« PaboTa B reTeporeHHomn cpege

 lpynnoBble NOANTUKN C rMBKOM

HaCTPOWKOWN, pacnpeneneHne ponen

1 MOJTHOMOYUI

« LTS-noaxopn c nogaepxkon o 9 net

« PasHooOpa3Hble napaMeTpsl
MHBEHTapM3aLMN C FOTOBbIMMU
oT4yeTaMm

Bce npuBbIYHbIE MHCTPYMEHTbLI Windows —

B OTEYECTBEHHOM CTEKe,
0e3 KOMNPOMMCCOB B BO3MOXHOCTHAX

CyBepeHHas
6e30MnacHoCTb

« C3W c aBToHacTpomnkomn gnsa KNNU

« LeHTpanmsoBaHHOe ynpaeneHue
HaTUBHbIMU TEXHOJIOTUSIMMN
6e3onacHocTM Linux

« HeunsmeHseMbI pexnm paboTbl
AN CHUXXEHUS MOBEPXHOCTU aTaku

« ABTOMaTM3aLMs MPOLECCOB BbiMNycka
N pacnpocTpaHeHns cepTudurkaToB

He3aBucumocTb oT Microsoft

Ansa obecneyeHnss KOHTPONA B cpeae
C MOBbIWEHHbIMU TPeboBaHUAMMN

K 6be3onacHocTun



[TpOoCTOE N NOHATHOE NINLEH3NPOBAHUE

Astra Server Core — He NPOCTO KOMMJEKT JINLLEH3UN.
DTO COrnacoBaHHas apxuUTekTypa C egUHON MOLENbIO NINLLEH3NPOBAHUSA

Mopaenb Kak
B Microsoft

CepBepHble nuueHsnm + CAL
(MpVBbBIYHO 3aKyMLIMKaM)

CpouHblie n 6eccpoyHbie
NULLEH3UMN

CpouHble (1/2/3 ropa)
n 6eccpoyHbie NULEH3UN

A ACTPA

NMoKocCTb

BO3MOXHOCTb YCTaHOBUTb TOJ1IbKO
HEO6XO,EI,I/IMbIe KOMIMOHEHTDI

M3 COCTaBa peweHns
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Mony4ynte eAnHYIO 3alULLEHHYIO NAaTPopMy J\_actea

"(6"" ynpaBneHhs

CYb/, BupTtyanmnsauus

[ASTRA*LINUW] |
SERVER

CepeepHas onepauvonHas

KoHTenHepusauus dannosbin cepsep

V bonee 30 cueHapmeB — OT 6a30BOM MHPPACTPYKTYPbI 00 HAarpy>XeHHbIX OU3HeC-cncTem

(C ncnonb3oBaHMEM COBMECTUMbIX PeLleHnn 3kocmcTeMbl Mpynnbl ACTpa)
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OcTaBbTe 3a4BKY
Astra Server Core




