- ACTPA

Astra Server Core

KomnnekcHoe pelieHne Ans NoCcTpoeHus

[OBEPEHHON MHDPACTPYKTYPbI C EANHON
CEPBUCHOM NOAAePXKOM




Yxoa Microsoft

Bbino:

KoMnnekcHbIn

MHDPACTPYKTYPHbIN
cTtek Microsoft

YTO OCTaJI0OCb 3a Ka4poMm

Crano:

— Hu3kas ynpaBnsemMocTb
— JlockyTHas 6e3onacHoCTb
— Pa3MblTas OTBETCTBEHHOCTb
— PocT cToMMocCTu BnageHus
— MpocToun Nnpu Murpaymm

«300napk» n3 5-7
BeHOopoB UT n Ub




CKpbITble U30EepPXKN «300MapkKa»

NHTerpauua npoayKkToB

Tpyno3aTpaTtbl NepcoHana — CTbIKOBKA
CUCTEeM OTHMMAaET COTHU YacoB.,
Heob6XxoaAnMbl BbICOKOKBaNMPULNPOBAHHbIE
cneunanncTbl

PeweHe vHUMAEGHTOB

«[MUHr-NoHr» Mexnay BeHaopaMm — pasHble
SLA, pa3Hble OKHa NoanepXKu, yBenmyeHue
cpokoB 06paboTku 3anpocos

ACTPA

CoBMeCcTUMOCTb OOHOBNEeHUA

[MpoBepka kKa)goro obHoBneHms TpebyeT
OTAENbHON TECTOBOW MHPPACTPYKTYpPHDI
N MOCTOSAHHOIO KOHTPONS

Cno)xHoe nuueH3upoBaHue

Kakgblh KOMMNOHEHT NULEH3NPYETCS
OTAEsIbHO, CO CBOMMM YC/IOBUSAMU — PACTYT
pacxoabl N Harpy3ka



[loyeMy 3TO KPUTUYHO MMEHHO Cenyac

Pucku pactyT: knbepaTtaky CTaHOBATCA Yalle, a TpeboBaHMa — XecTye.

76%

KPUTUYECKMX MHUNAEHTOB HarMpaBneHbl
Ha YHUYTOXEHNE MHPPACTPYKTYpPbI®

40%

KnbepaTtak Ha On3Hec ObINKn ycnewHbl™™

*[o gaHHbIM uccrnenoBaHus MH@ocmucTembl OxeT 2025 r.
**[Mo paHHbIM rogoBoro otyeTta Positive Technologies 3a 2025 rop,

2028

cyobekTbl KN 0b653aHbl nepenTu
Ha oTeyecTBeHHoOe MO

2030

nonsa oteqyectBeHHoro MO:
95% B roccekTope
n 80% — B 4YaCTHOM




Kak B Microsoft — HO

Mo HallnM MpaBumJjiaM




O6begnHeHne nupepos UT n Ub J\_acTea

Npynna AcTtpa AnappviH P.L1.

30"' net Ha pbiHKe UNb

76% pbiHKa poccumnckmnx OC

4500"‘ COBMECTUMBbIX pPeLUEHNN 14 HaLCTaHOapToB pa3paboTaHo

KpynHenwas akocncrteMa nHppacTpykTypHoro MO EAMHCTBEHHbIW NOMHbIN cTek enterprise PKI B PO

Secure 3penocTb TexHoNnormyeckuim OTBEeTCTBEHHOCTb
by Design NPOAYKTOB cyBepeHuTeT nepep 3akas4ynmkom

oowme LLeHHOCTH




Bce BO3MOXXHOCTU Ha YPOBHE MUPOBLIX JINAEPOB J\_acTea

Astra Server Core

O ALDPro (§ AcM ‘@

Enterprise CA

Cnyxba kaTtanora - MeHepxep KoHbUrypauum - LleHTp cepTndurkaumm -
3ameHa Active Directory 3aMeHa SCCM 3aMeHa Microsoft CA

*
ASTRA LINUX | CepsepHas OC -
SERVER 3ameHa Windows Server, Red Hat Enterprise Linux, Ubuntu Server




[lpenmyLiectBa Astra Server Core

KOMMOHeHTbI 419 NOCTPOEHMUS
AOBEPEHHOMN MHPPACTPYKTYpPbI
AOCTYMHbI B OQHOW NMocCTaBke.

CooTBeTcTBME

Tpeb6oBaHMAM perynsiTtopos

Bceé k/nouyeBoe —
«UN3 KOPOOKU»

Bkntovasa nyHKT 8 117-ro lNpukasa
®CTIK — bbIcTpasn
M NpeackasyemMasa atrectauus.

Murpaumsa c Windows —
npouie u ébicTpee

NMonHoLEeHHbIN Nepexon Bceun
6a3oBoun akocucTeMbl Microsoft
Ha Astra Linux.

L ACTPA

EauHan
TexnoaaAepXkKa

OAWH KOHTPAKT, O4Ha JINHUS
noaAep>XKu, eguHas
OTBETCTBEHHOCTb 338 COBMECTHY!IO
paboTy BCEX KOMMOHEHTOB.




be3onacHaa MHppPacTpykKTypa KOPNopaTUBHOIO YPOBHH ACTPA

Mbkas
MacwTabupyemMmocTb

> 1 000 000 nonb3oBaTenen
B €AMHOM JOMeHe

> 300 000 mnHcTannaunm
peann3oBaHo

> 100 000 ycTpouncTB
AN5 ynpaBieHns NapkoMm

> 4 500 peweHn CoBMeCTUMbI
no nporpamme Ready for Astra

EavHas cuctema gns ynpasneHus Bcemn

KOpNopaTMBHOM MHMPaACTPYKTYypOn —
oT cepBepHomn OC go PKI.

NMpuBblvHaA
PYyHKLMOHANBbHOCTb

« PaboTa B reTeporeHHon cpeae

+ lpynnoBble NOANTUKK C rMbkom

HaCTPOMKOW, pacnpeneneHne ponen

1 MOJIHOMOYUI

« LTS-nogxopn c nogaepxkom o 9 net

« PasHooOpasHble NapamMeTpbl
MHBEHTapW3aLuMn C rOTOBbIMMU
oT4yeTamMm

Bce npuBblYHbIE MHCTPYMeHTbI Windows —

B OTEYEeCTBEHHOM CTeke,
0e3 KOMMPOMMCCOB B BO3MOXHOCTSIX.

CyBepeHHas
6e30nacHoOCTb

« C3U c aBTOHacTpomkoun gnsa KUNU

* LleHTpanu3oBaHHOe ynpaBneHune
HaTUBHbIMU TEXHOJTIOMrMAMU
6e3onacHocTu Linux

+ HensmeHsieMbIl pexxmm paboTbl
AN CHAXKEHUS MOBEPXHOCTU aTaku

« ABTOMAaTMU3aLMS NPOLECCOB BbIMYyCKa
N pacnpocTpaHeHns cepTudmnKaTos

He3aBucumocTb oT Microsoft

Ana obecrneyeHnss KOHTPONS B cpene
C MOBbILLIEHHbIMU TPEOOBaAHUAMMU

K 6e3onacHocCTw.



[TpoCTOE N NOHATHOE NNLEH3UPOBAHMNE

Astra Server Core — He NPOCTO KOMMNAEKT NLLEH3NN.

JTO corjlacoBaHHas dPXUTEKTYPa C eanHOM Moaenbto INMUEH3NPOBaHUA.

Mopaenb Kak
B Microsoft

CepBepHble nnueH3unm + CAL
(NPUBBLIYHO 3aKynwmMKam)

Cpou4Hblie n 6eccpoyHble
NULEH3UN

CpouHble (1/2/3 roga)
N 6eccpoyHble INLEH3NN

A ACTPA

NMMoKocCTb

BO3MOXHOCTb YCTaHOBUTb TOJ1IbKO
HeO6XO,EI,VIMbIe KOMIMOHEHTDI

M3 COCTaBa peweHnd




Mony4ynTe eaAnHYIO 3aWMLEHHYIO NaThopMy J\_actRa

npas,

cyb/[ BupTtyanunsauus

[ASTRA*LIN‘UXJ‘]
SERVER

CepeepHas onepauvobHas

KoHTenHepusauus dannoBbIN cepBep

V Bonee 30 cueHapueB — OT 6a30BOMN MHPPACTPYKTYPbI 40 HArpy>XeHHbIX BU3HEeC-CcUCTEM

(c ucnonb3oBaHMEM COBMECTUMbIX PELLEHUN 3KOCUCTEMbI [pynnbl ACTpa).
1



CrapT npoaax — oKTaA6pb 2026 .

OcTaBbTe 3a4BKY
Astra Server Core




