


BbIroAbl BUSHECA

RuPost —
pOCCUMUCKas KoprnopaTuBHas
no4YToBas cucTema

ANA OpraHu3auumn noobbix
MacluTabos

C1McTeMa 0aMHAKOBO XOpOLLO paboTaeT

Kak B HEOONbLUMX OPraHM3aLnsIX, Tak U B KPYMHbIX
MHOro@uManbHbIX KOPNOPaLMSAX CO MHOTUMMU
AeCcsATKaMK TbiCSY Nonb3oBaTenen, obecneymsas
MOMHbIN LMK KOPMNOPATUBHBIX KOMMYHUKALLWIA:

noYTa, KaneHaapu, KOHTaKTbl, obwme pecypcbl U ap.
Pa3BopaumBaeTcs B COGCTBEHHOM MHDPACTPYKTYpEe
3aKkasyumka (on-premise) nnu 4yacTHoM obnake,

YTO rapaHTUPYET KOHTPOJIb HaZ AaHHbIMU N UCKOYaEeT
3aBUCMMOCTb OT BHELIHUX NPOBalaepoB.

MNobeputenb penTUHroB No4YToBbiXx cuctem CNews Market
2024 n 2025, KomnbioTeppa 2025, naypeat npemMmmn
MpnopwuteT LUndpa 2025.

COOCTBEHHbIN MHCTPYMEHT MUTrPaLUK NO3BONISET
BbIMNOJIHWTb MAABHbIV NIAHOBLIM Nepexop, ¢ Microsoft
Exchange 6e3 ocTaHOBKM BM3HEC-NPOLLECCOB

N C COXpPaHEHNEM BCEX MOJb30BATENbCKUX AAHHbIX —
NoyYTbl, KaNeHaapen, KOHTAKToB, MPae AocTyna.

MpoayKT BXOAUT B NOpTdesib KOMMYHUKaLLNIA

«Ipynnbl Actpa» (WorksPad, Desktop X),

4TO AAET 3aKa34nKy BOSMOXHOCTb NepexoAa Ha npoayKTbl
O[HOW 3KOCKUCTEMbI C €ANHBIM OKHOM TEXHUYECKOI
NOAAEPXKN M COrNTaCOBaHHYHO CTpaT?’FMIO Pa3BUTUSA BCEX

KOMIMOHEHTOB. v

Ny

RURST



Bbu3Hec - BbIroga

OnuncaHwune

CHUXEHNe COBOKYMHOM CTOMMOCTU
BnageHusa (TCO)

YCTpaHeHllle CaHKLMOHHbIX
M penyTaunoHHbIX PUCKOB

Hanwuuune Bcelt HeobxoaMMoWm
PyHKLMOHaNbHOCTU
ONs KOPNopaTUBHON paboThbl

Ob6ecreyeHne BO3SMOXHOCTU paboThl
6usHeca B reo-pacrnpenesieHHoM

nHdpacTpykType

ObecnevyeHne HenpepbIBHOCTH BM3Heca.

Murpaumsi MoYTOBON CUCTEMBI
©6e3 oCcTaHOBKM OU3HEC-MNpoLLeCCOB

O6HoBNeHusa MO 6e3 ocTaHOBKMU
MoYTOBOro CepBuca 1 6e3 nepepbiBOB
B B3Hec — npoueccax

EonHOE OKHO TEXHUYECKOW NOoALEPXKKN
rpynnbl NPOAYKTOB YHUDULIMPOBAHHbIX
KOMMYHUMKaLMMN

BO3MOXHOCTb MCMOJIb30BaHUSA
KOMMJIEKCHOro peLleHns oT O4HOro
BEHA0pPa: NOYTOBbLIN cepBep RuPost,
HACTOJIbHbIN KpoccnnaThOPMEHHbIN
no4yToBbIN KNneHT Desktop X,
KoprnopaTnBHoe MobunbHoe paboyee
mecto WorksPad

YMepeHHble annapaTHble TpeboBaHMs, MPoCcToTa
agMuHucTpuposaHus (GUI, CLI, API), He TpebyeT rnyb6oko
3KCnepTm3bl Linux — aKoHOMUA Ha 0b6opyaoBaHUM

n ®OT UT-nepcoHana

OTeuecTBeHHas pa3paboTka, BXOAUT B peecTp POCCUIACKOro
MO (No 14647), KOHTPOJb KOAa NPOAYKTOBOM KOMaHAOM —
OTCYTCTBME HE3a[40KYMEHTUPOBAHHbIX BO3MOXHOCTEN, 3aLLmTa
OT 6/TOKMPOBOK U IOPUANYECKUX PUCKOB

CTaTycbl 3aHATOCTU, 0OLWME KaneHgapu, BCTPeYM,
OenernpoBaHne foCTyna 1 OT3bIB MUCEM, MHTErpaLms

¢ poccuiickumn BKC, anHamMmu4yeckume obuime noyToBble SLLNKN,
OVHaMUyeckmne CNUCKU Paccbiiku, MOIHOLEHHbIN MOUCK

Nno ConoepX1UMOMY NMNUCEM, YEPHOBWUKMN, afjpeCHbIe KHUTH,
aBTOOTBETbI, MOAMUCHK U AP

KoHconupauuns pa3po3HeHHbIX MOYTOBbLIX cMCcTEM buUIManoB

1M oo4YepHUX KOMMaHUM B €OounHoe LEeHTPaIn30BaHHO
yrnpaBfiseMoe 0TKa30yCTONYNBOE PeLleHne C reorpadmyecknm
pe3epBMPOBaAHNEM

Co6CTBEHHbIM MHCTPYMEHT MUTPaLLUK C rpaduyecknm
NHTepderncom, pexxrm cocyliecTtBoBaHus ¢ MS Exchange —
nosib3oBaTesNv NPOAO/IXKAOT paboTaTb BO BpeMs nepexoaa

O6GHoBeHMe Ha criegyolme Bepcun 6e3 oCTaHOBKM
cepBMca AN KNacTePHbIX MHCTaNNALUIA

JkocucTtema «lpynnbl AcTpa»: RuPost + Astra Linux + ALD Pro
+ WorksPad + DesktopX + RuBackup — ogHa Texnognepxka
Ha BecCb CTeK. JNNTeNbHbIN XNU3HEHHbIV LMK NOAAEPXKKN

Pa3fivyHble NporpamMmmbl MOALEPXKKM, rAPaHTUPOBaHHbIA SLA

Co3paHue 3aWmLeHHbIX MOBUbHBIX Paboynx MecT
C He0H6XO0AUMbIM YPOBHEM KOHTPOJIMPYEMOro [OCTYMNa
K KOpNopaTUBHOM MHppPACTPYKType



KnoyeBble npenmyLllectsa

MpocToTa YyCTaHOBKU U TMMOBKOCTb HAaCTPOIMKK

e Mpadumyecknint MHCTANNATOP U BU3yasnbHasa NaHenb ynpaBieHns BCeMU PYHKLIMOHANbHbIMMN
BO3MOXHOCTSIMWN CEPBMCA

e CneunanbHbIM MOAY/b MUIPaLLIMM NOYTOBbIX ALWMKOB U3 Exchange B RuPost

e LWabnoHbl koHPUrypaumn, CLI c aBTog0NONIHEHMEM, TOTOBbIE CLLEHAPUK SKCNyaTaumm —
He HY>XHO HaHMMaTb AOPOrmx 3KCNepToB

e MMOKOCTb MHTErpaumn B CylwecTByowmn naHawadTt. OgHoBpeMeHHas paboTa ¢ HECKOIbKMMM
cny>x6amu katanoros (AD, ALD Pro, FreelPA, Samba DC, Avanpost DS, MULTIDIRECTORY),
nonHasa nopaepxka IMAP/SMTP/CalDAV/CardDAV — He Hy>XHO NepecTpanBaTb MHPPACTPYKTYPY

o BCTpOEHHaH cncreMa MOHUTOPUMHIA COCTOAHNA BCEX KOMIMOHEHTOB MOYTOBOW CUCTEMBI
N BHEWWHNX CUCTEM, HeO6XOJJ,VIMbIX ansa pa6OTbI Mo4YTOBOWN CJ'Iy)K6bI

e Bo3mMoxHoCTb ncnonb3oBaHus APl n/mnn CLI gns 3agad aBTomaTmMsaumm 1 MHTerpaunm
C CUCTEMaMM MOHUTOPUHIa, a TakXe ynpaB/ieHUsa CYLWHOCTAMM U NpaBaMn JOCTYyMNa

Jlerkuin [ocTyn € HAaCTONbHbIX M MOBUNBbHBIX OC

e KpoccnnathopMeHHbI HACTOJbHbIM MOYTOBbIV KneHT Desktop X
o Web-knuneHT gnsa pabotbl n3 6paysepa

e NHTerpaumsa c MobunbHbiM paboymm mectom WorksPad

DESKTOP £



lNoBbilweHHOe BHMMaHWe Bonpocam Nb

e VMIHTerpaums co Wwo30BbIMW CPeACTBaMM 3aLLUTbI MOYTOBOro Tpaduka,
COBMECTUMOCTb CO CPeACTBAMU aHTUBUPYCHOM 3aLLMUThbI

e MIHTerpauua c cmctemMamu 3alunTbl OT yTeyek gaHHbIX 1 SIEM,
MOYTOBbLIX aPXMBOB M ONEepPaTMBHOIO Nomcka AaHHbIX (e-Discovery)

* ApXUMBHbIe Mankuy n xpaHunuiie yﬂ,aﬂéHHbIX noJib3oBaTenaMum nmcemMm

e AyOouT OEeNCTBUIM NoMb30BaTeNien B AWMKAX U LENCTBUM aAMUHUCTPATOPA,
XYpHanMpoBaHMe, 3KCMOoPT XYyPHANoB

e BCTpOEHHble MeXaHM3Mbl CaMOANArHOCTUKM U MOHUTOPUHIA LeNIOCTHOCTU
KOH®UIrypaLunii MOYTOBbIX KOMMOHEHTOB

e HacTtporika goctyna agMMHUCTPATOPOB K PyHKLMAM ynpaBnieHns RuPost
Ha OCHOBEe CTPOro Heobxoammoro Habopa paspeleHmin

» Moppepxka SSO B web-knneHTe 1 ynpaBnseMon MHOropakTOpHOM
ayTeHTUdUkaumm (MFA), npu nHTerpaymm c cuctemamm IdP

MacwTabunpyemas oTKa3oyCcTo4YnBas apxmTekTypa

» BepTukanbHas U ropM3oHTasIbHast MacwTabnpyemocTb,
reo-pacnpefenieHHble 0TKa30yCTOMYMBbIE KacTepbl

e banaHcMpoBKa Harpy3kun B KacTepHbIX KOHPUTrypaumsx
e BbICTpOe pa3BepTbiBaHME HOBbIX Y3/10B A1 ONepPaTUBHONrO MaclTabMpoBaHusa

» Mpadmyeckunin MHCTaNNATopP, aBTOOOHapyXXeHWe y3510B knactepa RuPost,
BCTPOEHHasa noacmMcTeMa caMogmMarHoCTUKM

e OTCYTCTBME OFPAHUYEHNI HA YNCIIO IK3EMMNSPOB cepBepoB RuPost B knactepe
* NHTerpaums c BHEWWHNUMM CUCTEMAMU MOHUTOPUHTA

e COBMECTUMOCTb C CUCTEMAaMM PEe3epPBHOM0 KOMMPOBAHUS,
BK/Ito4as RuBackup c Hanbonee rnyb6oknuM ypoBHEM MHTErpaumm

Kno4yeBble nonb3oBaTenu

RuPost agpecoBaH opraHmsaumsaMm, ons KOTOPbIX KOPNoOpaTUBHAA NoYTa ABASETCH KPUTUYHBIM
anemMeHToM UT-MHbPaCTPYyKTYpbl U KOTOPbIE peLlaloT 3a4a4y MMMOopTO3aMeLLeHns
KOMMYHUKaLMOHHOM nnatdopmbl. MpoaykT BocTpeboBaH Kak B roCyfapCcTBEHHOM CeKTope —
AN BbINONHEHUA TpeboBaHWI No Nepexoay Ha oTedyecTBeHHoe MO, Tak N B KOMMepPYeCKmx
KOMMAHMSX CaMOro pasfiMyHoro MacwTaba, roe BaXKHbl KOHTPOJb HAA, AaHHbIMU,
TexHoslormyeckast He3aBUCUMOCTb U CHUXKEHME COBOKYMHOW CTOMMOCTU BNlageHUs

NOYTOBOW MHPPACTPYKTYPOMN.



KntoyeBble Lenesble poay BHYTPU KOMNaHM — 3To UT-gupekTopbl, NT-apxmtekTopsl,
CUCTEMHble aAMUHUCTPATOPbI. IMEHHO OHM NPUHUMALOT y4YacTue B Bbibope pelueHni

AN19 NOYTOBOM MHPPACTPYKTYpPbl, OLEHNBAs PUCKMU, 3aTPaTbl U COOTBETCTBME TPeOOBaHMAM
6e3onacHoCTW.

NT-aANpeKTopbl N apXUTEKTOPbI UFPAIOT KITKOYEBYHO POJIb HA 3Tane CTpaTernyeckoro
NNAHNPOBAHMUS: OHWN aHANM3NPYIOT MaclTabnpyeMocCTb, OTKA30yCTONMYNMBOCTb, MHTErPaLMio
C TEeKYLMMN CUCTEMAMUN U COOTBETCTBME MONIUTUKE MMMNOPTO3aMELLEHUS.

CncrtemHble AAMUHNCTPATOPbI obecneyunBatoT BHeApEHNE U NOoBCEAHEBHYHO 3KCMJ1lyaTauynko —
OT pa3BepPTbIBAHNA U HaCTpOVIKM 00 nogaep>XkKun nonb3oBaTenen n UHTErpauun C opyruMmn
cepsncamn.

3a4a4n KJIMEHTOB U UX peweHne

PeweHmne ot RuPost

3aaaya

CHUXXeHMe 3aTpaT Ha 0bopyAoBaHNE N KONTIMYECTBO
obcnyxmBatowero MT-nepcoHana 3a cYeT YHUKasbHbIX
APXUTEKTYPHbIX peLlieHnn RuPost

OnTUMU3NpPOBaTbL BoaXKeT Ha MOYTOBYHO
NT-nHbpacTpyKTypy

BO3MOXHOCTb UCMOJIb30BaHWS MOJIHOMO CTeKa PeLleHN

OT OHOro BEHA0PA: COBPEMEHHbIE KJTUEHTbI

(Desktop X, WorksPad), MobunbHas paboTa B 3alML,eHHOM
KOHTYpe, HTerpauum ¢ BKC, 3awuiLeHHble KOPropaTUBHbIE
YyaTbl, 6be30MacHbIM AOCTYN K KOPNOPATUBHBIM CUCTEMAM,
paboTa c oPUCHBIMU JOKYMEHTaMu 1 Ap.

YckopUTb UndpoByto TpaHchopMaLuio
CUCTEMbI KOPMOPATUBHBIX KOMMYHUKALLMIA

OTKa3 OT MHOCTPaHHbIX MOYTOBbIX NNATOOPM:
Poccuiickmnin HenpepbiBHO Pa3BUBAIOLLNIACSA NPOAYKT
C TEXHNYECKOW Moaaep>XKom U MapTHEPCKOM CeTbLo

ObecneuunTb TEXHONOIrn4YeckKyr
HE3aBNCMMOCTb

BepTurKanbHOe U ropu3oHTasibHOe MaclwTabupoBaHue,
OTKa30yCTOMYMBbIN KNAacTep, reo-pacnpeneneHHble
KNacTepHble KOHpUrypaumm

MaCLLITa6MpOBaTb NMOYTOBYO CUCTEMY
BMecTe ¢ bu3Hecom 6e3 CMeHb! peweHna

WHTerpauusa c poccuckmmm DLP, SIEM, aHTMBMpYyCcamu;
ayauT AEeNCTBUIM NoNb3oBaTenen U agMUHUCTPaTOpPOB,
KOHTPOJIb KOHDUIypaLu i MOYTOBON MHMPACTPYKTYpPbI

MakcnmManbHO cokpaTuUTb puckmn Nb
B KOPMNOPaTUBHbIX KOMMYHMUKaLMAX

CraHpapTtusnpoBaTb UT-naHpwadT
NOYTOBOM CUCTEMbI Ha SKOCUCTEME OOHOM0
BEHJO0pa: cepBepHas YacTb, MOOUIbHbIE
KJIMeHTbl, paboyne cTaHUMMU U HOYyTOYKM

EouHbIn cTek «pynnbl ACTpa» — of4Ha nopnepxka,
COBMECTMMOCTb, COrIaCOBaHHasA CTpaTerns pa3BuTus Bcex
KoMmnoHeHToB: RuPost, Desktop X, WorksPad

HeobxoaMMo pa3BepHyTb 3allMLLEHHOE

pelleHne B COBCTBEHHOM MHPPACTPYKTYpE,
HO eCTb OMaceHusl, YTO He XBaTUT
3KCMepTU3bl U pecypcoB

PasBopaumnBaeTcs 6bICTPO, KOHOUIYPUPYETCS MO FOTOBbLIM
wabnoHaM, He TpebyeT NpuBIeYeHUs SKCNepToB Linux



YacTo 3apgaBaeMmMble BOMPOCHI

RuPost aTo oTteyecTBeHHoe [10?

[a, RuPost HaxoauTcs peectpe poccuiickoro MO (PeecTtpoBas 3anuncb N214647 ot 23.08.2022)
https://reestr.digital.gov.ru/reestr/9368902.

EcTb N1 y Bac rotoBoe 1 NpoBepPeHHOE peLleHne A MUrpaLmnm

NMOYTOBbIX ALWMKOB, KafleHAApeNn, 3af4a4y U KOHTakToB ¢ Exchange Ha RuPost?

[a, Mbl Ansa aToro paspaboTtanm RuPost Migration Tool (M1rpaTop), oH conpoBoXxpaeTcs
AOKYMEHTaLMen Ha pyCcCKoOM a3blke. Y Hero ecTb rpaduyeckmin Beb-mHtepdenc

M BO3MOXHOCTM aBTOMaTuU3aLnn.

MwurpaTop nNpefocTaBnseTcs Ha BpeMs 03HaKOMJIEHUS C MPOAYKTOM, @ TakXe no 3anpocy rnocne
npmnobpeTteHus Nobor 13 pegakumm RuPost. CaM MHCTPYMEHT MUIPaLMK HUKAK HEe NTULLEH3UPYeTCS.

PentnHr KOMIbIOTEPPA 2025

JKcrnepTbl XypHana «KomMnbioTeppa» npusHanu RuPost
NyYLWMM POCCUMNCKNM NOYTOBBLIM cepBmcoM 2025 roaa

Bbibop nuaepa ocHoBbIBaNCSA Ha pe3ybTaTax ONpoca peasibHbIX NoNb30BaTeNeNn.

B yncno KpuTepues BOWIN apXUTEKTYpPA, MPUYEM NpeanoYTeHNE OTAABANI0Ch MUKPOCEPBUCHOMY
BAPUWAHTY, HalM4Me MoOBUIbHOIO NMPUSIOXKEHUS, KaneHaaps, Moaynen sameTok, 3agay, CLI

N NaHenu agMUHUCTPaTopa. Takxke Ha OLLeHKY MOBMSIM BO3MOXHOCTb NPUKPENsTe Meama,
MOJIb30BATbCS CMNCKAMK PACCbIIOK U OTIOXKEHHOW OTNPABKOM, OT3bIBaTb COOBLLEHMSA, MOyYaTb
nMcbMa M3BHe U T.4. JpyrMun BaxkHbIMM hakTopaMm CTanm [OCTYMHble GopMaThbl MOCTaBKM,
6e30MacHOCTb, perucTpauus B peectpe MmuHUndpbl, 6ecnnaTHbIi Nepmoa NCnob30BaHUS

N KONWYECTBO rOTOBbLIX MHTErPALUNA.

PenTUHI pOCCUMMCKMX MOYTOBbIX cepBmcoB 2025 #1 B pentnHre KOMMbIOTEPPA

} } «Jlyywee pelweHne gng ynpasneHuns
RH@ST Cucrtema ynpasneHuns 31eKTPOHHOW NoYTON KOpI'IOpaTMBHOVI |'|O‘-|TOI7| B 2025 I'Oﬂ,y.

ANa opraHnsauunm noboro macwraba

«3a NOCAERHHE TPH FORA POCCHACKWI PHIHOK CEPBHCOB ANR
o]
V} l G E Mnatdopma yHMBepCanbHbIX KOMMYHMUKALMIA e Crstoc,  EoxTokCe" @

OPManbHbIX KOMMYHUKaUMA. B yCnoBusx 0TKasa OT 3anagHbix
PelLeHHi POCCUIICKME BEHAOPbI HE TONbKO NpeanaraioT Cepreit Makapbuh

HO M Ana
opraHusaumit. RuPost, Kak npumep Takoro Noaxoaa,
npeacTasnseT co6oii He NPOCTO CUCTEMY YNpasneHns

Aavpe
KoM

3NEKTPOHHOM NONTOM, 3 LIENOCTHOE pelleHNe, KOTOpOe CoveTaeT
KOMMyHVIKaLI,VIOHHaFI rmachopMa 8 ce6e BbICOKYI0 b ¥ yRo6CTBO

Mbi IPOAOMXUM PaBoTaTh Hag yNyulEHHEM N0Nb30BATENbCKOrO
And 6usHeca ONbITa ¥ BHEAPEHMEM HOBbIX PeLLEHNH, KOTOpbIEe NOMOryT

«MpwnopwuTeT: Undppa-2025»

YOPHTE,,

o VK WorkSpace
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Mobeautens npemMmnn B HOMUHALLMK
«LUndposoit NnpopbIB»
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https://reestr.digital.gov.ru/reestr/9368902

PentnHr CNews
Peii CNEW!
Market 2024 SR

Moapo6Hee:

DYHKUMOHANLHOCTE Mourossiii cepeuc Ml KanenpapHuii cepauc

CpaBHeHMe NOCTaBLLMKOB
NPOBOAMNIOCH MO YHUKANbHOM
MeToaunKe, paspaboTaHHOM
aHanutukamu Market.CNews

N yYUTbIBAOLLEN Cnepytolme
KpUTEpPUM:

obLue xapakTepUCTUKMU,
OYHKLMOHANBbHOCTb, apPXUTEKTYPA,
BO3MOXHOCTM obecneyeHuns
6e3onacHOCTU, CTOMMOCTb

N TECTOBbIV Nepuon, BO3MOXHOCTH
MUTPaLMn, OTKA30yCTOMYMBOCTb.

Apyroe

WcroyHuk: HT—uaxErnneﬁc Market.CNews, 2024 rog

Pe PITM H r C N eWS PEeATUHI POCCUIACKMX NOYTOBBIX CNEws
M a rket 2 O 2 5 pelueHWiA ana 6usHeca. CTpyKTypa
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MNopTdenb KOMMyHMKaLNI

RURIST =3 WorksPad DESKTOP X

KopriopaTWBHbIN NOYTOBbIN KoprnopaTueHbIi cynepann MonHO@YHKLMOHANbHbIN
cepBep ANA opraHmsauni W yrnpaBneHne MobunbHOCTbIO KpoccniaThopMeHHbI
noboro macwTtaba MOYTOBbIV KIIMEHT

EoMHCTBEHHOE nonHoe
poccuinckoe peweHne (EMM)
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