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KopnopaTuesHoe
NPOCTPAHCTBO O
XpPaHeHUs, yrnpaBreHus,
PaboTbl ¢ pannamm

N OOKYMEeHTaMM




[ToueMy Astra.Disk

Be3onacHocTb U KOHGUAEHLUMaNbHOCTb: AaHHble
OCTaloTCH Mof, BallMM KOHTponeM. VX MoXKHO
LWndpoBaTb Ha cepBepe, a Tak)Ke BO BpeMs nepeaadu.

Astra.Disk cMHXpoHM3npyeT dpaunsbl Mexay BceMu
BalLUMMMN KOpropaTMBHLIMU YyCTpOUCTBaMU. Baluun
[OaHHble Bcerga rnopg pykow, roe 6bl Bbl HU HaXOOUIUCh.

CoBMecTHada paboTa M KOMMYHUKaLUA:
paboTanTe BMecTe Haf OOKYMeHTaMu,
obMeHMBanTeChb daniaMu.

COBCTBEHHbLIN CepBEP OHMNaMH-peaakKTUpPOBaHUS
OOKYMEHTOB.
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PeIJJeH N4H ASt I‘a . DiSk 3anncb N223664 ot 29.08.2024
oT «[pynnbl AcTpa»

@ [TpoayKT, co3gaHHbIN «[pynnon AcTpa» C yd4eToM
TpeboBaHU PbIHKA

N [Nopaep>kka oT BeHpopa. EgnHoe okHO ons Bcex
- TEXHUYECKMX BONpocoB. [ToMoXeM ¢ Murpaumuen

OaHHbIX, @ TaKXXe aKcnyaTauMen BCeU
MHPPACTPYKTYPHbI




NcnpasneHnsa n HoBast PYHKLLMOHANTbHOCTb

NcnpasneHus Hawa pyHKLMOHANBbHOCTDb
HeoueBupgHoe «noaenmTbcs» & "” .
B MHTep@deince NpMBOAMIO — L e @
K Ny6nvkaummn Gpannos i
B IHTepHeT g M / s [lo6baBneHMe OOKYMEHTOB Bo3aMoXXHOCTb oddrianvH
a [ B U3bpaHHoe ycTaHoBKU Astra.Disk

Cob6CTBEHHbIV CepBep
@ OHNaWH-peaaKTUPOBaHUS
OOKYMEHTOB

B ouepegHon o6HOBNEHHOW HeBO3MOXHOCTb CKa4aTb
Bepcum NextCloud nponana dawnnbl paamepa 50+16
OYHKUUNA «CKavaTb pann»



WebDAV Clients Browser

th #ém=:  e0s HapeXHoe XpaHunuie

PaboTa B Knactepe K8S

BepcnoHnpoBaHMe OaHHbIX

NO3BONSAET XPaHUTb UCTOPUIO NU3SMEHEHNN HaNIOB

AyOuT OENCTBUM NONb30BaTeNeun

External Storage Primaryl Storage LLindpoBaHme daiinos AES-256
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Keunc Astra Disk pynnbi AcTpa
3 o 0 0 Konn4yecTBO aKTUBHbIX
Nnosib3oBaTeNnen
>3 Mn H KOJ]MLleCTBo
dannos
1 5 o o OgHoBpPeEMEHHO
paboTaloLWmMX

nosib3oBaTteneu

Mcnonb3ayemoe
MeCTO




bonbLuoun Bbi6op popmaToB
OOKYMEHTOB 1 MmeaunadaunioB

CospaBauTte n pegakTmpyure Tabnuubl,
TEKCTOBbIE O,0KYMEHTbI, Npe3eHTauunu,
AuarpamMmbl
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Bce MOW 3 3arpyxante megmnadannbsl B nonynapHbiX gopmaTtax v
L npocMaTpmBanTe UX Yepes BCTPOEHHbIV BUOEO U

ayamnorpounrpbiBaTeslb

Bce mow paboTel



PaboTa ¢ pannamm

CUMHXPOHU3aLNA NOKallbHbIX ManokK
J/
C 06/1a4HbIM ONCKOM MpU MOMOLLN
npoTtokona WebDav

3arpyska un xpaHeHue ¢pannoB 60MbLLIOro
obbeMa >50 ['6 ¢ BOBMOYXHOCTbIO
NpocMoTpa B MHTepdence aUCKa

CobCcTBEHHLIV cepBep online-
peOaKTUpPoBaHNA OOKYMEHTOB

BO3MO)XHOCTb MPOCMOTpPa
MeanadanioB U3 NMosib-
30BaTeNIbCKOro nHTepdenca




be3onacHOCTb OAaHHbIX
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AyTeHTUdMKauus

- LDAP
- Active Directory
OAuth2

* JlokanbHbIE y4HeTHblE 3allMCU

[1ByxdpaKTopHaa ayTeHTUdunKaLmd
yepes3 TOTP, U2F




3arpyska ¢pannos
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be3onacHOCTb AaHHbIX

@ r’Mbkune HaCTPOUKM NpaB
pocTyna K dansiamMm v nankam

A,EI,MVIHVICTpaTOpr N NOJIb30BaTE/IM MOT'YT

3afaBaTb NpaBa Ha AOCTYN K daknam 1 nankam BHUMAHME!

OAHHbIN ®ANN CTAHET AOCTYNEH BCEM B CETU UHTEPHET.
Moxanyncra, NpoBepbTe, YTO Bbl HE AenuTecb KOHPUAEHUManbHOM
nHpopmMaLmen.

Cnoco6bl orpaHnyeHMs pgocryna:

Ccbinky HeobxoamMMo
Mapo/ib; 3alUTUTL Naponem:

orpaHmnM4eHme CpokKa AencCTtBnA CCblIJ10K; [laTa OKOHYaHWS AOCTYNa:  AA/MM/FrrT
CKpblITNE CYLEeCTBYOWNX d)aIZHOB;
L Bpema HeorpaHu4eHHOo

610KMPOBKaA 3arpy3Ku;

aBToOMaTun4yecKasi bJIOKUPOBKa yHeTHOVI 3alncu KonupoeaTtb CCbINIKY U naponb B bydep obMeHa
YBOJIEHHOI0 COTPYAHMKA.
yBeOoOMNeHNa O OeUCTBUAX NpU NpefdoCcTaBeHUN CiMennIn Mpoaomxutsb

A0CTYIa BHELWHWM TOJIb30BaTEJIAM




T3 npaBku.doc e X

107 KB Ha npownon Hepene

Co3paHne BHELWHUX U BHYTPEHHUX . ) *
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PacwupeHHbie napamMeTpbl -
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Ypo6bHas paboTta ¢ KOpP3nHOW,
BOCCTAaHOBJ1IEHUE U NMOUCK PaNIIOB
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NHTerpaumsa n BO3SMOXXHOCTb
KaCTOMHOIo bpeHamnpoBaHUS

OdopmMreHne nHrtepdenca anckKa Bxopa B 3alLMLLLEHHOE
B KOpPMNopaTUBHOM CTUNE XpaHunuie

Pa3MelleHe Ha JoMeHe Balller opraHmn3aumm

OTKpbITOe AP| onda nHterpaumm ¢ gpyrmmm
KOoprnopaTUBHbLIMU cCepBUCaMU

[1pocTas MHTerpauna gnucka
CO cNny>kbamu Katanoros 4Yepes LDAP




I[lo6aBneHuMe nonb3oBaTeneun

[Tonb3oBaTeNen MOXKHO
N006aBNATb KaK JOMEHHbIX Yepes
nHTerpauunto LDAP, a Tak)Xe KaK
NTIOKasbHbIX Yepes co3gaHume
HOBOW y4eTHOW 3anncu

B MHTepdeunce Astra.Disk

MmMs yuéTHOM 3anucum

admin

system_share

user10

+ TokasaTb BCcex Nonb3oBaTenen
»
OTo6paxaemoe UMs
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£) HepaBHO aKTMBHDbIN 6 A admin
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UK user20 Komnauus

Ul user30 MapTHep

user40 Tect
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7 YYETHbIX 3anucei

user20

user30

userd40

user42

Appec 2. no4Tbl

user10@1.ru

user20@asd.ru

user30@asd.ru

uaser40@asd.ru

42@as.ru

MapameTpbl nonb3oBarTens
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O6wwumin goctyn
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@® [ocTynHOCTb

or KoHdunaeHUuManbHOCTb

MapameTpbl cepBepa

iz O6lwme ceegeHus

£ OcHoBHble NapameTpbl

2+ [lapameTpbl ny6ankaumm
@ be3onacHocTb

S BHelwwHuM Bug

& VICKYCCTBEHHbIN MHTENNEKT
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AOMWHUCTPUPOBaHMe
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CobbiTua
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YBegomneHums

Draw.io
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Manku rpynn

= CUCTAMHRIA SWVOHAN

LDAP nHTerpauusa

Cepsep

[ Cepsep 1: '] ol

W o
CepBep I [T J OnpepenuTtb NOpT
DN nonb3oBarens ]
Maponb J CoxpaHUTb Y4ETHbIE flaHHbIe
J Onpegenutb 6a3y noucka DN MposepuTtb 6a3y noucka DN

B Beectu LDAP ¢unbTpbl BPYyUHYIO (PeKoMeHayeTcs a5 60bLUUX KaTanoros)

B OtkniouaTb LDAP nocne 5 MUHYT HeOoCTYMHOCTU

G e @ Momowp




JInueHsnpoBaHue

Astra Disk nuueH3unpyeTca Nno NnpuHUnny
KnneHTckmx nuueHsun (CAL, Client Access
License).
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On-premise pa3BepTbiBaHNE Ha BalLLEM
cobcTBeHHOM cepBepe IO

CpoK OencTtBms nnuUeH3nmn: beccpoyHas

TexHn4yeckasa nogaepxka (12, 24 nnn 36
MecsLeB): cTaHaapTHas

MWHMManbHOE KONMYecTBO NMMUEH3NU ON4
3akaza: 1

Cnocob nepenayn: aNeKTPOHHbIN

B nyueH31io BKIIOYEeH COBCTBEHHbIN cepBep
OHMNaWH-peaaKTUPOBaHNA JOKYMEHTOB



3anucbiBauTeCb Ha TeCTUPOBaHMUE

EI IE

astracloud.ru TIr-kaHan

MoppobHee o NpoayKTe U 3aKa3 AEeMOHCTPAaL UM YnTaTb HOBOCTU 1 BNOr



