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AHHOTALUA

HacTtodawmn JOKyMEeHT ABNSETCS PyKOBOLACTBOM NOfb30BaTeNd NporpaMmMHOro nsaenms
«lMporpammHbin - kKOMNekc «CpeactBa Buptyanusdaumm «bpect» (MK CB  «bpect»)
POLM.10001-02 (panee no Tekcty — K CB) n npegHasHavyeH gna paspabotymka v agmu-
HUCTpaTopa BUPTyanbHOM MaLUVHbI.

[lOKyMEHT coaepXXuT onvcaHuns:

co3gaHus wabnoHoB BM;

HaCTPOMKKM KOHUrypauun wabnoHos BM;

co3gaHusa BM;

HaCTPOWKM KOHuUrypauum BM;

paboTbl C BUPTYanbHOW MaLLMHOMN.

[loKyMeHT He oxBaTblBaeT NOPSLAOK YCTAHOBKM, pa3BepTbiBaHNA U aAMUHUCTPUPOBAHNSA
MK CB 1 npegHasHaveH Ans MCNofb30BaHWs COBMECTHO C 3KCMIyaTalMOHHbIMU OKYMEHTaMu Co-
rnacHo segomocTun POLM.10001-02 20 01 «[MporpammHbln komnnekc «Cpeactea BUpTyanusaumm

«5peCT». BeoomocTb 3KCnnyaTtauMOHHbIX JOKYMEHTOBY».
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1. HASHAYEHUE

1.1. MK CB npegHasHayeH gnga ynpasneHns cpegon BupTyanuaawgmm, cosgaHue 1 3awmra
KoTopon obecnevnBaeTcs cpecTsamMm onepaLmMoOHHON CUCTEMbI CNeLmanbHOro HadHadyeHns «Astra
Linux Special Edition» PYCBE.10015-01 ouepeaHoe obHoBnenne 1.7 (ganee no tekcty — OC CH).

1.2. B K CB BxogaT cnegyowme nporpamMmmMHble KOMMOHEHTbI CEPBEPHOMN YaCTu:

- cepBep BUpTyanusauum — ans BO3MOXHOCTU CO3[aHUS BUPTyarbHbIX MallvMH nocpea-

CTBOM aMynSaUMK annapaTHOro obecneyeHuns;

- cepBep ynpasneHus — A BO3MOXHOCTU ynpasneHus Yyepes Beb-nHtepenc, ns Ko-

MaHAHOW CTPOKM (KOHCOMbHLIN MHTepdenc) n ¢ nomowbio XML-RPC API.

B kavectBe knueHTckon vactu MK CB mMoxeT BbICTynaTb CPeaCTBO BblYUCIIUTENBHOMN
TEXHUKKN, C KOTOPOro BLINOSTHAETCA MOOKMAOYEHNE K CepBepy ynpaBfieHUa unv BUPTYyanbHON
mawunHe (BM).

B kayecTBe AONOMHUTENBHBLIX NPOrpaMMHbIX KOMNOHEHTOB (He BxoaAT B cocTas 1K CB)
BbICTYNaloT:

- XpaHunviie — cuctema, npegHasHayeHHas ans xpaHeHus obpasoB UCKOB BUPTYarb-

HbIX MaLUWH;

- KOHTponnep gomeHa — cnyxba, obecneumBaroan ayTeHTMMKaLMIO NoNb3oBaTenen B

pamMKax eQuHoro NpocTpaHcTBa nosib3oBaTtenen (He UCMomb3yeTcs B CEPBUCHOM peXxnme

pabotbl 1K CB).

1.3. MK CB npenocTtaBnseT cneayrowme BO3MOXHOCTHU:

- co3gaHue BM, nx obpasoB un L1abnoHos;

- (popmupoBaHue cpeabl BbinonHeHust BM;

- ynpasneHue koHdurypaunen BM ¢ nomoLubto rpadpnyeckoro 1 KOHCOSTbHOro HTepden-

COB;

- LeHTpann3oBaHHOEe ynpasBneHue cpeaon BupTyanusauuu.

Knacchbl pelwmaemblx 3agad npueegeHsl B gokymeHTe POLIM.10001-02 31 01 «[porpamm-
HbI Komnnekc «Cpencrtea BupTyanuaaumm «bpect». OnucaHne npuMeHeHns».

1.4. MK CB dyHKumMoHunpyeT Tonbko nog ynpaeneHnem OC CH, umetowen ceptudumkar
cooteetcTBUs PCTIK Poccun Ne 2557, n coBMeCcTHO ¢ Hen obecneynBaeT BbINOMHEHNE Creayto-
LWKMX pyHKLMI Be3onacHOCTM MHAOpMaLMM B COOTBETCTBUN C TpeboBaHMsIMU MO 6e3onacHOCTH
MHdOpMaLMK K cpeacTsam BupTyanuaaum®

- [OBEpeHHas 3arpy3ka BUpTYyarnbHbIX MaLLVH;

- KOHTPOSib LeNTOCTHOCTMU;

- peructpaums cobbiTun 6esonacHocTy;

) yreepxaeHbl npukazom ®CTIK Poccum ot 27.10.2022 Ne 187.
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ynpaeneHue OOCTYyMNowM;

pe3epBHOE KOMMPOBaHUE;

ynpaeneHue notokamu MHpopmauumm;

3alinta NnamMaTu;

orpaHMyeHne nNporpaMMHoN cpeabl;

naeHTMdurKkauna n ayteHTudmkauna nonb3oBaTenen.
DYHKUMS LEHTPANM30BaHHOMO ynpasneHnsa (aAMUHUCTPUPOBAHNSA) BUPTYanbHbIMK MaLUun-
HaMu 1 B3aUMOLENCTBNEM MEXAY HUMK peannayetca cobcTBeHHbIMKM cpeacteamu MK CB.
Peanunsauusa nepeyncneHHblx dyHKUMM 6€30nacHOCTM OCHOBAHA Ha OCHOBHbIX MOSIOXe-
HUAX, N3NOXeHHbIX B gokymeHTe POLIM.10001-02 97 01 «[MporpammHbin komnnekc «Cpencrea
BupTyanusaummn «bpecty». PykoBoacTtso no KC3».
1.5. MK CB wnHTerpmpoBaH C KOMMIEKCOM CpeacTB 3awwmntbl nHdopmaumm OC CH un
AONonNHUTENBHO 0becnevnBaeT BhbINOMHEHME criegyowmx pyHkumin 6e3onacHoCTU:
- OVCKPEeLMOHHOEe 1 MaHaaTHoe ynpasneHne goctynom kK BM n obpasam BM, B Tom uncne
NpY MEXNPOLLECCHOM N CETEBOM B3aMMOLENCTBUN, BKMNIOYAs B3aUMOAENCTBUE MexXay
BM no npotokonam cteka IPv4 n IPv6 B ycnoBusix MaHgaTHOro ynpasneHnsa JOCTYNOM n
A0CTyn cyObLEKTOB K (pannam-obpasam n ak3emnnspam gyHKLMoHMpYoWwmux BM;
- CO3[aHue KnacTepoB BbICOKOM JOCTYMHOCTU C 06LWMM XpaHunuwiem, obecnedmBatoLmx
0OTKa3oycTonumBoe oyHKUnoHnposaHue BM nocpeactsom murpauum BM mexay ysnamu
KnacTepa;
- obHoBneHue nporpammHoro obecrneveHus MNK CB ¢ ucnonb3oBaHWeM LUTaTHbIX CPEACTB
OC CH.
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2. ycnosus BbINOJIHEHUA

2.1. MpuHUMNbI 6e3onacHon paboTbl

MK CB dyHkumoHmpyeT Tonbko nog ynpasneHnem OC CH Ha makcumanbHOM ypOBHe
3awmeHHocTn («CMONEHCK») UK YCUITEHHOM YPOBHE 3alumieHHoCcTU («BopoHex»). Mpu aTom
aonyckaetca passepTbiBaHue MK CB B cepBUCHOM pexnme Ha KOMMboTepax nog ynpasneHnem
OC CH, dyHKumoHunpytowiern Ha 6a3oBOM ypoBHE 3alumiieHHOCTU («Open»).

[Onsa obecnevyeHnsa koppekTHoro dyHkunoHmpoaHus MK CB HeobxogMmo ycTaHOBUTL
nporpammHoe obecneyeHne onepatneHoro obHoeneHns OC CH GronneteHb Ne 2024-0830SE17
(onepatmBHoe obHoBneHMEe 1.7.6).

MpuHumMn 6e3onacHom paboTbl OCHOBAH Ha COBMNOAEHUN CREAYIOLNX YCITOBUNA:

- cobnogeHne ycnosun no 6GesonacHon yctaHoBke [1K CB B cooTBETCTBUM C

POLM.10001-02 97 01;

- cobntogeHve ycrnosuin 6esonacHoCTn cpeabl (PYHKLUNOHMPOBAHUSA B COOTBETCTBUM C

PAOLIM.10001-02 97 01;

- HacTpowmka gyHKumM 6esonacHocTu B cootBeTcTBum ¢ POLLM.10001-02 97 01;

- doyHKumoHnpoBaHue MK CB aomkHO ocyLecTBNATLCHA, OCHOBbLIBAsICb Ha NPUHLMNAX

pOMeBOro ynpasneHns 4OCTYMNoM.

HasHauyeHne ponen n nonHomoumin BoinonHstoTea B8 OC CH noa yyeTHoM 3anucbto agmu-
Huctpatopa OC CH ¢ BbICOKAM YpOBHEM LIENTOCTHOCTW. [Monb3oBaTenu ¢ ponbio agMuUHUCTpaTopa
BM BkntoveHbl B rpynny brestusers. Nonb3oBatenu ¢ ponbio paspabotynka BM BkntoveHbl B
rpynny, HazBaHne KOTopown onpeaendaetcs agmuHucTpatopom OC CH. [1ng rpynnbl, B KOTOPYH BXO-
AWNT nornb3oBaTenu, npegoctaBnsanTcs nonHoMouns USE B OTHOLIEHMM XpaHUMNLL, U BUPTYasibHbIX
ceten, a Takke nosiHomounss CREATE n MANAGE B oTHoLweHuun wabnoHos BM. MNonHomouuns
npenoctasnsatotca B cootsetctBum ¢ PALIM.10001-02 97 01. NHbIX Nnonb3oBaTeNbCKUX HACTPOEK
He TpebyeTcs.

C yyeTom ponv nonb3oBatens onpegereHbl crnegyowme Turnbl cobbiTUin 6e30nacHoOCTH,
CBSA3aHHblEe C AOCTYMHbLIMM MOMb30BaTeNto PYHKUNAMMU:

- yCMeLHble N HeycneLlHble NONbITKN ayTeHTUMKaLMK,

- pgoctyn Kk BM;

- co3paHue BM;

- M3MeHeHune KoHpurypauum BM.
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2.2. TpeboBaHMA K TEXHUYECKUM CpeacTBam

2.2.1. TpeboBaHusa cepBepa ynpaBneHusi
MuHMManbHble peKOMEHOYEMbIE XapaKTEPUCTMKN KOMMbOTEpPa AN pa3BepTbiBaHUS CryX-

6bl cepBepa ynpaBneHns npueefeHsl B Tabnuue [1]

Tabnuuya 1
Pecypcbl MuH1ManbHas pekomeHgyemas KoHdurypaums
OnepatnBHasa namaTb 4Tb
LleHTpankeHbIN npoueccop 2 MpoLEeCcCopHbIX sapa ¢ nogaepxkon SMT
Ob6bem ancka 100 b
CeTeBow nHTepdenc ot 1 [but/c

MakcnmanbHOe KONM4eCcTBO CEPBEPOB BUPTyanu3aumm (KOMNbOTEPOB, HA KOTOPbIX yCTa-
HOBIEHa 1 MHULUManNuanpoBaHa cnyba cepsepa BUpTyanusaumm), KOTOpbIM MOXHO YNpaBnATh C
NMOMOLLIbIO OAHOMO 3K3eMnnsipa cepBepa ynpasneHus, 3aBUCUT OT NPOU3BOAUTENBHOCTU U Mac-
wtabupyemocTtn nHgpactpyktypbl [NMK CB 1 rmaBHbIM 06pa3om OT CUCTEMbI XPaHEHUS AAHHbIX.
He pekomeHayeTcs MCnonb3oBaTh OOQNH 3K3EMNIIAp cepBepa ynpaBneHus ans ynpaenexHus bonee
yem 500 cepsepamu BUpTyanmsauuu.

CepBep ynpasneHus (KOMNboTEP, HAa KOTOPOM YCTAHOBMEHA N MHULMaNM3MpOBaHa Cryx-
6a cepBepa ynpasneHus) JOMKEeH UMETb CETEBOE COeAMHEHNE CO BCEMU CepBepamMu BUpTyanu3a-
LN 1, NO BO3MOXHOCTU, AOCTYN K XpaHUnMLLaM gaHHbIX (Kak nokanbHbIM, Tak U ceTeBbiM). [ns
obecneveHnsa HagexHocTn nHppacTpykTypsl MK CB pekomeHayeTcst CNonb3oBaTb Kak MUHUMYM
ABe ceTun (COOTBETCTBEHHO, TpebyeTcsa ABa ceTeBbIX UHTepdenca):

1) cepBUCHas ceTb — MCNONb3YeTCA CNy>kKOon cepeepa ynpasneHus ans obecneyeHns

AOCTyNa K cepBepam BUpTyanusaumm ¢ Lenbto ynpasrneHnss 1 MOHUTOPUHTa rmnepBn3opoB

n nepemeLleHns dannos obpasos;

2) ceTb 9K3eMnnsapoB — obecneynBaeT BOSMOXXHOCTb CETEBOrO NOAKMOYEHUS K BUPTYarb-

HbIM MaLUMHaM Yepe3 pasnuyHble cepBepbl BUPTyanu3auuu.

Kpome Toro, moxet notpeboBaTbCa TPETUN ceTeBOM UHTepdenc ansa obecnedeHnss 4OCTy-
na K CeTu XpaHeHusi AaHHbIX.

[ns 6a3oBon ycTaHOBKM Cryxbbl cepepa ynpasneHunsa Tpebyetca He 6onee 150 MB.

2.2.2. TpeboBaHNA cepBepa BUpTyanusaumm
MuHUManbHbIe peKOMeHOyeMble XapaKTEPUCTUKN KOMMbOTEpPa AN pas3BepTbiBAHUS CryX-

Obl cepBepa BmpTyannsauunm npmeBeneHbl B Tabnuue .
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Pecypcebl

MuHuManeHasa pekoMmeHayemasi KoHurypaums

OnepatnBHasa namsaTb

8Ib

LleHTpankeHbIN npoueccop

4 npoueccopHbIX sapa

O6bem gucka

100 b

CeteBoli nHTEpPENC

ot 1 6ut/c

Ha obbekTax KCcnnyataunnm pekoMmeHayeTcAa pacCHnUTbiBaTb XapakKTeEPUCTUKN KOMMbIOTE-

POB MCX0AOsA U3 OXnaaemon Harpysku (xapaktepuctukmn BM, TpebosaHms O BHyTpu rocteBbix OC,

ceTeBoN Tpadumk, 06beM AaHHbIX). [py 3TOM crieayeT yuuTbiBaTh crieayrolime ocobeHHOCTH:

1) npoueccopHas apxuTtekTypa x86-64 nomkHa obecneumBaTtb annapaTHylo NOAAEPXKKY
BUpTyanuaaumm (texHonoruu Intel VT, AMD-V);

2) ueHTpanbHbIn npoueccop (L) — 6e3 nocnenyowmx 4ONOMHUTENbHbBIX HAarpy3okK Kax-
abin moay”nb LM, 3akpenneHHbIn 3a ogHon BM, gomkeH cooTBETCTBOBATL (PU3NYECKOMY
sapy UM B cnyyae, ecnn Heo6xoaMmo MMHUMU3NPOBaTb KOHKypeHuuntio BM 3a npouec-
copHble sigpa. Hanpumep, npu Harpy3ke B 40 BMpTyanbHbIX MawwmvH ¢ asyms LM kaxaas,
notpebytotcs 80 duandecknx LIMN. Mpu atom 80 cdomamyeckmx LM moryT pacnpegenatbcs
Nno pasnuyHbiM cepBepamM BupTyanuaaummn: 10 KOMNbLIOTEPOB C BOCEMbIO SApaMM Kax-
AbI NN NATb KOMMNbIOTEPOB € 16 agpamu Kaxabin. [NMpn HeobxoaMMOCTK NocnenyLwmx
AOMNOMHUTENbHbIX HAarpy3ok apxmuTekTypy LM MOXHO nnaHMpoBaTb 3apaHee C MOMOLLbH
anemeHtoB CPU n VCPU: CPU onpegensieT duaunyeckume LM, 3akpenneHHble 3a BUpTyanb-
HbIMK MawmHamu, a VCPU — BupTtyaneHble LI, nepegaBaemMble rocteBon onepaumoHHON
CUCTEMOM;

3) onepatmBHasa NamsaTb — pekoMeHayeTca Bcerga npegycmarpumsath peseps 10 % no
pecypcam, notpebnsaembiM rmnepsm3aopom. Hanpumep, anga Harpy3ku B 40 BUpTyarbHbIX
MawwuH ¢ 2 'b onepaTtnuBHOM namsaTn kaxgas Heobxoanmo okono 90 b dumsmyeckon
namaTh (C y4eToM pecypca onepaTtuBHON NamsaTn, notpebnsemon runepsm3opom). Hanpum-
Mep, NATb KOMMNbIOTEPOB € 24 ['b onepaTMBHOW NaMATU Kaxabl npeaocTtasaTt rno 22 I'b
namsaTK, NO3TOMY OHW CMOTYT BblAepKaTb NNaHNPYEMYLO HArpyaky.

B kaxgom cepBepe Buptyanmsaumnm B 3aBUCUMOCTUN OT KOH(*)I/IpraLl,I/IVI XpaHunua "

ceTn MOXeT ObliTb YCTAHOBJIEHO OO0 4YeTbIpeX CETEBbIX I/IHTepC*)eIZCOBZ Ona ceTn 3K3eMrnJjiapoB

(npmBaTHOM W/MNn Ny6GANYHOWM), CEPBUCHON CETU U CETU XPaHEHUS OAHHbIX.

2.3. TpeboBaHMA 6e3onacHoOCTU

MK CB MoxeT (yHKLUMOHNPOBaTb B ABYX peXMUMaX:

1) B CepBUCHOM pexXnmMme Bce BM 3anyckaroTcd OT UMEHUN HENpmUBUIErMpoBaHHOIO NoJsib-
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3oBartens. lgeHTudukaums v ayteHTUduKauma nonb3oBarternen 0OCHOBbIBAOTCA Ha UC-

nonb3oBaHuM mexaHuama PAM, peanusosaHHoro B OC CH. Npwn atom ayTeHTUdmKaumna

OCyLLEeCTBNSAETCS ¢ NoMoLLbIo NokanbHon B nonb3oBatenen (cann /etc/passwd) u no-

kanbHown B[l nonb3oBaTenbcknx naponen (dann /etc/shadow);

2) B OMCKPELMOHHOM pexnme obecneymBaeTcst QYHKUMOHMPOBaHME 3aLUULLEHHON Cpeabl

BUPTyanuaauuun, B TOM Ynicre OUCKPEeLMOHHoe U MaHaaTHoe ynpasneHne OOCTYNOM K

BM. B takom pexume BM 3anyckatoTcs OT MUMEHM JOMEHHOIO Nnorib3oBaTens, aBTopu3o-

BaBLuerocs B [1K CB. [1na paboTbl B AUCKPELIMOHHOM peXxmnmMe Heobxoanmo, 4Tobbl BCce

KOMMbIOTEpPbI, HA KOTOPbIX pa3BepHyTbl NporpaMMHble KoMnoHeHThl K CB, Bxoaunu B

oaviH gomeH FreelPA nnn ALD Pro.

Pexum hyHKUMOHMpPOBaHWS ycTaHaBnMBaeTCcs Ha atane passepTbiBaHus K CB. MNocne
YCTaHOBKM N MHULMANn3aumm nporpaMMHbIX KOMMOHEHT NepeKrtioYeHne pexxmMmoB OYHKLMOHUPO-
BaHus MK CB He npegyCcMOTpeHo.

CospgaHue v 3awmTa cpeabl BUpTyanu3saumm obecnedumBaroTcs BCTPOEHHbIMU cpeacTBamm
OC CH, vHTerpmpoBaHHbIMK ¢ nogcuctemon 6esonacHoctn PARSEC, npegHasHayeHHoW ans
peanu3aumn pyHkumin OC CH no 3awmTte nHpopmaumm ot HeCaHKLUMOHNPOBAHHOIO A0CTyna:

- mogynem sgpa KVM, koTtopbin ncrnonb3yeT annapaTHble BO3MOXHOCTU apXUTEKTYpPbI

x86-64 no BupTyanusauum npoLeccopos;

- cpeacTBamMu amynsiumMm annapatHoro obecnedeHnsa Ha ocHose QEMU;

- cepBepoM BMpTyanusaumm Ha ocHose libvirt.

B MK CB koHpurypauumn BupTyanbHOro obopynoBaHusa BUPTyasibHbIX MalLVH XPaHATCS B
sawmweHHon CYB[ PostgreSQL n3 coctasa OC CH, ceptudpunumpoBaHHble oyHKLMM KOTOPON
obecnevnBaloT MAEHTUMMKALUMIO N ayTeHTUdUKauuIo nonb3oBaTtenen, n ynpasneHme A0CTYNnoMm
K XpaHnmon nHdopmauun. Takmm obpasom, Npu BbINONHEHUN NOGOro 3anpoca nonb3oBaTens
K KOHGurypaumm BM ocyliecTtenseTcs ANCKpeLnMoHHOe ynpasreHne JOCTYNOM Ha OCHOBE yCTa-
HOBJIEHHbIX MOb3oBaTento nNpas. [ns Kax4on BbINONHAEMONW onepaunmn NpomM3BOAMTCA NpoBepka
Hanu4yus npasa y NonNb3oBaTesis Ha BbIMNONTHEHNE JaHHOW KOHKPETHOW onepauuu.

Mpu passepTbiBaHuK MK CB gononHuTenbHas HaCTponka LenoCTHOCTU KOHdUrypaumm

BMPTYyanbHOro o6opyanoBaHns He Tpebyetcs.
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3. BbINMOJIHEHUE MNMPOIrPAMMbI

3.1. UHcTpymeHTbI ynpaBneHus MK CB

3.1.1. MIHCTPYMEHTbI KOMaHAHON CTPOKM
[Onsa ynpaeBneHus gyHKUnoHanbHbIMM anemeHTamu NK CB MOXHO BOCMONb30BaTbCA

MHCTPYMEHTaMMN KOMaHZHO CTPOKM, NepevmncrneHHbiMy B Tabnuue (3|

Tabnunuya 3
UHCTpymeHT
KOMaH,D,HF:)yVI CTPOKHM Onmcatme
onecluster ynpaeneHune knactepamu lNK CB
onedatastore ynpasneHue xpaHunuamu
onedb WHCTPYMEHT aAnga murpauuu b
onegroup ynpasneHue rpynnamu nons3osartenen NK CB
onehook ynpasrneHue xykamu, npumeHsemsimn B K CB
onehost ynpaeneHue cepeepamu Buptyanusauum MK CB
oneimage ynpaBneHue obpasamu OMCKOB BUPTyarbHbIX MawwmH (BM)
onemarket ynpaeneHue marasnHom npunoxenun MK CB
onemarketapp yrnpasneHue npunoxXeHWeM U3 marasmHa NpuUoXXeHun
onetemplate ynpaeneHue wabnoHamn BM
oneuser ynpaeneHue nons3oartensmu NK CB
onevm ynpasneHue BupTyanbsHbIMW MallMHaMu
onevmgroup ynpaeneHue rpynnamu BM
onevnet yrnpasrneHne ceTamm

BHUMAHMUE! [1nsa ynpasneHusa yHKUMoHanbHbiMK anemeHTamm MK CB nocpeactsom
WHCTPYMEHTOB KOMaHAHOW CTPOKN HEOBXOAMMO Ha KOMMbOTEPE, HA KOTOPOM pa3BEPHYT cepBep
ynpaenenus, sontn B OC CH noa yyeTHon 3anucbto paspaboTtynka (agMmuHucTpartopa) BM.

[na Toro 4tobbl NONYYNTL NOAPOBHOE OnMcaHMe UCMNOoSIb30BaHUS Kakoro-nmbo NHCTpy-
MEeHTa KOMaHOHOW CTPOKWN, HEOOXOAMMO BbINOMHUTL KOMaHAy:

<HaVWMEHOBaHHE_ MHCTPYMeHTa> -h

3.1.2. Beb-untepdemnc lNK CB
[na nogkntodeHus kK Beb-uHTepdency MK CB Heobxoanmo B 6paysepe Mozilla Firefox
nepenTun rno agpecy: https://<nomnHoe_noMeHHOE HMSI>/,
rae <moJjHOe_JOMEeHHOEe_HMs> — MNOfMIHOe JOMEHHOEe UMS KOMMbIoTEPa, Ha KOTOPOM
pasBepHyTa crnyxba cepsepa yrnpasneHus.
MpumeyvaHune. MNMoagknoyeHne k Beb-nHTepgenicy NK CB MOXHO OCylecTBNATb C

nto6oro KoMnbloTepa, MMEHOLLIEro CETEBON AOCTYN K CEPBEPY YNpaBreHus.
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B cepBucHom pexunme pabotbl MK CB Ha oTKpbiBLencsa cTpaHuue «bpecTt» Heobxogumo:

- B none «JlormH» BBECTU UMA y4eTHOW 3anucu paspabotymka (agmumHucTpatopa) BM,

3agaHHbIn agMuHucTpaTtopom (K CB;

- B none «[laponb» BBECTN Naposib Y4ETHOM 3anucu paspaboTymka (agMnHuUCTpaTopa)

BM;

- HaxaTb Ha kHorky [BouTtu].

B anckpeunoHHom pexnme pabotsl MK CB npumeHsieTca gomeHHas ayTeHTudmkaums. B
CBSA3M C 3TMM Ha OTKpbIBLLENCS cTpaHuue «bpecTt» HeobxoamMmo:

- B OTKPbIBLLEMCS OKHe aBTOpM3aLmm BBECTU UMSA U Naporib JOMEHHOW Y4eTHOM 3anucu

paspaboTtumka (agmuHucTpatopa) BM, sagaHHbin agmuHucTpaTtopom (K CB;

- Ha cTpaHuue «bpecT» HaxaTtb Ha kHomnky [BonTu].

MpumeyaHune. Ecnu nogkniodeHune k Beb-nHtepdency MK CB nponssoantcs ¢ kowm-
nbloTEpa, Ha KOTOPOM pa3BepPHYT CepBep yrnpaBneHus, 1 Nod y4eTHOM 3anucbto Nnosib3oBaTens,
3apeructpupoBaHHoro B 1K CB, To aBTomatunyeckn 6yayT UCNONb30BaHbl ayTeHTUUKALNOHHbIE

napameTpsbl, KOTOpble ucnonb3oBanuceb ans sxoga B OC CH.
3.2. YnpaBneHue obpasamu

B xpaHunuuwe obpasoB pasmeLlaroTcsa gannbl, KOTOpble MOTyT SIBNATbLCA 0bpasamu anc-
KoB ¢ ycTaHoBneHHon OC (3arpy304HbIX AUCKOB) UM obpasaMy QUCKOB C pasfinyHbIMU AaHHbLIMMU,
NCnonb3yeMbiMy B BUPTYarbHbIX MaliMHaXxX. OTn 06pasbl MOryT UCMOMb30BaTbCA HECKOSTbKMMU BUP-
TyanbHbIMW MalUMHaMM OLHOBPEMEHHO, a Takke BbiTb 06LNMM ANA pasnnyHbIX Nofb3oBaTenemn
MK CB.

3.2.1. Tunbl o6pasoB

CyulecTByeT WwecTb TMNoB 06pa3oB, TpU U3 KOTOPbIX MOTYT UCNONb30BaTLCH B Ka4eCcTBe
anckos BM. C nomoLybto KoMaHabl oneimage chtype MOXHO U3MEHUTb TUM CYLLECTBYIOLLIEro
obpaaa.

Tunbl 06pas3oB, pasMeLLeHHbIe B XpaHunuiie o6pasoB 1 SOCTYNHbIE A5 UCMONb30BaHWS
B Ka4yecTBe gnckos BM:

1) 0S — obpas 3arpy3o4Horo ancka (c yctaHosneHHon OC). Kaxapiv wabnoH BM gormkeH

onpeaensiTb OAUH OUCK, CCbiNatoLWmncsa Ha obpas gaHHOro TMna;

2) CDROM — 06pa3 npeacraBnsieT AaHHble TONbKO AN cYUThiBaHUSA. B kaxaom wabnoHe

BM moxeT ncnonb3oBatbCs TONbKO OAMH 06pa3 AaHHOro TUNa;

3) DATABLOCK — 0bpa3 6rnoka faHHbIX, SBnsieTcss 06pa3oM Ancka ¢ pasfmyHbIMU SAHHbI-

MU, NCNONb3yeMbIMU B BUPTYyasibHbIX MaluMHax. 3T obpasbl MOXXHO CO34aBaTb U3 yXXe

CyLLeCTByOLMX 06pa3oB AMCKOB UK B Ka4eCcTBe MyCTOro Amcka.

Tunbl 06pa3oB, KOTOpbIE pa3MeLLEHbI B XpaHunuwe ¢annos n sgep, U He MOryT UCMOSb-
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30BaTbCA B KadecTBe auckos BM:

1) KERNEL — He3awundpoBaHHbIA dain, KOTOPbIN UCMOoSb3yeTcsl B kadecTBe sapa (napa-

mMeTp OS/KERNEL_DS ana BM);

2) RAMDISK — He3alwundpoBaHHbIN dhans, KOTOpbI UCMNOMb3YeTCa B KAYEeCTBE OUCKOBOIO

pecypca, pa3MeLLeHHOro B onepaTtnBHon namatu (napametp OS/INITRD_DS ang BM);

3) CONTEXT — He3awundpoBaHHbIN hainsl, KOTOPbIN HYXXHO A00aBUTb B KOHTEKCTHbLIN

CD-ROM (napameTtp CONTEXT/FILES_DS ana BM).

3.2.2. CocTosiHMA ob6pasoB

MepeyeHb BO3MOXHbIX COCTOSIHUIA 06pas3oB npveeaeH B Tabnuue @]

Tabnuua 4
CokpalleHue
CocTosiHne HanMeHOBaHMs OnucaHune
COCTOSIHUS
LOCKED lock dann obpasa cos3gaeTcs UM KOMMPYETCSA B XpaHUIMLLE
LOCKED USED lock darnn HenocTosIHHOro obpasa co3gaeTcs UNKu KonupyeTtcs B
- XpaHunuie, a BM oxuaarot
LOCKED_USED_PERS | lock AHanornyHo LOCKED_USED gnst nocTtosiHHbIX 06pa3os
READY rdy O6pa3 rotoB K NPUMEHEHNIO
USED used Hel'IOCTOFIHHbIVI obpas, ncnomnb3yembin, Kak MUHUMYM, Of-
Ho BM
USED_PERS used MocTosaHHbIN 06pa3, ucnonbdyemoln BM. He moxeT ucnonb-
30BaTbCH HOBbIMU BM
DISABLED disa OO0pa3 oTKNIoYEH BnagenbLem, He MOXET UCMONb30BaTLCS
HoBbIMU BM
Ownbka B paborte dannoson cuctembl. CoobllieHune
ERROR err 00 owwnbKke MOXHO MOCMOTPETb C MOMOLLbI KOMaHAbI
oneimage show B MHdpopmaumn obpasa
DELETE dele O6pas ynandercsa M3 xpaHunuiia gaHHbIX
CLONE clon O6pas knoHupyeTcA

3.2.3. Co3paHue obpasa

3.2.3.1. O6wume cBepgeHus

B xpaHunumwie MoxHo cosfaTte o6pa3 Ha OCHOBe MMetoLerocs gaina unm cosgats obpas

nyctoro 6rnoka gaHHbIX, Hanpumep, Ans co3gaHus BM ¢ nocneaytowen yctaHoskon OC.

Mpun co3gaHumn obpasa nyctoro 6roka AaHHbIX JONOMHUTENBHO TpebyeTcs ykasaTb pasmep

obpasa.

Mpun co3gaHum obpasa Ha OCHOBe mMMmetoweroca danna, NCXodHbIn dann Heobxoau-

MO MOMECTUTb Ha OUCKOBbIN pecypc, KOTOprIZ B HaCTp0I7IK8X XpaHunuuia ykasaH B Ka4yecCcTBe
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paspeLleHHOro UCToYHKKa (napameTp SAFE_DIRS).

3.2.3.2. Co3paHue obpa3sa B nHtepcence KOMaHAHOU CTPOKU

Ons cosnaHus o6pasa MOXXHO BOCMNOJ1b30BaTbCA UHCTPYMEHTOM KOMaHOHoM CTPOKU

oneimage, ykasaB kKoMaHAy create. [lepevyeHb NapaMeTpoB ANns co3gaHusi obpasa npveedeH B

Tabnuue |

Tabnuua 5

MNapameTp

OnucaHue

--datastore <xpaHunume>

HasBaHue xpaHunuiia o6pa3oB nnu xpaHunuwa dannos n aaep, B
KOTOPOM pa3MecTuTb HOBbI 06pa3

—-—-name <HMA>

HaseaHue HoBoro obpasa

--description <onucanue>

OnuncaHue HoBoro obpasa

-—-type <Tun>

Tun HoBoro o6bpasa: OS, CDROM, DATABLOCK, KERNEL,
RAMDISK

--persistent

®nar, KoTopblin yka3biBaeT, OyaeT nv obpa3s NOCTOSIHHbIM

--prefix <npedukc>

Mpedukec (ycnoBHOE HaMMeHOBaHWE) AparBepa LWnHbI gucka. Bos-
MOXHblE 3HAYEHUS:

- hd — anga yctponctea IDE;

- sd — anga yctpounctea SCSI,

- vd — anga yctponctea Virtio

--target <ycTpouncTBO>

YCTPOWNCTBO, K KOTOpOMY ByAeT NoaKroYeH ANCK

--path <oyTb>

MyTb nmetoweroca anna obpasa, Ha OCHOBE KOTOPOro Co3aaeTcs
00pa3s B XxpaHunuiie

——-source <HCTOUHUK>

Mcnonb3yeMmbilt pecypc. NpumeHsieTca ans o6pas3os, co3gaBaeMbIX
He n3 danna, a, HanpumMmep, Ha OCHOBe MMetoLlerocss 6noYHoro
ycTponcTBa

--size <pasmep>

Pasmep B Mb. Ucnonbayetca anst obpasoe Tnna DATABLOCK

BHUMAHMUE! [1na ob6pasa Tuna CDROM He fornyckaetcs ucnonb3osaTb gpausep Virtio B

KayecTBe LWUMHbI Aucka (npedukc vd).

Mpumepsl:

1. CosgaHuve B xpaHunviie o6pa3oB, yCTaHOBIEHHOM MO YMOMYaHUO (C HAMMEHOBaHMEM

default), obpasa Tmna CDROM 13 panna yctaHoBo4yHoro ancka OC CH, pasmeLleHHOoro

B Katanore /var/tmp/:

a) BbIMOJTHNTb KOMaHAOY:

oneimage create --datastore default --name td-alsel7 --type CDROM \

--path /var/tmp/td-alsel7.iso \

—-—description "TexXHOJIO'MUECKHUN YCTaAHOBOUHHM muck OC CH 1.7"

anMepBbBOQGﬂOCﬂeBbMOﬂHeHMﬂKOMaHﬂHI

ID: 4




18
PAOLIM.10001-02 93 01

6) yooctoBepuTbCsl B TOM, 4TO 06pa3 rotoB K NpUMEHeHuto (napameTp STATE nmeeT
3HadeHune rdy), Ans 3TOro BbIMOSHUTL KOMaHAY:
oneimage show <ugentuduraTop_ obpaza>
anMepBbBOﬂaHOCHeBbMOﬂHeHMﬂKOMaHﬂbIOneimage show 4:
IMAGE 4 INFORMATION
ID : 4
NAME : td-alsel7’
USER : oneadmin
GROUP : brestadmins
LOCK : None
DATASTORE : default
TYPE : CDROM
REGISTER TIME : 07/10 19:43:20
PERSISTENT : No
SOURCE : /var/lib/one//datastores/1/ce3c55d1b1737£5¢c365644dc7eal31335
PATH : /var/tmp/td-alsel7.iso
FORMAT : raw
SIZE : 3.8G
STATE : rdy
RUNNING_VMS : O
2. Co3,anV|e B XpaHunuie O6p830B, YCTaHOBJIEHHOM NO YMOJTHaHUIO (C HanMeHOBaHNEM
default), obpasa nycrtoro 6mnoka gaHHbix, paamepom 12 INb:
a) BbINOMHUTL KOMaHAY:
oneimage create --datastore default --name os-alsel7 \
--type DATABLOCK --format gcow2 --prefix vd --persistent \
—--size 12288 --description "3arpyszounmd guck OC CH 1.7"
B npencraBneHHon Bbiwe KoMaHAae Obinn yCTaHOBMEHbI crnegyowme napameTpbl
obpasa:
- (hopmaTt — gcow2;
- B KayecTBe gpansepa ancka BblbpaH VirtiO (npedukc vd);
- 0bpa3 NnomeyeH Kak «MOCTOSHHbINY», HeobxoauMo ANA nocneayLwen ycta-
HoBku OC.
anMepBbBOﬂaHOCﬂeBbMOﬂHeHMﬂKOMaHﬂHZ
ID: 5
6) ynoctoBepuTbCsl B TOM, 4TO 00pa3 rotoB K NpUMeHeHuto (napameTp STATE nmeeT
3Ha4veHune rdy), AO5naA 3TOro BbIMOJTHUTE KOMaHAY:
oneimage show <ugenrudukaTop obpasza>
[Mprmep BbIBOAA Nocne BbINONMHEHNA KOMaHAbl oneimage show 5

IMAGE 5 INFORMATION
ID : 5
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NAME : os-alsel7

USER : oneadmin

GROUP : brestadmins

LOCK : None

DATASTORE : default

TYPE : DATABLOCK

REGISTER TIME : 07/10 20:09:05
PERSISTENT : Yes

SOURCE : /var/lib/one//datastores/1/3fe0664610de3870cbdd9pa24d6a9132
FORMAT : gcow2

SIZE : 12G

STATE : rdy

RUNNING_VMS : O

3.2.3.3. CozpaHune o6pasa B Be6-uHtepence NK CB

[nsa co3gaHusa obpasa Heo6XoaAMMO BbINONHUTL cregyowme AenCTBIS:

1) B BeG-uHTepence MK CB B MeHIo cnesa BblbpaTh NyHKT «XpaHunuwe — Obpasbly;
2) Ha OTKpbiBLENCA cTpaHuue «OBpasbl» HaxaTb Ha KHOMKY [+] U B OTKPbIBLLEMCS MEHHIO

BblbpaTb NyHKT «Co3gatb» (CM. puc.

Obpas3bl

HazgaHue Bnageney, Fpynna XpaHUnuie Tan Crartyc Kon-eo EM

AMnopT

10 Cnucok nycT

Puc. 1

3) Ha OTKpbIBLUENCS CTPaHULE «YKaXnte napameTpbl HOBOro obpasa» 3agaTtb napameTpbl

obpa3sa n HaxaTb Ha kHonKy [Co3aaThb].

MpnumevyaHune. Ana obpasa Tvna CDROM MO yMOSYaHMIO UCMONb3yeTCs ApanBep LMHbI
auncka IDE (npecdpmkc hd).

BHUMAHMUE! [1ns obpasa Tmna CDROM He fonyckaeTcs ucnonb3oBaTb apaveep Virtio B
KayecTBe LWMHbI Aucka (npedukc vd).

Mpu 3arpyske ganna ucxogHoro obpasa vepes Beb-uHTepdenc MK CB BbinonHseTca
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cnepyrowas nocnenoBaTeribHOCTb AENCTBUN:

1) knueHT Bpaysepa 3arpyxaeT Becb dann McxogHoro obpasa Ha cepBep BO BPEMEHHbIN

KaTanor;

2) cnyxba oned peructpmpyeT obpas BO BpeMsi HACTPONKM NyTU K AaHHOMY BPEMEHHOMY

taiiny;

3) cnyxba oned konupyeT ¢bann obpasa B xpaHunuilie obpasos;

4) BpeMeHHbIN dhann yaansieTca v nonb3oBaTento Bo3BpaLlaeTca 3anpoc (nossnsercs

coobueHne 06 ycnelwHom 3arpy3ke obpasa).

MpnumeyvyaHune. B cnyyae 3arpy3kn cannos donbLuoro pasmepa, 6onbwe 1 b, n B
3aBUCMMOCTM OT MCMOSb3yeMbIX annapaTHbIX CPEACTB AN 3aBEPLUEHNSA KONMMPOBaHWS B XpaHU-
nue obpasoB MOXeT noTpeboBaTbCs MHOrO BpeMeHUW. [oCKOonbKy 3anpoc Ha 3arpy3ky AOMmKeH
OCTaBaTbCs B COCTOSAHUM OXMAAHUSA A0 YCNELHOro 3aBepLueHns KonmpoBaHus (4Tobbl 6esonacHo
yAanuTb BPEMEHHbIN harn), MOryT BO3HMKHYTb nay3bl Npy paboTte Ajax n/unu 3agepxka oteeta

OT cepBepa. OTO MOXET NPUBECTU K owmnbkam unum 3anycky I'IOBTOpHOIZ 3arpysku.

Mpumepbl:
1. Co3gaHue B xpaHunuuie obpas3oB, yCTAaHOBMEHHOM MO YMOYaHMIO (C HAMMEHOBaHMEM
default), obpasa Tvna CDROM 13 danna yctaHoBodHoro ancka OC CH, pasmelleHHoro
B Katanore /var/tmp/:
a) B BebG-uHTepgerice NK CB B MeHio cnesa BbibpaTb NyHKT «XpaHunuwe — Obpa-
3bl»;
6) Ha oTkpbIBLeNnca cTpaHuue «O6pasbl» HaxaTb Ha KHOMKY [+] n B OTKpbIBLLEMCSA
MeHIo BblbpaTtb NyHKT «Co3aaTtby;
B) Ha OTKPbIBLUENCS CTpaHULE «YKaxuTe napameTpbl HOBOro obpasay:
- B none «HasBaHue» 3agaTtb HanmeHoBaHMe obpasa yCTaHOBOYHOrO HOCUTENS,
- B BbiNagatoLlem cnucke «Tun» BblOpaTb 3HaveHwune
CD-ROM TOMNBKO OJIA UTEHUSA,
- B cekummn «PacnonoxeHune obpasa» yctaHoBUTb dnar «3akayatby,

- HaxaTb Ha kHorky [0630p...] (cM. puc. [2).
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Ykaxure napameTpbl HOBOro oﬁpasa
= [
O6pas
MacTep HacTpoMAKN PacwunpeHHbIi
HazeaHne onucaHne
td-astral? TEexXHONorM4ecknil yoTaHoBOYHBIN anck 1.7
#
Tun XpaHnnnue
CD-ROM Toneko 4NA UTeHWA ¥ 1: default v
PacnonoxeHne obpasa
Path/URL 3akayate MycToi obpas aucka
0B63op... | ©alin He BLIGpaH.

Puc. 2

r) B OTKpbIBLIEMCS OKHe «Bbirpyska cpanna» Bblbpatb ISO-hann obpasa ycTaHOBOY-
HOrO HOCUTENS U Ha KHOMKY [OTKPbITL];

A) Ha cTpaHuue «YKaxuTe napameTpbl HOBOro obpasa» HaxaTb Ha kHonky [Co3aaThb].
Mocne 3Toro Ha OTKpbIBLLENCS cTpaHuue «O6pa3sbl» 0TOGPa3UTCA NPOLIECC 3arpy3Kku

obpasa B o6nako (cM. puc.

Sarpyska... 17.1-22.11.2021 105000
speed: 242.2MBs
Completed: 27 4%

Puc. 3

e) nocrne oKOHYaHus 3arpysku obpasa B XpaHunuile HeobXxoaMMo A0XKAATLCA MOMEH-
Ta, Korga Ansa 3arpyeHHoro obpasa B none «CraTtyc» 3HauyeHne 3ABJIOKMPOBAHO
M3MEHUTCA Ha TOTOBO. [N 06HOBMNEHNSA CTPAHULIbI MOXHO BOCMOMb30BaTbLCS KHONM-
ko [O6HOBUTL] (CM. puc.
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O6pa3sbi
@ T
ID , HassaHue Bnapeney Fpynna XpaHunuie Tun Craryc Kon-seo BM
0 td-astral”y brestadmin brestadmins  default CDRCM  rotoeo 0O
10 ‘- MokazaHel 3neMedTel cnuckac 1 no 1wz 1 1
1 e6cero 3.8 GB Bceropasmep

Puc. 4

2. CosgaHue B xpaHunuuie obpas3oB, yCTaHOBMEHHOM MO YMOSYaHMIO (C HAMMEHOBaHNEM
default), obpasa nycrtoro 6mnoka gaHHbix, paamepom 12 INb:
a) B BebG-uHTepgerice NK CB B MmeHio cnesa BbibpaTb NyHKT «XpaHunuwe — Obpa-
3bl»;
0) Ha oTKpbIBLLENCS cTpaHuue «OBpasbl» HaXaTb Ha KHOMKY [+] 1 B OTKpbIBLLUEMCSA
MeHIo BblbpaTtb NyHKT «Co3aaTthy;
B) Ha OTKPbIBLUEWCS CTpaHuLe «YKaxuTe napameTpbl HoBoro obpasa» (cM. puc. [B)):
1) B none «HasBaHue» 3agaTb HanmeHoBaHWe obpasa gucka BM,
2) B BblNagatoweM crnmcke «Tuny» BbibpaTb 3Ha4YeHne
O6bmuii 670K OAHHHX XPAaHUJIMUIE,
3) ecnu nnaHupyeTcs B AanbHEWLIEM MCMNOMb30BaTb 3TOT 0Opa3 B KayecTBe
3arpy3o4Horo (¢ yctaHosneHHon OC), HeobxogMMo B BbinagatoLlem crnucke «ToT
o06pa3 sBnsieTca NOCTOAHHLIMY» BblOpaTh 3HavyeHue Jla,
4) B cekumn «PacnonoxeHne obpasa» yctaHoBuTb conar «llycton obpas gucka,

5) B nosiBuBLLEMCS none «Pa3mep» 3agatb Tpebyembin pasmep 0bpasa;
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YKkaxure napameTpbl HOBOT o 06p333
= B
O6pas
MacTep HacTPOAKKH PacwwpeHHBIR
HazeaHwe OnucaHne
disk-17 Owck BMec OCGCH 1.7
#
Tun XpaHunuwe
Generic storage datablock v 1: default A
3ToT obpas AENAETCH nzv
NoC TOAHHEIM
PacnonoxeHune obpasa
O Path/URL (O 3akauats MycToit ofpas nucka
Pazmep
12 g ~

Puc. 5

r) Ha cTpaHuue «YKaxuTe napamMeTpbl HOBOro obpasa» packpblTb cekumto «Pac-
LUMPEHHbIE HACTPOWKMY, B BbiNagatowem crnucke «LLnHa» BbiGpaTb HEO6X0AMMbIN
ApariBep Aucka, HanpuMmep, Virtio, B BbinagatoLlemM cnucke «dopmat» BblbpaTb

3HayeHune gcow2 (cM. puc. [B))

A PacwmnpeHHble Hac TPokKn

WuHa Llenegoe yCcTRORCTED
Virtio v
Dopmar Dainoead cucTeMa
qoow? v -- A4

Puc. 6
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A) Ha cTpaHuue «YKaxuTe napameTpbl HOBOro obpasa» HaxaTb Ha kHomky [Co3aaThb].
Mocne aToro Ha OTKpbIBLIENCS cTpaHuue «Obpasbl» HeobXxo4MMO yaOCTOBEPUTLCS B

TOM, 4YTO cO34aHHbIN 06pa3 umeet ctatyc I'OTOBO (CM. puc.

Ob6pasnbl
B2 v
ID , Ha3aHwne Bnapgeney, rpynna XpaHunuie Tun Craryc Kon-eo BM
1 disk-17 brestadmin brestadmins  default Brok naHHex [OTOBO O
0 td-astral”y brestadmin brestadmins  default COROM rotogo 0
10 MokazaHel snemeHTsl cnnckac 1 no Z ns 2 1
2 Bcero  15.8 GB Bceropazmer

Puc. 7

3.2.4. KnoHupoBaHue obpa3oB

3.2.4.1. O6bwme cBeaeHus

CywecTtytowmne obpasbl MOXHO KITOHUPOBATb B HOBbIW, YTO akTyanibHO Npu cOo3gaHuu
pe3epBHOM konun obpasa nepen ero USMEeHeHeM UNu Ans NoslyYeHuUst YacTHOW MOCTOSIHHOM
Konuu obpasa, KOTopbI UCNONb3yeTCA APYrMMU NOMb30BaTENSIMU.

BHUMAHME! Henb3s knoHMpoBaTb NOCTOSIHHbIE 0O6pa3bl CO CHUMKaMK. [1ns 3Toro nonb-
30BaTenNto HY>KHO CHavana OuMCTUTb ero OT CHUMKOB B CooTBeTCTBUM ¢ [3.2.8]

BHUMAHMUE! KnoHupoBaHve Henb3s npumeHnTb K obpasam tunos KERNEL, RAMDISK
n CONTEXT.

3.2.4.2. KnoHupoBaHue obpa3a B nHrepcence KOMaHAHON CTPOKU

[ns knoHMpoBaHusa obpasa B MHTepdEece KOMaHAHOW CTPOKM HEOBXOAMMO BbINOMHUTL
KomaHay:

oneimage clone <ugmeHTuduraTOop obpaza> <HAUMEHOBAHMHE HOBOro_obpaza>

Mpumep

KnoHnpoBaHue obpasa 6roka gaHHbIX C U AEHTUUKATOPOM «6»:

1) BbINOMHUTL KOMaHAy:

oneimage clone 6 another-os-alsel7’

lMpumep BLIBOga Nocne BbINOMHEHNA KOMaHAbI:

ID: 7

2) yaoCTOBEPUTBLCS B TOM, YTO 06pa3 rotoB K NpUMEHEHUI0 (napameTp STATE nmeet
3HaveHue rdy), ANs 3TOro BbINOSIHUTL KOMaHAY:

oneimage show <ugmenTudurkaTop obpasza>
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Mpumep BbIBOAA Nocne BbINOMIHEHUA KOMaHAbl oneimage show 7:
IMAGE 7 INFORMATION

ID : 7

NAME : another-os-alsel7?

USER : oneadmin

GROUP : brestadmins

LOCK : None

DATASTORE : default

TYPE : DATABLOCK

REGISTER TIME : 07/10 21:12:40

PERSISTENT : Yes

SOURCE : /var/lib/one//datastores/1/e84a22fb590908a94£f50e3dd06495c95
PATH : /var/lib/one//datastores/1/3£fe0664610de3870cbdd9ba24d6a9132
FORMAT : gcow?2

SIZE : 12G

STATE : rdy

RUNNING_VMS : O

Takke BO3MOXHO KNOHMpOBaTb 0bpas B Apyroe xpaHunuvile AaHHbIX. HoBoe xpaHunuue
AaHHbIX OOIMKHO OblTb COBMECTUMO C TEKYLLMM, T.e. UMETb Te Xe camble JpanBepa nepegaym
AaHHbIX (napameTp DS_MAD). [1nsa 3aToro Heo6xoaUMO BbIMOMHUTE KOMaHAY:
oneimage clone <upeHTudukraTop_obpas3a> <HAWMEHOBAHME HOBOr'o_obpasza> \

--datastore <HaWMMeHOBaHHE HOBOI'O_XpaHunuma>

3.2.4.3. KnoHupoBaHue obpa3a B Be6-uHTepcpence NK CB

[nsa knoHnpoBaHust obpasa B Beb-uHTepdence MK CB Heobxoammo BbINONHWUTL cnegyto-
Lme oencrTema:

1) B MeHI0 cnesa BblbpaTb NyHKT «XpaHunuwe — O6pasbly;

2) Ha oTkpbiBLLEeNnca cTpaHuue «Obpasbl» BbibpaTe 06pas, KOTOpbIN HEOOXOAMMO KITOHU-

poBaTth;

3) Ha OTKpbIBLLENCA CTpaHuLe obpasa HaxaTtb Ha kHornky [KnoHupoBaTtb] (CM. puc.
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06pa3 6 os-alsel?
B OEDm mmman
& o]
CeepeHun BM CHUMKIM
WHpopmanna MNpaea MonbsoeaHue YnpaeneHne AJAMMHMCTPHpPOBaHWE
D & Brnagenel, O
HazeaHue os-alsel? = pynna O O O
Xpannnnwe default Bee O O O
ocTanbHble
Bpema perucTpaumuu 21:00:42 10/07/2022
Bnapene

Tun BNoK 4aHHBIX = A u

neadmi r}
[ — 1A @ Bnageney  oneadmin

brestadmi r
Tun dainoeoi choTembl Fpynna brestadming
Pazmep 12GB
CocToAHWe FOTOBO
3anyLeHo BM 0

Puc. 8

4) Ha oTKkpbiBLleNnca cTpaHuue «KnoHnposaTb 06pa3» 3agaTb HaMMEHOBaHWE HOBOIMO
obpasa. Ecnn HeobxoauMo KIoHMpoBaTb 0bOpas B Apyroe XpaHunuiie, Heobxogmmo

packpbITb CEKLMIO «PacluMpeHHble HacTPOk» 1 BbIGpaTb HOBOE XpaHunuLie o6pasos
(cm. puc. [9)

KnoHWpoBaTh obpas

HazeaHue

Copy of os-alse171

A PacluMpeHHble HacTR oRKK

Bbl MOMETE BRIGDATH ApYroe Ueneroe XpaHniuLe

Bbl BBIBpaNK CNEmyHLLES XPaHHMLLE: o
ID , HaseaHne Bnapeney Ipynna Harpysxa Knacrep Tun CraTtyc
101 images-ds brestadmin brestadmins 10.6GB / 22.6GB (47%) 0 IMAGE ON
1 default oneadmin brestadmins 6.3GB / 47GB (13%) O IMAGE ON
10 ' MokaszaHbl snemeHThl cnucka c 1 no 2 us 2 1
Puc. 9

5) Ha cTpaHuue «KnoHnpoBaTb 06pa3» HaxaTb Ha KHomMKy [KnoHupoBaTthb].
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3.2.5. OToGpaxeHue 4OCTYNHbIX 0O6pa3oB

3.2.5.1. B nntepcence KomaHgHOU CTPOKMU

[ns oTobpaxeHns 06pasoB, MMEIOLLMXCS B XpaHUMULLE, B MHTepdence KOMaHOHON CTPOKU
BO3MOXHO MCMONb30BaTh KOMaHAy oneimage list Mnu HaCTpoOUTb HENpepbiBHOE OToBpaxeHne
obpas3oB nNpu NOMOLUM KOMaHAbl oneimage top. Ona nonyyeHus nonHow mHdopmauum ob
obpase Heob6xoaAMMO UCNOoNbL30BaTb KOMaHAy

oneimage show <umeHTudurkaTop obpasza>

Mpumep
BbiBOA4 nocne BbINOMHEHUS KOMaHAbl oneimage show 1:
IMAGE 1 INFORMATION
ID : 1
NAME : td-alsel7?
USER : brestadmin
GROUP : brestadmins
LOCK : None
DATASTORE : default
TYPE : CDROM
REGISTER TIME : 07/18 16:18:44
PERSISTENT : No
SOURCE : /var/lib/one//datastores/1/5c31ldfle4e28a9969e4cla84£f77c9c28
PATH : /var/tmp/4093640704-171-22112021_1050iso
FORMAT : raw
SIZE : 3.8G
STATE : rdy
RUNNING_VMS : O

PERMISSIONS
OWNER : um-
GROUP : ---
OTHER : ---

IMAGE TEMPLATE
DEV_PREFIX="hd"

3.2.5.2. B Be6-uHTepcence MK CB

[na otobpaxeHusi ob6pas3os, MMeLWMXCA B XxpaHunuule, B Beb-nHTepderice MK CB
HeobXxo4MMO B MeHI0 crneBa BblbpaTtb NyHKT «XpaHunuwe — Obpasbl».

[1ns npocmoTpa napameTpoB KOHKpeTHoro obpasa B Beb-nHtepderice NK CB Heobxoaumo
BbINONHUTL cregyowmne AenCTBUS:

1) B MeHI0 cnesa BblbpaTb NyHKT «XpaHunuwe — Obpasbly;
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2) Ha oTKpbIBLUENCA cTpaHuue «Obpasbl» BbibpaTh Heobxoanmbii obpas. Nocne atoro

OTKPOETCS CTpaHuLa ¢ napameTpamu BblbpaHHoro obpasa (Bknagka «CeeaeHus») —

cm. puc. [10]
06pa3 2 os-astra-17
(2] a-J:-]:-Jo-Ja
[ o]
Ceepenun
WHdopmayua MNpaea MNonbsoeaHue YnpaBneHue ApMHUHUCTPHpOBaHWE
D i Bnagenel, O
HazeaHue os-astra-17 r rpynna O O O
XpaHnniwe default Boe O O O
ocTankHele
Bpema pervcTpaumn 18:54:.06 18/07/2022
Tun Enok gaHHbIX = R
— . @ Enageney brestadmin r
Tun chaiinoeol cUCTEMbI Fpynna =
Pasmep 12GB
CocToAHKe MCM. COXP.
3anyLeHo BM 1

Puc. 10

3.2.6. O6wme o6pasbl

lMonb3oBaTtenu MoryT NpegocTaBnsaTb O6LWNI AOCTYN K CBOMM obpasam ApyrMm nosib3o-
BaTensiMm B CBOew rpynne nnu scem nonb3osatensam MK CB B COOTBETCTBUM C YCTAHOBIEHHbLIMMA
NONTHOMOYUAMM.

3.2.6.1. YnpaBneHue focTynom K obpasy B UHTepdence KOMaHOHOW CTPOKMU

YnpaBneHne JOCTYNOM OCYLLECTBASETCS C MOMOLLbI0 KOMaHAbl oneimage chmod nytemMm

HacTporkn GUToB Npae gocTyna.

Mpumepbl:
1. MNpepgocTaBneHne Bcem nonb3oBaTensiM rpynnbl odwero goctyn kK obpasy 0 nytem
HacTponku 6uta npae Tuna USE gna GROUP:

a) NPOCMOTP YCTaHOBJIEHHbIX pa3peLueHM|7|, npuMmep BbiBOAaA Mocre BbINMOJIHEHNA
KoMaHAabl oneimage show O:

PERMISSIONS
OWNER : um-
GROUP : ---
OTHER : ---
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6) n3aMeHeHne yCTaHOBMNEHHbIX pa3pelleHnii: oneimage chmod 0 640;
B) NMPOCMOTP HOBbIX YCTAHOBMEHHbIX pa3peLleHnin, NPMMep BbIBOAA NOCIE BbIMOIHE-

HUA KOMaHObl oneimage show O0:

PERMISSIONS
OWNER : um-
GROUP : u--
OTHER : ---

2. lMpepocTtasneHne Bcem nonb3oBatenam rpynnsl npas Tuna USE n MANAGE Ha o6bpas 0,
a oCTasbHbIM NMONb3oBaTensiM — Tonbko npasa Tuna USE:

a) U3MEHeHMe YCTaHOBMNEHHbIX pa3pelleHnt: oneimage chmod 0 664;

6) NPOCMOTP HOBbLIX YCTAHOBMEHHbIX pa3peLLeHnii, NpMMep BbiBOAA NOCIE BbIMOSHE-

HUA KOMaHObl oneimage show O0:

PERMISSIONS
OWNER : um-
GROUP : um-
OTHER : u--

3.2.6.2. YnpaBneHue goctynom K obpa3sy B Be6-uHTepcence MNK CB

[nsa npocMoTpa NOfTHOMOYMIA, YCTAHOBMNEHHBIX Anst obpasa, HeobXxoanMo B MEHIO CrneBa
BblOpaTh NyHKT «XpaHunuwe — Obpasbl» 1 Ha OTKpbIBLUENCS cTpaHuue «Obpasbl» BbibpaTb HEO6-
xogmMmbln obpas. Ha oTkpbiBLencsa cTpaHuue obpasa (Bknagka «CeegeHus») 6yayT otobpaxeHsl

paspeLlleHmns], yCTaHOBMNEHHble aAna obpasa.

Mpumep
MpOCMOTp YCTaHOBNEHHbIX pa3speLLeHunii Ans obpasa ¢ naeHTudukatopom 2 (cM. puc. [T1).
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Oﬁpaa 2 os-astra-171

i} & [ O]
CeepeHusn

WHdopmaumna ﬁasa MonbsoeaHue YnpaBneuwe AAMHHHCTPMPOB&A
D 2

2 Bnagenel,

HazeaHwe os-astra-17 = Mpynna

XpaHunuwe default Boe

R B ocTanbHble
Bpems perucTpaunm 19:50:04 08/07/2022

. Bnapene
Tun Enok gaHHbIx # A u

> Bnagene br nin
MoCTOAHHEIMA aa # deney
Mpynna brestadmins
Tun chafnoeol cHeTemb! Py

Pasamep 12GB

@

@

CocToAHWE rOTOBO

SanyLeHo BM 0

Puc. 11

B npencraeneHHOM npumepe B OTHOLLIEHUW oBpasa ¢ uaeHTudumkaTtopom 2 Brnagenewy,
brestadmin nmeet nonHomoumda tuna USE n MANAGE. [pyrne nonb3oBaTtenu He UMeEKT

MOMTHOMOYMI B OTHOLLIEHUW AaHHOro obpasa.

[ns n3ameHeHns NornHomounii HeobXoaMMO Ha CTpaHuLe obpasa Bo BKnaake «CBeaeHus»

yCTaHOBVITb/CHFITb COOTBETCTBYHOLLNE cpnarm .

3.2.7. NMpucBoeHne obpasam aTpmbyTa «NOCTOAHHbLIN»

BHUMAHMUE! [JonyckaeTcst nasmeHeHne atpmbyTta «NOCTOSIHHbINY/«HEMOCTOSAHHbINY TOMb-
Ko obpasoB, KoTopble HaxoaaTcsa B coctosaHun READY (TOTOBO).

3.2.7.1. B nutepcence KomaHgHOW CTPOKMU

[ns npuceoeHns obpaldy aTpubyta «NOCTOAHHbLIN»/«HEMOCTOSAHHLINY B MHTEpdence Ko-
MaHAHOW CTPOKM UCMNONb3yeTCca KoMaHaa:
oneimage persistent / nonpersistent <ugenTuduraTop obpasza>
B kayecTBe ngeHtudurkatopa obpasa MoOXHO ykasaTb nepeyeHb MOeHTUDNKATOPOB, pa3geneHHbIX
3anATbIMU UM AnManasoH NaeHTUAUKATOPOB (B Ka4eCcTBe pasaennutens NCNonb3yTCa ABe TOYKU
— «.»).

3.2.7.2. B Be6-uHtepcence NK CB

[nsa npuceoeHnsa obpasy atpnbyta «NOCTOSAHHbIV»/«HENOCTOAHHBLINY B BED-UHTEpdence
MK CB Heob6xoanmMo BbIMOMHUTL crneayolmne 4encTBus:

1) B MeHI0 cnesa BblbpaTb NyHKT «XpaHunuwe — O6pasbly;

2) Ha oTKkpblBLLENCA cTpaHuue «Obpasbl»:

a) BblbpaTb HeobxoanMble 06pasbl,
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6) HaxaTb KHOMKY M3MeHeHNsa aTpmbyToB 06pa3 1 B OTKPbIBLUEMCSI MEHIO BbIOpaTh

nyHKT «CaenaTb NOCTOsIHHBbIMY / «CaenaTtb HEMNOCTOSHHBIMY (CM. puc. [12).

O6pasbl

B o [@mcao "

D BrounTh

vy Haseanne Bnapens aHUNNL, e Twvn Craryc Kon-eo BM

. OTKMIOYEH
3 anothe-os-astra-17 brestadmii ault BNOK gaHHbix roToBO 0

CAEnaTh NOCTOAHHBIM
2 os-astra-17 brestadmii At ault Enok gaHHbix roToBO 0

_ . CAenaTe HEMOCTOAHHEIM
0 td-astral? brestadmir ault CDROM roToOBO 0

10 * MokasaHbl sNemedTolcncka c 1 no 3 wa 3 1

3scero  27.8 GB Bcero pasmep

Puc. 12

3.2.8. YnpaBneHuMe CHUMKaMn B NOCTOSsIHHbIX 06pa3ax

lMocTosiHHbIE 06pa3bl MOryT UMETb CHUMKM COCTOSIHUS!, CO34aBaeMble Morib3oBaTenem BO
BpeMs paboTbl BM, KoTopas nucnonb3yer OaHHbIN NOCTOSAHHbLIN obpas
(cMm. [3.4.4). CHUMKM COCTOSIHUSI MOCTOSIHHOTO 06pas3a coxpaHsTCsa nocne yaaneHus BM.

3.2.8.1. B nHrepchence KOMaHAHON CTPOKU

Hwxe npeacTtaBneHbl KOMaHAbl, KOTOPbIE NO3BOMSOT MOMb30BATEN0 HAMPSAMYHO YNPaBnATb
CHUMKaMMW.

[nsa Bo3BpalleHnsa coctoaHns obpasa K COCTOSIHUIO, COXpaHEHHOMY B 3alaHHOM CHUMKE,
ncnonb3yeTcs KoMaHaa:
oneimage snapshot-revert <ugenHTudurarop obpaza> <uOoeHTUPUKATOP_ CHUMKAE>
KomaHga ynansiet Bce HeCOXpaHeHHbIE AaHHbIE.

[nsa npeobpasoBaHna B o6pa3 6e3 CHMMKOB UCNONb3yeTcss KomaHaa (npy atom obpas
OyaeT npvBeneH B COCTOsIHUE, COXPaHEHHOE B 3a4aHHOM CHUMKE):
oneimage snapshot-flatten <upmenTuduraTop obpasza> <UOeHTUPUKATOP CHUMKAE>
AHanornyHa KoMaHge snapshot-revert ¢ nocneaywmm yaaneHneMm Bcex CHUMKOB.

[ns yoaneHus CHUMKa ncnonb3yeTcs kKoMaHaa:
oneimage snapshot-delete <ugenTudukaTop obpasza> <uOoeHTUPUKATOP_ CHUMKAE>
KomaHnga 6yaeT BbINOMHEHa TOMbKO €Crlv CHUMOK He SIBNSETCS aKTUBHBLIM U HE UMEET 3aBUCUMBbIX
31EMEHTOB.

3.2.8.2. B Be6-uHTepcemnce MK CB

[na ynpaeneHusa cHumkamu obpasos B Beb-nHTepgence MK CB Heob6xoanmo BbINONHUTL
cnegywolwime OEeNCTBUA:

1) B MeHI0 cnesa BblbpaTb NyHKT «XpaHunuwe — O6pasbly;

2) Ha oTkpbiBLLENCcsA cTpaHuue «Obpasbl» BbibpaTe Heobxoanmbi obpas;
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3) Ha cTpaHuLle obpasa OTKpbITb Bknaaky «CHumku» (cMm. puc. [13).

06pa3 2 os-astra-17

o L Y o]
CHHMKN

0 @ 12:24:1019/07/2022 12GB nepeslit

Puc. 13

Ha ctpaHuue obpasa Bo Bknagke « CHUMKM»:

- ansa npeobpasoBaHna B obpa3 6e3 CHMMKOB HaxaTb Ha KHOMKY [BbipoBHATL]. Npu
3TOM 00pa3 byaeT Bo3BpaLLEH K COCTOSHUIO, COXPaHEHHOMY B 3aJaHHOM CHUMKe. U Bce
CHUMKM ByayT yoaneHsl;

- O0Ns BO3BpaLlleHust obpasa K COCTOSIHMIO, yKa3daHHOMY B CHUMKE, HEOOXOAMMO HaXaTb
Ha KHomMKy [OTKaTUTB];

- Ons yoaneHus CHMMKa COCTOsIHMA obpasa HeobxoaMMo HaxaTb Ha KHOMKy [YaanuTtb).
3.3. YnpaBneHue wabnoHamm BUMPTyaribHOW MaLUUHbI

B MK CB BupTyanbHble MallnHbI ONpeaensaTcsa npu nomowm wabnoHos BM. MNyn wab-
noHoB BM nosBonseT agMmuHucTpatopam u nonb3osatenam MK CB tupaxupoBaTtb ak3eMnnspsbl
BM. [aHHble wabnoHbl MOryT UCMOMb30BaTbCA HECKOSTbKMMU NOMb30BaTENSMU.

lMepeyeHb WabnoHoB, 4OCTYMHbLIX KaXXAOMY MONnb30BaTenNto, onpeaensercsa BrnagenbLem

N 3aBUCUT OT NMOSTHOMOYUH, YCTaHOBJ1€HHbIX B OTHOLUEHNNA lwabnoHa.

3.3.1. MapameTpbl wabnoHa BM
B K CB napameTpsl WwabnoHa, onpeaenstowero BM, o6beguHeHbl B criegytoLyme rpynnbi:
- HauMeHoBaHWe 1 npoussoauTernbHOCTb BM, BkniovaeT cnegyowme obasarteribHble
napameTpsbl:
- NAME — HauMeHoBaHue WwabnoHa/BM (ecnu n3 wabnoHa pa3ssBopaymBaeTcsi HECKOSb-
Ko ak3emnnsapos BM, To HaumeHoBaHua BM 6yaoyt nmets Bua;
<HauMeHOBaHue_mabrioHa>-<umeHTuduraTop BM>),
- MEMORY — o6beMm namatu (B Mb),
- CPU — npoueHT ucnonb3dyemon mowHoctn LI (B coTbix gonsx). Hanpumep, ecnn
anst BM 3apesepsuposaHo 50% mowHocTu LM y3ana BupTyanusauumn, To 3Ha4eHne
cocTtaBuT «0,5»,
- VCPU — KONu4ecTBO BUPTYanbHbIX LIMT;

- Bnok napameTpoB Aucka BM (DISK) obs3aTenbHO A0MKEH cogepaTtb napaMmetp IMAGE
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(HanmeHoBaHne obpasa), a Takke MOXET coaepKaTb Takne HeobsizaTenbHble NapamMmeT-
pbl, Kak IMAGE_UNAME (MMm$ Bnagenbua obpasa) unm DISK_TYPE (Tvn obpasa). bnok
napameTpoB DISK yka3sblBaeTcs Ans Kaxgoro obpasa, nogkntodaemoro k BM;

- Bnok napameTpoB ceTeBoro nHTepgenca (NIC) obsi3aTenbHO AOMKEH coaepxaTb napa-
MeTp NETWORK_ID (ngeHTtudumkatop cetn). Kpome Toro, MOXHO yka3aTb Te napameTrpsbl
ceTn, KoTopble HeobxoamMMo nepeonpenenuTs Npy co3gaHun BM (Hanpumep, IP-agpec nnu
MAC-agpec). bnok napameTpoB NIC yka3blBaeTCa AN KaXO0ro CETEBOro MHTepdenca B
co3gaBaemon BM;

- HeobsA3aTenbHblE BrIOKM NapamMeTpoB, HaNpUMep, CpeacTBa rpadnmyeckoro gocTyna,

nopA0OK 3arpy3kun, KOHTEKCTHadA I/IHCbOpMaU,I/IFI.

3.3.2. CozpaHue wabnoHos BM

3.3.2.1. B nHtepchenice KOMaHAHON CTPOKU

[nsa co3paHus wabnoHa MOXXHO BOCMONb30BaTbCA KOMaHAOM onetemplate create,
yKa3aB B Ka4yeCTBe apryMeHTOB Bce 00s3aTenbHble U Heobs3aTenbHble napaMeTpbl WwWabnoHa mnm

dann wabnoHa, B KOTOPOM 3TN NapameTpbl NEePEeYnCriEHbI.

Mpumepbl:
1. CosgaHue wabnoHa BM ¢ ncnonb3oBaHmem cawnna, B KOTOPOM NepedncneHsl napa-
mMeTpbl BM:

a) cosgatb hbann alse.tmpl cnegyowero cCogepXXaHus:

NAME = test-vm

MEMORY = 2048

CPU = "0.25"

DISK = [

IMAGE = "os-astra-17",
IMAGE_UNAME = "brestadmin" ]
DISK = [

IMAGE = "td-astral7",
IMAGE_UNAME = "brestadmin" ]
NIC = [

NETWORK = "virtnetwork",

NETWORK _UNAME = "brestadmin",

SECURITY GROUPS = "0" ]

oS = [

BOOT = "diskO,diskl" ]

6) cosgaTb WabnoH ¢ ncnonb3oBaHMeM pavina alse. tmpl:
onetemplate create alse.tmpl

an/IMep BbiBOA4a NocJie BbINMOJIHEHNA KOMaHAbI:
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ID: 2
B) MPOCMOTP nepeyHs wabnoHos. NMpnumep BbiBOAA NOCIE BbIMOMHEHUS] KOMaHAbI
onetemplate list:
ID USER GROUP NAME REGTIME
2 oneadmin brestadm test-vm 07/18 14:40:22
1 brestadm brestadm  ALSE-17 07/18 12:45:38

2. CosgaHue wabnoHa BM ¢ ykasaHnem napameTpoB B Ka4eCTBe apryMeHTa KOMaHAbl:
a) BbIMOJTHUTb CrneayrLlyo KoMmaHay:
onetemplate create --name test-vm2 --memory 2048 --cpu "0.25" \
--disk "anothe-os-astra-17" --nic Public
anMepBbBOAaHOCﬂeBbMOﬂHeHMﬂKOMaHﬂHZ
ID: 3
6) npocMoTp nepeyHs wabnoHoB. MNpumep BbIBOAA NMOCIE BbIMNOMHEHUS KOMaHAbI

onetemplate list:

ID USER GROUP NAME REGTIME
2 oneadmin brestadm test-vm2 07/18 14:50:27
2 oneadmin brestadm test-vm 07/18 14:40:22

1 brestadm brestadm ALSE-17 07/18 12:45:38

3.3.2.2. B Be6-uHTepcence MK CB

[nsa Toro 4tobbl co3gath wabnoH BM B Beb-nHTepgence MK CB, Heob6xoanMMo BbINONHUTL
cnenywolwime OEeNCTBUA:

1) B MeHIo cnesa BbibpaTb NyHKT «lLlabnoHsl — BMy;

2) Ha oTKpbiBWencsa cTpaHuue «labnoHsl BM» HaxaTb KHOMKy [+] n B OTKpbiBLLEMCSA

MeHIo BblbpaTtb NyHKT «Co3aaTtby;

3) Ha oTKpbiBLLENCS cTpaHuue «Cosaatb wabnoH BM» Bo Bknagke «Obwme» (cMm. puc.

B none «HasBaHue» 3agaTb HanmMeHoBaHWe WabnoHa, B cekuun «'mnepBn3op» yCTaHo-

BUTb COOTBETCTBYHOLLMI dhnar (Hanpumep, KVM) 1 yka3aTb OCHOBHble napameTtpbl BM

(mamaTtb, Npoueccop 1 T.Nn.);
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Cospartb wabnod BM

[ — m MacTep HAacTpONKKN PacwwpeHHsIA
a = & : = i =
0bwmue XpaHnnuwe CeTtb OCwUn Beon/Boieoq NehcTENA KoHTekcT
aen = I
PacnwucaHwe [pynna BM MeTkn NUMA
HazeaHne mnepenzop
Astral? ® KM O vCenter O LXC QO Firecracker
Oonucadne Norotin
v
y
MamMATL Enable hot Monudpukauna O3y
2 & | 5~ resize? noboe: ¥
Cost cramoos MECAL HeT
Physical CPU Monucpukauns CPL
0,25 = nioBoe: ¥
.00 Gromcers ‘MECHL,
Virtual CPU Enable hot Monucpukauns VCPL
1 o resize? nofoe: v
HeT

Puc. 14
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4) Ha ctpaHvue «Co3gatb wabnoH BM» Bo Bknagke «XpaHunuwie» (cM. puc. [15)):
a) ana ODucka 0 ykasaTb 3arpy304Hbii guck BM;
6) ecnn Heobxoaumo nogkntounTe CDROM, To B NeBoM none HaxaTb KHOMKY [+] n

Ans Ouckxa 1 ykasaTb COOTBETCTBYHOLMIA 06pas;

Cospartb wabnod BM

m MacTtep HACTPOMRKHK PacwwupeHHbl A

Obuwwme XpaHunuiue CeTtb oCwUn Beon/Brieog DercTtana KoHTekcT
s = L 2
PacnucaHne [pynna BM MeTkwn ul
OMACK 0@ @ 0Ofpaz (O BEpeMeHHBlil AuCK
Bbl BEIGpANi cnenyowmi obpaz: ~
L%
td-astral71l
ID HaspaHueBnapeneuw pynna XpaHunuuian Cratyc Kon-
- EBO
BM
1 disk-1...  bresta..  bresta..  default Bnok .. roto.. 0
0 td-astr... bresta.. bresta.. default CDROM roTo.. 0
10 + MokasaHel 3NeMeHThl CincKa 1
clnoZuz?2
“ PacluMpeHHble HAc TRORKK

Puc. 15
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5) Ha cTpaHuue «Cosgatb wabnoH BM» Bo Bknagke «CeTb» (cM. puc. [16) ykasatb

BMPTYyarnbHYIO CeTb, K KoTopoun ByayT nogkntodeHbl BM;

Coapartb wabnoH BM

(= e [

MacTep HacTPONKHN PacwwupeHHeI R

PacnwcaHwe

=
pynna BM MeTkn

Twun uHTepdpenca Bri6op ceTu

Anvac

RDP connection S5H connection

Activate Activate
Bl BeIBpan cnenyowyto ceTs: s
virtnetwork
ID HaspaHue Bnapeneuy rpynna PeaspeupoBaHue
v
0 virtnetwork brestadmin brestadmins  Het

=] = @ 0] = B -
ObBwne XpaHunuwe CeTb oCwuUn Beon/Boieog NefcTENA KoHTekeT

ABTOMATUYECKUA BLIGOP

Knactep

BhipeneH
apapeca

Puc. 16
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6) Ha cTpaHuue «Co3gatb wabnoH BM» Bo Bknagke «OC u LM»:

a) B ceKkumm «3arpyska» (CMm. puc. onpeaennuTb OMepeaHOCTb UCMONb30BaHNSA
obpasos npu 3arpyske OC;

Cospatb wabnoH BM
m MacTep HacTpoWKKH PacwunpeHHbl i
o = & O = & [
Obwwne XpaHunuue CeTb ocwun Beon/Beieog DehcTenA KoHTekeT
1] = ® : |
PacnucaHwe ["pynna BM MeTrn 14
' 3arpyska ApxuTekTypa CPU Bus for 5D disks TUN MawWHEl
v v v
Aopo
L Root yeTpoiicTeo
OcoBeHHOCTI
Mopens LM
MopAanok sarpyskun
disk) BB disk-17
disk1 =3 td-astral?
O  nicO = virtnetwork

Puc. 17

6) ons obecneyeHnss PYHKLUMOHMPOBAHMSA KOHTEKCTyanu3auum, B cekummn «OcobeH-

HocTu» (cMm. puc. [18) B Bbinagatoliem cnucke T'ocresoi areHT QEMU BbiGpaTh
3HayeHue Jia;
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Cospartb wabnoH BM

Ouyepenn virtio-scsi

MacTep HacTPOHKH

Obwwe KpaHunuue CeTh ocuun Beon/Beieon HehcTeNA KoHTekcT
=  §
PacnucaHne Mpynna BM MeTkn i
Barpyaka ACP| PAE
Aopo M M
APIC HYPERY
L4 L4
OcoBeHHOCTH
MecTHOE BpeMa FocTeeoi areHt QEMLU
Monens LM v

PacwupeHHbI i

Ha b

IUSE koHTponnep

lothreads

Puc. 18

7) Ha cTpaHuue «CosgaTtb wabnoH BM» HaxaTb kHonky [Co3paTtb]. [Mocne aTtoro Ha

OTKpbIBLLENCS cTpaHuue «LabnoHsl BM» oTtobpasntca cosgaHHbiv wabnoH (cMm. puc. [19).

La6bnoHsl BM

O ID  HassaHue Bnapgeney, rpynna BpeMs peructpalum
O 0 Astral?y brestadmin brestadmins 20/04/2022 16:04:05
10 * MokazaHel 3nemedTsl cnuckac 1 no 1 ws 1 1
1 Bcero
Puc. 19

3.3.3. OToGpaxeHue AOCTYMHbIX WAGMOHOB U NPOCMOTP UH(OpMaLMK O WwabroHe

3.3.3.1. B nntepcence KomaHOHOW CTPOKU

Ons 0T06pa)KeHMFI LabnoHoB., OOCTYMNHbIX NOoJfib3oBaTernto, HeobxoanMo NcnosnbL30BaTb

KoMaH4y onetemplate list. [lpumep BbiBOga nocne BbIMOMHEHUS KOMaHAbI:
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ID USER GROUP NAME REGTIME
2 oneadmin brestadm test-vm2 07/18 18:58:19
1 oneadmin brestadm test-vm 07/18 18:56:50
0 brestadm brestadm ALSE-17 07/18 16:22:18
[ns npocMoTpa NonHow nHgopmaumm o wabnoHe He06xoaUMO UCNObL30BaTh KOMaHAY:
onetemplate show <upenTuduxrarop_ mabrioHa>
anMepBbBOﬂaHOCﬂeBbMOﬂHeHMHKOMaHﬂblonetemplate show 2
TEMPLATE 2 INFORMATION

ID : 2

NAME : test-vm2
USER : oneadmin
GROUP : brestadmins
LOCK : None

REGISTER TIME : 07/18 18:58:19

PERMISSIONS

OWNER :oum-
GROUP Dou--
OTHER Po-—-

TEMPLATE CONTENTS
CPU="0.25"
DISK=[
IMAGE="o0os-astra-17" ]
HOT_RESIZE=[
CPU_HOT_ADD_ENABLED="NO",
MEMORY_HOT_ADD_ENABLED="NO" ]
INPUTS_ORDER=""
MEMORY="2048"
MEMORY_UNIT_COST="MB"
NIC=[
NETWORK="virtnetwork",
NETWORK_UNAME="brestadmin",
SECURITY_GROUPS="0" ]
3.3.3.2. B Be6-uHTepcpence MK CB
[Onsa otobpaxeHus wabnoHoB, AOCTYNHLIX Nofb3oBaTento, B Beb-uHtepgence MNK CB
HeobxoauMo B MeHKo crnesa BblOpaTb NyHKT «LabnoHel — BM». Ha oTkpbiBLIeNca cTpaHuue

«WabnoHsl BM» 6yaet otobpaxeHa Tabnuua wabnoHos (cm. puc. [20).
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La6noHsl BM
& v
(] ID » HasBaHune Bnapeney pynna Bpems pernctpauunu
a 2 test-vm2 oneadmin brastadmins 18/07/2022 18:58:1%
0O 1 test-vm oneadmin brestadmins 18/07/2022 18:56:50
0O 0 ALSEL17 brestadmin brestadmins 18/07/2022 16:22:18
10 * Mokazadbl anemedTelcicka c 1 no 3wz 3 1
3 BcEro
Puc. 20

[na npocmoTpa MHdopmauumn 0 KOHKpEeTHOM LWabnoHe HeobxoauMo Ha cTpaHuue «LLab-
noHbl BM» BbibpaTh Heobxoammbin WwabnoH. Nocne aToro oTkpoeTcs cTpaHuua wabnoHa (Bknaaka

«CsegeHusi») — cMm. puc. 2]

Wa6noH BM 2 testvmz2
El o-J:-]o-]s]
[

CeepieHua
WHdopmaymna MNpaea NonbsoBaHue YnpaeneHune

Bnageney,
D 2 Tpynna O
HazeaHue test-vm2 r Bnapgeney
BblcoKan OoCTYMHOCTh Het r Bnagenel oneadmin &
PazpellnTe aBTOMaTHYECKYHD MUTpaLuo B Het r Tpynna brestadmins Ir4
ABTO3AMyCK Het =
CryketHan B Oa =
3anpet Ha yaaneHue BM Het =
Bpems pervcTpaumm 18:58:1% 18/07/2022

Puc. 21

3.3.4. UameHeHue napameTpoB WabnoHa

3.3.4.1. B nHtepdence KOMmaHQHOW CTPOKMU

[ns nameHeHus napameTpoB wabnoHa HeobXxoaMMO UCMONb30BaTh KOMaHAY
onetemplate update <unenTudukarTop mabrioHa> [<Paiy_rnapameTpoB>]
roe <dawnn_mapameTpoB> — (pann B KOTOPOM nepeyucrieHbl napameTtpbl BM, 3ameHstowme
3Ha4veHus, KoTopble bbinn paHee onpegeneHsl B WabnoHe. Ecnun dann napameTpoB He ykasaH, TO

nocrne BBoAa KOMaHAbl OTKPOETCS TEKCTOBbLIV peaakTop Vim Ans pedakTupoBaHust wabnoHa BM.
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3.3.4.2. B Be6-uHTepcence MK CB

UTobbl N3MeHUTbL NapameTpbl WwWabnoHa, B Beb-uHTepdence MK CB Heobxoaumo BbInor-
HUTb creaylowme encTBuS:

1) B MeHio cneBa BbibpaTb NyHKT «labnoHbl — BM» 1 Ha OTKpbIBLUENCSA CTpaHuULe

«WabnoHbl BM» BbIGpaTh HeobxoanMbIN LWAbMIoH;

2) Ha oTkpbiBLWencsa cTpaHuue «LlabnoH BM» HaxaTtb kHonky [O6GHOBUTL];

3) Ha OTKpbIBLUENCA CTpaHuLUe «M3mMeHnTb wabnoH BM» BHecTn HeobxogmMmble nameHe-

HUSA N HaXkaTb kKHoNkKy [O6GHOBUTL].

3.3.5. KnoHupoBaHue wabnoHoB
3.3.5.1. B nntepcence komaHgHOW CTPOKMU
KrnoHnpoBaTh cyLlecTByoLW i WabnoH BO3MOXHO C NOMOLLbK KOMaHAb!:
onetemplate clone <upgeHTuduraTop mabryioHa> <HAaUMEHOBAHWE HOBOro_ maboHa>
Mpu ucnonb3oBaHWM aprymeHTa —-recursive 6yayT KNOHUMPOBaHbI BCce 06pasbl, ykasaH-

Hble B WabnoHe (napameTp IMAGE).

Mpumepbl:

1. KnoHupoBaHue wabnoHa ¢ ngeHtndpukatopom 0, a Takke o6pa3oB, yKkazaHHbIX B 3TOM
LwabnoHe:

onetemplate clone 0 clone_template --recursive

Mpumep BLIBOAA NOCME BbINOMHEHUS KOMaHAbI:

VM ID: 4

2. MNpocmoTp nepeyvHsa obpasos. [NprMmep BbiIBOA4A NOCIE BbINONHEHUS KOMaHAbI

oneimage list:

ID USER GROUP NAME DATASTORE SIZE TYPE PER
4 oneadmin brestadm clone_ template-disk-1 default 3.86 CD No
3 oneadmin brestadm clone_ template-disk-0 default 12G DB Yes
2 Dbrestadm brestadm os-astra-17 default 12G DB Yes
1 Dbrestadm brestadm td-alsel” default 3.86 CD No
0 Dbrestadm brestadm os-alsel? default 12G DB Yes

3.3.5.2. B Be6-uHtepcpence NK CB

[nsa knoHupoBaHusa wabnoHa, B Be6-nHtepdence MK CB HeobxogMmo BeINONHUTL cneay-
loLne OencTens:

1) B MeHIo crneBa BbibpaTb NyHKT «labnoHbl — BM» 1 Ha OTKpbIBLUENCS CTpaHuLUe

«WabnoHbl BM» BbIGpaTb HeO6X0aNMbIN LLIAOMOH;

2) Ha oTKpbiBLWeNncs cTpaHmue «labnoH BM» HaxaTb kHonKy [KnoHupoBaTthb];

3) Ha oTKpbIBLLENCA cTpaHuue «KnoHuposaTth wabnoH BMy:

a) 3agaTb HaMMeHoBaHWME HOBOrO LWAabnoHa,
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6) HaxaTb kHOMKy [KnoHupoBatb] nnn Ha kHonky [KnoHupoBaTb ¢ ob6pasamu],

€CInn Takke Heobxoanmo KINMoHMpoBaTb BCE o6pasb|, YKa3aHHblE B LwabnoHe.

3.3.6. O6bwme WabNoOHLI

lMonb3oBaTenu MoryT NnpeaocTaBnATb O6LWMin 4OCTYN K CBOMM WabnoHam Apyrum nosb-
3oBaTensaM B CBOEW rpynne unu Bcem nonb3oatenam B 1K CB, ykazaB cooTBeTcTByHOLLME
NOSIHOMOYHNS.

3.3.6.1. B nntepcence KomaHgHOW CTPOKU

N3MeHUTb YCTaHOBIEHHbIE NOMHOMOYMS MOXHO MPY MOMOLLM KOMaHAbl chmod € yKa3aHu-

eM maeHTudukatopa wabrnoHa 1 YNCNOBOro Koga NorIHOMOYMIA.

Mpumepsl:
1. VcxogHoe cocTosaHme, npuMep BbiBoAa MOCIE BbINOMIHEHUS KOMaHbI

onetemplate show O:

PERMISSIONS

OWNER :oum-
GROUP T u-—-
OTHER P ——-=

2. YcTaHOBKa NOMMHOMO4YMIA B OTHOLLEHUW WwabnoHa ¢ ngeHtndpukatopom O:
- Bnagenbuy yctaHoButb 6utel USE n MANAGE (pa3pelwmntb npyumeHeHne n ynpas-
neHwue);
- nonb3oBatensam rpynnsl yctaHoBuTb 6utel USE 1 MANAGE;
- ocCTanbHbIM Nonb3oBaTensam yctaHoBuTb 6ut USE.
[ns aToro Heo6XxoaMMO BbINOMHUTL KOMaHAY:
onetemplate chmod 0 664
[MpocMOTp yCTaHOBIEHHbLIX NOSTHOMOYUI, MPUMEP BbIBOAA NOCIE BbINOMHEHNS KOMaHAbI

onetemplate show O:

PERMISSIONS

OWNER : um-

GROUP : um-

OTHER : u--

3. YcTtaHoBKa NOMHOMOYUI B OTHOLWEHUN WabnoHa ¢ ngeHTndpukatopom 0:
- Bnagenbuy ycraHoButb 6utel USE n MANAGE (paspelwmntb npyumeHeHne n ynpae-
neHne);
- nonb3oBaTensam rpynnbsl yctaHoBuUTb 6UT USE;

- OCTalJibHbIM NoOJ1b30OBATENIAM YCTAHOBUTL out USE.
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[ns 3aToro Heo6xoaMMO BbINOMHUTL KOMaHAY:
onetemplate chmod 0 644
[MpocMOTp yCTaHOBMEHHbBIX MOMTHOMOYMIA, MPUMEP BbIBOAA MOCHE BbINOSTHEHUS KOMaHAbI

onetemplate show O:

PERMISSIONS

OWNER : um-

GROUP : u--

OTHER : u--

4. YctaHOBKa MOMHOMOYMIA B OTHOLLIEHUN WabnoHa ¢ ngeHtudpukatopom 0:
- Bnagenbuy ycraHoButb 6utel USE n MANAGE (paspelwmntb npyumeHeHne n ynpae-
neHue);
- nonb3oBaTensM rpynnbl CHATb BCe BUTbI (0TO3BaTb BCE NMOSTHOMOYUS);
- ocTanbHbIM nonb3oBatensam yctaHoBuTb 6utel USE, MANAGE n ADMIN (paspe-
LWWTb NPUMEHEHNE, ynpaBneHme U agMUHUCTPUPOBaHME).

[nsa aToro Heo6x0AMMO BbINOMHUTE KOMaHAy:

onetemplate chmod 0 607

[MpocMOoTp yCcTaHOBIEHHbIX MONTHOMOYUK, NMPUMEP BbiIBOAA NOCIE BbINOMHEHUS KOMaHAbI

onetemplate show O:

PERMISSIONS
OWNER : um-
GROUP : —--—-
OTHER : uma

Kpome TOro, apryMeHT KOMaHabl —-recursive, BbINOMHUT AENCTBUE MO U3MEHEHUIO
NOSIHOMOYUI B OTHOLLEHUWN Kaxaoro obpasa, ykasaHHoro B wabnoHe (napameTp IMAGE).

3.3.6.2. B Be6-uHTepcence MK CB

[ns npocMmoTpa NOSIHOMOYMIA, YCTAHOBMEHHbIX B OTHOLWIEHUN WabnoHa, Heobxoanmo

nepewTn Ha CTpaHWLy 3Toro WwabnoHa (Bknagka «CBeaeHus»).

Mpumep
MpocMOTp NOMHOMOYMIA, YCTAHOBIIEHHbIX B OTHOLWEHUK WwabnoHa ¢ naeHtndpmkaropom 0

(cMm. puc. 22)).
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LlLa6noH BM o aise-171

CeepeHnna

WHdopmauma Mpaea MonbsoeaHue ¥YnpaeneHue
\ﬂkx Bnagenel,

| ASTRAL' NUX Ipynna

special edition
o 0 Bnapeney
Hasaaume alsa-17 T3 Enageney simpleuser =
Bblcokan JocTynHoCTh HeT = Fpynna another-group =
FazpelunTh apToMaTHIeckyo murpauuo B Het =
ABTOZAMYCK Het =
CryxebHan BM Oa =

3anpeT Ha yaanenue B Het =

Epema perucTpauiu 09:41:49 14/07/2022

Puc. 22

B npencraesneHHoM npumepe B oTHOoWeHUN wabnoHa 0 Bnageney simpleuser MMeeT
nonHomoumsa Tuna USE n MANAGE. MNMonb3oBatenu B rpynne another-group MMEKT NOMIHOMO-

yunsa Tmna USE, apyrue nornb3oBaTternin He UMET MONTHOMOYMNIA B OTHOLLUEHUN OAHHOrO LWabnoHa.

[1lna nsameHeHus nofHoMouu HeobxoaMMo Ha cTpaHuue wabnoHa Bo Bknagke «Ceene-

HUA» yCTaHOBI/ITb/CHFITb cooTBeTCTBYHOLNE cbnarm.

3.3.7. YpaneHune wabnoHoB

3.3.7.1. B nHtepdence KomaHgHOW CTPOKMU

[nsa ynaneHusa wabnoHa Heobxo4MMO BbINOMHUTE KOMaHAY:
onetemplate delete <upenTuduxarop mabiouHa>

B kauecTtBe naeHTnduKkatopa wabnoHa MOXHO yKasaTb NnepeyvyeHb NaeHTMUKaTopoB, pas-
AENeHHbIX 3ansaTbIMU UK AManasoH MAeHTUMUKaTopoB (B Ka4ecTBe pasaenuTenst UCMNOoMb3yTes
OBE TOYKN — «..»).

Kpome TOro, npu ykazaHun aprymeHTa KoMaHabl --recursive Oyaert yaaneH Kaxabin
o0pas, ykasaHHbI B LWabnoHe (napameTp IMAGE).

3.3.7.2. B Be6-uHtepcence NK CB

[nsa ynaneHus wabnoHa B Beb-nHTepderice MK CB Heobxoamnmo BbINONHUTL criegytowme
nencTeuns:

1) B MeHI0 cnesa BblbpaTb NYHKT «lLabnoHbl — BMy;

2) Ha oTKpbiBWeNnca cTpaHuue «lWabnoHsl BM» oTMeTuTb Heobxoammble WabrnoHbl n

HaxaTb KHoMKy [YaanuTts] (cMm. puc. 23);
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LLaénoubl BM

2] m mEcEn) T

vy Haseanue Bnapeney, pynna Bpemsa perncrpauuu
5 Copy of ALSE17 brestadmin brestadmins 18/07/2022 20:43:43
2 test-vmz2 oneadmin brestadmins 18/07/2022 18:58:1%

1 test-vm oneadmin brestadmins 18/07/2022 18:56:50

0 ALSEL7 brestadmin brestadmins

10 * Nokazalbl anemenTol ciucka c 1 no 4 na 4 1

4 BcEro

Puc. 23

3) B OTKPbIBLLEMCH OKHE HaxkaTb KHOMKy [YaanuTtb] nnu [Yaanutb Bce obpasbl], ecnu

Takke Heobxoanmo yganuTb Bce 06pasbl, ykazaHHble B LwabnoHe. (cm. puc. 24)).

[ToaTBEPAUTL

3TO NPHEEOET K yOaneHuto LLatnowa.
Bbl TaK e MoKeTe yianuTh 06pa3s Ha KOTopbli cobinaeTca aToT Ladnon

XOTWTE NPOROMKNTL?

Puc. 24

3.3.8. Pa3zBepTbiBaHne BM u3 wabnoHa

3.3.8.1. B nntepcence KomaHOHOW CTPOKU

[na passepTbiBaHus BM 13 wabnoHa MOXXHO BOCMOMb30BaTbCA KOMaHOO0M:
onetemplate instantiate <ugenTudukaTop mabrioHa> [<dais_napameTpoB> ]
roe <dann_mapameTpoB> — (pann B KOTOPOM repedncrieHbl napametpbl BM, 3ameHsaowme
3HaveHnd, KoTopble GbiM onpegeneHbl B WwabnoHe. Kpome Toro, BO3MOXHO BMECTO dhamnna

napamMeTpoB B KOMaHA€Ee B Ka4eCTBe apryMmeHTa yKa3blBaTb HOBblE€ 3Ha4Y€HUA NapamMmeTpoB.

Mpumepbl:

1. PasBepTtbiBaHne BM n3 wabnoHa ¢ ngeHtndukatopom 2, npm atom ans BM 6yaet
BblaeneHo 3 'b onepatmeHoM NnamaTh (B WabnoHe yctaHoBneHo 2 I'b):

onetemplate instantiate 2 --memory 3072

lMpumMep BbiBOAA NOCNE BbINOMIHEHNA KOMaHAbI:

VM ID: 1

2. MNMpocmoTp nepeyvHss BM. MNpumep BbiBOA4A Nocne BbINOSIHEHUS KOMaHObl onevm list:



ID USER GROUP

1 oneadmin brestadm test-vm-1
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NAME

STAT CPU

prol 0.25 3G

MEM HOST

172.16.1.210

TIME
0d 00h00

C nomolLbio aprymeHTa -—-multiple <xomumuecTso BM> MOXHO co3aaTb Gonee ofHo-

Mpumep

<HauMeHOBaHue mabiioHa>-<ugeHTuduraTop BM>

ro 3K3emrnsidapa ogHoBpeMeHHO. I'IpM 3TOM HanmMmeHoBaHust BM 6y,EI,yT nmeTb BUA:

PasBepTbiBaHne aByx BM n3 wabnoHa ¢ ngeHtndpmkaropom 0:

onetemplate instantiate 0 --multiple 2

3.3.8.2. B Beb6-uHTepdcpence MK CB

[nsa passepTtbiBaHnst BM 13 wabnoHa B Beb-nHTepderice MK CB HeobxoamMMo BbINOMHUTL

cnenywowme OeNCTBUA:

1) B MeHIo cnesa BbibpaTb NyHKT «LLlabnoHsl — BMy;

2) Ha oTkpbiBLWeNncs cTpaHuue «LllabnoHsl BM» BbibpaTb He0OXx04MMbIN LWABMNOH;

3) Ha oTkpbIBLLElCS CcTpaHuue «LLabnoH BM» HaxaTtk kHonky [CosaaTb BM] (cMm. puc. [25));

LLlabnoH BM o 2sia

)

L: ] [ ]
CeepeHus WabnoH
WHchopMauus Mpasa Mone3oeaHwe YnpaegneHwe
Bnaneney
ID b Cpynna O O
HazeaHne Astra = Bnapeney,
Bhicokas fLocTYNHOCTE Het ] Bnagenel, brestadmini =
PaspelwnTs aBTOMaTUHECKYIO Het = rpynna brestadmins r4
Murpauo BM
ABTo3anyck Hert =
CnyxebHan BM Hert r
Puc. 25

4) Ha oTkpbIBWencsa ctpaHuue «Cosgate BM» B none «Mmsa BM» 3agatb HaumeHoBaHue

N KonuyecTBo ak3emnnisapoB BM n HaxaTb kHonky [Co3paTtb BM] (cm. puc. [26);
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Coapatb BM

Coznatk Kak NOCTOAHHY KO

Mma BM KonMuecTEO 2K2eMnnapos Co3naTh W NOCTaBMTL Ha nayay

tmp-for-install-os 1

Cny xebHaq BM ApTo3anyck

Brlkn Brikn

Astral?

L Harpyska = Ounckn

MamATs B OncK O: disk-171

2 6 12288 ME
Physical CPU &% B.ONCK 1:td-astral71

0,25 3904 MB
Yirtual CPU

1

Puc. 26

BHUMAHMUE! Ecnu npu co3gaHnn BM ykasaTb TONbKO OOUH cepBep BUpTyanusaumm ans
pa3BepTbiBaHMSA, B WabnoH BM 6yaet gobasneHa onuma SCHED REQUIREMENTS C MAEH-
TUMKATOPOM YKa3aHHOro cepBepa. MNnaHnMpoBLLMK, B TakoM criyvae, yaet ncnonb3oBatb
ANs NNaHMPOBaHUA TOSbKO YKa3aHHbIM cepBep (Hanpumep, Npu BbIMOIHEHUM KOMaHAbI
onevm resched ID_VM).

B cny4ae ykasaHusi HECKOMbKUX CEPBEPOB BUPTyanusauum gna passepTtbiBaHus BM,
nNpun paboTe nnaHMpoBLiMKa ByayT MCNONb30BaTbCA TOSMbKO YKa3aHHble B CMMUCKE cep-
Bepa. Ecnv npu cosgaHnmn BM cepBep BUpTyanusauuun Assi pasBepTbiBaHUA He yKasaH,
NNaHMpoBLUKK ByaeT yuuTbiBaTb BCe cepBepa BMpTyanu3almm B 3ajaHHOM KracTepe.

5) B BeG-uHTepence B MeHo cnesa BbliOpaTb NYHKT «3Ak3emnnsapsl BM — BM» n po-
XpaTtbca noka B nosne «Crtatyc» Ans co3gaHHoM Ha npeablgywem ware BM 3HayeHune
MHuLuanusanus He USMEHUTCS Ha BHKJIIOUEHO (NPOMEXYTOYHbIE 3HAaYEHUS: OxugaHue
n Mposor). [nNa oBHOBNEHUS 3HaAYeHUs cTaTyca MOXHO BOCMOSb30BaTbCS KHOMKOW
[O6HOBUTB] (cM. puc. [27).
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BM

1D HasgaHWe

trmp-for-
install-os

Bnapenel| rpynna Craryc Y3aen IPs Charter Mone3aoEaTenk,
3anycTUBLLUMA
EM
hrest- 0
brestadmin brestadmins  Mponor brest

10 ' Mokazadel 3neMeHTel cnnckac 1 no 1 ws 1 il

1ecero 1 acrmsen OBoikn 0 oxupanve 0 owwska

service  192.168.1.100

Puc. 27

3.4. YnpaBneHue aksemnnapamu BM

3.4.1. CtaTyC M XU3HEHHbIA UMKN BUPTYarlbHOW MaLUUHbI

B npouecce dyHKunoHMpoBaHus ak3emnnspy BM npuceavBaeTcs oguH U3 CTaTycos,

onncaHne KoTopbiX npnBeaeHo B Tabnunue @]

Tabnunua 6
CokpalueHHoe
Cratyc Ha3BaHue OnucaHune
cTatyca
INIT init BHyTpeHHWIA cTaTyC uHULManu3auum nocne cosgaHua BM, atot
cTaTyc He BUAEH NOMb30BaTeNsm
OxumpaeTtca BblgeneHne pecypcoB BMpTyanuaauum Ans 3anycka
BM. BM ocTtaeTca B aTOM cTaTyce, noka He OyaeT pa3BepHyTa
PENDING pend y YACT passepry
NNaHNUPOBLLMKOM MM Monb3oBaTenieM fnpyv noMoLmn KomaHgbl
onevm deploy
Paspabotunk BM noctasun BM Ha yaepxaHue, oHa He AOCTynHa
HOLD hold OIS pa3BepTbIBAHUSA B aBTOMATUYECKOM pexnme, noka He dyget
pasbnokmpoBaHa. OgHaKo ee MOXHO pa3BEPHYTb BPY4YHYHO
ACTIVE cMm. Tabnuuy | BM 3anyweHa n HaxoanTcst B OQHOM M3 COCTOSIHUIA KU3HEHHOTO
|7| umkna (cm. Ta6nwuy|7[)
BM ocTtaHoBneHa. CHUMOK coctosiHus BM (dann checkpoint)
ObINO coxpaHeH 1 nepeHeceH BMecTe ¢ o6pazaMu AMCKOB B Xpa-
STOPPED stop P P P A P
Hunue obpasoB. Pecypchbl cepBepa BupTyanuaauum (LMY n
namsaTb) ocBoboxaaroTCA




OkoHyaHue mabnuuei 6
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Cratyc

CokpaleHHoe
Ha3BaHue
cTatyca

OnucaHne

SUSPENDED

susp

AHanoruyHo ctatycy STOPPED, Ho cHUMOK cocTosiHus BM (cbann
checkpoint) n o6pa3sbl AUCKOB OCTAlOTCHA Ha CepBepe BMpTya-
nmnsaumm, 4Tobbl NO3ke BO30O6HOBUTL Ha Hem paboTy BM (T.e.
HeT HeobxoagMmocTu nepennanuposate BM). Pecypcel cepBepa
BupTyanusauum (UMY n namaTtb) He ocBOOOXAAOTCS

DONE

done

BM ypaneHa. BM B aTom cTatyce oTobpaxaeTcsi npu Ucnonb3oea-
HUW KOMaHAbl onevm list, HO MHGoOpMauna o BM octaHeTca B
BLl. NHdopmaumto o yganeHHon BM MOXHO NONyYnTb C NOMOLLbHO
KOMaHObl onevm show

POWEROFF

poff

AHanornyeH ctratycy SUSPENDED, Ho cHMMOK cocTosiHus BM
(dbann checkpoint) He coxpaHsieTcs. OBpa3sbl AMCKOB OCTAOTCA
Ha cepBepe BUpTyanusauuu Ona nocnegywoulero 3anycka BM.
Pecypchbl cepeepa BupTyanusaumm (LMY n namsate) He ocBob0oX-
patotca. BM nonyyaet aTOT cTatyc nocne 3aBeplueHns paboThbl
rocteBor OC, ycTaHOBneHHoOW Ha aTton BM

UNDEPLOYED

unde

BM BbikntodeHa. AHanornyeH ctatycy STOPPED, HO CHuUMOK
coctosiHms BM (dann checkpoint) He coxpaHsieTca. O6pasbl
ONCKOB NepeHocaTcs B xpaHunuwie obpasos. BM moxeT GbiTb
3anyuieHa nosxe. Pecypcbl cepepa BupTyanusauum (LMY u
namsaTb) ocBobOXAAOTCA

CLONING

clon

BM OXnaaeT 3aBeplieHne onepaunn KInoHnposaHUA 06pa308 anc-
KOB (XOTFI Obl OOVH 06pa3 OUCKa BCe elle HaxoanuTtca B COCTOAHUN
lock)

CLONING_FAILURE | fail

B npouecce knoHupoBaHust BM npousowna owmnbka (xotsi 6bl
oaunH obpa3s gucka nepeLlern B COCTOSHWE error)

MNocne 3anycka YXU3HEHHbIN unkn BM BKNOYaeT COCTOAHMUSA, npmBegeHHbIE B Tabnuue .

Tabnunua 7
Cokpa-
LLleHHoe
Ha3Ba-
CoctosiHne OnuncaHune
Hue
COoCTOSI-
HUSA
BM HaxoguTtcst B COCTOSIHUM MHULManNu3aumn,
LCM_INIT init 3TOT BHYTPEHHUN CTaTyC U HE BUAEH NOSb30-
BaTensm
Mponcxoant nepeHoc darnoes BM (obpasbl
PROLOG prol aucka n ¢ann checkpoint) Ha cepBep BUp-
Tyanusauum, Ha kotopom BM GygeT 3anywieHa
BOOT boot MK CB oxmnpgaeT, noka cepBep BUpTyanuM3auum
co3nacTt BM




lNpodomxkeHue mabnuupsl 7
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Cokpa-
LLIEHHOEe
CocTogHune Hasea- OnucaHue
Hue
cocTos-
HUS
BM Haxogutcs B paboTe (gaHHOe COCTosIHUE
RUNNING unn BKtoYaeT dhasbl 3arpy3ku u OTKJ‘HO‘-IeHl/IFI BM).
CoctosiHue BM KoHTponupyeTcs apansepom
BUpTYyanusauum
MIGRATE migr BM murpupyet 9 O[HOro cepBepa BUpTyanu-
3aumu Ha apyron 6e3 BbIKIH4YeHWS
SAVE STOP save Cucrtema CO)EpaHﬂeT dannsl BM nocne 3asep-
- LUEHNS Kakon-nmbo onepauun
SAVE SUSPEND save Cucrema coxpalv-meT dannel BM nocne npu-
- OCTaHOBKM Kakon-nubo onepauum
Cuctema coxpaHsiet cdannbl BM gns «xonog-
SAVE_MIGRATE save HOM» MUrpaumn (NnepemMelleHne BbIKINIOYEH-
HbIX BM)
PROLOG_MIGRATE migr lMepenayva ¢hannoB BO BpeMs «XOSTIOQHON» MU-
rpaumm (nepemelleHne BblKYeHHbIX BM)
Mepenaya cannoe nocrne BO30OHOBEHUS
PROLOG_RESUME prol aencrteug (cBasaH ¢ ctatycom STOPPED)
EPILOG_STOP epil Mepenayva carinoB B xpaHunuile obpas3os
Cuctema ouuwlaeT cepBep BUpTyanusauuu,
EPILOG epil KOTOpbI Ucnornb3oBancd Ang 3anycka BM,
Kpome Toro, obpasbl NOCTOAHHbLIX ANCKOB Mne-
pemeLLatoTcs 06paTHO B XpaHunuile obpasos
Cucrema otnpasuna curHan ACPI gnsa BblI-
KrtoyeHna BM n oxkungaeTt, noka npouecc Bbl-
KrtoyeHus 3aBepunTcs. Ecnv no uctedeHuu
SHUTDOWN shut BpemMeHn oxxnaaHna BM He BbIkntoumTCS, cvi-
ctema 6yget cuntatb, 4To OC BUpTYanbHOM
MaLUMHbl NpourHopuposana curHan ACPI, a
ctatyc BM namenntca Ha RUNNING BmecTo
DONE
CLEANUP RESUBMIT clea OuuncTka nocne gencTensa yganeHus/soccra-
- HoBneHus BM
UNKNOWN unkn He yoanocbk onpegenutb ctatyc BM, oHa Ha-
XOAUTCH B HEU3BECTHOM COCTOSIHUM
HOTPLUG hotp BbinonHsaeTca onepaums nogknioyeHns/oTco-
eQVHeHnsa gucka
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Cokpa-
LLIEHHOEe
CoctosiHne Hassa- Onuncanune
Hue
cocTosi-
HUS
Cucrema otnpasuna Ha BM curhan ACPI
O 3aBepLlleHnss paboTbl U OXuOaeT ero Bbl-
nonHeHuna. Ecnn 3a Bpems oxuaaHms BM He
SHUTDOWN_POWEROFF shut ncyesHert, cuctema Oyget cumtatb, 4Tto OC
BMPTYarnbHOW MalUMHbI NPOUrHOpMpOBana cur-
Han ACPI, n ctatyc BM 6ygetr nameHeH Ha
RUNNING, smecto POWEROFF
Cuctema oxupgaet, noka cepsep BupTya-
BOOT_UNKNOWN boot nunsaumm cosgact BM (ceasaH ¢ ctatycom
UNKNOWN)
Cuctema oxugaet, noka cepsep BUpTya-
BOOT_POWEROFF boot nunsaumm cosgact BM (ceasaH ¢ ctatycom
POWEROFF)
Cuctema oxugaet, noka cepsep BUpTya-
BOOT_SUSPENDED boot nunsaumm cosgact BM (ceasaH ¢ ctatycom
SUSPENDED)
Cuctema oxugaet, noka cepsep BUpTya-
BOOT_STOPPED boot nunsaumm cosgact BM (ceasaH ¢ ctatycom
STOPPED)
CLEANUP_DELETE clea OuucTka nocne gencTeud yganeHus
HOTPLUG_SNAPSHOT shap BbinonHaeTcs CHUMOK COCTOSIHUS
HOTPLUG_NIC hotp BbinonHsaeTcs onepauns I'IO)J,K“J'I}O‘-IeHI/Iﬂ/OTCO-
eanHeHns ceTeBoro nHTepdenca
HOTPLUG_ SAVEAS hotp EebII'IOJ'IHFIeTCFI ornepauus CoxpaHeHusi Ha guc-
BbinonHseTcst onepauuns CoOXxpaHeHnsa Ha auc-
HOTPLUG_SAVEAS_POWEROFF hotp ke (cesizaH ¢ craTycom POWEROFF)
BbinonHsieTcs onepauusa coxpaHeHnsa Ha auc-
HOTPLUG_SAVEAS_SUSPENDED hotp ke (cBsi3aH ¢ craTycom SUSPENDED)
Cwuctema otnpasuna Ha BM curHan ACPI gns
3aBepLueHns paboTbl N OXXUOAET ero BbINOHe-
Hus. Ecnn 3a Bpemsa oxunganua BM He Oyget
SHUTDOWN_UNDEPLOY shut yoaneHa, cuctema odyget cuutatb, 4yto OC
BMPTYyanbHON MalUMHbI NPOMrHOPMpPOBarna cur-
Han ACPI, n ctatyc BM 6ynetr nsmeHeH Ha
RUNNING, smecto UNDEPLOYED
Cuctema oumLaeT cepBep BMpTyanusaumu,
EPILOG_UNDEPLOY epil KOTOpbIAN ucnonb3oBasncs Ansa 3anycka BM,
Kpome Toro, 0bpasbl MOCTOSIHHbLIX AUCKOB Nne-
pemMeLluatotcs obpaTHO B XpaHunuiie obpasos
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lNpodomxeHue mabnuupsl 7

Cokpa-
LLIEHHOEe
CoctosiHne Hassa- Onuncanune
Hue
cocTosi-
HUS
Mepenava cannoB nocne BO30OHOBMEHUSA
PROLOG_UNDEPLOY prol aencrteug (cBasaH ¢ ctatycom UNDEPLOY)
Cuctema oxupgaet, noka cepsep BupTya-
BOOT_UNDEPLOY boot nunsaumm cosgact BM (cBasaH ¢ ctatycom
UNDEPLOQY)
HOTPLUG_PROLOG_POWEROFF hotp MNepenaya aninoB ANs NOAKMOYEHNS K UCKY
Npwv OTKIOYEHUN NMNTAHUSA
HOTPLUG_EPILOG_POWEROFF hotp Mepenaya grannoB Npu OTCOEaUHEHUN ancka
OT UCTOYHMKA NUTAHUSA
Cuctema oxugaeT, noka cepsep BUpTyanusa-
BOOT_MIGRATE boot umm cosgact BM (B pesynbrate «XOrnogHoOn»
Murpauun)
BOOT_FAILURE fail C6on npu nepesoge B coctosaHne BOOT
. Cobon npn nepeBoge B COCTOSIHMNE
BOOT_MIGRATE_FAILURE fail BOOT MIGRATE
. C6on npu nepeBofe B COCTOSIHNE
PROLOG_MIGRATE_FAILURE fail PROLOG_MIGRATE
PROLOG_FAILURE fail Co6on npu nepeBoae B coctosiHne PROLOG
EPILOG_FAILURE fail Coon npu nepeBoae B coctosiHne EPILOG
. Co6oi npn nepeBoge B COCTOSIHME
EPILOG_STOP_FAILURE fail EPILOG_STOP
. Cobon npn nepeBoge B COCTOSIHMNE
EPILOG_UNDEPLOY_FAILURE fail EPILOG_UNDEPLOY
. Mepenayva ¢hannoB BO BpeEMS «XOSIOQHONY» MU-
PROLOG_MIGRATE_POWEROFF migr rpauum (cessaH ¢ ctatycom POWEROFF)
. Cobon npn nepeBoge B COCTOSIHME
PROLOG_MIGRATE_POWEROFF_FAILURE | fail PROLOG_MIGRATE_POWEROFF
. Mepenayva cannoB BO BpEMS «XOSIOQHON» MU-
PROLOG_MIGRATE_SUSPEND migr rpauum (cessaH ¢ ctatycom SUSPEND)
. Cobon npn nepeBoge B COCTOSIHME
PROLOG_MIGRATE_SUSPEND_FAILURE fail PROLOG_MIGRATE_SUSPEND
. C6on npu nepeBoAe B COCTOSIHNE
BOOT_UNDEPLOY_FAILURE fail BOOT UNDEPLOY
. Co6on npun nepeBoge B COCTOSIHME
BOOT_STOPPED_FAILURE fail BOOT STOPPED
PROLOG_RESUME_FAILURE fail 0o npy Nepesoae & cocToAHMe

PROLOG_RESUME
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OkoHyaHue mabnuusi 7

Cokpa-
LLIEHHOE
CocTosiH1e Hasga- OnwucaHune
Hue
cocTos-
HUS
. Co6on npun nepeBoge B COCTOSIHME
PROLOG_UNDEPLOY_FAILURE fail PROLOG_UNDEPLOY
BbinonHseTcs CHUMOK COCTOSIHUS Aucka (cBsi-
DISK_SNAPSHOT_POWEROFF shap aaH ¢ cratycom POWEROFF)
BbinonHsaeTcst BocCcTaHOBNEHME CHUMKA COCTO-
DISK_SNAPSHOT_REVERT_POWEROFF shap sHMA aucka (cessaH ¢ ctatycom POWEROFF)
BbinonHsaeTca yganeHne CHUMKa COCTOSIHUS
DISK_SNAPSHOT_DELETE_POWEROFF shap ancka (cesiaan ¢ crarycom POWEROFF)
BbinonHseTcs CHUMOK COCTOSIHUS Ancka (cBsi-
DISK_SNAPSHOT_SUSPENDED snap saH ¢ crarycom SUSPENDED)
BbinonHaeTca  BOCCTAHOBMEHME  CHMMKA
DISK_SNAPSHOT_REVERT_SUSPENDED shap COCTOSIHMS aucka (CBAi3aH C  CTaTycom
SUSPENDED)
BbinonHaeTca yganeHne CHUMKa COCTOSIHUS
DISK_SNAPSHOT_DELETE_SUSPENDED shap aucka (cesizaH ¢ cratycom SUSPENDED)
BbinonHseTcs CHUMOK COCTOSIHUS ancka (cBsi-
DISK_SNAPSHOT shap 3aH ¢ ctatycom RUNNING)
BbinonHsaeTca yganeHne CHUMKa COCTOSIHUS
DISK_SNAPSHOT_DELETE shap aucka (ceasaH ¢ ctatycom RUNNING)
. lMepenayva cannoB BO BpEMS «XOSTIOQHONY» MU-
PROLOG_MIGRATE_UNKNOWN migr rpauun (ces3aH ¢ ctatycom UNKNOWN)
. C6on npu nepeBofe B COCTOSAHNE
PROLOG_MIGRATE_UNKNOWN_FAILURE fail PROLOG_MIGRATE_UNKNOWN
MN3meHeHne pasmepa gucka, korga BM Haxo-
DISK_RESIZE dsrz antca B coctodaHMM RUNNING
MN3meHeHne pasmepa aucka, korga BM Haxo-
DISK_RESIZE_POWEROFF dsrz auTes B cratyce POWEROFF
NameHeHne paamepa gucka, korga BM Haxo-
DISK_RESIZE_UNDEPLOYED dsrz autes B cratyce UNDEPLOYED
BbinonHsaeTca onepaumsi nogknioYeHns/oTco-
HOTPLUG_NIC_POWEROFF hotp eOVHeHNsa ceTeBoro nHtepdenca (cessaH ¢
ctatycom POWEROFF)
HOTPLUG RESIZE hotp BbinonHseTcs nameHeHne pasmepa vCPU un
namsiti ¢ nomollso HotPlug
BbinonHseTcst onepauuns CoXxpaHeHnsa Ha auc-
HOTPLUG_SAVEAS_UNDEPLOYED hotp ke (cesizaH ¢ cratycom UNDEPLOYED)
HOTPLUG_SAVEAS_STOPPED dsrz BbinonHseTca onepauns coxpaHeHust Ha guc-

Ke (cBsi3aH ¢ ctatycom STOPPED)
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MHdopmaumo o Tom, kakon ctatyc (napametp «STATE») umeer BM n B kakom co-
ctoaHumn (napametp «LCM_STATE») oHa HaxoguTCs, MOXHO MOMyYuUTb BbIMOMHUB KOMaHAy
onevm show (CM. unu B Beb-nHtepdence MNK CB Ha cTtpaHnue BM Bo Bknaagke «Csege-
HUA» (cMm. [3.4.3.1).

MpumeyvaHue. 3HayeHus napametpa «LCM_STATE» ycTaHaBnmMBaloTCS TOMNbKO Koraa

BM Haxogutca B ctatyce ACTIVE.

3.4.2. YnpaBneHue 3k3emnnapamu BM B nHtepdence kKomaHgHON CTPOKMU

3.4.2.1. OTto6paxeHue cywecTByrowmux BM

[nsa otobpaxeHus cywecTtsyowmx BM HeobxoamMmo ncnonb3oBatb kKOMaHay onevm list.
[Mpymep BbIBOAA Nocne BbINOMHEHUA KOMaHAbI:
ID USER GROUP NAME STAT CPU MEM HOST TIME
1 oneadmin brestadm test-vm-1 poff 0.25 3G 172.16.1.210 0d 14h53

Kpome Toro, MOXXHO MCMOMb30BaTb KOMaHAy onevm top AN HENPepPbIBHOMO oTobpaxe-
Hua BM.

[ns npocmoTpa nonHon nHdopmaummn o BM Heobxoammo ncnonb3oBaTb KOMaHAy:
onevm show <upgentuduxarTop_BM>
[Mpumep BbIBOgA Nocne BbIMOMHEHUA KOMaHAbl onevm show 1:
VIRTUAL MACHINE 1 INFORMATION

ID 1

NAME : test-vm-1

USER : oneadmin

GROUP : brestadmins
STATE : POWEROFF
LCM_STATE : LCM_INIT

LOCK : None

RESCHED : No

HOST : 172.16.1.210
CLUSTER ID : 0

CLUSTER : default

START TIME : 07/18 19:05:39
END TIME S

DEPLOY ID : 3b4d40£f7-55c0-4ba6-9bcf-2e627c744179

VIRTUAL MACHINE MONITORING
ID 1
TIMESTAMP : 1658214069
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PERMISSIONS

OWNER T um-
GROUP P o——-
OTHER 1 ——-

3.4.2.2. YpaneHue 3k3emnnsipos BM

YnaneHue ak3emnnsapa BM 13 noboro coctosiHus BbINOSTHAETCA KOMaHOO0WN:
onevm terminate <upmenTuHdrkaTop_ BM>

B kauecTtBe ngeHtudukatopa BM MOXHO ykasaTb nepeyeHb naeHTudumnkaTtopos, pasae-
NEHHbIX 3anATbIMX UKW AMana3oH NOeHTUUKATOPOB (B Ka4ecTBe pasgenurens UCnonb3yTcs
OBE TOYKN — «..»).

KomaHga onevm terminate KOPPEKTHO OTKMtOYaeT u yganset pabortaowme BM, oT-
npaenas curHan ACPI. MNocne otknioveHnss BM ocBoboaatcs pecypcebl (0bpasbl, cetn 1 ap.),
KoTopble ucnonb3oBanucbs BM, cepBep BupTyanusaumm 6yget ounileH, a NOCTOSHHbIN OUCK C
OyoeT nepemelleH B XpaHunuuie obpasos.

Ecnn no ncreyeHuun onpegeneHHoro BpeMeHu nocre BbINOMIHEHUS KOMaHAbI
onevm terminate BM Bce ewe pabotaer, T.e. OC BUpTyanbHOW MaLUWUHbI UITHOPUPYET CUrHanbl
ACPI, cnyxba cepsepa ynpasneHus cHoBa npucsout BM ctatyc RUNNING.

Ecnu aksemnnap BM Haxoantcsa B ctatyce RUNNING, onsa 3aBepuieHus ero paboTsl B
KOMaHae MOXHO yka3aTb apryMeHT —-hard. B atom cny4dae ak3emnnap BM 6yaet yganeH Hesa-
meanuTenbHo. CnegyeTt ncnonb3oBaTh AaHHbLIN apryMeHT KoMaHabl, ecnv BM He nogaepxvsaet
ACPI.

3.4.2.3. MNpuoctaHoBKa 3k3emnnsapos BM

CywecTtByeT aBa cnocoba BpeMeHHO OCTaHOBUTb BbinoriHeHe BM: ¢ coxpaHeHuem
cocTosiHMA 1 6e3 coxpaHeHus. [na npuoctaHoBkn BM ucnonb3ytotces cnegytowime KoMaHabl:

- onevm suspend — KpaTKOCPOYHas NpUOCTaHOBKa: cocTtosiHe BM, B TOM 4ncne Bbl-

AeneHHble pecypcbl, COXpPaHSAETCHA Ha 3a4eNCTBOBAaHHOM cepBepe BupTyanusauuu. NMpu

BO306HOBEHNN paboTbl NpnocTaHoBneHHoM BM BbINONHAETCA ee He3aMeaMTernbHoe

pasBepTbiBaHME Ha TOM e cepBepe BUpPTyanusauuu;

- onevm poweroff — JONMrocpoYHasi MPUOCTAHOBKA: KOPPEKTHO BbIKITHOYAET 3NEeKTponu-

TaHue pabotatowen BM, otnpasnsasa curHan ACPI, npu atom coctosiHne BM He coxpaHs-

etcs. BosobHoBneHne pabotbl BM ocyLuecTBnsieTca Ha TOM e cepBepe BMpTyanu3aumn.

Mcnonb3oBaHne ¢ KOMaHOOW apryMmeHTa —-hard No3BondeT HedaMmeanTenbHO OTKI0-

4nTb anekTponutaHne BM. Mcnonb3oBaHne gaHHOW onumn akTyanbHo, ecniv BM He

nopaepxusaet ACPI.

MpunmeyvaHune. B cnyyae 3anycka npouenypbl BbikntoyeHns B8 OC BUpTyansHON Malum-

Hbl, B 1K CB cocTtosiHne BM takke 6yaet yctaHoBneHo kak POWEROFF.
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Bo3moxHO 3annaHnpoBaTb AONrOCPOYHYI0 NMPUOCTAHOBKY. B 3TOM cnyyae pecypcbl cepe-
pa BupTyanusauuu, Kotopble ucnons3osarna BM, 6yoytT ocBoboxaeHbl, a cepBep BUpTyanusaumm
oumwleH. JTrobon anck byaet coxpaHeH B XxpaHunuuie obpasos. CneayoLlime kKoMaHabl NPUMEHSIOT-
Cs1 NIpy HEOBXOAMMOCTM COXPaHUTb BblAENEHHbIE PECYPChl CETU U NaMATU, Hanpumep, IP-agpeca,
NOCTOSIHHbIE 00Opas3bl AnCKa:

- undeploy — KOPPEKTHO BbIkMNoyaeT paboTatowwyto BM, otnpasnas curHan ACPI. uckn

BM nepemelyatotcsa B XxpaHunuuie obpasos. Npu Bo3obHoBneHnn BM, passepTbiBaHme KO-

TOpON ObINIO OTMEHEHO, OHa NEPENAET B COCTOSTHME OXMAAHWS, a NNaHUPOBLUUK BbibepeT

MECTO 4151 ee NMOBTOPHOro pa3BepThiBaHUS;

- undeploy --hard — aHanorMyHo komaHge undeploy, HO paboTtatowas BM yaans-

eTCs He3aMeaNUTENbHO;

- stop — aHanorn4yHo KomaHgae undeploy, HO TakKe coxpaHdaeTcs cocTtosHue BM ans

nocneayroLwero BO306HOBNEHUS;

- resume — BO306HOBNsET padoty BM npu ycnewHon oCTaHOBKU UM NPUOCTAHOBKN UX

paboTbl, a Takke BM, pasBepTbiBaHME KOTOPbIX ObINIO OTMEHEHO MW 3MEKTPONUTaHne

KOTOPbIX ObISIO OTKMOYEHO.

3.4.2.4. MNepe3arpyska aksemnnsipos BM

[na nepesarpyskun BM ncnonb3yoTca crnegyrowmne KomaHab!:

- reboot — KOppekTHas nepesarpy3ka pabotatowwen BM, otnpaensasa curHan ACPI;

- reboot --hard — npuHyauTenbHasa nepesarpyska pabotatowen BM, aktyansHo, ecnu

BM He noggepxusaet ACPI.

3.4.2.5. OTcpouka pa3BepTbiBaHMA 3k3emnnsapos BM

Bo3moxHO oTCcpounTh pasBepTbiBaHWe oxungatowen BM, Hanpumep, nocrne ee cosgaHna
nnm Bo30OHOBNEHMA, Ncnonb3ya komanay hold. KomaHga nepesoant BM B coctosiHne yoep-
XaHus. NnaHnpoBLUMK He ByaeT BbINOMHATL pa3BepTbiBaHne BM, HaxogsLencss B COCTOAHUN
yaepxaHus. Takke MOXHO co3gasatb BM HenocpeacTtBeHHO Ha yaepXaHuM ¢ NOMOLLbIO KOMaH[,
onetemplate instantiate -hold unm onevm create -hold.

Boso6HoBneHne passepThiBaHus BM ocyliecTBnseTca ¢ NOMOLLbO KOMaHabl release.
KomaHga pasbnoknpyet BM, Haxogswyrocsa Ha yaep)XaHun, u nepeBeseT ee B COCTOSIHNE OXU-
AaHuns. BoamoxHO aBTomMartmieckn pasbnokmpoBatb BM, 3annaHnpoBaB BbINONHEHNE AaHHON

KOMaHAbl.

3.4.3. YnpaBneHue ak3emnnsapamu BM B Be6-uHTepdhence MNK CB

3.4.3.1. OTo6paxeHue cyuwectByrowmx BM

[ns otobpaxeHus cywectsytowmx BM B Beb-nHtepdence MK CB Heobxoanumo B MEHH0
cnesa BblOpaTb NYHKT «3Jk3emnnsapbl BM — BM». Ha oTkpbiBwenca ctpaHuue «BM» 6yget

oTobpaxeHa Tabnuua ak3emnnspos BM (cm. puc.
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T

O b HaspaHue Bnapeney Ipynna Craryc Yaen IPs Charter Nonb3oeaTens, MAC NopknioveHne
= 3anycTUBLLKWA
BM
) ! ) 0:
1 test-vm-1 oneadmin brestadmins  BbIKMHOYEHO  172.16.1.210

172.16.1.100

10 MokazaHel snemedTbl ciMeka c 1 no 1wz 1 1

1ecero O acrueen 1eowkn O oumpanve O owwéna

Puc. 28

[ns npocmoTpa nonHon nHgpopmauum o BM Heobxoanmo Ha ctpaHuue «BM» BbibpaTb

Heobxoanmyto BM. MNocne aTtoro oTkpoeTcs CTpaHuua BUpTyanbHOM MalwuHbl (Bknagka «Ceeae-

HUs») (cM. puc. [29).

BM 1 testvm-1 POWEROFF

c=lajrfa-jo-Jc-|o-g:-jo-]a-]
. - .

i ] = =l & = & a 713
Ceepnenns PezepeHble konun BM Harpyzka BesonacHocT XpaHunmLLy T 1L
neitons  Konbehoatm 5 .-
WHdopmayua MNpaea MNonbsoeaHue ¥npaeneHune

Bnageney,

D 1 rpynna a O
HazeaHue test-vm-1 = Bnapeney,
CocTosHme Bnageney, oneadmin =
TekyLee cocToAHKe BM LCM_INIT Tpynna brestadmins r
¥aen 172.16.1.210
Ebicokan gocTynHoCTh Het r
FPaspelunTh aBToOMaTUYECKYHO Het r

Murpaumnio BM

ApTO3AMYCK Her =
CryoxetHan Bi Oa r
ZanpeT Ha ynaneHue B Het =
IP-appec 0:172.16.1.100
BpemA sanycka 19:05:39 18/07/2022
Puc. 29

3.4.3.2. 3aBeplieHue paboTbl U NPMOCTAHOBKA 3Kk3emnnsapoB BM
[nsa 3aesepeHnsa paboTbl ak3emnnsgpa BM nnu ero npuoctaHoBku B Beb-UHTEpence
MK CB ncnonb3yeTtca kKHomnka [YnpaBneHue nuTaHueMm], nocre HaxaTusi Ha KOTOPYK OTKPOETCS

MeHo fenctauii (cm. puc. [30):
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- [lpuocTaHoBUTHL paboTy BM — KpaTKOCpo4yHas MpuocTaHoBKa: cocTosiHue BM, B
TOM 4uCrie BblesieHHble PecypcCbl, COXPaHAKTCA Ha 3a4eMCTBOBAHHOM cepBepe BUp-
Tyanunsaumn. MNpu Bo3oOGHOBNEHUM paboTbl NpuocTaHoBreHHoW BM BbinonHsieTcs ee
He3amennuMTenbHoe pa3BepTbiBaHME Ha TOM Xe CepBepe BUpTyanu3aumm;

- OCTaHOBUTL — KOPPEKTHO BbIKMtoyaeT paboTtatowyto BM, otnpasnasa curHan ACPI.
IOunckn BM nepemellatotcs B XxpaHunuuie obpasos, Npu 3TOM COXPaHSETCSA COCTOAHME
BM. Bo3obHoBneHne pabotel BM ocyliectensieTca Ha nobom JOCTYNHOM cepBepe BUMPTY-
anumsauuu;

- OTKJIOUUTHL NOUTaHUE — [JOSITOCPOYHAs NPUOCTAHOBKA: KOPPEKTHO BbIKMKOYaEeT pa-
botatowyo BM, otnpaenasa curHan ACPI, npu atom coctosiHne BM He coxpaHsieTcs.
BosobHoBneHne pabotel BM ocyLlecTBnsieTca Ha TOM e cepBepe BUpTyanusauuu;

- OTKJIIOUUTEL I[IUTAHUE HeMenJieHHO — He3amMeasmIMTeribHO OTKITHIOYNTb SﬂeKTpOI'II/ITa-
Hne BM. cnonb3oBaHne gaHHOW onuuun akTyanbHo, ecnn BM He nogaepxusaet ACPI;
- OTMEHUTL pasMemeHue — KOPPEKTHO BbIKNtoYaeT paboTtatowwyto BM, otnpasnasa cur-
Han ACPI. luckn BM nepemelyatotcs B xpaHunuile obpasos, npu 3ToMm coctosiHue BM
He coxpaHsieTcs. BosobHoBneHne pabotbl BM ocyulectBnaercsa Ha nobom JOCTYNHOM
cepBepe BMUpTyanusauuu;

- OTMEHUTE pas3MelleHHe HeMeJIeHHO — aHaNnorm4yHo KomaHge OTMeHUTHL pas3MelleHUue,

HO paboTatwan BM ygansaeTtcs He3amennmuTernbHo.

] HCEEEEE Eoam

MpHocTaHoBUTE patoTy BM

0CTaHOBWTE
OTKNHOUKTE MUTaHne

OTKNUMTE NUTaHne EEEEENLERTT

OTMEHWTE pasMeLlleHne

OTMeHUTE pasMelleHne BTNl

Puc. 30

3.4.3.3. MNepe3arpyska aksemnnspos BM

Onsa nepesarpyskun BM B Be6-nHTepdence NK CB ncnonbayetcsa kHomnka [Mepesarpy3kal,
rnocrie HaXaTusl Ha KOTOPYH OTKPOETCS MeHHo AeicTeuid (cm. puc. [31)):

- [lepesarpys3utrs — KOPPEKTHas nepesarpyska pabotawowen BM, otnpasnss curHan

ACPI;

- [lepe3arpy3uTb HeMeOJIeHHO — MPUHyaAUTENbHaA nepesarpyska pabotatowen BM,

akTyanbHo, ecnn BM He nopgaepxnaet ACPI.
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BEE B O 2-]®-]o-

MepesarpysuTb

|_|":‘|DE‘38I'|)'_\."31-1Tb HeMeLnNeHHD

Puc. 31

3.4.3.4. OTcpouka pa3BepTbiBaHMA 3Kk3emnnsapos BM

[Ons ynpasneHus 6nokmposkon BM B BebG-untepdence MK CB ncnonbdyercs kHomnka
[BnokupoBka], nocrne HaxaTusi Ha KOTOPYHO OTKPOETCA MEHIO AENCTBUIA (M. puc. [32):

- 3abnoxupoBaTs — NepesBogut BM B cocTosiHne yaepxxaHus;

- Pas6noxupoBaTs — pa3bnokmpoBatb BM, HaxogsLyocs Ha yaepXaHuu.

=] ECECECE BICEE

3abnoknpoeaTte

FazbnoknwpoeaTb

Puc. 32

3.4.3.5. YpaneHue 3k3emnnsipos BM
[nsa ynaneHus aksemnnsipos BM B Be6-uHTepdperice MK CB ucnonbsyetca kHonka [YHU-
YTOXMTb], NOCNE HaXaTusi Ha KOTOPYIO OTKPOETCS MEHI0 AencTBUi (cM. puc. [33)):

- YHUUTOXUTHL — KOPPEKTHO 3aBepLlumnTb paboty n yaanutb BM, otnpasnssa curHan ACPI.
Ecnu no ncreyeHnn onpegeneHHOro BpeMeHn nocre BblnofiHeHUss komaHasl BM Bce ewe
pabotaert, T.e. OC BMpTyanbHOM MalunHbl urHopupyet curHansl ACPI, cnyxba cepsepa
ynpasneHunsa cHoea npuceont BM ctatyc RUNNING;

- YHUUTOXUTL HeMensieHHO — yaanutb BM HezameanutensHo. Criegyet cnonb3oBatb

AaHHyo komaHay, ecnu BM He nopgaepxusaet ACPI.

+]oalrja-Jo-Jc-|o-a-]o-]a-]

YHUMTOMMNTE

YHUUTOMMTE EENENDETE]

Pwuc. 33

3.4.4. CHnmkun guckos BM
Monb3oBaTenb MOXeT Aenatb CHUMKM COCTOSIHMS AUCKA, TONbKo ecnu BM B TekyLwimin

MOMeHT pabotaet (Haxogutcs B coctosgHun RUNNING).



61
PAOLIM.10001-02 93 01

CHUMKM opraHn3oBaHbl C MPUMEHEHMEM APEBOBUAHON CTPYKTYPbI, T.€. Y KaXX40ro CHMMKa
€CTb POANTENbCKUIA SMEMEHT, 32 UCKIIOYEHNEM NEePBOro CHUMKA, YbUM POOUTENBCKUM 3N1IEMEHTOM
SIBMSIETCHA CHAMOK C naeHTumnkaTtopom «-1».

[Nonb3oBaTenb MOXET BEPHYTb COCTOSIHME AUCKA K NOCNeaHeMy caernlaHHOMY CHUMKY B
noboe Bpems. NocneaHni caoenaHHblii CHUMOK UM CHUMOK, K KOTOPOMY BEPHYIICS MONb30BaTe b,
ABNAETCH aKTUBHBIM CHUMKOM. AKTUBHbIA CHUMOK BbICTYMaeT B KAYeCTBE POAUTENLCKOrO dreMeHTa
Ans cnegyrowero cHuMka. CHUMKK, KOTOpble He SIBASATCS akTUBHLIMU U HE MMEIKOT A0YEPHUX
3f1IEMEHTOB, MOXHO yaansThb.

BHUMAHMUE! Bo3moXXHOCTb co3gaBaTb CHUMKM guckoB BM 3aBUCUT OT UCNOSb3yemMon
B CUCTEMHOM XpaHWUIIMLLIE TEXHONOMKU XpaHeHna 1 gpareepa nepegayum gaHHbix. Hanpvmep, B
apansepe xpaHunuwa LVM _LVM He noggepxmBaeTcst co3gaHne CHUMKa COCTOSIHUS gucKa.

3.4.4.1. YnpaBneHue CHUMKaMum OUCKOB B UHTepdence KOMaHOHON CTPOKMU

[ns co3gaHusa CHMMKa COCTOSIHUS AUCKA HEOBXOAMMO BbIMOMHUTL KOMaHAY:
onevm disk-snapshot-create <ugentuduraTop_ BM> \
<upgeHTHPUKATOP_nOucka BM> <HauMeHOBaHUE CHHMKAa>

[1ns1 BO3BpaALLEHNS OMCKa K COCTOSIHUIO, 3aAaHHOMY B CHUMKE, HEOOXOANUMO BbIMOMHUTL
KomMaHay:
onevm disk-snapshot-revert <ugentuduxkarop BM> \
<upgeHTUPUKATOP_nOucka BM> <ugeHTHPUKATOP_ CHUMKA>
KomaHaa Byget BbinonHeHa TorbKo B TOM cny4ae, ecnu BM Haxogutcs B coctosaHum POWEROFF
unn SUSPENDED.

CHUMKM 9BRSIOTCA HEM3MEHAEMbIMW, NO3STOMY MOSb30BaTeNlb MOXET BEPHYTLCS K CHUMKY
HeorpaHn4YeHHoOe KONnu4yecTBo pas.

[ns yoaneHuss CHUMKa HeobXxo4MMO BbIMOMHUTE KOMaHAY:
onevm disk-snapshot-delete <ugenTuduxkarop BM> \
<upgeHTUPUKATOP_nOucka BM> <ugeHTHPUKATOP_ CHUMKA>
KomaHnga yoanut CHUMOK TOSIbKO B TOM Crlyyae, €Cflii OH He aKTMBEH U He UMeeT O0YepHUX
31IEMEHTOB.

3.4.4.2. YnpaBneHue cHUMKamMu guckoB B Be6-uHtepdence MK CB

[nsa cosgaHus cHMMKa cocTtosiHua aucka BM B Beb-uHTepdoeince NK CB Heobxogmmo
BbINONHUTL CrieayoLlne AencTBus:

1) B MeHI0 cnesa BblbpaTh NYHKT «3Ok3emnnspbl BM — BMy;

2) Ha oTKpbIBLLENCcA cTpaHuue «BM» BbibpaTb HeOBXxoanmyo BUPTYanbHYO MaLLUHY;

3) Ha cTpaHuue BMPTyanbHOW MalUMHbI OTKPbITb BKNAAKy «XpaHUnuwe» n B CTpPoKe

HeobxoaMMoro ancka HaxaTb kHornky [Snapshot] (cm. puc. [34));
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BM 3 aise171 sanvuweHo
& a-Jo-Jc-Je-Ja-Jo-Ju-
L] 5] a & = o a2 oy
S ENeHms PesepeHble KoMK BM } E) BezonacHocT Xpauunuue T PaamMeLLeHm
& & [ Bi
ID 4 Uene O6pas / ®opmar Pazmep MNocToAHHBIR DeiicTBNA
v 0 vda os-alsel171 45GB/12GB fa B x X
1 hda KoHTekcT 1MB/- HeT
10 ' MokazaHsl 3nemenTbl cnvcka c 1 no 2 uz 2 1
CToMMocTb / MBaRT 0
Puc. 34

4) B OTKPbIBLLEMCA OKHE «CHMMOK aucka» 3agaTb HaMMeHOBaHWE CHMMKAa M HaXKaTb

kHornky [CaenaTb cHUMOK] (cM. puc. [35).

CHUMOK OMCKa

M nucka

| 0

HazeaHue

‘ HacTpoAka ceTy|

Puc. 35

Ha cTpaHuue BMpTyanbHOM MalluMHbl BO BKNagke «XpaHunuie» (nocne octaHoBkn BM) —
cMm. puc. [36]

- Ons BO3BpaLleHus AMCcKa K COCTOSHMIO, YKa3daHHOMY B CHUMKE, Heo6Xx04MMO OTMETUTb

COOTBETCTBYIOLLUNA CHUMOK M HaxaTb KHONKY [OTKaTUTb];

- OnNS yaaneHus CHUMKa COCTOSIHUSA OMCKa HeobxoaMMO OTMETUTb COOTBETCTBYIOLLMIA

CHUMOK W HaXkaTb KHOMKY [YaanuTb).
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BM 3 alse171 STOPPED
& a-Jo-Jc-Je-l:-Jo-Ja-]

o = o & = o o T

J XpaHunuwe T

] K. B B

ID 4 Uenb O6pas / ®opmat Pasmep MocTosAHHDbIA HOeicTeuA
~ Q vda os-alsel71 45GB/M2GE Oa
[0 0 155648 19/07/2022 -/12GE  nocre ycTaHoekk OC
1 16:24:31 1%/07 12GB  HacTpiika ceTu
o 2 o 16:28:02 19/07/2022 -/12GB  cetepoe uma
Puc. 36

Kpome Toro, Ha cTpaHuue BUpTyanbHOW MalLMHbI BO BKNaAKe Xpauusnume MOXHO nepe-
MMEHOBATb CHUMOK COCTOSAAHUA ancka BM. [Ina aTtoro HeobxoanmMo OTMETUTb COOTBETCTBYHOLLNIA
CHUMOK 1 HaxkaTb KHOMKy [[epenmeHoBaThb]. B oTkpbiBLIEMCA OKHE HEOOXOANMMO 3a4aTb HOBOE

HanMeHoBaHMEe CHMMKAa U HaXXaTb KHOIKY [ﬂepeumeHOBaTb].

3.4.5. dkcnopTt aucka BM

JTrobon anck BM MoXXHO 3KCNOpTUPOBaTh B HOBbIN 00pa3, ecnn BM HaxoamnTcsa B COCTOSIHUM
RUNNING, POWEROFF nnu SUSPENDED.

3.4.5.1. B nntepcence KomaHgHOU CTPOKMU

[nsa akcnopTa ancka BM HeobxoamMmo BbINOMHUTL KOMaHAy:
onevm disk-saveas <upenTuduxraTop_ BM> <upmeHTudurkaTop mucka_ BM> \
<HauMEeHOBaHWE HOBOI'o_obpasza>

Mo yMOnyaHuUio BLIMOMHAETCS 3KCMOPT TEKyLero coctToaHnsa aucka. lNMpmn HeobxoaumocTn
MOXHO yKa3aTb MAEHTUUKATOP CHUMKa AUCKA, KOTOPbIA HY>XHO UCMNOMb30BaTb Kak UCTOYHUK ANs
akcnopTa. [Ana atoro He06Xo0ANMO BbINOSTHUTL KOMaHAY:
onevm disk-saveas <upeHTudukaTop BM> <upmeHTHdUKaATOpP_ nmcka_ BM> \
<HauMeHOBaHWe HOBOro_obpasa> --snapshot <ugentudmkaTop mucka>

BHUMAHUE! 310 aencreBne He CMHXPOHM3UPYETCA C runepsm3opoM. Ecnu BM Haxo-
autca B coctosHuM RUNNING, nepen cosgaHnem cHMMKa Heobxoammo ybeamnTbesl, YTO AUCK
Pa3MOHTMPOBAH, CUHXPOHU3NPOBAH UM NPUOCTAHOBIIEH.

3.4.5.2. B Be6-uHtepcpence NK CB

[nsa skcnopta gucka BM B Be6-nHTepderice MK CB Heobxoanmo BbINONHUTL cnegytowme
nencTeus:

1) B MeHI0 cnesa BblbpaTb NYHKT «3Ok3emnnspbl BM — BMy;

2) Ha oTKpbIBLUENCA cTpaHuue «BM» BbibpaTb HeOOXoanMyo BUPTYanbHY0 MaLLVHY;
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3) Ha cTpaHuue BMPTyarnbHOM MalUWHbI OTKPbITb BKMAAKy «XpaHUNULLE» U B CTPOKE

Heo6XxoAMMOro Ancka HaxaTb kHonky [CoxpaHuTb Kak] (cM. puc. [37));

BM 3 aise171 3anvueHo
& a-Jo-Jc-Je-M:-|o-Ja-
o = o & = o o &
J XpaHunuwe T
& K- B &
ID 4 Uenb O6pas / ®opmar Pasmep MocToAHHbIA OeiicTena
v 0 vda os-alse17 4.5GB/12GB fa x @ X
1 hda KoHTekeT 1MB/- HeT
10 * MokazaHel snemenTbl cnvcka c 1 no 2 us 2 1
CToMMoCTb / MBaiT 0
Puc. 37

4) B OTKpbIBLLUEMCS OKHEe « COXpaHWUTb ANCK Kak» 3adaTb HaMMeHoBaHMe HoBoro obpasa u

HaxaTb kHornky [CoxpaHuTb Kak] (cm. puc. [38).

CoxpaHUTb ANCK KaK

N? qucka 1D cHumMka

0 1

MmA Hoeoro oBpaza

Puc. 38

Ecnn Heobxoanmo ykasaTb onpeneneHHbI CHUMOK AUCKa, KOTOPbIN HY>HO MCNonb3oBaTb
KaK UCTOYHWK ONsi 9KCMopTa, Ha CTpaHuLe BUPTYanbHON MallvHbl BO BKIaake «XpaHunuiie» Heob-

XOAMMO OTMETUTb COOTBETCTBYHIOLLMIA CHUMOK U HaxaTb kKHonky [CoxpaHuTb Kak] (cMm. puc. [36).

3.4.6. UameHeHMne pa3mepa auckos BM

YBenuyeHne obbema ANCKOB, BblAeneHHbIX Ans BM, BO3MOXHO BbINOMHUTL BO BpeEMS
pasBepTbiBaHna BM n3 wabnoHa.

HacTpovika BbINONHAETCS NyTEM YCTaHOBKM 3HaYeHUa A58 napaMmeTpa gucka SIZE. Ecnu
3agaHHoe 3HaYeHue napamertpa byaeT npeBbiwaTh U3HaYasnbHbIM pasmep obpasa, byaeT yBenuyeH

pa3Mep KOHTenHepa Aucka nepeg 3anyckoMm BM. [nga Toro 4tobbl B OC BMpTYyanbHOW MaLUWHBbI
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B aBTOMATM4YE€CKOM pexmme Obinv NMPUMEHEHbI U3MEHEHUA JTOKarnbHOW (hannoBon CUCTEMBI,
HeobXo4MMO MCMNOMb30BaTh NAKeTbl KOHTEKCTYanuaawuumu.

3.4.6.1. B nntepcence KomaHgHOW CTPOKU

Utobbl naMeHnTb 06bEM Aucka, Bbiaensemoro ans BM npu passepTbiBaHWN, MOXHO

BOCMOMb30BaTbCA (haifioM NapaMeTpoB, ykasaB B HEM HOBOE 3HaYeHue.

Mpumepsbl:

1. MoarotoBuTb hann ¢ napametTpamun disk. txt:

DISK = [

IMAGE_ID = 2,

SIZE = 20480

]

B npeactaBneHHoM npumepe ans ancka BM, cosgaBaemom Ha ocHoBe obpasa ¢ naeHTu-
dukaTopom 2, 6yaet yctaHoeneH oobem 20 I'b (pa3amep obpasa — 12 I'b).

2. Pa3BepHyTb BM Ha ocHoBe WwabnoHa ¢ HaMMeHoBaHNEM alsel7 M C UCMONb30BaHNEM
rarna napameTpoB disk. txt:

onetemplate instantiate alsel7 disk.txt

Mpumep BbIBOAA Nocne BbINOMHEHUS KOMaHAbI:

VM ID: 3

3. MNpocmoTpeTb nHdopmaumio o BM, npumep BbiBoga nocne BbINOSIHEHUS KOMaHAbI
onevm show 3:

VIRTUAL MACHINE 3 INFORMATION

ID : 3

NAME : alsel7-3

USER : oneadmin

GROUP : brestadmins
STATE : PENDING
LCM_STATE : LCM_INIT

LOCK : None

RESCHED : No

START TIME : 07/20 10:56:01
END TIME S

DEPLOY ID I

VM DISKS

ID DATASTORE TARGET IMAGE SIZE TYPE SAVE

0 default vda copy-os-alsel?7 -/20G file NO
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Takke HoBOe 3Ha4yeHne obbema gmcka MOXHO YKa3blBaTb B BUAE aprymeHTa B KomaHae

pasBepTbiBaHMs BM n3 wabnoHa.

Mpumep
PasBepHyTb BM Ha ocHoBe wabnoHa ¢ HauMmeHoBaHMEM alsel7, Npu 3TOM ASs AUCKa
BM, cosgaBaemom Ha ocHoBe obpa3sa ¢ ngeHtudgpukatopom 2, dyaet yctaHoneH ob6bem 20 b:

onetemplate instantiate alsel7 --disk 2:size=20480

3.4.6.2. B Be6-uHTepcpence NK CB
YT106bl M3MEeHNTL 06beM ancka, Bbigensiemoro ans BM, npu paseepTbiBaHnM 13 WwabnoHa
B Be6-nHTepdence MK CB Heobxoanumo Ha cTtpaHunue «Co3sgatb BM» B cekumm «[Quckmn» 3agatb

HOBOE 3HayeHue (CM. pucC.

Cospatb BM
Co34aTh KaK NOCTOAHHYHD
KA B KonuuecTRO 3K3eMNNADOR CozfaTh M NOCTARKMTE Ha nayay
new-vm 1
CrywetHan BM ABRTOZANYCK
Brn Bbikn
ALSE171
.
| ASTRALINUX Ll Harpysua = Qncku
MamaTs £% BOACK 0: os-alse171
2 rs 20 re
Ouanveckui CPU 2 WOMCK Tiid-alsel/]
0,25 3704 ME
Puc. 39

3.4.7. KnonmpoBaHue BM

WabnoH unn ak3emnnap BM MOXHO konmpoBaTb B HOBbIM wabnoH BM. 3T1o konua
COXPaHUT BCE U3MEHEHNS, BHECEHHbIE B AMCKM BM nocrne Toro, kak paboTa ak3emnnisipa 6bina
3aBeplleHa. LabnoH sBnseTtcs YacTHbIM 1 ByaeT oTobpaxaTbCsa TONbKO ANd Brnagensua.

CywecTtByeT aBa cnocoba co3gaHmst NMOCTOAHHON YacTHOW Konun BM:

- peanunsoBaTb WAabMNOH B Ka4eCcTBe NOCTOSIHHOIO;

- COXpaHuTb cyLlecTByoWwmn ak3emnndap BM kak wabnoH.

Mpn peanunsauuun wabnoHa B Ka4ecTBe NOCTOSIHHOIO BbINOSIHAETCA €ro peKkypcuBHOE
KNOHMPOBaHWE — CO3AaeTcs YacTHas NOCTOsIHHAsA KOnus Kaxkaoro obpasa gucka.

BHUMAHUWE! SHepro3aBucmble UCKN HE MOTYT ObITb MOCTOSIHHBIMU, NO3TOMY UX CO-
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aepxnmoe bygeT noTepsiHO B criyyae npekpaileHnsa padotel BM. KnoHnpoaHHbIn wabnoH BM
OyoeT cogepxaTtb onpegereHve ansi NycTtoro 3Hepro3aBMCUMOro Aucka.

Mpun coxpaHeHun BM B kayecTBe wWabrioHa BbINOMHAETCHA KNOHMPOBAHUE WMCXOAHOMO
wabnoHa BM ¢ 3ameHO OUCKOB Ha CHUMKMK TeKyLUMX anckoB. Ecnun gna sk3emnngapa BM Bbinon-
HANOCb NnepepacnpegeneHne pecypcos, byoeT ncnonb3oBaTbCA TEKyLAsa NpoOn3BOANTENBHOCTb.
HoBble knoHMpoBaHHbIe 06pa3bl MOXHO AOMNOSTHUTENBHO caenaTtb NOCTOSAHHLIMU, YCTAHOBUB aT-
pubyT —-persistent (cM.[3.2.7). CeTeBble HTEPEiCh (Grok napameTpoB NIC) Takke GyayT
nepesanucaHbl Ha Nory4YeHHble OT ak3emnnapa BM.

BHUMAHMUE! Mepen Tem kak coxpaHnTb BM B kadecTBe noctosiHHoro wabnoHa, aty BM
Heo6X0AMMO BbIKITHOUNTD.

3.4.7.1. B nHtepchence KOMaHOHON CTPOKU

[Ons peanusaumn wabnoHa B kKa4yecTBe NOCTOSAHHOIO B KOMaHAe nHuumnanmsauun BM un3

lwabrnoHa ncnonb3yeTcsl apryMeHT —--persistent.

Mpumepsl:

1. PassepHyTb BM 13 wabnoHa ¢ HaMmeHoBaHneM alsel7 1 Ha ero oCHoBe cOo3aaTb
MOCTOSIHHbIN WAbroOH C HAMMEHOBaHMEM my_vm:

onetemplate instantiate alsel7 --persistent --name my_ wvm

[Mpymep BbIBOAA Nocne BbINONMHEHNA KOMaHAbI:

VM ID: 4

2. [lpocMOTpeTb NepeyeHb MMeroLwmnxcs WwabnoHoB, NpMMep BbiBoAA NOCe BbliNOMHEHUS

KOMaHObl onetemplate list:

ID USER GROUP NAME REGTIME

2 oneadmin brestadm my_vm 07/20 12:21:42
1 brestadm brestadm Copy of alsel7 07/20 10:49:49
0 brestadm Dbrestadm alsel? 07/19 17:49:33

3. lNMpocmoTpeTb nepedeHb nmetowmnxes BM, npumep BbiBoga nocne BbINOSIHEHWUS KOMaH-
Obl onevm list:

ID USER GROUP NAME STAT CPU MEM HOST TIME

4 oneadmin brestadm my_vm runn 0.25 2G oneserver 0d 00hO07

2 oneadmin brestadm alsel7-2 poff 0.25 2G oneserver 0d 01h35

Utobbl coxpaHuTe BM B kauyecTtBe NOCTOAHHOrO LwwabnoHa, HeobBXxoanMMO BbINOSTHUTL
KomaHAay:
onevm save <ugeHTuduraTop/HauMeHOBaHue BM> \
<HauMeHOBaHUe_ HOBoOro_mabiioHa> --persistent

3.4.7.2. B Be6-uHTepcpence MK CB

[Ons peanusauumn wabnoHa B ka4ecTBe NOCTOSIHHOrO, Npu pa3sepTbiBaHu BM 13 aToro

wabnoHa, B Beb-nHTepdence MK CB Heobxoammo Ha cTtpanuue «Co3gate BM» yctaHoBUTE donar
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«Co3paTb Kak NocTosiHHY» (cM. puc. [40).

Cospars BM

| ﬂ Co3gaTe Kak NOCTOAHHYHY |

A BM KonWyecTeo sK3eMnNNapoe [0 CozgaTh M nocTaewTe Ha naysy

new-vm 1

CryketHan BM ApTOZANYCK

Bbikn v Bbikn

ALSE17

[ ASTRALINUX D0 Harpyska = Nvckn

MamaTe B OMCK O: os-alsel?
2 Bl s v 12288

MB ¥

Puc. 40

Ytobbl coxpaHntb BM B kKadecTBe noctosiHHOro wabnoHa, B Be6-uHtepdence MK CB

HeobXxo4MMO BbIMOMHUTL cnepywouine AencTeus:

1) Ha cTpaHuue BbikMoueHHo BM HaxaTb kHonky [CoxpaHuTb Kak] (cMm. puc. 41);

BM 2 ALsE171-2 POWEROFF

=]l To-[c-[--W: ][> [s]

= ] = S =] F179
CeepeHnn PezepeHble konum BM Harpyaka BeszonacHocTe K paHnnLLE CeTk CHUmMkM PazmelieHme
& o [ -
HeicTenA KoHdurypauws LadnoH HypHan
WHdopmaunna MNpaea MonbsoBaune Ynpaeneuue
‘&r Bnageney,
( ASTRALINUX 0
special edition
D 2 Bnapeney
eETETTT ALSE17-2 = Enapeney oneadmin
CoeToRHe Mpynna brestadmins
TekyLues cocToRHKE BM LCM_INIT PesepeHble konun BM

[

=

Puc. 41

2) B OTKpbIBLUEMCSI OKHe «COoXpaHuTb Kak WabnoH» (cM. puc. 42)):
a) 3agaTb HaMMeHOBaHWe HOBOrO LWabroHa,
6) yctaHoBUTb chnar «Caenartb HOBbIN 06pa3 NOCTOAHHbBIMY,

B) HaxaTb KHOMNKy [CoxpaHuTb Kak wabrnoH].
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)aHUTb Kak LLabJsioH

Cox

MmA WwabnoHa

CHenaTh HOBbLIM 0OPE3 NOCTOAHHBIM

Puc. 42

3.4.8. YnpaBneHue nonHomouusamu ana BM

B INK CB peanu3oBaH MexaH13M NofiHoOMo4mi Ha ocHoBe npasun ACL, npegHa3Ha4YeHHbIN
Ans aaMUHUCTpaTopoB. He aBnseTca HapyLleHneM yCrioBuir aKCcnyaTtaumum, korga nosnb3oBaTenb
(nnu paspabotunk) BM MoXeT OTKpbITb AOCTYN K 3k3emnnsapy BM ansa apyrnx nonb3oBaTtenewn,

paspeLumTb UM NnpocMaTpmBaTth U ucnonb3osate BM.

3.4.9. NnaHnpoBaHune fencTBUmn

Monb3oBaTenu MOryT 3annaHnMpoBaTh BbINOMHEHNE OQHOMO UM HECKONMbKMX AencTeuin BM
B ONpeferieHHble aaTy 1 Bpems.

BHUMAHMUE! B anckpeunoHHOM pexnme dyHkumoHmpoBanus NK CB MoxHO 3annaHupo-
BaTb TONMbKO co3gaHue pesepBHon konun BM (backup).

3.4.9.1. B nntepcence KomaHgHOU CTPOKMU

Mcnonb3oBaHne COBMECTHO C KOMaH4amMu onevm apryMeHTa —--schedule no3sonseT

OTNOXMWTb BbINONIHEHWE AENCTBUI A0 ONpeaeneHHOro BpeMEHM.

Mpumepbl:

1. 22 ceHTs6ps (B 00:00) npmnoctaHoBuTb paboty BM ¢ ngeHtndpmkatopom «0»:
onevm suspend 0 --schedule "09/22"

Mpumep BbIBOAA NOCME BbINOMHEHNS KOMaHAbI:

VM 0: suspend scheduled at 2022-09-22 00:00:00 +0300

2. BoccraHoBuTb paboty BM ¢ ngeHtudumkatopom «0» B 14:15 22 ceHTabps:
onevm resume 0 --schedule "09/23 14:15"

lMpymep BbIBOAa Nocne BbINOMHEHUS KOMaHAbI:

VM 0: resume scheduled at 2022-09-23 14:15:00 +0300

3. MpocmoTpeTb uHopmauuo o BM, npumep BbiBOA4a NOcre BbIMNOMHEHUS KOMaHAbI
onevm show O:

VIRTUAL MACHINE 0 INFORMATION

ID : 0

NAME : one-0
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SCHEDULED ACTIONS

ID ACTION ARGS SCHEDULED
0 suspend - 09/20 00:00
1 resume - 09/23 14:15

[na neprvogmnyeckoro BbIMOMHEHNUST AEUCTBMI AONONIHNTENbHO YKa3blBaKOTCA crieayouime
aprymeHTbl:

- weekly (eXeHenenbHO) — yKasblBaeTCs AManasoH AHEN Heaenu, B KOTopble HEOBXO-

OMMO BbINOSTHATL 3anfaHupoBaHHoe aencteus. [lonyctumble 3HadyeHus: [0,6], roe 0 —

BOCKpeceHbe, 6 — cyb00Ta;

- monthly (eXeMecsa4HO) — yKa3blBaeTcs AmanasoH AHeEN Mecsua, B KoTopble Heobxoaum-

MO BbINOMHATL 3anfaHMpoBaHHoe aencTteus. [lonyctumble 3HadeHus: [1,31];

- yearly (eXerogHo) — ykasblBaeTCs Ananas3oH AHEeW roga, B KOTOpble Heo6GXooMmo

BbINOMHATL 3anfaHNpoBaHHOe AencTeus. [jonyctumble 3HadeHus: [0,365];

- hourly (exe4acHo) — yKka3blBaeTCsl AnanasoH YacoB Heaenun, B KOTopble Heobxoanmo

BbIMOSHATL 3annaHnpoBaHHoe aencteus. [lonyctumele 3HadveHus: [0,168] (168 yacos — 1

Heaens).

AprymMeHT end onpeaensieT OKOHYaHWe BbIMOSTHEHUS Nepuognyeckux aencteumn. Moxer
NPUHUMATb 3HAYEHUS:

- UuCIIO — BbINOMHEHME 3annaHMpPOBaHHOIO AEUCTBUS MpeKpaLLaeTcs Nocne ykasaHHOro

KonmMyecTBa NOBTOPEHWUI;

- DaTa — BbIMOSIHEHWE 3annaHMPOBAHHOIO AENCTBUSA NpeKpaLLaeTcs nocne JOCTUXKEHNS

yKasaHHOW aartbl.

Mpumepbl:

1. Mpumepbl kKOMaHA:

onevm suspend 0 --schedule "10/01" --weekly "1,5" --end 5

onevm resume 0 --schedule "10/03 14:15" --weekly "2,6" --end 5
onevm snapshot-create 0 --schedule "10/03" --hourly 5 --end "12/25"
2. anMepBmeﬂaHOCﬂeBbMOﬂHeHMHKOMaHﬂblonevm show O0:

VIRTUAL MACHINE 0 INFORMATION

ID : 0

NAME : one-0
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SCHEDULED ACTIONS

ID ACTION ARGS SCHEDULED REPEAT END

0 suspend - 10/27 00:00

1 resume - 10/28 14:15

2 suspend - 10/01 00:00 Weekly 1,5 After 5 times
3 resume - 10/03 14:15 Weekly 2,6 After 5 times
4 snapshot-create - 10/03 00:00 Each 5 hours On 12/25/22

3aI'IJ'IaHI/IpOBaHHbIe ,El,eIZCTBI/IFI MOXHO yaaJlinTb, NCNOJ1b3yA KOMaHAY:
onevm delete-chart <upenTuduxarTop/HauMeHOBaHUHEe BM> <umeHTHPUKATOP NEeHACTBUI>
Kpome TOro, 3arnjiaHmpoBaHHbIE ,D,GVICTBVIFI MOXHO OTpedaKTunpoBaTb, AJ1d 3TOro NCnosb3y-
€TCA KOMaHaa:
onevm update-chart <upenTuduxarTop/HauMeHOBaHUEe BM> <uneHTHUPUKATOP NEeACTBUS>
MNocne BBOAA KOMaHAbl OTKPOETCA TEKCTOBbIN pedakTop Vim Ang pefgaktupoBaHusa 3annaHupo-

BaHHOro AENCTBUS.

Mpumep
PenaktupoBaHue 3annaHMpoBaHHOINo AenUCTBUA ¢ naeHTtudukatopom «1» gna BM c
naeHTugumkatopom «0»:
onevm update-chart 0 1
Mpumep BbIBOOA NOCHE BbINOSTHEHUS KOMaHAbI:
ACTION="resume"
ID="1"
TIME="1663931700"

MpumeyvyaHue. B napametpe TIME Aata u BpeMsa ykasaHbl B popmarte Unix-BpeMeHu.

3.4.9.2. B Be6-uHTepcpence NK CB

Utobbl 3annaHnpoBaTb BbIMOMHEHME OLHOMO WMNM HECKOoNnbkmx gencteun BM B BeO-
nHtepdemnce MNK CB Heobxoanmo BbINONHUTL Crieayowmne encTBus:

1) B MeHI0 cnesa BblbpaTb NYHKT «Ok3emnnspbl BM — BMy;

2) Ha oTKpbIBLLENCA cTpaHuue «BM» BbibpaTb HeOOXoanMyo BUPTYanbHY0 MaLLVHY;

3) Ha cTpaHuLe BMPTYyasribHOW MallMHbI OTKPbITh BKNaAKy «[encTBuss» 1 HaxaTtb KHOIMKY

[Aob6aBuTb aencreue];

4) Ha OTKpbIBLUENCHA CTpPaHWLIE BHECTU HEODXOAMMbIE HACTPOMKN U HaxaTb KHOMKy [[loba-

BUTB] (cM. puc. 43|
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BM 4 alse17 POWEROFF
(=]cfinlalr]a-Jo-Jc-Je- Q:-]o- s
] =l = S =i il o]

CeeneHmA PesepeHble konui BM Harpyska bezonacHocTh ApaHunuLe CeTb CHUMEN PasmelleHmne DeiicTeua

g . -
Kondurypauma WadnoH HKypHan
ID NeiicTene Bpema MoeTOp OKoH4yaHWe BeinoneHo CoobuweHune n

neRcTEME
HeT pedcTeuR
3annaHWpoRaTh HOBOE fecTBUeE:
backup files [J OTHocuTentHee Bpema
2022-10-27 12:30 a
MoeTopATh AsfcTEME

Puc. 43

3.4.10. JocTtyn Kk paboyemy ctony BM B Be6-untepcpence NK CB
Ecnn BM nopgepxuneaet VNC mnnum Spice n Haxogutcs B coctossHu RUNNING, 1o BO

BKnagke npocmotpa BM oToGpaxkaetcsi ukoHka goctyna k paboyemy crony BM (cm. puc. [44).

BM 4 my_vm 3anywEeHo

CeepeHun

ey

)
HeiicTENA

WHdopmaymna

T
| ASTRALINUX

special adition

HazeaHue
CocToAHre

Tekylles cocToAHKME BM

g
Harpyska

BnoH HKypHan

4

my_vm

AKTUBEH

(a-Jo-Jc-jo-jga-ie-Ju-

EBezonacHocTe XpaHunuwe CeTb

MNpaea
Bnapgeney
Mpynna
Bnapeney
T3 Bnageney
Mpynna

PesepBHble Konun BM

o
CHIMKN

MNonbzoBaHue
O

oneadmin

brestadmins

PazmeweHue

¥YnpaeneHne
O

=

=

Mpun nosieneHnn B 6payaepe firefox naHenu ¢ npegynpexaeHnem Haxatb KHonky [Ha-

Puc. 44

CTpoWku] 1 BbIGpaTh MyHKT PaspemuTs BCHOnEBakomue okHa (CM. puc. [45).
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O Firefox 2abnokpoBan 1 BCNAbIBaKLLES OKHO C A3HHOTO CainTa. Hacrpoiikun

[Eaapemmb BCM/bIBaOLLIME OKHA ANA oneserver.brest.local ]

HameHnTe Hacrpoﬁm 6J'IOKL‘1pOBKI."I BCMMBIBaHLWWMX OKOH...

BM 0 tmp-for-install-os 3any1y || He MokassiBate 370 coobuienme npu 610k1poBKe BCMLIBAIOLMX OKOH

Puc. 45

lMocne 3Toro OTKpPOETCs CTpaHULa C NOAKITOYEHHBIM yaaneHHbIM paboymm ctonom BM

(cMm. puc. [46).
@ CONNECTED [ senacuinionl | € [ 13 ]

#0 - tmp-for-install-os Started on: 16:07:50 20/04/2022 192.168.1.100

ONEPALWMOHHARA
CUCTEMA

NuyeHsus

JLEH3WOHHOE COTNAUEHVE MO WCTIOMb30BAHMI OMEPALIMOHHOM CUCTEMb CMELMANGHOTO HASHAYEHIR ASTRA LINUX SPECIAL EDITION

BHUMAHWE! I'Igou'ru're BHUMATENLHO HWKeU3nokeHHoe JIMIEH3MOHHOE COMNALEHVE, npekpge 4eM yCTaHaBNMBaTk, 3anyckaTk WIW WHeM 0Bpa3oM WCMONb30BaTh
NPOFPAMMHGIA MPOAYKT. Mefoe wcnonkzoeaHne MPOFPAMMHONO MPOAYKTA, B ToM UMCne ero YCTAHOBKA M 2anyck, 03HAUSET COFMace © YCroBUAMA
npueefEHHOro Huwe JIMEH3VOHHOMO COMAWEHIA.

HacToAuee JMUEH2HOHHOE cornaweHue (COMMALEHWE) RENAeTCA WPUOWUECKUM COTNAWEHWEM MeXpy JIMLEH3UATOM (fUSMUECKHM UMM KPHAMUECKUM NULOM,
MMEHYeMbM B fantHeiiueM MON30BATEMEM) U J/MueH3auapoM (0BWecTBOM C OrpaHMYeHHol 0TBeTCTBEHHOCThR «PycElTex-AcTpas, UMeHyeMsM B fankHeidueM
NPABDOBNAOATENEM), koTopoe ABNAETCA npaBoobBnafaTeneM ONepaUMoHHOR cUCTEMEl CNEUMANEHOTO HazHaueHUA «Astra Linux Special Edition» (MPOMPAMMHSIA
MPOLYKT). Npu sakniodennn Mexny MNONBZ0BATENEM u MPABOOENAQATENEM NMUEH3WOHHOMO [OrOBOPA, npeaycMaTpUBanuero nepegaqy npaea MCnofL30BaHAR
NPOFPAMMHOIO MPOOYKTA Ha ycnoBWAX NPoCTOd (HEWCKNIWUMTENEHOM) nuLeHzun, COTTIANEHWE u BCe ero NOMOKEHMA RBMNASTCA HEOTBEMNEMOR UaCTeK
JL|EH3MOHHOrO [0 OBOPA. YcTaHaBNMBanA, 3anyckan WNW WHEM 06pa3oM ncnonb3ys MPOrPAMMHbIA MPCAYKT, NONMB30BATE/ e TeM caMeM cornauaeTcs ©
NoNOKEHUAMM HacToAwero COTNAWEHWR. Ecnu NONb30BATEME He cornaced 6e3oroBOpouUHO NMPUHATE  MOMNOKEHWA HacToAwero COCNAUEHVA, MPABOOBNANATE L
0Tka3eBaeT eMy B npage Ha nwbBoe ucnone3oeadue MPOCPAMMHOMO MPOOYKTA. B 3ToM cnyuyae MOJb30BATEM: He uMeeT npaea ycTaHaBnMBaTk, 3anyckaTk,
KOMWPOBATE MAW WHEM 0BpPazoM UCNONb30BATHE MPOTPAMMHbIA MPOMYKT, a Takke BMpaBe BEpHYTH MPOMPAMMHBIA MPOAYKT OpraHu3aluu, y KoTopod ero
npuoBpen, NP YCNOBHK LENOCTHOCTH (OTCYTCTBUA NPUIHAKOB BCKPLITAR) TOBAPHOW YNaKoBKNH.

1. OBUWE MONCKEHIA

1.1. MPOrPAMMHSIA MPOOYKT oxpaHAeTCcA aBTOPCKMM MPaBoM, MEKLYHEPOLHEMA COrNAWEHMAMA O 3aWnTE MHTennekTyaangﬁ coBCTBEHHOCTH M AeACTEYRLUM
3aKoHDJaTenLCcTBOM Pocculickodl Oefepaluu. OTBETCTBEHHOCTL 3a HapyweHwe npas MPABOOBMAOATEMA Ha MPOMPAMMHbIA MPOOYKT HacTynaeT B COOTBETCTBUM
€ [eficTBYWUHM 3aKOHORaTensCTEOM Poccuiickoil ®egepaumn

1.2 CooTeeTcTBMe MPOCPAMMHOMO MPOOYKTA TpefopaHuAM Be3onacHOCTH MHHOPMALMKM MORTEEPKAIETCA CEPTUdMKaTaM4, 0OPMIEHHLMA COrNacHo TpeBoBaHWAM
ReficTBYKWEr0 3aKoHopaTen=cTea Poccuiickod defepauii

1.3. HactoAwee COMNMALEHVE He npepocTaBnAeT npaso CobCTBEHHOCTH Ha MPOrPAMMHIA MPOOYKT W ero KOMMOHEHTH, @ TONLKO Npago WCMONL30BaHUA
NPOFPAMMHOMO MPOOYKTA W ero KOMNOHEHTOR B COOTEETCTBAM € YEMOBWAMW HacToAuero COMMALEHIR. JeficTeue WacToAwero COMNAWEHA pacnpocTpaHseTca
Ha Bce 3neMedThl MPOMPAMMHOMO MPOLOYKTA kak eguHoro uenoro

14 MpuobpeTeHue HacToswero MPOTPAMMHONO MPOOYKTA -3To npuobpeTeHue NMpag Ha ero WCMONbIOBAHME HA YCMOBUAX MPOCTOR (HEMCKMKUWTEMLHOM)
TMLEH3MH.

15. MPABOOBNAJATEN ponyckaeT NpefocTaBNeHMe NPag WCNonk30BaHuA MPOCPAMMHOMO MPOOYKTA Ge3 3akmuueHWA COOTBETCTBYWUWEro [OTOBOpA, TOMLKOD B
uenax TecTupoeaHua MPOCPAMMHOrO MPOOYKTA Ha U,IJHUF‘! 3BM, T.e. OLUEHKM Ero TEXHMYECKWX XEpakTepucTWK W KauecTB B LUenAx RantHefiuero npuobpeTeHus
MPOrPAMMHOID MPOOYKTA B cnyuae npepocTtasneHus MNOMb30BATENN NMPABOOBNATATENEM npae ucnons3osaddn MPOCPAMMHOO MPOOYKTA & uenfAx
TecTMpoBaHWA Ge3 2akMW4eHMA cOOTBETCTBYWWEro JOT0OBOPA NPasa WENOMEI0BAHWA CUNTANTCA NPEJOCTABNEHHEIMM HAa YCMOBWAX MPOCTOR
(HEUCKMKUUT ENBHOR) NHLEHZMH B CTPOFOM COOTBETCTBMM C HacToAWAM COMNAEHWEM Ha cpok 90 (JeBAHOCTO) KaneHApPHEX JHed. [NA TECTHPOBAHMA Ha
YCNOBUAX, OTNHYHEX 0T OMNUCAHHBX B AEHHOM MUUEHEWOHHOM COTMaleHuW, TpefyeTcA nonydyeHne NUCeMeHHoTo cornackA MPABOOBNALATEM.

&

| cHimok 3KpaHa | [ CnpaBka
Puc. 46

3.4.11. Pe3epBHOe KonnpoBaHMe U BocCcTaHoBIeHMe ak3emnnsapa BM

3.4.11.1. OcobeHHOCTU pe3epBHOro KonmposaHua 3k3emnnsapa BM B K CB

Mpw BbINOSTHEHUN PE3EPBHOIO KOMMPOBAHNSA B aBTOMATUYECKOM PeXMME BbINOSTHATCA
cnegyowime onepawmu:

1) Ha cepBepe ynpasreHnd B KaTamnore /var/tmp/one-dump CO3gaeTcd KaTarnor

<upeHTudUKkaTOp_ BM> <mMeTKa BpPeMeHU>, [[e <MeTKa_BpeMeHN> 3alUCbiBAeTCH B

dopmate UNIX BpemeHun annHon 13 undp (C ykasaHnem MUnnmncekyHa).

MpnumeyvyaHune. Ecnu gna obecneyeHns 0TKa3oyCTOMYMBOCTU cepBepa ynpaBreHns

npuMmeHseTcsa TexHonorna Raft, To Bce npegBaputenbHble onepauumn BbINOMHAKTCA B NO-

KanbHOM KaTtanore /var/tmp/one-dump cepBepa ynpasreHus, BbINOMHAOLWEro (yHK-

uunio nnuaepa;
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2) B KaTanor <uneHTuduraTop BM> <meTKka_ BpeMeHU> KONUPYHTCA 00pasbl AUCKOB
BM, a Takxe chansnbl, onuceiBatome KoHpurypaumo BM:
- bannbl ¢ HaMMeHoBaHMEM BMAa «disk<Homep>», KOTOPblE SABMASAIOTCA KONUSAMU
anckoe BM. Lnudpa nocne npedumkca «disk» COOTBETCTBYET HOMEpPY AUCKA, yKa3aH-
HOMY B LLAGNOHE;
- (paunrnbl C HaMMeHoBaHWeM Buaa «disk<uHomep>.tmpl», B KOTOPbIX YKa3aHbl TUN
N NnpeduKc COOTBETCTBYIOLLErO obpasa Ancka;
- pavnbl ¢ HaMmMeHoBaHWeM Buaa «disk<Homep>.target», B KOTOPbIX yKasaH
naeHTUUKaTop aMynNMpyemMoro ANCKOBOIo YCTPOMCTBA, B Ka4eCTBE KOTOPOro NoaKIio-
YaeTcHa COOTBETCTBYOLWMNN 0bpa3s AucKa;
- pann «boot», B KOTOPOM yKa3aHO HaMMeHoBaHWe obpasa 3arpy304HOro AncKa;
- hann «vm. template», B KOTOPOM yKa3aHbl 3HAYEHUS NapamMeTpoB KOHTEKCTa, Ha-
CTPOWNKM rpacpmnyeckoro noaknodeHns kK BM, s3HayeHns napaMeTpoB BblYUCTIUTENBHbIX
pecypcoB 1 ngeHTudgukaTop ncxogHoro wabnoHa BM;
MpumeyvyaHune. Ecnn cncteMHoe xpaHunuiie NOCTpoeHo Ha 6ase dannoBon TEXHOMO-
MM XpaHeHNs1 ¢ ucrnonb3oBaHnem gpansepoB Shared n Qcow2 nnm Ha 6ase nporpamMHoO-
onpegenseMon TexHornorum xpaHeHus Ceph, 1o pasmep anna «disk<uomep>» Oyaer
onpeaensTbcs pakTuyeckum 06 beMOM AaHHbIX, pa3MeLLeHHbIX B 0bpase gucka BM. Ecnn
CUCTEMHOE XpaHUnuLie NoCTPoeHo Ha 6a3e BrOYHOM TEXHOMOIMN XPaHEHUS C UCMOSb-
3oBaHMemMm LVM, 1o pasmep danna «disk<uomep>» OyQeT COOTBETCTBOBATbL pa3mepy
obpasa aucka BM;
3) Bce BbllLieyKa3aHHble dannsl ynakoBbIBalOTCS B apxvB BMaa
<HauMeHOBaHue BM> <maTa-BpeMmsa>.tar.gz
MpumedvaHwue. [laHHas onepaunsa MOXET 3aHMMaTb NPOOOIHKUTENBHOE BPEMS, OCO-
6eHHO ans obpasos anckos B opmate RAW, T.K. B 9TOM cnyyae HeobxogmMmo yaanuTb
«HyneBble BGNOKM» B npouecce pe3epBHOro KONUPOBaAHUA ANl YMEHbLUEHUsS pa3mepa
obpasa;
4) chopMMpPOBaHHbBIN apXuB NepeMeLLaeTcs B XxpaHunuuie annos, a BCce BbllLeyKkasaH-
Hble dpannbl YHUYTOXAaKTCS.

BHUMAHMUE! Ecnn gna obecnevyeHns 0TKa3oycTOMYMBOCTM cepBepa ynpaBneHus npu-

MeHsieTca TexHonorus Raft, xpanunuwe dannos gomkHO ObITb NOCTPOEHO Ha 6Gase dhannoson

TEXHoNornm xpaHeHus. Mpy 3ToM AoMmKHa Mcrnonb3oBaThes obwas (pacnpeaeneHHas) dannosas

cuctema. Kartanor xpaHunuiia annos AOMKeH ObiTb AOCTYNEH AS BCEX 9K3EMMNIIAPOB cepBepa

ynpaeneHusl.

3.4.11.2. Co3pnaHue pesepBHon konun BM

UTtobbl co3gaTb pesepBHyto konuo BM, Heobxoanmo BbINONHUTL crnegyowme OenCTBUS:
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1) B Beb-mHTEpdence MK CB B MeHto cnesa BbibpaTtb NyHKT «3Qk3emnnapbl BM — BM» 1
Ha OTKpbIBLUENCA cTpaHuue «BM» BbiGpaTb HEOOBX0ANMYIO BUPTYanbHYK MalLWHY;

2) BbIknouYnTb BM, ecnu oHa Gbina BKNIOYEHa;

3) Ha cTpaHuue BblkNtoyeHHOM BM HaxaTb KHOMKy [YnpaBneHue pa3smelwieHnem] v B

OTKPbIBLUEMCSI MEHI0 BbIGpaTh NyHKT «Pe3epBHasi konusi» (cm. puc. [47);

BM & fitp-server POWEROFF
|

Sl
£n

CeepeHun
MepeHectn EM

;i

Wudopmaumn »30BaHMe YnpaBneHue

3annaHnpoBaTh NOBTOPHO

i
| ASTRALINUX O O

special edition

D 2 BOCCTaHOBMTE

=

I PesepEHaA Konua I admin

HazeaHwe ftp-server
COCTOHHMG I Py prestadmins E"‘
Tekyliee cocToAHHE BM LCM_INIT PeaepeHbie konun BM

Puc. 47

4) B OTKpbIBLUEMCSI OKHe «Pe3epBHas konus BM» (cMm. puc. [48)):
a) B none «HasaHue» 3agaTtb HaMMeHOBaHWE PE3EePBHON KOMUM.
BHUMAHME! He gonyckaeTcs ncnosnb3oBaHue OANHAKOBbLIX HAMMEHOBaHUN pe3epB-
HbIX KOnun. Ecnun B xpaHunuuie annosB yxXe MMeEeTCs pe3epBHas KOMnsa ¢ Takum
HanmeHoBaHMeM (B TOM Yucre Ansa apyroro aksemnngpa BM), onepaunsa pesepBHOro
KonnpoBaHusi He ByaeT BbINOSHEHA;
6) BbIOpaTbh XpaHunuiie dannos, B KOTOPOM OyoeT pa3MELLEH apXuB pe3epBHOMN
Konuu;

B) HaxaTb kHOMKy [Pe3epBHas konus].
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Pe3epBHaa konna BM

HaapaHue

provision

Bbi6epuTe XpaHunuLL e

B 6] ~
bl ELISPAMH CNENYIOLLES XPaHHMULLE: @ o
ID v Haseanne Bnapeneu, Ipynna Harpyska Knactep Tun CraTtyc
2 files oneadmin brestadmins 27.8GB/61.8GB (45%) () FILE ON
—
10 ¥ MokazaHbl snemenTbicinckac 1nolwa 1 1

Puc. 48

3.4.11.3. OTobpaxeHne pe3epBHbIX KonNun aksemnnsapa BM
[na otobpaxeHus cyecTByOLWNX pe3epBHbIX konuii BM HeobxoamMmo Ha cTpaHuue 3ToK

BUPTYyanbHOW MaLLWHbI OTKPbITb BKNaaky «PesepBHble konuu BM» (cm. puc. [49).

BM & ftp-server POWEROFF
8 00m o -] o
o = =] & = & o
CeeneHun PesepeHbie konnu BM Harpyska BezonacHocTe A PEHUNNLLE CeTb CHmMEN
& b b .

PazsmeleHne DNeincTena KoHdwurypaumus LaGnoH HypHan
ID v Haseanue Pasmep Xpannnuwe Bpemsa perncrtpauun CraTtyc
10 another-backup 22GB files 16:11:53 27/07/2023 [OTORO
g provision 2.2GB files 12:06:28 27/07/2023 [OTOBO
10 v lMokazabl anemeHToicnnckac L noZ us 2 1

Puc. 49

[lna npocmoTpa nonHon nHdgopmMaumm o pesepsHon konun BM Heobxoammo HaxaTb Ha

COOTBETCTBYIOLLYIO CCbIfIKy B nosie «HassaHuey. [locne aTtoro otkpoeTcs cTpaHuua «PesepBHas

konusi» (cm. puc. 50).
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Pe3epBHaﬂ KOMNMA & provision

CeepieHns
Wudopmaumua MNpaea Monb3oeaHne YnpaeneHwe AAMHHHUCTPHpPOBaHHE
ID 8 Bnapeney O
HazeaHue provision = Mpynna O O O
XpaHunuie files Bce O O O

OCTanbHble
Bpema permctpaumn 12:06:28 27/07/2023

Bnapene
Tun BACKUP . .

. . Brnageney oneadmin =

Tun dhainoeoi cucTemel

M brestadmins =
Paswmep T pynna restadmir
CocToAHKe FOTOBO
B ftp-server
Paamep nocne pacnakoBKK 6.2GB
ATpubyThI

=
Pwuc. 50

3.4.11.4. Oto6paxeHune Bcex pesepBHbIX konun, umerowmxcs B MK CB

[ns oToOpaxeHus Bcex CyLLECTBYHOLMX pe3epBHbIX konuri BM Heobxoammo B BeO-
nHtepdence MK CB B MeHio cneBa BblbpaTb NyHKT «XpaHunuwie — PesepBHble konun BM».
Ha oTkpbiBLencs cTpaHuue «PesepBHble konun BM» ByaeTt otobpaxkeHa Tabnuua pesepBHbIX
konuin BM (cMm. puc.

PesepeHbie konuu BM
2| T
O ID , HaseaHnue Bnapeneu, Ipynna XpaHunuwe Pasmep Tun Cratyc
O 10 another-backup oneadmin brestadmins files 22GE BACKUP [OTOBO
a 8 provision oneadmin brestadmins files 22GE BACKUP [OTOBO
10 ¥ [NokazaHbl snemeHTblcnvckac lnoZ2 va 2 1
2 BcEro
Puc. 51

[ns npocmoTpa nonHon mHdgopmauum o pesepsHon konun BM Heobxoaumo HaxaTtb

Ha COOTBETCTBYHOLLYI CTPOKY Tabnuubl. [Mocrne 3Toro oTKpoeTcsi cTpaHuua «PesepBHas konus»
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(cm. puc. [50).
3.4.11.5. BocctaHoBneHne BM u3 pesepBHOM KOnNuun
[nsa BocctaHoBneHna BM n3 pesepBHON KOnMMm HEOBXO4MMO BbIMOMHUTL Crieayrolime
JencTBus:
1) B Beb-nHTEpdence NK CB B meHIo cneBa BbIbpaTb NYHKT «XpaHunuiie — Pe3epBHble
konun BM» 1 Ha OTKpbIBLLENCS cTpaHuue «Pe3epBHble kKo BM» BbibpaTb Heobxoammyto
pPEe3epBHYIO KOMNWIO;
2) Ha cTpaHuue «Pe3sepBHasa Konuay HaxaTb KHOMKY [BoccTaHOBUTD];
3) B oTKpbIBLUEMCS OKHE «BoccTaHoBneHWe pesepBHOM konumy» (cM. puc. [52)):
a) B none «/ms BoccTaHaBNMBaEMOW MalMHbl» 3a4aTb HaMMeHoBaHue BM,;
0) BbIOpaTb CUCTEMHOE XpaHUnuLLE, B KOTOpPOM OyayT pasmelleHa BM,;

B) HaxaTb kHOMKy [BoccTtaHOBUTB].

A BoccTaHoRNNBEEMON MaLIWHB]

ftp-server

Bbi6epuTe XpaHnunuuLe

Bbl BbISpani creaytoLee XpaHunwg:

Q

D HaseaHne Bnapeney, Ipynna Harpyska Knactep Tun CraTtyc
101  file-ds_images brestadmin brestadmins 30GE/61.8GB (49%) IMAGE ON
0 MAGE On

1 default oneadmin brestadmins 30GE/618GE (19%)

10 MNokazaHbl aneMeHTolcnckac 1 no 2 ua 2 1

Puc. 52

4) B Beb-mHTEpderce B MeHI0 crieBa BblbpaTb NyHKT «JQk3emnnspbl BM — BM» u po-
Xaartbcd noka B none «Cratyc» ans BocctaHoBneHHon BM 3HayeHne Uuunmanusanus
HE N3MEHMUTCS Ha BHKJIIOUEHO mnu 3AIMNYIIEHO, B 3aBUCUMOCTU OT HacTpoek BM. [1nga

0OHOBMEHMS 3HAYEHUS CTaTyca MOXHO BOCMONb30BaTbCA KHOMKOM [OGHOBUTL].
3.5. Nonb3oBaTenbckue ceTn

3.5.1. Obwwme cBepgeHus

Monb3oBaTenbckaa ceTb — 3TO NOACETb CYLLECTBYIOLEN BUPTYyarbHOW CeTu, npegHa-
3Ha4YeHHasa ONs1 MCMONb30BaHUSA KOHKPETHLIM Nonb3oBaTenem (rpynnor nonb3oBartenen). Ans
cO30aHuNs NoNb30BaTeNbCKOM CETU UCMONb3yeTcs onepauuns pesepenpoBaHus IP-agpecoB agpec-

HOro NPOCTPaHCTBa (Anana3oHa agpecoB) BUPTYyaribHOW CETW.
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MpumeyaHue. Ins nonb3oBaTens (rpynnbl Nonb3oBaTenei) B OTHOLEHUM BUPTYyarb-
HOW CETU, B aApEeCHOM NPOCTPaAHCTBE KOTOPOW MiaHMpyeTcsi co3aaThb NoNb30BaTENbCKYH CETb,

agMmuHuctpatopom K CB gomkHbl 6bITb ycTaHOBMNEHbI nosiHoMouns Tuna USE (npumeHeHwne).

3.5.2. YnpaBneHMe nonb30BaTeNIbCKUMU CeTAMM B UHTepdence KOMaHOHOM
CTPOKMU

3.5.2.1. Co3zpgaHue nonb3oBaTeNIbCKOU CeTU

[ns cosgaHusa nonb3oBaTesribCkoM CETU UCMONb3YeTCs KoMaHaa:
onevnet reserve <BUpPTyaJibHaAs_CeTb> -n <IOJIb30OBAaTEJIbCKAas_CeThb> -s <pa3Mmep>
roe:

- <BUpTyaJbHas_CeTb> — HaMMEeHOBaHWE UNU MOEHTUGMKATOP BUPTyanbHOWM CETH,

afpecHOe NpOCTPaHCTBO KOTOPON HEOBXOAUMO MCMONb30BaTb;

- <moNb30BaTeNbCKasi_CeTb> — HauMeHOBaHWe co3fqaBaeMoK Monb30BaTeNbCKON ce-

™;

- <pasmep> — KonunyecTtBo |IP-agpecoB agpecHoOro npocTpaHcTBa BUPTYyaribHOW CETU,

KOTOpoe HeobXxoanmo 3ape3epBUpoBaThb AN NONb30BaTENbCKOW CETU.
lMonb3oBaTenbckas ceTb 0TOOPaA3nTCS B NepeyHe BUpPTYyasbHbIX ceTen, JOCTYMHbIX NOfb30BaTento
(rpynne nonb3oBaTenen).

Kpome TOro, npm cosgaHnm nonb30BaTENbCKOM CETU MOXHO yKasaTb AuanasoH agpe-
coB (Address Ranges — AR), B koTopoMm Heobxoammo 3apesepBupoBaTth |IP-agpeca. [Ans atoro
NCNonb3yeTcs apryMeHT KoMaHabl —a <upeHTudukaTop AR>.

Takke npu cosgaHMn NOSb30BaTENbCKOM CETU MOXHO YKa3aTb HavarnbHbIn IP-agpec. Ons

3TOro UCMONb3yeTcsl apryMeHT KOMaHabl -1 <HauasnbHHEN _IP-agpec>.

Mpumep

1) npocmoTpeTb NepedeHb OOCTYMHbIX BUPTyanbHbIX ceTen. [Npumep BbiBoga nocre
BbIMONMHEHUA KOMaHObl onevnet list:

ID USER GROUP NAME CLUSTERS BRIDGE LEASES

1 brestadm brestadm Private 0 onebrl 10

2) NpoCMOTpEeTb NepeyeHb AOCTYMHbIX AMana3oHOB aapecoB BUpTyanbHon cetu Private.
anMepBbBOﬂaHOCﬂeBbMOHHeHMﬂKOMaHﬂblonevnet show Private:

ADDRESS RANGE POOL

AR O

SIZE : 51

LEASES : 0

RANGE FIRST LAST

MAC 02:00:0a:00:00:96 02:00:0a:00:00:c8
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IP 10.0.0.150 10.0.0.200
AR 1

SIZE : 20

LEASES : 0

RANGE FIRST LAST
MAC 02:00:0a:00:00:c8 02:00:0a:00:00:db
IP 10.0.0.200 10.0.0.219

3) cospaTb nonb3oBaTternbCky ceTb ¢ HammeHoBaHnem MyVNET, B kotopon 6yget 10
IP-agpecoB, 3ape3epBMPOBaHHbIX U3 aapecHOro NPOCTPaHCTBa C UOAEHTUMUKATOPOM «1»
BMpTYyanbHon cetu Private, npu atom nepsbin IP-agpec 6yaet nmets 3HaveHne 10.0.0.210:
onevnet reserve Private -n MyVNET -s 10 -a 1 -i 10.0.0.210

Mpumep BbIBOAA NOcne BbINOMHEHUS KOMaHAbI:

Reservation VNET ID: 8

4) npocMmoTpeTb NepeYveHb BUpTyanbHbIX ceTen. [Mpumep BbiBo4a Nocre BbIMNOMHEHUS

KOMaHObl onevnet list:

ID USER GROUP NAME CLUSTERS BRIDGE LEASES
8 Dbrestadm brestadm MyVNET 0 onebrl 0
1 Dbrestadm brestadm Private O onebrl 10

B npeactaBneHHOM npumepe oTmedeHo, Yto 10 IP-agpecoB agpecHoOro NpocTpaHcTBa

BUpTyanbHon cetu Private 3ape3epBupoBaHo (napameTp LEASES).

3.5.2.2. NMopsapok ucnonb3oBaHUA NONb30BaTeIbCKON CETU

NopssiaoK UCcnonb3oBaHUS NOMb30BaTENLCKOW CETU TaKOM Xe, Kak 1 NMpu NCnosib30BaHnn
BUPTYanbLHOW CETM.

[ns nogkntoveHns BM k ceTn gocTaToudHO yKasaTb HasBaHue UNu naeHTUguKaTop CeTU B

wabnoHe BM (6nok napameTtpoB NIC).

Mpumepsl:

1. Onsa onpeneneHna BM c ceTteBbIM nHTEpdencom, nogknodeHHsIM K cetn MyVNET,
no6aBnTb B LWABMOH CTPOKY:

NIC = [ NETWORK = "MyVNET" ]

2. Mpwn ncnonb3oBaHnn naeHtTudmkatopa cetn 4ob6aBnTb B LLIAGNOH CTPOKY:

NIC = [ NETWORK_ID = 8]

BM Takke nonyuut cBoGOAHLIN agpec u3 noboro agpecHoro anana3oHa cetn. Bo3aMoxHo

3arpocuTb onpep,eneHan‘/'l agpec, ykasaB napameTpbl IP nunm MAC B broke napameTpoB NIC.

Mpumep
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Mogkntounte BM k cetn MyVNET ¢ npucsoenuem en IP-agpeca 10.0.0.213:
NIC = [
NETWORK = "MyVNET",
IP = 10.0.0.213
]

3.5.2.3. YaaneHune nonb3oBaTenbCKOWN CETU

[ns yaaneHusi nonb3oBaTenbCKOM CETU UCMONb3YEeTCA KOMaHaa:
onevnet delete <upeHTHUdUKATOP/HAUMEHOBAHUE CETH>
lMocne yaaneHns nonb3oBaTeNbCKOM CeTn 3ape3epBupoBaHHble |IP-agpeca 6yayT aBTomaTu4ecku
pa3brokupoBaHbl U AOCTYMNHbI 45151 UCMOSb30BaHUS.

3.5.2.4. CHaTue pesepBupoBaHus IP-agpecoB nonb3oBaTefIbCKON CETU

[na cHaTua pesepsupoBaHus IP-agpecos 6e3 yganeHus nonb3oBaTenbCKon CeTU UCMNOMb-
3yeTcs KomaHaa:
onevnet free <upmenTuduraToOp/HaUMEeHOBaHUE ceTu> <ugeHTUuraTop AR>
Ecnu B nonb3oBaTenbCkyo ceTb He Obin1 Ao6aBneH 4ONoONHUTENbHbIM AnanasoH agpecosB (AR), To
Heob6xoaMMOo yKasbiBaTb MAEHTUAUKATOP Anana3oHa agpecos, KOTOPbIN YCTaHOBMEH MO yMon4ya-
HUIO U UMeeT 3HadyeHne «0».

BHUMAHMUE! B pesynbtaTte BbINOMHEHNA KOMaHObl onevnet free OyaeTt yganeH yka-
3aHHbIN AnanasoH agpecos. [Ana aobaBneHna ananasoHa agpecos Nosib3oBaTtesib A0MKeH 06-
nagatb nosiHomounamn tuna ADMIN (agMUHUCTpUpoOBaHME) B OTHOLLEHMN MOb30BaTENbCKON
ceTu.

MpnmevaHune. Ecnu B nonb3oBaTenbCKoM CETU ANs Kakoro-nnbo agpeca 6bin ycTaHOB-
NeH 3anpeT Ha ucnosnb3oBaHne (KoMaHaon onevnet hold), TO nepen CHATUEM pe3epBUPOBaHMUS

[vanasoHa aapecoB HeobxoanMo pas3brokMpoBaTh 3TM adpeca KOMaHaon onevnet release.

3.5.3. YnpaBneHue nonb3oBaTtenbCKMMuU cetamm B Beb6-uHTepdence MK CB

3.5.3.1. Co3paHue nonb3oBaTeNibCKON CETU

[nsa co3gaHunsa nonb3oBaTenbckon cetn B Beb-nHTepdence MK CB Heobxoanmo BbINos-

HUTb cnegylowmne 4eNCTBUS:

1) B MeHI0 cnesa BblbpaTb NYHKT MeHto «CeTb — BUpT.CETU» 1 Ha OTKPbIBLUEWCS CTpaHuLE

«BupTt.ceTn» BbibpaTh ceTb, agpecHoe NPOCTPAHCTBO KOTOPON HEOBXOAMMO MCMONb30BaTh;

2) Ha OTKPbIBLLENCA CTpaHMLE BUPTYanbHOW CETU HaXaTb KHOMKY [+], a 3aTemM B OTKpbIB-

LLIEMCSI MEHIO BblIOpaTb NYHKT «3ape3epBUpPOBaHOY;

3) Ha oTKpblBLUENCSA cTpaHuLe «Pe3epBupoBaHue n3 BuptyanbHoit cetu» (cMm. puc. [53)):
a) ykasaTb KonumyecTtBo |P-agpecoB agpecHOro npocTpaHCTBa BUPTYasibHOM CETH,
KOTopoe HeobXxoanmo 3ape3epBUpoBaThb 4SS NOSb30BaTENbCKOW CETU;

0) 3apaTb HaMMeHoBaHWE CO34aBaEMON NMOsb30BaATENbLCKON CETY;
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B) HaxkaTb KHOMKy [3ape3epBUpPOBaHO];

Pe3epBMpoBaHMe 13 BUpTyanbHOM ceTu

KonnyecTeo a4pecos
10
[o6aBHTL HOBYIO BHPTYanbHylo ceTs (O [oGaBHTL K CYLUECTEYHO LMY Pe3epRHPOREHIIO

WmMA BUPTYanbHoOR ceTh

MyVNET

#» PaclIMpPEHHbIe HAaCT PO AKK

Ebl moeTe BblﬁpaTb afpeca U2 ONpedeneHHoro quanasoHa aipecoe

Ebl BoIBpany cnenytowmi JnanascH Anpecoe: 8
[uanasoH ajpecoe » THR Hauano OKOHYaHHe BbieneHHble appeca
1 P4 IP: 10.0.0.200 IP: 10.00.219 0/20
MAC: 02:00:02:00:00:c8 MAC: 02:00:02:00:00:db
0 P4 IP: 10.0.0.150 IP: 10.0.0.200 0/51
JMAC: 02:00:0a:00:00:96 JMAC: 02:00:0a:00:00:c8
10 v MokazaHol anemedTbl cnwckac 1 no 2 3 2 i

Mepebii agpec

10.0.0.170

Puc. 53

4) Kpome TOro, B cekuum «PacwmpeHHble HacTponKkny (CM. puUcC. AOMONHNUTENbBHO
MOXHO yKasaTb:
- AnanasoH agpecoB BUPTYyarnbHOW CETU, B KOTOPOM HEOBX0OAMMO 3ape3epBnpoBaTh
IP-agpeca;
- HayanbHbIN |IP-agpec.
3.5.3.2. NMopsapok ucnonb3oBaHUA NONb30BaTEeNIbCKON CeTH
Mopsagok ncnonb30BaHUS MONb30BaTENLCKOW CETU TAKOW XKe, Kak U Npu NCNofb3oBaHMN
BUPTYyaribHOW CETW.
[nsa nogkntoyeHusi cosgaBaeMbix ak3emnnsspoB BM k cetu B BebG-nHTepderice MK CB

AOCTaToO4HO BbIGpaTh HeoGXoAMMYto ceTb B LwabnoHe BM (Bknagka «Cetb») — cM. puc. [54]
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MamennTb wabnon BM 1 astrase
MacTep HacTpoiiku PaclmpeHHeli
O6wwe XpaHununie Cetb OCwUn Beon/Brieon NercTEnA KoHTekeT Ipynna BM MeTkm
Cereeoil Tun nuTepdeiica Bbi6op ceTH
nHTepdeiic 0 —pdl p—
Annac ABTOMAETHYECKMI BbIGOD
RDP nogKnw4yeHHe SSH nogkno4yeHue
AKTHEMPORETH AKTHEMPORATD
Bbl BLIBpany cnegytoLyko ceTo: VA= E c
ID HaszpaHne Bnageney  [pynna PesepeupoBaHmne Knactep  BblgeneHHble
M agpeca
9 MyVNET brestuser brestusers  [a 0 0/20
1 Private brestadminl  brestadmins HeT 0 0/71

Puc. 54

BM nonyuut cBobogHbIN agpec 13 noboro agpecHoro gnanasoHa CeTwu.
Mpn co3pganum ak3emnnsapa BM B Be6-untepdence MK CB B cekunn «CeTb» BO3MOXHO

3afatb onpeaerneHHblii IP-agpec (cm. puc. [55).
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A PP Cetb
A Wutepdeinc MyVNET [x]
Tun uHTepdeiica Bei6op ceTu
Anwac ABTOMETHUECKNI BbIBOP
RDP nogknw4yeHue SSH nogKno4eHue
AKTUEWPOBETD AKTUEWPOBETD
~a
L=
ID , HaseaHue Bnapeneu, Ipynna PeszepeupoBaHHe KnacTtep BbigeneHHble agpeca
10 ¥ [okazaHe! anemeHTelcnmcka c 1 no 3 wa 3 1
MpuHyauTENEHBIA [Pyvd:
10.0.0.213

Puc. 55

3.5.3.3. lobaBneHue IP-appecoB B NoNb30BaTeNbCKYK CeTb

[na pobaeneHus IP-agpecoB B Nonb30oBaTeNbCKy0 CeTb HEOOXOAMMO BbINOMHUTL Creay-

loLne OencTens:

1) B Beb-mHTepcperice MK CB B MeHIo crieBa BblopaTh NyHKT MeHo «CeTb — BupT.cetn» u

Ha OTKpbIBLUENCS cTpaHuLe «BupT.ceTu» BbibpaTh CeTb, agpecHOe NPOCTPaHCTBO KOTOPOW

6b1N0 MCNONb30BaHO NPW CO30aHUN NOSIb30BATENBCKOW CETU;

2) Ha OTKPbIBLLEMNCHA CTpaHuLE BUPTYanbHOM CETU HaXaTb KHOMKY [+], a 3aTeM B OTKpbIB-

LLIEMCSI MEHI0 BblOpaTb NYHKT «3ape3epBUpoBaHOY;

3) Ha oTKpbIBLLENCS CTpaHuLe «Pe3epBupoBaHue 13 BupTtyanbHoi cetu» (cMm. puc. [56)):
a) ykasatb KonundectBo |IP-agpecoB agpecHoOro npocTpaHcTBa BUPTYanbHOM CETH,
KOTOpoe HeobxoaMMo 3ape3epBnpoBaTh AN NoNb30BaTENbCKON CETU;

6) yctaHoBUTb hnar «[ob6aBnTb K CyLLECTBYIOLEMY Pe3epBUPOBAHMUION;
B) BbiOpaTb MMEIOLLYIOCS NOSb30BaTENbCKY CETb;

r) HaxaTb KHOMNKY [3ape3epBUpPOBaHO];
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|: T‘:nf_.l .-'BL’H.-"-(_)B aHne 13 EJ L’H.-‘T}- aJIbHOW CeTKu
KonuuyecTeo afpecoe
7
JoGEENTD HOBYHD BUPTYANbBHYHO CETh JoGaBNTh K CYLLECTEYHOLLEMY PE3epEHPORaHIH
Bbl BRIGPENN CNEQyHOLYIO CeTh 3
ID , Haseaune Bnageneu, Tpynna Peszepeupoeanue Knactep BelgeneHHele agpeca
9 MyVNET brestuser brestusers Ha 0 0/20
10 v [okazaHbl sNemeHTblcnucka c 1 no 1wz 1 i
A Par WP EeHHBIe HACTPOWKK
Ebl moxeTe Bb\épaTb ajpeca Wz onpejenedHoro nanazoHa aipecoe
Bbl BbIGpANM CReqyrolmii Jd1ana3oH ALpecoe: 3
OuanazoH agpecoe v THR Hauvano OKOHYaHHe BuigeneHnsle agpeca
1 P4 IP: 10.0.0.200 IP: 10.0.0.219 0/ 20
MAC: 02:00:0a:00:00:c8 MAC: 02:00:0a:00:00:db
0 P4 IP: 10.0.0.150 IP: 10.0.0.200 0/51
MAC: 02:00:02:00:00:96 MAC: 02:00:0a:00:00:c8
10 + MMokazaHel sNemeHTbl cnucka ¢ 1 no 2 ua 2 i
Mepebiit agpec
10.0.0.160
Puc. 56

4) Kpome TOro, B cekuumn «PaclumpeHHble HacCTPOWKM» (CM. puc. [56]) 4ONONHUTENBHO

MOXHO yKa3aTb:
- QManasoH agpecoB BUPTyasnbHOWM CETU, B KOTOPOM HEOBXOAMMO 3ape3epBUpPOBaTh
IP-agpeca;

- Ha4vanbHbIn |IP-agpec.
3.5.3.4. CHATMe pe3sepBupoBaHusa IP-agpecoB nonb3oBaTeNibCKON CeTU

BHUMAHMWE! [1ns cHaTma pesepeupoBaHus IP-agpecoB nonb3oBaTtens JomKeH obnaaaTb

nonHomouunamu Tuna ADMIN (agMnHUCTpUpoBaHUE) B OTHOLLIEHMM MOMNb30BaTENbLCKON CETH.
[ns cHaTusa pesepBupoBaHus |IP-agpecoB B NOnb30BaTENbCKOM CETU HEOBXOAMMO BbIMNOJ-

HUTb cnegylowmne 4enNCTBUS:
1) B Beb-mHTeppence NK CB B MeHIo crieBa BblbpaTb NyHKT MeHo «CeTb — BupT.cetu» u
Ha OTKpbIBLUENCS CTpaHuue «BupT.cetn» BblbpaTb NOMb30BaTENLCKYIO CETh;
2) Ha OTKpPbIBLLENCA CTPaHMLE NOSb30BATENLCKOM CETU OTKPbIThL BKIAAKy «Agpeca;

3) Bo Bknagke «Agpeca» (cM. puc. [57):
a) BblbpaTb Anana3oH agpecos, |IP-agpeca koToporo HeobxoaMmo pa3dnokMpoBaThb;

0) HaxaTtb kHonky [YaanuTtb];



86
PAOLIM.10001-02 93 01

BupTyaanaﬂ CeTb 9 MyVNET
i — = _ LV _ %

BefeHK Appeca NeHHbIE afpeca EesonacHocT BupT. maplupyth

(o o [ |
OuanasoH agpecoB v Tun Havano IPvé npedmkc BoigeneHHble agpeca
1 P4 10.0.0.160 = 0r7
] IP4 10.0.0.200 - 0/20
10 v [MokazaHbl 3nemedTel civcka o 1 no 2 ws 2 1

Puc. 57

4) B oTKpbiBLUEMCS OKHe «[loaTBepanTby» HaxaTb kHorky [OK] (cm. puc. [B8)).

[ToaTBEPANTD

E}“,D,\,"T YaaneHsl BCe afpeca B 3TOM Mana3oHe

[ Force remove?

XOTWTE NPOOoN#MTE?

Puc. 58

3.5.3.5. YoaneHue nonb3oBaTeNiIbCKOU CeTU

[ns yaaneHus nonb3oBaTenbCKOM CETU HEOOXOAMMO BbINONHUTL Crieayowme OeNCTBUS:
1) B Beb6-mHTepdperice MK CB B MeHIo crieBa BbiGpaTb NyHKT MeH «CeTb — BupT.cetn» un
Ha OTKpbIBLUENCS CTpaHuLle «BupT.ceTn» BblbpaTb NONb30BaTENbCKYIO CETh;

2) Ha OTKpbIBLLENCA CTpaHMLE NOSb30BATENbLCKON CETU HaXxaTb KHOMKY [YAaanuTb];

3) B OTKpbIBLUEMCS OKHE «[loaTBepAnTb» HaxaTb kHonky [OK] (cm. puc. 59).
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HeoGuoaMMo NORTEEPANTE JEHHYH ONep auuH

¥OTMTE NPOSOMHHTE !

Puc. 59

Mocne yoaneHusa nonb30BaTeNbCKON CETU 3ape3epBrpoBaHHble IP-agpeca 6yayT aBToma-

TMYeCcKn pas3briokMpoBaHbl U OOCTYMNHbI ANA UCMONb30BaHUS.
3.6. [lononHuTenbHas HacTpoMkKa BUPTYyanbHOW MalUUHbI

3.6.1. KoHTekcTyanusauusa

B MK CB npumeHsieTca KOHTeKCTyanuaaums ans otnpaskm MHgopmaumm Ha BM Bo Bpems
3arpy3ku. OCHOBHas 3agava MeToga — nepegada HacTpOeK CEeTU U YYETHbIX AaHHbIX Ha BM ans
ee HacTporku. bonee cnoxHaga 3agaya — nepegadya MHOMBUAYarbHbIX CLLEHaPUEB NS 3arpy3ku
BM.

BHUMAHMUE! Ecnun B kayectBe OC BupTyanbHon MawwunHbl ncnonbsyetca OC CH, o s OC
aton BM posmkeH BbITb YCTAHOBMEH NakeT one-context, KOTOPbIN pasMeLLeH B pacLlUMPEHHOM
penosutopun OC CH.

B wabnoHe BM npeaycmotpeH pasgen CONTEXT, rge MoxHO 3agatb Heobxoaumble

napameTpbl KOHUrypauum.

Mpumep
Pasgen CONTEXT wabnoHa BM
CONTEXT = [
NETWORK = "YES",
SSH_PUBLIC_KEY = "$USER[SSH_PUBLIC_KEY]",
START SCRIPT = "sudo apt install -y ntpdate"
1

B naHHOM npumepe 3agatoTcs crnegyowme HacTponkn BM:

- BKIOYEHbI ceTeBble HacTpounkn BM;

- noakntoveHne K BM ¢ ncnonb3oBaHMeM ssh ¢ nonb3oBaTenbCKUM 3HAYEHNEM NEPEMEH-
HOM SSH_PUBLIC_KEY;

- 3anyck kKomaHgbl sudo apt install -y ntpdate npu 3arpyske BM.
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3.6.2. ABTomaTtnyeckun Beog BM B oomMeH 4yepe3 MexaHM3M KOHTEKCTa
MexaHn3m KOHTEeKCTa no3BondeT HacTpouTb WwabnoH BM Takum obpasom, 4tobbl npu
passopadnBaHum BM n3 wabnoHa, ata BM 6yget aBTomaTUyecku BKIKOYEHa B CYLLECTBYOLWMNI
pomeH FreelPA/ALD. Ons aToro HeobxoamMmo:
1) cosgatb 6a3oByto BM, Ha ocHoBe KOTOpoW ByaeT NOAroTOBMEH LWAGMNOH;
2) B 6azoBon BM BbINONMHUTL cregyowmne waru:
a) yctaHosutb OC CH,;
6) ycTaHOBUTb NakeT one-context;
B) BblkntounTb 6a3oByto BM coxpaHuTb ee kak NocTosiHHbIN WwabrnoH (cm. [3.4.7);
3) B Beb-nHTEepdpence MNK CB gnga cosgaHHoro wabnoHa BbIMOMHUTL cregyowme waru:
a) Ha cTpaHuue wabnoHa HaxaTb KHoMKy [OGHOBUTL],
0) Ha cTpaHuue «N3meHuTb WwabnoH BM» Bo Bknagke « KOHTEKCT» B CEeKUMM Omnuuu
FreeIPA/ALD (cM. puc. yKasaTb napamMeTpbl KOHTporfepa JOMeHa:
- nepekntoyatenb «KoHTponep gomMeHa» npegHasHavyeH ansa Bolbopa Tuna
nomeHa (FreelPA/ALD),
- B none «JomeHHoe nvs (REALM)» — ykasbiBaeTca HaMMeHOBaHNE AOMEHaA,
- B none «lonHoe gomeHHoe ums cepeepa (FQDN)» — ykasbiBaeTca nonHoe
AOMEHHOe uMsa KoHTponnepa gomeHa FreelPA/ALD,
- B none «IP agpec cepBepa» — ykasbiBaetcs |IP-agpec KoHTponnepa oMeHa
FreelPA/ALD,
- B none «J1ormH agmMuHMUcTpaTopa» — ykasblBaeTcsl UMs agMuUHUCTpaTopa
pomeHa FreelPA/ALD,
- B none «[lMaponb agMMHMCTpaTopa» — yKasblBaeTCs Naposib agMUHUCTPATO-
pa gomeHa FreelPA/ALD,
- B norne «YctaHoBUTb Npeukc ans nmedn BM» onunmoHanbHO MOXHO yka-
3aTb npedukc, kotopbin byaet obaenaTbesa K MMeHn (hostname) cosnasae-
mon BM;
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MameHnTb WabnoH BM o aLse1r

MacTep HacTpoiiku

s

]
KoHTekecT

I0
m
C
1

"
L 4
(]

KoHTponnep AomeHa

He Mcnonb3ceaTh FrealPA ALD

OoneHHos una (REALM)

brest.local

MonHee foMeHHCe MMA cepeepa (FODN)
Onuuu
FreelPA/ALD dc.brest.local

IP anpec cepeepa

172.16.1.10

TNoruH SAMWHWCTpETORA

testuser

Maponk agMAHUCTPaTopa

serRERRRY

MokazaTto naponb

alse

Puc. 60

MpnmeyvaHwune. lNo ymonyanuo cozgasaemon BM Byget npucBoeHo nmsi Buga «one-
ID_VM» (Hanpumep, «one-0.brest.local»). lNMNocne gobaesneHusa npedukca «PREFIX_-
NAME» cospgaBaemon BM 6yaet npucsoeHo nms snga «PREFIX_NAME-one-ID_VM»
(Hanpumep, «alse-one-0.brest.local»).

B) Ha cTpaHuue «MN3meHuTb wabnoH BM» HaxaTb kHonky [O6HOBUTL].

3.7. YpaneHHoe nopakntwoyeHne USB-yctpoucte Kk BM no npotokonam
VNC/SPICE/RDP

B coctaB aguctpubytmea K CB  BxoguT  rpaduyeckoe  npuroxeHue
brest-usb-redirect, no3BondwLlee MNOMbL3OBATENIO MepeHanpaBnUTb MOAKMIOYEHHbIE
USB-ycTponctBa Ha BupTyaribHble MawuHbl B paMkax gomMmeHa FreelPA no npotokonam VNC,
SPICE vnu RDP.

Ona Toro 4toObl ob6ecneunTb BO3MOXHOCTb MepeHanpaBuTb NOoAKMYeHHble USB-

ycTponctBa Ha BM, Heo6xoaumMo BbINOMHUTL cnegyowmne 4encTBus:
1) Ha cepsepe ynpasneHus NK CB yctaHoBUTb nakeT brest-vdi-tools, Ans 3TOr0 B

TepMUHae BbINMOJIHNTb KOMaHAY:
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apt install brest-vdi-tools
2) B Beb-uHTepdpence MNK CB Ha cTpaHuue BM, Ha koTopyto HeobxoaumMo nepeHanpasuTb
USB-ycTtponcTBo:
a) OTKpbITb BkNagky «KoHdurypauma» n Haxatb KHOMNky [MU3aMeHUTb KoHdumrypa-
umio];
0) Ha oTKkpbIBLENCs cTpaHuue «PegaktnpoBaHue koHgpurypaumm BM» ykasaTb oauH
13 NPOTOKONOB yAaneHHoro goctyna. [ns aroro:
- npwu Beibope VNC nnn SPICE — Bo Bknaake «Boa/BbiBog» B cekumm «Cpeacrtea

rpadmyeckoro focTyna» BblbpaTe He0GxoANUMBbIN NpoTokon (cM. puc. [61),

PepakTupopaHue KoHpurypauum VM 2 aisciy
MacTep HacTpoiKK
U] = L L 4
Beopn/BeiBo g T
CpepcTea rpadmyeckoro gocTyna YcTpoilicTea BEOAA
OTCyTCTRYET WNC /WMRC / GUAC THn [IEE]
50L SPICE hd M m
Cnywate Ha P
0000
Bwnasokapta
default v
KonMuecTEO EWIEOKAPT KOonWUecTEO MOHWUTOPOE
default v default v
Puc. 61

- npu Bbibope RDP — Bo Bknagke «OC u UlM» B cekummn «OcobeHHOCTU» B

BblnagatoLlem cnmcke «octeson areHT Qemu» BblbpaTb «[da» (cMm. puc. [62),
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PepakTupoeaHue KoHpurypauymum VM 2 aisei7

Q
oculn

ACPI
OcobeHHOCTH
APIC

hMecTHoe BpemMmA

Ouepeny virtic-scsi

MacTep HacTPOIKH

HYPERV

MocTteeol arenT QEMU

Oa

IUSE koHTponnep

lothreads

Puc. 62

- Npy HeobxoaMMOCTKN ckoppekTupoBaTb TUN USB-KoHTponnepa B HaCTponkax
BUPTYanbHOW MalUWHbI, HA KOTopylo ByaeT nepeHanpasneHo USB-ycTponcTeo
(no ymonuanuio 3agerncteoBaH kKoHTponnep USB 2.0). Ecnu Heobxogmmo nepe-
HanpasuTb ycTponcteo USB 3.0 u Bbiwe, To Bo Bknagke «OC m LUIM» B cekuunmn

«OcobeHHoCTU» B Bbinagatowem cnncke «USB koHTponnep» Bbibpatb «3.0»

(cm. puc. [62),
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PepakTupoeaHue KoHdurypauum VM 2 aisei7
MacTep HacTpoikn
O = ] L
ocwalin
ACPI PAE
v v
OcobeHHOCTH
APIC HYPERV
v v
MecTHoe BpeMA MocTeeoi areHT QEMLU
v ﬂa v
Ouepeau virtio-scsi LUSE koHTponnep
b 3.0 v
lothreads

Puc. 63

- Ha cTpaHuue «PepaktupoBaHune koHdpurypauum BM» HaxaTtb kHonky [U3me-
HUTb];
3) Ha BUpPTyanbHOM MalLMHE, Ha KOTOpPYH Heobxoaumo nepeHanpasuTb USB-ycTponcTso,
cnefyet yCTaHOBUTbL NakeTbl gemu-guest-agent, xrdp U one-context. [1ng aToro B
TepMuHarsne BbIMOMHUTbL KOMaHAY:
apt install gemu-guest-agent xrdp one-context
4) Ha KITMEHTCKOM MalUMHe, C KoTopour byayT nepeHanpasrneHbl nogkntoyeHHble USB-
YyCTPOWNCTBa, fomKkHa bbITb ycTaHoBneHa OC CH. [Ins nepeHanpaBneHnsa NoaknioYeHHbIX
USB-ycTponctB Heob6XxoaMMO yCTaHOBUTb NaKeT brest-usb-redirect, BbINOMNHUB B
TepMuHane KomaHay:
apt install brest-usb-redirect
BHUMAHMUE! KnneHTckas MalumnHa OOMmKHA BXOOMTb B TOT Xe goMeH FreelPA, yto n
cepsep ynpasneHus MK CB.
[nsa Toro 4to6bl NnepeHanpaBuTb nogkntodeHHoe USB-ycTtponcTtBo Ha BM, Ha knueHTckon
MallnMHe HeoBXoAMMO BbIMOSHUTL cnegyolmne OencTBUS:
1) yepes rpaduyecknin MHTEpPGENC 3anycTUTb NPUNOXeHNe (NpaBa agMuUHUCTpaTopa He
Tpebytoten): «Myck — Cetb — Brest Usb Redirect» (cm. puc. [64).
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Ogumc
CeTk Beb-bpayzep Chromium

) Tpadmka Beb-bpayzep Firefox

*| MyneTumeawa MecceHgxep Psi+

HayuJHkle HacTpolika MexceTeBoro 3kpaHa
MobBrnbHBE & Mouta Thunderbird
YTUAMTEI L1 ¥aaneHHbliA pabounia cron

CHUCTEMHEIE * Brest Ush Redirect

1 Brest Virt Viewer
MocnegHKe

MaHenke ynpaeneHuA
MeHegxep gainoe

4 TMonck...

3aeepweHne paboTsl...

Puc. 64

BHUMAHMUE! Y4yeTHaqa 3anucb nornb3oBaTterns, OT MMEeHU KOTOPOro 3anyckaeTcs rpaduye-
CKoe npunoxeHue brest-usb-redirect, AOMKHA ObITb 3aperncTpMpoBaHa B TOM e
nomeHe FreelPA, B koTopbIi BXoguT cepsep ynpasrnenus MK CB;
2) B OTKpbIBLUEMCSI OKHE «ABTOpPU3aumMsa» (CM. puc. yKasaTb aBTOpU3aLMOHHbIE Napa-
MEeTpbI ANnA 4OCTyna K BUPTyanbHOMW MaLlUHE, Ha KOTOpPYH HeobxoaMmo nepeHanpasuTb
USB-ycTtponcTBo:
- «Agpec cepBepa» — MofIHOe AOMEHHOE UMS KOMMbIOTEPa, HA KOTOPOM YCTaHOBIIEH
cepBep BMpTyanuaauuu,;
- «JlorH» — uMAa y4yeTHOM 3anucu nosib3oBaTens AOMeEHa, MMelLero JocTyn K
BUPTYanbHOW MaLUVHE;
- «[Maponb» — naposnb y4eTHOWM 3anucK Nornb3oBaTens 4OMeHa, UMetoLLero OCTyn K

BMPTYyarnbHON MalUuHE;
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# AeTopuzauus

Appec cepsepa: | astral.m.dom
Norwh: test_user

ﬂaponb: ssssssss

[ 3anomHWTE agpec cepeepa

Brog

Puc. 65

3) B OTKpbIBLUEMCS OKHE «CMMCOK BUPTYyanbHbIX MaluH» (CM. puc. [66)) ykasaTb BUpTY-

anbHyl0 MallUMHY, Ha KOTOpPY Heobxoammo nepeHanpasuTb USB-ycTponcTso.

& Cnvcok BUPTYaNnEHLIX MALWKUH
Id HazgaHwe CocToAHMe
13 Smolensk1.6-3 poff
OTMmeHa
BriGpate
Puc. 66

BHUMAHMUE! BupTtyanbHasa mawmHa ormkHa BXOOUTb B TOT e aoMeH FreelPA, 4to n

cepsep ynpasrneHus K CB;
4) B OTKpbIBLWIEMCS OKHe «Cnncok usb-ycTponcTte» (CM. puc. BblbpaTb OOHO WUnu

Heckosnibko USB-yCTponcTB, KOTOpble HEOOXOAMMO nepeHanpaBuTb;
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¥ Cnncok L

Bus 002 Device 002: ID 0781:558b SanDisk Caorp.
Bus 001 Device 003: ID 1395:0025 Sennheiser Communications Headset [PC 8]
Bus 001 Device 002: ID 0627:0001 Adomax Technology Co., Ltd

‘ OTmeHa ‘

‘ Beibpate ‘

Pwuc. 67

5) B OTKpbIBLUEMCA OKHE «[lOCTYNHbIE NOAKMOYEHNSAY (CM. puUC. BbIGpaTb NPOTOKON
NOAKMIOYEHNS;

& [ocTynHele nogknoueHA

‘ BriGpate ‘

Puc. 68

6) npoBepuTb nogkntodeHme USB-ycTponctea, ons atoro Ha BM, Ha koTopyto Obino
nepeHanpasneHo USB-yCcTponcTBo, B TepMUHAre BbINOMHUTL KOMaHAy:

1susb

Ecnu nogkntoyeHne npoLuno ycnewHo, To B pesyrnbsrare BbiMOMHEeHUs KOMaHabl B Bbl-

BeAEeHHOM cnuncke goctynHbix USB-ycTponcTte Byaet otobpakeHO nepeHanpaBnsemMoe
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USB-ycTpoiictso (cM. puc. [69).

3 somefileaw (1) - Remote Viewer

®aiin MpocmoTp OTAPaEWTb KNaeuwy Cnpaeka

.. ridvan : bash — Tepmunan Fly

@aiin  Mpaexa Hacrpoiika Cnpaeka

haa Is w

'& "= ljﬂ : ;n >_ ridvan : bash .. x;b 4l &) en @ 17:15
(?,ﬂljli'l'_'ﬂl'thlE nogn... QQEMU«:M—!}(H-R... @ Q)) n EN C;!Z,;LEH

Puc. 69

3.8. PetpaHcnsauusa PCI

Yctpoinctea PCl cepBepoB BUpTyanu3aumm MOXHO NepeHanpasnsaTh Ha BUpTyarnbHble

MaLLUWUHbI.

3.8.1. TpeboBaHunA

Anpo Ha cepBepe BMpTyanusauum SOSMKHO nogaepkmeatb Beoa/BbiBog MMU. na npo-
ueccopos Intel ato peanusauusa VT-d, ana AMD — AMD-Vi. Kpome Toro, gormkHa obecneynBatbcs
BO3MOXHOCTb BHECEHMUS B YEPHbIA CMUCOK MB0ro apaneepa, KOTOPbIN MOXET MONYyYnUTb JOCTYN K

PCl-ycTponcTBy, KOTOpoe HeEOBX04MMO NOAKITOUNTL K BUPTyarnbHbIM MaLUMHAM.

3.8.2. HacTtpouka cepBepa BUpTyanmsauumn

3.8.2.1. KoHdurypauusa sgpa

KoHdurypaums sgpa 4ormkHa BbINOMNHATLCS C y4eTOM HEOBXOANMOCTU NOALEPKKN BBO-
na/sbiBoga MMU n 6rokmpoBku ntodbIxX gpanBepoB, KOTOPble MOryT OCYLLEeCTBAATb AOCTYN K
yctporctBam PCIl, npegnonaraeMbiM Ans UCNONb30BaHMs B BUPTYyasibHbIX MalnHax. MNapametp
ansa nogkntodenns seoga/sbioga MMU:
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intel_iommu=on

Heobxoommo Takke paspelwnTb S4py 3arpyatb gpansep vfio-pci n bnoknposatb gpan-
Bepbl Ans BbiOpaHHbIX KapT. Hanpumep, ansa rpaduyeckon nnatbl nvidia MOXHO NPUMEHATb
cnegyowme napameTpbl:
rd.driver.pre=vfio-pci rd.driver.blacklist=nouveau

YKasaHHble Bbille napameTpbl HeobxoaMmo [obaBuTb B KOH(UrypauuoHHbIA hann

/etc/default/grub:
GRUB_CMDLINE_LINUX DEFAULT="intel iommu=on rd.driver.pre=vfio-pci rd.driver./
blacklist=nouveau"
3.8.2.2. 3arpy3ka apauBepa vfio B initrd
Mogynun gns vfio gormkHel 661Tb fo6GaBneHb! B initrd. [Jns aToro Heobxo4Mmo:
1) B KOH(pUrypaumoHHbIn dpann /etc/modules AobaBuTb NepevyeHb Moaynew:
pci_stub
vfio
vfio_iommu_typel
vfio_pci
vfio virqgfd
2) BbINONHUTL KOMaHAy:
update-initramfs -u -k all
3.8.2.3. bnokupoBKa apanBepoB
bBrioknpoBka, KoTopas onpegensieTca B napameTpax sigpa, AOIMKHa BHOCUTLCS U B Ha-
CTpouKM cuctemsl. [Npumep panna /etc/modprobe.d/blacklist.conf anga rpadpuyeckon
nnartel nvidia:
blacklist nouveau
blacklist lbm-nouveau
options nouveau modeset=0
alias nouveau off

alias lbm-nouveau off

Hapsgy ¢ aton kKoHdwurypaumen gpansep vfio gorkeH ObiTb 3arpyXeH ¢ nepegadven
noeHTndpukatopa kapt PCI, koTopble npegnonaraerca nogkntounte K BM. [1na Toro 4to 66l y3HaTh
naeHtncpukatop PCI yctponctea, HE0OXOAMMO BBECTM KOMaHAY:
lspci -nn

Hanpumep, ans rpadgpudeckon nnatel nvidia Grid K2 ¢ ngeHtudgpukatopom 10de:11bf
B KOHpUrypauMoHHbIN dann /etc/modprobe.d/blacklist.conf Heobxoagumo nob6aBuUTb

cnenyroLyo CTPOKY:.
options vfio-pci ids=10de:11bf

3.8.2.4. MpuBsaska ycTponucTB K vfio
MexaHuam Beoga/BbiBoga MMU pasgensiet yctporctsa PCl Ha rpynnbl Ansg n3onupoBaHus

paboTbl namATn mexay yctponcteamu n BM. [Ina no6asnenuns yctponcts PCI B vfio n HazHauyeHus
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MM Tpyrnnbl MOXHO UCMOJ1b30BaTb COBMECTHO UCMOJIb3yeMbl€ CKPUMTHI.

Mpumep
CkpunTt npuBa3biBaeT KapTy K vfio, nponucbliBaeTcs B danne

/usr/local/bin/vfio-bind
#!/bin/sh
modprobe vfio-pci
for dev in "$@"; do
vendor=$(cat /sys/bus/pci/devices/$dev/vendor)
device=$(cat /sys/bus/pci/devices/$dev/device)
if [ -e /sys/bus/pci/devices/\$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new_id

done

Heobxoanmo caenatb 3TOT CKPUNT UCMOSTHAEMbIM.

KoHurypaumnsa nponuceiBaeTca B hanne /etc/sysconfig/vfio-bind. YcTponcrsea
ykasbiBatotca ¢ PCl-agpecamun. Agpeca MOXHO NonyyYnTb KOMaHaon 1spci, gobaBmB B Ha4ano

AOMeH, Kak npasuno, 0000.
DEVICES="0000:04:00.0 0000:05:00.0 0000:84:00.0 0000:85:00.0"

MpvBeaeHHbI B NpUMepe Bbille CKpUNT HeobxoanMmo o6aBUTbL B aBTOCTAPT CUCTEMBI.
ﬂ,]'lﬂ 3TOro criegyet BbIMOJIHUTL crieayuimne }J,eVICTBMFIZ

1) cosgatb  cnyxoy, Hanpumep  vfio-bind, cthopmmpoBas unit-chann

/etc/systemd/system/vfio-bind.service, Takoro cogepxaHus:

[Unit]

Description=Binds devices to vfio-pci

After=syslog.target

[Service]

EnvironmentFile=-/etc/default/vfio-bind

Type=oneshot

RemainAfterExit=yes

ExecStart=-/usr/local/bin/vfio-bind $DEVICES

[Install]

WantedBy=multi-user.target

2) nepesarpy3nTb CMMCOK CINy>X6 KOMaHOoW:

sudo systemctl daemon-reload

3) nobasutb cnyxby vEfio-bind B aBTO3arpy3Ky KOMaHOoOm:

sudo systemctl enable vfio-bind
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3.8.2.5. Kondwmrypauusa gemu

Mocne npuesasku PCI k vfio HeobxogmMmo npegoctaBuTb gemu-gocTyn K vfio-yctponcteam
ana rpynn, HasHadeHHbiX yctponcteam PCIl. Cnucok yctponcts PCl un ux vfio-rpynny MoxHO
NofyyYnTb C MOMOLLLIO KOMaHAbI:

find /sys/kernel/iommu_groups/ -type 1

Mpumep

[nsa kapt ¢ rpynnamn 45, 46 n 58 B hann /etc/libvirt/gemu.conf o6aBUTb KOH-
dourypaumio:
cgroup_device_acl = [
"/dev/null", "/dev/full", "/dev/zero", "/dev/random", "/dev/urandom",

"/dev/ptmx", "/dev/kvm", "/dev/kgemu", "/dev/rtc","/dev/hpet",
"/dev/vfio/vfio", "/dev/vfio/45", "/dev/vfio/46", "/dev/vfio/58"
1

3.8.3. HacTtpouka gpanBepa

EonHcTBEHHON HeobGXxoaMMoOW HacTpoOMKom saBndetca dunstp And  Tecta  cu-
CTeMbl MOHUTOPWHra, KOTOpbIM nosiydaetr cnucok ycTtpoucte PCl. Mo ymonyaHuio
TecT nepeuvncnaer Bce YyctponctB PCIl, umelowmecs Ha cepBepe BupTyanusauuu.
Ons M3MeHeHMa [OaHHOro Crnmcka MOXHO W3MEHUTb HacTpouKn dunetpa B (awnne
/var/lib/one/remotes/im/kvm-probes.d/pci.rb M YyCTaHOBUTb CMUCOK C TakuUMm

Xe gpopmartom Ispci:

# DauHas QYHKUMS COOEepPXUT QUILTPH OJIsT MOHHUTOPHMHIa ycTpodcTB PCI. dopMmaT
# Takom xe, kKak lspci, ¥ MOXHO HOOABUTL HECKOJIBKO QUIILTPOB Uepe3d 3amsTHE.
# HymeBou QunbTp obecrneuuT uU3BIEUEHHE BCex ycTponcTs PCI.

#

# U3 pazpgerna nomomu lspci:

# -d [<vendor>]:[<device>][:<class>]

#

# Hanpumep

#

# FILTER = ’::0300’ # Bce kapTe VGA

# FILTER = ’10de::0300’ # Bce kapTm NVIDIA VGA

# FILTER = "10de:11bf:0300’ # Tombko GK104GL [GRID K2]

# FILTER = ’'8086::0300,::0106" # Bce kapTu Intel VGA u smobre KOHTposnepw SATA

3.8.4. Hactpownka ncnonb3oBaHusa yctpomucts PCI

OCHOBHbIM AecTBMEM MO HACTPOWKe ABMSIETCS NPOCMOTP MHOopMaL MM O cepBepe BUP-
Tyanusaumm B nHTepdgence KomaHgHowm CTpoku unm B Beb-nHtepderice NK CB, obHapyxeHune
pocTtynHbix yctponcts PCl n gobaeneHne xenaemoro yctponcrea B wabnoH. Yctponctea PCI

MOXHO 006aBNATb ykasblBag 3Ha4eHMs napaMmeTpoB vendor (MpousBoguTens), device (ycTpown-
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cTBO) U class (knacc). B MK CB BupTyanbHaa mawwunHa 6yaeTt passepHyTa TONbKO Ha cepBepe
BMpTYyanusauumn ¢ nmetowmmes ycrponctsom PCl. Ecnn Takux cepBepoB BUpPTYyanusaunm HeT, B
XypHane nnaHupoBLUuKa nosasuTcs coobuieHne o6 owmnbke.

3.8.4.1. B nHrepchenice KOMaHQHON CTPOKU

MepeveHb pocTynHbix Yyctponcte PClI Ha cepsepe BupTyanusauum (cekumsa
PCI DEVICES) MOXHO NPOCMOTPETb KOMaHAOMW:

onehost show <uneHTHdUKATOP_ CepBepa_BUPTyalUu3aliuu>

Mpumep
Cnucok yctponcts PCI cepsepa BupTyanusaumm ¢ uaeHtudgukatopom 0, npumep BbiBOAa

nocne BbIMOMHEeHUst KoMaHabl onehost show O:
PCI DEVICES

VM ADDR TYPE NAME

00:00.0 8086:0a04:0600 Haswell-ULT DRAM Controller

00:02.0 8086:0a16:0300 Haswell-ULT Integrated Graphics Controller
123 00:03.0 8086:0a0c:0403 Haswell-ULT HD Audio Controller

00:14.0 8086:9¢c31:0c03 8 Series USB xHCI HC

00:16.0 8086:9c3a:0780 8 Series HECI #0

00:1b.0 8086:9c20:0403 8 Series HD Audio Controller
00:1c.0 8086:9c10:0604 8 Series PCI Express Root Port 1
00:1c.2 8086:9c14:0604 8 Series PCI Express Root Port 3
00:1d.0 8086:9c26:0c03 8 Series USB EHCI #1
00:1£.0 8086:9c43:0601 8 Series LPC Controller
00:1f.2 8086:9c03:0106 8 Series SATA Controller 1 [AHCI mode]
00:1f.3 8086:9c22:0c05 8 Series SMBus Controller
02:00.0 8086:08b1:0280 Wireless 7260

rae:

- VM — ngeHTudukaumoHHbeln Homep BM, ncnonbsytouien gaHHoe ycTponcTBo. He ykasbl-
BaeTCs, €Crn 3TO YCTPOMCTBO HE UCMONb3yeTcs H1 ogHown BM;

- ADDR — agpec Ha wuHe PCI;

- TYPE (TMN) — 3HA4YEeHNs onmMcaHusi yCTPOUCTBA, B hopmaTte vendor:device:class.
[aHHble 3Ha4YeHna ncnonbayoTes Npu Bblbope ycTponctea PCl ons nepeHanpaBneHus;

- NAME (Mms1) — nmsa yctponctea PCI.

[nsa obecneyeHnsa nepeHanpasneHms ogHoro n3 yctponcts PCI, B wabnoH BM Heobxogu-
MO fobaBuTtb 6nok napameTpoB PCI, C MOMOLLbIO KOTOPOro Npon3BoauTcs BbIOOp yCTponcTea

Ansa ucnonb3oBaHusa. Hanpumep, anga ycrtponctea Haswell-ULT HD Audio Controller:
PCI = [
VENDOR

"8086",
DEVICE = "QaOc",
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CLASS = "0403"
1
YCTpOMNCTBO MOXET ObITb TaKKe ykazaHo 6e3 Bcex TUMOBLIX 3Ha4YeHun. Hanpumep, ans

nonyyeHus nobbix noptos PCl Express Root Ports B wabnoH BM MoxHO Jo06aBUTh:
PCI = |
CLASS = "0604"
]
[nsa nogkntoyeHunsa 6onee ogHoro yctponctea PCI B wabnoHe BM Heobxogmmo nobaBuTb
AononHuTenbHble 6nokn napameTpos PCI.
3.8.4.2. B Be6-uHTepcpence MK CB
[nsa otobpaxeHust focTynHbIX ycTponcts PCl cepBepa BupTyanu3auumn B Beb-nHTepdeince
MK CB Heobxogmmo:
1) B MeHI0 cneea BbIbpaTh NYHKT MeH0 «MHpacTpykTypa — Y3anbiy;

2) Ha OTKpbIBLUENCS CTpaHuUue «Y3nbl» OTKpbITb Bknaaky «PCl» (cm. puc. |70)

i il o o =
Info Graphs Wiis Wilds PCI
VM PCl Address Type Name
00:00.0 8086:1604:0600 Broadwell-U Host Bridge -OF|
00:02.0 8086:1616:0300 Broadwell-U Integrated Graphics
00:03.0 8086:160c:0403 Broadwell-U Audio Controller
00:04.0 8086:1603:1180 Broadwell-U Camarillo Device
00:14.0 B0B6:5ch1:0c03 Wildcat Point-LP USB xHCI Controller
00:16.0 B086:5cha:0780 Wildcat Point-LP MEI Controller #1
00:1b.0 8086:9ca0:0403 Wildcat Point-LP High Definition Audio Controller
00:1c.O 2086:9c50:0604 Wildcat Point-LP PCI Express Root Port #1
00:1c.3 2086:9c56:0604 Wildcat Point-LP PCI Express Root Port #4
00:1d.0 8086:9cat:0c03 Wildcat Point-LP USB EHCI Controller
Puc. 70

[Ona nobaenenus yctpornictea PCI B wabnoH BM B Be6-uHTepdenice MNK CB Heobxoanmo
BbINONHUTL cnegyowmne 4enCTBUS:

1) B MeHto crieBa BbibpaTtb NYHKT MeHio «LabnoHbl — BM» 1 Ha OTKpbIBLLENCA CTpaHuLe

«WabnoHbl BM» BbIGpaTh HEO6X0ANMbIN LLIAOMOH;

2) Ha oTKpbiBLWeNncsa ctpaHmue «labnoH BM» HaxaTb kHonky [O6GHOBUTB];

3) Ha oTkpbIBLENCSA cTpaHuue «MN3meHnTb WwabnoH BM» oTkpbITb Bknaaky «Bsoa/BbiBog»

(puc. [71).
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MacTep HacTpoiiku PaciumpenHbii
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o Ce Culin Beop/Brisog

PClyctpoiicTea

assthrough /ANA CETeBbIX AAANTEDOR HACTPAHBAETCA Ha BUnagKe "CeTh" He J06aANR/TE CIOAA CETeBbIE afanTepbl

Vin ycrpoiicTea MpouasoayTens Yerpoiictao Knacc

GF108 [GeForce GT 630] 10de 000 0300

'GF 108 High Definition Audio Controller 10de Obea 0403

Puc. 71

3.9. HacTtpowka AMCKPELNOHHOro U1 MaHAaTHOro ynpasneHue goctynom kK BM

BHUMAHMUE! Hactporka ONCKpeLMOHHOro U MaHgaTHOro ynpasneHue goctyrnom kK BM
BO3MOXHO TOSbKO B ANCKPELMOHHOM pexume pabotbl MK CB.

[ns HacTporkM MaHOATHOrO KOHTPOMSA LENOCTHOCTU, OUCKPELIMOHHOIO U MaHA4ATHOro
ynpaBneHnst 4OCTYNOM BMPTYyarbHOM MallnHbl Heobxoamumo B Beb-mHTepdgence MK CB ana aton
BM oTkpbITb Bkaaky «besonacHocTb» v BbIMOMHUTL criedytolue AencTBust (cM. puc. [72]):

- B cekummn «Mopens PARSEC» B Bbinagatowiem cnucke «Tun» Bblbpatb TN Mogenu

MaHAaTHOro ynpasneHus OOCTYNoM (OUHaMWYecKnin unn crtatuydeckun). MNMpu Boibope

cTaTMyeckoro Tvna mogenu B none «Metka» Heobxoanmo 3agatb MaH4ATHYO METKY;

- B ceKkumn «[JMCKpEeuNOHHbIN KOHTPOSb A0CTYNa» crneayer:

- B BblNagatowiem cnmcke « Tuny BblibpaTb TN cyObekTa (nonb3oBaTenb Unu rpynna);
- B Bbinagatowem cnmcke « CybbekT» BbibpaTb COOTBETCTBYHLLENO CyObekTa (Nomnb30o-
BaTensa unu rpynny);
- B Bbinagatowem cnucke «lMpaea goctynay» BblbpaTb TMNa JOCTYNa K BUPTYyanbHON
MaLluHe:
- «YnpaBneHne» — paspeLleH NonHbin goctyn K BM, Bkntoyas 3anyck, npasky ee
CBOWCTB W ynpasneHue npaBaMmn 4ocTtyna K Hew;
- «Mcnonb3oBaHe» — paspeLleH TONbKO MPOCMOTP CBOMCTB, 3anyck u pabota ¢

BUPTYyasribHON MalLVHOWN.
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BM 3 aise17 POWEROFF

] a-Jo-Jo-Jo-a-]o-Ja-

o -] = a8 =
EesonacHocTb

I0

& 2 @ " B

Mopgens PARSEC

Tvn: MeTka:

OuHamuueckui v

JWCKpeLHOoHHbI KOHTPOb focTyna

ID Tun Cy6beKT MNpaea gocTyna

MonbzoBaTens ' brest-admin ' ¥npaeneHue

PeXUM TONBKO ANA YTEHWUA

Tun:

OTkNHoYeH A

Puc. 72

lMocne BHECEHUS BMEHEHNIN HEODXOAMMO HaxaTb KHOMNKY [CoxpaHUTb].

BHUMAHWE! Hactpoiika goctyna Bo3MOXHO TOMbKO Npw BbiKItodeHHon BM.
3.10. Nonb3oBaTtenbcKkue cueHapuu ncnonb3osanuua MPO v MKL

3.10.1. ManpatHoe pasrpaHu4yeHue BM ansa rpynn B o4HOM KOMMaHUMU

B pamkax paboTbl opraHuM3auum BO3MOXHa CUTyauus, CBA3aHHas C pasaeneHnem cylle-
CTBYHOLLNX PECYPCOB, KaK B paMKax OTAENOB TaK U MO YPOBHIO KOHpMAEHUMansHocTu. B yacTHOCTH,
ecnn ectb HeobxoaMMOCTb BECTU pa3paboTKy pasHOM NPOoAYKLUN, YacTU UM KOMMOHEHTbI KOTOPOK
MOryT nepecekaTbCcs Mexay cobon.

Mcnonb3oBaHne mexaHnama MP[ no3sonsieT ycunuTtb 6e30nacHoCTb KOHbMAEHUMaNbHON
WHOpMaumMK, co3fgaBasi ONOSTHUTESNbHLIN Lar, KOTOPbIN B CBOK oYepedb YMEeHbLUAeT BANAHNe
YyenoBeyeckoro ¢paktopa B Bonpocax 6e30nacHoOCTH, 3a CHET UCMNONb30BaHWUS METOK KaTeropum.

[nsa npumepa maTtpuua goctyna k pecypcam K CB (o6pasbl n BM). NMonb3oBaTtens ¢
YPOBHEM KOHOMOEHUMANBHOCTU 2 U KaTeropven goctyna 1, cMOXeT BUAETb PeCcypChbl C TakKUMu
YPOBHSIMU OMYyCKa, HO He NOSTy4yuMT JOCTYN K pecypcam, Co3AaHHbIMU APYrMMn Nosib3oBaTensamMmm

C TeM Xe YPOBHEM KOH(pUAEHUNaANbLHOCTU, HO B ApYyron kateropuun. Torga kak AgMuHucTpaTop
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rpynnbl UNW Nonb3oBaTesib C Ha3Ha4YeHHbIMKU KaTeropusMu 1-3 CMOXeT yBUAETb BCe pecypchbl B
pamMKax AaHHbIX KaTeropuin U YpoBHSI KOH(PMAEHUManbHOCTN 2.

Takum obpasom, Ha ypoBHE cepBepa BUpTyanusauumn, MoXHO pasrpaHnynTb pecypcbl MK
CB ncnonb3ysa Aonyckn cucteMbl, pasgenvs oTaenbl, a Takke pasHecTu MHOopMaLmo NO YPOBHSAM
KOH(MAEHLMAaNbHOCTU, OrpaHNYmB JOCTYN K MHOPMaLMM B 3aBUCUMOCTM OT BbIMOSTHAEMbIX 3a4au.
Takoe geneHne, NOMUMO NPOYEro, NO3BoNseT MUHUMU3NPOBATb PUCK HECAHKLMOHUPOBAHHOIO
AOoCTyna B crnyyae 4yenoBe4vyecKom oWnbKn Nnpu HazHadeHun rpynnbl [Nonb3oBarens.

B HmxenpueegeHHOM NpuMepe KaxxgomMy nonb3oBatesito onpegeneHHon FreelPA-rpynnbl
Ha3Ha4aeTcs ofHa KaTeropusi, BHyTpu ogHoun FreelPA-rpynnbl MOXHO pasrpaHn4nTb OOCTYN
NCnonb3ys nepapxnuyeckuin ypoBeHb KOHPUAEHUNATbHOCTN.

Monb3oBatenu npuHagnexar pasHbiM FreelPA-rpynnam, a Takke npuHagnexar pasHbiM

YPOBHSIM U KaTeropusiMm KOHpuaeHLMansHOCTH:

Monb3oBatenb 1 coctout B pynne 1 n nmeet YposeHb 0 n Kateroputo 0;

Monb3oBaTtenb 2 coctouT B pynne 2 n nmeet YposeHb 0 1 Kateropuio 1;

Monb3oBatenb 3 coctonT B [pynne 1 n umeet YposeHb 1 1 Kateropuio O;

Monb3oBatenb 4 coctonT B [pynne 2 n umeet YpoBeHb 1 1 Kateropuio 1;
- MNonb3oBatens 5 coctouT B 'pynne 2 n umeet YpoeHb 1 n Kateropum 0 n 1.
[nsa Takmx nonb3oBatenen obuiee MmaHgaTHOe NpefcTaBneHne goctyna byaeT BbirmsaaeTb

cnegytolwmm obpasom (cm. puc. [73).
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[oe Ana Kaxnoro oTAenbHOro nonb3oBaTens:

- Joctyn k BM lNMonb3osatena 1 (cm. puc. |74):
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Puc. 74

- foctyn k BM Monb3osatens 2 (cm. puc. [75):
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Puc. 75

- foctyn k BM Monb3osatens 3 (cm. puc. [76):




108
PAOLIM.10001-02 93 01

Cepeep bpect 1
(ALSE)

BM
Vp.KoHg 1
KaTt.koHd 0
A
Cepeep Epecr'r 2 Cepeep bBpect 3
[ALSE); (ALSE)
KoHTponnep
K OOMEHA
Kareropuﬁ A

KOHeAUHUMAEHOCTH O

YposeHs
KOHPEOUHUMANEHOCTH 1

Monwaoeartene 3

KomnaHua 1

Puc. 76

- foctyn k BM Monb3osatens 4 (cm. puc. [77):
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- foctyn k BM Monb3osatens 5 (cm. puc. [78):
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[ns HacTponku pasrpaHmyeHne BM gns rpynn B ogHOM KOMNaHUM Heo6Xxoanmo:
1) Cosgatb rpynnbl nonb3oBartenen, anga atoro B Be6-nHtepgence MK CB B MeHto cnesa
BblbpaTb NyHKT «Cnctema — pynnbi» N HaXaTb KHOMKY [+]:

- B OTKpbIBLLEMCA OKHE BO BKJ1agKe «Obwee» YKa3aTtb Ha3BaHWe Trpynnbl

(cm. puc. [79):
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Co3partb rpynny

(. @ 1 = e
O6Gwue MpeacTtaBneHwne AOMWHUCTPUPOBAHWE [MpaBa Cucrema
HazeaHue
groupl
Puc. 79
BHUMAHMWE! B Ha3BaHuu rpynnbl HE JONYCKAETCS UCNONb30BaTh OyKBbI B BEPX-
HeM perucTpe.
- yKkazaTb Heobxogumble HacTponku BO Bknagke «[llpepgcrasneHve»
(cm. pwuc. [100):
Cosgarb rpynny
SN B = el
zr;ulqap;ﬁmﬁncn eni pob CranpaptHsii ami pa wiTepe
O6nauHbIif MakeT
Group Admin MpeacTanexne T~ .
Cloud MpepcTaanenmne
PaciwmpeHHbIiA MakeT
User MpepcTaenexie B -
Admin MpeacTaanexme
Puc. 80

- BO Bknagke «[lpaBa» HacTpouTb npasa goctyna (cm. puc. [101)):
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CosfaTb rpynny

= @ 1 = o
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1KE MpeacTaEneHue AAMUHUCTPHPOBAHKE Mpaea Cucren

() Mossonser nonbaoaarensm npocmarpusare BM 1 Cepeitcel 4pyTux nons3osateneii sToii xe rpyni!
Paape onbaoaTe O/ TPyNbl CO3AABATL CrIEAYIOLLME PECYPCD

BM Bupr. cetn Ipynne! GesonacHocTy BUpT. MApWpyTU-3aTOPLI O6pask LLa6noHe fokymenTin

d

Puc. 81

- HaxaTb kHornky [Co3gaThb];
2) Cospgartb nonb3oBarternen, Ansa atoro B Beb-nHTepdenice MK CB B MeHIo cnesa BblOpaTh
NyHKT «Cuctema — lNonb3oBaTenn» 1 HaxaTtb KHOMKY [+]:
- B OTKpbiBLIEMCS OKHe «CosgaTb nonb3oBaTtensa» Heobxoaumo ykasaTb UMS
nonb3oBaTens, naponb, NOATBEPXAEHME Napons U CHATb rar «CMeHnTb naponb

npu nepBom Bxode B cuctemy» (cMm. puc. [102)):

C03ﬂ,aTb nonb30BaTens

Copoc

ima nons3osarens

userl

Mapons

MoaTeepauTe Naponb

[J CmeHWTL Nnaponk Npu NepBoM BXOAE B CUCTEMY

Puc. 82

MpumeyaHue. Ecnu octasutb chnar CMeHUTb Naponb Npu nepBoM Bxoae B
cucTeMy, NOnb3oBaTeflb CMOXET 3alUTU B CUCTEMY TOMbKO NOCre CMeHbl Napons
yepes Beb-nHTEpdelic KoHTponepa gomeHa.

- B BbiNagatowiem cnmcke «OcHoBHas rpynna» Bbl6paTb rpynny, CoO3gaHHy Ha

npeaplayLiem ware (cm. puc. [83):
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Cnoco6 ayTeHTUdmnKaLmm

0BLLWIA

OcHOBHas rpynna

106: groupl v

Puc. 83

- B «[lononHuTenbHble rpynnbl» yka3aTb brestusers (CM. puc. [84):

[ONONHUTENbHbIE TPYNNb
Bbl BIGpANK ceytowwme rpynno: o
ID » HasBaHue
107 group?
106 groupl
1 brestusers
0 brestadmins
50 ¥ ToKazaHbl 3NeMeHTEI CnucKkac 1 no 4 ns 4 1

Puc. 84

- HaxaTb kHonky [Co3gaTs];
3) CosgaTtb AgMUHUCTpaTopa rpynn, Ans aToro 4eNCTBUAMW, ONMCAHHBIMW Ha Npeablay-
LeM ware, co3faTb y4YEeTHYHO 3anucb AAMUHUCTPATopa rpynnbl:
- B Beb-uHTepgeice NK CB B MeHto cnea BblibpaTth NyHKT «Cuctema — Mpynnbiy,
B CnmcKe rpynn BblGpaTh CO3A4aHHY0 paHee rpynny;

- BO BKnagke [Nonb3oBaTtenun HaxaTtb KHOMKY [PegaktupoBaTb aAiMUHUCTPATOPOB]

(cm. puc. [T05):

o -
=L, MonezoBaTenu

[
E
!

[ Pegak THPOEATE AQMUHMCTPATOPOE

Q

Puc. 85

- B OTKpPbIBLUEMCA CMUNCKE Bbl6paTb HeobxoauMOoro Nonb3oBaTensa U HaXxaTb KHOMKY

[MpumennTb] (cM. puc. [86):
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Mpynna 106 groupt
& = Lt o]
CaeneHus Monb3oBarenu KBOTb OTUETHOCTE MoTpe6nenme pecypcos
Bbl BbIBp: o
ID v HasBaHue Fpynna BrioueHo [ paiigep aBTOpU3aL NN BM Namate uny
32 adm1l groupl Oa public @ O0KB/- 0/-
31 users. groupl Ja public /- OKB/- 0/-
29 user3 groupl Jith public 0/- OKB/- 0/-
27 userl groupl Ja public 0/- KB/~ 0/-
50 v [1oKa3aHbl ANeMeHTbI CMcKa ¢ 1 no4 us 4 1
Mone3oBateny o *r snsiorcs ypamn

Puc. 86

4) HactpouTb rpynnel FreelPA, onsa atoro nogknounTbes Kk Beb-nHTepdency KoHtponepa
AOMeHa nonb3oBaTenemM ¢ aAMUHUCTPATUBHLIMU NOSTHOMOYNAMM:

- BO Bknagke «[llonb3oBatenv» B MEHIO CrieBa BblGpaTh MNYHKT «AKTMBHbIE MOfb-
3oBatenu» (cm. puc. [107)):

AKTKBHbIE MONb30BaTeNN
‘ Q < 06HoBUTE || G Ypanute | | + Aobasn
[J  Vims y4éTHolA 3anmcK nonb3osatens ms Damunnna CocrosHue uib Apnpec 3N1eKTPOHHOA NOYThI
O admi adm1 adm1 + BroueHo 422100526 admi@brest.local
O  adm2 admz2 adm2 + BraoueHo 422100527 adm2@brest.local
0  admin Administrator « BrioueHo 422000000
a bradmin bradmin bradmin « BriouerHo 422000005 bradmin@brest.local
O user user useri + BraoueHo 422100521 useri@brestlocal
O  user2 user2 user2 « BrioueHo 422100522 user2@brest.local
O user3 user3 user3 + BraoyeHo 422100523 user3@brest.local
O  userd userd user4 + BroueHo 422100524 userd@brest.local
O  users user5 user5 « Bkaouero 422100525 user5@brest.local
MokasaHel 3anucm: ¢ 1 no 9 m3 9.

Pwuc. 87

- Ha)xaTb Ha MMS1 HY>XHOrO NMosib3oBaTens AN peaakTUPOBaHUS;
- B OTKpbIBLLUEMCS OKHe «[lapameTpbl» BbIGpaTh TpebyeMble YPOBHU KOHPUAEH-
LUManbHOCTU B BbiNagatoLwmx cnuckax « MMHUMarnbHbIA YPOBEHb KOHMAEHLMAb-

HOCTM» N «MakcumanbHbI ypoBeHb KOHdUuAeHUManbHocTu» (cM. puc. [108)):
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v [lonb30oBaTe b user2

MapameTpel

user2 ABNAETCH YHACTHUKOM:

Mpwewnernun Parsec MWHWUManbHBIE KAaTeropuM KOHOWAEHLWMANBHOCTI MakcManbHble KaTeropMmn KOHQUAEHUWMANBLHOCTH Macka ayguTa

~2 O6HOBUTB | | 'O BepHyTb | | X Coxpanute | fleiicTBuna v

NapameTpbl MAeHTUbVKaLWK

JomkHocTb
Nms * user2
DamMuana * user2
MonHoe uma * user2 user2
OTto6paxkaemoe ums user2 user2
WHnuywans! uu
GECOS user2 user2
Knacc

n PUBWUNETMW NONb30BaTENA

KnaccugpukaymnoHHaa meTka 0:0x0:0:0x0

none3oBaTtensa

Macka ayguta 0x0:0x0

MWHUMankbHLIA ypoBeHb ‘ b v

KOH}UAEHUMANBHOCTH

MaKkcMManbHblil YpoBeHb 0 v
KOHGUAEHUMANBHOCTH

HaseaHue ypoBHa v

LEeNOCTHOCTH

Puc. 88

- HaaTb KHoMKy [CoxpaHuThb];
- nepenTtn BO BKNagky «MuHMManbHas karteropmsa KoHuaeHUNanbHOCTU» Y

HaxkaTb kHoMKy [[o6aBuTb] (cM. puc. [109):
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[Nlonb3oBaTenb: user2

NapameTpbl

user2 ABMASTCA YYACTHUKOM:

Mpweunervu Parsec MuWHMManbHbIE KaTeropun KOHPUAEHUMaNLHOCTU MakcuManeHele KaTeropuyM KOHOUAEHUNANBHOCTH Macka ayawuTa ycnexa

£ 06HOBUTL | [ YaanuTe | 4 flo6aButb

[0 HassaHue MUHMMaNEHON KATETOPUIA KOHPNACHUWNANIBHOCTI

OTCyTCTBYIOT 3anuc.

Puc. 89

- B OTKpbIBLWWIEMCA OKHE B CIIMCKEe «,D,OCTyI'IHO» OTMETUTb HEOOXoaMMble KaTero-

pUN 1 NepeHecTn nx B cnncok «OxmnagaeTca» HaxaB KHOMKY [>]. HaxaTb KHOMKy
[do6aBuTb] (cMm. puc. [110):

JobaenTk

AOCTYynHO Oxunpaerca

HazBaHne MUHWUMANBHON HazBaHne MUWHUManbHOM
KaTeropun KDH(IJ-MAEHL[MEIII:HDCTH KaTteropuu

Kateropus_0 KOHOUAEHLNANBEHOCTW

Kateropma_2 Kateropmn_1

KaTeropwa_3

AobaBuTe || OTMEeHWTE

Puc. 90

MpumeyaHwue. MNpn NepBOM Ha3HAYEHUN KaATErOPUM UX MPUMEHEHNE NMPOUCXO-
ANT MrHOBEHHO. Npn peaakTMpoBaHWUM yxxe Ha3HaYeHHbIX KaTeropui N3aMeHeHus
NPUMEHSIOTCSA C 3a4ep>KKOW B NonTopa Yyaca, u3-3a obHoBNeHuUs MHdopmMaumm B
Kawe cnyx6bl SSSD dpoHTanbHbIX CEPBEPOB.
- nepenTun BO BKNaaky MakcumanbHble KaTeropus KoOHOUAEHUNANbHOCTU U Ha-
CTPOMUTb aHanorn4yHbIM 0bpasom;

5) MopgkntounTbes k Beb6-uHTEpdhency MK CB, gna aTtoro npy NnepBOM MOAKITHOYEHUN K

Beb-mHTepgency MK CB Heobxoanmo HacTpouTb Gpay3ep, nobaBmB 06paboTky obmeHa
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AaHHbIMK ayTeHTudunkauymm ns OC:
MpumeyvaHwue. [Ing nonHoueHHon paboTbl ¢ mexaHuamom MPL, Heobxoanmo BbInos-
HUTb BX04 B cucTeMy mcnonb3ysa TepmuHan (1K), s3aBegeHHbI B JOMEH, K KOTOPOMY
npuHaanexut MK CB, a Takke OC TepMunHana gormkHa nogaepxmeartb paboTy ¢ mexa-
Hu3mom MPL. Ecnn nonb3oBaTtento Ha3sHa4eHO HECKONbKO YPOBHEN KOHMOEHLNANbHO-
CTW, TO NpU BXoae MOXHO byaeT BbibpaTb HeobxoaMMbIN ypoBeHb. CMEHUTL YPOBEHb
KOHOMAEHUMANTBHOCTU MOXHO TOSbKO BbINOSIHMB BXOL4 B CUCTEMY 3aHOBO, Kateropum
KOH(pMOEHLManbHOCTN NCNOMb3YTCA aBTOMaTUYECKN.

- 3anycTtuTb b6pay3ep Mozilla Firefox,B agpecHyto CTpoky BBeCTM about :config

N HaxaTb Knasuwy <Enter>;

- Ha OTKPbIBLUENCA CTpaHuLEe C npeaynpexneHnemMm Haxatb Ha KHOMKY [[TpuHATb

puck 1 npogomkuts] (cm. puc. [T11):

PacluypeRHble HACTPOliKY — Mozilla Firefox

@ | @ Pacwmpentibie HacTpoiikn X | +

<« [¢] @ Firefox  about:config

MpojonxaiiTe C OCTOPOKHOCTLIO

U3MeHeHUE PACLLMPEHHBIX HACTPOEK MOKET 3aTPOHY Th MPOUIBOANTENLHOCTE NN 6E30MaCHOCTS Firefox.

MpeaynpexAaTs MeHs, KOrAa s NOMbITak b MoY4MTh AOCTYN K STUM HACTpoikam

MPYHATS PUCK 1 NPOAONXMTE

< 8 [=]| 128,

Puc. 91

- Ha OTKpbIBLLENCA CcTpaHuue «PaclumpeHHble HaCTPOMKM» B Nnose noucka BBECTH
CNOBO uris;
- an4a napameTpoB network.negotiate-auth.trusted-uris 7

network.negotiate-auth.delegation-uris YyCTaHOBUTb  3Ha4deHue
https:// (c™m. puc.|112):
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) PacwmpenHbie HacTpoiikn — Mozilla Firefox
&« & @ Firefox about:config bl @ H =
il M napametp
browser.safebrowsing.blockedURIs.enabled true =
extensions.formautofill.creditCards.heuristics.fathom.confidenceThreshold 05 s’
sions.formautofill.creditCards. heuristics.fathom. highConfidenceThreshold 0.95 s’
extensions.formautofill.creditCards.heuristics.fathom.testConfidence o e
extensions.formautofill.creditCards.heuristics.fathom.types. cc-number,cc-name 4
extensions.formautofill.creditCards.heuristics.mode 2 4
heuristics.enabled true 2
network.automatic-ntim-auth. trusted-uris. 4
[network.negotiate-auth.delegation-uri: https:// 4
network.negotiate-auth.trusted-uris https:// rd
network.trr.fallback_warning_heuristic_list canary 4
privacy.restrict3rdp: heuristic.opened_window_after_interaction true 2
privacy.restrict3rdpartystorage.heu ently_visited true 2
privacy.restrict3rdpartystorage.heuristic.recently_visited_time 600 rd
privacy.restrict3rdpartystorage.heuristic.redirect true =
privacy.restrict3rdp: heuristic.window_open true 2
uris © norueckoe “ncno CTpoka +
oo ‘ ‘ 11:59
< B ]| 105

Puc. 92

B ganbHenwem pabota c MK CB He oTnnyaetcst oT 00bIYHOMN.

MpnmevyaHune. HacTponTb Unm ckoppekTupoBaTb Heobxogmmble 4ocTynbl K BM moxeT
cam nornb3oBaTesib Ha cTpaHuue BM Bo Bknagke besonacHocTtb. [pn ncnons3osaHnn AuHamm-
yeckon mogenu Parsec, BM nony4aeT MakcMmMaribHO BO3MOXHYHO METKY KaTeropum 1 ypoBEHb
KOH(bMAEHLManbHOCTK, CornacHo gocTynam, cosgatoLlero BM, nonb3osatens. [ns KoppekTUpoBKu

ncnonb3yemon MeTkn Heobxoanumo BbibpaTe CTaTu4eckyro MoAesNb M yKkasaTb Xenaemyto MeTky.

3.10.2. MaHpgaTHoe pasrpaHunydyeHue BM mexay pasHbIMU KOMMaHUAMU

Ewe ogHum BapuaHTOoM npumeHeHna MPL onsa pasrpaHudeHus gocTyna K pecypcam
SIBMISIETCSA €ro UCMOosib30BaHUe B rpynne-KoMnaHum, UMetoLLEen eguHyo CucTemy BUpTyanmsauum
ANs KoHconuaaumm u onTuMuM3aunm NCnonb3oBaHns annapaTtHoro obecneveHus. Nonb3oBare-
N pasHbIX KOMMNaHun He ByayT nmeTb AOCTYN K pecypcam Apyrux opraHmsauumn xonguHra 3a
CYeT ncnonb3oBaHna MmexaHnama gonyckos 1K CB, HO, npu He0BXxo0AUMOCTU, MOXHO ByaeT oT-
KpbITb JOCTYM, CKOPPEKTUPOBAB 3Ty HAaCTPONKY Ansa HeobxoaumMoro pecypca. Torga Kak ypoBHM
KOHMAEeHUMaNbLHOCTM NOMOrYT pasrpaHMyYnTb OOCTYN K pecypcam BHYTPWU KOMMaHun. Takxke
ncnonb3oBaHne mexaHnsma MPL no3BonuT MUHMMU3NPOBATb PUCK KOMMNPOMETUPOBAHNSA Ba)KHOM
WHdopMaLmn B cnyyae owmbovyHoro obasneHns nonb3oBateris K rpynne, 3a cHeT HasHavYeHus
rpynne CBOK METKY KaTeropum KoHOUAEHUNANbHOCTN.

B HuxenpusegeHHOM Npumepe KaxaoMy nonb3oBaTtento onpeaeneHHoOn KOMnaHuM Ha3Ha-
YaeTcs ofHa Kateropusi, BHyTpu ogHon FreelPA-rpynnbl MOXHO pasrpaHnynTb SOCTYN UCMNOMb3YS

MepapxmquKMVl YPOBEHb KOH('.bI/ID,eHLI,VIaJ'IbHOCTI/I.
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Mpwn Takom cxeme opraHmsaumm pabotbl, MexaHnam ACL GygeT ncnonb3oBaH ansa pasge-

NeHnst KOMMNaHun, B TO BpeMA KaK MeXaHU3M METOK MPL ans pasgeneHna BHyTpU KOMMaHUN:

Monb3oBatenb 1 coctont B KomnaHum 1 n nmeet YposeHb 0 n Kateroputo 0;

Monb3oBatenb 2 coctonT B KomnaHum 2 n nmeet YposeHb 0 n Kateroputo 1;

Monb3oBatenb 3 coctont B KomnaHum 1 n umeet YposeHb 1 n Kateropuio 0;

Monb3oBatenb 4 coctont B KomnaHum 2 n nmeet YposeHb 1 n Kateropuio 1;

Monb3oBartenb 5 coctont B KomnaHuu 2 n nmeet YposHn 0 n 1, Kateropuio 1.
[na Taknx nonb3oBarenen oblwee maHaaTHoe npeacTasneHve goctyna byaert BuirmsaaeTb

cnepyowmm obpasom (cm. puc. [93).
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Puc. 93

[oe Ana Kaxnoro oTAenbHOro nonb3oBaTens:

- Ooctyn k BM Monb3oBatens 1 (cm. puc. [94):
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Puc. 94

- OJoctyn k BM lNonb3osatens 2 (cMm. puc. [95):
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- [octyn k BM Monb3oBatens 3 (cMm. puc. [96):
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BEM
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Puc. 96

- [Joctyn k BM Monb3oBatens 4 (cm. puc. [97):
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Puc. 97

- foctyn k BM Monb3oBarens 5 (cM. puc. [98):
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Puc. 98

[ns HacTponkn pasrpaHundeHre BM ansa rpynn B pasHbiX KOMNaHMAX HEOOX04MMO:
1) Cosgatb rpynnbl nonb3oBartenen, anga atoro B Be6-nHtepgence MK CB B MeHto cnesa
BblGpaTh NyHKT «Cuctema — pynnbi» 1 HaxaTb KHOMKY [+]:

- B OTKpbIBLLEMCA OKHE BO BKJ1lagKe «ObLweer YKa3aTb Ha3BaHWE TIpynnbl

(cMm. puc. [99):
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Cosparb rpynny

co

(- @ " [— o
Oowmne lMNpeacrtaeneHwe AOMUHUCTPUPOBaHWE MNpaea Cuctema

HaszsaHwe

companyl

Puc. 99

BHUMAHMWE! B Ha3BaHuu rpynnbl He AOMyCKaeTca UCnonb3oBaTb OyKBbl B BEPX-
HeM perucTpe.

- yKkazaTb Heobxoaumble HacTpomkM BO Bknagke «[lpeacraBneHve»
(cm. pwuc. [100):

Cosparhb rpynny

06/1au4HBIi MaKeT

Tpynna i Tpynna Topos

Group Admin MpeacTasnenne

a
<]

Cloud MpegeTasnenne

<]
<]

PaciumpeHHbIii MakeT

Tpynna i Tpynna Topos

User Mpepcraanenue

a
<]

Admin MpegcTanenne

<]
<]

Puc. 100

- Bo Bknagke «[paBa» HacTpouTb npasa goctyna (cm. puc. [T0T):
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CosfaTb rpynny

= @ 1 = o
C e

1KE MpeacTaEneHue AAMUHUCTPHPOBAHKE Mpaea Cucren

() Mossonser nonbaoaarensm npocmarpusare BM 1 Cepeitcel 4pyTux nons3osateneii sToii xe rpyni!
Paape onbaoaTe O/ TPyNbl CO3AABATL CrIEAYIOLLME PECYPCD

BM Bupr. cetn Ipynne! GesonacHocTy BUpT. MApWpyTU-3aTOPLI O6pask LLa6noHe fokymenTin

d

Puc. 101

- HaxaTb kHornky [Co3gaThb];
2) Cospgartb nonb3oBarternen, Ansa atoro B Beb-nHTepdenice MK CB B MeHIo cnesa BblOpaTh
NyHKT «Cuctema — lNonb3oBaTenn» 1 HaxaTtb KHOMKY [+]:
- B OTKpbiBLIEMCS OKHe «CosgaTb nonb3oBaTtensa» Heobxoaumo ykasaTb UMS
nonb3oBaTens, naponb, NOATBEPXAEHME Napons U CHATb rar «CMeHnTb naponb

npu nepBom Bxode B cuctemy» (cMm. puc. [102)):

C03ﬂ,aTb nonb30BaTens

Copoc

ima nons3osarens

userl

Mapons

MoaTeepauTe Naponb

[J CmeHWTL Nnaponk Npu NepBoM BXOAE B CUCTEMY

Puc. 102

MpumeyaHue. Ecnu octasutb chnar CMeHUTb Naponb Npu nepBoM Bxoae B
cucTeMy, NOnb3oBaTeflb CMOXET 3alUTU B CUCTEMY TOMbKO NOCre CMeHbl Napons
yepes Beb-nHTEpdelic KoHTponepa gomeHa.

- B BbiNagatowiem cnmcke «OcHoBHas rpynna» Bbl6paTb rpynny, CoO3gaHHy Ha

npeablaywiem ware (cm. puc. [103):
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Cnocob ayTeHTHIMKALLMKM

o6LLWiA

OcHoBHan rpynna

108: companyl v

Pwuc. 103

- B «JJononHuUTenbHbIe rpynnbl» ykasaTb brestusers (cMm. puc. [104):

[lononHuTENLHBIE FPYNNbI
Bbl BbIGPANA cNeayoLne rpynnbi:

109

108

107

106

50

Q

» HasBaHwe
company?2
companyl
group?
groupl
brestusers

brestadmins

¥ [oka3aHbl 3NeMeHTbI CNUCKa ¢ 1 No & 3 6 1

Puc. 104

- HaxaTb kHonky [Co3gaTb];

3) CosgaTtb AOMUHMUCTpaTOpa rpynmn, Ans 3Toro AeNcTBUAMU, ONUCaHHBIMU Ha Npeablay-

wem ware, co3gaTtb y4eTHyro 3aruncb A,D,MI/IHI/ICTpaTOpa rpynnbl:

- B Be6-uHTepdperice MK CB B MeHto cnesa BbiGpaTh NyHKT «Cuctema — Mpynnbi»,
B CnMcKe rpynn BblGpaTb CO3A4aHHY0 paHee rpynmny;

- BO BKknagke Nonb3oBaTtenn HaxaTtb KHOMKY [Pe,D,aKTI/IpOBaTb aLI,MVIHI/ICTpaTOpOB]

(cm. puc. [105)):

-t
MonbzoBaTenu

Il
E
!

[ PegakTupoBaTh AQMHHMC TPATOPOE

Q

Puc. 105

- B OTKpbIBLLUEMCS CMUCKE BblOpaTh HEOBXOAMMOrO MOSb30BaTENs U HaXaTb KHOMKY
[MpumeHnunTs] (cm. puc. [106):
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Mpynna 108 company1
o = = Lt )
C et Nonbsosarenu ETH e6n
ToxanylicTa, BbIBEPUTE OHOTO WM HECKONbKIX NONb30BATENE U3 CrUCKa ~
<
D , Hassanue rpynna BinioueHo [Apaiigep aBTopusayun BM Namsats uny
32 adm?1 company1 fa public 0 0KB /-
31 user5 company1 fa public 0/- oke
29 user3 company1 fa public 0 OKB
27 userl company1 fa public 0/- oKB 0/-
50 v loKasaHbl 3N1eMeHTbI cnucka c 1no 4 u3 4 1

n *

Puc. 106

4) HactpouTb rpynnbl FreelPA, ansa atoro nogkntountbcs k Be6-nHTepdency KoHtponepa
AOMeHa nonb3oBaTeneM ¢ aAMUHUCTPATUBHLIMU NOSTHOMOYUAMM:

- BO BKnagke «[llonb3oBatenu» B MEHIO crieBa Bbl6paTb NYHKT «AKTUBHbIE MOb-

3oBatenu» (cMm. puc. [107):

AKTVBHbIE MONB30BaTeNN
‘ Q < O6HOBUTL | & YpanuTe | | 4 Ao6asu
[ Wms y4éTHOI 3anmcKn nonb3oBaTens Wma Damunna CocTosHne uiD Appec 3NeKTPOHHO NOYThI
O  admi admi adm1 + BraoueHo 422100526 admi@brest.local
0O  adm2 adm2 adm2 « BrawueHo 422100527 adm2@brest.local
O admin Administrator + BrioyeHo 422000000
O | bradmin bradmin bradmin + BroueHo 422000005 bradmin@brest.local
O user userl user1 « Bkaouero 422100521 user1@brest.local
O  user2 user2 user2 « BriouerHo 422100522 user2@brest.local
O | user3 user3 user3 + BraoueHo 422100523 user3@brestlocal
O  userd user4 user4 + BraoueHo 422100524 userd@brestlocal
O  users users user5 « Bkawouero 422100525 user5@brest.local
MokasaHel 3anucw: ¢ 1 no 9 m3 9.

Puc. 107

- HaXxaTb Ha MMS HY>KHOrO Norb30BaTens AN peaakTUPOBaHUS;
- B OTKpbIBLLUEMCS OKHE «[lapameTpbl» BblibpaTb Tpebyemble YpOBHU KOHUAEH-
LUManbHOCTU B BbiNagatoLwmx cnuckax « MMHUMarnbHbIA YPOBEHb KOHMAEHLMATb-

HOCTU» U «MakcumanbHbI YPOBEHb KOHMAaeHUManbLHocTy (cM. puc. [108):
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v [lonb30oBaTe b user2

MapameTpel

user2 ABNAETCH YHACTHUKOM:

Mpwewnernun Parsec MWHWUManbHBIE KAaTeropuM KOHOWAEHLWMANBHOCTI MakcManbHble KaTeropMmn KOHQUAEHUWMANBLHOCTH Macka ayguTa

~2 O6HOBUTB | | 'O BepHyTb | | X Coxpanute | fleiicTBuna v

NapameTpbl MAeHTUbVKaLWK

JomkHocTb
Nms * user2
DamMuana * user2
MonHoe uma * user2 user2
OTto6paxkaemoe ums user2 user2
WHnuywans! uu
GECOS user2 user2
Knacc

n PUBWUNETMW NONb30BaTENA

KnaccugpukaymnoHHaa meTka 0:0x0:0:0x0

none3oBaTtensa

Macka ayguta 0x0:0x0

MWHUMankbHLIA ypoBeHb ‘ b v

KOH}UAEHUMANBHOCTH

MaKkcMManbHblil YpoBeHb 0 v
KOHGUAEHUMANBHOCTH

HaseaHue ypoBHa v

LEeNOCTHOCTH

Puc. 108

- HaaTb KHoMKy [CoxpaHuThb];
- nepenTtn BO BKNagky «MuHMManbHas karteropmsa KoHuaeHUNanbHOCTU» Y

HaxkaTb kHoMKy [[o6aBuTb] (cM. puc. [109):
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[Nlonb3oBaTenb: user2

NapameTpbl

user2 ABMASTCA YYACTHUKOM:

Mpweunervu Parsec MuWHMManbHbIE KaTeropun KOHPUAEHUMaNLHOCTU MakcuManeHele KaTeropuyM KOHOUAEHUNANBHOCTH Macka ayawuTa ycnexa

£ 06HOBUTL | [ YaanuTe | 4 flo6aButb

[0 HassaHue MUHMMaNEHON KATETOPUIA KOHPNACHUWNANIBHOCTI

OTCyTCTBYIOT 3anuc.

Puc. 109

- B OTKpbIBLWWIEMCA OKHE B CIIMCKEe «,D,OCTyI'IHO» OTMETUTb HEOOXoaMMble KaTero-

pUN 1 NepeHecTn nx B cnncok «OxmnagaeTca» HaxaB KHOMKY [>]. HaxaTb KHOMKy
[do6aBuTb] (cMm. puc. [110):

JobaenTk

AOCTYynHO Oxunpaerca

HazBaHne MUHWUMANBHON HazBaHne MUWHUManbHOM
KaTeropun KDH(IJ-MAEHL[MEIII:HDCTH KaTteropuu

Kateropus_0 KOHOUAEHLNANBEHOCTW

Kateropma_2 Kateropmn_1

KaTeropwa_3

AobaBuTe || OTMEeHWTE

Puc. 110

MpumeyaHwue. MNpn NepBOM Ha3HAYEHUN KaATErOPUM UX MPUMEHEHNE NMPOUCXO-
ANT MrHOBEHHO. Npn peaakTMpoBaHWUM yxxe Ha3HaYeHHbIX KaTeropui N3aMeHeHus
NPUMEHSIOTCSA C 3a4ep>KKOW B NonTopa Yyaca, u3-3a obHoBNeHuUs MHdopmMaumm B
Kawe cnyx6bl SSSD dpoHTanbHbIX CEPBEPOB.
- nepenTn Bo BKNagky «MakcumarnbHble KaTeropmsi KOHPUAEHUNANBHOCTUY Y
HaCTPOWUTb aHanorMy4HeIM obpasom;

5) MopgkntounTbes k Beb6-uHTEpdhency MK CB, gna aTtoro npy NnepBOM MOAKITHOYEHUN K

Beb-mHTepgency MK CB Heobxoanmo HacTpouTb Gpay3ep, nobaBmB 06paboTky obmeHa



132
PAOLIM.10001-02 93 01

AaHHbIMK ayTeHTudunkaumm ns OC:
MpumeyvaHwue. [Ing nonHoueHHon paboTbl ¢ mexaHuamom MPL, Heobxoanmo BbInos-
HUTb BX04 B cucTeMy mcnonb3ysa TepmuHan (1K), s3aBegeHHbI B JOMEH, K KOTOPOMY
npuHaanexut MK CB, a Takke OC TepMunHana gormkHa nogaepxmeartb paboTy ¢ mexa-
Hu3mom MPL. Ecnn nonb3oBaTtento Ha3sHa4eHO HECKONbKO YPOBHEN KOHMOEHLNANbHO-
CTW, TO NpU BXoae MOXHO byaeT BbibpaTb HeobxoaMMbIN ypoBeHb. CMEHUTL YPOBEHb
KOHOMAEHUMANTBHOCTU MOXHO TOSbKO BbINOSIHMB BXOL4 B CUCTEMY 3aHOBO, Kateropum
KOH(pMOEHLManbHOCTN NCNOMb3YTCA aBTOMaTUYECKN.

- 3anycTtuTb b6pay3ep Mozilla Firefox,B agpecHyto CTpoky BBeCTM about :config

N HaxaTb Knasuwy <Enter>;

- Ha OTKPbIBLUENCA CTpaHuLEe C npeaynpexneHnemMm Haxatb Ha KHOMKY [[TpuHATb

puck 1 npogomkuts] (cm. puc. [T11):

PacluypeRHble HACTPOliKY — Mozilla Firefox

@ | @ Pacwmpentibie HacTpoiikn X | +

<« [¢] @ Firefox  about:config

MpojonxaiiTe C OCTOPOKHOCTLIO

U3MeHeHUE PACLLMPEHHBIX HACTPOEK MOKET 3aTPOHY Th MPOUIBOANTENLHOCTE NN 6E30MaCHOCTS Firefox.

MpeaynpexAaTs MeHs, KOrAa s NOMbITak b MoY4MTh AOCTYN K STUM HACTpoikam

MPYHATS PUCK 1 NPOAONXMTE

< 8 [=]| 128,

Puc. 111

- Ha OTKpbIBLLENCA CcTpaHuue «PaclumpeHHble HaCTPOMKM» B Nnose noucka BBECTH
CNOBO uris;
- an4a napameTpoB network.negotiate-auth.trusted-uris 7

network.negotiate-auth.delegation-uris YyCTaHOBUTb  3Ha4deHue
https:// (c™m. puc.|112):
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PacupeHHbie HacTpoiiky — Mozlla Firefox

<« c @ Firefox  about:config % © & =

browser.safebrowsing.blockedURIs.enabled true

extensions.formautofill.creditCards. heuristics.fathom.confidenceThreshold 05

sions.formautofill.creditCards. heuristics.fathom.highConfidenceThreshold 0.95

extensions.formautofill.creditCards.heuristics.fathom.testConfidence o

extensions.formautofill.creditCards.heuristics.fathom.types ccnumber,cc-name
extensions.formautofill.creditCards.heuristics.mode 2

heuristics.enabled true

network.automatic-ntim-auth.trusted-uris
[network negotiate-auth delegation-uri https//
network.negotiate-auth.trusted-uris httpsi//

network.trrfallback_warning_heuristic_list canary

privacy.restrict3rdp heuristic.opened_window_after_interaction true

privacy.restrict3rdpartystorage.heu ently_visited true
privacy restrict3rdpartystorage.heuristic.recently_visited_time 600

privacy.restrict3rdpartystorage.heuristic.redirect true

RN N S R S S T T 20 T N VM S S 2

privacy.restrict3rdp: heuristic.window_open true

uris. © Nornyeckoe “mcno Crpoka

4

< 8 [en]| 153,

Puc. 112

B pganbHenwem pabota c MK CB He oTnnyaetcst oT 00bI4HOMN.

MpnmevyaHune. HacTponTb Unm ckoppekTupoBaTb Heobxogmmble 4ocTynbl K BM moxeT
cam nornb3oBaTesib Ha cTpaHuue BM Bo Bknagke besonacHocTtb. [pn ncnons3osaHnn AuHamm-
yeckon mogenu Parsec, BM nony4aeT MakcMmMaribHO BO3MOXHYHO METKY KaTeropum 1 ypoBEHb
KOH(bMAEHLManbHOCTK, CornacHo gocTynam, cosgatoLlero BM, nonb3osatens. [ns KoppekTUpoBKu

ncnonb3yemon MeTKn Heobxoammo BbibpaTb CTaTuyeckyto Moaernb 1 ykasaTb XXenaemyt MeTKY.
3.11. OTKa3o0ycCTOM4YMBOCTb BUPTyalibHON MalUUHbI

B K CB uHTerpupoBaH mexaHu3Mm (Mogynb) obecnedeHnsa otkasoycronumsoctn BM c
COXpaHeHMeM MaHAaTHbIX U AUCKPELMOHHbIX aTpubyToB 6e3onacHoCTH.

[ns pabotbl Mmogynsa HeobxogMmo cobniogeHne cregyowmnx yCrnoBumn:

- HanuMuyme B Knactepe MMHMMYM [BYyX pabodnx cepBepoB BUpPTyanu3aumm;

- obuwee xpaHunuuie guckoB BM, gocTynHoOe Ha KaXXaom M3 CepBepoB BUPTyanm3auuu;

- noggep’kka co CTOPOHbI cepBepoB BUpTyanuaauun texHornorum IPMI (Intelligent Platform

Management Interface). [laHHble gnga asTopusaumm no IPMI gomkHbl ObITb yKa3aHbl B

HaCTpOMKax KaXaoro cepsepa BMpTyanuaauuu;

- ansa BM ponxeH 6biTb yCTaHOBMEH NpU3HaK OTKa30ycTon4MBoCTU (Bbicokas 4ocTyn-

HocTb) — cM. puc. [113
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BM 3 alse171 POWEROFF

(i ] (-] ] a = & [ ]
CeefpeHnn FpY3Ka sona : na =

= 5 N B
WHdopmayma MNpaea NonbsoeaHne YnpaeneHue

Enagensy

e
| ASTRAL'NUX Ipynna O O

spaclal edition

3 Bnapeney
HazeaHue alse171 T3 Bnageney, brest-admin 4
CocToAHNe Mpynna brestadmins rd
TekyLLee cocToAHue B LCM_INIT PeszepeHble konuu BM
¥aen oneserver.brest.local HacToTa
[BbIODKaH JOCTYMHOCT Oa IZ'] 1D marazuHa
NpUAoKEHN A
Puc. 113

B npouecce pabotbl mogyns:

- 1K CB nony4aet curHan o HencnpaBHOCTU cepBepa BUpTyanusauuu,

- cuyuTbIBaeTCca cnmcok BM ¢ ycTaHOBMEHHbIM MPU3HAKOM OTKa30yCTOMYMBOCTU (BbICOKas
AOCTYMHOCTb), 3anyLLeHHbIX Ha HeucnpaBHOM cepBepe BUPTyanusauumu;

- CUYMTBIBAKOTCA YCTaHOBMNEHHble aTpubyTbl 6e3onacHocTM BM (MaHgaTHas metka u nms
nonb3oBaTerns, 3anyCTUBLUEro BUPTYanbHYHO MalUVHY) U NPOU3BOAUTCS nepesanyck 3Ton

BM Ha paboyem cepBepe BUpTyanusaummn.
3.12. ABTOCTapT BMpPTYasibHbIX MalWUH

MexaHu3m aBTocTapta BM nossonsietr aBtomatnyecku 3anyctute BM, HacTpoOeHHble Ha

aBTOCTapT, Ha cepBepax BMPTYyanu3aLuumn npu BOCCTAHOBMNEHUM MOCIe aBapuUMHOIO OTKMIOYEHNS.

[Ona skntodeHus aBToctapta Ha BM cneayet B Be6-uHTepdence MK CB Ha cTpaHuue

AaHHon BM Bo Bknagke «CBegeHus» B BbiNagaloLeM crnmcke «ABTo3anycky» BblbpaTb 3HaYeHue

«[da».

ABTOCTapT NPOUCXOAMUT criegytowmnm obpasom:

1) npu BoccTaHoBneHun paboThl MK CB cepBep ynpaBneHusi 3anyckaetcsl B NepByto
oyepenp;

2) cepBep ynpaBrieHusi MPOBEPSIET COCTOSIHNE CEPBEPOB BMpTyanusaumm, oxuaas mx
3anycka;

3) cepBep ynpaBrneHusi NPOBEPSIET HAa 3anyLLEHHbIX cepBepax BUPTyanu3aumm Hanmumne
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BM, ona KoTopbix HACTPOEH aBTOCTapT;

4) ecnu Takme BM npucyTcTBYIOT, cCepBep ynpaBneHns aBToMaTU4ecKkn 3anyckaet ux.

BHUMAHMUE! Ecnu B K CB gnsa obecnevyeHns oTkasoyCTOMYMBOCTU cepBepa ynpas-
neHust npumeHsieTcs TexHonorus Raft, To ans koppekTHon paboTbl aBTOoCTapTa HeobxoanuMo B
dann /lib/systemd/system/libvirtd. service, HaXoO4AWMNCA HA CepBepe yrpaBrieHuns,
AobaBuTb CTPOKY:
After=opennebula.service

Mpumevanune. Anroputm Raft onucan B gokymente POLIM.10001-02 95 01-1.
3.13. Murpauuu auckos BM mexay xpaHunuwiamm

Mwurpaumm gmuckoB BM MoXeT ObiTb OCyLeCTBreHa TOMbKO MeXay OAWHAKOBbIMWU TU-
namm xpaHunuiwy, (Hanpumep, u3 LVM_LVM B LVM_LVM) 1 Tonbko B pamMkax O4HOro cepeepa
BUPTYanuM3aumm.

[Onsa oHnanH murpauum anckos BM (6e3 BbikntodeHns BM) B Beb-nHtepdence MK CB
HeobxoanMo:

1) Ha cTpaHuue BM HaxaTb KHOMKY ynpaBneHnsi pa3meLLeHneM 1M B OTKPbIBLUEMCS MEHIO

BblOpaTtb NyHKT «[MepeHectn BM» (cm. puc. [114));

BM 3 alse171 3anviweHo

& a-Jo-jo-Jo-J:-]e-]a-

i ] = o
CeejpeHna i ;
L] A :
. 2 _. 2 A riepenecy Y] e cery |
WHdopmayna BNeHue

* 3annaHupoBaTh NOBTOPRHO

| ASTRAL' N UX OTMEHNTE NOETOPHO 2aNMaHMPOBEHHDE a
special edition JEUCTBEUE

1D

< BocCTaHOBWTE

s &
HazeaHwe alsel?l Z FPezepeHan Konua =

@
CocToAHWe AKTHBEH

Tekylee cocToRAHWE B PesepeHble konuu BM

Puc. 114

2) B OTKpbIBLUEMCA OKHE «MI/IFpI/IpOBaTb BUPTYallIbHYHO MaLlUNHY»:

a) B cekuumn «BblbepuTte Y3en» BblIOpaTh TOT Xe y3esi, Ha KOTopoM 3anyweHa BM

(cm. puc. [115));
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MMFDH poBaTb BUPTYallbHYIO MalUnHYy

| BM 84 brest-stend B HacToRWee BpemA 2anyuleHo Ha Yane srv-01.example.dom, N2 xpanunuwa - 103 |

Beipatk yaen

Brifiepute Yaen wa cnvcka o
ID _ HassaHue Knactep 3anyweHHble BM Buigeneno LN BreigeneHo MamartH Cratye VM MAD
5 srv-03.example.dom default 6 o 440 /1600 (28%) 75GB (125.8GB (60%) Bun kvm
4 srv-02.example.dom default 5 380/ 1600 (24%) 72GB (125.8GB (57%) Bun kvm
3 srv-01.example.dom default 4 . 250/1600 (16%) 4BGE /125.8GB (38%) pByn kvm

10 v [MoxazaHbl anemeHTsl cnvcka ¢ 1 no 4 mz 4 1

v PaciumperHsle HACTPORKKH

Mepexectu BM

Puc. 115

6) B OTKpbIBLIENCA ceKumn «Bbibepute xpaHunuie» BblibpaTb XpaHUnMLE Tako-

ro Xe Tuna, Kak XxpaHunumue, B KOTOpPOM Ha TeKyLIJ,VIVI MOMEHT XpPaHUTCA OUCK BM

(cm. puc. [116)),
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Mmrpm poBaTb BUPTYalbHYHO MallUHY

BM 84 brest-stend & nacToAwee apemA sanywexo Ha Yane srv-01.example.dom, N@ xpasunuwa - 103

BuibpaThk yaen

Bul Beibpany cneayownin Yaen: [ SRR e E G| o
ID | HaasaHwne HnacTtep 3anyweHHeie BM Beineneno UN BuineneHo MamaTn Crartyc VM MAD
B usb-test.example.dom default 0 07800 (0%) OKB/TAGE (0%)  OLUMBKA kvm
5 srv-03.example.dom default B 440 / 1600 (28%) 75GB /125.8GB (60%)  Bun kvm
4 srv-02.example.dom default 5 380 / 1600 (24%) 72GB /1258GB (57%)  Bun kvm
3 srv-01.example.dom default 4 250 / 1600 (16%) 48GB /125.8GB (38%)  Byn kvm
10 v [NoKasaHbl sNemMeHTL CMCcKa ¢ 1 No 4 us 4
A PaclumpeHHsle HACTPONKK
[ MNpoeepra
BriGepuTe XpaHUnHLie
MNemanyAcTa BLIGepUTE XPAHUMULLE M3 CTIMCKA o
ID _ HassaHue Bnapeney fpynna NpoussoauTensHoCcTE Knactep Tun Cratyc
103 lym-lvm-system oneadmin brestadmins 486GB/1.8TB(3%) 0 CuctemHein Bun
104 Ivm-lvm 1 oneadmin brestadmins 48.6GB/1.8TB (3%) ¢ CHCTeMHBIH Bkn
10 v [MoKasaHul aneMeHTLl crucka ¢ 1 no 1 Ma 1 (oThHuNLTpoBaHD Ha 2

ANEMEHTOB Crincka)

Puc. 116

B) HaxaTb kHorky [[MepeHecTn BM].
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4. COOBLUEHUA OMEPATOPY

4.1. Tunbl coobLleHnn

B xoae BbINONHeHWst nporpaMMbl NPEAYCMOTPEH BbIBOA, COOOLLEHMI ABYX TMMOB: coobLLe-
Hue 06 owwmnbke n nHbopMaLnoHHOEe coobLLEeHNE.

CoobueHune 06 owmnbke oTobpakaeTcsi B CrieayroLmnx crydasx:

- ecnv npuv BBOAE AaHHbIX 6biny gonyLieHbl oWnbKM, BBEAEHO HEQONYCTUMOE 3HAYeHne

NN He 3anofiHeHbl Nons, obasaTenbHble ANS 3anofHEHWS;

- npu cbosax B pabote cnyx6 MK CB n OC CH;

- MpW BbIMNOMHEHUN OENCTBUN, HEAOMYCTUMbIX B COOTBETCTBUN C HACTPOEHHOW POSieBON

NOSIUTUKOWN.

Kaxxgoe Takoe cooblueHne cogepXnt onncaHme owmnodkun. MNpumep coobluieHnsa o6 owmnbke

npenctaeneH Ha puc[117]

Shutdown libvirtd libvirtd_system_shutdown
Controll the start/stop of virtualization tool
components YnpaeneHue 3anyckom/
OCTaHOBKOM KOMMOHEHT CpeacTBa
BUPTYanu3auum...

Puc. 117

lMocne BbINonNHeHWA nonb3oBatenemM onpegerneHHbix gencteun B K CB (nepexon k
pasgeny nporpamMMbl, COXpaHeHUe AaHHbIX) 0TobpaxarTcss MHOpMaUNOHHbIE coobLeHna. Takue
coobLeHns He TpebytoT Kakmx-Nnmbo OeACTBUA NONb3oBaTeENA N CKPbIBAOTCA aBTOMAaTUYECKN.

MpvmMep MHOPMaLMOHHOTO coobLLeHNs npeacTaeneH Ha puc[118]

. . YpaneHWe rpynnbl... 20:57 %

Removing user group 1009

= FEemoving_group 08.12.2022
20:57:50 1670522270 0:63:0:0
YoaneHue rpynnel Nonb2oeaTensim
Jusr/sbin/groupdel success

Puc. 118
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4.2. lencTBns nonb3oBaTens

|_|pl/l BO3HUKHOBEHMM COOOLLEHNN 06 owKnbKe nonb3oBaTento cnenyet BbIMONMHUTD nen-

CTBUS, onncaHHble B Tabnuue .

Tabnuua 8
Tun coobLweHns o6 owmnbke JencTBuna nonb3oBaTens
OTKOppEKTMPOBaThL BBEAEHHbIE 3HAYEHUST UIK
Owwnbka BBOAA OAHHbIX 3anonHUTbL Nons, oba3aTenbHble ANns 3anofHe-
HWSA
C6on B pabote cnyx6 MK CB O6patutbesa k agmuHucTpaTopy MK CB
C6on B pabote cnyx6 OC CH O6patuTbes kK agMmuHucTpaTopy OC CH
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NEPEYEHb TEPMUHOB

AamuHucrtpatop BM — nonb3oBaTenb, KOTOPOMY NpeaocTaBnaoTCs nNpasa Ans BbInos-
HEeHUs 4eNCTBUIW NO ynpasrneHuno aksemnnspom BM.

ApmunHuctpaTtop OC CH — nonb3osatens OC CH, Bxogdawmin B rpynny astra-admin,
KOTOpPOMY NpeaoCTaBnsOTCA NpaBa Afs BbINOMHEHUSA AencTBuIr no HacTporke OC, Tpebytowmx-
npuBmMNerun cynepnorib3oBarens root.

ApmunHuctpatop MK CB — nonb3oBaTtenb, peanuaylowmnin porib agMuMHUcTpaTopa cpea-
CTBa BMpTyanuaauuu.

Paspa6oTunk BM — nonb3oBartenb, KOTOPOMY NpegoCTaBnsaOTCA NpaBa Ans BbINOMHEHUS
AENCTBUI NO CO3AaHNI0 N3MEHEHMIO KOHGUrypaumm (LabnoHoB) BUPTYarnbHbIX MaLUuH.

MpumeyvyaHnune. OnucaHne ponen nosnb3oBaTenen nNpPeacTaBrieHO B [JOKYMEHTe
POLIM.10001-02 97 01 «[lMporpammHbin komnnekc «Cpegcrtea BupTyanusauum «bpect». Py-

koBoacTBo no KC3».
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NMEPEYEHb COKPALLEHUA

B — 0as3a gaHHbIX

BM — BUpTyarnbHaa mMaluvHa

EMmM — eauHoe NPOCTPaHCTBO Norib3oBaTesien
OoC — onepaumMoHHasi cuctema

OC CH — onepaunoHHas cuctema cneyunarnbHoro HasHaveHus «Astra Linux Special Edition»

MK CB — nporpammHbIn komnnekc «CpeacTtea BupTyanu3sauum «bpect»

no — nporpamMmHoe obecnevyeHne

C3n — CpeacTBa 3awuTbl MHGopMauum

oC — ¢hannosas cuctema

LUOXO — ueHTp 0OpaboTKn 1 XpaHeHUst AaHHbIX

L — LeHTparnbHbIN NpoLeccop

ACL — Access Control List (cnncok koHTpons goctyna)
AR — Address Ranges (anana3soH IP-agpecoB)

VDC  — Virtual Data Center (BMpTyanbHbii faTa-LeHTp)
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Jlnct pernctpaunn nameHeHun

Nam

Homepa nnctoB (cTpaHuu)

N3MEHEH-
HbIX

3aMeHeH-
HbIX

HOBbIX

aHHYNMpo-
BaHHbIX

Bcero
nucToB
(cTpaHuu) B
AOKYMEHTE

Homep
JOKyMeHTa

Bxopsawmmn
HOoMep conpo-
BOAUTENBHOIO

OOKYMeEHTa

nparta

Mopnuck

[aTta
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