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1. ObLLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmin [OOKYMEHT $IBNSeTCs WMHCTPYKUMEM MO  UChnonb3oBaHUio uHTepderica REST API
NporpamMMHoOro komnnekca «ducnetyep nogkarOUYeHMn BUPTYanbHbIX paboumnx MecT Termidesk» (panee -
Termidesk).

B 3ToM pykoBoACTBeE NpMBEAEHbI LLArM MO Hayany paboTbl C MHTepdENCOM, a TakXKe CMUCOK AOCTYMHbIX

KOMaHA,
1.2 . HasHaueHue

REST API no3sonseT:
* nony4uTb daHHble (GET-3anpocbl);
* C034aTb HOBblE 3neMeHTbl AaHHbIX (POST-3anpochl);
* U3MeHUTb AaHHble (PUT-3anpocsbl);
» yoanuTb faHHble (DELETE-3anpocel);

* 06HOBUTbL AaHHble (PATCH-3anpochl).

[Ons nepenaun komanpg vyepes REST API moxeT ucnonb3oBatbcs yTunamTa curl.
Curl -  kpoccrnnatdhopMeHHas  CcayebHas nporpaMMa KOMaHOHOM  CTPOKM,  MO3BOJISHOLLAS
B3aMMOJENCTBOBaTb C MHOXECTBOM pas/iMYHbIX CEPBEPOB MO MHOXECTBY pPa3/IMYHbIX MPOTOKOMOB C
cuHTakcmcom URL.
Mpwn paboTe ¢ BHewWHeN yTUANTOM curl HEOBXOAMMO:

» ana otnpaeku 3anpoca GET ncnonb3osatb onumio -X 'GET';

» ans otnpasBku 3anpoca DELETE vucnonb3oBaTb onumto -X 'DELETE';

* ans otnpasku 3anpoca PUT ucnonbsosats onumio -X 'PUT';

» ans otnpasBku 3anpoca POST mncnonb3soBaTb onuuto -X 'POST';

» ana otnpaeku 3anpoca PATCH ucnonb3oBatb onumio -X 'PATCH'.
BosBpaluaemble hopMaTbl 3343t0TCS 3arofIOBKOM accept, Hanpumep:

curl ... -H "accept:application/json"

Mpumep POST-3anpoca ona «YHuBepcanbHoro aucnetdepa» Termidesk:

1 curl =X '"POST' \

2 "http://disp.termidesk.local/api/webui/vl/servicespools' \
3 -H 'accept: application/json' \

4 -H 'Content-Type: application/json' \

5 -H 'X-Auth-Token: 7bjqtodywjd69dkpdta9ncqprifkr3pu’ \

6 -d '{

7 "name": "string",

8 "comments": "string",
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S "service_id": "string",
10 "osmanager_id": "string",
11 "image_id": "string",
12 "help_url": "string",
13 "servicesPoolGroup_id": "string",
14 "cache_11_srvs": 2147483647,
15 "cache_12_srvs": 2147483647,
16 "max_srvs'": 2147483647,
17 "debug_mode": true,
18 "backup": true,
19 "fallbackAccess": "string"
20 3}

PesynbTupytowmi hopMaT yKasbiBaeTCs B OTBETHOM 3aro/ioBke content-type.

1.3 . Tunorpadckme cornalueHus

B HaCTOALWEM OOKYMEHTE NMPUHATDLI cnegyrouime TMI'IOFpaCIJCKMe cornawleHua:

* MOHOWWPWHHLIA — WPNUHT ~—

ncnonb3yetca Ana BblaeneHud d)paFMEHTOB TEKCTa

nporpamm,

HanMMeHoBaHUIM (annoB U Manok (AUPEKTOPWUI), HAMMEHOBAHUI MAKETOB, MyTeW MepeMeLLeHus,

CTPpOK KOMMEHTapmeB, pa3/inyHbliX MPOrpaMMHbIX 3JIEMEHTOB (O6'b€KT, Knacc, Tun, nepemMeHHas,

KOMaHOa, MakKpoC U T. ,EI,.), d Tak>Xe BBOAMMOro U BbiIBOAUMOIO TEKCTA B peXXmnme KOMaHAHOM CTPOKMU,

" «KaBblYKU» — TEKCT, 3aKJIHOUYEHHDbIN B KaBbl4KN, UCNosib3yeTca Ond 0603Ha4YeHUss HaMMEHOBaHMM

[OKYMEHTOB, Ha3BaHWM KoMMoHeHToB Termidesk, MyHKTOB MeHO, HAUMEHOBAHMN OKOH, BKNA[OK,

I'IOI'IGIZ, Apyrux sanemMeHToB rpad)mquKoro MHTedeelan, a TakK>Xe BBOOMMOIo U BbiIBOAMMOIO TEKCTA

B pexxuMe rpacdumyeckoro uHTepdenca;

» [kBapgpaTHble CKOBKM] — TeKCT, 3aKNHOYEHHbIM B KBagpaTHble CKOBKM,

HanMeHOBaHUA 3KpaHHbIX KHOMOK;

ncnonbsyetca Agnsd

= <yr/ioBble CKOBKU> — TEKCT, 3aKJTHOUEHHDbIN B yrnosble CKO6KM, ncnonb3yeTca gnga HamMeHoBaHUA

KnaBuLU KniaBUaTypbl.
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2. HAYAJ10 PABOTbI C REST API KOMIMOHEHTA «YHUBEPCAJIbH bl
OUCTETYEP»

2.1 . lMNMonyyeHue TOKeHa

Mepep, MCMNO/Ib30BaHUEM REST API HY>XHO nony4mnTb TOKEH 'X-Auth-Token:
7bjgtodywjd69dkpdtadncqgprifkr3pu' (cM. noapa3gen HasHayeHue), koTopbii HeobxooMMo
NMoacTaBnaTb BO BCe MOCHeAyloLMe 3anpocbl, Kpome 3anpocoB health. [Ons nonyyeHus TokeHa
HY>XHO aBTopuM30BaTbcs B Termidesk, ans 3Toro:

* BbINOAHUTL 3anpoc «https:/disp.termidesk.local/api/auth/v5.1/authenticators»;

* 33aNOMHUTb 3Ha4YeHUsa napameTpoB authUuid, authSmallName, auth;

* BbINONHUTL 3anpoc  «https://disp.termidesk.local/api/auth/v5.1/legacy/login» 1  3anonHWTL
3KpaHHble nonsa «Jlorun», «Maponb», «Ha3BaHWe ayTeHTUDMKaTopa» (3Ha4eHMe NapameTpa auth u3
npeoblaywen komangpl), «UUID ayTteHTudukaTopa» (3HaueHne napametpa authUuid wu3
npeablaywien  komaHgbl), «KopoTkoe HasBaHWe ayTeHTUdMKaTopa» (3HayeHWe napameTpa

authSmallName 13 npeapbiayLien kKoMaHAabl).

B npuBeneHHbIx koMaHpax disp.termidesk.local - ceTeBOM aApec WM MOSHOE OAOMEHHOE UMS y3Na
KOMMOHeHTa « YHMBepcanbHbIi aucnetyep» Termidesk.

[na 3anpocoB npoBepku cocTositHUS cepBepa /api/health wmcnonb3yeTcs TOKeH, OMNpenesneHHbIn B
KOHbUrypaumMoHHoM danne /etc/opt/termidesk-vdi/termidesk.conf B 3HauYeHMM nepeMeHHOM
HEALTH_CHECK_ACCESS_KEY.

®opmar 3anpoca Kk /api/health/check BbirnaguT cnegyrowMm obpasom:

1 curl -X '"GET' \
2 "https://disp.termidesk.local/api/health/check"' \
3 -H 'accept: application/json' \
4 -H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befach®1058"
roe:
Token 072... - TOKeH, onpeaeneHHbI B rnepemeHHon HEALTH_CHECK_ACCESS_KEY danna /etc/opt/

termidesk-vdi/termidesk.conf;

Ons dpopmaTMpoBaHHOIO BbIBOAA PEKOMEHAYETCS YCTAaHOBUTbL MaKeT jq:

sudo apt install jq

M BbINONIHUTb 3aMpocC, A06aBMB B KOHEL, KOMaHAbl « | jg»:
1 curl -X '"GET' \

2 "https://disp.termidesk.local/api/health/check"' \
3 -H 'accept: application/json' \
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4 -H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befacbh01058" | jq

B cnyuae, ecnu 3anpoc 3aBepwmntcs owmnbkon Buaa «curl: (60) SSL: no alternative certificate subject
name matches target host name... curl failed to verify the legitimacy... », Hy>kHO AOMOAHUTB 3anpoc

dnarom --insecure, KOTOPbIA OTKJHOYMUT MPOBEPKY BaIMAHOCTU CEPTUPUKATOB:

& BbinonHeHne 3anpoca 6e3 ucnonb3oBaHus npoBepku SSL #onMycTMMO TO/IbKO Ha TECTOBbIX
cteHpax. [na uvcnpaBneHuss owMBKM B MPOM3BOACTBEHHOM Cpene HeobXogMMO YCTAaHOBUTb
Ba/IMAHbIE CEPTUDUKATLI Ha Y3e1 KOMMOHEHTa « YHMBEPCA/bHbIM AMCMeTYep».

curl -X 'GET' \

"https://disp.termidesk.local/api/health/check"' \

-H 'accept: application/json' \

-H 'Authorization: Token
072bfec46ac7c42078bb41ff5f6d1ae201006f0824fb4b2bb8ab8befach01058' --insecure

jd

A WDNHE

2.2 . ®opmat URL-komaHp,

O6Lwmn BUA, KOMaHL peann3oBaH C/iefyoLMM 06pa3oM:
/api/<module>/<ver>/<name>/,
roe:
<module> - HaUMeHOBaHWE Moayns, peanmsoBaHHoro B REST API;
<ver> - Bepcus;
<name> - HaMMEHOBaHWEe 3neMeHTa. [locne HaMMeHOBaHMUSA 3/IEMEHTA TaK)Ke€ MOryT ObiTb BKJIHOYEHDI
YHUKaJIbHble HOMepa O6BbEKTOB M HAMMEHOBAHUS APYTUX S/IEMEHTOB.
Mpumep komaHabl Yepes curl:

curl -X '"GET' \

"https://disp.termidesk.local/api/discover/"' \

1

2

3 -H 'accept: application/json' \

4 -H '"X-Auth-Token: 7bjqtodywjd69dkpdta9ncqprifkr3pu’

2.3 . Cnncok AoCTYNHbIX Moaynen

B REST API peanvszoBaHo cnepytoLlee normyeckoe pasgeneHme Ha Moayu:
» «discover» - ncnonb3yeTca oas oTobparkeHus cnucka moaynen API, npegoctasnsiemoro cepeepom
(komaHpa /api/discover/);
* «agent» - MOAyNb B3aMMOAENCTBUS C KOMMOHEHTOM «ATeHT BUPTYallbHOro paboyero MecTa;
* «aggregator» - MOAy/b B3aMMOAENCTBUS C MOPTanoM «Arperatop»;
* «SSa» - MOAY/b B3aMMOAENCTBUS C KOMMOHEHTOM «CeCCUOHHbIM areHT»;
» «auth» - Mogynb ang ayTeHTUdUKaLMmM Nosnb3oBaTenen Be6-mHTepdenca;

= «client» - Mogynb B3auMOAENCTBUS C KOMNOHEHTOM «KnneHT»;
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» «health» - Mmoaynb npoBepok cocTosHMsa Termidesk;

» «webui» - mMoaynb ynpaeneHus byHKUMAMU, OOCTYNHbIMK Yepe3 Beb-nHTepdenc Termidesk;

" KWSProxy» - Moay/sb B3aVIMO,EI,e;1CTBMFI C KOMMNoHeHTOM «LLInto3».

Mpn 3TOM cnucok oToGpaXkaeMblX MoAyfen 3aBUCUT OT TUMNa MopTana, KOTOpblKM Obll BblIOpaH npwu
YCTaHOBKe « YHMBepCasbHOro gucneryepa:
» «[lopTan agMuHWUCTpaTOopa»: [OCTYMHbl «agent», «aggregator», «ssa», «auth», «discover»,
«health», «webui»;
» «[lopTan nonb3oBaTena»: AOCTYMHbI «agent», «aggregator», «ssa», «auth», «discover», «health»,
«client», «wsproxy»;

» «[lMopTan agMuHUcTpaTopa» u «lMopTan nonb3oBaTens»: AOCTYMHbI BCE MOAY/IN.

2.4 . DneKTPOHHbIX CNPaBOYHUK MO KOMaHAaM

MonHas mHdbopMauus o napameTpax M komaHgax REST APl poctynHa npu BBoge URL-koMangpl
https://disp.termidesk.local/api/docs/, roe disp.termidesk.local- ceTeBoM agpec wuam

NMoJSIHOE AOMEHHOE MMS y3Na « YHMBeEpCanbHOro ancnetyepa» Termidesk.
& [octyn npepoctaBnsieTca nocne aBropusauum B Termidesk.

Mo HaxkaTuto 3kpaHHOW KHoMkK [Try it out] (cm. PucyHok 1) B MPOCTPaHCTBE KOMaHA, Kakoro-nmbo moayns
MO>XHO COCTaBMUTb 3anpoc W OTMPaBUTb €ro Ha BbINOMHEHME 3KpaHHOW KHonkou [Execute] (cm. PucyHok 2).
Mocne HaxaTus bypeT oTobparkeHa Tak)ke KOMaHAa Ans 3arnpoca yYepes curl.

[ns BBOJA TOKEHa JOCTYMNa K onpeeneHHbIM KOMaHAAM HYXKHO HaXkaTb 3KpaHHYto kHornky [Authorize]
BBECTM HEOOXOAMMbIE KIHOUM:

* «legacyTokenAuth» - anbTepHaTMBHbIM cnocob ayTeHTUdMKaLMM B Mopynsax pasgena «webui».
MoxkeT 6bITb NonyyeH B Moayne «auth» no URL: /legacy/login. HauMeHoOBaHMe B 3aronoBkax
3anpocos: X-Auth-Token;

» «healthTokenAuth» - TokeH ons ayTeHTUdUKaumMm B Momynax pasgena «health». YkasbiBaetcs B
dbopmate: Token <3HaueHue>. 3Ha4yeHME TOKEHA OMpenesieHo B KOHGUIypaumoHHoM danne /etc/

opt/termidesk-vdi/termidesk.conf, B 3HaueHUn nepemeHHon HEALTH_CHECK_ACCESS_KEY.
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Select a definition R4

Moaynu agent auth client discover external/rubackup health webul WSProxy

OokymeHTauua Termidesk API auth v1

api/schemalopenapi/authivi

authenticators ~

I GET /ap:i.fauth/vl[authenticatcr-sI P

MonyyeHne CIUCKE ayTEHTUUKATOPOS

Mo parameters

Responses

Code Description Links

200 No links
Media type

applicationfjson ~

Controls Accept header.

Example Value | Schema

{
“authld”:
85F64-5717-4562-b3fc-2c963F66afab" ,
tring”,

£y
2"

PucyHok 1 — PacnonoykeHune aKpaHHbIX KHOMOK A5 NOAy4YeHUs 4oCTyna K GopMMPOBaHMIO 3amnpoca
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@ Swagger Select a definition WY

b SMARTEEAR

Moaynu: agent auth client discover external/rubackup health webui WSPIoXy

OokymeHTauua Termidesk API auth v1

fapilschemal/openapi/auth/v1

authenticators ~

GET /api/auth/vl/authenticators ~
TonyyeHHe CHCKa ayTEHTM(NUKATOPOE.

e |

No parameters

‘ Respeonses ‘
Code Description Links
200 No links
Media type

I application/json v

Controls Accept header

Example Value = Schema

"authId": 0,
"authUui B5F64-5717-4562 -b3Fc-2c963F66atab" ,

"authSma "string”,
"auth": 2",
"type": "string"

PucyHok 2 — PacnonoykeHue skpaHHOM KHOMKM ans hopMMpPOBaHMS 3aNpoca
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3. OOCTYMHbIE KOMAHAbI REST API KOMMNOHEHTA «YHUBEPCAJIbHbIN

OUCMNETYEP»

3.1 . [JocTynHble KOMaHAabl Moaynsa «webui»

3.1.1 . KoMaHppl, CBSI3aHHbIE CO CMUCKaMU YCTPOMUCTB AOCTYyMna

LocTtynHbie agMuHmcTpaTopy URL-KoMaHAbl nepeyncnieHbl B Tabnumue (cm. Tabnvua 1).

Tabnuua 1 - MNMepeueHb URL-koMaHA, CBA3AaHHbIX CO CMMCKaMKU YCTPOMCTB A0CTynNa

{status}

URL-koMaHga Tun OnucaHue
/api/webui/draft/access-devices GET BosBpawaeT cnmcok ycTporcTe AoCTyna
/api/webui/draft/access-devices/{uuid} |GET Bo3BpalaeT ycTporcTBo gocTyna ¢

naeHTudbmkatopomM {uuid}
/api/webui/draft/access-devices/{uuid}/ | PATCH M3meHseT cTaTyc ycTponcTBa focTyna ¢

naeHTudmkatopom {uuid}

3.2 . KomaHgbl, CBI3aHHbIE CO CMCKaMM A0CTYyNa

HocTtynHbie agMmuHucTpaTtopy URL-koMaHAabl nepeyncniensbl B Tabnmue (cm. Tabnuua 2).

Tabnuua 2 - MNMepeyveHb URL-koMaHA, CBA3AHHbIX CO CMMCKaMM AOCTyMa

URL-komaHgaa Tun OnucaHue
/api/webui/draft/acl GET Bos3BpallaeT cnnMcok 06bEeKTHbIX pa3peLleHuit
/api/webui/draft/acl/{group_pk}/ GET BosBpawyaeT Habop onepaumin ans ynpaeieHus
{data_type}/{object_pk} 06bEKTHbLIMU pa3peLLeHUsIMHU
/api/webui/draft/acl/{group_pk}/ POST O6HoBnseT Habop onepaLmit Ans ynpaeieHus
{data_type}/{object_pk} 06bEKTHbLIMU pa3peLLeHUsIMU
/api/webui/draft/acl/{group_pk}/ PUT O6HoBnseT Habop onepaumit Ans ynpaeieHus
{data_type}/{object_pk} 06bEKTHBIMU pa3peLLeHUsIMU
/api/webui/draft/acl/{group_pk}/ DELETE Ynanset o6beKTHOE pa3peLleHue
{data_type}/{object_pk}

/api/webui/draft/acl/gui/{data_type} GET BosBpaluaeT onucaHue ansa rpacdmyeckoro
MHTepderica
/api/webui/draft/acl/permissions/ GET BosBpaluaeT cnucok paspeLueHuin ons
{data_type} nepeaaHHoOro TMna obbekTa
/api/webui/draft/acl/types GET BosBpaluaeT cnmucok AoOCTYMHbIX TUMOB 0ObEKTHbIX

pa3peLueHui

3.2.1. KoMaHpbl, CBSI3aHHble C 06bekTaMu MHPPACTPYKTYpbi

HocTtynHbie agMmmHucTpaTtopy URL-koMaHab! nepeuncnerbl B Tabamue (cm. Tabauua 3).
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Tabnuua 3 - MNMepeueHb URL-koMaHA, cBA3aHHbIX C 06beKTaMM MHDPACTPYKTYpbI

{uuid}

URL-komaHga Tun OnwucaHue
/api/webui/draft/appnodes/brokers GET BosBpaluaeT cnmcok 06beKTOB MHPPACTPYKTYPbI
(«YHUuBEpCcanbHbIX ANCNETYEPOB»)
/api/webui/draft/appnodes/brokers/ DELETE YnanseT 06bekT MHPPaCcTpyKTypbl («YHUBEPCANbHbIN
{uuid} aucnetyep») ¢ uaeHTUdmkaTopom {uuid}
/api/webui/draft/appnodes/gateways GET BosBpaluaeT cnmcok 06beKTOB MHPPACTPYKTYPbI
(«LWinto30B»)
/api/webui/draft/appnodes/gateways/ DELETE Ynanset 06bekT MHPpacTpykTypbl («LLnto3») ¢
{uuid} naeHTubukatopom {uuid}
/api/webui/draft/appnodes/portals GET BosBpaluaeT cnmMcok 06beKTOB MHPPACTPYKTYPbI
(«MopTanos»)
/api/webui/draft/appnodes/portals/ DELETE Ynanset 06bekT nHdpacTpykTypbl («MopTan») ¢
{uuid} naeHTubukatopom {uuid}
/api/webui/draft/appnodes/ GET BosBpaluaeT cnmMcok 06beKTOB MHPPACTPYKTYPbI
vmcontrollers («MeHenyxepoB pabounx MecT»)
/api/webui/draft/appnodes/ DELETE Ynanset 06bekT MHPPacTpyKTypbl («MeHemkep
vmcontrollers/{uuid} pabounx MecT») c ngeHTudmkatopom {uuid}
/api/webui/draft/appnodes/ GET Bo3sBpaluaeT cnvcok 06bekToB MHbpPacTPyKTYpbl
journal_storages («XpaHnnuLL, XKypHanoB»)
/api/webui/draft/appnodes/ POST O6HoBNSET CNUCOK 06BLEKTOB MHPPACTPYKTYPbI
journal_storages («XpaHnnuLL, XKypHanoB»)
/api/webui/draft/appnodes/ GET BosBpalaeT 06bekT MHPpacTpyKTypbl (« XpaHWUauLLe
journal_storages/{uuid} YKypHanoB») ¢ nageHtndukatopom {uuid}
/api/webui/draft/appnodes/ PUT O6HoBNSET 06LEKT UHDPACTPYKTYpPbI (¢ XpaHUnuLLe
journal_storages/{uuid} YKYpHanoB») ¢ uaeHTudmkatopom {uuid}
/api/webui/draft/appnodes/ DELETE Ynanset 06beKT MHPPACTPYKTYpbl («XpaHunuie
journal_storages/{uuid} YKYpHanoB») ¢ upaeHTudmkatopom {uuid}
/api/webui/draft/appnodes/ PATCH MeHsieT cocTosiHMe 06bekTa MHDPACTPYKTYpbI
journal_storages/{uuid}/activation («XpaHunuLLa XXypHanoB») ¢ UaAeHTUHUKaTOPOM
{uuid}
/api/webui/draft/appnodes/ GET BosBpaluaeTt onucaHme gna rpadmyeckoro
journal_storages/gui uHTepderica Ans 0b6bekToB MHDPACTPYKTYPHI
(«XpaHnnuLL, XKypHanoB»)
/api/webui/draft/appnodes/repeaters GET BosBpaluaeT cnmucok 06beKTOB MHPPACTPYKTYPbI
(«PeTpaHcnsTopoB»)
/api/webui/draft/appnodes/repeaters POST O6HoBNsIET CNMCOK 06bEKTOB MHbPACTPYKTYPbI
(«PeTpaHcnsTopoB»)
/api/webui/draft/appnodes/repeaters/ GET BosBpalaeT 06beKT MHPPACTPYKTYpbI
{uuid} («PeTpaHcnsTop») c nuaeHTudumkatopom {uuid}
/api/webui/draft/appnodes/repeaters/ PUT O6HoBNsET 06bEKT MHDPACTPYKTYPbI
{uuid} («PeTpaHcnsiTop») c naeHTudbmkatopom {uuid}
/api/webui/draft/appnodes/repeaters/ DELETE Ynanset 06bekT MHppacTpyKTypbl («PeTpaHcnaTop»)

c naeHTudmkatopom {uuid}
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URL-komaHga

Tun

OnwucaHue

gui

/api/webui/draft/appnodes/repeaters/ PATCH MeHsieT cocTosiHMe 06bekTa MHDPACTPYKTYPbI
{uuid}/activation («PeTtpaHcnsTopa») c naeHTUdbUKaTopom {uuid}
/api/webui/draft/appnodes/repeaters/ GET BosBpaluaeTt onucaHue gna rpacdmyeckoro

uHTepderica A 06beKTOB UHDPACTPYKTYpbI
(«PeTpaHcnsTopoB»)

3.2.2 . KoMaHzbl, CBSI3aHHbIE C XXypHaiaMu CObbITUiA

HocTtynHbie agMmmHucTpaTtopy URL-koMaHAabl nepeuncnienbl B Tabamue (cm. Tabnuua 4).

Tabnuua 4 - MNepeyveHb URL-koMaHA, CBA3AHHbIX C XKYpPHaJlaMu COObITUM

URL-koMaHpa

Tun

OnucaHue

/api/webui/draft/audit/events

GET

BosBpawaeT cnucok cobbiTuiA ayamTa

/api/webui/draft/audit/events/types

GET

Bo3BpallaeT cnncok AOCTYMHbIX TUMOB COObITUN
ayauTa

3.2.3. KoMaHpapl, CBA3aHHble C AOMeHaMU ayTeHTUdUKaumm

HocTtynHbie agMmmuHucTpaTtopy URL-koMaHAabl nepeyncnersbl B Tabnmue (cm. Tabnuua 5).

Tabnuua 5 - MNMepeyveHb URL-koMaHA, CBA3AHHbIX C [OMEHAMM ayTEHTUDUKALUMU

URL-koMaHpa Tun OnucaHue
/api/webui/draft/authenticators GET BosBpalaeT cnmMcok JoMeHOB ayTeHTUDMKaLUK
/api/webui/draft/authenticators POST Co3paeTt joMeH ayTeHTUdMKauum
/api/webui/draft/authenticators/ GET BosBpaluaeT cnmcok rpynn goMeHa
{auth_uuid}/groups ayTeHTUdUKaLUn
/api/webui/draft/authenticators/ POST Co3zpaet rpynny goMeHa ayTeHTUdGUKaumm
{auth_uuid}/groups
/api/webui/draft/authenticators/ GET BosBpatuaet rpynny c naeHtudukatopom {uuid}
{auth_uuid}/groups/{uuid} [OMEHA ayTEHTUPUKALMM C UAEHTUDUKATOPOM

{auth_uuid}
/api/webui/draft/authenticators/ PUT O6HoBnseT rpynny AoMeHa ayTeHTUdUKaLUm
{auth_uuid}/groups/{uuid}
/api/webui/draft/authenticators/ DELETE Ynanset rpynny AoMeHa ayTeHTUbMKaLumm
{auth_uuid}/groups/{uuid}
/api/webui/draft/authenticators/ GET BosBpatuaeT cnucok PM rpynnbi gomeHa
{auth_uuid}/groups/{uuid}/servicesPools ayTeHTUdUKaLmMm
/api/webui/draft/authenticators/ GET BosBpaluaeT cnucok nonb3oBaTenen rpynnol
{auth_uuid}/groups/{uuid}/users [OMeHa ayTeHTUdmKaLmm
/api/webui/draft/authenticators/ GET BosBpaluaeT cnmMcok JoCTynHbIX rpynn afis
{auth_uuid}/groups/external [OMeHa ayTeHTUdUKaLum
/api/webui/draft/authenticators/ GET BosBpalaeT cnmMcok 4OCTYMNHbIX TUMOB rpymnn
{auth_uuid}/groups/types [OMEHa ayTeHTUdMKaLMM
/api/webui/draft/authenticators/ GET BosBpalaeT onncaHme ansa rpadpuyeckoro
{auth_uuid}/groups/gui/{group_type} uHTepderica rpynnbl ¢ TMNoM {group_type}
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URL-komaHga Tun OnucaHue
/api/webui/draft/authenticators/ GET BosBpaluaeT cnmcok nonb3osaTenient JOMeHa
{auth_uuid}/users ayTeHTUUKaLUM
/api/webui/draft/authenticators/ POST Co3paeT nonb3oBaTens AOMeEHa ayTeHTUdMKAL MM
{auth_uuid}/users
/api/webui/draft/authenticators/ GET BosBpalaeT nosnb3oBatens ¢ MaeHTUOUKATOPOM
{auth_uuid}/users/{uuid} {uuid} pomeHa ayTeHTUUKALUM
/api/webui/draft/authenticators/ PUT O6HoBNgeT Nonb3oBaTeNa JOMEHa
{auth_uuid}/users/{uuid} ayTeHTUdUKaLUn
/api/webui/draft/authenticators/ DELETE YnanseTt nonb3oBaTens LOMEHa ayTEHTUDUKAL UM
{auth_uuid}/users/{uuid}

/api/webui/draft/authenticators/ GET BosBpaluaeT xypHan nonb3oBaTens fOMeHa
{auth_uuid}/users/{uuid}/log ayTeHTUdUKaLMn
/api/webui/draft/authenticators/ GET BosBpatuaeT cnmucok PM nonb3oBaTtens nomeHa
{auth_uuid}/users/{uuid}/servicesPools ayTeHTUdUKaLMn
/api/webui/draft/authenticators/ GET BosBpallaeT cnmMcok accoumMmMpoBaHHbIX
{auth_uuid}/users/{uuid}/userServices BUPTyanbHbixX MawuH (BM) ons nonb3osatens
[loMeHa ayTeHTUdUKauum
/api/webui/draft/authenticators/ GET BosBpallaeT cnmMcok 4oCTYMNHbIX NONb30BaTENEN
{auth_uuid}/users/external 0N AOMeHa ayTeHTUdbMKaumm
/api/webui/draft/authenticators/ GET BosBpalaeT onncaHme ansa rpadpuyeckoro
{auth_uuid}/users/gui uHTepderica
/api/webui/draft/authenticators/ GET BosBpaliaeT cnmMcok 4oCTYnHbIX TUMOB
{auth_uuid}/users/types nosib30BaTeneln AOMeHa ayTeHTUbMKaLMm
/api/webui/draft/authenticators/{uuid} GET Bo3BpalLaeT foMeH ayTeHTUDUKALMM
/api/webui/draft/authenticators/{uuid} PUT O6HoBNSET OMEH ayTEHTUDUKALUN
/api/webui/draft/authenticators/{uuid} DELETE Ynanset joMeH ayTeHTUbMKauum
/api/webui/draft/authenticators/{uuid}/ |[GET BosBpaluaeT xypHan goMeHa ayTeHTUbUKaumm
log
/api/webui/draft/authenticators/types GET BosBpaluaeTt cnmMcok 4oCTYMNHbIX TUMOB AOMEHOB
ayTeHTUdUKaLUM
/api/webui/draft/authenticators/gui/ GET BosBpaluaeTt onucaHme gna rpadmyeckoro
{data_type} WHTepderica JOMeHa ayTeHTUDMKALUKU C TUTIOM
{data_type}
/api/webui/draft/authenticators/test/ POST TecTupyeT napaMeTpbl JOMEHA ayTEHTUDUKALUM
{type}

3.2.4 . KoMaHApl, CBSI3aHHbIE C NaHebl0 MOHUTOPUHIa

HocTtynHbie agMmHucTpaTtopy URL-koMaHAab! nepeuncnenbl B Tabamue (cm. Tabnuua 6).

Tabnuua 6 — MNepeuveHb URL-koMaHA, CBA3aHHbIX C MaHEIbFO MOHUTOPUHT A

URL-koMaHpa

Tun

OnucaHue

/api/webui/draft/dashboard

GET

MpocMoTp cnvcka 06bEKTOB MaHENM MOHUTOPMHTa
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3.2.5. KoMaHpapl, cBsizaHHble ¢ 306parkeHuaMu rocteBbix OC
HocTtynHbie agMmHucTpaTopy URL-koMaHabl nepeuncneHbl B Tabnuue (cm. Tabnnua 7).

Tabnuua 7 - MNMepeueHb URL-koMaHA, cBA3aHHbIX C M30bpaxkeHMeM rocteBbix OC

URL-koMaHga Tun Onucanue
/api/webui/draft/gallery/images GET BosBpawaeT cnucok M3obpaskeHnin
/api/webui/draft/gallery/images POST Coszpaet M306paxkeHue
/api/webui/draft/gallery/images/{uuid} | GET BosBpalyaeT nsobpaxkeHue ¢ naeHTUOUKATOPOM

{uuid}
/api/webui/draft/gallery/images/{uuid} | PUT O6HoBngeT M30bparkeHUe
/api/webui/draft/gallery/images/{uuid} | DELETE YnanseT n3obpaxkeHue
/api/webui/draft/gallery/images/gui GET BosBpawaeT onuncaHune ansa rpacbmyeckoro
UHTepderca

3.2.6 . KoMaHpapbl, cBsi3aHHble € rpadmMyecknuMm uHTepdeiicom
HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeyncnersbl B Tabnumue (cm. Tabnuua 8).

Tabnuua 8 — MepeveHb URL-koMaHz, CBA3aHHbIX C BbI30BOM (hyHKLMM rpaduyeckoro nHtTepderica

URL-komMaHpa Tun OnwucaHue

/api/webui/draft/gui/callback/{callback} | GET DocTtyn k callback-dyHkumsam rpacdmyeckoro
UHTepdeiica

3.2.7 . KoMaHpapbl, CBA3aHHbIe C NOy4YeHMEM MHAEKCA
HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeyncnerbl B Tabamue (cm. Tabauua 9).

Tabnuua 9 - MNMepeueHb URL-koMaHA, CBA3aHHbIX C MOSyYEHMEM MHAEKCA

URL-komaHga Tun OnucaHue

/api/webui/draft GET Onpenensiet Tekyluyto Bepcuto REST API

3.2.8 . KoMaHzbl, CBSI3aHHbIE C OTOBpaXKeHMEM XKypHaia
HocTtynHblie agMmHucTpaTopy URL-koMaHabl nepeuncneHbl B Tabnumue (cm. Tabamua 10).

Tabnuua 10 - MNepeyeHb URL-koMaHA, CBA3aHHbIX C OTOBpaXKeHMEeM XypHana

URL-komaHpa Tun OnucaHue

/api/webui/draft/logs/journal GET MpocMOoTp LEHTPaANNM30BaHHOIO YKypHasna

3.2.9 . KoMaHpapbl, cBszaHHble C GYHKLUSAMM MOHUTOPUHIA
HocTtynHbie agMmHucTpaTtopy URL-koMaHabl nepeuncneHsbl B Tabnumue (cm. Tabnuua 11).

Tabnuua 11 - MNepeveHb URL-koMaHa, CBA3aHHbIX C QYHKUMSAMU MOHUTOPUHIA

URL-koMaHpa Tun OnucaHue

/api/webui/draft/monitoring GET lMpocMoTp BCex XXypHaoB B BUAE CNUCKA
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3.2.10 . KomaHgbl, cBAi3aHHbIe C ayTeHTU(UKaLMen Ha OCHOBE afpecoB CeTU

LocTtynHbie agMuHucTpaTopy URL-KOoMaHAbl nepeuncneHbl B Tabaumue (cm. Tabnmua 12).

Tabnuua 12 - MNMepeyeHb URL-koMaHa, cBA3aHHbIX C |P-ayTeHTUdMKaumnen

URL-koMaHzaa Twun Onucanue
/api/webui/draft/networks GET BosBpaluaeT cnucok ceten
/api/webui/draft/networks POST Cospaet ceTb
/api/webui/draft/networks/{uuid} GET BosBpalyaeT ceTb ¢ MaeHTUdbUKaTopoM {uuid}
/api/webui/draft/networks/{uuid} PUT O6HoBngeT cetb
/api/webui/draft/networks/{uuid} DELETE Ypanset cetb
/api/webui/draft/networks/gui GET BosBpaliaeT onncaHme ansa rpadpuyeckoro

nHTepderica

3.2.11 . KoMaHgpbl, cBs3aHHbIe ¢ napameTpamm rocteBbix OC

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnensbl B Tabnmue (cm. Tabnauua 13).

Tabnuua 13 - MNMepeueHb URL-koMaHA, cBA3aHHbIX C napameTpamm rocteBbix OC

{data_type}

URL-koMaHpa Tun OnucaHue
/api/webui/draft/osmanagers GET BosBpawaeT cnucok napameTpos rocteBbix OC
/api/webui/draft/osmanagers POST Coszgaet napameTpbl rocteBbix OC
/api/webui/draft/osmanagers/{uuid} GET BosepawaeT napameTpbl rocteBbix OC ¢

naeHTudmkatopomM {uuid}
/api/webui/draft/osmanagers/{uuid} PUT O6HoBnseT napameTpbl rocteBbix OC
/api/webui/draft/osmanagers/{uuid} DELETE YnanseT napameTpbl rocteBbix OC
/api/webui/draft/osmanagers/types GET BosBpalaeT cnmcok TMNoB NapaMeTpoB roCcTeBbIX
/api/webui/draft/osmanagers/gui/ GET BosBpawaeT onuncaHune ansa rpacdmyeckoro

nHTepderica ona napameTpos c Tunom {data_typel

3.2.12 . KoMaHgbl, cBA3aHHbIE C rNo6anbHbIMU MOAUTUKAMMU

LDoctynHbie agMuHucTpaTopy URL-KkoMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 14).

Tabnuua 14 - MNMepeyeHb URL-koMaHa, CBA3AHHbIX C rNob6anbHbIMU MOAUTUKAMMU

URL-komaHAa Tun Onucanue
/api/webui/draft/policies GET Cn1cok Bcex AOCTYMHbIX MONUTUK
/api/webui/draft/policies/{uuid} GET MonyyaeT nHdpopMaL Mo 0 NOAUTHKE C

naeHTudbmkatopoM {uuid}
/api/webui/draft/policies/{uuid} PUT MeHsieT 3HauYeHMe NOUTUKU C NAEHTUPUKATOPOM
{uuid}
/api/webui/draft/policies/{uuid} DELETE C6pacbiBaeT 3Ha4YeHUe rnobanbHOM NOMUTUKM C

naeHTudbmkatopoM {uuid}
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URL-komaHga

Tun

Onucanue

/api/webui/draft/policies/gui/
{policy_type}

GET

Cneumndukaums nonen rpadpuyeckoro nHTepdenca
ANS NONTUKKU KOHKPETHOro Tuna

3.2.13 . KomaHgpbl, CBfi3aHHbIe C MOCTaBLUMKaMKU peCcypCcoB

LDoctynHbie agMuHucTpaTopy URL-KkoMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 15).

Tabnuua 15 - MNepeyeHb URL-koMaHA, cBA3aHHbIX C MOCTaBLUMKAMU PecypcoB

URL-komaHaa

Tun

OnucaHue

/api/webui/draft/providers

GET

Bo3BpallaeT cnMcok NocTaBLLMKOB peCypCcoB

{provider_uuid}/services/gui/
{service_type}

/api/webui/draft/providers POS | CozpaeT nocTaBLLMKa pecypcoB

T
/api/webui/draft/providers/{uuid} GET | Bo3BpaluaeT nocTaBLMKa pecypcoB € UAEHTUDMKATOPOM

{uuid}

/api/webui/draft/providers/{uuid} PUT | O6HoBnsieT nocTaBLMKa pecypcoB
/api/webui/draft/providers/{uuid} DEL | YpanseT nocTaBLLMKa pecypcoB

ETE
/api/webui/draft/providers/{uuid}/ PAT | lMepeBoguT NocTaBLLMKa PECYPCOB B PEXKMM TEXOBCY>KMBAHUSA
maintenance CH
/api/webui/draft/providers/types GET | Bo3BpaluaeT cnMcoK AOCTYMHbIX TUMOB MOCTABLLMKOB

TexobcnyKmMBaHms

/api/webui/draft/providers/test/ POS | TecTupyeT napaMeTpbl NOCTaBLLMKA PeCypcoB
{prov_type} T
/api/webui/draft/providers/gui/ GET | Bosspawaet onucaHue ansa rpaduyeckoro nHtepdenca
{prov_type}
/api/webui/draft/providers/ GET | Bo3Bpaluaet cnucok wabnoHos PM nocTtaBLiuka pecypcos
{provider_uuid}/services
/api/webui/draft/providers/ POS | Cozpaet wabnoH PM
{provider_uuid}/services T
/api/webui/draft/providers/ GET | BosBpawaeT wabnoH PM c ngeHtndurkatopom {uuid}
{provider_uuid}/services/{uuid} nocTaBLLMKa pecypcoB
/api/webui/draft/providers/ PUT | O6HoBnsieT wabnoH PM c ngeHtudurkatopom {uuid}
{provider_uuid}/services/{uuid} nocTaBLLMKa pecypcos
/api/webui/draft/providers/ DEL | Ynanset wabnoH PM c ngeHtndurkatopom {uuid}
{provider_uuid}/services/{uuid} ETE | nocTaBwuka pecypcos
/api/webui/draft/providers/ POS | CozpaeT cHumMok BM (cHanwoT)
{provider_uuid}/services/snapshot T
/api/webui/draft/providers/ GET | Bo3BpalLaeT cnMcok AOCTYMHbIX TUMOB WwabnoHos PM
{provider_uuid}/services/types rnocTaBLLMKa pecypcoB
/api/webui/draft/providers/ GET | Bo3BpawiaeT onuncaHue ans rpaguyeckoro nHtepdenca ans

wabnoHa PM c Tmnom {service_type} nocraewmka
pecypcos
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3.2.14 . KomaHapl, CBA3aHHbIE C YNpaB/leHUEM MOSHOMOYUAMMU (PONSMM)

HocTtynHbie agMuHucTpaTopy URL-KOoMaHAbl nepeuncneHbl B Tabamue (cm. Tabnmua 16).

Tabnuua 16 — NMepeyeHb URL-koMaHA, CBA3AaHHbIX C YNPABIEHUEM PONSMU

URL-komaHpa Tun OnucaHue
/api/webui/draft/rbac GET BosBpaluaeT cnucok ponen
/api/webui/draft/rbac POST Co3zpaeT posib
/api/webui/draft/rbac/{id} GET BosBpawaeT ponb
/api/webui/draft/rbac/{id} PUT O6HoBnseT ponb
/api/webui/draft/rbac/{id} DELETE Ynanset ponb
/api/webui/draft/rbac/gui GET BosBpaliaeT onncaHme ansa rpadpuyeckoro

nHTepderica
/api/webui/draft/rbac/permissions GET BosBpallaeT cnucok paspelleHnin ona ponem

3.2.15 . KomaHabl, cBA3aHHbIe C OTYeTaMU

LocTtynHble agMuHucTpaTopy URL-koMaHAabl nepeuncneHbl B Tabaumue (cm. Tabnmua 17).

Tabnuua 17 - MNMepeyeHb URL-koMaHA, CBA3AHHbIX C OTYETAMMU

URL-koMaHpa Twun OnucaHue
/api/webui/draft/reports GET BosBpawaeT cnucok oTyeTos
/api/webui/draft/reports POST CospaeT oTueTr
/api/webui/draft/reports/{id} GET BozBpalyaeT oTueT c naeHTndukatopom {id}
/api/webui/draft/reports/{id} PUT O6HoBnseT oTyeT ¢ uaeHTUbMKaTopom {id}
/api/webui/draft/reports/{id} DELETE Ynanset oTyeT ¢ naeHTUdbMKaTopoM {id}
/api/webui/draft/reports/{id}/ GET [eHepupyeT oTueT ¢ uaeHTUdMKaTopoMm {id}
generate
/api/webui/draft/reports/gui/ GET BosBpalyaeT onvcaHue ans rpadmuyeckoro
{data_type} uHTepdeiica
/api/webui/draft/reports/types GET Bo3BpalyaeT cnucok AOCTYMHbIX TUMOB OTYETOB

3.2.16 . KomaHgbl, CBA3aHHbIE C pacNMCaHUSAMU

LocTtynHble agMuHucTpaTopy URL-KoMaHAabl nepeuncieHbl B Tabamue (cm. Tabnmua 18).

Tabnuua 18 - MNMepeueHb URL-koMaHA, CBA3aHHbIX C paCMUCAHUSAMMU

URL-komaHza Tun OnucaHue
/api/webui/draft/scheduler GET BosBpaluaeTt cnmMcok pacnmcaHni
/api/webui/draft/scheduler/{id} GET {Bf)j?pau.l,aeT pacrnucaHue ¢ naeHTUOUKaTopom

l
/api/webui/draft/scheduler/{id} PUT O6HoBnseT pacnucaHue c
naeHTudbmkatopom {id}
/api/webui/draft/scheduler/{id} DELETE Ynanset pacnucaHue ¢ ugeHTudmkaTopom {id}
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URL-komaHpa

Tun

OnucaHue

/api/webui/draft/scheduler/{id}/
activation

PATCH

MeHsieT cocTosiHMe pacnucaHms
naeHTudukatopom {id}

3.2.17 . KomaHpapl, cBfi3aHHble ¢ poHAaamMu PM

LDoctynHbie agMuHucTpaTopy URL-koMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 19).

Tabnuua 19 - MNepeyeHb URL-komaHA, cBs3aHHbIX ¢ doHaamm BPM

{servicespool_uuid}/publications/
publish

URL-komaHpa Tun OnucaHue
/api/webui/draft/servicespools GET BosBpawaeTt cnuncok poHgos PM
/api/webui/draft/servicespools POST CospaeT doHa PM
/api/webui/draft/servicespools/{uuid} GET Bosepatuaet doHp PM
/api/webui/draft/servicespools/{uuid} PUT O6HosngeT doHg PM
/api/webui/draft/servicespools/{uuid} DELETE Ynanset ¢doHa PM
/api/webui/draft/servicespools/gui GET BosBpaluaeT onucaHue gnsa rpacdmyeckoro

uHTepderica
/api/webui/draft/servicespools/types GET BosBpaluaeT cnmMcok oCcTynHbIX TUNOB Anst GoHA0B
PM
/api/webui/draft/servicespools/ GET BosBpatuaeT cnucok rpynn ¢doHpa PM
{servicespool_uuid}/groups
/api/webui/draft/servicespools/ POST Lo6asnset rpynny B ¢poHa PM
{servicespool_uuid}/groups
/api/webui/draft/servicespools/ GET Habop onepaumii ons ynpaeneHus rpynnon us
{servicespool_uuid}/groups/{uuid} ¢oHpga PM
/api/webui/draft/servicespools/ DELETE Ynansiet rpynny c naeHtudukatopom {uuid} wm3
{servicespool_uuid}/groups/{uuid} ¢oHpga PM
/api/webui/draft/servicespools/ GET BosBpaliaeT onncaHme ana rpadpuyeckoro
{servicespool_uuid}/groups/gui nHTepderica
/api/webui/draft/servicespools/ GET Cnucok Bcex nonnTtuk doHaa PM
{servicespool_uuid}/policies
/api/webui/draft/servicespools/ POST O6HoBnseT nonutuky cdoHaa PM
{servicespool_uuid}/policies
/api/webui/draft/servicespools/ GET MonyyaeTt nHdopmaumio o nonmtrke poHga PM
{servicespool_uuid}/policies/{uuid}
/api/webui/draft/servicespools/ PUT O6HoBnseT napaMeTpbl NOAUTUKK doHaa PM
{servicespool_uuid}/policies/{uuid}
/api/webui/draft/servicespools/ DELETE C6pacbiBaeT nonutuky poHga PM
{servicespool_uuid}/policies/{uuid}
/api/webui/draft/servicespools/ GET Cneuudukauma noner rpadpudeckoro nHtepdeica
{servicespool_uuid}/policies/gui/ ons nonntukm Tnna {policy_type}
{policy_type}
/api/webui/draft/servicespools/ GET 3anyckaeT npoueaypy nybnmkaumm doHaa PM
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URL-komaHpa Tun OnwucaHue
/api/webui/draft/servicespools/ GET BosBpatuaeT cnmcok nybnmkaumn donaa PM
{servicespool_uuid}/publications
/api/webui/draft/servicespools/ GET BosBpaluaet nybankaumio ¢ naeHTMPUKaTopom
{servicespool_uuid}/publications/ {uuid}

{uuid}

/api/webui/draft/servicespools/ GET 3anyckaeT oTMeHy nybnukaummn dpoHaa PM.
{servicespool_uuid}/publications/ MoBTOpPHbIV BbI3OB 3anyckaeT HOPCUPOBAHHYO
{uuid}/cancel OTMeHy ny6nukaumm doHga PM
/api/webui/draft/servicespools/ GET BosBpaluaeTt onucaHme gna rpadmyeckoro
{servicespool_uuid}/publications/gui UHTepderica
/api/webui/draft/servicespools/ GET BosBpaluaeT cnncok NpoToKosioB AOCTaBKM U3
{servicespool_uuid}/transports ¢oHma PM
/api/webui/draft/servicespools/ POST Lo6asnseT npoTokon aoctaeku B poHa PM
{servicespool_uuid}/transports

/api/webui/draft/servicespools/ GET BosBpallaeT npoTokon A40CTaBKM C
{servicespool_uuid}/transports/{uuid} naeHTudbmkatopoM {uuid} us doHga PM
/api/webui/draft/servicespools/ DELETE YnanseTt npoTokos AOCTaBKU C UAEHTUPUKATOPOM
{servicespool_uuid}/transports/{uuid} {uuid} u3 poHma PM
/api/webui/draft/servicespools/ GET BosBpaluaeTt onucaHme gna rpacdmyeckoro
{servicespool_uuid}/transports/gui uHTEpderica
/api/webui/draft/servicespools/ GET BosBpaluaeT cnmcok nonbsosaTenen gpoHaa PM
{servicespool_uuid}/users

/api/webui/draft/servicespools/ POST LobasnseT nonb3oeartens B poHa PM
{servicespool_uuid}/users

/api/webui/draft/servicespools/ GET Habop onepaumit ona ynpaeneHus nosb30BaTensamm
{servicespool_uuid}/users/{uuid} u3 ¢poHaa PM
/api/webui/draft/servicespools/ DELETE Ynanset nonb3ogatens u3s doHaa PM
{servicespool_uuid}/users/{uuid}

/api/webui/draft/servicespools/ GET BosBpaluaeT onucaHue gnsa rpacdmyeckoro
{servicespool_uuid}/users/gui uHTepderica
/api/webui/draft/servicespools/ GET MonyueHune cnuncka PM, Haxopawmxcs B Kelue
{servicespool_uuid}/cache ¢oHpga PM
/api/webui/draft/servicespools/ GET BosBpaltaet PM, Haxopsuweecs B kewwe ¢poHaa PM
{servicespool_uuid}/cache/{uuid}

/api/webui/draft/servicespools/ DELETE Ynanset PM, Haxopsweecs B kewwe u3 dpoHaa PM
{servicespool_uuid}/cache/{uuid}

/api/webui/draft/servicespools/ PATCH HasHauaeT nonb3osatento PM, Haxopaweeca B Kelle
{servicespool_uuid}/cache/{uuid}/

assign

/api/webui/draft/servicespools/ GET BosBpalaeT onncaHme ansa rpadpuyeckoro
{servicespool_uuid}/cache/{uuid}/ uHTepoderica PM, Haxopawerocs B Kelue
assign/gui

/api/webui/draft/servicespools/ GET BosBpaluaeT xypHan PM, Haxopsawerocs B Kelue

{servicespool_uuid}/cache/{uuid}/log
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URL-komaHpa Tun OnwucaHue
/api/webui/draft/servicespools/ PATCH YnpaBneHue pexxnMoM TexobcnyxusaHma PM,
{servicespool_uuid}/cache/{uuid}/ HaxoasLierocs B Kewue
maintenance
/api/webui/draft/servicespools/ PATCH YnpaBneHue cocTossHMEM BblbpaHHoro PM,
{servicespool_uuid}/cache/{uuid}/ HaXxoAdsLLLerocs B Kewle
machine
/api/webui/draft/servicespools/{uuid}/ [GET BosBpatuaet xypHan doHaa PM
log
/api/webui/draft/servicespools/ GET MonyyaeT cnucok HasHayveHHbIX PM u3 doHaa PM
{servicespool_uuid}/services
/api/webui/draft/servicespools/ GET BosBpataeTt HasHaueHHoe PM u3 poHaa PM
{servicespool_uuid}/services/{uuid}

/api/webui/draft/servicespools/ DELETE Ynanset Ha3HavyeHHoe PM u3 doHaa PM
{servicespool_uuid}/services/{uuid}

/api/webui/draft/servicespools/ GET BosBpaluaeT xypHan HasHayeHHoro PM
{servicespool_uuid}/services/{uuid}/

log

/api/webui/draft/servicespools/{uuid}/ |PATCH MepeBoguT boHA PM B pexxnm Texobcny>kmBaHUs u
maintenance BO3BpPALLAET U3 HErO
/api/webui/draft/servicespools/{uuid}/ |PATCH YnpaBnsieT cocTosiHMeM HaszHadyeHHoro PM
services/{service_uuid}/machine

/api/webui/draft/servicespools/ PATCH BosBpalaeTt HasHaueHHYt0 BM Ha 6a30Bbin
{servicespool_uuid}/services/{uuid}/ CHanLwoT

refresh

/api/webui/draft/servicespools/ PATCH 3aMeHa Ha3Ha4eHHOoro 3k3emnagapa BM Ha HoBbIN
{servicespool_uuid}/services/{uuid}/ (3anuch B 6ase gaHHbIX 0 PM ocTaeTca Ta xe)
replace

/api/webui/draft/servicespools/ PATCH YnpaBneHue pexxmMoM TeX06CyXKUBaHMS
{servicespool_uuid}/services/{uuid}/ Ha3HayeHHoro PM

maintenance

/api/webui/draft/servicespools/ POST OTnpaBnsieT coobLeHMNa Ha3Ha4YeHHbIM PM
{servicespool_uuid}/services/message

/api/webui/draft/servicespools/ GET BosBpaliaeT onuncaHme ansa rpadpuyeckoro
{servicespool_uuid}/services/message/ WHTepdelica MeToda oTnpasku coobuieHns PM
gui

3.2.18 . KomaHgpbl, cBsizaHHble ¢ rpynnamMu PM

HocTtynHbie agMmuHucTpaTtopy URL-koMaHAapl nepeuncnersl B Tabnumue (cm. Tabnuua 20).

Tabnuua 20 - MNepeyeHb URL-komaHa, cBa3aHHbIX € rpynnamu BPM

URL-komaHza

Tun

OnucaHue

/api/webui/draft/spgroups GET BosBpaluaet cnvcok rpynn
/api/webui/draft/spgroups POST Cozpaet rpynny
/api/webui/draft/spgroups/{uuid} GET BosBpatuaet rpynny c naeHtudukatopom {uuid}
/api/webui/draft/spgroups/{uuid} PUT O6HoBsnseT rpynny
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URL-komaHpa

Tun

OnucaHue

/api/webui/draft/spgroups/{uuid}

DELETE

Ypanset rpynny

/api/webui/draft/spgroups/gui

GET

BosBpaliaeT onncaHme ansa rpadpuyeckoro
uHTepderica

3.2.19 . KoMaHpapl, cBA3aHHbIE C CECCUAMU NoSb30BaTeNen

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnenbl B Tabnumue (cm. Tabnuua 21).

Tabnuua 21 - MNepeyeHb URL-koMaHA, CBA3aHHbIX C CECCUSIMU MONIb30BaTENEN

URL-komaHgaa

Tun

OnucaHue

/api/webui/draft/spsessions

GET

BOBBpaLLI,BET CMUCOK aKTMBHbIX CECCUI MOMb30BaTeNen

/api/webui/draft/spsessions/{uuid}

GET

Bo3BpalLaeT akTMBHYO CeCCUIO MONb30BaTeNs.
MpuMep 3anpoca KOHKPETHOM ceccun vepes yTunuTy curl:

1 curl -X 'GET' \

2 "https://
disp.termidesk.local/api/
webui/draft/spsessions?
owner__iexact=user' \

3 -H 'accept: application/
json' \

4 -H 'X-Auth-Token:
7bjqtodywjde9dkpdtadncqprifkr3
pu'

roe:

disp.termidesk.local - IP-agpec unn FQDN y3na c
«YHMBEPCaNnbHbIM OUCMETYEPOMY;

user - Nosb30BaTesb;

X-Auth-Token - TOKEH, UCNOSb3YOLWNNCS OIS
ayTeHTUdMKauum 3anpocos (cM. nogpasaen MonyyeHune
TOKeHa)

/api/webui/draft/spsessions/
{uuid}/disconnect

PATCH

C6pacbiBaeT aKTMBHYO CECCUIO NOb30BaTENS

/api/webui/draft/spsessions/
{uuid}/logoff

PATCH

OcTaHaenuBaeT dKTUBHYHO CECCUIO NOJib30oBaTeNs

/api/webui/draft/spsessions/
{uuid}/raconnect

PATCH

leHepaums yHukanbHoro URL gna nogkntoueHus Kk
«YpaneHHOMy MOMOLLHUKY »

3.2.20 . KomaHpapl, CBAA3aHHbIE C CUCTEMHbLIMM NMapaMeTpaMm

LocTtynHble agMuHucTpaTopy URL-koMaHAabl nepeuncreHbl B Tabamue (cm. Tabnmua 22).

Tabnuua 22 - MepeyeHb URL-koMaHA, CBA3aHHbIX C CUCTEMHbBIMM MapaMeTpamu

URL-komaHAa

Tun

Onucanue

/api/webui/draft/tconfig

GET

Bo3BpallaeT cnMcok cCUCTEMHbIX NapamMeTpoB

/api/webui/draft/tconfig

PUT

CoxpaHeHue napaMeTpoB KOHbUrypaLmm
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HocTtynHblie agMuHucTpaTopy URL-KoMaHAbl nepeuncneHbl B Tabaumue (cm. Tabnmua 23).

Tabnuua 23 - NMepeyeHb URL-koMaHA, CBA3AaHHbIX C MPOTOKO/IAMU AOCTaBKMU

URL-koMaHaa Tun Onucanue
/api/webui/draft/transports GET BosBpaluaeT cnmMcok nNpoToKosioB AOCTaBKM
/api/webui/draft/transports POST Co3paeT NpoTOKOS AOCTaBKM
/api/webui/draft/transports/{uuid} GET BosBpallaeT NpoToKo/ 4OCTaBKU
/api/webui/draft/transports/{uuid} PUT O6HoBNsET NPOTOKON AOCTABKMU
/api/webui/draft/transports/{uuid} DELETE YpanseTt npoToKon AOCTaBKM
/api/webui/draft/transports/types GET Bo3BpaluaeT cnnMcok TMNoB NpOTOKOJIOB

LLOCTaBKM
/api/webui/draft/transports/gui/ GET BosBpalyaeT onncaHue ansa rpaduyeckoro
{transport_type} nHTepdelica
/api/webui/draft/transports/test/ POST TecTupyeT napaMeTpbl NIPOTOKOJIA AOCTaBKU
{transport_type}

3.2.22 . KomaHgbl, CBA3aHHble ¢ paboToi MacTepoB

HocTtynHbie agMuHucTpaTtopy URL-koMaHAabl nepeuncnienbl B Tabnmue (cm. Tabnuua 24).

Tabnuua 24 - MNepeueHb URL-koMaHA, cBA3aHHbIX C paboToOM MacTepoB

URL-komaHgaa Tun OnucaHue
/api/webui/draft/wizards GET BosBpalyaeT cnucok MacTepoB
/api/webui/draft/wizards/{uuid} DELETE Ynanset MacTtep ¢ naeHTudukatopom {uuid}
/api/webui/draft/wizards/{uuid}/ PATCH Co3zpaeT 06beKT Noce BannMaaumm cobpaHHbIX
finish OaHHbIX. YaansieT MacTep U3 BPEMEHHOIO XpaHUAMLLA
/api/webui/draft/wizards/{uuid}/ PATCH O6pabaTbiBaeT faHHble A1 YKa3aHHOrO Luara MacTepa
step/{step}

/api/webui/draft/wizards/{uuid}/ GET BosBpawaeT cneymdukaumo 4eACTBUN 1 Nonen
step/{step}/gui
/api/webui/draft/wizards/types GET Bo3BpalyaeT cnncok AOCTYMHbIX TUMOB MacTepoB

3.2.23 . KoMaHpapl, cBAizaHHbIe co cnuckom PM

HocTtynHbie agMmHucTpaTtopy URL-koMaHapbl nepeuncnerbl B Tabnmue (cm. Tabnuua 25).

Tabnuua 25 - MepeyeHb URL-koMaHA, cBA3aHHbIX co cnnckom BPM

URL-komaHgaa

Tun

OnucaHue

/api/webui/draft/workplaces

GET

BosBpawaeT cnmucok PM

3.3 . [ocTynHble KOMaHAbl Moayns «agent»

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnensbl B Tabnumue (cm. Tabnuua 26).
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& Ypanenbl Bepcumn APl /api/agent v1.2, v1.3, vl.4.
Ony6nukoeaHa HoBass Bepcuss APl /api/agent/v5.1. [pegblaywime [OOCTYMNHblE BeEpPCUM
06bABMEHbI YCTAapeEBLWMMU M ByayT yaaneHol B cneaytowen sepcmm Termidesk.

Tabnuua 26 - MNepeyeHb URL-komaHp Moaoynsa «agent»

URL-komaHgaa Tun OnucaHue
/api/agent/v5.1/{uuid}/events/connected | PATCH ;’E/?/J,OMJ‘IEHME 0 MNOAKIOYEHMN NMONb3oBaTeNnsa K
/api/agent/v5.1/{uuid}/events/ PATCH YBegomneHue 06 OTKAOYEHUU NONb30BaTeNa OT
disconnected PM
/api/agent/v5.1/{uuid}/legacy/osmanager |PATCH O6paboTka BHYTpeHHMX npoueccos PM
/api/agent/v5.1/{uuid}/log PATCH [ob6aBneHue 3anucu B >xypHan PM
/api/agent/v5.1/{uuid}/notifyComms PATCH CoxpaHernne URL ans koMMyHMKaLmm B

napametpax PM

/api/agent/v5.1/{uuid}/policies GET MonyyeHne nHbopmaumm o nonmutTukax PM
/api/agent/v5.1/{uuid}/service_info GET MonyyeHne nHpopmaumm o PM
/api/agent/v5.1/{uuid}/settings GET MonyyeHne nHbopmaumm o HacTpomkax PM
/api/agent/v5.1/{uuid}/version PATCH CoxpaHeHue Bepcum areHTa
/api/agent/v5.1/1init POST Nuunumanusaums areHta Ha PM
/api/agent/v5.1/test PATCH 3anpoc NpoBepKM KOPPEKTHOCTM MacTep-KJito4a

3.4 . [locTtynHble KOMaHAabl Mopynsa «auth»

DoctynHblie agMuHncTpaTtopy URL-kKomaHabl nepeuncneHbl B Tabnuue (cm. Tabnuua 27).
& Bepcun API /api/auth/v1l.1,v1.2,v1.3 yaaneHsi.

Ony6bnukoeaHa HoBass Bepcusi APl /api/auth/v5.1. [pegblgywie [JOCTYMNHbIE BeEpPCUM
0ObABMEHbI YCTApEBLUMMU U OyayT yaaneHbl B cnegytowen sepcmum Termidesk.

Tabnuua 27 - MNepeyeHb URL-koMaHa Moayns «auth»

URL-koMaHga Tun OnucaHue
/api/auth/v5.1/authenticators GET MonyyeHue cnucka ayTeHTUUKATOPOB
/api/auth/v5.1/legacy/login POST AyTeHTubMKaumus nonb3osatens Ha 6ase

ayTeHTUbMKaTOpa, JIOrMHa 1 Napons.
Mpu oTnpaBke 3anpoca HeObxoAMMO 06sI3aTeNIbHO
yKasaTb OAMH U3 NapamMeTpoB:

= «authld»;

= «auth»;

* «authSmallName».

/api/auth/v5.1/legacy/logout GET MpekpalleHne gencTBMe TOKeHa/CeccMm Nob3oBaTens.

TokeH ayTeHTUDUKALUM [OMKEH NepenaBaThCs B
3aronoBke X-Auth-Token
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URL-komaHpa Tun OnucaHue
/api/auth/v5.1/legacy/logout POST MpekpalueHne aercTene ToKeHa/ceccmMm nosnb3oBaTens.
TokeH ayTeHTUDUKALMM LOMKEH NepeaaBaTbca B
3aronoske X-Auth-Token
/api/auth/v5.1/settings GET MonyueHune rnobanbHbIX HACTPOEK cepBepa
/api/auth/v5.1/authenticators/ PATCH MHunumanusaumsa ayteHTudmkauum Kerberos PKINIT n
{auth_uuid}/pkinit/login nony4yeHne AaHHbIX Ha NOAMUCH
/api/auth/v5.1/authenticators/ PATCH 3aBeplueHue ayteHTudmukaumm Kerberos PKINIT
{auth_uuid}/pkinit/finalize
/api/auth/v5.1/authenticators/ PATCH Mpamown 3anpoc Ha cepeep Kerberos PKINIT ¢
{auth_uuid}/pkinit/raw NoAnMCcaHHbIM CepTUDMKATOM
/api/auth/v5.1/jwtauth POST ABTOpU3auma «Arperatopa» Ha « YHUMBEPCaNbHOM
avcnetyepe». B oTBeT Ha noanmMcaHHbIN
«Arperatopom» TokeH « YHUBEPCabHbIN AUCMETYEP»
BO3BpALLAET CEAHCOBbIN KJHOY (TOKEH)

3.5 . HdocTtynHble koMaHAabl Mogyns «client»

HocTtynHbie agMmHucTpaTtopy URL-koMaHapbl nepeuncnerbl B Tabnmue (cm. Tabnuua 28).

& Bepcun API /api/client/vl, vl.1,v1.2 yaaneHsi.

Ony6bnukoBaHa HoBass Bepcusi APl /api/client/v5.1.

Mpenplayline AOCTYMHblE Bepcuu

06bsiBNEHbI YCTapeBLLMMM U ByayT yaaneHbl B cnepytolien sepcumn Termidesk.

Tabnuua 28 - MNMepeueHb URL-koMaHa mopyns «client»

URL-komaHgaa Tun OnucaHue
/api/client/v5.1/connectionInfo/ GET API ons Bblgaum NapaMeTpoB NOAKTHOUYEHUSI KOMIOHEHTY
{uuid} «KnueHt» ans npotokonos RDP n SPICE
/api/client/v5.1/enable/{service}/ |GET API ons pabotbl ¢ TicketStore
{transport}

/api/client/v5.1/ GET API ons Bblgaym NapaMeTpoB NOAKIIHOYEHUS KOMIMOHEHTY
preconnectionInfo/{uuid} «KnueHT». KoMmnoHeHT «KnueHT» ucnonb3yeTt MeTos ans
NpPOBEepPKU FOTOBHOCTW CEPBUCA K MOAKIHOUYEHNIO U YTOUYHEHMS
UCnosib3yeMoro npotokona. Mo nonyyeHHbIM AaHHbIM NpUHUMAET
peLUeHWe: 3aBepLUNTb HEYAAYHOE NOAK/HOUEHWE, MOAOXKAATb U
NOBTOPUTb, NMOAKJIHOHYATLCA HOBbLIM/CTAapbIM METOA0M
/api/client/v5.1/serviceslList GET MonyyeHne cnuncka [OCTYMHbIX GOHAOB
/api/client/v5.1/workplaces GET MonyyeHne cnuncka HasHavyeHHbIX PM

3.6 . JocTynHble koMaHAabl Mopynsa «health»

LDoctynHbie agMnHucTpatopy URL-koMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 29).
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Tabnuua 29 - lMNMepeyeHb URL-komaHa moaynsa «health»

URL-komaHga

Tun

OnucaHue

/api/health/check

GET

Mposepka coctoaHus cepeepa. CobupatoTcsa obLume nokasarenm 1 Habop
UYMCNOBbLIX METPUK.

[ns aBTopm3aumm npu obpalleHnn K 3anpocy UCMONb3yeTCs TOKEH,
onpeaeneHHbIn B nepeMeHHoM HEALTH_CHECK_ACCESS_KEY
KOHPUrypaumoHHoro darna /etc/opt/termidesk-vdi/termidesk.conf.
OueHKa COCTOsIHMSA [OMIKHA MPOU3BOANTLCA B MHMLIMATOPE 3arnpoca Ha OCHOBe
Habopa NpaBu/ U NMOPOroBbIX 3HAYEHUI C YHETOM KOHKPETHOM KOHUrypaLmm
CUCTEMBI.

[ns pasHbIX KOHOUIYpaLUM CUCTEMbI OOMH W TOT XKe NoKasaTesib B abCOMOTHOM
BbIPAYKEHMM MOXKET COOTBETCTBOBATb COCTOAHMIO U «PASS», n «FAIL».

®opmar 3anpoca:

1 curl --insecure -v -s -X 'GET' \

2 "https://${HOSTNAME} : ${HEALTH_PORT}/api/
health/check' \

3 -H 'accept: application/json' \

4 -H 'Authorization: Token $

{HEALTH_CHECK_ACCESS_KEY}'

roe:

--insecure - OTK/IFOYEHUE NPOBEPKU BaNIMAHOCTU cepTudumkaToB. BoinonHeHune
3anpoca 6e3 ncnonb3oBaHus npoeepkn SSL 1onycTUMO TOMBKO Ha TECTOBbIX
cTteHzax. B npousBoacTeeHHoOM cpepe HeOBX0AMMO YCTaHOBUTL BaauAaHbIe
cepTudmKaThbl;

${HOSTNAME} - ceTeBOM aapec UM NoIHOEe AOMEHHOE UMS y3Na;
${HEALTH_PORT} - NoOpT Ans 3anpocoB NpoBepku cocTosiHus. 1o ymonyaHuto
MCnosb3yeTcs NopT Beb-cepBepa, 443;

${HEALTH_CHECK_ACCESS_KEY} - TOKeH, onpeaesneHHblli B NepeMeHHOM
HEALTH_CHECK_ACCESS_KEY dainna /etc/opt/termidesk-vdi/
termidesk.conf
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URL-komaHga Tun OnucaHue

/api/health/metrics GET Bo3BpaluaeT cnmcok MeTpuk cepepa. [lnsg aBTopusaumm npm obpalleHmm K
3anpocy UCMOMb3YyeTCs TOKEH, ONpeseneHHbI B NepeMeHHoM
METRICS_ACCESS_KEY koHdUrypaumoHHoro darna /etc/opt/termidesk-
vdi/termidesk.conf.

®opmat 3anpoca:

1 curl --insecure -v -s -X 'GET' \

2 "https://${HOSTNAME} : ${HEALTH_PORT}/api/
health/metrics' \

3 -H 'accept: application/json' \

4 -H 'Authorization: Token $

{METRICS_ACCESS_KEY}'

roe:

--insecure - OTK/IHOYEHUE NPOBEPKU BaNNAHOCTU cepTudmkaToB. BoinonHeHue
3anpoca 6e3 ncnonb3oBaHUA NpoBepku SSL AONYCTUMO TONbKO Ha TECTOBbIX
cTeHaax. B npousBoacTeeHHOM cpesile HEOBXOAMMO YCTaHOBUTL BalUAHbIE
cepTUdUKaThl;

${HOSTNAME} - ceTeBOM afpec Un NOSHOE LJOMEHHOE UMS Y3Na;

${HEALTH_PORT} - nopT 415 3anpoCOoB NpoBepKuU cocTosiHus. Mo ymMonyaHuto
ncnosnb3yeTcs NopT Beb-cepeepa, 443;

${METRICS_ACCESS_KEY} - TOKEH, OnpeaeneHHbIA B NepeMeHHOoM
METRICS_ACCESS_KEY davina /etc/opt/termidesk-vdi/termidesk.conf

() WHdopMaumio no BceM BO3BPALLAEMBIM 3HAYEHWSIM MOXKHO MOYYMUTH
B JOKYMeHTaumuu  6bubnuotekm  psutil Ha  cauTe: https:/
psutil.readthedocs.io/en/latest.

BM,CI, BO3BpaLlL@aeMOro CnnMcka MeTpuk:

1 # Bepcusa KOMMoOHeHTa

2 version_info{version="5.1-dev-
HEAD-20240614064304-c1d6651db"} 1.0

3 # Bepcusa 0C

4 system_info{machine="x86_64",0s="L1inux
5.10.190-1-hardened",version="#astral+ci6 SMP
Fri Oct 6 14:47:06 UTC 2023"} 1.0

5 # Nepuod B CeKyHAax, B TeYeHMe KOTOpPOoro

cuctema OyHkunoHupyeTt 6e3 npobnem

uptime_seconds 66686.97834658623

# 06wasa 3arpyska npoueccopa B MpoueHTax

cpu_total_percent 4.8

# O6lee ucnonb3oBaHWe GU3NYECKOWN MamMATU B

npoueHTax

10 virtual_memory_total_percent 40.5

11  # KonuyecTBO onepauuini 4TeHus C AucKa

12 disk_read_count 68201.0

13  # KonuyecTBO onepauuii 3anucu Ha [UCK

14  disk_write_count 729848.0

15 # UMCo nNpoynTaHHbIX C gucka 6aiT

16 disk_read_bytes 2.094142464e+09

17 # UMcno 3anmucaHHbIX Ha AUCK 6GalT

18 disk_write_bytes 7.54249728e+09

19 # 0O6wMin pa3vep ¢uanyeckon namAaTu B BGalTax

20 virtual_memory_total_bytes 4.117311488e+09

O 0o ~N O
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URL-komaHga

Tun

OnucaHue

21
22

23

24
25
26
27
28
29
30
31
32
33

34
35

36
37
38
39
40

41
42
43
44
45

46
47
48
49

50

# Pa3mep AOCTYMNHOW ¢M3nMyeckoil mamsaTu B bBahTax
virtual_memory_available_bytes
2.447736832e+09

# Pa3mep MCNonb3yemoi Pu3nyYecKoi namaTu B
6ariTax

virtual_memory_used_bytes 1.303724032e+09

# Pa3mep cBobGofHOli ¢u3nyeckon namaTu B bGaliTax
virtual_memory_free_bytes 3.78679296e+08

# 06wwin pa3mep gucka B bGaliTax
disk_total_bytes 1.5742214144e+010

# lcnonb3yemblii pa3mep Aucka B bGaliTax
disk_used_bytes 1.4512279552e+010

# CBoOOAHbIi pa3vep AMcKa B bainTax
disk_free_bytes 4.07957504e+08

# KonmyecTBO aBTOpPM30BaHHbLIX MNOSib30BaTesiell B
nopTtane nonb3oBaTens

user_session_count 1.0

# Konn4yecTBO aBTOPU30OBaHHbLIX agMUHUCTPATOPOB B
nopTane agMmumHucTpaTopa

admin_session_count 17.0

# KonmuecTBO ceaHCOB nosb3oBaTteneli PM

VM_users_sessions{type="1in_use"} 1.0

VM_users_sessions{type="vacant"} 4.0

# Konm4yecTBO cCeaHCOB MNo/sib30BaTeneii
TepMUHa/IbHbIX CecCuii
RDS_STAL_users_sessions{type="1in_use"} 1.0
RDS_STAL_users_sessions{type="vacant"} 0.0
# 0OWee KOMMYECTBO BUPTYyasbHbIX MalWH
total_vms 48.0

# Konn4ecTBO BUPTYasbHbIX MaWWH C OWNOKOIN
3anycka

failed_to_start_vms 38.0

# Konm4yecTBO 3aBUCWMX BUPTYasbHbIX MalWH
stuck_vms 0.0

# Konm4yecTBO He3aperncTpupoBaHHbIX Ha
«YHUBepcasbHOM aucnet4yepe» «AreHTOB»
unregistered_agents 41.0

3.7 . NocTynHble KOMaHAbl MOAYNA KWSProxy»

LocTtynHble agMuHucTpaTopy URL-koMaHAabl nepeuncneHbl B Tabauue (cm. Tabamua 30).

& Bepcua API /api/wsproxy/v1.0 yaaneHa.
Ony6nukoeaHa Hoeas Bepcusi APl /api/wsproxy/v5.1.

0ObABMIEHbI YCTApPEBLUMMU U OyayT yaaneHbl B cnepytowen sepcmm Termidesk.
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Tabnuua 30 - MNepeyveHb URL-komMaHa Moayns «wsproxy»

URL-komaHpa

Tun OnucaHue

/api/wsproxy/v5.1/verify/{token}

POST Banupauus TokeHa komnoHeHTa «LLnto3» ana nogkntoueHms

K KOMMOHEHTY « YHUBEPCaNbHbIN AucneTyep» C Noanep>KKom
uHdopmauuu no npotokony (TCP van UDP).

B 3anpoce nepegaetcsa gonosHMTENbHOE Nose proto €
YKa3aHMEeM 3Ha4eHus NpoTokona, no ymondaHuo TCP:

1 HTTP 200

2 {

3 "host": "192.0.2.1",
4 "port": 6195,

5 "ssl_target": true,
6 "proto": "tcp"

7

3.8 . HdocTtynHble koMaHAabl Mopyna «discover»

LDoctynHbie agMuHucTpatopy URL-KkoMaHAabl nepeyncneHbl B Tabnuue (cm. Tabnuua 31).

Tabnuua 31 - MNepeyeHb URL-komaHa Mopyns «discover»

URL-komaHAa

Twun OnucaHue

/api/discover/

GET

BosBpalaeT cnucok moaynen API, npenoctaBnsieMbix
KOMMOHEHTOM « YHMBepCasbHbIN AMCreTHep»

3.9 . HdocTynHble KOMaHAbl MOAYNA «ssa»

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnersl B Tabnumue (cm. Tabnuua 32).

Tabnuua 32 - MNepeyeHb URL-komMaHg Moayns «ssa»

URL-komMaHpa

Tun OnucaHue

/api/ssa/v5.1/event

POST Peructpupyet cobbiTmsa ot «CeccMOHHOro areHTa»
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4. HAYANI0 PABOTbI C REST APl KOMIMOHEHTA «YOAJIEHHbIA MOMOLLHUK»

4.1 . ®opmar URL-KoMaHpA, ans KOMNOHEHTa « YaaneHHbIi MOMOLLHUK»

O6wui BUA KOMaHA peanv3oBaH CneayroL MM 0bpasom:
/api/<module>,
roe:
<module> - HaMMeHoOBaHWe Moayns, peanmsoBaHHoro B REST API.
Cnucok mopynen API, npegocTaBnssieMoro KOMNoHEHTOM, MoXeT 6biTb nonyyeH URL-komaHzon /api/
discover/.
Mpumep komMaHabl Yepes curl:
1 curl -X 'GET' \
2 "https://assistant.termidesk.local/api/discover/' \
3 -H 'accept: application/json' \
4

-H 'X-CSRFToken:
HjXcGpVu8bSPE0oq4NQOqo0OKpd fwoEbUTbE1G3J7uSFr2akK3oPtNglnw4VEARS2HY'

roe:

assistant.termidesk.local - ceTeBOM agpec WAM MNOMAHOE [OOMEHHOE WMSA Yy3/la KOMMOHEHTA
«YnaneHHbIM noMoLHUK» Termidesk;

X-CSRFToken - yHMWKanbHbIM MAeHTUDUKATOP 3anpoca, reHepupyembit Django. 3HauyeHue ToKeHa

YHUKaNbHO 1 BPEMS €ro >KM3HU OrpaHUYeHo.
4.2 . DneKTPOHHbIN CNpaBoyYHUK o koMaHaaM REST API koMmnoHeHTa «YaaneHHbI NOMOLLHMK»

MonHas mHdbopMauus o napameTpax M komaHpax REST APl poctynHa npu BBoge URL-koMaHgpl
https://assistant.termidesk.local/assistant/api/docs/, roe assistant.termidesk.local -

CeTeBOM agpec UM NMoNHOe AOMEHHOE UMS y3/1a KOMMOHEHTa « YaaneHHbI noMowHMK» Termidesk.
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5. JOCTYNHbIE KOMAHAObI REST API KOMMOHEHTA «YOAJIEHHbIN
MNMOMOLLUHWNK»

5.1 . HocTtynHble KOMaHAblI Moayns «settings»

HocTtynHblie agMuHucTpaTopy URL-KOoMaHAbl nepeuncneHbl B Tabamue (cm. Tabamua 33).

Tabnuua 33 - NepeueHb URL-komMaHa Moayns «settings»

URL-komaHga

Twun

OnucaHue

settings

/assistant/api/{session_id}/

GET

MonyyeHne nHbopMaLmm o ceccum.
Mpumep 3anpoca yepes ytuauty curl:

1 curl --insecure -X 'PUT' 'https://
assistant.termidesk.local/
assistant/api/' -H 'accept:
application/json' -H 'Content-
Type: application/json' -d
"string"

roe:
--insecure - OTK/IFOYEHWE NMPOBEPKU BaSIMAHOCTHU
cepTudurkaToB. BeinonHeHme 3anpoca 6e3 ncnosib3oBaHUs
npoeepkun SSL gonycTtuMo Tonbko Ha TeCTOBbIX CTeHAax. B
NpPOM3BOLACTBEHHOM Cpeae HeobXoAMMO YCTaHOBUTb Ba/lMAHbIE
cepTUdUKaThl;

assistant.termidesk.local - ceTeBoM agpec UaM NosHoe
[OMEHHOE MMS Y3/1a CEPBEPHOM YaCTM KOMMOHEHTA « YaaneHHbIM
noMoLHUK» Termidesk

/assistant/api

PUT

Co3,u,aHme ceccnun n Bo3Bpart OTHOCUTENIbHOM CChINIKU Ha
nogknroyeHue
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6 . HAYANI0 PABOTbI C REST APl KOMIMOHEHTA «CECCUOHHbIA ATEHT»

6.1 . ®opmar URL-koMaHpA, ans koMnoHeHTa «CeCCUOHHbIA areHT»

O6wui BUA KOMaHA peanv3oBaH CneayroL MM 0bpasom:

/<module>/<command>,

roe:

<module> - HauMeHoOBaHWe Mopyns, peanmsoBaHHoro B REST API. B TekyLuen Bepcum oocTyneH Moay/b
health;

<command> - HaUMeHOBaHWEe KOMaHAbl 419 BbIMOJIHEHMS.

Mpumep koMaHabl Yepes curl:

® T[Mpumep komaHapl npuseaeH ans obpawleHns no npotokony HTTP. [Ons wcnonb3osaHMs
npotokona HTTPS koMnoHeHT « CeCCUMOHHbIN areHT» A0JIKeH OblTb HACTPOEH COOTBETCTBY HOLLUM
06pa3om, a UMEHHO: NYTW K CepTUPUKATY U KIHOUY AO0NXKHbI ObITb YKa3aHbl B KOHUIYpPaLMOHHOM
darne «CeccMoHHOro areHTa», napameTpy USE_HTTPS [0/)KHO 6bITb MPUCBOEHO 3HAYEHME True.

1 curl -X 'GET' \
2 "http://agent.termidesk.local:31000/health/metrics' \
3 -H 'accept: application/json' \
4 -H 'Authorization: Token
HjXcGpVu8bSPE0oq4NQOqoOKpd fwoEbUTbE1G3J7uSFr2ak3oPtNglnw4VEARS2HY''

roe:

agent.termidesk.local - ceTeBoM agpec UM MOMHOE AOMEHHOE UMS Yy3J1la KOMMOHeHTa «CeccUOHHbIN
areHT»;

31000 - NopT A/18 3anpoCcoB NPOBEPKU COCTOSAHUS, AN1a KomnoHeHTa «CeccroHHbIn areHT» - 31000;
Authorization: Token - TOKEH, onpeneneHHbIn B nepeMeHHon METRICS_ACCESS_KEY
KOHdurypauyoHHoro  danna  «CeccMoHHOro  areHTa»: /etc/opt/termidesk-session-agent/
session_agent.ini (ans OC Astra Linux Special Edition (Server)) wnun %ProgramData%

\UVEON\Termidesk Session Agent\session_agent.ini (ans OC Microsoft Windows Server).
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7 . DOCTYMHbIE KOMAHAbI REST API KOMMOHEHTA «CECCUOHHbIN ATEHT»

7.1 . DoctynHble koMaHabl Mogyns «health» koMnoHeHTa «CeccMOHHbBI areHT»

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnensbl B Tabnumue (cm. Tabnuua 34).

Tabnuua 34 - MNepeyeHb URL-komaHp Mopynsa «health»

URL-komaHga

Tun

Onucanue

/health/check

GET

MpoBepka COCTOAHMA KOMMOHEHTa.
®opmar 3anpoca:

1 curl -X '"GET' \

2 "http://${HOSTNAME} : ${HEALTH_PORT}/health/
check' \

3 -H 'accept: application/json' \

4 -H 'Authorization: Token $

{HEALTH_CHECK_ACCESS_KEY}'

roe:

${HOSTNAME?} - ceTeBOM agpec UM NOHOE OMEHHOE UMS y3/1a KOMMOHEHTA
«CeCCUOHHbIN areHT»;

${HEALTH_PORT} - nopT 415 3anpoCcoB NPOBEPKU COCTOSIHUS, A1 KOMMNOHEHTA
«CeccmoHHbIN areHT» - 31000;

${HEALTH_CHECK_ACCESS_KEY?} - TOKEH, OnpeaeneHHbI B NepeMeHHOM
HEALTH_CHECK_ACCESS_KEY koHdurypaumoHHoro danna «CeccMoHHOro
areHTa».

Cpa3sy nocne ycTaHoBKM TokeH HEALTH_CHECK_ACCESS_KEY UMeeT 3HayYeHue
None (He 3af,aH0), B 3TOM CJlyyae NpoBepKa TOKEHA HE MPOU3BOAMUTCS M 3anpoc
MO>XHO BbINOJIHATb 6€3 KOHCTpYKLMK Authorization: Token.

Bua Bo3BpawiaeMoro cnucka:

1 {

2 "status": "pass",

3 "version": "5.0.0.24118",

4 lloutputll: llll’

5 "description": "termidesk-session-agent"
6 1}
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URL-komaHga

Tun

Onucanue

/health/metrics

Bbinyck ot Hos6psa 2024

GET

BosBpallaeT cnucok MeTpuUK y3na KOMMOHEHTA.
®opmat 3anpoca:

1 curl -X '"GET' \
2 "http://${HOSTNAME} : ${HEALTH_PORT}/health/
metrics' \
-H 'accept: application/json' \
4 -H 'Authorization: Token $
{METRICS_ACCESS_KEY}'

w

roe:
${HOSTNAME} - ceTeBOM apec Uu NOHOE AOMEHHOE UMS y3/1a KOMIMOHEHTA
«CeCcCMOHHbIN areHT»;

S{HEALTH_PORT} - nopT Ans 3anpoCOB NPOBEPKU COCTOAHMUS, A1 KOMIMOHEHTA
«CeccmoHHbIN areHT» - 31000;

${METRICS_ACCESS_KEY} - TOKEH, ONpeneneHHbI B NEPEMEHHOM
METRICS_ACCESS_KEY danna koHdurypaumoHHoro danna «CeccMoHHOro
areHTa».

Cpa3sy nocne yctaHoBKM TOkeH METRICS_ACCESS_KEY umeeT 3Ha4eHue None (He
3aaHo), B 3TOM CJly4ae npoBepKa TOKeHa He NPOM3BOANTCS U 3aMNpoC MOXKHO
BbINO/IHATb 6e3 KOHCTPYKUMK Authorization: Token.

() WHdopmaumio no Bcem BO3BPALLAEMbIM 3HAHEHUSM MOXHO MOYYUTb B
[OKYMeHTaumm eubnmnoTekun psutil Ha canTe: https:/
psutil.readthedocs.io/en/latest.

Bua, Bo3BpaLaeMoro cnmucka MeTpuk:

1 # Bepcusa KOMMOHeHTa
2 version_info{version="5.0.24152"} 1.0
3 # Bepcua 0OC
4 system_info{machine="x86_64",0s="Linux
5.15.0-33-generic",version="#astra2+ci96 SMP
Fri Oct 28 18:23:37 UTC 2022"} 1.0
# 06was 3arpyska npoueccopa B npoLeHTax
cpu_total_percent 4.0
7 # 06uwee mcnosnb3oBaHWe GU3NYECKOWN MamAaATU B
npoueHTax
virtual_memory_total_percent 70.3

9 # 00wmiAi pa3vep GM3NYECKOW namaTn B HalhTax
10 virtual_memory_total_bytes 2.070183936e+09
11 # Pa3mep AOCTYMNHOW GM3MYECKOW namaTm B baliTax
12 virtual_memory_available_bytes 6.1464576e+08
13 # Pasmep mcnonb3lyemMoi ¢u3nyeckoi namsaTu B

bariTax

14 virtual_memory_used_bytes 1.26932992e+09
15 # Pa3mep cB0OOAHOW GM3MYECKOWN nMamaTm B HaliTax
16 virtual_memory_free_bytes 3.23608576e+08
17 # 06wmiAi pa3vep gucka B bGanTax
18 disk_total_bytes 1.9994066944e+010
19 # licnonb3yewmblii pa3Mep gucka B baiTax
20 disk_used_bytes 1.005756416e+010
21 # CBOOOAHbLIA pa3mep AucKa B banTax
22 disk_free_bytes 8.897261568e+09

o U

oo
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URL-komaHga

Tun

OnucaHue

23

24
25
26
27
28
29
30
31
32
38

34

# lMepunon B ceKyHAaxX, B Te4dYeHWe KOTOoporo
cuctema QyHKUMOHUPYeT 6e3 npobnem
uptime_seconds 2.256339795133114e+06

# KonuyecTBO onepauuii 4YTeHMs C AUCKa
disk_read_count 271249.0

# KonuyecTBO onepauuii 3anncum Ha [UCK
disk_write_count 865272.0

# Uncno npoyMTaHHbIX C AuUcKa 6anTt
disk_read_bytes 7.215997952e+09

# Uncno 3anucaHHbIX Ha AuCK 6anT
disk_write_bytes 9.192820736e+09

# CocTosilHMe ceccunm - akTmBHa (A),
6es3pgericTByeT unu nwboe gpyroe coctosiHne (I)
sessions_info 1.0
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8. HAHAJI0O PABOTbI C REST APl KOMIMOHEHTA «LLJTHO3»

8.1 . ®opmar URL-koMaHpA, ans koMnoHeHTa «LUnto3»

O6wwmn Bng URL-koMaHA peanv3oBaH CneayroLmMm obpasom:
/api/<module>/<command>,
roe:
<module> - HauMeHOBaHWe Moayns, peanmsoBaHHoro B REST API. B TekyLwien Bepcum ois KOMMNOHEHTa
«LLnto3» goctyneH mogynb health;
<command> - HauMMeHOBaHMe koMaHAbl. B Tekywen Bepcum ans komnoHeHTa «LUnto3» pocTtynHa
KOMaHpAa metrics.
Mpumep 3anpoca yepes curl:

curl -X 'GET' \

'"http://gateway.termidesk.local:8102/api/health/metrics' \

-H 'accept: application/json' \
-H 'Authorization: Token 270cle6a4cd013a382498'

roe:
gateway.termidesk.local - ceTeBoMW agpec Uaun NoJIHOE AOMEHHOE MM y3/1a KOMMNoHeHTa «LLnto3»;
8102 - nopt pgoctyna kK APl komnoHeHTa «LWnto3»;

270cle6a4cd013a382498 - TOKeEH, OnpedeneHHblM B napaMeTpe token: ${metricsAccessKey}

KoHdurypaumoHHoro damnna «LLntoza» /etc/termidesk/gateway.yaml.

A Ecnm «Wnto3» HacTpoeH Ha ucnonb3oBaHue SSL-cepTudukaToB, To B 3anpoce curl HyXHO
YKa3blBaTb COOTBETCTBYOLLMI MPOTOKON A/ MOAKJIHOYEHMS: BMECTO http Mcnonb3oBaTh https.

Bbinyck ot Hos16ps 2024 37



@ TERMIDESK

CNET.10001-02 91 01

9. OOCTYINHbIE KOMAHAObI REST APl KOMIMOHEHTA «LLJTHO3»

9.1. OocTtynHble koMaHabl Mopynsa «health» koMnoHeHTa «LLinto3»

HocTtynHbie agMmHucTpaTtopy URL-koMaHAabl nepeuncnensl B Tabnumue (cm. Tabnuua 35).

Tabnuua 35 - MNepeyeHb URL-komaHp Monynsa «health»

URL-komaHga Tun

OnucaHue

/api/health GET

MpoBepka COCTOAHMA KOMIMOHEHTA.
®opmar 3anpoca:

1  curl =X '"GET' \

2 "http://${HOSTNAME} : ${HEALTH_PORT}/api/
health' \

3 -H 'accept: application/json' \

4 -H 'Authorization: Token $

{HEALTH_CHECK_ACCESS_KEY}'

roe:

${HOSTNAME?} - ceTeBOM agpec WM NOHOE JOMEHHOE UMS y3/1a KOMMOHEHTA
«LWntoza»;

${HEALTH_PORT} - NOpT 415 3anpoCcoB NPOBEPKU COCTOSIHUS, A1 KOMIMOHEHTA
«LWnto3» - 8102. MopT onpeaeneH B napameTpe listen: $
{mgtServerIP:0.0.0.0}:${mgtServerPort:8102} KOHDUrypaunMoHHOrO
danna «LLntoza» /etc/termidesk/gateway.yaml;
${HEALTH_CHECK_ACCESS_KEY} - TOKeH, onpeaesieHHbI B NapamMeTpe token:
${healthCheckAccessKey} KoHpUrypaumoHHoro darna «LLintoza» /etc/
termidesk/gateway.yaml.

®opmart 3anpoca, ecnu «LLnto3» HacTpoeH ang paboTbl MO 3aLLMLLEHHOMY
COeIHEHUIO:

1 curl --insecure -v -s -X 'GET' \
2 "https://${HOSTNAME} : $S{HEALTH_PORT}/api/
health' \
3 -H 'accept: application/json' \
4 -H 'Authorization: Token $
{HEALTH_CHECK_ACCESS_KEY}"'
A Knwou --insecure ucnonb3yeTcs [ANa  OTKIKOYEHMS  MPOBEPKMU

Ba/IMAHOCTU cepTucdmkaToB. BbinonHeHue 3anpoca 6e3 ncnonb3oBaHMs
npoesepkn SSL  ponycTMMO TONMBKO Ha TeCcTOBbIX CTeHpax. B
NMPOV3BOACTBEHHOM Cpeae HeobXogMMO  YCTaHOBUTb — BanuAHble
cepTudmKaThbl.

BM,EI, BO3BpalLl,aeMOro cnncka:

{
"status": "pass",
"version": "0.7.0.24295",
lloutputll: llll’

"description'": "Termidesk Gateway"

OoOuhwWNBE
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URL-komaHga

Tun

OnucaHue

/api/health/metrics

Bbinyck ot Hos6psa 2024

GET

BosBpallaeT cnMcok MeTpuUK y3na KOMMOHEHTA.
®opmat 3anpoca:

1 curl -X 'GET' \

2 "http://${HOSTNAME} : ${HEALTH_PORT}/api/
health/metrics' \

3 -H 'accept: application/json' \

4 -H 'Authorization: Token $

{METRICS_ACCESS_KEY}'

roe:
${HOSTNAME} - ceTeBOM agpec Uan NOSHOE JOMEHHOE UMS y3/1a KOMIMOHEHTA
«LLntoza»;

${HEALTH_PORT} - nopT 4151 3anNpoCOB NPOBEPKM COCTOSIHMS, A1 KOMIMOHEHTA
«LLnto3» - 8102. MopT onpeaeneH B napameTpe listen: $
{mgtServerIP:0.0.0.0}:${mgtServerPort:8102} KOHPUrypaLuNOHHOIO
danna «LLnto3a» /etc/termidesk/gateway.yaml;

${METRICS_ACCESS_KEY} - TOKeH, onpeaeneHHbIX B napamMeTpe token: $
{metricsAccessKey} KoHpUrypaumoHHoro danna «LLntoza» /etc/
termidesk/gateway.yaml.

() WHdopmaumio no BceM BO3BPALLAEMbBIM 3HAUYEHWSIM MOXKHO MOMYYMUTH
B JOKYMeHTauuuM  6ubnuoteku psutil Ha  caure: https:/
psutil.readthedocs.io/en/latest.

Bua Bo3BpallaemMoro crnmcka MeTpuk:

# Bepcua komnoHeHTa (lnw3a)

version_info{version="0.7.0.24295"} 1.0

# Bepcus 0C

system_info{comp_name="gateway.termidesk.loca

1",machine="x86_64",0s_name="Linux 6.1.90-1-

generic",version="#astra3+ci20 SMP

PREEMPT_DYNAMIC Mon Jul 22 14:15:46 UTC

2024"} 1.0

# 06wasa 3arpyska npoueccopa B MNpoLeHTax

cpu_total_percent 0.1

# 06wmin pasvep GU3MYecKo namAaTn B GaliTax

virtual_memory_total_bytes 4107214848

# Pa3mep AOCTYMHOW GM3MYecKoil mamsaTu B bGaiTax

10 virtual_memory_available_bytes 3748093952

11 # Pa3mep ucnosnb3yemMon ¢u3nyeckolr navsatTu B
b6ariTax

12 virtual_memory_used_bytes 153673728

13 # Pa3mep cB06OAHOWN GM3MYeCcKO mamsaTu B bGaiTax

14 virtual_memory_free_bytes 3794550784

15 # Mepuod B CeKyHAax, B Te4YeHme KOTOporo
cuctema QyHKUMoHupyeT 6e3 npobnem

16 uptime_seconds 20652

17 # 06wMin pa3vep gucka B bGaiTax

18 disk_total_bytes 15791431680

19 # lcnonb3yemblii pa3mep Agucka B banTax

20 disk_used_bytes 4137959424

21 # CBOOOAHLI pa3mep Auncka B baliTax

22 disk_free_bytes 10828980224

A WN B
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URL-komaHga

Tun

OnucaHue

23
24
25
26
27
28
29
30
31
32

33
34
35
36

37
38
39

40
41
42

43
44
45

46
47

# Konu4yecTBO onepauyuini YTeHMA C AUCKa
disk_read_count 3877

# Konu4yecTBO onepauyuini 3annucum Ha OUCK
disk_write_count 2899

# UMCNo MpouMTaHHbLIX C gucKa 6aiT
disk_read_bytes 138545152

# UMcno 3anucaHHbIX Ha AUCK 6aiT
disk_write_bytes 138545152

# WHOopmaums o lWnw3e n ero cocTosHUK
gateway_info{version="0.7.0.24295",
status="A"} 1.0

# [lanee cnepgyeT MHOOpMaLMA O CeTEeBbIX MeTpuKax
# 0O6uwee KonmyecTBO ceccuil Ha lmo3e
gateway_current_total_sessions 0

# Texkywuin Bxoaswmii Tpaduk Mo Kaxgomy
NHTepoeiicy B oTaenbLHocTu, Méut/c
throughput_if_rx{type="10"} 0.0
throughput_if_rx{type="etho"} 0.005

# Texkywuin ncxogawmii Tpaduk no Kaxzgomy
NHTepoeiicy B oTaenbLHocTu, Méut/c
throughput_if_tx{type="10"} 0.0
throughput_if_tx{type="etho"} 0.0

# 06wnin 06BLEM BXoasAWero Tpadmka Mo BCeEM
nHTepgeiicam ¢ momeHTa cTapTa lWnw3a, B baliTax
bytes_if_rx{type="10"} 0
bytes_if_rx{type="etho"} 7033268

# 06wMin 06bLEM mcxogsawero Tpaduka no BCEM
nHTepdeiicam ¢ momeHTa cTapTa lWniw3a, B bHaliTax
bytes_if_tx{type="10"} 0
bytes_if_tx{type="etho"} 141252
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10. MPUHATDBIE TEPMUHbBI U OMNMPELOENIEHUA

TepMuH

OnpepeneHne

KoMmnoHeHT « AreHT»

CobupaTtenbHoe Ha3BaHMWE A9 CeAYOLMX KOMMOHeHTOB Termidesk:

* «AreHT BUpPTyasibHOro paboyero MecTa;
* «AreHT y3na BUpTyanusauumny»;

* «CeCcCUOHHbIM areHT»;

= «BupeoareHT»;

* «AreHT BUPTyaslbHbIX CMapT-KapT».

CaMoCTosATENbHbI KOMMOHEHT, OTBEYAIOLLIMI 33 KOHTpoAupyemyto goctaeky PM, Bzanmopeiicteume
C «YHUBepCanbHbIM gucneTyepom» 1 «MeHeakepom paboumx MecT»

KomnoHeHT « AreHT
BMPTYaNbHOIro
pabouero mecTta»

KomnoHeHT Termidesk. YctaHaBnuBaetca B rocteByto OC npw noarotoske 6a3oBoro BUpTYasbHOMO
PM (BPM). BbinonHsieT B3aumMopencTame ¢ « YHMBEPCabHbIM ANCMETYEPOMY», KOHDUTYpUpyeT
BPM, dukcupyeT nencTeusi Nonb3oBaTeNs, peanusyeT nepesady yrnpassitoLmnX COOBLLEHMI

KoMnoHeHT
«CecCUOHHbIN areHT»

KomnoHeHT Termidesk. YcTtaHaBnuBaetca Ha TepMuHanbHbil cepeep (MS RDS/STAL), aktusupyet
BO3MOXHOCTb MHOXECTBEHHOMO AOCTYMa MOb30BaTENEN K YAANEHHbIM pabounM CToNaM U
MPUNOXKEHUSIM

BupTtyanbHoe pabouee
mecTo (BPM)

PaseepHyTas Ha BM OC c ycTaHOBNEHHbIM « AreHTOM BMPTYyasnbHOro paboyero Mecta» u
HeobxoanmbIM NpuknagHbiM MO. MoakntoueHne kK BPM npouncxoamTt yepes npoTokosibl
yAaNeHHOoro focTyna

Pabouee mecTo (PM)

lMNoctesaa OC mnu OC, ycTaHOBNEHHas HA BblAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOW
peaniM3yeTcsa C NOMOLLbIO MPOTOKO/IA YAANEHHOMO AOCTYna.

Moa paboummm MecTamu nogpasymeBatoTcs Kak BPM, Tak n TepMUHanbHbIA 4OCTYN MAK AOCTYM K
ony6/IMKOBaHHbIM Ha CepBEpe TEPMUHAIIOB MPUIOKEHWUAM

[ocTeBas OC

OC, dyHkumoHupytowas Ha BM

«MeHepykep pabounx
MecT»

Mpynnel PM ®yHKUMOHaNbHOE 06beauHeEHME MHOXecTBa hoHAoB PM no onpeaeneHHoMy npusHaky
HomeH Cnocob npoBepku Cy6beKTOB U UX MOHOMOYUIA

ayTeHTUbUKaL UK

KoMmnoHeHT KomnoHeHT Termidesk. OTaenseMbiit KOMAOHEHT MPOrpaMMHOI0 KOMMJIEKCA, OTBEYarOLWMIA 3a

B3aUMOZLENCTBUE C NMOCTABLUMKOM PECYPCOB M YMpaBAeHUs XXU3HEHHbIM UMkioM PM, Bkatoyas
co34aHue, HaCTPOMKY, 3anyCK, OTK/HOUEHUE U yaaNieHMe.

SABnsieTcs 06paboTUMKoM HOHOBBIX 3a4aY.

YcTaHaBnuBaeTcs M3 nakeTa termidesk-vdi. HaumeHoBaHuWe cnyx6bbl nocne
yCcTaHOBKU: termidesk-taskman.service

KomnoHeHT
«OpkecTpaTop»

KomnoHeHT Termidesk. CaMocCTOATENbHbIA KOMMOHEHT, OTBEYAKOLLMI 338 COrNIacOBaHHYH paboTy
BCEX KOMMOHEHTOB NMPOrpaMMHOMO KOMMJEeKCa Npuy AeLeHTPanM30BaHHOM pa3BepTbiBaHUM, ANs
HY>X[, OTKa30yCTOMUYMBOCTU U KOMMIEKCMPOBAHMUS C 061a4HbIMUK CyXKbamu

MocTaBLwmk pecypcos

OC, nnatdopMa BMpTYyanmsaumm unm TepmMmuHancHbiii cepeep (MS RDS/STAL), npenocTasnsaiowme
BbIUYMC/INTENbHbIE MOLLLHOCTU, PECYPCbl XPaHEHUA AaHHbIX, @ TaKXKe CEeTeBble pecypcb! A4N1s
pa3melleHmsa doHaos PM

MpoTokon poctaBku

MopnepyxmBaemsbii B Termidesk npoTokon yaaneHHoro goctyna k PM

KoMmnoHeHT KoMnoHeHT Termidesk. OToenseMbiii KOMAOHEHT MPOrpaMMHOI0 KOMMJIeKCa, OTBeYatoLwmi 3a
«YHuBepcabHbIM MAEHTUDMKaUMIO Nonb3oBaTesnen, HazHavyeHne MM PM u koHTpona poctaekm PM.
Ancnetyep» YcTaHaBnuBaeTcs M3 nakeTa termidesk-vdi. HaumeHoBaHue cnyx6bl nocne

ycTaHOBKMU: termidesk-vdi.service
®oHa PM CoBOKyMHOCTb NOArOTOBNEHHbIX PM ans goctaBku No o4HOMY WM HECKOMIBKMM MPOTOKOMAM

yoaneHHOro oocrtyna B 3aBUCUMMOCTU OT NMOSIHOMOUYMIA NoNb30BaTeNen
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TepMuH Onpegenexuve

KomnoHeHT «LLnto3» | KomnoHeHT Termidesk. CamMocTosITENbHbIA KOMMOHEHT, OTBEYAIOLLMIA 38 TYHHENUPOBaHUE
MPOTOKO/IOB AOCTABKM, MCMOMb3YOLWMX TpaHCNOPTHbIN npoTokon TCP.

YcTaHaBnuBaeTca U3 naketa termidesk-gateway. HaumeHoBaHMe cnyx6bl nocne yCTaHOBKM:
termidesk-gateway.service

MopTan MpenocTtaenseT Beb-uHTepdelic ans ynpasneHus Termidesk n nHtepdenc swagger ans goctyna K
aAMUHMCTpaTopa OrpaHW4YeHHOMY CMMCKY MoAynen AOKyMeHTauumu no komaHaam REST API

MopTan nonb3osatens | MNpepocTaBnsieT nonb3oBaTenbCckui Beb6-nHTepdenc Termidesk (6e3 gocTyna K hyHKLMAM
ynpasneHus) n nHtepdenc swagger aas AOCTyNa K OrpaHUYEHHOMY CIUCKY MOAYy/en
[OKyMeHTaumm no komaHaam REST API

MopTan MpepocTaBnsieT dbyHKUMM 060X BapraHTOB - 1 «[lopTana agMuHUCTpaTopa», u «lMopTana
YHUBEPCaNbHbIN nonb3oBartens». [Mpy 3ToM akTUBMPYETCA AOCTYMN KO BCEM MOAY/SIM JOKYMEHTAL MM MO KOMaHAaM
REST API, npenoctaBnsieMbiM UHTEPdENCOM swagger

Knrou MpuMeHsieTcs B KOHTEKCTE daia, He onuumn B KoMaHae. MNocnenoBatenbHOCTb NCEBAOCNYYAMHBIX
yuncen, creHepMpoBaHHas 0cobbiM 06pa3oM

CepTtudukar ApTedakT, copepxxalimin MHGopmaLmio 0 BNagesbLe Kitoua U NOATBEPXKAAIOLLMIA NPUHALNEXKHOCTb
K/to4a BnagenbLy
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11 . NMEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

b, ba3a gaHHbIX

BM BupTyanbHas mMawmnHa

BPM BupTtyanbHoe pabouee MecTo

oC OnepauynoHHasa cuctema

no MporpamMmHoe obecrneyeHue

PM Paboyee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
nporpaMMmMpoBaHuns)

FQDN Fully Qualified Domain Name (nonHocTbto onpeaeneHHoe MMs JOMEHa)

HTML Hypertext Markup Language (s3bik rMnepTekCTOBOM pa3MeTKM)

HTTP HyperText Transfer Protocol (npoTokon nepenayuun runeprekcra)

HTTPS Hypertext Transfer Protocol Secure (pacwupeHue npotokona HTTP pns
noaAepXXKU WndpoBaHus)

ID Identification Data (naeHTUbUKaTOP)

IP Internet Protocol (MexceTeBon npoTokon)

PKINIT Public Key Cryptography for Initial Authentication (MexaHu3sm Kerberos,
No3BONSAOLLMI MCNONb30BaTh cepTudmkaTbl X.509)

RDP Remote Desktop Protocol (npoTokon ynaneHHoro paboyero cTona)

RDS Remote Desktop Services (cny»<6bl yoaneHHoro paboyero ctona Microsoft)

REST Representational State Transfer (nporpaMMHasi apxuTekTypa, onpeaensoLLas
ycnosusi pabotbl API)

SPICE Simple Protocol for Independent Computing Environments (npocToi npotokon
AN HE3aBUCUMOW BbIUYUCIUTENBHON Cpefbl)

SSL Secure Sockets Layer (kpunTorpacduyeckui npoTokon)

STAL Terminal Server Astra Linux (cepsep TepmMuHanos Astra Linux)

TCP Transmission Control Protocol (npoTokon ynpaBneHus nepeaayen)

ubDP User Datagram Protocol (npoTokon nonb3oBaTeNbCKUX AaTarpaMm)

URL Uniform Resource Locator (yHudMUmMpoBaHHbIM yKa3aTenb pecypca)

uulibD Universally Unique Identifier (yHuKanbHbI naeHTUdMKaTOP)
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