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{ OnepauuoHHas cucrtema »

Astra Linux: egnHaa onepayMoHHas
cMcTemMa gns nocTPoOeHUs CTabmnnbHOW,
MacwTabmpyeMor n CoBpeMeHHoOM
KopnopaTtneHo UT-nHbpacTpyKkTypbl

1 ypoBeHb AoBepus,

1 knacc 3awmTbl OC
CepTduKaT COOTBETCTBUS
npoueccos 6e3onacHoi
paspaboTku NO

1 knacc 3awmTbl OC

cooTBeTCcTBME TpeﬁOBaHMﬂM
Kk C3W no knaccy 16
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e YHUKanbHble BEpUPULMPOBAHHLIE e EgmHasa OC gns Bcen MHGPACTPYKTYpbl:
cpencTBa 3alWnTbl MHGopMaL UK paboymx CTaHLMN, CEPBEPOB,
cobCcTBEHHOM pa3paboTku MOOWIbHbIX M BCTPANBAEMbIX YCTPOCTB

e CoBMeCTUMOCTb U MHTerpauus ¢ C3U  bonee 24 000 nakeToB CUCTEMHOIO
n CK3W oTeyecTBEHHbIX MPOM3BOANTENEN n npuknagHoro MO B peno3mntopun
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e JKocucteMa «Ipynnbl AcTpa»: « Camas nonyngapHasa otedyectBeHHas OC,
WHCTPYMEHTbI A1 CO34aHMNS ycTaHoBneHa 6onee yem Ha 2.5 MH
MHPPACTPYKTYpPbI JIIOOON COXHOCTH KOMMblOTEPOB

e COBMECTMMOCTb C ThiICA4YaMUM NapTHEPCKUX e OnNbIT C/IOXKHbIX BHEAPEHUN: AECATKMU
MPOrpaMMHbIX M annapaTHbIX MPOAYKTOB ThiCSY pabo4nx MecT U CepBepoOB
(nporpamma Ready for Astra) B €4MHON MHPpaCTPyKType

e PerynspHbiii BbIXO4, HOBbIX PENN30B e Astra Linux 1.8 Proxima — coBpeMeHHas,
1 0GHOBNEHWI: NogaepXaHue CTUNbHas 1 yaobHasa onepauMoHHas
3 PEKTUBHOCTM C COXPAHEHNEM CUCTEMA HOBOIO MOKONEeHUS
cTabunbHOCTH
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cMapTdOHBI nnaHLWeThl HoyTOyKM TOHKME 3alUNLWLEHHbIE paboune cepBepbl
KJIMEeHTbI cneypewieHnda CTaHUnn
e BHeceHa B peectp MuHuudpbl (N2369 ot 08.04.2016) ™~
DCTIK MO DCb
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e MaHpaTHOe ynpaBfieHne foCTynoMm
(MPO)**
3aluTa OT Yyrpo3 HapyLleHMs KOHPUAEHLNANBHOCTHU
C y4eToM pasfgeneHuns MHbopMaLmnm rno ypoBHIM
N KaTeropusaMm: BCTPOEHHbIE MEXaHM3MbI 3aLUTbI
Ansi paboTbl co BceMu BUJaMu TariHbl (baHKOBCKas,
KOMMep4eckasi, rocylapCTBeHHas, Nepc. AaHHbIe
nT.0o.)

MaH,D,aTHbIVI KOHTPOJ1b LLEJTOCTHOCTU
(MKLL)*

3almTa oT HeECaHKLMOHNPOBAHHOIO N3MEHEHMS
KPUTUYHBIX aioB, B TOM YMCae NpU peanu3aumm
0-day yrpos

3aMKHyTaF| nporpaMmmMmHas cpe,u,a*
ObecneynBaeTcs 3anyck ToJbko foBepeHHoro MO,
LLeSIOCTHOCTb KOTOPOro He HapylleHa

* «YcuneHHbIn» N «MakcuMasbHbIN» YPOBHMU

{ YpoBHM 3alNLLEHHOCTH )

©

JononHutenbHasa n3onaums
KOMMOHEHTOB BUPTYyanusaumm
M KoHTenHepoB Docker*

MexaHu3Mbl 3awunTbl CYB 1 cpencts
BUPTYyanusawumm

AVCKpeLnoHHOoe ynpaBieHne fOCTYNOM
PoneBoe ynpaBneHne 4OCTYNoM

PeXMM «KMOCK» - «Benblii» CINCoK
pa3peLleHHbIX K 3aMycKy MPUIoXeHNn

Pernctpauns cobbiTuin 6esonacHoCTH

KoHTpOsib MOAKMIOYEHHbIX CbeMHbIX
MHU

** «MakcMManbHbIN» YPOBEHb

YpoBeHb 3awmueHHocTn OC gNns Kaxaoro aneMeHTa MHGOpPMaLMOHHOW CUCTEMbI BbiOMpaeTcs

B 3aBMCMMOCTW OT aKTyasibHbIX Yrpo3 6e30nacHOCTH
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YcuneHHbi «BOpOHEeX»

JornonHuTenbHasa 3awmTa OT yrpo3 cpeacTeaMu
3aMKHYTOM nNporpaMmHon cpegpl (3MMC)
N MAaHAATHOrO KOHTPONS LenocTHocTn (MKLL)

® CHUXeHMe PUCKOB HapYLUEHUS LLeNOCTHOCTH
M 4OCTYMHOCTU, HECAHKLMOHNPOBAHHOrO
BHEAPEHMA KOAa N U3MEHEHUSA AaHHbIX, B T.4.
npefoTBpaLLeHmne NomnbITOK 3KCMayaTaumm
0-day yasBumocTen

® CHWXeHwWe 3aTpaT Ha yCTPaHeHWe NoC/IeACTBUN
Aaxe B Ciyyae peanmsaumm Takux pUckos
32 CYET OrpaHNYEeHNs BOSMOXHOCTU
BO34EMCTBUS HapyLLUUTENS
Ha MHPOPMALMOHHYIO CUCTEMY

® DKOHOMMUSA BNIOXEHUN: HET HE0bX0ANMOCTHU
npuobpeTtaTb M NCMOJIb30BaTb
AononHuTeNnbHble HanoXeHHble C3U ot HCL

e YBenunuyeHue apdekTMBHOCTU apyrux C3U
(SIEM, AV) 3a cYeT UHTerpauum Ha ypoBHe
MEXaHU3MOB 3aLUUTbl, YTO AOMOSHUTENIbHO
CHUXAaEeT BEPOSATHOCTb YCMELHbIX aTak

MpumeHeHue: 30 KW, TC, ACYTI, NCMOH
no 1 kaTeropun (knacca, ypoBHS) BKIOUUTENBHO
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MakcumanbHbii «CMONTEeHCK»

JononHuTenbHasa 3awmTa OT Yrpo3 HapyLleHUs
KOH®UAEHLMANBHOCTU CPeACTBAMU MaHOATHOMO
ynpasneHus goctyrnom (MP[]) + Bce cpeacTsa
«YCUNeHHoro» ypoBHS

® CHUXEHWEe PUCKOB YyTEYKN KOHPUAEHLMANbHON
MHdopMaLKK, B T.4. OTHOCMMOMN K BAaHKOBCKOM,
KOMMEepPYeCKoMn, afBOKaTCKOW, HOTapuanbHOM,
rocyapCTBEHHOW M APYr1M BUAAM TaliHbl

® CHWXEHWE CTOMMOCTM CO3LaHUS
v nogpepxaHunsa UT-uHdpacTpykTypbl
ONs o4HOBpPEMeHHON paboTbl ¢ 0bLwenocTynHON
1 KOHbUAEeHUManbHoM nHpopMaLmnen

* YeenuuyeHune spHeKTUBHOCTU COBMECTHOM
paboTbl cpencTs 60pbbbI C yTEYKAMU AAHHbIX
(DLP-cucTeM) 1 TeXHOMormm MaHaaTHoOro
ynpaBneHns 4OCTYMNOM, YTO AOMOJHUTENBHO
CHUXXaeT BEePOSTHOCTb MHLMOEHTOB HapyLLEHUS
KOHbUAEHLMaNbHOCTU

* Bce npenmyLLecTBa «YCUIEHHOr0» YPOBHS
MNpumeHeHue: nbas MHGopmaLms

OrpaHMYEeHHOro A4oCTyna, B T.4. roCyAapCTBEHHAs
TarHa «ocobow BaXXHOCTU»
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@ «Open» — BapUaHT JIMLLEH3UPOBaHUA HecepTUduLMpoBaHHo OC ¢ 6a30BbIM YPOBHEM 3aLUULLEHHOCTU.
He MoXeT NpUMeHSTbCS B CUCTEMAX, FAe NPeabsBNATCA TPeboBaHMSa B YaCcTW 3aLUTbl MIHPOPMaLMK



{ CueHapuu UCNONb30BaHUA )

Desktop Server

Ana 3aWmueHHbIX
paboynx MecT.
BkntovaeT koMnnekT

MO pnsa peweHns
NoBCeAHEBHbIX ODUCHbIX
N MyNbTUMEANMHbIX
3agad

OcHoBa 415 NoCcTpoeHus
3awmeHHon UT-
NMHbPaACTPYKTYpPbI
KOMMaHuw.
ApanTmpoBaHa

A9 BbICOKOHArpy>XeHHbIX
N OTKa30yCTONYMBbIX
cucTem

{ Bugbl NnMLEH3N
Paboyasi cTaHLms CepBep

BupTyanbHbIl cepBep

CepBep c HeorpaHuyeHHoI
BUPTyanusauuen

A

Cpoku NMueH3npoBaHUA

\

12 24 36 oo
12 mecsaueB 24 mecsaua 36 MecsLeB BeccpouHas
NnueH3nsa
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Mobile

[nsi nnaHWeToB 1 Apyrux
MOOUIIbHBIX YCTPOMCTB.
ObecneynBaet
6e30nacHyto MoOGUbHYHO
paboTy COTpYyAHUKOB

B 3alULLEHHON
KOprnopaTUBHOM
NT-nHbpacTpykType

MobunbHaga cuctema
MocTaBnseTcs ToNbLKO
BMeCTe C yCTPONCTBOM

Embedded

Ona yctponcts
puUKCMpoBaHHOIO
Ha3HayvyeHus:

naaTeXHbIX TEPMUHASOB,
POS-cuctem, nHpo
KMOCKOB, MOCTaMaToB,
MPOMBILLSTEHHbIX
KOHTPOINEPOB U1 Ap.

BcTtpanBaemas

CUCTemMa / MocTaBnseTcsa
TONbKO BMECTe C yCTPONCTBOM
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Tunbl TEXHNYECKOM NoaaepPXKU

«CTaHAAPTHbIN

O6paboTka obpalyeHuin
Yyepes web-nopTan

n rno TenedoHy

B pabouee Bpems

(no Mockge)
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«MpuBMNErMPOBaAHHbIN

PaclumpeHHbIN
KOMMeKC ycnyr
TeXHN4eCKon
nopaepXKu

n obcnyxnBaHue 24/7
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Obyu4eHmne
[TogroToBKa crieunanncToB ABTOPU30OBaHHbIe y4eOHble Bonee 20 obyuvatoLmx
6onee yem B 350 NapTHEPCKUX LeHTpbI No Bcen Poccum nporpamMmm
BYy3ax
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Kypcbl ans Kypcbl Kypcbl ang Kypcbl ang
nonb3oBaTenemn A9 CUCTEMHbIX cnewumanncToB npenopasatenemn
aAMUHNCTPATOPOB rno b




A ACTPA

(Astra Linux 1.8 HoBoe nokoneHmne 3HakKoMou
Proxima ) OMepaLnoHHOM CUCTEMBI

N Ypo6HbIN dbdekTrBHaA HaBurauusa
O6HoBNERERI HaERICKE I'Iﬂ)'leOBaTeﬂbCKl/ll'/'l ng)j)cmBMKa " d)amno#oﬁ
AN3anH N BO3MOXHOCTM "

nHTepdenc CUCTEMBI

[TapTHepcKad akocucrtema
<Ready For Astra>

lMporpaMmmMma TeXHONOrM4YeckKoro NMnapTHEpPCTBa C nNponssoaunTeIaMn
O60pyﬂ,OBaHVIF| n pa3pa6OT‘-IVIKaMVI nporpaMMHoOro obecnevyeHus

1300+ 2100+

cepTUdULMPOBAHHBIX IMHEEK Mopenen cepTudULMPOBaHHOIO
NPOrpaMMHbIX MPOAYKTOB obopynoBaHus

Mo ntobbiM BOMpOCaM CBSXUTECH C BalUMM MeHeaxepoM «pyrnbl AcTpa»
nnbo BOCMONb3YyNTECh KOHTaKTaMMU:

8(800) 222 07 00 info@astralinux.ru https://astralinux.ru/



