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AHHOTALUA

HacTtosawmnn gOoKyMeHT siBnseTCca BTOPON YacTbio pykoBoacTtBa no KC3 onepaumnoHHom
cucTteMbl cneumanbHoro HasHadeHna «Astra Linux Special Edition» PYCB.10265-01 (ganee no
Tekcty — OC).

B nokymeHTe npuBegeHa ctpyktypa TectoB KC3, onucaHo npoBegeHne TECTMPOBaHWS, a
TakkKe NpuMBeaeHbl NPOBEPKN NOEHTUMMKALMN N ayTEHTUMKALMK, ANCKPELIMOHHOIO U MaHaaT-
HOro ynpasneHus 4OCTYNOM, OYUCTKM NaMATU U U30NSUMN MOAYNEN, MapKMPOBKN OOKYMEHTOB,
3alWmThl BBOAA-BbIBOAA MHOPMAaLUUKN HA OTYYXAaeMbI PU3NYECKMIA HOCUTEND U COMOCTaBMNEHUS

nonb3oBaTens ¢ yCTPOMUCTBOM, permcTpaumm cobbiTUn, HAAEXHOro BOCCTAHOBNEHUS, KOHTPONS
ueroctHocTn KC3.
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1. CTPYKTYPA TECTOB

TectnpoBaHune KC3 3akntoyaeTcsa B NpoBepke PYHKLMOHMPOBAHNSA NOACUCTEM, peanu-
3ylowmnx pyHKUMKM no 3awmte. B yactu, kacatowencs dyHkumn aapa OC no 3awmte ot HC[,
TecTupyetcsa nogcuctema 6esonacHoctn PARSEC, a B yacTtu, kacawowencs pyHKUNN 3alunThbl
Cyb[, — CYB[] PostgreSQL.

1.1. Noacucrtema 6e3onacHoctu PARSEC

TectupoBaHue nogeuctembl 6e3onacHoctn PARSEC nponsBoantcsa TeCTOBON CUCTEMOWN
parsec-tests. OHa cocTounT n3 Habopa TecToB ANA TECTMPOBAHUSA MEXAHU3MOB:

1) ANCKPEeLMOHHOro ynpasneHnsa JOCTynom K oobektam OC;

2) MaHgaTHOro ynpasneHust 4octynoM K oobektam OC, IPC n npu ceTeBbiX B3anmopnemn-

CTBUSX;

3) paboTbl C NAMATLIO U U30ASALUN MOAYIEN;

4) OYUCTKM NAaMATU BHELUHUX HOCUTENEN;

5) npuBuneruin npouecca;

6) nogcucTeMbl pernctpaumm cobbITUi.

Bce TecTbl metoT onumto «4ncno utepauminy, NO3BOMSOLLYH HacTpanBaTb YNCIIO NPOXO-

[OOB TeCTa, Ha Ka>XOOM 13 KOTOPbIX Ha NnpoLuecc yCTaHaBIMBaEeTCA CﬂyanIHaﬂ MeTKa 6e30MnacHOCTM.

1.1.1. Moaynb TeCTUpOBaHUA MeXaHM3Ma AUCKPELUOHHOro ynpaBneHusa JOCTYNoM
K obbektam PC

PeanusoBaH B Buge cueHapueB rwx.sh n acl. sh.

B cueHapuu rwx . sh peanusoBaHa npoBepkKa YTeHUs 1 3anucu B pann ¢ JaHHbIMK npa-
BaMu AoCTyna Angd nonb3oBaTens, rpynrbl Nonb3oBaTens 1 octanbHbIX nonb3oBartenen. YteHune
N 3anucb NPOMCXoauT OT MUMEHU norb3oBaTtens-ernagensua ganna, nonb3oBarerns, BXogsLero
B rpynny Briagensua danna, a Takke oT UMeHW Nonb3oBaTens, He ABMALWEerocs Brnagensuem
dranna n He BxogsLLero B rpynny nonb3oBartens-snagensua ganna.

B cueHapum acl. sh peanu3oBaHa npoBepka 4TeHus u 3anucu B 06bekTbl PC ¢ npaBamu
AOoCTyna npegocraBngdeMbiMU Yepes CNUCKM KOHTpons goctyna (access control list — ACL) gns
nonb3oBarens, rpynn nonb3oBaTenen n ocTanbHbIX NoMb3oBaTeNen B TOM YNCIe C OrpaHnyeHneM

pacnpocTpaHeHusl NpaB Yepe3 Macky.

1.1.2. Moaynb TeCTUpOBaHMA MeXxaHU3Ma MaHAaTHOro yrnpaBfieHMA OOCTYNOM K
o6bektam ®C

PeanusoBaH B Buae Tecta fmac. OcylwecTBNAeT cneayroLine npoBepKu:

1) HacnepoBaHue dannomMm MeTKn 6e3onacHOCTM npouecca Npu OTKPbITUK danna;

2) ycTaHOBKY MeTkn 6e3onacHoCTu Ha hawnn,
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3) OoCTyn Ha 4YTeHue, 3anucb, YUTEHME M 3anucb npouecca C MeTKon 6e3onacHoOCTU
M1 K dpanny ¢ meTkon 6esonacHocTn M2. [ina MeETKM M1 NpoBeEPSItOTCS BCE NOrMYeckn

BO3MOXHble ee KoMOuHaumn ¢ M2.

1.1.3. Moaynb TecTUpoBaHUA MeXaHM3Ma AUCKPELUOHHOro ynpaBneHusa 4OCTYNOM
K obbektam IPC

PeanusoBaH B Buae tecta ipc_dac. OcyuecTsnser cnegyowime npoBepKu:

1) pocTyn npouecca kK gaHHomy o6bekTy IPC (cemacdpop, pasgensiemasn namaTb, odepeab

Ccoob6LLEeHNs) METOAOM NOMyYeHNsa npoueccomM naeHtudukatopa gaHHoro IPC;

2) NOCbIfKy curHana ua npouecca (HUTH), PyHKLUNOHMPYIOLLIErO B KOHTEKCTE Bnaaenbua

oobekTa IPC unmn B KOHTEKCTE MHOIO Nornb3oBaTens.

1.1.4. Moaynb TeCTMpOBaHUA MexXxaHM3Ma MaHAATHOro ynpaBrfieHUsi AOCTYNOM K
ob6bekTam IPC

PeannsoBaH B Buae Tecta ipc_mac. OcylecTBnsSET crnegyowme npoBepKu:

1) pocTyn npouecca K gaHHomy o6bekTy IPC (cemadpop, pasgensiemas namaTb, odepeb

CcoobLeHns) MeETOAOM MOMyYeHNsa npoueccoM naeHtudukatopa gaHHoro IPC;

2) NOCbINKY curHana npoweccy (HUTU) ¢ AaHHOM MeTKon GesonacHoCcTM M1 OT npouecca

(H1TK) ¢ MeTkon B6e3onacHOCTM M2.

1.1.5. Moaynb TecTupoBaHUsA MexaHU3Ma MaHAATHOro yrpasBrieHUsA AOCTYNOM npu
ceTeBbIX B3aMuMoaenUCTBUAX

PeanusoBaH B BUAe TecTa tcpip_mac Ans Bepcum npotokona IPv4.

[na npotokonos TCP, UDP n UNIX-cokeToB (MOTOKOBbIX 1 AeNnTarpamMMHbIX) OCYLLECTB-
naeTcs npoBepka BO3MOXHOCTU COeAUHEHUA U oTnpaBku/MpuemMa AaHHbIX (4ns COKeToB 6e3
COeaNHEHMSs1) C KNueHTa ¢ MeTkon 6e3onacHocTn M1 Ha cepBep ¢ MeTkon M2. NMpoBepsitoTcs BCe
NOrnYeckn BO3MOXHble kKoMBuHaumm M1 n M2.

AHanorn4yHole NMPOBEPKN OCYLLECTBIAKTCA AJ1A NPpUBUNErmnpoBaHHOINo COKeTa.

1.1.6. Moaynb TecTUpPOBaHUA MeXaHU3MOB paboTbl € NaMATbIO U U3ONALUU
npoueccos

PeanunsoBaH B Buae tecta mem_test.

OcylecTBnseTca NpoBepka N3onsaumm NpoLeccoB U 04NCTKN namaTu. [poBepka oGHapy-
XEHUs paHee 3anucaHHOW B AaHHbIN Y4acTOK BblAENeHHON NaMsiTU CUrHATypbl NOcre NOBTOPHOro

BblaeneHus (nocrne ocBobOXAEHNSA) AaHHON NaMATN.

1.1.7. Moaynb TeCTUPOBaHUA MeXaHM3Ma OYUCTKN NaMATU BHELWHUX HOcUTeneun
Peann3oBaH B Buae tecta secdelrm. sh.

MpoBepka HanMunsa COAEPXMMOro HEKOTOPOro dpaina B TECTOBOM pasaerne, CMOHTU-
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pOBaHHOM C onumaMn secdel unn secdelrnd nocrne yganeHusa gaHHoro ¢phavna. B Tecte

nogaepxmpatotca ®C Ext2/Ext3/Ext4.

1.1.8. Moaynb TecTUpOBaHUA MeXaHU3Ma NpuUBUIEerun npouecca

PeanusoBaH B Buae Tecta cap_mac. OcyLLecTBNsAET crnegyowme npoBepku:

1) HacnepoBaHue npoueccom cBoux Linux- n PARSEC-npuBunernii npu BKIHOYEHHOM
dnare npouecca PR_KEEP_CAPS nocrie nepekniovyeHns U3 agMMHUCTpaTopa B 06bI4HOro
nonb3oBaTens;

2) nony4yeHue nonHbix Linux- n PARSEC-npuBunernin npoueccom npu BKIo4eHHOM donare
npouecca PR_KEEP_CAPS nocre nepeknioyeHnsa obbI4HOro nonb3oBatens B agMUHU-
cTparopa;

3) HacnepoBaHue Hacnegyembix Linux- 1 PARSEC-npusunermin npoueccom.

1.1.9. Moaynb TeCTUpOBaHUA NOACUCTEMbI perucTpaymum coobITUmn

PeanusoBaH B Buae TectoB audit_file.sh n audit_proc.sh.

lMpoBepka paboTocnoCcOBHOCTU CNyXObl ayauTa 3akroyaeTcd B HanMumm coobLieHmin
ayauTa B log-thbainne cuctemsl ayauTta B pesynesraTte cpabaTtbiBaHus cobbITUS ayamTa, KOTOpoe

3aperncTpupoBaHoO paHee.
1.2. CYB[ PostgreSQL

B kavectBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcsa CYB[ PostgreSQL Bep-
cun 9.6, popaboTaHHas B COOTBETCTBMM ¢ TpeboBaHnem nHterpauum ¢ OC B 4acTu MaHOaTHOrO
ynpaBreHnsa goCTynoM K MHdopmMauum 1n cogepxawias peanusauuto AlN-mogenu ynpaeneHus
AOCTYNOM 1 MHPOPMaLMOHHbIMKU NoTokamu. [laHHasa [1-Mofens onucbiBaeT BCe acnekTbl ANCKpe-
LIMOHHOrO, MaHAAaTHOro M PONeBOro yrnpasneHns OCTYNoM ¢ y4eTom 6e3onacHOCTU MHdopMaum-
OHHbIX MOTOKOB.

B KC3 PostgreSQL peanusoBaHbl criegytowime dyHKuumn no 3awmte ot HC:

1) ANCKpeuMOHHOE ynpaBneHne AocTyrnom k obbektam bl;

2) MaHgaTHoe ynpaereHue AoCcTyrnoM K o6bektam u gaHHbim BL;

3) B3aumopeuncTeue nonbsosartens ¢ KC3;

4) noeHTuduKaums n ayTeHTMguKaums;

5) HageXHoe BOCCTaHOBIIEHME;

6) perucTtpauus;

7) TecTMpoBaHue.

B coctaB KC3 PostgreSQL Bxoant naketr postgresql-se-test-x.x (rge B Kadve-
CTBe X.x Mcnonb3yeTrca KoHkpeTHaa Bepcusa CYB[l), cogepXalwmn TecTbl OOMOMHUTENbHbIX
PYHKLMOHaNbHbIX BO3MOXHOCTEN MO pa3rpaHMyeHunto goctyna. Npu ero yctaHoBKe B Katasnor

/usr/share/postgresqgl/x.x/test/ NOMeLLAETCA KaTanor pgacext, coaep)xallium Heob-
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xoanmble SQL-CKpunTbl, BCnoMoraTenbHble CKPUMThI U 3TanoHbl pe3ynsTaTtoB ANS BbIMOSHEHMWS
TECTOB.

TecTnpoBaHMe OCyLLECTBISETCA NyTEM CO34aHUsi TECTOBOroO knactepa bl 1 BbINONHEHNS
SQL-ckpmnTOB C 3anpocamMu, OTHOCALLMMCS K TECTUPYEMOWN YacTh (PYHKLUNOHANBbHOCTH, YTUIIUTOW
KOMaHOHOW CTPOKN psql, npegocraBnawowen goctyn Kk b/.

Pesynbrat BbINOMHEHWSI COXPaHSAETCS B BbIXOAHOM paine 1 B JanbHeNLWeM CpaBHUBaETCA
C 9TaNoHHbIM hannom pesynbLTaToB BbINOMHEHMS. PewleHne 06 ycnewHoCT! NpoXoXaeHus Tecta
NPUHUMAETCA MO pe3ynbTaTy CpaBHEHUS. TeCT CYMTaAETCs BbINOMHEHHbBIM YCMELHO Npu OTCYTCTBUU
pacxoxaeHusi pesynsraTtoB C 3TarlOHOM.

KaTtanor pgacext MmeeT cneayoLwyto CTPYyKTypy:

- expected — Karanor, cogepxalimn annbl 3TafIOHOB pesynbTaTtoB TECTa;

- sql — karanor, cogepxawumin SQL-ckpunTbl TECTOB;

- support — KaTarnor, cogepxaiwmunm scnomorarernbHble SQL-ckpynTbl 00LWNX YacTen

TEeCTOB, TaKMX Kak: co3gaHune TectoBon b1, nHMumanusauma o6bLekToB, HAaCTporika napa-

METPOB 1 3aBepLUeHne paboTbl. Tak ke B 3TOM KaTtanore pacnonaraeTcs CKpUnT co3faHus

nonb3oBatenen B OC ¢ HasHa4YeHneM MM COOTBETCTBYHOLLMX aTpubyTOB 6€30nacHoOCTY;

- runtests — BCnoMoraTenbHbI CKPUNT ANSA 3anycka npouecca TeCTUpOBaHUS;

- tests.lst — MNOMHbLIA CNNCOK TECTOB, AOCTYMNHbLIX AN Tekywen sepcun CYB. Moxet

ObITb U3MEHEH ANns nNpoBeaeHns BblIBOPOYHOro TECTUPOBaHMS;

- runsetests — BCNoOMOraTenbHbIA CKPUNT 4SS 3anycka npouecca TeCTMpOBaHUSA A0-

NONMHUTENbHbLIX (PYHKLMOHANbHBIX BO3MOXHOCTEMN.

OnuncaHne TecToB NpMBeaeHo B Tabnuue .

Tabnunua 1

Tect OnucaHne

I'IpOBepKa ONCKPEeUMOHHOro Metoga KOHTPOId A0CTyna K cton6buam

l-col
acl-coiumn obbekToB B[]

acl-database MpoBepka ANCKPELMOHHOTO MeTofa KOHTpons AocTtyna k B[

MpoBepka AUCKPELMOHHOTO METoAa KOHTPOMs AoCcTyna npu pabote

acl-dblink ¢ pacwmpenunem dblink

MpoBepka ANCKPELMOHHOTO MeToa KOHTPOss AocTyna npu paboTe

acl-foreign
C BHELLHNMU Ta6J'II/ILI,aMVI

MpoBepka AUCKPELIMOHHOrO MeToAa KOHTPONS AoCTyna K pyHKUMAM

acl-function
(XpaHumbIM Npouenypam)

MpoBepka ANCKPELMOHHOTO MeToaa KOHTPOSst 4OCTyna K npoueayp-

acl-language
HbIM A3blkaMm

I'IpOBepKa AONCKPEUMOHHOro Mmetoaa KOHTpOonda AoCTtyna K 6I/IHaprIM

1-1 bject
ac argeobjec obbekTam
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Tect

OnucaHne

acl-role

MpoBepka ANCKPELIMOHHOIO METoAa KOHTPONSA A0CTyna Npu UCNomb-
30BaHuUK porien (rpynn)

acl-schema

lMpoBepka OUCKPELIMOHHOrO MeToda KOHTPOMS AOCTyMna K cxemam

acl-sequence

MpoBepka ANCKPELMOHHOIO MeToaa KOHTPONS AOCTyna K nocrnenosa-
TENbHOCTAM

acl-table

ﬂposepka AONCKPEeLUMOHHOIro Mmetoga KOHTPOIA AOoCTyna K Tabnuuam

acl-type

MpoBepka ANCKPELMOHHOIO MeToAa KOHTPOS AOCTyna K Tunam u
AoMeHaM

acl-tablespace

I'IpOBepKa AONCKPEeLUMOHHOIo MeToda KOHTPOIIA AOoCTyna K obnactam
XpaHeHnA OaHHbIX

acl-view

I'IpOBepKa AONCKPEeLUMOHHOIro Metoga KOHTpOoJida A0CTyna K Buaam

mac-alter-meta

MpoBepka MaHAaTHOrO METoAa KOHTPONs AOCTyna npy Moanduka-
UMM MeTagaHHbIX

mac-altermac

ﬂpOBepKa N3MEHEHNA MaHOaTHbIX anVI6yTOB obbekToB

mac-chmac-constraints

MpoBepka paboTbl OrpaHNYEHUN LLEeNOCTHOCTM MaHAaTHbIX aTpuoy-
TOB CHMAC ANsi BHELLHUX KItoyen

mac-chmac

MpoBepka paboTbl KOMaHAbI CAHKLMOHNPOBAHHOIO 3MEHEHUS Me-
TOK 6e30nacHOCTM AaHHbIX CHMAC, NpaBuil U TPUITEPOB AN 3TOMN
onepaumm

mac-copy-file-deny

MpoBepka 3anpeta paboTbl KoMmaHabl COPY Npu BbIBOAE AAHHbIX B
thann

mac-copy-file

Mpoeepka paboTbl kOMaHabl COPY npu paboTe ¢ cdannamm

mac-copy-std

Mpoeepka paboTbl KOMaHAbl COPY Npu paboTe co CTaHOapPTHbIMMU
noToKamu

mac—-create

MpoBepka co3naHnsa 06LEKTOB M aBTOMATUYECKOro Ha3HauYeHUst Me-
TOK ©e30nacHocCTH

mac-createtableas

MpoBepka co3gaHus o6beKTOB KOMaHAoNM CREATE TABLE AS

mac-dblink

MpoBepka MaHOaTHOro MeToda KOHTpOns gocTyna npu paborte ¢
pacwupeHnem dblink

mac-delete

lMpoBepka MaHOATHOrO METoAa KOHTPONA AOCTyna Npu yaaneHum

mac-dp

lNpoBepka orpaHnyeHun Or-mogenun

mac-foreign

MpoBepka MaHOAATHOrO MeToda KOHTPONsA AocTyna npu paboTe ¢
BHELLHUMU Tabnuuamm

mac-indexes

MpoBepka paboTbl MHAEKCOB COBMECTHO C CUCTEMOW 3aLLUThI

mac-inherit

lMpoBepka HacnegoBaHWA MaHOATHbIX aTpubyToB Tabnuy,

mac-insert

lMpoBepka MaHOATHOrO METoAa KOHTPONsA 4OCTyna Npu BCTaBke

mac-joins

Mpoeepka mangatHbix MNP npyn coegmHeHnsax Tabnuy, (NestLoop,
HashdJoin, MergeJoin)

mac-largeobject

MpoBepka MaHOaTHOro MeToda KOHTpons gocTtyna npu pabote ¢
OvHapHbIMK O0bekTamMu




lNpodomxeHue mabnuup! 1

12
PYCB.10265-01 97 01-2

Tect

OnucaHne

mac-materializedview

I'IpOBepKa MaHOaTHOro metoga KOHTPOJIA AOCTyna npu gocrtyne K
mMmatepunann3oBaHHbIM BUOam

mac-plperl,
mac-plperlu,
mac-plpgsql,
mac-plpythonu,
mac-pltcl, mac-pltclu

MpoBepka MaHAATHOrO MeToda KOHTPONSA AOCTyNa B XpaHUMbIX NpPo-
ueaypax Ha a3bikax PL/Perl, Untrusted PL/Perl, PL/pgSQL, Untrusted
PL/Python, PL/Tcl n Untrusted PL/Tcl

mac-select

MpoBepka MaHAATHOrO MeToda KOHTPONs AocTyna npu Bblbopke
AaHHbIX

mac—-sequence

I'IpOBepKa MaHOaTHOro MeToda KOHTPOJ1A AO0CTYyNa K nocrneanoBsatesib-
HOCTAM

mac-tableview

MpoBepka MaHOATHOrO METoAa KOHTPONA AOCTyna K Tabnuuam u
BUaam

mac-triggers-perl,
mac-triggers-perluy,
mac-triggers-pgsql,
mac-triggers-pythonu,
mac-triggers-tcl,
mac-triggers-tclu

MpoBepka MaH4aTHOrO MeToAa KOHTPONA JOCTyNa B Tpurrepax Ha
asblkax PL/Perl, Untrusted PL/Perl, PL/pgSQL, Untrusted PL/Python,
PL/Tcl n Untrusted PL/Tcl

mac-update

MpoBepka MaHAaTHOro MeToda KOHTPOrsS AocTyna npu moaunduka-
LMW OaHHbIX

misc-altertable

MpoBepka coxpaHHOCTW NpaBuI pasrpaHUyeHns 4ocTyna npu name-
HEeHWN CTPYKTYpbl Tabnmupl

misc-audit

MpoBepka paboTbl MOAYNA ayauTa B pasfnmnyHbIX KOHUrypaumusx

misc-cluster

MpoBepka COXpaHHOCTN NpaBWUn pasrpaHUYeHnst 4oCTyna npu onTu-
MMU3aLMN MHOEKCOB Tabnmupl

misc-config

MpoBepka KoHurypaumoHHbix napameTtpos KC3

misc-dump-restore

MpoBepka pe3epBMPOBaHNA/BOCCTAHOBNEHNS C NMOMOLLbIO YTUIUT
pg_dump/pg_restore

misc-dynamic-queries

MpoBepka COXpaHHOCTU MpaBuUI pa3rpaHUYeHnst 4ocTyna npu uc-
Nosb30BaHWUN AVHAMUYECKMX 3anpocoB

misc-maclabel

MpoBepka paboTbl BCTPOEHHbIX PYHKLUIA C TUNOM maclabel («MeT-
ka 6esonacHoOCTU»)

misc-policy

MpoBepka MexaHu3ama unsTpauumn CTPOK cpeacTBaMu CUCTEMBI
dunsrpauumn (POLICY)

misc-psql-d

MpoBepka paboTbl MeTakomaHabl \d yTUnuTbl psql

misc-roles

MpoBepka poneBoro pasrpaHNYeHunst goctyna

misc-rules

I'IpOBepKa MaHOaTHOro MeTtoda KOHTpOIA AOCTyna npu ncnorib3oBa-
HUW npaBun

misc-sqgl-types

MpoBepka SQL-TMNOB AaHHbIX

misc-vacuum

MpoBepka B3aMMOAENCTBUS 3afa4y TEXHUYECKOro ob6CnyXnBaHus
[AaHHbIX C CUCTEMOW 3aLLMThbI
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OkoHyaHue mabnuusi 1

Tect OnucaHne

misc-VAL ﬂpOBepKa MexaHun3mMma HaaeXHoro BOCCTaHOBJ1EHUA

[na npoBefeHust TecTMpoBaHWSE HEOOXOAMMO HanuuMe YCTaHOBMEHHOINO cepBepa
PostgreSQL 1 cneaytowmnx nakeTos:

- OONOMHUTENbHbLIE BO3MOXHOCTU Ansa PostgreSQL x.x;

npouenypHbin a3bik PL/Perl ana PostgreSQL x.x;

npoueaypHbin a3bik PL/Python ans PostgreSQL x.x;

npoueaypHbin s3bik PL/Tcl gna PostgreSQL x.x.

lNpu BbLINONHEHUM KaXXOoro Tecta cosgaetcsa otaenbHasa b, nocne 4ero B kKnacrtepe
co3galoTcs nonb3oBaTenun, COOTBETCTBYOLWME 3aBefeHHbIM paHee B OC. C noMOLb0 UHCTPYMEH-
TOB ynpaBrieHNsa CEPBEPOM OCYLLECTBMNATCS HAaCTPOMNKN cepBepa AN UCNoSib3yeMOoro B TecTe
CouYeTaHNA KOHUIrypaLMOHHbIX NapaMeTpoB. B npouecce ncnonHeHns cosgarotca Heobxoam-
Mble 06bekTbl B1, namensawoTcs MNPL n BbINONHAKTCA 3anpochkl OT NoSfib3oBaTenen ¢ pasHbiMu
aTpmbyTtammn 6esonacHoOCTU 1 Habopamu npusunernn. NMpn 3ToOM NPOBEPHAETCH KaK YCMNELHOCTb
BbINOSIHEHWSI 3aNPOCOB, TaK M OTKa3bl 4OCTyna. B Tectax NnpoBepk# MaHOaTHOroO MeTo4a KOHTPOns
AO0CTyna NpoBepsiETCA AOCTYN NoNb3oBaTenien ¢ pasHbiMM MeTkaMmm 6e3onacHoCT n Habopamm
NPUBUIIENNIA K 3aLUMLLIEHHBIM MEeTKaMn 6e30nacHOCTU AaHHbIM (06bekTam, cTonbuam o6beKTOB
n cTpokam). o 3aBepLueHnn TecTa Bce co3aHHble 06beKTbl, BKNOYaa nonb3osatenen u b,
yaanswTcs.

B xoge TecTtoB HEMOCPEACTBEHHO MPOBEPSAIOTCA Cneayolme MeXaHn3mbl:

- ONCKpeuMoHHOoe ynpasneHue goctynom k obbektam b[;

- MaHgaTHoe ynpasreHune OOCTYNoM K o6bekTam 1 AaHHbIM B[;

- HageXHoe BOCCTaHOBIEHME.

OyHKUMK 3alLNTbI, TakMe Kak B3anmogencteme nonb3oBatens ¢ KC3, naeHtudumnkauma n
ayTeHTUUKaLms, pernctpauns, TeCTupoBaHne NPoBEPSOTCA KOCBEHHLIM 00pa3omMm, T. K. B KaXJ0M
TecTe OCYLLEeCTBNSAETCS AOCTYN pa3HbiX MNOMb3oBaTenen, Mcnonb3yeTcs nx B3anmogenctane ¢ KC3
N PErnCTpUpYOTCSA BCE MOMbITKM JOCTYNA K 3allMiLaeMbiM 00bekTaM, CO30aHNs U YHUUTOXEHNUSA
00bekToB 1 AencTemsa no nameHeHuwo MPL.

Tak e npoBepsitoTcs cucteMHble pyHkummn CYB[, Takne Kak nHgekcMpoBaHue, pesepsu-
poBaHWe/BOCCTaHOBIEHNE, NpoLeaypbl U Tpurrepbl. MNpn 3TOM cUcTEMHbIE PYHKLMN N MEXAHU3MBbI

KOHTpONs AoCTyna He AOSMKHbI BNUSATb APYr Ha apyra.

1.2.1. acl-column
[MpoBepka OMCKPELMOHHOro ynpasneHns AoCTynoMm K ctonbuam obbektoB B[] 3akntoyaeT-

CA B nocnenoearteribHOM HasHa4eHun 1 0T6ope npaB gocTtyna norb3oBaTensa K CTOJ'I6LI,y obbekTa
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M BbINONHEHUW 3aMPOCOB Ha YTEHME, BCTaBKy, MOAMMUKaUNIO, yaaneHne AaHHbIX U co3aaHue
orpaHunYyeHus, cebinatollerocs Ha ctonbed. MNpy 3TOM OLEeHMBaAETCS COOTBETCTBUE pesyrbTaTta
npefocTaBneHns goctyna gucnetdepom goctyna CYB[ (ycnex unv otkas) yCTaHOBMEHHbLIM

npasaM MnoJyib3oBaTesid.

1.2.2. acl-database

[MpoBepka ANCKPELMOHHOrO ynpasneHust 4oCTynoMm K B[] 3akntoyaercsa B nocrnegosaTenb-
HOM HasHayeHun n oTbope npaB Ha co3gaHMe CXEM U BPEMEHHbIX OOBbEKTOB U BbIMOMHEHUMN
COOTBETCTBYIOLUMX 3anpocoB. [1pn 3TOM OLeHMBaeTCs COOTBETCTBME pedynbrara npegocTaBrneHus
aoctyna gncnetdyepom goctyna CYB[ (ycnex nnun otkas) yCTaHOBMEHHbIM paBaM nosb3oBaTensi.

B cBA3n ¢ Tem, 4YTO NpuU OTCYTCTBUM NpaBa Ha coeguHeHune ¢ B[l coeanHeHne He ycTaHaB-
nuBaeTcH, TeCT COCTOUT U3 AByx YacTen. B nepson cosgaetcsa B, v ocywecTengaeTca nonbitka
[OCTyrna npu OTCYTCTBUM NpaBa Ha YyCTaHOBKY coeanHeHust ¢ aTon Bl. Bo BTopon Yactu nonb3o-
BaTero npefocTaBnsaeTcs ykasaHHOe npaBo, U OH OCYLLEeCTBNAET ycrnelwHoe coegmHeHne ¢ b.

lMocne aToro nocrnegoBaTenbHO NpoBeEpPATCA OCTallbHbl€ NMpaBa, NPUMEHNMbIE K B,D,

1.2.3. acl-dblink

lMpoBepka ANCKPELMOHHOIO yrnpaBneHns 4ocTtynomM npu pabote ¢ pacwmpeHmem dblink
3aKrnyaeTcsa B nocneaoBaTtenlbHOM Ha3Ha4YeHun 1 oTbope nNpaB Ha UCNONb30BaHUE pacLLUMpPEHNs,
a Takke npaB Ha UCMOrHeHue npouenyp, Bxogsiwime B Hero. [Npyn 3TOM oueHMBaeTCa COOTBET-
CTBMEe pesyrnbTata npegoctaBneHns goctyna gucnetdepom goctyna CYB[ (ycnex unu oTkas)

YCTaHOBJI€HHbIM NpaBaM MNoJib3oBaTesis.

1.2.4. acl-foreign

lMpoBepka ANCKPELIMOHHOIO ynpaBneHnst A0CTynom npu pabote ¢ BHELWWHUMK Tabnvuamm
3akrnyaeTcs B nocrnegoBateribHOM Ha3HaYeHUM U 0TOope Ha UCMONb30BaHME BHELLHNX OOBbEKTOB
(cepBepoB, 06epToK, Tabnuu). MNpn 3TOM OLEHNBAETCA COOTBETCTBME pe3yribTata NpegocTaBieHuns

poctyna aucnetyepom goctyna CYB[ (ycnex unu otkas) ycTaHOBMNEHHbIM NpaBaM Morb3oBaTens.

1.2.5. acl-function

lMpoBepka ANCKPELMOHHOIo ynpaBneHust 4OCTYNoM K pyHKUMAM (XpaHMMbIM npoueny-
pam) 3akni4vaeTcsi B nocnegoBaTeibHOM HasHavyeHMn 1 oTbope npaBa UCNONMHEHNSA PYHKLUKN 1
nonbITKax ee BbINOMNHEHUs. [1py 3TOM OLEHMBaETCA COOTBETCTBME pe3ynbTata NpeaoCcTaBneHns

poctyna gucnetdyepom goctyna CYB[ (ycnex unu oTkas) ycTaHOBNEHHbIM npaBaM Monb3oBaTens.

1.2.6. acl-language
lMpoBepka ANCKPELMOHHOrO ynpasfeHns JOCTYNOM K NpoueaypHbIM S3blkam 3aknoyaeTcs
B nocnegoBaTeribHOM Has3HayeHun u oTbope npaBa MCNONb30BaHWUS NPOLEAYPHOro s3blka W

nonbITKax co3gaHnA (byHKU,I/II/I Ha 3TOM A3blKe. |_|pl/l 3TOM OUEHNBAETCA COOTBETCTBUE pe3yribraTa
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npegocTaeneHna goctyna gucneryepom goctyna CYB[ (ycnex unu oTkas) yCTaHOBIEHHbIM

fnpaBaM MnoJsib3oBaTterns.

1.2.7. acl-largeobject

lMpoBepka ANCKPELIMOHHOTO ynpaBneHnsa JOCTYNOM K BMHapHbIM oObekTam 3aknioyaeTcs
B co3gaHnmn buHapHoro obbekTa, NnocreaoBaTerisHOM Ha3Ha4YeHUn U 0TOope nNpaB Ha BUHAPHbIN
06BEKT 1 NONbITKAX BbIMNOMIHEHMS onepauuii ¢ HUM. [1pyn 3TOM OLlEeHMBaETCs COOTBETCTBME pPe3yrb-
TaTa npegocTaBneHus goctyna aucnetdyepom goctyna CYB[ (ycnex unum oTkas) yCTaHOBMEHHbIM

npasaM MnoJyib3oBaTesid.

1.2.8. acl-role

lMpoBepka AUCKPELMOHHOro ynpassieHns 4OCTYNOM Npu UCNonb30BaHUM ponen (rpynn)
3aKr4aeTcs B co3gaHum ponen (rpynn), obnagatowmx onpeaeneHHbiMm Habopom npas JocTyna K
06BEKTY, 1 NOMbITKax BbINOSIHEHWS 3aMpPOCOB Ha YTEHWe, BCTaBKy, MoaUMUKaLMIO U yaaneHne gaH-
HbIX. [Mpy 3TOM MeHSAEeTCs coCcTaB porien Nonb3oBaTtens, YTo BNNAET Ha NPOBEPSEMbI pesynbraTt

npegocTtasneHns goctyna gucnetyepom gocryna CYB[ (ycnex unm otkas).

1.2.9. acl-schema

MpoBepka ANCKPELMOHHOMO yYNpaBneHus 4OCTYNOM K CXeMaM 3akniovaeTcs B nocneno-
BaTENIbHOM Ha3Ha4YeHun n oTbope Npae Ha UCMOJIb30BAHNE CXEMbI U CO30aHNE B HEW OOBEKTOB
N BbINOSIHEHNN COOTBETCTBYHIOLLMX 3anpocoB. [Npu aToOM oueHnBaeTcsa COOTBETCTBME pesyrbra-
Ta npegocTaBneHust goctyna gucnetdyepom goctyna CYB[ (ycnex unm otkas) yCTaHOBSIEHHbBIM

npasaM MnoJyib3oBaTes4.

1.2.10. acl-sequence

[MpoBepka AMCKPELMOHHOTO yrpaBneHnst 4OCTYNOM K NOCrefoBaTeNlbHOCTSM 3aKrtovaeTcs
B nocrnegoBaTeribHOM HaszHavyeHun 1 0TOope npas 4OCTyNa Nonb3oBaTens K NocrneaoBaTeribHOCTH
N BbIMNOMHEHNN 3anNpoOCOB Ha MOMNyyYeHue U U3MeHeHue ee 3HayeHus. [pu 3aTom oueHuBaeTcs
COOTBETCTBME pesyfibTata npegocTaBnenHns goctyna aucnetdepom goctyna CYBL (ycnex nnu

OTKa3) YCTaHOBJ1€HHbIM NpaBaM MNoJib3oBaTersiA.

1.2.11. acl-table

MpoBepka OUCKPELIMOHHOIO YNpaBneHus OCTYNoM K Tabnuuam 3akntoyaeTcs B nocne-
AoBaTeNbHOM HasHadyeHuMn 1 oTbope npaB AOCTyna nonb3oBaTens K Tabnuue M BbINONHEeHUN
3anpocoB Ha YTeHWne, BCTaBKY, Moandukaumio, yaarneHne AaHHbIX U cO30aHUM TPUITEPOB W OrpaHu-
YeHuI LenocTHocTU. Mpu 3TOM OLEeHMBAETCS COOTBETCTBUE pe3yrbTaTta NpeaocTaBneHms 4ocTyna

avcnetdyepom goctyna CYB[ (ycnex nnv otkas) ycTaHOBMEHHbIM NpaBaM Nonb3oBaTensi.
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1.2.12. acl-type

[MpoBepka ONCKPELMOHHOro yrnpasreHnsa JOCTYNOM K TUrnam U JOMeHaM 3aknivaeTcs B
nocrnegoBaTeribHOM Ha3Ha4YeHUn n OTOope nNpas 4OCTyNa Nonb3oBaTens K TMnam npu cosgaHuu,
mMoaudmKaumn TMNOB U OOMEHOB. [1pM 3TOM OLEHMBAETCH COOTBETCTBUE pesynbrata npeno-
cTaBreHus goctyna aucnetdyepom goctyna CYB[ (ycnex nnm otkas) ycTaHOBMEHHbIM NpaBam

noJsib3oBaTesnd.

1.2.13. acl-tablespace

lMpoBepka OAUCKPELMOHHOIO ynpaBneHnsa JOCTYNOM K 06nacTam XpaHeHUs A4aHHbIX 3aKIto-
YyaeTcs B nNocriegoBaTeNibHOM HasHavYeHun n otbope npaBa Ha co3gaHMe 06beKTOB B 06nacTu
XpaHEeHUs1 AaHHbIX W BbINOSIHEHMM COOTBETCTBYHOLLMX 3anpocoB. [1py aTOM oueHMBaeTCs COOoT-
BETCTBME pe3ynbrata NnpeaocTaBneHns octyna ancnetyepom goctyna CYB[ (ycnex unu otkas)

YCTaHOBJ1€HHbIM NpaBaM MnoJib3oBaTesns.

1.2.14. acl-view

[MpoBepka OUCKPELMOHHOIO ynpaBneHna OCTYNOM K BUaMm 3akroyaeTcs B nocrenosa-
TenbHOM Ha3HadYeHuu n otbope nNpaB JOCTyNa Nonb3oBaTerns K BUAY U BbIMOMHEHMM 3anpoCcoB
Ha YTeHue, BCTaBKy, Moaudukaumio 1 yganeHme gaHHblX. [py aTOM oueHnBaeTca COOTBETCTBUE
pesynbrata npegocTaBneHns goctyna gucnetdyepom goctyna CYB[ (ycnex unv otkas) ycTaHOB-

JIEHHbIM MpaBaM Nosib3oBaTeN4.

1.2.15. mac-alter-meta

MpoBepka MaHAATHOrO ynpaBneHust 4OCTYNOM Npyu MoanduKaunmm metagaHHbIX 3aKnto-
YyaeTcs B NonbiTkax Mmogmdukaumm metagaHHbiX, 8 UMEHHO CO34aHMMN U UBMEHEHNN OOBLEKTOB
B[, npy 3TOM OLEHNBAETCS BO3MOXHOCTb BbIMONHEHNA MOoAUdMKALMIA B 3aBUCUMOCTN OT METKU

oObeKkTa.

1.2.16. mac-altermac

[MpoBepka nameHeHns MaHaaTHbIX aTpubyTOB OOBLEKTOB 3aKIOYaETCs B MOMNbITKax ycra-
HOBKM U U3MEHEHNs MeToK Be3onacHocTn obbekTa U MaHaaTHbIX atpubytoB CCR (Container
Clearance Required) koHTenHepoB. [1pn 3TOM OLEHMBAETCA BO3MOXHOCTb UBMEHEHUS MaHAATHbIX
aTpnbyToB BnagenbLeM o6bekTa, €Cnmn OH UMEET NPUBUIETNNIO U3MEHEHNS METKN Be30MacHOCTMH,

N HEBO3MOXHOCTb U3BMEHEHUA MaHOaTHbIX anVI6yTOB \ obbekTa Opyroro nonb3oBaTterns.

1.2.17. mac-chmac-constraints

lMpoBepka paboTbl OrpaHNYEeHUI LeNOCTHOCTM CHMAC A5 BHELLHUX KITHOYENn 3akrovaeTcs
B CcO3aHun Tabnuu, CBA3aHHbIX OrpaHNYeHneM LierioCTHOCTN ON CHMAC, M NOMbITKax N3MeHeHUs
MeTOoK 6e3onacHOCTN KoMaHaon CHMAC. [Mpn aTOM NpoBepsAeTCca COOTBETCTBUE METOK 3anncen

TECTUpPpyeMbIX Tabnuy, cBA3aHHbIX orpaHn4yeHmnem UestoCTHOCTU.
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1.2.18. mac-chmac

lNpoBepka nameHeHna MeTok 6e3o0nacHOCTM KoMaHaon CHMAC, a Tak Xe npaBuibHOCTb
paboTbl NpaBun U TPUIrepoB AN aTon onepaumn (ON CHMAC) 3aknoyaeTcsa co3gaHnm TECTOBbIX
06bEKTOB, NPaBWI U TPUITEPOB M NOMbITKaX YCTAHOBKN Y UBMEHEHUS METOK 6€30MacHOCTM 3anuncen.
Mpn 3TOM OLEHNBAETCS BO3MOXHOCTb BbIMOSTHEHMSI KOMaHAbl CHMAC, €Cfiv OH UMeeT NpUBUNernto
N3MEHEHUS1 METKM 6e30MacHOCTU, N KOPPEKTHOCTb paboTbl MEXaHM3MOB NPaBui U TPUITEPOB Ans

3TON onepauuu.

1.2.19. mac-copy-file-deny

lMpoBepka 3anpeTta paboTbl kOMaHAbl COPY npu BbiBoAE AaHHbIX B dhann 3akniovaeTcs
B MonbITKax BBOAA-BbiBOAA B hann Ha cepBepe 3alUMLEHHbIX AaHHbIX KOMaHaon COPY npwu
YCTaHOBIIEHHOM 3anpeTe aTon onepaumn. Npu 3TOM NPOBEPSETCH, YTO HUKAKOW NOSib30BaTeSb,
Aaxe obnagarowmn npuBunernamm cynepnons3doarens b1, He MoXeT BbINONHUTL AENCTBUSA MO

BBOAY-BbIBOAY 3aLUULLEHHbIX JaHHbIX B (baﬁn Ha cepBepe.

1.2.20. mac-copy-file

lMNpoBepka paboTbl KOMaHAbLlI BBOAA-BbiBOAa COPY npu paboTte ¢ dannamm 3aknovaeT-
CH B NonbiTKax BBOAA-BbiBOAA B hann Ha cepBepe 3allMULEHHbIX AaHHbIX KOMaHOou COPY B
cryyae paspeLlleHns aton onepaunun. lNpoeepsieTcd, YTO onepaumnio MOXKET BbINOSHUTL TOSTbKO
nonb3oBaresb, obnagatowmm npusunernaMmu cynepnons3osatens bll. BeluncneHHas B npouecce
BbIBOAA MakcMmaribHas MeTka 6e30nacHOCTU AaHHbIX Ha3HavaeTcs pesynsrupyrowemy danny ¢
AaHHBIMW MPU HaNUYMKM y CUCTEMHOIO NONb30BaTeNd postgres NPUBUIIErNMN Ha3HAYeHUS METOK

©e3onacHocTw.

1.2.21. mac-copy-std

lMpoBepka paboTbl kKOMaHAbl BBOAA-BbIBOAA COPY npu paboTe CO CTaHAApPTHbIMW NOTOKa-
MW 3aKNoYaeTcs B NOnbITKax BBOAA-BbIBOAA B CTaHAAPTHbIE NOTOKM stdin/stdout 3aluULLEHHbIX
AaHHbIX KOMaHaon COPY. Onepaunsa ocyLeCcTBASIET BbIBOA Ha CTOPOHE knueHTa. Npoeepsercs,

YTO MNMpun BbINOITHEHUNN onepaunn NpUNMeHAeTCcA MaHOaTHbIN MeTo[, KOHTpONA Aoctyna.

1.2.22. mac-create

lMpoBepka co3gaHnsa 0OGLEKTOB M aBTOMATMYECKOro Ha3Ha4yeHUst MEeTOK 6e30nacHoOCTH 3a-
Knto4yaetca B co3gaHum obbekTtoB B, ona KoTopbix NpeaycMOoTpeHa 3almuTta MaHaaTHbIM METOAOM
KOHTpona goctyna. Npun 3TOM oueHMBaeTCa COOTBETCTBUE METKM 6e30nacHOCTU, Ha3HaYeHHOMN

co3gaBaeMblM OObEKTOM, U TGKyLLl,GVI MeTKu 6e30nacHOCTM ceccum nonb3oBaTens.

1.2.23. mac-createtableas
MpoBepka co3gaHna OO6bLEKTOB KOMaHOoW CREATE TABLE AS (M aHanoOrnMyHbIMU:
CREATE TABLE ... (LIKE ...),SELECT ... INTO ...) 3akfoyaeTcs B co3gaHun oob-
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ekToB B[l AaHHbIMX KOMaHOAaMK Ha OCHOBE CyLLEeCTBylLEero obbekrta ¢ agaHHbIMK. Mpu aToM
OLleHMBaETCA COOTBETCTBME METKMU 6e30nacHOCTU, HasHa4YeHHOoW co3aaBaeMbIiM UM U3MEHAEMbIM
obbekTam, 1 TeKyLLEen MeTkn 6e30nacHOCTU CECCUM MONb30BaTens, a Takke 3anofiHeHne co3naea-

€MbIX OObEKTOB AaHHbIMU B COOTBETCTBUM C npasunamMmm maHgaTHOro ynpasiieHNUA OOCTyrnoMm.

1.2.24. mac-dblink

lMpoBepka MaHOaTHOrO METOAA KOHTPONsS AOCTyna npu padoTe ¢ pacwmpeHmem dblink
3aKrr4aeTcs B NpoBEPKe KOPPEKTHOCTH Nepegadm MeTkn 6e30nacHOCTM NoNnb30oBaTesns Ha yaaneH-
Hyto 6a3y AaHHbIX U pasrpaHUYeHnn 4ocTyna B yaaneHHon 6a3e gaHHbIX. [1pu 3TOM oueHnBaeTcs
COOTBETCTBME METKM 6€30MacHOCTM, HAa3HAaYEeHHON CO34aBaeMbIM OOBEKTOM, U TEKYLLEN METKU

©e30nacHOCTU ceccum nosib3oBaTens.

1.2.25. mac-dp

lNpoBepka orpaHndeHnn [N-mogenu 3aknovaeTcs B nocnegoBaTtesibHbIX MonbITKax Ha-
3HauUnTb MeTKy 6e3onacHocTn oObekTa, NpeBbILlatoLLy0 METKY ©e30MacHOCTU KOHTENHEpPaA, B
KOTOPOM OH COAEPXKUTCA U B NOMbITKAX Ha3Ha4YNTb METKY 6e30MacHOCTN KOHTENHEPY, MEHbLLYIO,
Yyem MeTKa 6e3onacHOCTU 0ObeKTa, coaepiKallerocs B 3TOM KOHTenHepe. NMpu 3ToM oLeHuBaeTcs
COOTBETCTBME pesynbrata npefocTaBneHnsa goctyna ancnetryepom goctyna CYB[ (ycnex nnu

OTKa3) yCTaHOBIEHHbIM MeTkaM 6e3onacHOCTN U HaGopaM NPUBUNErWIA NMonb3oBaTernen.

1.2.26. mac-delete

lMpoBepka MaHAATHOrO ynpaereHust 4OCTYNOM Npu yaaneHun 3akrnyaercs B nocne-
AOBaTeNbHbIX MNOMNbITKAX yAANeHUs CyLLEeCTBYOLWMX OAHHbIX, 3alULLEHHbBIX pa3HbIMU METKamu
6e30nacHOCTM NoNb3oBaTENAMM C Pa3HbIMU MeTKamu 6e3o0nacHOCTU 1 Habopamu NPUBUNETUIA.
Mpn 3TOM OLEHMBAETCS COOTBETCTBUE pe3ynbraTa NpeaocTaBneHns 4ocTyna agncnet4epom Ao-
ctyna CYB[] (ycnex nnu otkas) yCcTaHOBMNEHHbIM MeTkam 6e3onacHocTn n Habopam npmBMnNernn

rnorb3oBaTenemn.

1.2.27. mac-foreign

lMpoBepka MaHO4ATHOro MeToAa KOHTPOs AocTyna npu paboTte ¢ BHeWHUMY Tabnuuamm
3akn4yaeTcs B nocrnenoBaTtenbHbIX NONbITKax Bolbopa, U3MeHeHus, mogmdumkauum 1 yganeHus
AaHHbIX Tabnuu, AOCTYN K KOTOPbIM NPEeAOCTaBMSAETCA NOCPEeACTBOM BHELLHUX Tabnuupl. [pn aTom
OLeHMBaETCa COOTBETCTBUE pe3ynbTaToB NpedocTaBneHnsa gocTyna gucnerdyepom goctyna CYb[

(ycrnex unu oTkas) ycTaHOBMEeHHbIM MeTkam 6e3onacHOCTV U Habopam NpUBUMEriA Nonb3oBaTenen.

1.2.28. mac-indexes
MpoBepka paboTbl MIHAEKCOB COBMECTHO C CUCTEMOW 3aLLMThbl 3aKSloMaeTcs B nocneno-
BaTENbHOM BbIMOSIHEHMM 3aMPOCOB HA BCTABKY M YTEHWE AaHHbIX NMONb30BaTENSIMU C pa3HbIMU

MeTKamMmn 6e30nacHOCTU 1 Ha6opaM|/| I'IpI/IBI/IJ'IeFI/Iﬁ K 3alnLeHHbIM MeTkaMmn 6e3onacHoCcTn Tab-
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nuuam, cogepalmm nHaekceol. Mpy aToM MHAEKCHI U MEXaHW3M MaHOATHOro MeToda KOHTPOIs

AOCTyna He AOSMKHbI BUSTL APYr Ha Apyra.

1.2.29. mac-inherit

lMpoBepka HacnegoBaHMs MaHOaTHbIX aTpubyToB Tabnuy, 3aknyaeTcs B NpoBepKe Co-
OTBETCTBMS MaHAATHbIX aTpMbyTOB poaAnTENbCKOMN Tabnuubl 1 MaHAATHbIX aTpubyToB Tabnuy,
yHacnegoBaHHbIX OT poauTenbcKon. [pu 3ToM OLEeHUBaETCA COOTBETCTBME pe3yrbTaToB Npeno-
CcTaBrneHust goctyna gucnetyepom goctyna CYB[ (ycnex nnu otkas) ycTaHOBMEHHbIM METKaMm

6esonacHoCcTn 1 Habopam NpMBUNETNIA NONb30OBaTENEMN.

1.2.30. mac-insert

[MpoBepka MaHOaTHOro ynpasneHus A0CTYNoM Npu BCTaBKe 3akiovaeTcsa B nocnenosa-
TenbHbIX NOMbITKAX BCTaBKM JaHHbIX B 3aLUMLLEHHbIN MEeTKOM 6e3onacHOCTN O6bEKT Nonb3oBa-
TensaMm ¢ pasHbiMn MeTkamun 6esonacHocTu 1 Habopamu npusunermi. MNMpun aToMm oueHnBaeTcA
COOTBETCTBME pesynibTata NnpegocTaBnenHns goctyna aucnetdyepom goctyna CYBL (ycnex nnu

OTKa3) YCTaHOBJ1€HHbIM METKaM ©e3onacHoCcTU n H860paM I'Ipl/lBVIJ'IGFI/II?I nonb3oBaTeneun.

1.2.31. mac-joins

lMpoBepka paboTbl 06beanHeHNn Tabnuu B 3anpocax 3akniovaeTcsa B NocrieqoBaTenibHOM
BbIMOSTHEHMM 3aNPOCOB Ha BCTaBKYy W YTEHWE [aHHbIX NOMb30BaTeNnsMyn C pasHbIMU MeTKamu
©e3onacHOCTU 1 Habopamu NpPUBUMIErUKA K 3alULLEHHbIM U He3alwuLeHHbIM MeTkaMn Besonac-
HocTu Tabnuuam. Mpn aTOM oLeHMBaeTCa COOTBETCTBUE pe3ynbTaToB NpeaocTaBneHnst 4ocTyna
aucnetyepom goctyna CYB[] yctaHoBNeHHbIM MeTKaMm 6e30nacHOCTM U Habopam nNpuBUnernmn

nonb3oBaTternen Npy pasnuyHbix Metogax coeguHenus Tabnuy, (NextLoop, HashJoin, MergedJoin).

1.2.32. mac-largeobject

lMpoBepka MaHAaTHOro ynpaBneHnsa JOCTynoM npu paboTte ¢ GuHapHbIMKM OObekTamu
3akrnoyaeTcs B co3gaHum GuHapHoro oobekTa U B nocrnegoBaTtenbHbIX MOMbITKaxX BbIMOMIHEHUS one-
paLuin ¢ HUM NONb30BaTENAMU C pa3HbIMM MeTkammn 6e3onacHOCTU n Habopamu npusunernin. MNpwu
3TOM OLIEHMBAETCS COOTBETCTBME METKM 6e30MacHOCTU, Ha3Ha4YeHHON co3aaBaeMomMy BuHapHoOMY
06BbEKTY, M TeKyLLen METKM 6e30NacHOCTU Ceccumn Nonb3oBaTens 1 pesynsratoB NpefocTaBneHus
poctyna aucneryepom goctyna CYB[] (ycnex unu oTkas) ycTaHOBNEHHbIM MeTKkam 6e3onacHoCcTn

n Habopam npuBMNErnin Nofb3oBaTeNen.

1.2.33. mac-materializedview

lMpoBepka MaHOaTHOro ynpasneHus AoCTynoM npu 4ocTtyne K matepuanms3oBaHHbIM BU-
AaM 3akrno4vaeTcsa B nocrnegoBaTeribHOM BbIMOIHEHMM 3anNpOCOB Ha co3daHue n oGHOBMEHUE
MaTepuanu3oBaHHbIX BUOOB MNOMb30BaTENSMU C pa3HbIMN MeTkamu 6e3onacHOCTU 1 Habopamm

I'IpVIBI/IJ'IeFI/IIZ. I'Ip|/| 3TOM OUeHMBaeTCA COOTBETCTBME pe3yribraTtoB NnpeaocrtaBrneHnda 4oCcTtyna Anc-
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netyepom goctyna CYB[] (ycnex nnu otkas) ycTaHOBIMEHHLIM MeTKaM 6e30nacHoCTM n Habopam

npuBumernn Nonb3oBaTenen.

1.2.34. mac-plperl, mac-plperlu, mac-plpgsql, mac-plpythonu, mac-pltcl, mac-
pltclu

lMpoBepka mMaHOaTHOro ynpaBneHWa OOCTYNOM B XpPaHUMbIX npouenypax Ha s3blkax
PL/Perl, Untrusted PL/Perl, PL/pgSQL, Untrusted PL/Python, PL/Tcl n Untrusted PL/Tcl 3akntoya-
€TCs1 B BbI30BE MOb30BaTensiMm yHKUMIA B pasHbIX PEXMMax UCMONTHEHNSI — OT UMEHM Bbl3blBato-
LLero n oT UMeHn cosaatens. MNpn aToM B pexmme UCNONHEHNA OYHKLMM OT UMEHW co3aaTens
nNpy Bbi30BE PYHKUMN OOMKHbI MCNOSb30BaTbCHA MaHA4aTHble aTpubyThl co3gaTens, a B pexu-
M€ WMCMOSTHEHUSI OT MMEHW BbI3bIBAOLLEr0 — MaHAaTHble aTpmbyTbl Bbi3biBaOLLEro (PyHKLUIO

nosib3oBaTenAd.

1.2.35. mac-select

lMpoBepka mMaHAaTHOro ynpasreHusa OOCTynoM npu BblGOpKe 3akndaetca B nocrne-
AoBaTeNbHbIX MOMbITKAX BbIOOPKN CyLLECTBYHOLNX OaHHbIX, 3alUULLEHHBIX Pa3HbIMU MEeTKamMu
©e30nacHOCTH, Nonb30oBaTENsIMU C pasHbiIMU MeTKaMn 6e3onacHoOCTN U Habopamu NpuBUIIErNIA.
Mpn aTOM OLEeHMBaAETCS COOTBETCTBME pe3ynbraToB MpedocTaBneHns AocTtyna Aucner4epom
poctyna CYB[] (ycnex nnm otkas) yCcTaHOBMEHHbIM MeTkaMm 6e3onacHoCTM 1 Habopam npuBUNerni

rnosib3oBaTenemn.

1.2.36. mac-sequence

lMpoBepka MaHAATHOrO ynpaBreHns LOCTYNOM K NOCNeaoBaTeNbHOCTSAM 3akovaeTca
B MOCreaoBaTeNilbHOM BbIMOSTHEHUM 3aMpPOCOB Ha MOSlyYEeHNE U U3MEHEHME 3HA4YEeHUd nocre-
AOBaTENbHOCTU, 3aLLULLEHHON METKOM ©e30nacHOCTU, Nonb3oBaTeNssMMN C pasHbIMU METKaMu
6e3onacHoOCTM 1 Habopamu NpUMBUNETNA NPY YCTAHOBIIEHHOM KOH(pMrypaumMoHHOM napameTpe pas-
peLleHns Cnonb3oBaHMsl METOK 6Ge3onacHOCTN nocnegoBaTenbHOCTEN. [1py 3TOM oueHuBaeTcA
COOTBETCTBME pe3ynbTaToB NpeaocTaBneHna goctyna gucnetdepom goctyna CYB[ (ycnex nnu

OTKa3) YCTaHOBJ1I€HHbIM METKaM ©esonacHoCcTU n Ha6opaM I'IpI/IBl/IJ'IeFI/IIZ nosib3oBartenemn.

1.2.37. mac-tableview

lMpoBepka MaHAaTHOroO ynpaeneHust 4OCTYNoM K Tabnuuam 1 Buaam 3akrovaeTcs B Mno-
crnefoBaTeribHOM BbIMOSIHEHMU 3aMPOCOB Ha YTEHWe, BCTaBKY, MOAUMUKaLNIO 1 yaaneHne AaHHbIX
nonb3oBaTensMm ¢ pasHbiMn MeTkamu 6e3onacHoCTn n Habopamu NpUBUMIErMi K 3alLMLLEHHBIM
meTkamu 6esonacHocTu Tabnuuam n suaam. Npu aToM paccMaTpmuBaloTCa BapuaHTbl CO3AaHuUs
npasun Ansa onepauvin ¢ BUAOM Mofb3oBaTensmMmn ¢ pasHbiMM Habopamu npuBMnerMin MaHgaTHoOro
AOoCTyna, N OLEeHNBAETCH COOTBETCTBUE pe3ynsTaToB NnpefocTaBrneHns 4ocTyna Anucnet4epom
poctyna CYB[] (ycnex unu oTka3) ycTaHoBMeHHbIM MeTkaM 6e3onacHocTu n Habopam npusunerumn

rnorb3oBaTenemn.
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1.2.38. mac-triggers-plperl, mac-triggers-plperlu, mac-triggers-plpgsql,
mac-triggers-plpythonu, mac-triggers-pltcl, mac-triggers-pltclu

[MpoBepka MaHAATHOrO ynpaeneHust 4OCTYNOM B Tpurrepax Ha asblkax PL/Perl, Untrusted
PL/Perl, PL/pgSQL, Untrusted PL/Python, PL/Tcl n Untrusted PL/Tcl 3aknio4yaeTtcs B Bbl30Be
YHKLUMA TPUITEPOB B pPasHbiX pexumMax WUCMOMHEHUS — OT fiMua Bbi3blBalOLWEro 1 oT nvua
cospatens. [Npn aToM B peXxume UCMONHEHUA (PYHKUMKW Tpurrepa OT UMeHU co3gartend npu
Bbl30Be (PyHKLUMWN Tpurrepa AOSMKHbI MCNONb30BaTbCA MaHOaTHble aTpubyThl co3gaTtens, a B
pexvmMme UCMOMHEHUA — OT MMEHM BbI3blBalOLWEro MaHAaTHble aTpubyThl Bbi3bliBaloLWEro OyHKLMIO
nonb3oBarend. Takke nNnpoBepseTcs peanusauns npaBusi MaH4aTHOro yrnpasneHnsa JOCTYNOM npu
OCyLLEeCTBNEeHUM JOCTyna K JaHHbIM 06bekTa, KOTOPbIV BbI3bIBAET TpUITEP, U APYrMM Ob6bekTam
B, n BO3MOXHOCTb M3MeHeHUs MeTkn Be3onacHocTn obpabaTbiBaeMbIX AaHHbIX NOMb3oBaTenem

C COOTBETCTBYHOLLMMN nNpuBuUnermaMm MmaHgatHoro gocrtyna.

1.2.39. mac-update

lMpoBepka MaHOATHOrO yrnpaeneHust 4OCTYNOM Npu MogMdUKaLUN OaHHbIX 3aKntovaeTcs
B nocreaoBaTenbHbIX NONbITKAX MoandUKaLmMm CyLLECTBYOLNX AaHHbIX, 3alMLLEHHbIX pa3Hbl-
MU MeTKamn 6e30nacHOCTK, NONb3oBaTeENSAMM C pa3HbIMM MeTKkamn 6e3onacHOCTU U Habopamu
npusunernn. NMpn 3TOM OLEHNBAETCS COOTBETCTBME Pe3YyrbTaToB NPeaoCcTaBneHmst 4ocTyna auc-
netyepom goctyna CYB[] (ycnex nnm otkas) ycTaHOBMNEHHbIM MeTkaM 6e3onacHoCcTK 1 Habopam

npMBUIErM Nosfib3oBaTenen.

1.2.40. misc-audit

[MpoBepka paboTbl MOAYNs ayanTa B pa3nunyYHbIX KOHUIypaumsax 3akmno4aeTcsl B NPOBEPKE
Ha3Ha4YeHUs Mackn ayguTta LN Nonb3oBaTens B pasHbiX pexummax paboTbl moayns ayauTa:
BHeLIHeM (KOHurypaunoHHbln pann pg_audit.conf), BHYTPEHHEM (C MNOMOLLbIO 3aNpoCcoB
SQL), cmewaHHOM, a Takke B HEAKTUBHOM pexume. [1pn 3TOM OLEeHMBAETCS KOPPEKTHOCTb

Ha3Ha4YeHnA MacCKkun ayamTta CcorflaCHO NpUopuUTeETy HaAaCTPOEK N PEXUMY pa6OTbI Moayna ayauTta.

1.2.41. misc-altertable

lMpoBepka coxpaHHOCTX NpaB AO0CTYyNa Npu U3MEHEHUN CTPYKTYpbl Tabnuubl 3akno4aeTcs
B MoauduKaLmmn CTPYKTYpbl Tabnuubl 4obaBneHnemM 1 yganeHneMm HoBOro ctonbua, npy 3ToM MaH-
AaTHble aTpubyTbl CYLLIECTBYOLWMX B Tabnmue AaHHbIX HE AO0MKHbI UBMEHATLCS, YTO NPOBEPSIETCA

BbINOMHeHNeM TecToB (cM. [1.2.35)) Ao 1 nocne BbINoNHEeHUS MoauduKaLmn.

1.2.42. misc-cluster

[MpoBepka CoOXpaHHOCTM NpaB 4OCTyna Npy ONTUMU3aUUN MHAEKCOB Tabnuubl 3aknoyaeT-
Csl B ONTUMM3aLMN MHAEKCOB Tabnuupbl KOMaHaon CLUSTER, YTO MOXET NPUBOAUTL K (OU3NYECKON
peopraHusaumm gaHHbIX. [1pn 3TOM MaHaaTHble aTpubyThl CYLLECTBYOWNX B Tabnuue AaHHbIX He

AOIMKHbI UBMEHSATLCS, YTO NPOBEPSAETCS BbINOSIHEHNMEM TeCcToB (cM. [1.2.35) Ao n nocne BbINoOnHe-
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HUA onepauunn.

1.2.43. misc-config

MpoBepka KoHGUrypaumoHHbIx napameTpoB KC3 3aknovaeTcsa B NPOCMOTPE CyLLeCTBY-
IOLMX KOHUrypaumoHHbix napameTpoB KC3 PostgreSQL, nonbITkax NU3MEHEHNSA 3HAYEHUS TEX
napamMeTpoB, AN KOTOPbIX 3TO NPegyCMOTPEHO. Tak e NpoBepsIETCH, YTO 3anmcu CUCTEMHOIO
Katanora pg_largeobject, cogepxawiero MHopmaunio o GUHapHbIX 06bekTax, 3almarTcs
mMeTKon 6esonacHocTu. OTAenbHO NPOBEPSIETCSA BO3MOXHOCTL yAaNlEHHOro N3MeHeHUs1 KoHGUry-

paLMOHHbIX NapamMeTpoB cepBepa, TPebyoLLMX ero nepesarnycka.

1.2.44. misc-dump-restore

[MpoBepka pe3epBMPOBaHMA/BOCCTAHOBIIEHUS C MOMOLLBIO YTUIUT pg_dump/pg_restore
3aKrro4aeTcs NonbiTkax pe3epBUpPOBaHNSA CYLLLECTBYHOLLUX AAHHBIX M UX BOCCTAHOBMEHUS C nocne-
AyOLWMM KOHTPOMEM BbinoriHeHneM TecTtoB (cM. [1.2.35)). Mpn 3TomM pesepBMpoBaHWE OCYyLLECTBS-

€TC4 KaK B TeCTOBOM, TaK U B 6VIHapHOM pexnmax.

1.2.45. misc-dynamic-queries

[MpoBepka COXpaHHOCTU NpaBuIl pasrpaHnU4eHns 4ocTyna nNpu UCNonb30BaHUN AHaMNYe-
CKMX 3anpoCOoB 3aKMN4yaeTcsa B CO34aHUM XpaHUMOW npouenypsbl, opMupytowen nnaH BbINos-
HEeHUs1 TpaHCPOPMMPOBAHHOIO 3anpoca, YacTb KOTOPOro NepeaaeTcsa B Ka4ecTBe napameTpa, u
nocrnegoBaTenbHOro UCMOMTHEHUS ee OT MMEHW NoNnb3oBaTenen ¢ pasHbiMU MeTKaMmn 6e30nacHOCTH
n Habopamu NpMBUNErMn, NP 3TOM NOLCHNTBLIBAETCS KONMYECTBO Noryyaemblix 3anucen. MNpu
3TOM OLEHMBAETCHA COOTBETCTBME pe3ynbTaTtoB NPeocTaBneHns 4ocTyna gncnet4epom gocryna

CYB[ yctaHoBNEeHHbIM MeTkaM 6e3onacHOCTN U Habopam NpUBUIErNA NONb3oBaTeENEN.

1.2.46. misc-maclabel
lMpoBepka paboTbl BCTPOEHHbIX OYHKLUUIA C TUNOM maclabel («MeTKa 6e30MacHOCTUY)
3aKsitoyaeTcs B OLUEHKe pesynbraToB BbIMNOSIHEHUS (PYHKUMK session_maclabel, maclabel,

level n category, oTHocawmxcs kK KC3 PostgreSQL 1 onepupyrowmnx Tunom maclabel.

1.2.47. misc-policy

lMpoBepka MmexaHM3Ma unbsTpaLmm CTpok cpeactsamu cuctemsl punstpaumm (POLICY)
(ROW LEVEL SECURITY). OrpaHnyeHune Habopa cTpok Tabnuubl, BblaaBaeMblX NOfb30BaTEN!HO,
MOXET OCYLLECTBNATLCS C NMOMOLLbK AOMOMHUTENBHOW MOMMKK, onpeaenaemMon Ans Kaxaon Tab-

Jmubl. |-|pl/l 3TOM OLIEHMBAETCA NpaBUJSIbHOCTb BblAa4vyn MH(bOpMaLI,I/II/I pa3sindyHbIM MOJib30BaTENAM.

1.2.48. misc-psql-d
MpoBepka paboTbl MeTakomaHabl \d yTunuTtbl \psql, BbiBOAsALWEN cBeaeHUsa 06 0Ob-
ektax bB[l. NpoBepka 3akn4yaeTca co3gaHnm 3alWmEHHbIX METKaMN OOBHLEKTOB M B NOSTyYEHUN

I/IHCbOpMaLl,I/II/I O HUX C NOMOLLUbIO yKa3aHHOI7I MeTakoOMaHAbl.
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1.2.49. misc-roles

[MpoBepka poneBoro pasrpaHnU4yeHnst 4OCTyrna 3aknyaeTcs B nocnegoBaTefibHOM BbInorsi-
HEHWM 3anpoCcoB Ha ynpasBneHne ponsiMyn NoMb3oBaTeNs MU C NPUBUAErMSMU aaMUHUCTPUPOBAHUS
n 6e3. Npn 3TOM OLEHMBAETCS COOTBETCTBME pe3ynbTaToB NPEAOCTaBNEHNS 4OCTyNa ANCNETYEPOM

poctyna CYB[] (ycnex unu oTtka3) Habopam npuBUMernin nonb3oBaTtenemn n ponen.

1.2.50. misc-rules

lMpoBepka MaHOATHOrO ynpaBieHnss AOCTYNOM NPy UCMOSb30BaHUM MPaBWi 3aK4aeTcs
B NocrnegoBaTeibHOM BbIMOSTHEHMM 3aMNpPOCOB Ha YTeHMe, BCTaBKY, Moaudukaumo n yoaneHme
AaHHbIX MONb30BaTENsIMN C pa3HbIMKU MeTkaMn 6e3onacHOCTU U Habopamu NpUBUNErnn K 3a-
LUNLWEHHbIM MeTkamun 6e3onacHoCTM Tabnuuam ¢ 3agaHHbLIMK NpaBuaMmm N3MeHeHUs 3anpoca.
Mpwn 3TOM OLIEHMBAIOTCA BapuaHTbl CO3OaHUsA NpaBuil Nonb3oBaTeNsiMn ¢ pasHbiMU Habopamm

NpVBUNErMiA MaHgaTHOro AocTyna.

1.2.51. misc-sql-types
MNpoeepka nogaepxkn CYB[L tMnoB gaHHbix SQL. NMpoBepka 3akntovaeTcsa B NonbITKax

cosaaHusa Tabnuu, co cTtonbuamMmm NpoBepseMbIX TUMOB AaHHbIX.

1.2.52. misc-vacuum

lMpoBepka B3aMMOAENCTBUA 3a4ay TEXHUYECKOrO 0B6CNyXMBaHUS AaHHbIX C CUCTEMOWN
3alnTbl 3aKnoyaeTcsa B BbIMNOMHEHMM onepaumm VACUUM. [Npun aToM MaHgaTHble aTpubyThl cyLe-
CTBYIOLLMX B Tabnuue AaHHbIX HE OOSMKHbI U3MEHATLCS, YTO NPOBEPSIETCA BbINONIHEHNEM TECTOB
(cm. 710 1 MOCIe BbINOMHEHNA onepaLun.

1.2.53. misc-VAL

MpoBepka MexaHN3MOB HagEXXHOMo BOCCTAHOBIIEHUS AaHHbIX 3aKIO4aeTCcs B CO34aHMn
ABYX Tabnuu B paMKax OTAENbHbIX TPaH3aKUMA U 3anOfIHEHUU UX OAHHLIMW U MOCreayoLwem
yHU4TOXEHUN npoueccoB CYBM. MNpu aTom co3gaHme ogHOM Tabnuvubl NOATBEPXKOAETCA 3aBep-
LeHMeM TpaH3aKuuu, a Opyron — HET, NO3TOMY Mnocne yHU4ToXeHust npoueccos CYB[ n ee

nepesanycka B B[] 6yaeT cylectBoBaTb TONbKO 0AHa Tabnuua.
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2. NPOBEAEHUE TECTUPOBAHUA

2.1. NMoacucrema 6esonacHoctn PARSEC

[nsa 3anycka aBToMatMyecKkon npoueaypbl TeCTUPOBaHUS HEOBX04MMO:

1) BOWTM B CUCTEMY OT UMEHWN agMUHUCTPATOPA;

2) 3anTh B Katanor /usr/lib/parsec/tests M OCyLLECTBUTb 3aMyCK CKpuMTa:

sudo ./run.sh

(vnun ¢ onumen -v ansa pexmnma nogpobHoro BbiBoga cooduieHnin). MNMpn 3ToM Ha akpaHe
MOHMTOpa ByayT NOSABNATLCSA COOOLLEHNS O MPOXOXAEHUN U pe3yrbTaTax BbiMOSHEHUS
TECTOB.

MogpobHaa uHopmauma o pesynbratax TecTMpoBaHus OyaoeT 3anvcaHa B dhaunn
log, HaxoasawWwwmncs B katanore /usr/lib/parsec/tests.

Ecnu B Tectax xoTs 6bl 0OHa NpoBepKa 3aBepLUMTCS C OLIMOKON, TO BMECTO CTPOKMU:

TecT I[IPOIEJI

B hanne byget cogepxaTbCsa CTpOKa:

[!] OLVBKA TecTupOBaHUS

Ka.

2.2. CYb PostgreSQL

[ns 3anycka aBToMaTnyeckon npoueaypbl TeCTUpPOBaHUS HEOBXOOUMO:

1) BOWTM B CUCTEMY OT UMEHN agMUHUCTPATOPA C BbICOKMM YPOBHEM LIENTOCTHOCTMU;
2) 3anyCTuUTb OKHO TepMUHana;

3) ycTaHOBUTb NakeT TeCcTupoBaHus BbibpaHHon Bepcumn CYB[] komaHaomn:

sudo apt-get install postgresgl-se-test-x.x

4) yCTaHOBMWTb Ha KaTtanor /tmp Heobxoanmble ANS BbINOMHEHNS TECTMPOBaHUA MaHAaT-
Hble aTpubyThbI:

sudo pdpl-file 3:0:-1l:ccnr /tmp

5) nepenTun B Katanor /usr/share/postgresql/x.x/test/pgacext/ KOMaHOOM
cd /usr/share/postgresql/x.x/test/pgacext/

6) 3anycTuUTb TECTbl KOMAHOOM:

sudo ./runtests -all

7) cbpocuTb MaHOaTHble aTpubyThl kKaTanora /tmp:

sudo pdpl-file 0 /tmp

Ckpunt 3anycka TectoB PostgreSQL runtests. sh UMeeT HECKONbLKO BapnaHTOB 3anyc-

- —all — 3anyck Bcex TeCTOB;
- —acl — 3anyck TeCTOB NPOBEPKN ANCKPELIMOHHOMO ynpaBneHms 4OCTYMNoMm;
- —-mac — 3anyck TeCTOB NPOBEPKN MaHAATHOrO ynpaBfeHus 4OCTYMNomM;

- —f ®ANIN — 3anyckaeTt yKasaHHbIl TecT, Hanpumep, KoMaHga
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sudo ./runtests -f sgl/acl-database.sgl 3anycTut TeCcT MPOBEPKN AOUC-
KPELMOHHOrO yrnpasreHust 4OCTYNoM K 6a3am AaHHbIX;
- -1 ®AWJI_CO_CIHCOM OIUnA — 3anyckaeTt TOJIbKO yKasaHHble B
danne  TecCThl. MonHbIM ~ CNMCOK  TECTOB  HaxoguTca B OMpeKTopuun
/usr/share/postgresql/9.x/test/pgacext/tests.lst. Ecnu wma Tecta
OyoeT 3aKOMMEHTUPOBAHO C MOMOLLBIO CUMBOSIA #, TO JaHHbLIA TECT UCMNOSTHATBLCA He
Byger.
B xone TectupoBaHus 6yayT ocyLLeCcTBEHbl HEOOXOANMbIE NOArOTOBUTENbHbIE AENCTBUSA
N 3anycK TeCTOB 4OMNOSTHUTESNbHbIX (PYHKLUNOHAMNbHbLIX BO3MOXHOCTEN NO pasrpaHnYeHnto 4ocTyna.
YCnewHOoCTb BbINOMHEHNS KaXXAoro Tecta NoATBEPXKAAETCS COOOLLIEHNEM:
yCcIex
[NpoBepka MO MyHKTY CYMTAETCS YCNELHOW, eCnu Nocre BbINOSHEHNA MPOorpamMMbl Ha
3KpaHe MOHUTOpa NoABUTCA cooblleHne (rae N obLiee KoNMYecTBO BbINOSMTHEHHbIX TECTOB):

Bcero = N, ganymeno = N, omubounrx = 0



26
PYCB.10265-01 97 01-2

3. MPOBEPKA MOEHTU®PUKALIUN U AYTEHTUDOUKALIMA

3.1. UpenTndpunkauma n ayteHTudpmkaums

[ns nposepkn naeHTUUKauum n aytTeHTugukaumm Heobxogmmo:

1) BOMTK B CUCTEMY OT UMEHU agMUHUCTPATOpPa;

2) pobaBuTb B CUCTEMY MOMb3oBaTens test KOMaHOoM:

sudo adduser test

3) 3agaTtb naposib Nofb3oBaTeNto test KOMaHAoOM:

sudo passwd test

4) BOWTM B CUCTEMY OT MMEHW Nofb3oBaTens test;

5) HabpaTb B TepMMHane KkomaHay:

id

Bynet nokasaHa nHdopmauusa o nonb3oBaTtene (ero naeHTudukaTop, rpynnbl);

6) HabpaTtb B TepMuHane:

macid

Bynet nokasaHa nHopMauusa 0 MaH4aTHOM YPOBHE M KaTeropusix nofnb3oBaTens;

7) BbIATN U3 CUCTEMbI N 3aNUTU OT UMEHU aaMUHUCTPATOPA;

8) HabpaTtb koMaHgy B TepMUHarne:

sudo tail /var/log/auth.log

ByneTt BbiBeaeH oparmeHT XypHana 6esonacHoctu. akT ayTeHTUdmKaumm nonb3oBarens
OTpaxeH B CTPOKe:

pam_unix(login:session): session opened for user test

MHdpopmauusa o 3aperncTpnmpoBaHHbIX NOMNb30BaTeNSAX CUCTEMbI COAEPXKUTCA B dhannax

KOHourypaumn. U3meHaTb 3Tu paisibl MOXET TONLKO aAMUHUCTPATOP Yepe3 MexaHn3Mm sudo.
3.2. 3anpeTt Ha [OCTYN HEeCaHKLMOHMPOBAHHOIO Nosib30oBaTens

[na npoBepku 3anpeTa Ha 4OCTYN HECAHKLMOHMPOBAHHOIO Nonb3oBaTtens Heobxoanmo:
1) nonbITatbCsA BOUTU B CUCTEMY OT MMEHWN HECYLLECTBYIOLLIEro Nonb3oBaTens, Habpas
NPOW3BOMbHbLIN MAEHTUdUKATOP U/unu napons (Hanpumep, asdf);

2) 3alTu B CMCTEMY OT UMEHU agMUHUCTpaTopa U HabpaTb KOMaHAay:

sudo tail /var/log/auth

Bynet nokasaH dpparMeHT CUCTEMHOrO XypHana cobbiTnin. MHdopmMaumnsa o HeyCcneLHOM

BXO[€e HeCaHKUMOHNPOBAHHOIO NOfb30BaTend nokasaHa HanpoTuB CTPOKN login:.
3.3. UpeHTncpukauma n ayteHtucpukauma npm padborte ¢ b

MpoBepka naeHTUdUKaunun n ayteHTuduKkauum npu paborte ¢ Bl ocyuwiectensieTca B

aBTOMaTtu4yeckon npouenype tectnpoBanna CYB[ (cm. [2.2).
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MpoBepka N0 JaHHOMY MYHKTY CYMTAETCS YCNELIHOW MpU YCnewHOM BbINOSIHEHMWN aB-

ToMaTudeckon npoueaypbl TectupoBaHua CYB[, B YacTHocTu Tecta goctyna k B (cm. [1.2.2).
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4. NPOBEPKA OUCKPELUWOHHOIO YMNPABNEHUA OOCTYINOM

4.1. MexaHu3M OUCKPELMOHHOIO yrpaBrieHns [JOCTYynomM K o6bektam ®C

lMpoBepka MexaHM3Ma AUCKPELWOHHOrO ynpasreHus OOCTynoM Kk obbektam ®C ocy-
wecTBndeTcAa B Xoae BbINOIMTHEHUA aBTOMaTU4ecKkoun npoueaypbl TeCTUpOBaHUA NOACUCTEMDbI
6esonacHocTn PARSEC (cm. [2.1).

[MpoBepsieTca MexaHM3M OUCKPELMOHHOTO ynpaBneHnsa gocTynomM K oobektam ®C, Bknto-
Yyaa co3gaHune (baIZJ'IOB C ONCKPpEeUNOHHbIMU NpaBaMn O0CTyMna, YTeHne (baIZJ'IOB C YCTaHOBJTIE€HHbIMU
ONCKPEUNOHHbIMU NMpaBaMn 0OCTyMa, 3alncCb B CbaIZJ'IbI C yCTaHOBJ1€EHHbIMU ONCKPELMOHHbIMA
npaeBamun gocTyna.

[MpoBepka cumTaeTcsa ycnewHoun, ecnu gann otyeta tests.log cooepXxuT criegyolime
CTPOKM:
---[rwx.sh]: start test
# [poBepxa MexaHu3Ma QamIIOBOM CHCTeMH RWX
[IpoBepka utreHus ¢arnmna Biagenblem. . .YCIEIHO
[lpoBepka 3amucu OJisa BJagesnbla. . .YCIEIHO
[lpoBepka UTEHUHA OJIA PYNNE BJagesnbla. . .YCIEIHO
[lpoBepka 3amucCu OJia PYNNE BJagesnbla. . .YCIEIHO
[IpoBepka uTeHUs OJi9 Opyrux...YCIIEIHO
[IpoBepka 3anucu OJjig gpyrux...YCIEIHO
Test PASS

---[rwx.sh]: stop test

---[acl.sh]: start test

# Testing correct Acl RWX mechanism

BruicTaBrienre ACL miia Bjlagersblia. . .[IpoBepka 6uToBOM MackuYCIIEIMHO
BruicTaBsieHWe OUTOBOM MAaCKM OJjia BJagesbla. . .npoBepka ACLYCIIEIMHO
BrucraBrnenve ACL mnis CPyNOnH. . .IpoBepka OuToBON MackuYCIEIHO
BrcraBiieHne OUTOBOM MAaCKM [LJiS TPYINH. . .npoBepka ACLYCIEIHO
BrucraBrnenue ACL Ois NpPOUMX...[poBepka OuToBON MackuYCIEIHO
BuicTaBsieHWe OUTOBOM MAaCKM OJid NPOUMX...IpoBepka ACLYCIIEIHO
Test PASS

-—-—[acl.sh]: stop test

—-——[ipc_dac]: start test
PARSEC IPC/SIGNAL TEST: INFO: start...

progname = /usr/lib/parsec/tests/ipc_dac
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HauuHaem TecT:

9.

INFO:

INFO: HauuHaeMm TecCT:

INFO:

INFO:

INFO:

INFO:

INFO:

INFO:

INFO:

Hrepanusa

Hrepanus

Hrepauus

Hrepauus

Hrepauus

Hrepanus

Hrepanus

PARSEC IPC/SIGNAL TEST...

DAC IPC test mpome’s ycCIemHO

PARSEC IPC/SIGNAL TEST...
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DAC Signals test: INFO: Hrepauus 7.
DAC Signals test: INFO: Hrepauus 8.

DAC Signals test: INFO: Hrepauus 9.
DAC Signals test: INFO: DAC Signals test npomes ycrnemHoO

PARSEC IPC/SIGNAL TEST: INFO: TECT YCIEMEH!OBIUA CTATYC = O
Test PASS

---[ipc_dac]: stop test
4.2. MexaHu3M AUCKPELMOHHOIo yrpaBreHUs AOCTYynomM K o6bektam B[

[MpoBepka MexaHn3Ma OUCKPELMOHHOIO ynpaBneHus 4OCTynom K obbektam B[] ocyliecTs-
NnaeTcs B Xo4e BbINOMIHEHNA aBTOMaTUYecKkon npoueaypbl TectupoBanus CYB[ PostgreSQL
(cm. 2.2).

Mpu aToM npoBepsieTca AocTyn k o6bektam B: 6a3am gaHHbIx (cm. [1.2.2), Tabnuuam
(cm. [1.2.11)), npeacraenexusim (cm. [1.2.14)), cton6uam Tabnuy v npeacrasnexuii (cm. [1.2.1),
A3blkaM nporpammupoBanust (cm. [1.2.6), GuHapHbIM obbekTam (cMm. [1.2.7)), dyHkumsm (cm. [1.2.5)),
cxemam (cm. [1.2.9), nocneposatensHocTsm (cM.[1.2.10), Tnam (cm. [1.2.12), TabnuyHbiM npocTpaH-
cTBam (cMm. n pabota moayns dblink (cm.[1.2.3). Takke npoBepsieTCs AUCKPELIMOHHOE
ynpasreHue AOCTYyNnoM npu ucnonb3oBaHuu ponei (rpynn) (cm. [1.2.8) n pabota ¢ BHeLIHUMU
Tabnvuamu (cm. (1.2.4).

MpoBepka cunTaeTCs YCeLIHOM Npy YCNeLwHOM BbIMOMHEeHUM YKa3aHHbIX TECTOB B COCTaBe

aBTOMaTU4eCKON npoueaypbl TectupoBaHua CYB[.
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5. MPOBEPKA MAHOATHOIO YIMNPABJIEHUA OOCTYNOM

5.1. MexaH3M MaHAATHOro yrnpaBfieHUA [OCTYNOM K o6bekTtam ®C

[MpoBepka MexaHM3Ma MaHA4aTHOro ynpaeneHnsa JOcTynomM K obbektam ®C ocyecTsns-
€TCH B XO4€e BbINOMHEHMS aBTOMaTU4EeCKOM npoLeaypbl TECTUPOBAHUSA NOACUCTEMBbI 6HE30NacHOCTU
PARSEC (cm. [2.9).

lMpoBepseTca MexaHM3M MaHOATHOIO ynpaBneHnss 4OCTyrnom k obbektam OC, Bknrovas
co3faHne pannoB ¢ MeTkon 6e3onacHOCTU, YTeHne PannoB C YCTaHOBMEHHbIM MaHAATHbLIM
YPOBHEM, 3anncb B dpansibl C yCTaHOBMIEHHbIM MaHOATHBIM YPOBHEM, 3annUCb U YTeHe hannos ¢
YCTaHOBMEHHON MaHOAaTHOM KaTeropuen.

[MpoBepka cunTaeTcs BbINONIHEHHOW, ecrniu pann oT4yeTa tests.log COOEPXUT Crieayto-
LLINEe CTPOKM:

--—-[fmac]: start test

PARSEC FMAC TEST: INFO: HauWHaeM. ..

progname = /usr/lib/parsec/tests/fmac

PARSEC FMAC TEST: INFO: HauunHaeMm TecT: PARSEC FMAC TEST...
PARSEC FMAC TEST: INFO: Urepanusa 0.

PARSEC FMAC TEST: INFO: Urepanus 9.

PARSEC FMAC TEST: INFO: mac inheritance test mnpomen ycnemHoO
PARSEC FMAC TEST: INFO: HauumHaeMm TecT: PARSEC FMAC TEST...
PARSEC FMAC TEST: INFO: Urepanusa 0.

PARSEC FMAC TEST: INFO: Urepanusa 9.

PARSEC FMAC TEST: INFO: mac set-get test npomern ycrnemHo
PARSEC FMAC TEST: INFO: HauuHaem TecT: PARSEC FMAC TEST...
PARSEC FMAC TEST: INFO: Urepanusa 0.

PARSEC FMAC TEST: INFO: Urepanus 9.

PARSEC FMAC TEST: INFO: mac access test mnpomesn yCIEemHO
PARSEC FMAC TEST: INFO: TECT YCIEMEH!OBIUN CTATYC = 0
TecT [IPOIEJI

—-——[fmac]: stop test
5.2. MexaHM3M MaHAATHOro ynpaBrieHUA JOCTynoM K o6bekrtam IPC

lMpoBepka MexaHn3ma MaHOaTHOroO ynpaeneHnsa goctynom k obbektam IPC ocywectens-
eTCH B XOZe BbINOMHEHMS aBTOMaTU4eCKOM npoLeaypbl TECTUPOBaAHUA NOACUCTEMBbI 6HEe30NacHOCTU
PARSEC (cm. [2.1).
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lMpoBepsieTcss MeExaHN3M MaHAATHOro ynpaeneHust 4ocTynoM K oobektam IPC, Bkntoyas
cemadopsbl, pasgenseMyto namsaTb, o4epean coobLLEeHNI.
[MpoBepka cynTaeTcs BbINOSIHEHHOW, ecrnu (hann oTyeTa tests.log COOEPXUT Creayto-
LLNEe CTPOKM:
---[ipc_mac]: start test
PARSEC IPC/SIGNAL TEST: INFO: start...
progname = /usr/lib/parsec/tests/ipc_mac
PARSEC IPC/SIGNAL TEST: INFO: HauumHaem TecT: PARSEC IPC/SIGNAL TEST...
PARSEC IPC/SIGNAL TEST: INFO: MHrepanusa O.

PARSEC IPC/SIGNAL TEST: INFO: Urepanus 9.

PARSEC IPC/SIGNAL TEST: INFO: mac IPC test mpomen ycCHemHO

PARSEC IPC/SIGNAL TEST: INFO: HauwHaem TecT: PARSEC IPC/SIGNAL TEST...
PARSEC IPC/SIGNAL TEST: INFO: Urepanus 0.

PARSEC IPC/SIGNAL TEST: INFO: Urepanus 9.

PARSEC IPC/SIGNAL TEST: INFO: mac SignalS test mnpomes yCIEmHO
PARSEC IPC/SIGNAL TEST: INFO: TECT YCIENEH!OBIMA CTATYC = 0
TecT IIPOIEJI

———[ipc_mac]: stop test

5.3. MexaHu3m MaHAaTHoOro ynpaBneHusi AOCTYNoMm ans ceTeBbIX

B3aumMoaencTtBumn

[MpoBepka MexaHn3Ma MaHOATHOro ynpasneHus 4OCTYNOM A5l CETEBbIX B3aUMOLENCTBUN
OCYLLECTBIISETCH B X04e BbINOSIHEHWUS aBTOMaTU4eCcKon npoueaypbl TeCTUPOBaHUSA NOACUCTEMDI
6esonacHocTn PARSEC (cm. [2.1).

lMpoBepsieTca MexaHn3M MaHOaTHOro ynpasneHusa OCTYNOM Af1sl CeTeBbIX B3anMoaen-
CTBUI, BKITOYMasi B3aMMOAENCTBUS ¢ ncnonb3oBaHnem npotokorna UDP cemeinctea TCP/IP 4 Bep-
cun, npotokona TCP cemenctea TCP/IP 4 Bepcuun, UNIX-cokeToB.

[MpoBepka cunTaeTcs BbINONIHEHHOW, ecrniu pann oT4yeTa tests.log COOEPXUT crieayto-
Lume cTpoku (Hanpumep, anga IPv4):

———[tcpip_mac.sh]: start test
PARSEC TCP/IP TEST: INFO: start...

progname = /usr/lib/parsec/tests/tcpip_mac
PARSEC TCP/IP TEST: INFO: HauumHaem TecT: PARSEC TCP/IP TEST...

PARSEC TCP/IP TEST: INFO: Hrepauusa O.
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OXUIAal COeOVHEeHUs Ha nopre 1252

coenuHeHue ycraHoBiyieHo 127.0.0.1:51738

OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY OT cepBepal!
oXMOal COeOWHEeHHs Ha nopre 1252

coenuHeHue ycTaHoBiyieHo 127.0.0.1:51748

OK! KJIMEHT NIOJIyuuJyl BEPHYIO CTPOKY OT cepBepal!
oXHOal COeOWHEeHUHs Ha nopre 1252

coemguHeHue ycTaHoBiyieHo 127.0.0.1:51750

Oox! KJIMEHT MOJIYUUJI BEPHVYIO CTPOKY OT cepBepa!

OXUIAl COeAMHEeHMs Ha nopre 1252

Urepanus 1.

oXuOalw CoenUuHEeHUs Ha noprte 1253

coeguHeHHe ycTaHoBiyieHO 127.0.0.1:56950

Oox! KJIMEHT MOJIYUUJI BEPHVYIO CTPOKY OT cepBepa!

oXugaln CoenuHeHUs Ha nopre 1253

Urepanusa 2.

oXugal CoenUuHeHUs Ha nopre 1254

coenuHeHue ycrTaHoBJyeHO 127.0.0.1:46762

OK! KJIMEHT MOJIYUMJI BEPHYI0O CTPOKY OT cepmepal
oxXugal CoenUuHeHUs Ha nopre 1254

mac tcp socket test mpomen ycnemHO

Hauunaem TecT: PARSEC TCP/IP TEST...

Urepanusa 0.

Urepanusa 1.

Urepanus 2.

mac udp socket test npomen ycnemHO

Hauunaem TecT: PARSEC TCP/IP TEST...

Urepanus 0.

®OeM coepguHeHus Ha Qamnre unixfile

CoeuHeHNHNe YCTaHOBJIEHO. ..
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ox! KJIMEHT IIOJIYUMJI BEPHVYI0O CTPOKY OT cepBepa!
XOeM coemuHeHus Ha Qanyie unixfile
coeOuHEeHNe YCTaHOBJIEHO. . .

OK! KJIMEeHT NOJIyuuJyl BEPHYIO CTPOKY OT cepBepal!
®OeM coepuHeHus Ha Qatisie unixfile
coeOuHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEeHT NIOJIyuuJyl BEPHYIO CTPOKY OT cepBepal!

®OeM coepuHeHus Ha Qainne unixfile

Urepanus 1.
®OeM coenguHeHus Ha Qainre unixfile
COoeOVHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NIOJIyuuJlI BEPHYIO CTPOKY OT cepBepal!

®OEeM coeguHeHus Ha Qanne unixfile

Urepanus 2.
®OeM coeguHeHus Ha Qamnne unixfile
coeOuHEeHHEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT cepBepa!
XOeM coemuHeHus Ha Qanyie unixfile

mac unix stream socket test npomen ycnemHo

Hauunaem TecT: PARSEC TCP/IP TEST...

Urepanusa 0.

oxXugaHue OaHHHX U3 ¢arna unixfile

Urepanus 1.

oxugaHue OaHHHX U3 ¢arna unixfile

Urepanus 2.

oxunmaHve naHHHX u3 Qanya unixfile

mac unix dgram socket test mnpomen ycnemHo

Hauunaem TecT: PARSEC TCP/IP TEST...

Urepanus 0.



PARSEC

PARSEC
PARSEC

PARSEC

PARSEC

PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC
PARSEC

TCP/IP

TCP/IP
TCP/IP

TCP/IP

TCP/IP

TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP
TCP/IP

TEST:

TEST:
TEST:

TEST:

TEST:

TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:
TEST:

INFO:

INFO:
INFO:

INFO:

INFO:

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

35
PYCB.10265-01 97 01-2

Urepanusa 1.

Urepanus 2.

mac privilege socket set-get test npomen ycnemwso

HauuHaeMm TecCT:

Urepanus 0.

HauuHaem TectT gy TCP...

oXuOalw CoengUuHEeHUs Ha noprte 1255
coenuHeHue ycrTaHoBiyeHo 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYK CTPOKY
oXugalw CoenuHeHUs Ha noprte 1255
coenuHeHue ycraHoBiyeHo 127.0.0.1:
OK! KJIMEHT NOJIYUuJI BEPHYK CTPOKY
oXugalw CoenuHeHUs Ha nopre 1255
coenuHeHue ycrTaHoByeHo 127.0.0.1:
OoK! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenuHeHUs Ha nopre 1255
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oxXugal CoenquHeHUs Ha nopre 1255
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenguHeHUs Ha nopre 1255
coenuHeHue ycrTaHoByeHo 127.0.0.1:
OK! KJIMEHT MOJIyUuuJI BEPHYIO CTPOKY
oXugal CoengUuHeHUs Ha nopre 1255
coenuHeHue ycrauHomiyieno 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY
oXUIAl COoeOWHEeHus Ha nopre 1255
coenuHeHue ycraHoBiyieHo 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYI CTPOKY
OXUIAl COeOWHEeHus Ha nopre 1255
coenuHeHue ycraHoByieHo 127.0.0.1:
OK! KJIMEHT NOJNyuuJlI BEPHYK CTPOKY

oXuOalw CoenguHeHUs Ha noprte 1255

PARSEC TCP/IP TEST...

43910

oT cepBepal

43912

oT cepBepal!

43914

oT cepBepal!

43916

oT cepBepal!

43918

oT cepiepal!

43920

oT ceprepal!

43922

oT cepBepa!

43924

oT cepBepa!

43926

oT cepBepal
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coenuHeHue ycTaHoBJeHOo 127.0.0.1:43928

OK! KJIMEHT IMOJIYUUJI BEPHYI CTPOKY OT

OXUIAal COoeOuHeHus Ha nopre 1255

cepBepa!

coenuHeHue ycTaHoBiyieHo 127.0.0.1:43930

OK! KJIMEHT IOJIYUMJI BEPHYI CTPOKY OT

OXUIAl COeOWHEeHus Ha nopre 1255

cepBepa!

coenuHeHue ycTaHoByieHo 127.0.0.1:43932

OK! KIJIMEHT IMOJIYUHUJI BEPHYI CTPOKY OT

Haumnaem TecT nnsa UNIX STREAM...
®OEeM coeguHeHus Ha Qainre unixfile
COoeOVHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJlI BEPHYKI CTPOKY OT
®OeM coeguHeHus Ha Qanne unixfile
coeOuHEeHHe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIYUMJI BEPHYIO CTPOKY OT
®OEeM coefguHeHus Ha Qamnne unixfile
coeOuHEeHHEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanyie unixfile
coenUuHeHUe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coenuHeHus Ha Qanryie unixfile
cCoenUuHEeHUEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanryie unixfile
CoenUuHEeHNEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOoeM coemuHeHus Ha Qanyie unixfile
COoeOVHEeHNe YCTaHOBJIEHO. . .

OK! KJIMEHT MOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coepuHeHus Ha Qatsie unixfile
COeOuHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coenuHeHus Ha Qainrie unixfile
COeOVHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJI BEPHYI CTPOKY OT

®OeM coepguHeHus Ha Qainre unixfile

cepBepa!

cepsepa!

cepsepa!

cepaepa!

cepsepa!

cepsepa!

cepsepa!

cepBepa!

cepBepa!

cepsepa!
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coeuHeHNrNe YCTaHOBIJIEHO. ..

OK! KJIMEHT MOJIYUMUJI BEPHYIO CTPOKY

XOeM coemuHeHus Ha Qanyie unixfile

coeuHeHNrNe YCTaHOBJIEHO. ..

OK! KIJIMEHT IMOJIYUMUJI BEPHYIO CTPOKY

®OeM coepuHeHus Ha Qamnre unixfile

CoeuHeHNe YCTaHOBJIEHO. ..

OK! KIJIMEHT IMOJIYUMUJI BEPHYIO CTPOKY

®OeM coepguHeHus Ha Qainre unixfile

Urepanus 1.

HauuHaem TecT poiysa TCP. ..

oXugalw CoenuHeHUs Ha noprte 1256
coenuHeHue ycrTaHoBiyerHo 127.0.0.1:
OK! KJIMEHT NOJIYUuJI BEPHYK CTPOKY
oXugaln CoenuHeHUs Ha nopre 1256
coenuHeHue ycrTaHoBiyeHo 127.0.0.1:
OK! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenuHeHUs Ha nopre 1256
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oxXugal CoenuHeHUs Ha nopre 1256
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenguHeHUs Ha nopre 1256
coenuHeHue ycrTaHoByeHo 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY
oXugal CoengUuHeHUs1 Ha nopre 1256
coenuHeHue ycraHomiyieno 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYI CTPOKY
OXUIAl COeOWHEeHUs Ha nopre 1256
coenuHeHue ycraHoBiyieno 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYI CTPOKY
OXUIAl COeOWHEeHUs Ha nopre 1256
coenuHeHue ycraHoByieHo 127.0.0.1:
OK! KJIMEHT NOJNIyuuJlI BEPHYKI CTPOKY

oXuOalw CoenUuHEeHUs Ha noprte 1256

oT cepBepa!

oT cepBepa!

oT cepBepa!

55890

oT cepBepal!

55892

oT cepBepal!

55894

oT cepBepal!

55896

oT cepiepal!

55898

oT cepeepal!

55900

oT cepBepa!

55902

oT cepBepa!

55904

oT cepBepal
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coenuHeHue ycrTaHoBiyeHo 127.0.0.1:55906

OK! KJIMEHT IMOJIYUUJI BEPHYI CTPOKY OT

OXUIAl COeOuHEeHUs Ha nopre 1256

cepBepa!

coenuHeHue ycrTaHoBiyieHo 127.0.0.1:55908

OK! KJIMEHT IOJIYUMJI BEPHYI CTPOKY OT

OXUIAl COeOWHEeHUs Ha nopre 1256

cepBepa!

coenuHeHue ycTaHoByieHo 127.0.0.1:55910

OK! KIJIMEHT IMOJIYUHUJI BEPHYI CTPOKY OT

OXUIAl COeOWHEeHMs Ha nopre 1256

cepBepa!

coenuHeHue ycTaHoBiyeHo 127.0.0.1:55912

OK! KIJIMEHT IMOJIYUMJI BEPHYI CTPOKY OT

HauumnHaeMm TecT nsjia UNIX STREAM...
®OeM coeguHeHus Ha Qanne unixfile
coeOuHEeHHe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIYUMJI BEPHYIO CTPOKY OT
®OEeM coefguHeHus Ha Qamnne unixfile
coeOuHEeHHEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanyie unixfile
coenUuHeHUe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coenuHeHus Ha Qanryie unixfile
cCoenUuHEeHUEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanryie unixfile
CoenUuHEeHNEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOoeM coemuHeHus Ha Qanyie unixfile
COoeOVHEeHNe YCTaHOBJIEHO. . .

OK! KJIMEHT MOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coepuHeHus Ha Qatsie unixfile
COeOuHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coenuHeHus Ha Qainrie unixfile
COeOVHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJI BEPHYI CTPOKY OT

®OeM coepguHeHus Ha Qainre unixfile

cepsepa!

cepsepa!

cepaepa!

cepsepa!

cepsepa!

cepsepa!

cepBepa!

cepBepa!

cepsepa!
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coeuHeHNrNe YCTaHOBJIEHO. ..

OK! KJIMEHT MOJIYUUJI BEPHYIO CTPOKY

XOeM coemuHeHus Ha Qanyie unixfile

coeuHeHNrNe YCTaHOBJIEHO. ..

OK! KJIMEHT IMOJIYUMUJI BEPHYIO CTPOKY

®OeM coepuHeHus Ha Qainre unixfile

CoeuHeHNe YCTaHOBIJIEHO. ..

OK! KJIMEHT IMOJIYUMUJI BEPHYIO CTPOKY

®OeM coepuHeHus Ha Qainre unixfile

COoeIuHEeHNEe YCTaHOBJIEHO. ..

OK! KIJIMEHT IMOJIYUMJI BEPHYIO CTPOKY

®OEeM coeguHeHus Ha Qamnrne unixfile

Urepanus 2.

HauuHaeMm TecT giyia TCP...

OXUOal COoeOWHEeHus Ha nopre 1257
coenuHeHue ycrTaHoByeHo 127.0.0.1:
OK! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenUuHeHUs Ha nopre 1257
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVI0 CTPOKY
oXugal CoenUuHeHUs Ha nopre 1257
coenuHeHue ycrTaHoByeHo 127.0.0.1:
ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY
oXugal CoenUuHeHHUs Ha nopre 1257
coenuHeHue ycrTaHoBneHo 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY
OXUIAal COeOuHeHus Ha nopre 1257
coenuHeHue ycraHomiyieno 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYI CTPOKY
oXHpal COeOWHEeHMHsa Ha nopre 1257
coenuHeHue ycraHoBiyieHo 127.0.0.1:
OK! KJIMEHT NOJIyuuJlI BEPHYI CTPOKY
oXHOal COoeOWHEeHHus Ha noprte 1257
coenuHeHue ycraHoByieHo 127.0.0.1:
OK! KJIMEHT NOJNIyuuJlI BEPHYKI CTPOKY

OXUIAl COeOMHEeHMs Ha nopre 1257

oT cepBepa!

oT cepBepa!

oT cepBepa!

oT cepBepal

35632

oT cepBepal!

35634

oT cepBepal!

35636

oT cepiepal!

35638

oT cepeepal!

35640

oT cepBepa!

35642

oT cepBepa!

35644

oT cepBepal
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coenuHeHue ycrTaHoBJyeHOo 127.0.0.1:35646

OK! KJIMEHT IMOJIYUUJI BEPHYI CTPOKY OT

oXHOal COeOWHEeHMHs Ha noprte 1257

cepBepa!

coenuHeHue ycrTaHoBiyieHo 127.0.0.1:35648

OK! KJIMEHT IOJIYUMJI BEPHYI CTPOKY OT

oXHOal COeOWHEeHHs Ha noprte 1257

cepBepa!

coenuHeHue ycrTaHoByieHo 127.0.0.1:35650

OK! KIJIMEHT IMOJIYUHUJI BEPHYI CTPOKY OT

oXHOal COoeOWHEeHus Ha noprte 1257

cepBepa!

coenuHeHue ycTaHoBiyeHo 127.0.0.1:35652

OK! KIJIMEHT IMOJIYUMJI BEPHYI CTPOKY OT

OXUIAl COeOWHEeHMHs Ha nopre 1257

cepsepa!

coenuHeHue ycTaHoBiyeHo 127.0.0.1:35654

Ok! KJIMEHT IMOJIYUWJI BEPHYI CTPOKY OT

HauumnHaeMm TecT pOjia UNIX STREAM...
®OEeM coefguHeHus Ha Qamnne unixfile
coeOuHEeHHEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanyie unixfile
coenUuHeHUe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coenuHeHus Ha Qanryie unixfile
cCoenUuHEeHUEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOeM coemuHeHus Ha Qanryie unixfile
CoenUuHEeHNEe YCTaHOBJIEHO. ..

ox! KJIMEHT IIOJIYUUJI BEPHVYI0 CTPOKY OT
XOoeM coemuHeHus Ha Qanyie unixfile
COoeOVHEeHNe YCTaHOBJIEHO. . .

OK! KJIMEHT MOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coepuHeHus Ha Qatsie unixfile
COeOuHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJlI BEPHYIO CTPOKY OT
®OeM coenuHeHus Ha Qainrie unixfile
COeOVHEeHNe YCTaHOBJIEHO. ..

OK! KJIMEHT NOJIyuuJI BEPHYI CTPOKY OT

®OeM coepguHeHus Ha Qainre unixfile

cepsepa!

cepaepa!

cepsepa!

cepsepa!

cepsepa!

cepBepa!

cepBepa!

cepsepa!
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TCP/IP TEST: INFO: coemuHeHHEe YCTAaHOBJIEHO. ..

TCP/IP TEST: INFO: oK! KJIMEHT NOJIYUMJI BEPHYI CTPOKY OT cepBepa!
TCP/IP TEST: INFO: xOoeM coeluHeHus Ha Qamursie unixfile

TCP/IP TEST: INFO: coemuHeHHEe YCTAaHOBJIEHO. ..

TCP/IP TEST: INFO: oK! KJIMEHT MOJIYUMJI BEPHYI CTPOKY OT cepBepa!
TCP/IP TEST: INFO: xpOem coenuHeHus Ha Qanne unixfile

TCP/IP TEST: INFO: coemuHeHHEe YCTAaHOBJIEHO. ..

TCP/IP TEST: INFO: oK! KJIMEHT NOJIyUMJI BEPHYK CTPOKY OT cepsepa!
TCP/IP TEST: INFO: xpOem coenuHeHus Ha Qarrne unixfile

TCP/IP TEST: INFO: coemuHeHHEe YCTaHOBJIEHO. ..

TCP/IP TEST: INFO: oK! KJIMEHT NOJIyUMJI BEPHYK CTPOKY OT cepsepa!
TCP/IP TEST: INFO: xOem coenuHeHus Ha Qanrne unixfile

TCP/IP TEST: INFO: coemuHeHHe YCTaHOBJIEHO. ..

TCP/IP TEST: INFO: ok! KJIMEHT NOJIyUMJI BEPHYKD CTPOKY OT cepsepa!
TCP/IP TEST: INFO: xOem coenuHeHus Ha Qarie unixfile

TCP/IP TEST: INFO: mac privilage socket accept test mpomen ycnemnHo

TCP/IP TEST: INFO: TECT YCIENEH!OBIUN CTATYC = 0

Test PASS

—-——[tcpip_mac.sh]: stop test

J1iAeTcA

5.4. MexaHn3M MaHAATHOro yrnpaBrieHUA [OCTYNoM K o6bekTtam B[

MpoBepka MexaHn3amMa MaHA4aTHOro ynpaeneHus 4oCTyrnom Kk obbektam B[] ocyuiecTs-

B X0[4e BbINOSIHEHNA aBTOMaTUYecKon npoueaypbl TectupoBaHus CYB[ PostgreSQL

(cm. 2.2).

Mpw TecTUpoOBaHUM NPOBEPSIETCS:

- MaHOaTHoOe ynpaslieHne AOCTYMNOM IMpwn BbINONTHEHNN OI'IepaLl,I/IIZ pa6OTbI C JaHHbIMU. Bbl-

6opku (cm.[1.2.35,[1.2.19} [1.2.20} [1.2.21] [1.2.45)), nobaenexus (cm. [1.2.30), mogudukaumm
(cm. v yaaneHus (cwm. [1.2.26));

- MaHZaTHoe ynpaBrieHve AocTynom k obbektam B[l Tabnuuam v npeacTaBneHVsM
(cm. [1.2.37)), 6uHapHbIM 0bbekTam (CMm. n nocneposarenbHocTaMm (cm. [1.2.36));

- co3paHue (aBTomaTuyeckas MapkupoBka) 1 mogudukaums obbekToB B[ (cM.
[M.2.23, [I.2.41, [1.2.15);

- MaHAaTHoe ynpaBrieHVe AOCTYNOM B XpaHUMbIX NpoLeaypax v Tpurrepax Ha sisblkax
PL/Perl, Untrusted PL/Perl, PL/pgSQL, Untrusted PL/Python, PL/Tcl n Untrusted PL/Tcl
(cm.|1.2.34,1.2.38);

- COXpaHeHMe MeTOK 6e30nmacHOCTM Npu BbIMNOAHEHUU cnyXebHbix dyHkumn CYB[
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(cm.[1.2.42,[1.2.28] [1.2.50] [1.2.52] [1.2.44], [1.2.53);;
- KOHUrypaumoHHble napamMmeTpbl U TUMbl AaHHbIX (cM. [1.2.43] [1.2.51] [1.2.46);
- pabota moaynsa dblink B yCNOBMAX MaHOATHOrO yrnpasneHus JocTyrnoM (cMm. |1.2.24);

- BblBO4, MaHAaTHbIX aTtpubytoB obbektoB B[l mMeTakomaHgon \d yTunuTbl psql
(cm.[1.2.48).

- ynpaBsreHue maHaaTHbIMU atpubytamu obbekToB B[] (cm. [1.2.16));

- KOMaHda CaHKUMOHMPOBAHHOIO U3MEHEeHNs MeTOK 6e30nacHOCTU AaHHbIX CHMAC wn
MexaHW3Mbl NpaBun 1 TpUrrepoB Ans atoi onepauuu (cm. [1.2.18);

- pa60Ta OrpaHVIquVIVI LUEeNOCTHOCTN MaHOAaTHbIX anVIGyTOB CHMAC N4 BHELIHUX KIoYen

(cm. [1.2.17);

- orpaHunyexus AMN-mogenu (cm. [1.2.25);

- paboTta Cc BHeWHUMM Tabnuuamu B YCrOBUSIX MaHOATHOrO ynpaBreHusa LOCTYNOM

(cm.[1.2.27);

- HacnepfoBaHWe MaHOaTHbIX aTpMbyToB Tabnuu Npu HacnegosaHun (cmi1.2.29);

- pabota moayns ayauTta B pasnuuHbix koHdurypauumsix (cm. [1.2.40);

- pasrpaHuyeHvie focTyna npy agMmmHucTpupoBanum ponen (cm[1.2.49).

B xoge BbINONHeHWs paga TeCTOB OCYLLECTBNAETCS NpoBepKa aBToMaTUYeCKON MapKu-
poBku 06bekToB B[] 1 3awuwaemblx 3anncen oobekToB B[, oTpaxaroLwmx ypoBeHb UX KOHPUOEH-
LUnarnbHOCTW.

[MpoBepka cuntTaeTcs ycneLwwHoOn npu ycrneLwHoOM BbINOMHEHUN yKa3aHHbIX TECTOB B COCTaBe

aBTOMaTU4eCKoWn npoueaypsbl TectuposaHus CYB[.
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6. MPOBEPKA OYUCTKU NAMATU U U30NALINU NMPOLIECCOB

6.1. MexaHu3ambl pabotbl ¢ Ol

lMpoBepka mexaHnama paboTbl ¢ Ol ocyLlecTBNsSETCA B XO4€ BbINOMHEHUS aBTOMaTu4e-
CKOW npouenypbl TecTupoBaHna nogcmctemsl 6esonacHoctn PARSEC (cwm. 2.1)).
MpoBepstoTca mexaHnambl padoTbl ¢ Ol, Bkntoyas konupoBaHWe Npu 3anucu n ee O4YUCT-
KY U Hann4dne ana Kaxgoro rnpouecca B cucreme cobCTBEHHOrO N30JIMpOBaHHOIoO agpecHoro
NPOCTpaHCTBa.
lMpoBepka cuMTaeTcs BbINOIHEHHOW, eCcnn hann oTyeTa tests. log COOAEPXKUT crieqyto-
LLne CTPOKU.:
--—-[mem_test]: start test
TeCcT OUHmEHUS INaMATH...I['paHulla Tekymero cermeHra panHuex: 0000000000623000
T'panuila HOBOro cermeHTa gmanHumx: 0000000000627000
CurHarypa ’'Hello world!’ @ 0000000000626£f£f3
T'paHulla cerMeHTa nocrse 2ro BrpOeneHus namaTu: 0000000000627000
Curnatypa '’ @ 0000000000626£f£f3
YCIIEIHO
TecTupoBaHHe MexaHu3Mma COW (xomnupoBaHMe IIpU 3anucu)...Cur"arypa ’'Hello
from world #0’ @ 0000000000601aal, A
CurHarypa ’'Hello from world #1’ @ 0000000000601laal, B
# TecT U3ONALUMU AMATH
XXX = 8
CurHarypa ’"Hello from world #0’ @ 0000000000601laal0, A (mociie 3aBepmeHUS
npouecca B)
YCIIEIIHO
# TecT uU3ONALUMU IAMATHU
XXX = 8
Test PASS

—-——[mem_test]: stop test
6.2. MexaHn3M OUYMCTKU NaMATU BHELLHMUX HOCUTenen

lMpoBepka MexaHM3aMa OYUCTKM NaMATU BHELUHUX HOCUTENEN OCyLLeCTBNSAETCS B Xo4e
BbIMOMHEHNA aBTOMaTMYECKOM npouenypbl TectupoBaHnsa nogcncteMol 6esonacHoctn PARSEC
(cm. 2.1).

[MpoBepsieTcs MexaHM3M OYUCTKM NaMSATU BHELLHUX HOCUTENEeN, BKNoYas co3gaHune danna
BHYyTpu ®C, npoBepKy coaepxmmoro hanna, yganeHue co3gaHHoro ganna n npoBepKy Hanmyus

CoOePXXUMOro gpanna Ha XXeCTKOM NCKE.
lMpoBepka cunTaeTcs BbIMNOMHEHHOMW, ecnu hans otyeTa tests. log COAEPXUT crneayto-
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LLie CTPOKM:

---[secdelrm.sh]: start test

# IpoBepka rapaHTHPOBAHHOI'O yoalieHus Ha PC ext2 u B pexuMme secdel
Co3pnanue obpasza gucka...YCIEIHO

Co3pmanue Qamnna B QannoBou cucreme. . .YCIEIHO

[IpoBepka comepxuMoro dawna. . .YCIEIHO

SECDEL ypaneHue Qamnia ¥ IIOHCK COOEPXUMOI'O Ha Jucke. . .YCIIEIHO

# I[poBepka rapaHTHPOBAHHOI'O yoalieHus Ha PC ext3 u B pexume secdel
Co3pauue obpaszsa mucka...YCIEIHO

Cozpmanue Qamnna B QamnoBou cucreme. . .YCIEIHO

[IpoBepka comepxuMoro dawnna. . .YCIEIHO

SECDEL ypmaneHue Qamnia ¥ IIOUCK COOEPXUMOI'O Ha Jucke. . .YCIIEIHO

# [poBepka rapaHTUPOBAHHOI'O yoalneHus Ha PC extd u B pexume secdel
Cozpanne obpaszsa mucka...YCIEIHO

Cozpmanue ¢Qamna B QamnoBou cucreme. ..YCIEIHO

[IpoBepka comepxuMoro dammna. . .YCIEIHO

SECDEL ypmaneHue ¢Qamnna ¥ IIOUCK COOEPXUMOI'O Ha Jucke. . .YCIIENHO

# [IpoBepxa rapaHTHPOBAaHHOI'O yoaneHus Ha ®C ext2 u B pexmme secdelrnd
Cozpanue obpaszsa mucka...YCIEIHO

Cozpmanue Qamrna B famrnoBor cucreme. ..YCIEIHO

[lpoBepka copepxumoro ¢gamnina...YCIEIHO

SECDEL ygpnanerHue ¢amnia U IIOHUCK COOEPXHMMOI'O Ha Jucke...YCIIEIHO

# [IpoBepxa rapaHTHPOBAHHOI'O ymaneHus Ha ®C ext3 um B pemume secdelrnd
Coznanue obpaszsa mucka...YCIEIHO

Cozpanue Qanna B $ansoBou cucreme. ..YCIEIHO

[IpoBepka comepxuMoro dawnmna. . .YCIEIHO

SECDEL ypaneHue Qamnina M IIOHCK COOEPXUMOI'O Ha Jucke. . .YCIIEIHO

# I[poBepka rapaHTHPOBAHHOI'O yoalnieHus Ha PC ext4d u B pexume secdelrnd
Co3pauue obpaza gucka...YCIEIHO

Co3pmaunue Qamnna B QamnnoBon cucreme. . .YCIEIHO

[IpoBepka comepxuMoro damnna. . .YCIEIHO

SECDEL ypaneHue Qamnia ¥ IIOUCK COOEPXUMOI'O Ha Jucke. . .YCIIEIHO



45
PYCE.10265-01 97 01-2

Test PASS

-—-—[secdelrm.sh]: stop test
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7. MPOBEPKA MAPKUPOBKU AJOKYMEHTOB

[ns npoBepKn MapKNpOBKM AOKYMEHTOB HEOBXOANMO:

1) HacTPOUTb 3aLUMLLEHHbIN CepBep nevatu 1 NpUHTEP ANs nevaTtu JOKYMEHTOB C MaH-

AaTHbIMK aTpubyTamu B cooTBEeTCTBUM € okymeHToM PYCB.10265-01 95 01-1 «Onepauu-

OHHasi cuctema cneumnanbHoro HasHadeHnsa «Astra Linux Special Edition». PykoBogcteo

agMuHucTparopa. Yactb 1»;

2) BbINONHUTL rpadnyECKNii BXOA B CUCTEMY KaK NOnb3oBaTenb test € ypoBHEM 1;

3) cosgaTb TEKCTOBbIV JOKYMeEHT B npunoxeHumn «LibreOffice Writer» n otnpaButb ero Ha

neyarb;

4) 3aBeplwKNTb CeaHC nonb3oBaTens;

5) BbINOMHUTbL rpacPn4ecKnii BXod B CUCTEMY OT MMEHM YHETHOWN 3annucu nonb3oBarens,

BXOASLLEro B rpynnbl 1pmac U 1p;

6) BbINONMHUTL MApKMPOBKY AOKYMEHTA C UCMOMb30BaHMEM CKpMMTa makrjob;

7) oTnpaBuTb CHOPMUPOBAHHBLIE 3a4aHUA HA NeYaTb C UCMOMb30BaAHNEM MPUSTOXKEHUS

fly-admin-printer;

Pesynbrar TeCTMpoBaHMs CYMTAETCA NOMOXUTENbHBIM €CNK, NOCre nevyaTn cdhopmMmpoBaH-
HbIX B pe3yrnbrarte MapkMpoBKM 3a4aHuI, Ha NeYyaTb BbiBEAEHbI CTPAHULbI C COOTBETCTBYHOLLMMN

aTpnbytamu.
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8. NPOBEPKA KOHTPOJA NOAKMIOYEHUA CBEMHbIX MALUMHHbLIX HOCUTENEN
WH®OPMALIMU U COMOCTABNEHNSA NONb30OBATENA C YCTPOUCTBOM

[na npoBepKn KOHTPONA NOAKNHOYEHNS CbEMHbIX MALUMHHBIX HOCUTENEN MHopMaLmn
COMOCTaBMNeHUs Nosib3oBaTesnsl C YCTPOMCTBOM HEOBXOAMMO:

1) BOMTK B CUCTEMY OT UMEHM agMUHUCTPATOPa;

2) 3anycTuTb OKHO TepMuHana;

3) nogknounTb cbeMHbli USB-HocuTens;

4) BbINOMHUTL KOMaHAy:

sudo dmesg | grep "Attached SCSI" | tail -nl

n onpefenuTe UM gpanna yCTponcTea B Katanore /dev, COOTBETCTBYHOLLErO NOAKITHOYEH-

Homy USB-Hocutento;

5) oTKpbITb pann /etc/fstab B pegakrope KomaHOoM:

sudo mcedit /etc/fstab

6) nobaBuTb CTPOKY, NPeaOCTaBnALLYIO NoMb30oBaTensaM npaBo MoHTupoaTb ®C noa-

kntoyeHHoro USB-HocuTens:

/dev/sdc /media/floppy auto rw,user,noauto 0 0

7) co3gatb ®C Ha USB-HocuTene komaHOom:

sudo mkfs.ext3 /dev/sdc

8) cmoHTupoBaTtb ®C Ha USB-HocuTerne Bo BpeMeHHyo nanky /mnt KOMaHOoW:

mount /dev/sdc /mnt

9) yctaHoBUTb Ha kopHeBow katanor ®C Ha USB-HocuTene Tpebyemyto meTky 6esonac-

HOCTM 1 Bnagenbua KoMaHgaMu:

sudo chmac Ypoeenb:KaTeropuss /mnt

sudo chown I[lomb3oBarens:I'pynna /mnt

10) pasmoHTupoBatb ®C Ha USB-HocuTene KomaHaom:

umount /mnt

11) BOWTM B CUCTEMY OT UMEHN OBBLIYHOIO NONb30BaTENS;

12) 3anyCcTuTb OKHO TepMuHana;

13) cmoHTMpoBaTb USB-HOCUTENL KOMaHOOMN:

mount /media/floppy

14) ybeanTbCa B BbINOMHEHWUM NPaBUST MaHAATHOMO U ANCKPELIMOHHOIO ynpaBneHus go-

ctynom ans ®C nogrotoBneHHoro cbemHoro USB-HocuTens, BbINOMNHAS KOMaHAbl No

co3gaHunio 1 yganeHmto oobektoB OC B Touke MOHTUpoBaHua USB-HocUTENs n HUXxe.

PesynbTaT TeCTMpoBaHuUst CHUTAETCS NOMNOXUTENBHBIM, €CNN He BbISIBNEHO (hakToOB Hapy-
LUEeHNS NpaBun pasrpaHndeHnst goctyna kK oobektam ®C Ha NOArOTOBIEHHOM CbEMHOM HOCUTENE.

Mpn mMoHTMpoBaHMM PC HOoCUTENSs, KOTopasi He NOALEPKMBAET XpaHEHMe METOK 6es-

OnacHOCTU, TOYKE MOHTUPOBAHNA HOCUTENA U BCEM BJTOXKEHHbIM obbektam ®C npunceamBaeTC4d
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MeTka 6e30nacHOCTM C MUHMMAasbHBIM YPOBHEM W MYCTbIM CNMCKoM KaTeropui 0 : 0. Brnagenbuem

Ha3HavaeTcs Nonb3oBaTternb, CMOHTUpoBaBLLNn OC.
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9. NPOBEPKA PETMCTPALIUM COBbITUA BE30MACHOCTHU

9.1. Cuctema peructpaumm cobbITun 6e3onacHocTn

I'IpOBepKa CUCTEeMbI perncrtpauunm cobbITuM 6esonacHocTn ocyLlecCTBldeTCA B Xo4e Bbl-
NOSIHEHUS aBTOMAaTUYECKON npoueaypbl TeCTUpOBaHNA NOACUCTEMbI 6esonacHoctn PARSEC

(cm. 2.1).

[MpoBepsieTcsa cuctema perncTpaumm cobbiTnii 6€3o0nacHOCTH, BKIKOYas YCTaHOBKM dnaros
ayauTa Ha (baIZJ'I, YCTaHOBKU (bnaroa ayanTa angd nosnb3oBaterd, co3gaHua cobbITNI ayanTa,
3anycka M OCTaHOBKM CUCTEMbI permcTpawnmm cobbITU.

[MpoBepka cunTaeTcs BbINOMHEHHOMW, ecnu hans otyeTa tests.log COOAEPXUT crneayto-
LLIne CTPOKMU:

—-—-[audit_file.sh]: start test

3anyck CHUCTeMsl NpoToKomnupoBaHUuaAYCIIEIHO

# [IpoBepxa CHUCTEMH NPOTOKOJIMPOBAHUS

YcTaHOBKa mapameTpoB ($raros ayouTa nOis KaTarnora /tmp/tmp/file-757...YCIEIHO
YcrauoBka ¢naros ayoura gia fawnna /tmp/file-757...YCIENHO
CospganHue cobuTusa aygura open /tmp/file-757...YCIEIHO
CozpnaHue cobuTusa aynura chmod /tmp/file-757...YCIEIHO
CozpnaHue cobuTusa aynura chown /tmp/file-757...YCIEIHO
Cozpauue coburus aynura setfaud /tmp/file-757...YCIEMNHO
Coszpganue coburusa ayoura setfacl /tmp/file-757...YCIEMHO
CoszgmaHue cobuTusa aygura parsec_chmac /tmp/file-757...YCIEIHO
CozpmaHue coburus aypgura exec /tmp/file-757...YCIENHO
CozpmaHue cobmrTusa aypoura unlink /tmp/file-757...YCIENHO
OcTaHOBKa CIyXOH NPOTOKOJUPOBAHMUSA. . .YCIEIHO

Yoaneuue §rnaros aygura C Karasnora /tmp...YCIEIHO

[Iouck COBHTHI Open B XKypHAase...

YCIIEITHO

[Iouck CObBHTHI eXeC B XKypHase...

YCIIEITHO

[Nouck cobmTuii unlink B XypHase...

YCIIEITHO

[louck cobuTuii chmod B ®ypHase. ..

YCIIEITHO

[louck cobuTuii chown B XKypHaJe. ..

YCIIEITHO

[louck cobmTuii setfacl B XypHaie...

YCIIEIIHO
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[louck cobuTuit audit B XypHae. ..
YCIIEITHO

[louck cobHTUE mac B XKypHale...

YCIIEITHO

[louck cobuTHIl Create B XypHasue...
YCIIEITHO

3anyck CHCTeMH NpoTokoynupoBaHuayCIIEIHO
Test PASS

-—-[audit_file.sh]: stop test

---[audit_proc.sh]: start test

IIOOrOTOBKa K TecTam

nobaBrieHVe NONL30BATENsI U BHCTABJeHHE rIaroB ayouTa
TeCT ayguTa OJis Honb3oBaTerns : audittestuser
audittestuser ocxudnarmphew:ocxudnarmphew
3aBEPIEHO

nonrect - uid gid

HangeHo cobmrue uid. . .YCIEIHO

HauneHo cobweTue gid. . .YCIEIHO

nogrecT - module

HauneHo cobeTue init module. . .YCIEIHO
HauneHo cobmrue delete module. . .YCIEIHO
nonTecT - co3maHue Qanna

HamgeHo cobmTHe - create...YCIEIHO
nogTecT - mac

HalinjeHo cobuTHe mac...YCIEIHO

nogTecT - mac

HanuneHo cobwTue mac...YCIEIHO

IIOOTECT — OTKPHTHE Qaria

HalgeHo cobuTue open. . .YCIEIHO

IOOTEeCT - 3alyCK IMPUJIOKEHUH

HalgeHo cobuTue exec...YCIEIHO

nogTrecT - ypalieHue Qania

HangeHo coburue delete...YCIEIHO

nogrecT - chmod

HanpgeHo cobmrue chmod. . .YCIEIHO

nogrect - chown

HangeHo cobwmTue chown. . .YCIEIHO



IoOTecT
HaNUOEeHOo
rnogrecT
HaNUOeHOo
rnonrecT
HaNUOEeHOo
rnonrecT
HanOeHo
rnonrecT
HanOeHo
rnogrecT
HanOeHo
rogrecT

HaMOeHo
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- net

cobuTue net...YCIEIHO

- chroot

coburne chroot...YCIEIHO
- rename

cobuTne rename. ..YCIEIHO
- capabilities

cobuTne cap. ..YCIEIHO

- audit

coburre ch _audit...YCIEIHO
- acl

coburne acl...YCIEIHO

- mount

cobrTre mountYCIIEIHO

Check value

0

TecT 3aBepmeH. AyOUT OpOlleCcCOB paboTaeT KOPPEKTHO

Test PASS

—-—-[audit_proc.sh]: stop test

9.2. Pernctpauusa cobbiTnn npm padorte ¢ bl

TecTnpoBaHue cnuctembl permctpaumm cobbitun (ayauta) CYB[] PostgreSQL nposoaunTcsa

B MNOJlyaBTOMaTU4E€CKOM peEXUMeE. TeCTI/lpOBaHI/II-O noasepraercd TDGGOBaHMe K permcrtpaummn

COObLITUI U PUKCUPYEMOI B COOBLLEHMAX ayauTa MHpopMaLMK, a Takke K HanMun CpeacTs

BbI6GOPOYHOro 03HaKOMIEHUS C MHGOPMaLNEN.

Mpw BbINONHEHUN TecTUpoBaHus (cM. [2.2) reHepupytoTcs cneaytolme Buabl COObITUIA:

NCnornb3oBaHNe MexaHn3ama naeHTudukaumm n ayteHtTuukaumm;
nonbITKM AOCTYyNa;

JencTBUA BblAENeHHbIX Nonb3oBaTenen;

3anpoc Ha AOCTynN K 3aliuLaemMomy pecypcy;

cO3aHnNe N YHUYTOXEHNE OOBbEKTA;

aencTema no nameHenuo MPIA.

[ns npocmoTpa coobuweHnn ayauta CYB[] Heobxoanmo:

1) BOMTM B CUCTEMY OT UMEHU aaMUHUCTPATOpPa;

2) 3anycTuUTb OKHO TepMuHana;

3) BbINOMHUTL KOMaHAY:

sudo userlog -e pgsgl | more
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CoobuweHune ayanta, Kotopoe MOXeT BblaaTe CYB[] PostgreSQL.:

Mar 7 18:44:01 eutm postgres[8015]: [3-0] AUDIT: SUCCESS, CONNECT, 127.0.0.1,
"templatel", SU = "postgres" (1), CU = "postgres" (1l): successfull connection

YacTtb 3anucn «Mar 7 18:44:01 eutm postgres[8015]:» reHepupyeTca cepBnUcoM syslog u
coobuiaet obLyyto MHGopMaumo 0 Aate U BpEMEHN HACTYNNeHna cobbiTus, y3ne, nepecnasLllem
coobLleHne, HazBaHUK NporpamMmmbl (B 4aHHOM Criyvae 3TO MMS UCMOMHAEMOro Moaynsi cepeepa
CYb[), vaentudukatope npouecca CYB[] (PID), obcnyxnpatowero KnMeHTCKOe coeanHeHne
(3mecb 8015).

Yactb «[3-0]» ykasbiBaeT Ha «CTeneHb pasgeneHust coobuieHnay. CepBuc syslog Ha-
KnagplBaeT orpaHMyYeHe Ha ANvHy nepeaaBaemMoro coobLeHMsi, NOSTOMY HEKOTOpbIe COOBLLEHUS
npuxoamTca OenuTb Ha YacTu. Yncno 3 3aecb O3HavaeT NopsiAKOBbLIA HOMEP BblAAHHOIO Nosib-
3oBarento coobueHunst, a ymcno 0 — NopsAKOBLIM HOMEP COCTABHOM YacTu coobuleHus. Ecnu
BTOpOE ymcno ectb 0, To coobLleHne He Bunock Ha YacTu. Ecnu xxe coobuieHne BbeTcs Ha YacTy,
TO HyYMepaumnsa BTOPOro Yymcra HadnHaetca ¢ 1.

Yactb «AUDIT:» ykasblBaeT Ha To, 4TO coobLuieHne OT npouecca ¢ UMeHeM postgres
ecTb coobLeHne ayanTa, a He Kakas-nnbo oTnagovHas cuctemHasa uHgpopmaums. Mocne «AUDIT: »

cnegyeT TMNoBas MHopMaUnsi, @ UMEHHO:

YCMNELHOCTb OCYLLEeCTBNEHNA coObITUA (SUCCESS unun FAILURE);

TUN coBbITA (CONNECT, DISCONNECT, SUBJECT, RIGHTS U T.4.);

XOCT, C KOTOPOro npuLesn KnneHTckun 3anpoc (127.0.0.1);

nmsa B[, ¢ kotopon paboTatoT (templatel);

UMSs1 aBTOPU3OBAHHOIO MNofb3oBaTend u ugeHTudgukatop (SU = "postgres" (1));

NMS TeKyLLero nonb3oBaTtens n ngeHTudukaTop npm cMeHe naeHTudukaTopa nonb3o-

Batens (CU = "postgres" (1));

- UHopmauusa o6 obbekTe nnu aencTemm (successfull connection).

Mpn npoBegeHUN TECTUPOBAHNS MOXHO Takke HabnogaTb reHepauunio coobenns aygura
PostgreSQL B MHTEPaAKTMBHOM pEXUME, ECIN B KOHCONW agMUHUCTPATOpa BbIMOMHUTL Cregyto-
LLIYKO KOMaHAY:
userlog -f -e pgsql

Mpun panbHenwen nepepade SQL-komang B CYB[] Bce coobuieHna ayauta ot CYB[

PostgreSQL 6yayT BblgaBaThCs B 3TY KOHCOMb MPaAKTUYECKM B pearibHOM peXMmMe BpeMEHMW.
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10. NTPOBEPKA HAOEXHOIO ®YHKLLIMOHUPOBAHUA

10.1. MexaHn3m HagexHoro BocctaHoBneHuna ®C

[nsa BocctaHoBneHns ®C B pesynbrate annapaTHoro cbos (Hanpumep, B crnyvae npobnem
C 3MeKTponuTaHMeM) ucnonbayeTcsa nporpamma fsck. B cnyyae aBapunHoro sasepLueHust paboThl
CUCTEMbI MpKU cneayroLLen 3arpyske 3anyck 3Ton nporpamMmmbl Byaet Nnpom3BedeH aBTOMaTUYECKN.
[nsa npoepkn paboTbl MeEXaHW3Ma HaOEXHOro BOCCTaHOBMEHUST HEOBX0AMMO:

1) 3arpysutb cUCTeMY;

2) BbIKITOYUTL NUTaHWE (MMUTaLMA cOOS ANEeKTPOonUTaHns);

3) BKIOYMTb NUTaHMe cuctembl. [loxaaTbCa 3aBepLUEHMS MPOBEPKN OMCKOBOW MOACU-

ctembl. Ecnn 310 Heobxoanmo, cnenys AanbHENWNUM UHCTPYKLNAM, NPOU3BECTUN BXO B

CUCTEMY M MOBTOPUTL NPOBEPKY.

®aKT BO3MOXHOCTU BXOAa B CUCTEMY MOCIE BbIKMIOYEHUS U BKITHOYEHUSA NUTAHWUSA 1 Nocrie-
AyHoLLero aBToMaTu4eCcKoro BOCCTaHOBIEHUSI CUCTeMbl NporpaMmon £sck o3HavyaeT ycnewHoe

3aBepLUeHne gaHHOro TecTa.
10.2. MexaHu3M HageXHoro BoccrtaHoBneHus b

MpoBepka MexaHn3Ma HafaeXXHoro BoccTaHoBneHunst B[ ocywiecTBnsieTcs B Xxo4e BbIMNoOs-
HeHWs1 aBTomaTnyeckon npouenypbl Tectnpoanus CYB[, PostgreSQL (cm. [1.2.53)).
MNpoBepka cunTaeTcst yCrneLHON Npy YCneLHOM BbINOSIHEHMN YKa3aHHOMo TecTa B COCTaBe

aBTOMaTU4eCcKoWn npoueaypsbl TectuposaHus CYB[.
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11. MPOBEPKA PABOTbl MEXAHU3MA KOHTPONA LUENOCTHOCTHU

KoHTponb uenoctHocTn o6bektoB PC oCcyLLEeCTBNAETCHA C UCMONb30BAHNEM NPOrpaMmbl
afick.

[nsa npoBepkn paboTbl MEXaHN3Ma, OCYLLECTBSIOLWErO KOHTPOSb LENOCTHOCTM OOBHEKTOB
dC, HeobxoanMmo:

1) BOWTM B CUCTEMY OT UMEHU aaMUHUCTPAaTOpa C BbICOKMM YPOBHEM LIENOCTHOCTY;

2) 3anycTuTb OKHO TepMuHara (MOXHO MCMorb3oBaTh KOMOMHaLUMIo kKnasuw <Alt+T>);

3) BbINOMHUTL KOMaHAy:

sudo afick -i

4) poxpaTtbCsa NOCTPOEeHUsA nepBoHadvanbHon Bl;

5) caenaTb pe3epBHY KOMUIO N3MEHSIEMOro dhanna, Hanpumep, annos /bin/blkid u

/sbin/sysctl:

sudo cp /sbin/blkid /sbin/blkid.bak

sudo cp /sbin/sysctl /sbin/sysctl.bak

6) npon3BecT HamMepeHHbIe n3meHeHus B OC:

sudo echo asdf >> /sbin/blkid

sudo chmod 700 /sbin/sysctl

7) 3anycTuTb NporpamMmmy KOHTPOSMS LLENOCTHOCTU B peXUMeE NPOBEPKMN C MOMOLLIbIO KO-

MaHAb!:

sudo afick -k

Pesynbtat TEeCTUPOBaHNA CUMTAETCS MONOXUTESbHbLIM, €CNK B pe3yrbTraTe BblMOMHEHNUSA

nporpamMmmbl afick Ha 3KpaH MOHUTOpPA BbiBeAeHa MHopmaunsa 06 nameHeHun anna

/sbin/blkid n 06 n3ameHeHum metkn 6esonacHocTn y chamna /sbin/sysctl;

8) nocne 3aBepLUeHNst TECTUPOBAHUSA BOCCTAHOBUTb MCXOOQHOE COCTOsiHUE hannoB, Bbl-

NOMHMB KOMaHAb!:

sudo cp /sbin/blkid.bak /sbin/blkid

sudo cp /sbin/sysctl.bak /sbin/sysctl
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12. AOMNMONHUTENbHbLIE NMPOBEPKU C3U

12.1. Bubnunorte4Hblie cpyHkumm libpdac++

MpoBepka BMBNMOTEYHBIX PYHKUUK libpdac++ OCyWEeCTBNAETCA C MOMOLLbIO TecTa
PDAC++_test B Xo4e BbIMOMHEHUSA aBToMaTU4ecKkoun npouenypbl TeCTUpoBaHNA NOOCUCTEMbI
6esonacHocTn PARSEC (cm. [2.1).

[MpoBepsieTcsa KOPPEKTHOCTb PaboTbl BMBNMOTEYHbIX (PyHKLUMI 1ibpdac++: MHUUKanNu3a-
LUn4a 6I/I6J'IVIOTeKI/I, reHepauua udev-npanm 4Ona TeCTOBOro norb3oBartend, yaarneHune udev—npanm
Angd nonb3oBaTtend.

[MpoBepka cynTaeTcs BbINONIHEHHOW, ecrnu pann oT4yeTa tests.log COOEPXUT Crieayto-
Line CTPOKU:

Running suite(s): PDAC++

100%: Checks: 3, Failures: 0, Errors: 0

/build/parsec-2.5.269+gl0e25e0/tests/unit/pdac.cpp:7:P:PDAC++-common:
test_PDACpp_common:0: Passed

/build/parsec-2.5.269+gl0e25e0/tests/unit/pdac.cpp:14:P:PDAC++-udev:
test_PDACpp_generate rules:0: Passed

/build/parsec-2.5.269+gl0e25e0/tests/unit/pdac.cpp:37:P:PDAC++-udev:
test _PDACpp_rm rules:0: Passed

100%: Checks: 3, Failures: 0, Errors: 0
12.2. BubnuoteyHble pyHkuum libparsec-aud

MpoBepka GUBNMOTEYHBIX PYHKUNN 1ibparsec-aud OCYLLECTBSETCA C MOMOLLbIO Te-
cTa aud_test B Xxo4e BbINOSIHEHUA aBTOMAaTMYECKOW npoueaypbl TECTUPOBaHUSA NOACUCTEMDI
6esonacHocT PARSEC (cm. [2.9)).

lMpoBepseTca KOPPEKTHOCTb paboThl BMBNIMOTEYHBIX PYHKUUIA 1ibparsec-aud: MHULMA-
nmn3aums 6mbnuotekun, npeobpasoBaHMe TEKCTOBLIX METOK NpaBun ayauTta BO BHYTPEHHUI bopmaT
n obpaTHO, yCTaHOBKa NpaBun ayauTa Ansa TekyLwero npouecca, nofy4eHne MeTkv npasun ayguTa
A8 TekyLlero npowecca, ycnewHOCTb YCTaHOBKN METKM NMpaBui ayguTa Ha TeKYLIUN npouecc.

BbinonHseTca Tpu umnkna tecta. lNpoBepka cunMTaeTcs BbINONHEHHOW, ecnvn dansn otyeTta
tests.log coaepXuT cnegyroLlmne CTPOKK:

Running suite(s): aud

100%: Checks: 3, Failures: 0, Errors: O
12.3. PaspelwieHnMsa Ha UI3MeHeHne MeTOK 6e3onacHoOCTH

MpoBepka pa3peLLeHnii Ha U3MeHeHe MeTok 6e30MacHOCTM OCYLLECTBIIAETCS C MOMOLLbIO
TecTa chlbl B xofe BbINOMHEHUs1 aBTOMAaTMYECKOW Npouedypbl TECTUPOBAHWS MOACUCTEMBI
6esonacHocTn PARSEC (cm. [2.1).
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MpoBepsieTcst KOPPEKTHOCTb peanu3aunn paspeLleHnin Ha N3MeHeHne MeTok besonac-
HOCTN OB6BEKTOB C NOMOLLbLIO PYHKUMN pdp_set_path, pdp_set_lpath, pdp_set_fd. Tect
NpPOBOAMTCS AN BCEX BO3MOXHbIX KOMOMHaLMIA NnapamMeTpoB:
1) ob6bekT-hann nnm ceTeBon COKET;
2) BbI30B OT UMEHU root MM 06bLIYHOrO NoNb3oBaTeENs;
3) Hanuuue nnu oTcyTcTBMe npusunernm PARSEC_CAP_CHMAC;
4) Hanu4ne unu oTCcyTCcTBME NpmBUNernn PARSEC_CAP_SOCK.
[MpoBepka cunTaeTcs BbINONHEHHOW, ecrniu hann oT4yeTa tests.log COOEPXUT Crieayto-
LLIne CTPOKMU:
PARSEC CHLBL TEST: INFO: file (no) SUCCESS
PARSEC CHLBL TEST: INFO: sock (no) SUCCESS
PARSEC CHLBL TEST: INFO: file root (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock root (no) SUCCESS
PARSEC CHLBL TEST: INFO: file CAP_CHMAC (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock CAP_CHMAC (no) SUCCESS
PARSEC CHLBL TEST: INFO: file root CAP_CHMAC (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock root CAP_CHMAC (no) SUCCESS
PARSEC CHLBL TEST: INFO: file CAP_SOCK (no) SUCCESS
PARSEC CHLBL TEST: INFO: sock CAP_SOCK (no) SUCCESS
PARSEC CHLBL TEST: INFO: file root CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock root CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: file CAP_CHMAC CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock CAP_CHMAC CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: file root CAP_CHMAC CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: sock root CAP_CHMAC CAP_SOCK (yes) SUCCESS
PARSEC CHLBL TEST: INFO: result: SUCCESS

python test passed for /usr/bin/python

python test passed for /usr/bin/python binary
python test passed for /usr/bin/python2

python test passed for /usr/bin/python2 binary
python test passed for /usr/bin/python2.7

python test passed for /usr/bin/python2.7 binary
python test passed for /usr/bin/python3

python test passed for /usr/bin/python3.5

python test passed for /usr/bin/python3.5m
python test passed for /usr/bin/python3m
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perl test passed for /usr/bin/perl

perl test passed for /usr/bin/perl5.24.1

Interpreter lock test:PASS

12.4. NMoacuctema MaHOATHOrO KOHTPONS LEeNOCTHOCTU

I'IpOBepKa noacncTteMbl MaHOATHOIO KOHTPOMNA UeNoCTHOCTU OCYyLLEeCTBITIAETCA B Xo4e

BbIMOMHEHNA aBTOMaTMYeCKOM npoLuenypbl TectupoBaHnsa nogenctemMol 6esonacHoctn PARSEC
(cm. [2.1).

Takke NpoBepka MOXET ObiTb BbINOMHEHA NyTeM 3arnycka UCMNoNHAeMoro gannamictest

M ckpunta mictest. sh. McnonHaembin Cbaﬁﬂ 3anyckaeT NMpoBeEPKY, CKPUMT BbINOJTHAET NoAroToB-

Ky OKPY)XEHUS1 1 arperaumio pesyrnsrtaToB NpoBEPKM.

MpoBepsieTcs1 KOPPEKTHOCTb PYHKLIMOHUPOBAHMSI NOACUCTEMbI MAHAATHOIO KOHTPOSS

uenoctHocTn (MKL). BeinonHseTca npoeepka cnegyowmx oyHKUNR:

1) npouecc ¢ yposHem MKL|, He Bkntovatowmm B cebsa no macke yposeHb MKL, cparina Ha
®C, He MOXET NPOM3BECTU B HEMO 3aMNUCb, HO MOXET YnTaThb;

2) paborta npusunerun, nossonsowmx ooxoguts MKL], 1 BO3MOXHOCTb MX HECAHKLMOHU-
POBaHHOW YCTAHOBKW AS151 HU3KOLENTOCTHBbIX MPOLIECCOB;

3) npouecc ¢ ypoBHeM MKL|, He Bkntoyatowmm B cebs no macke yposeHb MKL| apyroro
npowecca, He MOXeT nocblNnaTb eMy CUrHarsbl;

4) npouecc ¢ yposHem MKL] He moxeT HasHaunTb cebe yepes API parsec yposeHb MKLI,
He BKNoYvaroLwmn B cebst No Macke yxe nmetowmmncs yposeHo MKL;

5) npouecc ¢ ypoBHeM MKL|, He Bkntoyaowmm B cebs no macke yposeHb MKL]| apyroro
systemd HOHUTa, HE MOXET UM yNpaBnATb cpeacTBaMn systemd.

MpoBepka cyMTaeTcs BbINONHEHHOW, ecnin dain otyeTa tests . log COQEPXKMUT crieayto-

LLne CTPOKU:

PARSEC MIC TEST: INFO: test files: SUCCESS

PARSEC MIC TEST: INFO: test files (IGNMACINT set) : SUCCESS
PARSEC MIC TEST: INFO: test signals (IGNMACINT set) : SUCCESS
PARSEC MIC TEST: INFO: test signals: SUCCESS

PARSEC MIC TEST: INFO: test ilev change: SUCCESS

PARSEC MIC TEST: INFO: test miccap: SUCCESS

PARSEC MIC TEST: INFO: test systemd level 63: SUCCESS
PARSEC MIC TEST: INFO: test systemd level 31: SUCCESS
PARSEC MIC TEST: INFO: test systemd level 15: SUCCESS
PARSEC MIC TEST: INFO: test systemd level 7: SUCCESS

PARSEC MIC TEST: INFO: test systemd level 3: SUCCESS

PARSEC MIC TEST: INFO: test systemd level 1: SUCCESS
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PARSEC MIC TEST: INFO: test systemd level 0: SUCCESS
12.5. BubnunoteyHble cpyHKUuM libparsec-aux

MpoBepka GUBIMOTEYHBIX PYHKUNN 1libparsec-aux OCYLLECTBISETCHA C MOMOLLbIO Te-
cTa pdp_aux B XO4e BbINOMHEHNA aBTOMaTU4YeCcKon npoueaypbl TECTUPOBAHUSA NOACUCTEMbI
6esonacHocTn PARSEC (cm. [2.1).

MpoBepsieTcsa KOPPEKTHOCTb paboTbl GUBNMOTEYHBIX (DYHKUMI libparsec—aux: co3aa-
HMEe CECCUOHHOM ONPEKTOPUN NOJIb3OBATESNIA C yCTaHOBKOIZ METKN ©6e30NacHOCTHU.

lMpoBepka cunTaeTcs BbINOMHEHHOW, ecnu hans otyeTa tests. log COAEPXUT crnenyto-
LLINEe CTPOKM:

Running suite(s): pdp_aux

/tmp/user/10i0c0x0t0x0

100%: Checks: 2, Failures: 0, Errors: 0

/build/parsec-2.5.269+gl0e25e0/tests/unit/pdp_aux.c:28:P:pdp_make_session dir:
test_pdplugm make session_dir:0: Passed

/build/parsec-2.5.269+gl0e25e0/tests/unit/pdp_aux.c:36:P:pdp_make_session dir:
test_pdpml_session_dir:0: Passed

100%: Checks: 2, Failures: 0, Errors: 0
12.6. Pabota yTMnuThbI rsync

MpoBepka paboTbl yTUNNUTLI rsync € panfiamm OCyLWecTBNAETCs C NMOMOLLBbIO CKpuUn-
Ta rsync.sh B XoAe BbIMOMHEHUS aBTOMAaTM4YeCKOoW npoueaypbl TECTUPOBAHUS NOOCUCTEMbI
6esonacHoct PARSEC (cm. [2.1).

[MpoBepsieTca paboTta yTunuTbl rsync ¢ pannamm, 4ns KOTopbiX B paclUMPEHHbIX aTpuby-
TaxX (xattrs) ykaszaHbl METKA MaHOATHOro yrnpaBneHnsa JOCTYMNOM.

[MpoBepka cunTaeTcs BbINONIHEHHOW, ecrniu hann oTyeTa tests.log COOEPXUT Crieayto-
LLMEe CTPOKM:
sending incremental file list
./
level/
level/file

sent 389 bytes received 48 bytes 874.00 bytes/sec
total size is 346 speedup is 0.79

sending incremental file list

parsec_testdir/

parsec_testdir/level/

parsec_testdir/level/file
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sent 420 bytes received 50 bytes 940.00 bytes/sec
total size is 519 speedup is 1.10
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX

KC3 — komnnekc cpeacTs 3awuThl

HCL — HeCaHKUMOHMPOBAHHLIN AOCTYN

Ol  — onepatmBHas NamATb

OC  — onepauuoHHas cuctema creumanbHoOro HasHadyeHus «Astra Linux Special Edition»
NMPO — npaBwuna pasrpaHn4yeHnsa goctyna

CBT — cpeacTtsa BblYMCIIUTENBHON TEXHUKW

CYB — cuctema ynpasneHnsa 6azamu gaHHbIX

oC — dhannosas cuctema

CCR — Container Clearance Required (aTpnbyT cnocoba gocTtyna Kk CoOaepXnMmomy KOHTenHepa

B pamKax MaHAaTHOro ynpaereHus 4OCTYNnoMm)

DAC — Discretionary Access Control (auckpeLmoHHOe ynpasneHue 4oCTYrnoMm)

IP — Internet Protocol (mexceTeBor NpoToKos)

IPC  — InterProcess Communication (MexnpoueccHoe B3anMogencTBume)

MAC — Mandatory Access Control (MaHgaTHOe ynpaBneHne gOCTYnoMm)

PID — Process ldentifier (ngeHTudukaTop npouecca)

SQL — Structured Query Language (s13blk CTPYKTYPUPOBaHHbIX 3arnpoCcoB)

TCP — Transmission Control Protocol (npoTtokon ynpaeneHus nepegadyen gaHHbIX)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKnx gentarpaMmm)
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