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CEPBEPHAA OMNMEPALUVNOHHAA CUCTEMA
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Jinpep B o6nacTn paspaboTku 3amieHHoro
uHppacTpyktTypHoro N0 B Poccun

15+ neT 35+ 3300 +

CoBMeCTUMbIX
NPOrpaMMHbIX U
annapaTHbIX NPOAYKTOB

PeanbHOro onbita MpoaykToB
pa3paboTtku OC

2 800+ 76% C3u

Nonsa Astra Linux Ha
Yenosek B KoOMaHAae poccumncKkom pbiHke OC
B 2023 .

BCTpoeHHble YHUKanbHble
3anaTteHToBaHHblie C3U




Kakasa cepBepHas OC (ASTRA LINUX)
HY)XHa Ou3Hecy cerogHa?

@@D COOTBETCTBYET TPEOOBAHUAM PEryIATOPOB
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|| ObecneynBaeT paboTy B zalmMuULEHHON cpefe
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EED FapaHTUpPYeT KayecTBeHHyo paboty UT-uHdpacTpyKTypbl
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@ MpepocTtaBnseT HeobxogMMble yCNoBUS ANS
&, undpposou TpaHchopmaumm bmsHeca

{@é NmeeT NONHOUEHHYO NOAAEPXKY U CONMpOoBOXAEHUE
OT BEHA0pA Ha BCeM XXU3HEHHOM uuKne




| Astra Linux Server — onTumanbHbilii BbIGOP! (AsTRA [H0X)
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NMoAaTBepXxaeHHasn
6e30nacHoOCTb

CepTnduKaTbl BCEX OTEHYECTBEHHbIX
perynaTopoB 1 cO6CTBEHHbIE
BCTpOeHHble C3U

Bubnuorteka
roToBbiX O6pasoB

BkntoyaeT o6pa3bl AMCKOB

N KOHTenHepoB ¢ OC Astra Linux,
roTOBble K 3arnycKy B pa3/In4HbIX
cucTtemMax BupTyanusaumm

N KOHTENHEepU3aLunm

Ao
Qo

Hape)XHble
cepBepHblieé KOMMOHEHTbI
npOTeCTMpOBaHbI, BKJTHOUEHbI N

HacTpoeHbl A4na paboThbl
NoZA BbICOKMMW Harpyskamu

O
&
NHCTPYMEHTbI

dBTOMaTuaumm

BO3MOXHOCTb pa3BepTbiBaHUS
CNOXHOW NHPPACTPYKTYPbI
B HECKOJIbKO KJIMKOB
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BupTtyanusauyus

MU KOHTeNHepusauus

3alMLLLEeHHbIN CTeK
BUPTYyanusauum

BesonacHasa cpena BbINONHEHUS
KOHTEMHEePHbIX HAarpy3oK

MexaHunsmbl
MuUrpauvm
OTpa6OTaHHbIe MeToOnNKN

nepexona c Apyrnx
OnepaLMOHHbIX CUCTEM




NoaTrBep)xaeHHana 6e30nacHOCTb (ASTRA LINUX)

Mpodunb 3aWNTbl ONEPALMOHHBIX CMCTEM TUNa A
NnepBOro Kjacca 3awmThl.

L an

3 e MepBblt ypOBEHb AOBEPUS
DCTIK Poccum \ K OMepaLyOoHHbIM CUCTEMaM.

MepBbIn KNacc 3awmTbl gna CYBM, cpencts
BUPTYyann3aumun n cpencTs KOHTEMHEPU3aALUN.

CooTBeTCcTBME TPEDOOBAHUAM
K C3/ no knaccy sawmweHHocTu 16. ™~

DCh *

Mo nepBOMYy Knaccy 3alluTbl
nHbopmaumn.

MuHO60pPOHbI PD *

* nn1s Bepcumn Astra Linux Server 1.8 ceptugukaymsi naaHmupyetcs B koHue 2025 r.




KoMnnekcHas 3awuTa onepaumoHHON CUCTEMbI (ASTRA LINUX)

*  WNpeHTndunkaumua n ayteHTudukayms * 3anyck TO/bKO MPOBEPEHHOIO
(nopnuncaHHoro) NO
* Peructpauymsa cobbiTmn 6esonacHoCTH
* 3awwuta MO oT Mmoandpukaunn

e 3awmTa NaMaTmn BO BpPeMS UCMOJIHEHUS
«  dunbTpaums ceTeBOro NOToka * JlocTyn K OaHHbIM
C pa3peLlleHHbIM YpOBHEM NpaB
e 3awuTa cpenbl BUPTyanmsaumm \

* 3awmTa KOHTeNHepusaumm

OBECMNEYEHUE BE3ONACHOCTU 3A CHET HAAE)XHOU APXUTEKTYPbI




BE3ONACHOCTb

| YpPOBHM 3alUMLLEHHOCTMH

YpoBeHb 3awumeHHocTn OC ans Kaxagoro aneMeHTa MHPOpPMaLNOHHOW CUCTEMDbI
BblOMpaeTcs B 3aBMCMMOCTM OT aKTyasibHbIX Yrpo3 6e30nacHOCTM.

Takon nogxon No3BONSEeT HaNPaB/SATb 3aTPaTbl HA HEOOXO4MMbIE Mepbl 3aLMUThl,
KOTOpble COOTBETCTBYIOT peasibHbIM pUCKaM.

/
MAKCUMAJIbHbIA «CMOJIEHCK»

3awumTa OT Yyrpos HapyLweHus
KOHPUAEHLNANBHOCTM MPM MOMOLLMK
MaHAATHOrO ynpaBfeHust 4OCTYMNOM
(MPL) c yueToM paspeneHus
MHPOPMaLMM NO YPOBHAM OOCTYynMa.

BkntoyaeT B cebs Bce cpencTea
N3 YCUNEHHOro ypoBHA «BopoHex».

NpumeHeHue

30 KUK, Tnc, ACYTH, NCNAH go 1-n
KaTeropum (knacca, ypoBHs)
BKItoUUTENbHO. Knacce! AC no P AC:
Bce Knacchbl AC, Bkmoyvas 3A, 2A, 1B,
1B, 1A.

JNiobaa nMHpopmMaLmsa orpaHNYEHHOro
[A0CTyna, B TOM Yucne
roCyfapCTBEHHAs TaliHa YPOBHS
«0Ccob0oM BaXKHOCTU».

~
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YCUJIEHHbBIN «BOPOHE)X»

3alwuTa OT yrpos cpencreamu
3aMKHYTOM nporpamMmMHol cpeabl (3MC).
Obecne4ynBaeTcs 3anycK TONbKO
nosepeHHoro MO, uenocTHoCTb
KOTOPOro He HapyLlleHa.

MaHAATHbIN KOHTPOb LLe/IOCTHOCTHU
(MKLL) obecneymnBaeT 3awuTy oT
HEeCaHKLVMOHUPOBAHHOIO N3MEHEeHUs
KPUTUYHbIX dalifios, B TOM Yncse

NMpumeHeHue

30 KW, Tnmc, ACYTn, NCNAaxH go 1-n
KaTeropuu (knacca, ypoBHS)
BKJTIOYNTENbHO.

Knaccbl AC no PA AC: 3b, 2b, 1I, 111.

Nnpu peannsauum yrpos «HyneBoro gHs».

ASTFE&VIELNUX |

BA30BbIA «OPEJ1»

He MoXeT npuMeHATbCS

Aans obpabotkm nHdopMaLmm
OrpaHU4YeHHOro AocTyna,

K KOTOpPOM NpeabaBnstoTcs
TpeboBaHWA No 3awmTe.

NMpumevaHue

flBngeTca BapuaHTOM
nUuUeH3npoBaHUS
HecepTuduymposaHHom OC,
NO3TOMY HE peKkoMeHayeTcs ANd
KOPNOpaTMBHOIO NUCMOJIb30BaHUS.




DOYHKUMNOHAJIbHOCTDb

Cebiwe 20 cueHapueB UCNoJsib3oBaHusa cepsepHou OC

KoHTponnep gomeHa

CepBep ceTeBbIX CNyX0O
(DNS, DHCP u T. 4.)

MMnepsusop

[ASTRAﬁLINUX )
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CepBep ceTeBOM KOHPUrypaunm

r

TepMunHanbHbIN CepBep NTP-cepsep CepBep ynpaBneHus Tpadukom MNnatdopma KOHTENHEpPU3aLMn
NPUNOXXEHUSA
dannoBbin cepBep Web-cepBep MouToBbIN CepBep VPN-cepgep

CepBep normposBaHus

Npokcun-cepsep

CepBep neyvaTun

CepBep CKaHUPOBaHUS

PA3PABOTKA

Ve

Cepeep CYBA

CepBep ob6MeHa coobueHnamm

Cl/CD - cepBep

SDS -xpaHunuuwe

CepBep MOHUTOPUHrA

CepBep TPacCMpOBOK




NAKETHASA BA3A

| CtpykTypa peno3sutopuen Astra Linux

OCHOBHOM U pacLUUPEHHbINA PEMNO3NTOPUN ABNAIOTCS YaCTbiO ONepPaLMOHHOM
CUCTEMDbI, cogepxallen 6asoBble U AOMNONHUTENbHbIE MaKeTbI.

OcHOBHOM
(Main)

MpoxoanT cepTuduKaLmio
B MOJIHOM obbemMe

MonHbIN KOMMNEKC
TEXHMYECKOM Noanep>KKn

AHTUBUPYCHbIN KOHTPO/b
CTaTmyeckun aHanm3 Koaa

JVHaMmnyeckmn aHanms Koga

PacluMpeHHbIN
(Extended)

He nognexwur
ceptTudmnKaymm

OrpaHnYeHHbI 06BbeM
TEXHNYECKOMN MOALEPKKMN

AHTMBUPYCHbIA KOHTPOJb

[ASTRA&LINUX )
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O6bemM nakeTHOM 6a3bl

10815

Astra Linux Special Edition 1.6.0

14 156

Astra Linux Special Edition 1.7.0

24 662

+31%

+74%

Astra Linux Special Edition 1.8.0




LLinpokass coBMecTMOCTb (RS Eux)

Mporpamma TexHonornyeckoro naptHepctea READY FOR ASTRA ¢
npousBoguTensamMmm obopynoBaHms U pa3paboTymkamMm NPorpaMMHOro obecneyeHms
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CepTMdULMPOBAHHbIX Mopenen cepTUPUUNPOBAHHOIO

NMPOrpaMMHbLIX MPOAOYKTOB o6opy,u,OBava Hop,n,ep»(MBaeMue apXUTEKTYpPbI

3KOCUCTEMA COBMECTUMbIX OTEYECTBEHHbIX TEXHOJIOrMN: PELEHWNA 0114 NIOBbIX 3A0AY

ﬂH,U,EKC (% CBEP IS % rroonc [®12ruc %2 Huawe EliteBoard &' IPUHOHD  popcanT.
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AKTyanbHbIN 1 NONHbIN NepeyveHb — astra.ru/ready-for-astra



http://astra.ru/ready-for-astra/
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Astra Linux Server 1.8 ASTRA LINUX )

[NlocnegHee o4yepegHoe obHoBNEeHMe

Ha npoBepeHHOM Debian 12 Bookworm ObICTPbIM NPOLECC HACTPOMKN NOA MpPoCTO, MOHATHO, MPUBbIYHO.
TpeboBaHMsA perynsaTopos

Yoob6Hble pexumbl paboTbl s

aAMUHNCTPATOpPOB.
COBMECTUMOCTb C COBPEMEHHbIM 3a oauH wWwar noce cbopa
obopynoBaHMeM HeobxoAVMbIX NapaMeTPOB
BCTPOEHHblIe MeXaHN3MblI B cocTtase OC,
obHoBneHus c 1.7 Ha 1.8 ¢ cepTMdULMpoBaHHas
coxpaHeHmneM HacTpoek u N0 PCTIK no 1-my
KJlaccy 3aWwuThbl AN
CyE,D, YO8 00 MmO AB=0 @ v ]
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3awuuieHHaa CYb/l1B 1.8 (ASTRA LINUX)

SERVER

HEOTAE/IMMASA YACTb OC

+ t"c?ntor +

«3awmueHHas CYb»* PostgreSQL 15.10 MaTum Tantor Basic MexaHW3Mbl 3aL1ThbI
Astra Linux Special

Edition

12

* [lporpaMMHBbIF MoAYIb «3aLMLeHHAst CUCTeMQa yrpasieHns 6a3amMu JaHHbIX orlepaumMoHHov cuctemsl Astra Linux Special Edition»




NMpeunmywecrtBa (ASTRA LINUX)
sawuweHHou CYb

Q Ha 6a3e PostgreSQL 15.x, Q Ceptudumkauma ®CTIK
NOJIHas COBMECTUMOCTb Mo 1-My Kiaccy 3awuTbl As

CYb

NonHas coBMecTUMOCTb

0 MNpodeccnoHanbHoe Q
COMPOBOXAEHME U NoAaepPXKKA ¢ Tantor Platform

° YcoBepLIeHCTBOBaHMSA Q MexaHu3Mbl
(byHKLMOHAN aHanorn4yeH 6e3onacHocTn B 3CYBA:
Tantor Basic):

* MaHpaTHOe ynpasrieHue

* KonuuyecTtBo napTuumin LOCTYNoOM

© MeHbLe 610KMPOBOK CTPaHUL * KOHTpO/b LLeNoCcTHOCTH
AaHHbIX B 00wem bydepe KOHPUrypaumnm

* OnNTMMKM3aUUa aNnropnuTMoB * CobcTBeHHas cuctema
CXaTusa gaHHbIX pglz NPOTOKONIMPOBAHUS COObITUI

* CxaTtme WAL-dannos * lapaHTUpoOBaHHaA o4nCTKa
(Iz4, zstd) yAANEeHHbIX N USMEHEHHbIX

AaHHbIX B dannax 3CYb[

* OumncTka ocBoboxgaemom
onepaTUBHOM NaMsATU




NlnueHsunpoBaHue Astra Linux Server

BapuaHThl
NULEeH3NpPoBaHUS

Cpoku
NULEH3MpPoBaHNA*

YpOBHU
3alMLEHHOCTH

Crnocobbli
MocTaBkKu

dusunyecKkumn cepeep

npe,D,OCTaBJ'IﬂeTCFI B COOTBETCTBUN
C KOnn4yecTBoM cokeToB. OgHa
NNUEeH3nd NokKpbiBaeT A0 2 COKEeTOB.

CpO‘-IHbIe JINLLEH3NMN

lrog 2ropa 3ropaa

MakcumMmanbHbii «CMOIEHCK»

Ceptudukaumsa ®CTIK Poccum — MoxeT
obpabaTbiBaTbCA Nt0baa MHGopMaums
OrpaHWUYeHHOro AoCTyna,

B T. Y. rOCyAapCTBEHHas TallHa YPOBHS
«0COobOM BaXXHOCTU.

DNEeKTPOHHbIN
dopMynap B 3/1€eKTPOHHOM
BUae, AancTpmbytms
B JINYHOM KabuHeTe.

BupTyanbHbii cepBep

JlnueHsuna Ha 1 BupTyanbHyto
MaLunHy.

BbeccpoyHas nuueH3us

YcuneHHbin «BopoHex»

Ceptudukauyms ®CTIK Poccum
rno 1-mMy kKnaccy 3awuueHHocTn: N'Mc,

n dopmynsp.

[ASTRAﬁLINUX )
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HeorpaHquHHaﬂ BUPTyaanusauuma

OpgHa NUuUeH3usa o 2 COKETOB U
HeorpaHMYeHHOro KOMYeCcTBa
BUPTYaslbHbIX MaLUWH.

* Bk/OYeH cepTuduKkaT Ha 0GHOBNEHMUS
«Tun 1» unm «Tun 2» Ha 1, 2, 3 roga.

BasoBbi «Open»

HecepTnduumnpoBaHHasa pepakums.
He MoXeT NpMMeHSITbCS B CMCTEMAX
C TpeboBaHMAMM K 3amuTe

NUCngH, KNA n ACY TI1. uHbOpMAaLMI.

:{0) ¢ nVlCK OEM
YCTaHOBOYHbIN ANCK, YCTaHOBOYHbIN AUCK YCTaHOBOYHbIN ANCK 1
AVCK C LOKYMEHTaLMell 1 bopmynsp. dopmynsp. TonbKko ans

6eCcCpOoYHbIX NIULEH3UNA.

14




TexHn4yeckas noaAepIKKa (ASTRA LINUX)

Mopnepxka 24/7 no Bcen
° Poccuum oT akcnepToB

«lpynnbl AcTpa»

6e3OI'IaCHOCTM, onepaTtmBHbIM
N NNaHOBbIM OOHOBNEHUAM

Q [ocTyn K 06HOBNEHUSIM

ba3a 3HaHUU C
0 bnbnuotekon paHee

peweHHbIX MHUNOEHTOB

SERVER

ObpalieHne yepes NNYHbIN
KabuHeT, no TenedoHy nnun yepes
BblAE/IEHHbIV KaHaN TexnoanepxXkKu

npeJJ,OCTaBJ'IeHMe Pa3nnNYHbIX
ypOBHEIZ noaaep>XkKum B 3aBMCNMMOCTU
OT CJTIOKHOCTHU 3anpoca

CnpaBOYHbIN LLEHTP
C WabnoHaMu, MHCTPYKLUSMU,
PYKOBOACTBAMMU



| MNpo o6yueHune

bonee 400

obpa3oBaTeNbHbIX
opraHmM3auumn-napTHEpoOB

bonee
22 000

cneymanncTos obyyeHo

bonee 20

oby4atoLwmx nporpaMm
L9 Nosib30oBaTeNnen
N afMUHUCTPATOPOB

B cBo6oaHOM
pocTyne

onbnnoTeka y4ebHbIX
MaTepuanos




bonee 8000 knueHTOB, CpeaAn KOTOPbIX:
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ACTPA ASTRAﬁLINUX
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Cawnt:
E-mail: info@astralinux.ru
TenedoH: 8 (800) 222 07 00



https://astra.ru/
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