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ASTRA LINUX
DESKTOP

PaspaboTaHa gns co3gaHms paboymx MecT, NoaAXoaaLWmMX ans
peLeHnsa NoBceaHEBHbIX ODUCHBIX U MyIbTUMEOUNHbIX 33434

ooo
S8
KOHLENT UHTEP®ENCA YHUBEPCAJIbHOCTb
ASTRA PROXIMA MynbTumeguitHoe n opucHoe NO

NMpeeMcTBEHHOCTb, MPVBbIYHbIN B 6asoBoN NocTaske

NMoJsib30BaTeIbCKUM OMbIT

0
JlerkocTb 1 BO34YLWHOCTb, &j
CAEPXaHHOCTb M JTAaKOHNUYHOCTb
COBMECTUMOCTD
HenpepbiBHas paspaboTka, MoaaepiXKa LWMPOKOro cnekTpa
y4eT MnoxenaHur nonb3oBaTenemn CTOpPOHHero codpta n obopynoBaHus

# @ ] LibreOffice 6 ol «
ASTRA LINUX | chromium gost @ O Hbre0fce AVLC
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T | ASTRA LINUX SERVER (oti L)

OnNTUMKU3MpPOBaHa A5 BbICOKUX HArpy3oK,
npepHa3HavyeHa ana cepBepHoi Yactn UT-nHbpacTpyKTypbl

a0 &

CEPBEPHbIE KOMINOHEHTbDI ABTOMATU3ALINA
— Bknio4eHbl U HACTpPOeHbl /19 paboTbl PasBepTbiBaHMe CJIOXXHOW
— MoA BbICOKMMU HarpyskKamu, npoLun MHDPACTPYKTYpPbl B HECKOJIbKO KITMKOB
— Harpyso4yHoe TeCcTUpoBaHue npu ncnonb3oBaHum Astra Automation
: r~2
= 1 (. ©
. j BI/IPTVAH_I/IBALI,I/IH BUBJIMOTEKA OBPA30B
= N KOHTEMHEPU3ALUMUA BkntovaeT 0bpa3bl AUCKOB
z 3awmLeHHbIN CTeK BUPTyanm3aunm N KoHTenHepos ¢ OC Astra Linux,

roToBbl€ K 3anycKy B Pa3/INYHbIX
cMcTeMax BUpTyanusauum
N KOHTeNHepusauunm

besonacHas cpepa BbiNMoJIHEHNA
KOHTeVIHeprIX Harpysok

hibikikibibibeh .

G722 A O
" . MUIrPALLNA BE3OIMNACHOCTbDb
b —— OTpaGoTaHHbIe MeTOAUKN MUrpaL N CepTnduKaTbl BCEX PETYNSTOPOB U
ASTFE_'EA:WIELNUX C ApPYyrux onepaumoHHbIX CUCTEM co6cTBEeHHble BCTPOeHHbie C3U
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mobile

ASTRA LINUX MOBILE (574 Tl

MpepHa3HavyeHa Asia NAaHWeToB U APYrMX MOOUIIbHBIX YCTPOMCTB, obecneynsaeT 6e3onacHyto
ANCTaHUWOHHYI0 paboTy COTPYAHMKOB B 3aLLMLLEHHOM KOPNopaTUBHOM UT-KOHType
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BE3OMNACHOCTb

CepTtudukartbl perynaTopos
M BCTpoeHHble C3UN — Te Xe,
4YTO Ny Opyrux pegakumm Astra Linux

YMPABNAEMOCTDb

Mapk ycTpoucTs c Astra Linux Mobile
MOXHO LeHTpa/n30BaHHO
aAMUHUCTpUpPOBaTb Npu nomouum ALD Pro

©

Fr’MBKOCTDb

BO3MOXHOCTb YCTAaHOBKM W 3anycka
npuno)xeHun gnsa Android

4o

COBMECTUMOCTDb

Pa6oTaeT C 60/1bLUIMHCTBOM MJIAHLIETOB,
BHeCEeHHbIX B peecTp MuHnpomMTopra PO

A

YAOBCTBO

Mopkno4YeHue Mbilwu, KNaBnaTypbl
N MOHUTOpPA NO3BONSET paboTaThb,
Kak 33 0ObI4YHbIM KOMMbIOTEPOM

]

MHTEP®ENC

ApanTupoBaH Noj CeHCOpPHbIe 3KPaHbI
CMapTHOHOB M NJIAHLLETOB
C MaJion guaroHanbto
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ASTRA LINUX
EMBEDDED

BcTpamBaeMas pepakums OC ans cneumanmsnpoBaHHbIX YCTPONCTB

CneuynanusnMpoBaHHbIe YCTPoMUCTBa — punsmyeckoe obopyaoBaHme,
KOTOpOe pellaeT KOHKPETHbIE 3a4a4uM, onpeneneHHbie
NnpPou3BOANTENEM NPU CO34aHMN U NPOEKTUPOBAHUM
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COBMECTUMOCTD

Moanep>Kka OCHOBHbIX NPOLLECCOPHbIX
ApXUTEKTYP W NOMyNsPHbIX

annapaTHbIX KOMMOHEHTOB D—’ I@ |

\
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SALLWMLLLEHHOCTDb

CepTudukaTbl perynsiTopoB pbiHKa U
MHTerpmposaHHble C3W, no3sonsowme
npuMmeHaTb OC Nnpu co3gaHuun
AOBEpPEeHHbIX peLueHun

ks
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MpopaboTka peleHn nog KOHKPETHbIe
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4TO HOBOI'O
B ASTRA LINUX 1.8

Astra Linux 1.8 — poccumnckasa onepaunoHHas cmctema
HOBOrO NOKONIEHUS C COBPEMEHHBIM MHTEPPENCOM,
yOoo6HbIMK HacTporikamu C3U, noaaepXKon CBEXMNX
Aaep M akTyanbHOM NakeTHoM 6ason

YcTaHoBKa cTana npote, a obHoBneHme c Bepcun 1.7
Ha 1.8 BbINO/IHAETCHA aBTOMaTU4YECKH

MepenpuTe Ha Bepcuio 1.8
O6HoBWUTE CBOE NpepcTaBneHne o BO3MOXHOCTAX Astra Linux

NoapobHee

flapo u nakeTHas
6a3a

N3MeHeHne noaxoaa
K nogaepxke agep Linux:

® dAppo ot UCI PAH
C 0OJITOBPEMEHHOM
NnooAep>XKOn

O6HoBNsAeMoe 94p0
AN COBMECTUMOCTU
C HOBbIM 060pYyAOBaHMEM

CoBpeMeHHas nakeTHas 6a3a
Debian 12 Bookworm

YcTaHoBKa
n OOHOBNIEeHUue

ABTOMaTUu3auUusa nepexoaa
cBepcun 1.7 po 1.8

HoBasi nporpamMma ycTaHOBKM
OC u dyHKums Live CD

-
ASTRA LINUX

BbezonacHOCTb

Mpodwnnn HacTpoek C3U

3awmweHHaa CYb/,
B coctaBe OC

KOHTpOsb cOCTOSAHMUSA
BUPTYasnbHbIX MALINH

YnydweHusa B pabote
C COObITUAMMU

UHTepdeiic

HoBbIM BU3yasbHbIN CTUNb
n uHTep@deric Astra Proxima

BbicTpas agantaums
nosnb3oBaTesnien Npu
murpaumm ¢ Windows



https://astra.ru/proxima/
https://astra.ru/proxima/

ASTRA LINUX:
BE3OMACHOCTb

MepBbi ypoBeHb aoBepusa ®CTIK,
cepTudukaTbl BCEX perynsaTopos

Ncnonb3oBaHue B N06bIX MHHOPMALLMOHHBIX
cncTemax

Habop yHUKanbHbIX
cpeacTB 3awmTbl UHpopmayum (C3U)

HenTpannsauunsa TUMOBbIX Yrpo3 U YA3BUMOCTEWN
«HYNeBOro AHA» BCTPOeHHbIMU cpencteamu OC

(ASTRAﬁLINUX”)

PBIMO: cooTBeTCTBME CTaHAApPTaM
pa3paboTku 6e3onacHoro MO

dokyc Ha 6e30MacHOCTU Ha KaXaoM 3Tarne
CO30aHUNA: OT apPXUTEKTYPbI —
[0 KOHBelepa coopku n nybnmkaumm

COBMeCTUMOCTb U UHTErpaums
C pacnpocTpaHeHHbIMU cpeacTBamu B

[MpocToTa NocTpoeHud
KOMMNEKCHOM CUCTEMbI Be3onacHOCTHU
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SALLUIMTA MTHOOPMALIUAN

BcTpoeHHble cpeacTBa 3awmThl MHbopMaLum

OT HECAHKLMOHMPOBAHHOIO AOCTYMNa NO3BONAOT
paboTaTb C gaHHbIMU 06O CTENEHN
KOHPUAeHUManbHOCTN 6e3 HanoxeHHbIx C3U

® NepcoHanbHble AaHHbIE
@) Kommepueckas TaliHa

FlocypapcTBeHHas TaMHa:
« CekpeTHO
« CoBepLUeHHO CEKPETHO

« Ocobowr BaxXHOCTU

Apyrue koHpUaeHUnanbHble
cBeaeHus

CranpapTtHbie C3U ana OC
® [NCKpeunoHHOoe ynpaB/ieHne 4OCTYNoM
® Perucrtpaums cobbiTnin 6e3onacHoOCTH

® KOHTpPONb NOAKJIIOYEHHbIX CbEMHbIX
HocuTenewu

® PeXuM «KMOCK» - CMUCOK pa3pelleHHbIX
K 3anyCKy MPUIoXeHNM

YcuneHHas 3awumTa
® MaHpaTHOe ynpasneHue goctynom (MPL)
® MaHpaTHbIM KOHTPONb uenoctHocTu (MKLL)

® [OMHaMN4YeCKUA KOHTPOJIb LLe/IOCTHOCTHU
(3MNC, 3aMKHyTas NporpaMmMHas cpega)

[ASTRA“UNUX@]

UHdppacTpykTypHbIe C3U

® MexaHun3mbl 3awmTtbl CYB/
MU CpencTs BUpPTyanm3auum

® 3awumuweHHas cpega
KOHTEeMHepHOW BUPTYyanm3auum

UHTerpauua c CK3UN

¢ Bo3MoxHoOCTb npuMeHATb CK3U
knacca KC3 ¢ ceptudurkatamm

noboro perynatopa B 3aMKHYTOM

nporpaMMHoI cpene

1



SAMKHYTA{A
NMPOrPAMMHASA CPEQA

2 CucTeMa NpoBepsieT Hann4ne LoBePEeHHOro
cepTudmkaTa NOANNCK Nepep 3anyCckoM NMporpamMm

& Mpwn coBnageHnn KOHTPOJIbHbIX CYMM CUCTEMa
AaeT Nofib30BaTesto NPaBo 3anyCTUTb MPUIOXeHWe

P AOMUHUCTpPaTOP MoXeT 0o6aBNsaTb
B N OT3bIBaTb JOBEPEHHbIE CepTUDUKATSI

e
ASTRA LINUX

3MNC: 3anyck poBepeHHOoro
npuknapHoro NO

bnokupyeT 3anyck
HepgoBepeHHoro codTa

3awmuaeT oT NogMeHbl
NPUNOXEHNN

YnpouwaeT agMMHUCTPUPOBaHne
NPUIOXEHNI
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MAHAATHbIA KOHTPO/J1b
LEJIOCTHOCTU

OI'IepaLI,MOHHaFI cnctemMa CcerMeHTUpyeTcd C NoMoLbio
MEeTOK MNno ypoOBHAM LEJTOCTHOCTUN — B3J/10M ogHou
noacmncTemMbl HE CKOMIMPOMETUpyeT pa60Ty OPpyrux

B Astra Linux «BopoHex n «CMoneHck» peanmsoBaHbl
pekoMeHayeMble HacTpounkn MKL,. AOMUHUCTPaTOpP CUCTEMDBI
MOXeT M3MEHUTb NapaMeTpbl Npu HeobxoAMMOCTHU

Cynepnonb3oBatesib root B OC Astra Linux no ymonyaHuo
paboTaeT ¢ MMHMUMaNbHOM METKOM LLeNTOCTHOCTM.
MNepexsBaT ero y4eTHOM 3anNmMcn He NPeaoCTaBuUT
3/10yMbILW/IEHHUKAM JOCTYN K yNpaBAeHUIO BCEN CUCTEMOMN

MKLL: sawumTa OC OT BTOpP)XXEHUNA
M HeCaHKUMOHUPOBAHHOIO U3MEHEeHUs

® 3Ha4YnTeNbHO COKpaLllaeT NMOBEPXHOCTb aTaku

® 3awWmiLaeT OT BHEAPEHUSA N UCNOJIb30BaHUS
BPEAOHOCHOIro Koa, KOMNOHEHTa

® bnokmpyeT HenpaBOMepPHOE NOBbIEHNE
npuBuUnNernmn

® WNcknio4vaeT COKpbITUE OENCTBUMN
3/10yMbILW/IEHHUKOB B CUCTEME

® OrpaHuymMBaeT HeCaHKLMOHNPOBAHHbIM
AOCTYN UKW BO3AENCTBME HA CUCTEMY

® CHWXAET pUCK owmnbok
n3-3a YenoBeyeckoro gakTopa

13
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MAHAATHOE PA3SIrPAHUYEHUE AOCTVYINA

3awmTta KoHPUaeHunanbHoM uHpopMaLUm OT YyTEUKU

MP[] npepocTtaBnseT be3onacHble «MecoyYHuLb» gns paboThbl

C KOHdUAEHUManbHOM nHbopmaumnen ) BbICOKMIA
YPOBEHb

Nonb3oBaTenaM 1 fOoKyMeHTaM agMmnHucTpatop Nb
npucBanBaeT METKM N KaTeropmu, KOTopble onpeaensoT
YPOBEHb A0CTYyMNa K KoHbunaeHumManbHon nHbopmauum

CPEAHWIA

NMonb3oBaTesib HE MOXET B3aMO4eNCTBOBATb C d)aVIﬂaMM

©osnee BbICOKOro YPOBHA 0OCTYyMNa: YNTaTb, UISMEHATDL, YAANATDb,
nepeMeLllaTb, OTNpPaBJ/iATb, KOMMPOBAaTb COA4EPXNMMOE

) HU3KWA

YPOBEHb

14
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YPOBHU SALLNLLLEHHOCTW
ASTRA LINUX

YpoBeHb 3awmieHHocT OC Ans Kaxnoro ajfieMeHTa MHPOpPMaLMOHHOM CUCTEMbI BbiIOMpaeTca
B 3aBMCMMOCTM OT aKTyasilbHbIX Yrpo3 6e30nacHoCcTn

Ka)K,EI,OMy YPOBHIKO 3alliTbl COOTBETCTBYET AHANOMNYHbIN BapUaHT JINLLEH3NPOBaAHWA

Ba3oBbin YcuneHHbin MakcumManbHbIN
«Open»* «BopoHex» «CMOneHcK»

C3U co6cTBEeHHOM pa3paboTku

ﬂ,VICKpELI,VIOHHOG ynpasneHne oCcTyrnom (O,EI,VIH YPOBEHb KOHCI)VI,D,eHLI,VIaJ'IbHOCTVI),

° + + +
KOHTpO/b ycTaHaBnneaemoro N0 1 ayanT cobbiTnin 6esonacHocTH
3amMkHyTaa nporpammMHas cpeaa (3MC) no3sBonseT 3anyckaTb TONbKO goBepeHHoe MO + +
MaHAaTHbIN KOHTPONb uenocTHocTy (MKLL) 3awmwaeT oT U3MeHeHUM KPUTUYHYIO + +

MHPOPMaLUIO U KOMMOHEHTbI CUCTEMbI, B TOM YMC/1E NPU YrpO3ax «HYEeBOro OHA»
MaHgpaTHoe pa3srpaHuyenue goctyna (MPL) — ynpaBneHue npaBaMm nosnb3oBaTtenem

Ha 4YTeHNE N NSMEHEHUNE OOKYMEHTOB B 3aBNCMMOCTHU ar
OT YPOBH4A KOH(bVI,EI,eHLI,VIaJ'IbHOCTVI OadHHbIX 1 KaTeropumn VIHdJOpMaLI,VIVI

* BapuaHT nuueHsnpoBaHua HecepTudmumposaHHon OC. He MoxkeT npuMeHaTbCs ana 06paboTkM MHDOPMaLLMKM OrpaHUYEHHOro AOCTYyNa 15
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CEPTUD®UKAT COOTBETCTBUA
NPOLIECCOB EE3OMNMACHOMN PASPABOTKMU MO

@®CT3K Poccum oduumanbHO NOATBEPXKAAET COOTBETCTBUE

| Mpu3HaHHanA 3penocTb NPOLLECCOoB pa3paboTKu
npoueccoB pa3paboTku Astra Linux HOpMaTMBHbIM TpeboBaHNAM

BblCOKUi1 ypoBEeHb fgoBepUs

CepTnduKaT BblAaH HA OCHOBE 3ak/oYeHUs MHCTUTYTa
CMCTEMHOrO NporpaMMmpoBaHns PAH — ogHOro n3 cambix
ABTOPUTETHbBIX LLEHTPOB 3KCNEPTU3bI.

3awumTa OT peasibHbIX yrpos

Be3onacHas paspaboTka MUHUMU3MPYET pUckKn, obecneynBaeT
3aWmnTy MHDOPMALMOHHOW CUCTEMBI OT KMbepaTak, peannsyembix
Yyepes UCMosb30BaHME YA3BMMOCTEN

YCcKOpEeHHbIN BbIXog, OGHOBNEHUN

| BO3MOXHOCTb BHOCUTb U3MEHEHUS B CEPTUPULMPOBAHHbIE MPOAYKTbI
6€e3 NOBTOPHbIX UCMbITAHNI 3HAYNTENBHO YCKOPSET BbIXOA 0OHOBNEHMUI Ceptudukatbl Astra Linux



https://astra.ru/upload/iblock/b00/3ar5herf59agnlye7w3stxe84ra9o6lf/Sertifikat_RBPO_RusBITekh_Astra.pdf
https://astra.ru/upload/iblock/b00/3ar5herf59agnlye7w3stxe84ra9o6lf/Sertifikat_RBPO_RusBITekh_Astra.pdf

KOMMJIEKCHOE MMNOPTO3AMELLEHUE

HA BA3E ASTRA LINUX

®ALD™

ALD Pro — cnyxba katanora gns
LEeHTPa/IM30BaHHOIO yrpasieHns
NT-nHdpacTpykTypom

o ABTOMaTM3aLMs yNpaBieHns
napamMeTpamMy KOMMbIOTEPOB U
aKKayHTOB MoJib30BaTesNen Npu
MOMOLLM rPYNMOBbIX MONUTUK
(aHanormnyHo MS AD)

« EOnHasg Toyka CKBO3HOM
ayTeHTUdumKaunm Kerberos v5

« [enernpoBaHune NosIHOMOYNI
aAMMHUCTPATOPOB Ha yrnpaBneHue
obbekTamMm JoMeHa

« ABTOMaTM4eckoe pa3BepTbiBaHME

MNoppobHee >

ACM

ACM — pelweHve ons MHBeHTapu3aumm
paboymx CTaHUWNI U CepBEPOB, YCTAaHOBKM
n obHoBneHns OC n npuknagHoro MO

« MaccoBas ycTaHoBKa M 0OHOBNEHUS
OC Astra Linux

« PacnpoctpaHeHue MO u cobnogeHne
KOPNOpPaTUBHbIX CTaHAAPTOB

o VHBeHTapu3auusa NporpaMMHbIX
M annapaTHbIX XapaKTepUCTMK
C ANHAMNYECKUMU KONNEKLNAMM

« ®opMUpoOBaHME OTYETOB MO
MHBEHTAPWN3aLMOHHbBIM OAHHbIM

» becwoBHada nHTerpauymsa c
NHPPACTPYKTYPHbLIMU peLlEeHUSIMN
«l'pynnbl AcTpa»

MNoppobHee >

(ASTRAﬁLINUX‘”J

W wine”

Astra Wine — pelweHue gns 3anycka
B Linux-cpeae NnpuioXeHUn, HanncaHHbIX
nop, onepaunoHHyto cuctemy Windows

o CoxpaHsaeT HenpepbIBHOCTb
OM3HeC-NpoLLeccoB Npu Nepexone
Ha oTeyecTBeHHoe MO

« [o3BonseT paboTaTb C NPUIOXEHUSAMMN
Microsoft Office n npodunbHbIM MO:
ERP, PLM, CAD v ap.

o MoxeT paboTaTb B 3aKPbITOM KOHTYpe
(on-premises nnu standalone)

 Bkntoyaer cncTteMmy MOHUTOPUHra
M MaCCOBOIo pa3BepTbiBaHNA

« ObecneuymBaeT 6e30MacHOCTb
3anycka nporpaMmMHoro obecneyeHus

MNogpobHee >



https://aldpro.ru/
https://astra.ru/software-services/application-software-astra-group/acm/
https://astra.ru/software-services/application-software-astra-group/wine/

NMAPTHEPCKASA DJKOCTUCTEMA
READY FOR ASTRA

MporpaMma TeXHONIOMMYECKOoro NapTHEPCTBA C MPOU3BOAUTENSAMU
0bopyaoBaHMA N pa3paboTymMkamm NporpaMMHoro obecneyeHms

0]0]0)
@ 1250+ cepTUPULUMPOBAHHBIX MPOrPaMMHbIX
NPOAYKTOB
000
@ 2050+ moaenen cepTUPUUNPOBAHHOTIO
obopynoBaHus
000

@ JKoCMCTEMA COBMECTUMbIX OTEYECTBEHHbIX TEXHOOMMIA:
BbIOOP MHCTPYMEHTOB nog, Ntobyto 3agady

AKTyanbHbIV cnucok — astralinux.ru/ready-for-astra

(ASTRAﬁUNUX‘)
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https://astralinux.ru/ready-for-astra/

-
ASTRA LINUXE

TEXHUYECKASA NOAAEPXKA

@ ConpoBoxaeHune 24/7 no Bcen Poccum ot 000
3kcnepToB «[lpynnbl AcTpa»

@ Ob6paleHne Yyepes NNYHbIN KABMHET, No TenedoHy 000
NN Yepes BblAeNeHHbI KaHas TeXnoanepxXkKm

@ [ocTyn K o6HOBNEeHMsAM Be30nacHOCTH, 000
OMepaTMBHbIM U NJIAHOBLIM OOHOBIEHUSIM

@ «CrnpaBoYHbIN LLeHTp» C WwabnoHaMmu, 000
NHCTPYKLMAMUN, PYKOBOACTBAMMU

@ baza 3HaHuM c BubnuoTekon paHee 000
peLleHHbIX MHUNAEHTOB




OBYYEHUE

@ Bonee 400 obpa3oBaTefibHbIX OpraHn3aLmn-
napTHepoB

@ Bonee 20 oby4atowmx nporpamMmm ans
nonb3oBaTtenen n agMMHNUCTPATOPOB

@ O6yyeHMe TeEXHNYECKMX
CMNeunanncToB 1 Nosb3oBaTenen

@ BubnmnoTteka y4uebHbIXx MaTepmanos B
cBobogHOM gocTyne

0]0]0)

o000

000

o000

[ASTRAﬁLINUXﬂ
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BbilrOlbl C ASTRA LINUX

o]e]e)
BHyLUMTENbHbIN
onbIT
MMMOpPTO3aMeLLeHMnS

B Pa3/IMYHbIX OTPACIAX

o000

ABTOMaTU3auua
MHCTaNNaumu,
HaCTPOUKMN U
OOHOBIEHUW

o000

KomMmnnekcHas
cucrtema
NHpOpPMaLMOHHOM
Oe30nacHOCTH

o000

CoBMecTUMOCTDb

C LUWMPOKUM CNEeKTPOM
obopynoBaHUS

n coprta

{ASTR&%JNUXJ

000

Co6niopgeHue
Tpeb6oBaHUMA
PEerynsTopos
PbIHKa

000

B ceppaue
3KOCUCTEMbDI

NPOAYKTOB
«lpynnbl AcTpa»

21



Astra Linux

MNepexoounTte Ha canT

Rutube

CMoTpuTe BUAEO

Cnacubo
3a BHUMaHue!

Npynna AcTtpa

Cnegute 3a HOBOCTAMM



https://astralinux.ru/
https://rutube.ru/plst/255378?r=wd
https://t.me/astragroup

