ACTPA A
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AreHTHasad cmMcremMa
oNna pa3paboTku



NN -HanapHWK ONa nHXeHepa,
KOTOPbIN paboTaeT C HUM Ha ero paboyem mecTe

NH>XeHep
CTaBWUT 3agavy

OObIYHbIM TEKCTOM, KaK KoJsinere:

«[JobaBb aBTOpM3aLMIO Yepes
LDAP n Hanuwu TecTbl»

AreHT pa3bupaeTcs B Kozae,
COCTaB/SEeT MaH, NOKa3blBaeT
ero [1s CornacoBaHus

N TONbKO MOTOM AEeNCTBYeT

AreHT genaetr
paboTy

YnTaeT BECb MPOEKT, NULLET KO,
3anyckaeT TecTbl, UCnpaBnseT
oMbk

3almMTa OT ONacHbIX 4ENCTBUN
BCTPOEHa: Cy4YanHo yaanuTb
6a3y nnm obHyNnUTL
pPeno3nTopmii HEBO3MOXHO

: ACTPA UM

'Koa |

Bcée ocTtaeTcsa
BHYTpU

Hu cTpoyku Koaa,

HW OAHOro 3anpoca

He yxXxoauT 3a nepuMeTp
opraHmsauuu

Mogenb, AaHHble, NCTOPUS
3arnpocoB — BCE B KOHType
nnn B obnake «lpynnbl ACTpbI»




3aI'Ip6LLI,aTb HEJIb34d JiIelraJiIn30BAdTb » ACTPA A

KoL

YTOo npoucxogut PeryndatopHsble OnepaunoHHbIN
Ha NpakTuke TpeboBaHUS pa3pbIiB

Bonee 60% wnHxeHepos Wrpad (no 152-®3) — KomaHgbl

yXe npumeHsoT U, 0o £3 MnH ¢ neranbHbiM N paboTatoT

HO BHE KOHTPOJIMPYEMOro KOHTYpa: B 1,5—2 pa3a bbicTpee

Ct. 274.1 YK P®:

Yepes nnyHble akKayHTbl JIN4Hasn OTBETCTBEHHOCTb OTCTaBaHWe Mo CPoKaM BbiBOAA
y PYKOBOAWTENS MPU MHLIMAEHTE MPOAYKTOB Ha KIIOYeBbIX
N obxoaHble KaHabl
HanpaBneHnax

MepenaBas gaHHbIe NMepenaya OaHHbIX

Ha 3apy6exHble cepeepbl 3a pybex 6e3 cornacoBaHus MNoBbilWeHHasa TeKyYKa:
HeJonyctnma noan yxopaT Tyaa,
be3 noros, 6e3 aygut-cnepa roe eCTb COBPEMEHHbIe
WHCTPYMEHTDI

Ona KN, paboTbl ¢ NepCoHaNbHbIMW AAaHHBIMU M KOMMNAHWW, KOTOPbIM BaXkHa Oe30macHOCTb

Hy>XeH MHCTPYMEHT, Npn KOTOPOM c/yxba 6e30nacHOCTM BUOUT Kax bl 3aNpoc, KOA4 OCTaéTcs B MePUMETPE,
a UHXeHep paboTaeT 6e3 06xoaHbIX KaHaI0B




Hu 6anTa 3a nepumMeTp

Hynesas noBepxHOCTb aTaku CHapyXu. MonHbIN ayauT BHYTPU
MyTb cepTndunkaumnm GCTIK goKyMeHTUPOBaH

N3onauus

/ 0 ncxopawmx coegmHeHunm
C KOOM KJIMEeHTa

/ Mopenb paboTaet
B 3aKPbITOW CETU

/ V30nMpOBaHHbIN pexum
0e3 BHeLWHMx ceTen —
ANs1 KOHTYpOB 06paboTkm
3awmuwaemMmon nHpopmauum

/ [NaHHble ocTalTCA
B Bawem LIO[le pumsmyeckmn
N topugn4eckm

-

Be3onacHOCTb «M3 KOPOOKM»

/ TMpaBuna 6NOKMPOBKM OMACHbIX KOMaHA;:
rm -rf, git reset --hard, mkfs,

DROP DATABASE

/ PeXum nnaHunpoBaHua —
cornacoBsaHue njiaHa nepeng ncrnosiHeHnem

/ TlonHbBIN XypHan ayamnTa BCeX 3anpocoB
B CMCTEME MOHUTOPUHra

/ [oyepHWe areHTbl — «TOJIbKO YTEHUE
NO YMOIYaHUIO

~
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Perynartopuka

/ Poccumnckme mogenu
6e3 3aBUCUMOCTU
OT MHOCTPAHHbIX NNULEH3UN

/ Ctek «[lpynnbl AcTpa»
B peecTpe oTte4vecTBeHHoOro 10

/ Ceptudpumkaymsa O@CTIK —
nnaH Q3 2027

/ CootBeTcTBME 152-03
n TpeboaHuam KN

AvpekTop no nHhopMaLMoHHOM Ge3onacHOCTM nony4vaeT Bce MN-3anpockbl B CUCTEME MOHUTOPUHIA,

HUKAKOro «TeHeBoro» UM, nonHbIn XXypHan ayauTa Ans perynatopa




BO3MOXXHOCTU peLleHnH ") ACTPA U

JTo cucTeMa A1 aBToMaTU3aumMm NpoLeccoB pa3paboTkm 6GesonacHoro NporpaMMHoro obecnevyeHums
C MOMOLLbIO NCKYCCTBEHHOIO MHTEINEKTa AN KPUTUYECKOMN MHPOPMALMOHHON MHDPACTPYKTYPbI

HanuncaHue, otnagka MoHMMaHMe 6onbLUnX ABTOMaTM3aLUUA MHOMOLWAroBbIX

N pedakTOpPUHI Koga KOAOBbIX 6a3 — MOXEeT YMTaTb 3a[au4, BK/1to4Yas 3aryck KOMaH[,

NPAMO N3 KOMaHOHOW M aHaANM3MPOBaTb MHOXECTBO M B3aMOgencTeme

CTPOKM dannoB B NpoekTe c parinoBoM cuctemMom

NHTerpauuns BbinonHeHWe pyTUHHbIX 3a4au: HatuBHasa nogaepxka lNK CB «bpecT»,

C BHEeWHMKN cepBUCamMu ncnpaeneHue 6aros, HaNMcaHWe OC Astra Linux, nnatgopm «bouman»

yepe3 MCP-cepsepbl TecToB, KOMMEHTapUeEB, n GitFlic— vHTerpmpoBaHbl
AOKyMeHTauum, 3HaHUSA 0 QYHKLMSAX

M BO3SMOXHOCTAX peUJeHMVI

a obHOBNEHWE 3aBUCUMOCTEWN B

AreHTHasi cuctemMa — 3TO NOJIHOLLEHHbIN NMOMOLWHUK, CNOCOOHbIN B35Tb Ha Ce0s BbIMOIHEHUE 3aa\,

d HE TOJIbKO NMOoroBopumTb 006 NX UCNOSTHEHUN




ApXUTEKTYpa peLlleHuns ) ACTPA WM

KoL

Paboyee MecTo MHXeHepa — NOKaJIbHO

KnueHT Jopo areHTa
TepmuHan, web, nnarnH OpenlDE, OpkecTpauusa ceccum, NNaHUpPoOBaHME, AOYEPHUE areHThI,
ronocC N N30bpaxeHuns NnamMsaTb N KOHTeKCT, pacwmpeHunsa (MCP, Hooks, Skills)

KopnopaTnBHas «necovyHuLa» — cepBepHas YacTb B KOHTYpe 3aka3yumka

Wnto3 1 goctyn NHbepeHc n ncnonHeHue AyOuUT U KOHTPOIb
EnvHas Touka Bxopa (FTOCT TLS) LWnto3 mogenen + UN-dbunbTp XypHan B SIEM (FTOCT P 59548)

Bxopg yepes ALD Pro, SSO M30n19umMa MHCTPYMEHTOB B «MNecoYyHuLe» MonuTukn n cootseTcTBMe TpeboBaHMaM OCTIK
Ponu n npaea (RBAC) MpaBunna 6N1o0KNPOBKM OMNACHbIX OrnepaLnii KoHconb agMUHUCTPUPOBaHUSA
Mpodwnnn goctyna areHTa MacknpoBaH/e ceKkpeToB YnpaBneHne 06HOBNEHUAMU B KOHTYpe

Jkocuctema «lpynnbl ACTpa» — HaTUBHbIE MHTErpaLunm

~ . mye
) ACTPA 1 & GitFlic &N ALD® A g

CEeKpeToB
Mopenu [MLOps / LLMOps] Kop, Cl/CD, ASOC KaTtanor un Bxopg, Monitoring + SIEM




Kak 3To paboTaeT B XXU3HWU?

Tpy NpoBeEPSEMbIX CLLEHAPUSA C NU3MEPUMbIM 3PPEKTOM Ha NMUOTE

4 N

bonbLie
pe3ynbraTa
6e3 pocTa wTaTa

N

PyTuHa «CbepaeT» BpeMsi KOMaHAbl:
LWABNOHHbIN KOA, TECTbI

no cneundukaumm, KOHPUrypaumm

N

YckopsieM reHepaumio pyTUHHbIX,
XOpOLWo cneunduumMpoBaHHbIX 3a4au4,
0CBODOOXOAEM UHXEHEPOB

ANS CNIOXHOM paboThbl

J

CokpalieHune BpeMeHun LukKa
Ha PYTUHHOM CEerMeHTe

npu KOHTpONe nepenenok

n pedekToB

4

CHAaTMe 3aBNCUMOCTU
OT MHXEeHepOoB
3KChyaTauunm

\”
HoBbIn cepBUC NpocTamBaeT 3—7 AHEN

B oUepeau K neperpyxeHHoMy
COTPYOHUKY

2

foTOBUM cLeHapun cbopku,
KOHTeMHepbl, MaHNECTbI
pPa3BEPTbIBAHUA U KOHDUrypaLuum —
NHXeHepy OCTaéTcHa NpoBepka,

a He HanncaHue C Hyna

\
Bpema oxunagaHuna cokpallaeTcsa

C AHEeWn 00 4YacoB

» ACTPA A

KoL

PaboTa
C YyHacneaoBaHHbIM
KOOOM

J

YHacnepoBaHHbIN KOO HUKTO

He NMoOHMMaET; aganTaunsa HOBOro
COTPYAHWKA 3aHMMaeT Hegenun, ~58%
BPEMEHU yXOAUT Ha MOHMMaHue Koaa.

J

O6bACHSEM NOrvKy Moaynen,
OTBEYaeM Ha BOMPOChI MO KOAY,
yCKOpsieM NepBbli CAMOCTOATESNbHbIN
BKJ1ag, HOBOIO COTPYAHMKA

N

CokpalleHne BpeMeHn 4o NepBoro
M3MeHeHnsa c oba3aTeslbHON
NPOBEPKOMN OTBETOB areHTa



[loTeHLMaN 3KOHOMUK ") ACTPA U

oT MN-nHcTpymeHTOB

PacyéeT: ®OT x gosga aBToOMaTU3INpyeMblX 3a4a4 X YyCKOpeHue Ha HUX

Ona komaHabl B 150 pa3paboTtumkos EENAARYLEROCIO M GCIVET Y

[MecCUMUCTUYHBIN CLeHapuit 43,2 MNH OMNTUMUCTUYHBIN CLLEEeHapPWUIA 82,3 MJIH
4 N
oT 45% oT 35% 0o 61% 0o 50%
PyTVIHHbIX 3a[a4, KoTopble MuHunManbHoe YCKOpEeHHUe, PyTVIHHbIX 3aAa4, KOoTopble OnTuManbHoe YCKOpPEHHUeE,
MOTyT ObITb dBTOMaTU3NPOBaHbI nonydyaemMoe OT aBTOMaTunsayunmn MOryT ObITb dBTOMaTn3NpPOBaHbl nosydaemMoe OT aBToOMaTtunsauunmn
\_ /

Kak Mbl cyuTaeM appekT
Mbl He O6€LLI,8€M e,El,l/IHbIl‘;I MnPOUEHT Ha BCKO KOMaHAY — OH HE BblAEPXMBAET NMPOBEPKU

3¢)¢)€KT N3MepPAHETCA Ha NMnMoTe No Ka>XaomMy cueHapunio oTaes/ibHO M C KOHTPOJ1EM KadeCTBa: YCKOpPEeHUNE «3aCHUTbIBAETCA»,
TOJIbKO €CJ1n nepenesikuy, ,El,y6J'IVIpOBaHl/Ie M HaCTOTa OTKaA30B HE PACTYT OTHOCUTEJIbHO MCXOOHbIX nokasartenen




KO

NJATOOPMA ACTPA N D ATEHT UKC

LLMDPOBOU ODUC

JKocuctema besonacHbix NN-pelueHnin
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KO

AreHTHas cuctema ans paspaboTtkum
B 3aWMNLWEHHOM KOHTYype

MIIATOOPMA

Cnctema gns co3gaHus
NN -pewennin B pexxmme low-code

LLMDOPOBOU ODUC

KopnopatusHoe UN-npunoxeHue
ANS KaXXA0OHEBHbIX On3Hec-3aaau

[TONHbIA LMK
nocTtpoeHna NN-cpepbl

Co3paHume CNOXHbIX areHTHbIX CUCTEM

PaboTa c roToBbIMM areHTaMu Ha ypoBHE KOAa

BusyanbHoe oTobpaxkeHne n gopaboTka rotoBbIx
AreHTOB Ha YPOBHE MPUHLMMNNAJBbHBIX CXEM

MUHUManNbHbIM CPOK 3anycka
HOBbIX AareHTHbIX CEPBMCOB

be3onacHas cpefa MCNONHEHUS NannnanHoB

PaboTa nonb3oBatenen B ygobHom

N NOJIHOCTbIO KOHTPOIMPYEMOM
BHyTpeHHen NN-cpepe

XABb

NHpepeHc-nnaTtdhopma

10



KOHKyPEHTH bleé nNnpenMyuecTBa —

] » ACTPA UA Yyero HeT y ApYyrmnx

Kona
[MaBHoe — ©e30MacHOCTb U BCTPOEHHbIe npakTuku Nb

DKOCUCTEMHbIN DKOCUCTEMHbIN obnayHbIN Huwesbin

BeHpop A BeHpop b UN-cepBUC UN-accucTeHT AcIpalU|[ROLD

NMpeumyLecTso

Killer-dyHkuumn — agpo npoaykta

BesonacHocTb «13 Kopobku» — NpakTuku b «pynnel AcTpa» B npouecce - - - — N4
FroTtoBbIM Npouecc nog ®CTIK / FTOCT P 56939 «nog, Kitou» — — — - v
®dabpuka NN-npoueccos: dev/prod (ACTPA W MNJTATOOPMA + AgentX) — — — — N4
CKBO3Hble MHTerpaLum co ctekoMm «Ipynnbl ACTpa» _ _ B B v

(Astra Linux, «boumaH», MK CB «bpecT», GitFlic)

OnddepeHumaTopbl — HeT y CHbepa 1 AHAeKca

[ooby4yeHne Mofenn Ha KOAe KJIMEHTa B €ro KOHType — — — — v
MonHbIN XypHan Kaxaoro M-3anpoca B SIEM 3aka34uka — — = = v
PaboTa 6e3 MHTepHeTa (M30IMPOBaHHbIN KOHTYP, air-gap) - - — - v
HelTpanbHbI NocTaBwmk: «pynna ACTpa» — He KOHKYPEHT KIIMEHTY — — YactmuHo Da v
MonHoLeHHas areHTHasi cucTema: TepMmHan + nHbepeHc-nnatdopma YactmuHo YactmuHo — - v
BeHOopHasa noaaepikka BCEro pelleHns — eamHbi SLA Ha Becb cTek — — YactmuHo — v

MpodunbHble cknnnbl nog 03, 6aHKOBCKMI KOMIMIAEHC, OTPAC/IeBON CTeK — — — — v
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(_) ACTPA UM

HenTpanbHbIN
NOCTaBLUMK

MNMokynaTb Yy KOHKYPEHTa KJIt04EBOM
MHCTPYMEHT pa3paboTkmn —
cTpaTernyeckmm pmuck.

«lpynna Actpa»
He KOHKYPUPYET C KJIMEHTaMMU.

Mbl y>Xe BHYTpu
nepuMeTpa

18 500+

opraHmsaumm

[Touemy «lpynna AcTpa»

BcTpoeHHOe goBepue
O OTeyecTBEHHbIX OC
76 /C) ASTRA LINUX.

B Tbicsyax opraHmM3aunii NpoayKTbl

«lpynnbl AcTpa» yXxe npoLnu
NpoOBepPKY BpeMeHeM.

N
) ACTPA K‘olgl]

HaTtmBHO paboTaeT
C APYrMMKM NpOAYKTaMn KOMMNaHUM

1 skocuctema
1 norosop
1 Touka oTBEeTCTBEHHOCTU

[loopep>ka oT BeHAopa

NoyeMy He «cpenaTtb cCaMUM
Ha OpenCode»:

OTKpPbITbIN KOA, — HE MPOAYKT.

Pa3BepHyTb, HaCTPOUTb

M NoAafep>XXMBaTb €ro B 3aKPbITOM
KOHTYype — 3TO OTAEbHbIN
UHXeHep no NI.

Ero 3apnnata 3a rog 6onblue,
yeM nognucka Ha «Actpa U [KOO]»
ONa BCeN KOMaHAbl.

O6HoBNEHUSA, 6e30MacHOCTb,
COBMECTUMOCTb C HOBbIMU MOAENSAMM
0DObIYHO «NOXATCHA» HA KJIMEHTa.

Mbl 6epém BCE 3TO Ha cebs.




(7N

) ACTPA U LleHTp KoMmneTeHunmn N

«AcTtpa NN» — 3TO He TOJIbKO 3KOCMCTEMA PeLLEHUN, HO N LEeHTP KOMMNeTeHLMN,

KOTOPbIM MOMOraeT 3aka34ynkam BCTpamBaTb MM B NpoAyKTbl, NPOLECCHl U PELUEHUS

dopmMmMpyeM eaUnHbIN LLEeHTP 3KCMepTUsbl Oby4yaeM n apanTupyem
no LLM, ML n 6e3onacHOMy BHEAPEHMUIO coTpyaHukoB K UN-cpepe

MoMoraem HaxoauTb cueHapuu, roe N ObecneyrBaeM egMHbIA NOOXOL
YCUIMBAET YXXe CYLLeCTBYOLME KOMNETeHLNM K 6e3onacHbIM U AoBepeHHbIM N -pelleHnam

Knio4yeBon NpMHUMN B3aMMOLENCTBUSA —

noaAcpP>XKa N 3KCNEPTU3a Ha Ka>XOO0M 3Tale BHeEAPEHUNA N SKCTMJTyaTalunN SKOCUCTEMDI




CTPA NN




NNICTOYHUKN N MeToO0N10rmg

"V ACTPA UM

KoL

Bce undpbl B pacyéTax onMparoTcs Ha HE3aBUCUMblE UCCIeA0BaHNSA, @ HE HA MAPKETMHI NOCTaBLMKOB

-

[MpounssogutensHOCTb U adpdektT A
McKinsey, 2024 — «The economic potential of generative Al»

YckopeHue reHepaumn koga Ha 35-45%, gokymeHTMpoBaHust — Ha 45-50%, pedakTopuHra —
Ha 20-30%

GitHub Copilot RCT — Peng, Kalliamvakou, Cihon, Demirer
(Microsoft Research / GitHub / MIT Sloan), arXiv:2302.06590
+55,8% Ha nsonvpoBaHHOW 3agaye

METR, 2025 — Becker, Rush, Barnes, Rein, arXiv:2507.09089
Ha 3Hakomom legacy adhdhekT MOXeT ObITb oTpuuatensHbiM (—19%)

DORA, 2024-2025 — Google, State of DevOps Report
CBsasb M ¢ nponyckHoM cnoCoOHOCTBIO U CTabUbHOCTLIO JOCTaBKM

~

/

MeToponornyeckass ocHoBa

Kapkacbl SPACE (Forsgren et al., ACM Queue, 2021) n DevEx (Noda et al., ACM Queue, 2023)

npOD,yKTI/IBHOCTb MHOromMepHa: Kaxkgomn MEeTpPUKe CKOPOCTU ﬂpI/I,D,aéTCﬂ BCTpe4yHadA METPUKa KavyeCTBa

ad)d)eKT n3mMepaeTcd Ha nNnunoTe Ha yYpoBHE OTAENbHbIX 3adaY, a He CpaBHEHUEM rpynn

Pac4éTt adhdpekta NOCTPOEH Ha peueH3npyeMbIX KOHTPONMPYEMbIX 3KCMEPUMEHTaX N OTPaCEBbIX OTYETAX

Llel'lb CTaBUTCA No TUny 3agadu, C y4eToM COXpaHEHNA KOHTPOJ1IEM Ka4yeCTBa

KauecTtBo 1 6e3onacHoCTb Koaa

GitClear, 2025 — aHanu3 211 MnH CTpoOK
Poct nybnuposanus %8, code churn 3,1% — 5,7%

USENIX Security, 2025 — Spracklen et al., arXiv:2406.10279
19,7% pekomeHgoBaHHbIX I nakeToB He cyllecTByeT
(p1cK nogMeHbl 3aBUCMMOCTEN)

Stack Overflow Developer Survey, 2025 — 49 000 pecnoHaeHTOB
66% xanylTcsa Ha «NoYTU NpaBurbHbIE» O0TBETHI NN

Xiaetal.,, 2018 —IEEE TS
PaspaboTtunku Tpatat ~58% BpemMeHM Ha NoOHUMaHWe Koaa

CcbInKkM Ha Bce
UCTOYHUKMN




