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AHHOTALUA

HacTtosawmn [OKYyMEeHT sBNSeTCA MepBOM 4YacTbi PYKOBOACTBA afMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

[oKyMeHT npeaHasHavYeH Ans agMMHUCTPaToOpOB CUCTEMbI U CETU.

PykoBoacTBO agMUHMUCTpaTopa COCTOMT U3 ABYX YacTeu:

- PYCB.10015-01 95 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactBo agMuHuctpartopa. Yactb 1»;

- PYCB.10015-01 95 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoactso agMuHuUcTpaTopa. Yactb 2».

B nepBow 4yactun pykoBoacTBa npmBeeHO Ha3HavyeHue, ycTaHoBka u Hactporika OC. Pac-
CMOTpPEHbI CUCTEMHbIE KOMMOHEHTbI, CEPBUCHI U KOMaHAbl, 6a30Bble ceTeBble Cry»0Obl, cpeacTea
opraHusaumm ElMN, sawuweHHasn rpadpuyeckas nogcmucrema, yrnpasneHme nporpaMmMHbIMU NakeTa-
MU, pe3epBHOe KONUpOoBaHWE U BOCCTAHOBIEHWE JaHHbIX, cucTeMa nedyaTu, 3awmuweHHas CYB[,
3alULLEHHbIE KOMMNIIEKChI MPOorpamMMm rmnepTekcToBon 06paboTkM AaHHbIX U ANIEKTPOHHOW MOYTHI,
cpeacTBa KOHTPOSS LENOCTHOCTU, LEeHTPariM3oBaHHOMO NPOTOKONMPOBAHNA N pasrpaHUYeHns
AoCTyna K nogknio4yaeMbiM yCTPONCTBAM.

MprBeaeH cnnucok coobLeHnn ons agMuHUCTpaTopa.

Bo BTOpoW YacTu pyKoBOACTBa NpUBEAEHO onucaHne paboTsl ¢ 3awwmweHHon CYB[.
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1. ADOMUHUCTPUPOBAHUE OC

AgmuHucTpaTtuBHoe ynpaerneHme B OC otgeneHo ot obLiero goctyna nosnb3oBaTtenen.

BonbLMHCTBO onepaummn no HacTporke u agMmuHuctpupoanuto OC TpebytoT npusunernn
cynepnonb3oBaTens root, Hanpuvep:

- MOHTUpOBaHue 1 pa3MmoHTMpoBaHue OC;

- M3MEHEHMe KOPHEBOro Katanora npoLecca KoMaHgon chroot;

- co3gaHune ¢annoB YCTPOUCTB;

- yCTaHOBKa CUCTEMHbIX YacoB;

- U3MEHEHWe NpUHaLNEexXHoOCTU hannos;

- 3agaHue host-umeHn cuctemsl,

- KOH(puUrypmpoBaHue ceTeBblX UHTEP(ENCOB.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPAKTMBHbIVA BXOA B CUCTEMY Cyneprnofib3oBartens
root Mo ymonyaHuto 3abnoknposaH. Co3gaBaemblin NpU yCTaHOBKE ONepaLyOHHOW CUCTEMbI
nonb3oBaTenb BKNOYaeTcs B rpynny astra-admin. [lonb3oBatensm, BXOAAWMUM B JaHHYHO
rpynny, Yyepes mexaHmam sudo (CM. npeaocTaBnaTCs Npasa Afs BbINOMIHEHUS AENCTBUN
no Hactponke OC, Tpebyowmnx NnpuBmunernin cynepnonb3oBaTtens root. [lanee no TekcTy Takomn
nonb3oBaTtenb MMEHYETCS aAMUHUCTPATOPOM.

BHUMAHMUE! K naponto nonb3oBateneun, obnagarwwmx agMMHUCTPATUBHBIM JOCTYMNOM,
NPeAbABNSIOTCS NOBbILLEHHbIe Tpe6GoBaHWS K kayecTBy U HadexHocTu (cM. [3.4.1.2).

BHUMAHMUE! [encteua no agmnHucTpmpoBaHuio OC npu BKIIIOYEHHOM pexmnme maHaart-
Horo koHTponsa uenoctHocTn (MKLL) Heo6xoauMo BbINOMHATL B MPMBUIIEMMPOBAHHOM PEXMME Ha

BbICOKOM YPOBHE LIeNTOCTHOCTU.
1.1. JlocTyn K y4eTHOM 3anucu cyneprnosnb3oBaTens

CyLiecTByeT HeCckosbKo CnocoboB JOCTYMNa K Y4ETHOWM 3anncy cynepnonb3oBaTternsi:
- BXOJ B CUCTEMY OT MMEHW cynepronb3oBaTens root (MO yMon4yaHuio 3a6NOKMPOBaH);
- Mcnonb3oBaHWe KoMaHabl su (Mo YyMOn4YaHuto 3abrnokmpoBaH);

- ucnonb3oBaHWe KoMaHabl sudo (pekomeHayeTcs).

1.1.1. su

KomaHga su ucnonb3yeTcd nosib3oBatenem Ans 3anycka KoMaHng OT MMEHU AOpYroro
nonb3oBaTtens. B Tom yucne moryT 6bITh 3anyLleHbl KoMaHabl OT MMEHWU cyneprnorb3oBaTens
root.

Mpwn 3anycke komaHabl su 6e3 napaMeTpoB Nogpa3yMeBaEeTCH, YTO NOfb30BaTENb XO4ET
3anycTuUTb KOMaHAHbIN MHTepnpeTaTtop shell OT MMeHU cynepnonb3oBaTtens. [pn aTom cuctema

npocuUT BBECTU Naposib cyrnepnorb3oBaTterid. I'IpM BBOAE MNMpaBUIIbHOIo napond 3aI'IyCKaeMbIl7I
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WHTepnpeTaTop KOMaH4 nony4yaeT npaea U NpUBUIErMK Cyneprnonb30BaTens, KOTOpble COXpaHs-
I0TCS OO0 3aBeplueHust ero paboTbl. [Ina nonyyeHus npae cynepnonb3oBaTens nonb3oBaTesnto He
TpebyeTcs 3aBepLuaTb CBOK CECCUIO U BHOBb BXOAUTb B CUCTEMY.

C nomoLbio KOMaHabl su, BBOAMMOW C NapamMeTpoM —c, Nofb30oBaTeNlb MOXET UCMOMHATb
oTAenbHble KOMaH4bl OT MMEHM cynepnosib3oBaTens 6e3 3anycka KOMaHAHOro UHTepnpeTaTopa
shell. lNpenmyLLeCTBO Takoro cnocoba cocTomuT B TOM, YTO NONb30BaTemNb NosfyyaeT npasa u
npuBMMIErMM Cynepnosnb3oBaTens Ha CTPOro orpaHNYeHHoOE BpeMSl, @ MUMEHHO, Ha BPEMS UCMOSHe-
HUA 3a4aHHOM KOMaHAbl. Hanpumep, npyu HEO6X0ANMOCTM NOMEHATL aTpmnbyThl hanna OT MMEHN
cynepnonb3oBaTensa BBECTU KOMaHAY:
su -c¢ ‘chmod 0777 /tmp/test.txt’

B atom cnydae (nocne BBoga napons cyrnepnonb3oBaTtens) komaHga chmod nonyyuT
npaBa 1 NpuBUIErMn cyrnepnonb3oBaTens, HO No ee 3aBepLUeHNN Nosib3oBaTeNb OCTAHETCH B
CBOEN ceccumn un He Byaet obnagatb NpaBaMu U NPUBUMENNMAMU Cynepnosib3oBaTens.

Kpome BbINOMHEHNSA KOMaHA OT UMEHM Cynepnosb3oBaTens, KoMaHaa su No3BONSAET Bbl-
NOMHATbL KOMaHAbl OT UMeHU NBOro Apyroro nonb3oBartens. [Ansa atoro HeobxoaMMo 3HaTb Naposb
aTOoro nonb3oBartend. Ecnu nonb3oBaTens Bowen B CUCTEMY MO UMEHEM root W BbIMNOMHAET
KomMaHay su, TO 3HaHMe Napons nosib3oBartesnis He TpebyeTcsa — B JaHHOM CrnyyYae BCe KoMaHapbl
OT MMeHM Nboro Nnonb3oBaTens UCMOMHAKTCA CBOGOAHO.

HepocTtaTok KOMaHAbl su COCTOUT B TOM, YTO OHa He pernameHTMpyeT KomaHabl, paspe-
LUEHHble KOHKPETHOMY MOMb30BaTESN0 Ha 3anyck OT UMeHU cyneprnorb3oBaTtens. Takum obpasom,
€CIn y Nnonb30oBaTenst eCTb NpaBa Ha 3anyck KOMaHAbl su, TO OH MOXET BbINMOMHUTbL OT UMEHMU
cynepnonb3oBartens niodble komaHabl. [Mo3TOMy ee 3anyck OOMmKeH ObiTb paspeLleH TONbKO
AOBEPEHHbBIM MONb3oBaTensM. Takke peKoMeHayeTcsa npu BBoAe KOMaHAbl MCMOMb30BaThb MOSIHOE
nyTeBoe Mg /bin/su, a He NPOCTO su.

OnwucaHne KkomaHAbl NPUBEAEHO B man su.

1.1.2. sudo

KomaHaa sudo ucnonb3yetcs o6bl4HbIM NONb3oBaTeNeM Ans 3anycka KoMaHa OT MMEHU
cynepnonb3oBartend. [na pabotel KoMaHga sudo NpocMaTpmBaeT KOHPUTypaLMOHHbIN doann
/etc/sudoers, KOTOPbIA COOEPXNUT CMUCOK Nofnb3oBaTenen, UMeLWNX NOTHOMOYMS Ha ee npu-
MEHeHVEe U nepeyeHb KOMaHg, KOTopble OHY UMEIT NPaBo BbINOMHATL. B kayecTBe apryMeHToB
KoMaHaa sudo NpuUHUMaeT KOMaHOHYK CTPOKY, KOTOPYHO CriedyeT BbIMOMNHUTL C NpaBamMu cynep-
none3oBarens. Ecnu gaHHoOMy nonb3oBaTento paspeLleHo BbIMOMHATbL YKa3aHHYH UM KoMaHAay,
TO sudo NPOCUT Nonb3oBaTenNsi BBECTU ero COBCTBEHHbIN Naporb. Taknm obpasom, ANs KaXaoro
nonb30BaTenst yCTaHOBNEH Habop KOMaHA, KOTOPbIE OH MOXET UCMOMHATL OT UMEHW Cynepnosb30-
BaTens, U HeT HeoBXoaMMOCTU NepedaBaTh NoNb3oBaTENAM NApPOsb Cynepnonb3oBaTens.

Kpome BbINOMHEHNS yKka3daHHOM KOMaH4bl, sudo BefeT dpann pernctpaunm BbINONTHEHHbIX
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KOMaH[, BbI3BaBLUMX UX MWL, Kararoros, U3 KOTOPbIX BbI3blBariMCb KOMaHAbl, 1 BPEMEHUN WX
Bbl30Ba. OTa MH(OPMaLMS perucTpupyeTcs ¢ NOMOLLbK CUCTEMBI syslog.

[na nameHenus damna /etc/sudoers agMMHUCTPATOPY CneayeT NCNonb3oBaTh crnewun-
anbHylo KoMaHay visudo.

MpenmyLLecTBO MexaHn3ma sudo B TOM, YTO OOblYHbIE NONb30BATENN MOTYT BbINOMHATD
onpegeneHHble 3agavn OT UMEHW cynepnonib3oBaTens, He UMes Npu 3TOM HeorpaHUYEeHHbIX npas
n NpuBUErnin.

OnuncaHune KoMaHabl NPUBEAEHO B man sudo.
1.2. MexaHM3Mbl pa3geneHns NOJIHOMOYNMI

K mMexaHn3amam pasgeneHnsi MofTHOMOYUIA Mexay CUCTEMHbIMU aamMuHucTpaTtopammn OC
MOryT OblTb OTHECEHDI:

- MexaHu3M NMpuBUnIeruin;

- MexaHW3M MOBbILLIEHUSA MOSTHOMOYUIN Ha BPeMS BbINOMHEHNS KOMaHAbl (NporpamMmbl);

- MexaHu3Mm aBTomaTtmyeckon yctaHoskn ACL Ha dpannsbi.

OnucaHne MexaHU3MOB pasfeneHns MNOMIHOMOYUM  MpuBeaeHO B [JOKYMEHTe
PYCB.10015-01 97 01-1 «OnepauynoHHasa cuctema crneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBogcteo no KC3. YacTb 1».

1.2.1. MexaHn3m npuBunerun

MexaHunam npusunernn OC npegHasHayvyeH ongd nepegayv otaesibHbIM Nosib30BaTeNisam
NpaB BbINOMHEHWS OnpeferieHHbIX, CTPOro OroBOPEHHbIX, aAMUHUCTPATUBHbIX AeAcTBUA. OBbIY-
HbI/i NONb30BaTeENb CUCTEMbBI HE UMEET OOMNOMHUTENbHbBIX NPUBUIETMNA.

MpuBmnerun HacnegyTCs NpoLeccamm oT CBOMX «poanTenen» n He moryTt 6biTb nepeaa-
Hbl CTOPOHHMM npoueccaM. Npouecchl, 3anyLeHHbIe OT UMEHM Cynepnonb3oBaTessi, He3aBUCUMO
OT Hann4uns y HUX NPUBUMErNA, UMEIOT BO3MOXHOCTb OCYLLECTBNATL BCE NPUBUMNENMPOBAHHbIE
AencTeus.

PacnpegeneHune (nepBoHavanbHasi HACTpoWKa) NpUBUMErUii BblINOSTHAETCH TOMNbKO cynep-

nomnb3oBartesrieM ¢ MakCmalsibHbiM YpOBHEM LENNOCTHOCTH, YCTAHOBJIEHHbBIM B OC.

1.2.2. MexaHu3M NoBbILWIEeHUA NOFTHOMOYUN
MexaHn3m noBbILWEHUS NONHOMOYMI MO3BOMNAET NOBbLICUTL NONMHOMOYUSA NMOMNb30oBaTens Ha
BpeMSI BbINOSTHEHUS ONpeaeneHHon nporpaMmbl. HacTponka MexaHnama MOXET ObITb BbiNOSHEHA

TOJIbKO Cynepnornb3oBarternieMm ¢ MmakCumMalribHbIM YpPpOBHEM LENMOCTHOCTHU, YCTaHOBJ1IEHHBbIM B OC.

1.2.3. MexaHn3am aBTomaTtu4yeckoun ycraHoBkun ACL Ha channbl
MexaHunam aBTomaTudeckon yctaHoBkn ACL Ha dannbl obnerdaeTt 3agady agMMHUCTPU-

poBaHUA, npun KOTOpOI7I nofib3oBaTesito npegocrtaBnAaeTcda AOCTyN K TeM Cb8l7|]'|0BbIM obbekTam,
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K KOTOPbIM HEOobXoAMM LOCTYN B COOTBETCTBMM C €ro poribio. TaKyt HacTPOWKY BbIMOMHSAET

cynepnornb3oBaTtesib C MakCUMalibHbIM YPOBHEM LIEJTOCTHOCTHU, YCTAHOBJ1EHHbBIM B OC.
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2. YCTAHOBKA U HACTPOMKA OC

2.1. O6wme nonoxeHun

DVD-guck ¢ guctpubytusom OC cogepxut Bce Heobxoanmble drannbl AN BbINOSTHEHNSA
ee MOMHON WM YaCTUYHOW YCTAHOBKM Ha XXECTKUA OUCK LEerieBOro KOMMbTepa, MMEIoLEero
ycTponcteo YteHnss DVD-guckoB. OC MOXHO Takke yctaHoBUTb ¢ USB-HakonuTtensa unum no cetu.

lMoapobHoe onncaHue nocnegoBaTenbHOCTU aencTeui npu ycraHoske OC ¢ DVD-gucka,
¢ USB-HakonuTtens u no cetu, a Takke No ee NepBMYHON HACTPOWMKE CM. B PYKOBOACTBE MO

yCTaHOBKe, pa3MeLleHHOM B KaTanore /install-doc Ha DVD-gucke ¢ anctpmubytmnseom.
2.2. YcraHoBka ¢ DVD-aucka

Mepen yctaHoBkon OC ¢ DVD-gncka HeobxoauMo BbINOSTHUTL COOTBETCTBYHOLLME Ha-

ctpowku B BIOS (UEFI) uenesoro komnbtoTepa.

2.2.1. 3anycK nporpamMmmMmbl YCTaHOBKMU

Mpu 3arpyske KOMMblOTEPa NporpaMmMma yCTaHOBKM 3anyckaeTcs aBToMaTtuyecku. 3atem,
nocrne Bblibopa B OKHe NPUBETCTBUA KOHKPETHbBIX NapamMeTpoB NOMb30BaTeNbCKOro NHTepdenca,
Ha4ynHaeTcs paboTta NporpamMmmbl YCTaHOBKM B MHTEPAKTUBHOM MM aBTOMATUYECKOM peXMMAaX.

B okHe npuBeTCTBUS NporpamMmbl yCTaHOBKKM oTobpaxkaetcsa niorotmn OC, MeHto, nepe-
Knrovarernb A3blka nporpaMmmbl yctaHoBku «Pycckniny — «English». MeHo nporpammbl yCTaHOBKM
COAEPXUT criegytouime nyHKTbI:

1) «[paduyeckasn yctaHoBKay;

2) «YcTaHoBKay;

3) «Pexum BOCCTaHOBEHMUS».

B HWXHen yacTn akpaHa npmBeaeH CNMCOK OYHKLMOHAMNbHbIX KNaBuLL, NOLAKMYaLWMX
AONONHUTENbHbBIE BO3MOXHOCTU NPOrpamMMbl YCTaHOBKM:

- [F1] — «A3bik»;

- [F2] — «[MapameTpbli».

[ns yctaHoBkn OC cneayet BbibpaTb NyHKT «paduyeckasn yctaHoBKa» Unm «YCTaHOBKa»
C NOMOLLIbIO KNaBuULL CO CTpernkamMu Ha Krnaesuatype u HaxaTb <Enter> gns 3anycka nporpammbl
yCTaHOBKW. byaeT BbINONHEH nepexo K nporpaMMme yCTaHOBKWN B rpacoMyecKoM Ui B TEKCTOBOM
pexunme COOTBETCTBEHHO.

MyHKT «Pexnm BoccTaHoBneHna» 3anyckaetr OC B TEKCTOBOM peXxnme HenocpeacTBeH-
Ho ¢ DVD-aucka ¢ guctpubytmsom OC ans yctpaHeHus cboeB UM OTKasoB B paboTte yxe
yctaHoBneHHon OC.

Mpn HeobxogmmocTn [o6aBUTbL ONONHUTENbHBIE NapaMeTpbl 3arpy3kn Ang NnporpaMmmebl

YCTaHOBKM UnNun agpa cnegyet Haxatb <F2>, a 3atem <Esc>. [Nlocne atoro Ha akpaHe Gyaet
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oToOpaxkeHa KomaHA4Hasi CTpoKa 3arpy3kv Ans BBOAA AOMONHUTENbHBLIX NapamMeTpoB.

padmnyecknin n TEKCTOBBLIN PEXUMbI NPOrpamMMbl YCTAHOBKU MMEKOT OOMHAKOBYHO (PyHK-

LUMNOHarIbHOCTb U OTIINYalOTCA TOJTIbKO Ha YpOBHE MOJib30BaTES1IbCKOIo MHTepcbeﬁca, T. K. B 06onx

pexnMax UCMosb3yTCs OAHU U Te e moaynu. Mpaduyecknin pexxum obecnedmBaeT NoaaEPXKKY B

npouecce yCTaHOBKA OonbLlero Yncna A3bIKoB, yrnpasiieHne B HeM BO3MOXXHO OCYLUECTBJIATb C

NOMOLbIO MbIlLN, @ TaKXe Ha O4AHOM 3KpaHe MOXeET ObITb BbIBEAEHO oaHOBpEMEHHO oonbLee

KONM4YecTBO MHopMauuu.

[nsa nporpammbl ycTaHOBKM B rpaduyeckom pexume Tpebyetca 1 B onepartmsBHOm

MaMATH.

2.2.2. N'pachnyeckas yctaHOBKa U nepBUYHAs HacTpomka

Ons rpacdmyeckon yctaHoBkm OC Heobxoammo:

1)
2)
3)
4)
5)
6)
7)

3arpy3nTtb nporpammy yctaHoBkn OC ¢ Hocutens;

BblIGpaTb HACTPONKM NporpaMmMbl YCTaHOBKM U 060pyAOBaHMUS;

akTMBMpOBaThb (ecrnu ecTb) nogknyeHune kK cetn Ethernet;

co3faTb y4ETHYI0 3anucb 1 Naposb Mnonb3oBaTens;

HacTpoUTb BPeMS;

co3daTb U CMOHTMPOBATb AUCKOBbLIE pasaernbl, Ha KoTopble byaeT yctaHosneHa OC;

BblOpaTb 1M yCTaHOBUTb HeobxoaumMoe nporpammHoe obecnedeHue (IMO). MNMocne ycTa-

HOBKW 6a30BOW CUCTEMbI NPEOOCTaBMNSAETCH BO3MOXHOCTb BblOpaTh gononHutensHoe MO

On4a yCTaHOBKU:

a) basoBble CpeacTBa;

6) pabouun cton Fly;

B) NpunoxeHusi Ans paboTbl C CEHCOPHbLIM 3KPaHOM;
r) cpeacrtea paboTbl B CETH;

A) odUCHble CpeacTsa;

e) CYb[;

X) cpeacTsa yganeHHoro goctyna SSH;
3) 3awuweHHbIn web-cepsep;

n) cpencTtea BUPTyanusaumm;

K) cpegcTtea MynstuMeaua;

n) cnyx6a ALD;

8) BbIbpaTh N yCTaHOBUTL AoMNonHUTEmNbHble HacTporkn OC B cooTBETCTBUU C [2.2.3]

9) yCcTaHOBUTb U HACTPOUTb CUCTEMHBIN 3arpy3dnk Grub;

10) 3arpy3uTb yctaHoBrneHHyto OC B nepBbi pas.

BHUMAHMUE! lNpu Heob6xoaMmMoCT BHECEHUS UBMEHEHWNI B NPeayCTaHOBIEHHbIE Napa-

mMeTpbl 3arpy3dnka Grub pykosogcteoBaTbes PYCB.10015-01 97 01-1.
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BHUMAHMUE! lNocne BHeECEHUSA U3MEHEHNI B HACTPOWKKM 3arpy3umka Grub HeobGxoanmo B

OC oT MMeHN agMMHUCTpaTopa BbINOMHUTL KOMaHAY update-grub.

2.2.3. NononHutenbHble HacTponkn OC

B okHe «[lononHuTenbHble HacTpoiikn OC», NnpuBeaeHHOM Ha puc. [T, MOXHO OTKIHOUUTb
aBTOMAaTUYECKYH HAaCTPOMKY CETU U BKITOYUTb AONOSTHUTENBbHbIE HAcTponkn 6esonacHocTn OC.

BHUMAHMUE! NMocne yctaHoBkn OC cuCTEMHbIE CEPBUCHI HAXOASATCA HA BbICOKOM YPOBHE
MaHgaTHoro KoHTpons uenoctHoctn (MKL) v agMuHucTpaTop JOMmKeH BbINOSHUTL LWaru, onm-
caHHble B PYCB.10015-01 97 01-1, gna BKMYEHUA unu BblkntodeHns nonutmukn MKLL npu
akcnnyartaumn OC.

k
DI'IEDEILI,HOHHE.H CHCTeEMA
CrneyuManeHoro HazHa4eHuA

Penuz «CmoneHck»

STRALINUX

special edition

[ononHWTenbHLe HacTpoikn OC

Bkl MOKETE HAcTPOMTE napameTpel GezomacHocTW OC M OTKNKYMTE SBTOMAaTWUECKYW HAcCTPOAKY CETW. MBHOATHEIA KOHTpone
LenocTHoCTW npoueccoB OC Mo yMONYaHMK BEMWYEH M nocne HacTpofiky OC agMUHWCTPATOPOM HeoBXomMMO BKMNKUMTE
MEHOATHEI KOHTPONE UenocTHocTH ®C v pewuM 3MNC ONA ynpaeneHwa MK MoryT MCnonb30BaTeCA Nporpammel fly-admin-sme,
astra-mic-control, set-fs-ilev, unset-fs-ilev.

HononHHTenbHeE HAcTpoliky OC

BINWYWTE PEMMM SaMKHYTOR NPOrpaMMHOi cpepsl

[[] 3anpeTuTe ycTaHoBky 6MTa MCMONHEHMA

[[] WenonbsoeaTe no yMonyaHue Agpo Hardened

[[] 3anpeTuTe BbBOL MeHW 3arpysdnka

[[] BrniouuTe ouncTky pasfencs cTpaHudHoro ofiMeda
[] BenwunTe oudcTKy oceobokpaemelx obnacTted pnA EXT-pazpence
[[] BrnwuuTe GNOKWMPOBKY KOHCOMM

[[] BknwuuTe BNoKWpoBKY WHTEpNpeTaTopoB

[] BrnwuuTe MemceTeBOM 3KpaH Ufw

[] BKNWYKMTE CUCTEMHBE orpaHudeHua ulimits

[[] OTkNWYUTE BOZMOMHOCTE TpaccupoBkM plrace

[[] OTkMuuTe aBTOMaTMYECKYK HACTPOMKY CeTu

[[] ¥eTaHoBWUTE 32-GUTHBIA 3arpysuquk

CHUMOK 3KpaHa | [ Cnpaeka

Puc. 1

[ononHuTtensbHble HacTporikn 6e3onacHocTn OC:

1) «BKnoYnUTb peXnm 3aMKHYTOW NPOrpaMMHON cpenbli»

Mpun BbIGOpPE AaHHOro nNyHKTa GyaeT BKOYEH MexaHM3M, obecnevnBatoLmii NpoBEpPKY
HEU3MEHHOCTM U MNOANMHHOCTU 3arpy)kaemMblX UcnosiHaemMmbix dannos gopmata ELF
(cm. PYCB.10015-01 97 01-1);

2) «3anpeTuTb YCTaHOBKY BMTa UCMONHEHUA»
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Mpun BbIGOPE AaHHOro NyHKTa ByaeT BKMAOYEH pexum 3anpeta yCTaHOBKM Buta ncnomnHe-
HMs, obecnednBatoLLMn NPeAOoTBPALLEHME HECAHKLMOHNPOBAHHOIO CO34aHNA NoNnb3oBaTe-
NSMN UNK HenpeaHaMepeHHOro co3aaHnst aaAMUHUCTPATOPOM UCMOSHAEMbIX CLieHap1eB
Ans komangHon obonoykm (cm. PYCB.10015-01 97 01-1);

3) «W/cnonb3oBaTb No ymonyaHuo sapo Hardened»

Mpwn BbIGOPE AaHHOro nyHKTa Byaet obecnevyeHo Ncnosnb3oBaHNE CPEeACTB OrpaHUyYeHns
aoctyna K ctpaHnuam namatu (em. PYCB.10015-01 97 01-1);

4) «3anpetnTb BbIBOO MEHIO 3arpy3dnka

Mpu BbIGOpE AaHHOrO NyHKTa ByAeT 3anpeLleH BbiBOA MeHHo 3arpy3dmka Grub. B npouecce
3arpysku byget 3arpyxatbcs 9apo OC, BblIbpaHHOE NO YMOSYaHMIo;

5) «BKknoUYMTb OYNCTKY pasgenoB CTpaHUYHOro obmeHa»

Mpu BbIGOPE AaHHOrO NyHKTa ByOeT BKIOYEH PEXUM OYUCTKM NaMATU pa3gernos NogKayku
swap (cm. PYCB.10015-01 97 01-1);

6) «BknounMTb O4NCTKY ocBOBOXaAaeMbIx obnacten ansa EXT-pasgenos»

Mpun BbIGOPE AAaHHOrO NyHKTa ByAeT BKIHOYEH pexmuM ouncTkmn 6nokos dC HenocpeacTBeH-
HO npu nx oceoboxaeHum (cm. PYCB.10015-01 97 01-1);

7) «BkntounTb GMOKMPOBKY KOHCONU»

Mpn BbIGOpe gaHHOro nyHkta OyaeT GrnoKMpoBaH KOHCOSMbHbLIN BXO4 B CUCTEMY Ansi
nosib3oBaTens M 3arnyck KOHConn U3 rpadunyeckoro NMHTepgenca ceccnm Nosib3oBartens
(cm. PYCB.10015-01 97 01-1);

8) «BkntounTb BrIOKMPOBKY MHTEPNPETATOPOBY

Mpw BbIOOPE OA@HHOro NyHKTa OyaeT GrokMpoBaHO MHTEPAKTUBHOE UCMONb30BaHNE NHTEP-
npetaTtopos (cm. PYCBE.10015-01 97 01-1);

9) «BknounTb MexceTeBoW aKkpaH ufw»

Mpwn BbIBOPE AaHHOrO NyHKTa OyAeT BKIYEH MeXCeTeEBOW aKpaH ufw 1 3anyweHa dunb-
Tpaumsa CceTeBbIX MNAKETOB B  COOTBETCTBUM C  3aaHHbIMM  HACTpPOMKamu
(cm. PYCB.10015-01 97 01-1);

10) «BkniounTb CUCTEMHBbIE OrpaHudeHns ulimitsy»

Mpu BbIGOPE AaHHOrO NyHKTa OyayT BKIHOYEHbI CUCTEMHbIE OrPaHUYEHMS, YCTAHOBMNEHHbIE
B (hanne /etc/security/limits.conf (cm. PYCBE.10015-01 97 01-1);

11) «OTKMOUYNTL BO3MOXHOCTb TPAaCCUPOBKK ptrace»

Mpwn BbIGOpE AaHHOro NyHkTa ByAeT OTKNIYEHa BO3MOXHOCTb TPACCUPOBKM U OTNaaKu
BbINONHEHMSI NporpamMHoro koga (cm. PYCB.10015-01 97 01-1);

12) «OTKNIOYNTL aBTOMATUYECKYIO HACTPOWMKY CETU»

Mpn BbIOOpPE AaHHOrO nMyHKTa OyaeT OTKMYeHa aBTOMaTU4ecKas HacTpovka ceTu B

npouecce ycrtaHoBku OC;
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13) «YcTaHOoBUTb 32-X OUTHbIN 3arpy34mK»

Mpu BbIGOPE AaHHOro NyHKTa N3 cuctembl ByaeT yaaneH 64-x OuTHbIN 3arpy3dnk EFIl n
ycTaHoBneH 32-x 6GutHbIn 3arpy3dnk EFI.

BHUMAHMUE! Bbi6op gaHHOM (OyHKLMM NPU YCTAaHOBKE Ha 64-X OUTHYHO BbIYMCIIUTESbHYIO
MalunHy ¢ nogaepxkon EFI moxeT npmBecTn K TOMy, YTO YCTaHOBIEHHAA cMCTeMa He

3arpysuTcs.
2.3. Co3paHue LiveCD

LiveCD — ato OC, npegHasHaveHHasa onst paboTbl cpa3dy nocrne 3arpy3ku ¢ ONnTUYECKOro

HocuTens (CD, DVD) 6e3 ycTaHOBKM Ha XECTKUIA OUCK.

B coctaB OC BxoauT yTunmta KOMaHOHOW CTPOKM 1live-build-astra Anga cosgaHuda

LiveCD. MapameTpbl yTunuThl npmBegeHsl B Tabnuvue [1]

Tabnunua 1
MNapameTp OnuncaHue
-h, --help BbiBecTu cnpasky
-0, ——output <filename> 3agaTtb ums pesynstupytowero ISO-obpasa
, , , , , , 3apatb umsa BapunanTta OC. NoaaepxuBaroTCs BapuaHThbl
-D, ——distribution <distribution> A P AAeP P
smolensk n orel
3agatb CNMCKM NaKeToB, YCTAHOBMEHHbIX B pe3ynbTUpyto-
-T, -—-tasks N
wen OC
, , HasBaHue danna ¢ 4ONONHUTENbHBLIM CMMCKOM NaKeToB
-P, --packages-1list <filename> .
ONs1 yCTaHOBKM B pesynbtupytowen OC
L , HasBaHust OQMHOYHbIX MAKeTOB 41151 YCTAHOBKN B pe3yrib-
-p, ——additional-packages <list> . A Ansay pesy
Tnpytowen OC
, HasBaHus nakeToB, KOTOPbIE HY>XHO UCKITOYNTb U3 CNC-
-e, ——exclude-packages <list>
KOB, yKa3aHHbIX BbllLE
-b, --build-directory <dirname> Ha3saHue cbopoyHOn AnpekTopun
-c, -—clean-before OumncTnTb COOPOUHYIO AMPEKTOPUIO Nepen cOopKon
-C, -—-clean-after YHUUTOXUTL COOPOUHYIO AUpPEKTOpUM nocne cbopku
HasBaHue gupektopumn co cueHapusiMm 06004KK, KOTO-
-k, -—hooks <dirname> pble HY>XHO BbINONHUTL B pe3ynetupytowiern OC nocne
yctaHosku 10
. , , HasBaHue gupekTopum c arnamu, KOTOpble HYXHO
-1, -——includes-binary <dirname> AP P P P y
BKIIOUUTb B cOCTaB pesynbtupytowero 1ISO-obpasa
, , HassaHue gupektopuu c dannamu, KoTopble HYXHO
-m, -—includes-chroot <dirname> Anp P ® . P y
BKMIOUYNTb B cocTas pesynbstupytowen OC
, CdopmmpoBaTth apxue ¢ cogepxmmbiM kopHeson OC pe-
-t, ——tarball <filename> .
3ynbtupytowen OC
, . , Cdopmuposatb 06pas KapTbl NAaMATU C Pe3yNbTUPYIOLLEN
-1, --image <filename> Och pMUP P P pesy Pytotl
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OkoHyaHue mabnuusi 1

MapameTp OnuncaHue

-qg, --partition-script <filename> | ®aiin c onucaHnem Tabnuubl Pa3aenoB Ha KapTe NamMsaTi

-s, ——source-iso <filename> NcxogHbin ISO-o6pas

Anpec penosutopusi ¢ naketamu MO gns ycTaHOBKM B

-r, --repositories <URL> .
pesynstupytoien OC

LleneBasa apxutekTtypa pesynsrupytowwen OC. Mo ymon-

-a, ——arch <ARCHITECTURE>
YaHUIO NCMOJIb3YEeTCA TEKYLLanAa apXUTeKkTypa

LiveCD OC moxHo cobupatb, ncnonbays 1ISO-o6pasbl AByX yCTaHOBOYHbIX anckos OC
(anck ¢ guctpubytneom OC n guck co cpeagcrTeamm paspaboTku) B Ka4eCTBE MCTOMHUKOB MakeToB.
[nsa aToro Heo6xoaMMO ykasaTb NyTb K HAM B KaBbl4Kkax Yepes3 TOUKY C 3ansiTon, Hanpuvep:
live-build-astra -o smolensk live.iso -D smolensk
-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"
BHUMAHMUE! Ecnun npu c6opke LiveCD B kayecTBe OAHOIO M3 NCTOYHMKOB MAKETOB HE
npegocTaBnserca yctaHoBoYHbIM anck OC, To nony4umnsLumics obpas LiveCD He cMOXeT GbITb
3arpyxeH ¢ nomowbto UEFI, a Tonbko ¢ nomowbto BIOS. HekoTopble kKoMnbioTepbl (B OCHOBHOM,
COBpPEMEHHbIE HOYTOYKN) HE NPeaOCTaBnsAT BO3MOXHOCTb 3arpy3ku 6e3 ncnono3osaHms UEFI.
Mo ymonuanuio cobupaetca obpas OC, npurogHbin ans ceteBon yctaHoBkn OC Ha
XECTKMN OUCK KOMMbloTepa.
Ecnu Tpebyetcsa nobasutb gononHuTenbHble dannsl Ha anck ¢ LiveCD mnn B OC LiveCD,
TO peKoOMeHAYyeTCs CKONMpoBaTh Katanoru, UCnosnb3yemMble Mo YMOSTHYaHUIO:
/usr/share/live-build-astra/includes.binary/
/usr/share/live-build-astra/includes.chroot/
(COOTBETCTBEHHO) M A06aBUTL B HUX HEOOXOAMMbIE (hbalinbl, MOCMNE Yero ykasaTb KONUKU KaTtarioros
B Ka4yecTBe napamMeTpoB Kftoven ——includes-binary U ——includes-chroot, Hanpumep:
cp /usr/share/live-build-astra/includes.binary/ ~/Desktop/includes.binary
cp /usr/share/live-build-astra/includes.chroot/ ~/Desktop/includes.chroot
echo "My custom LiveCD" > ~/Desktop/includes.binary/custom.txt
echo "File in root directory." > ~/Desktop/includes.chroot/root/file.txt
live-build-astra -o smolensk live.iso -D smolensk
-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"
--tasks "Base Fly"
-p "gimp firefox" --includes-binary ~/Desktop/includes.binary
—--includes.chroot ~/Desktop/includes.chroot
®ann custom. txt GyaeT ckonMpoBaH B KOPHEBOW KaTanor gannoson cucremol LiveCD.
®ann file.txt 6yget B ckonupoBaH B /root 3arpyxeHHon OC LiveCD.

Kpome TOro, ecnu tpebyetca, 4tobbl B OC LiveCD 6binn BbINOMHEHbI JOMOMHUTESb-
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Hble JENCTBMSA Ha 3Tane cbopku, TO BO3MOXHO UCMOMb30BaTb NapamMeTp ——hooks aHanorm4yHo
—--includes-chroot, T.e. ckonupoBaTb KaTanor /usr/share/live-build-astra/hooks/,
NMOMECTUTb B €r0 KON Heobxoaumble cueHapum 060MoYKN U NnepegaTb NyTb K KONUKM KaTanora B
KayecTBe Knio4a k napameTpy --hooks.

CobpaHHbIn B pesynbrate paboTbl 1ive-build-astra ISO-06pa3 MOXHO MCNONb30BaTb
ans 3arpyskm kak ¢ DVD, tak u ¢ USB-Hakonutens. [Ans Toro, 4tobsl 3arpy3ute OC ¢ USB-
HakonuTens, Heobxogmnmo |ISO-o6pa3 nobanToBo 3anmcatb Ha USB-HakonuTtenb, Hanpumep, ¢

NOMOLLLbIO KOMaHAbl dd.

Mpumep
3anuck ISO-0bpasza Ha nogkntoyeHHbIn USB-HakonuTenb, 0603Ha4YEeHHbIN B CUCTEME KaK

/dev/sdb:
dd if=smolensk live.iso of=/dev/sdb bs=1M

BHUMAHMUE! KomaHnga dd 3anucbliBaeT HOBOE COAEPXUMOe, yaansasa nMetoLmecs 3anmcu.
YKasaHne HEKOPPEKTHbIX MapaMeTPOB MOXKET NPUBECTU K MNOTEPE AAHHbBIX MU HEBO3MOXHOCTM

3arpysku OC.
2.4. basoBble cpeacTBa BUpTyanusauum

OC nopgepxvBaeT ycTaHOBKY M paboTy B cpefe BupTyanusaumm. OCHOBHbIMU NakeTamu,
HeobxoanMbIMK ANS BUPTyanu3aumm NepCcoHanbHOro KOMMnboTepa, ABMAITCS cneayoLwne nakeTbl
CpencTBa amMynsuMu annapaTtHoro obecnevyeHus:

- cepsep BupTyanusauuu libvirt;

- QEMU.

CepBep BMpTYyanuaawmm NCNonb3yeT criefyoLlmne Katanorm XocToBon pansioBon cUCTeMbl
(PC):

1) /etc/libvirt/ — KaTtanor KoHgUrypauum cepsepa sBupTyanuaaumm libvirt:

a) gemu/ — Katanor KoHgurypaumoHHbix XML-cannos BuptyanbHbix mawwmH QEMU:
- network/ — KkaTanor KoHurypaunoHHbix XML-(hannos BupTyanbHbIX ceTen;
- * . xml — KOHpurypauunoHHbsle XML-cannbl BupTyanbHbIX MawmH QEMU.

0) storage/ — KaTanor KOHpUrypaumoHHbIX hansios nynos gannos-oopasos;

B) libvirt.conf — KINMEHTCKMUI KOHUIypaunoHHbIM doann libvirt;

r) libvirtd.conf — KOHUrypaumnoHHbIn dhann cnyxbbl cepBepa BUpTyanusaumm

libvirtd (cm. 2.4.1.1));

A) gemu.conf — KOH(UrypaLmMoHHbI han cpeactea aMmynsauum annapaTHoro obec-

nevyeHna QEMU (cm. [2.4.2)).

2) /var/lib/libvirt/ — pabouuni katanor cepepa BupTyanusaumm libvirt:

a) images/ — kartanor annos-o6pa3osB No YMONMYAHUIO:
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6) network/ — pabouunn katanor BUpTyanbHbIX CETEN;
B) gemu/ — pabounin KaTanor 3anyLeHHbIX BUpTyanbHbix MawmH QEMU:
- save/ — KaTtanor COXpaHeHHbIX COCTOSIHUIA BUPTYyasibHbIX MaLUWH;
- snapshot — Katanor CHUMKOB BUPTYyasibHbIX MaLUWH.
r) runimages/ — Katanor pacrnonoxeHusi konum ¢gannos-o6pa3oB BMPTYyarnbHbIX
MaLlWH, 3anyLeHHbIX B pexuMe 3anpeTta Mmogndgukauum gannos-obpasos.
3) /var/run/libvirt/ — katanor Tekyliero paboyero CoCTosiHMA cepBepa BMpTyanu-
3auuu libvirt:
a) network/ — pabounin katanor 3anyLeHHbIX BUPTyanbHbIX CETEN;
0) gemu/ — KaTanor TekyLwmx KoHpurypaumoHHblx XML-cbannos 3anyLeHHbIX BUPTY-
anbHbIX MawnH QEMU;
B) libvirt-sock — Unix-cokeT onsa nokanbHbIX COEANHEHUI CO cnyxbon cepeepa
BUpTyanusauum libvirtd;
r) libvirt-sock-ro — Unix-COKeT, 4OCTYMHbIN TOMbKO A5 YTEHUS, NS NOKanbHbIX

coeanHeHun co cnyxbon cepsepa BupTyanmsauum libvirtd.

2.4.1. CepBep Buptyanusauum libvirt

YnpaBneHue BMpTyanbHbIMU MallMHaAMW OCYLLECTBIISIETCA C NOMOLLIbIO cepBepa BUpTYya-
nun3aumm Ha ocHose libvirt, KOTOpbIN NpefoCTaBNSET CpeacTBa CO34aHUS U yyeTa BUPTYyasibHbIX
MaLUWH, HACTPOMKN UX KOH(Urypauum n HenocpeacTBeHHO 3anycka. B 3t 3agaym BxoauT ynpas-
neHve darinamm-o6pasoB ANCKOBbIX HOCUTENEN BUPTYarbHbIX MaLLWH, BUPTYyarnbHbIMU CETEBbLIMU
agjanTepamu u ceTamu u hopMMpoBaHne KOHTeKCTa PYHKLMOHUPOBAHUS BUPTYaribHOW MalUVHbI B
Buae npouecca OC.

MakeT cepBepa BUpTyanuaauum CcoCcTouT u3 crnyxbbl cepBepa BupTyanuaauum libvirtd,
npeaocTaBnsAoLLEe BO3MOXHOCTb YAarneHHoro ynpasneHns no CETU € UCMNOoNb30BaHUEM PasnnyHbIX
NPOTOKOSOB 1 CNOCOB0B ayTeHTUdUKaUnn, KnneHTckonm ubnuoteku libvirtd, komaHgHon o6onoykn
virsh u psga apyrmx yTunuT KOMaHaHOW CTPOKW.

BHUMAHMUE! Bce koHUrypauuoHHble dansbl nnn dannbl, cogepxawme KrnodesByro
nHpopmauno Kerberos nnu PKI, cepsepa BupTtyanusaumm libvirt He gormkHbl 6bITe JOCTYMHbI
nonb3oBaTensm.

2.4.1.1. Cnyx6a cepBepa BupTyanusauum libvirt

Cnyxba cepBepa BupTyanusaummn libvirtd npegoctaBnseTr BO3MOXHOCTb yaareHHOro
ynpaBfieHna cepBepoM BUPTyanu3auuu no CeTU C UCMNOSMb30BaHMEM pPasfinyHbIX MPOTOKOMOB
n cnocobos ayTeHTUduKaumun. Npn aToM nogaepxmBaeTca BO3MOXHOCTb peLleHns Bcex 3aaay
MO CO34aHUI0 N Y4ETY BUPTYaribHbIX MaLUWH, HACTPONKE UX KOHMUIypaunum n HenocpeacTBeHHO
3anycka.

JocTyn Kk cnyxbe cepeepa BUPTyanu3aLmm BO3MOXEH Kak C NMOMOLLbI NnokanbHbIx Unix-
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COKETOB, TaK M MO CETU C MOMOLLbIO KOHCOSbHbIX UIK rpadnyeCcKuX MHCTPYMEHTOB YNpaBreHus
BUPTYasrbHbIMX MallUHaMMU.

OCHOBHbIM KOH(pUrypaumoHHbIM hannom crnyx0bl cepBepa BUpTyanusauumn aBnsaeTcs
/etc/libvirt/libvirtd.conf. OH cogepXxuT Heobxoanmble ans paboTbl CryObl HACTPOMKM
1 napametpbl. Pann pa3buTt Ha nogpasaenbl, OTBEYaLWME 32 pasnUYHble acnekTbl PyHKLUMOHMPO-
BaHUA cnyx6bl cepBepa BUpPTyanu3aunm: MHTepdencbl B3anMoaencTBUSA 1 npaea AOCTyna K HUM,
cnocobbl 1 NapameTpbl ayTeHTUMKaALUKN, NONMUTUKY pasrpaHnyYeHns 4OCTyna, COCTaB BbIBOOUMOWN

B XypHan uHdopmauum 1 T.n. Hanbonee BaxHble napaMeTpbl NpuseaeHbl B Tabnuue [2]

Tabnuua 2 - lNapameTpbl KOHDUrypaunoHHoro anna /etc/libvirt/libvirtd.conf

MapameTp OnucaHune

listen_tls MpuvHumatb TLS-coeanHeHns ¢ ncnonb3oBaHNeM cepTudmnKaTos

MpuHumate TCP-coegmHeHus

listen_ tcp BHUMAHME! OgHol ycTaHOBKM JAHHOIO napameTpa HejoCTaTo4qHO: Heob-
XOOMMO yKasaTb onumio —1 ans napameTpa libvirtd_opts B KOHUry-
paunoHHomMm hanne /etc/default/libvirtd

listen_addr Appec ceTeBoro nHTepdenca ong npuema coeguHeHun

tls_port n tcp_port 3HayeHns NopToB ANA ceTeBbIX coegmHeHun TLS n TCP

Wcnonb3yemasn ana TCP-coeanHeHnn ayteHTudunkauus. Napametp gon-

h t
auth_tcp XeH cofepxaTtb 3HadYeHue sasl (cMm. [2.4.1.2).

MpumeHsieMbli ApaliBep OOCTYyNa K cepBepy BUpTyanusaumu. MNapameTp

access_drivers
- OOIMKEeH coaepxaTtb 3HadYeHue [ "parsec" ].

lpynna aaMuMHUCTPaTOpPOB cepBepa BMpTyanu3aumn (Mo yMOSYaHuio

admin_group libvirt-admin)

MpumeyaHune. KoHdurypaumoHHble napameTpbl TLS gns goctyna K cepeepy BupTya-
nusaumu libvirt paccmatpuatotcs B[2.4.3]

2.4.1.2. KondurypaumoHHble cpannbl SASL cepBepa BupTyanusauum

Mpu ncnonb3oBaHun mexaHnamoB SALS ansa goctyna k cepsepy Buptyanusaumm libvirt
unun Kk paboymm ctonam BMpTyanbHbIX MawnH no npotokonam VNC n Spice Heobxoaumo Hanmyue
COOTBETCTBYHOLLNX KOH(pUrypaLMoHHbIX hannos ¢ napamerpamn SASL B katanore /etc/sasl?2.
[nsa cepBepa BupTyanusauum ann gormkeH nmetb uMa 1ibvirt. conf, ana QEMU (npotokonsbl
VNC un Spice) — gemu. conf. [1na npotokonos VNC u Spice moryT 6bITb 3agaHbl gpyrue nytu
pacnonoxXeHns KOHUrypaunoHHbix dainos SASL (cm. [2.4.2).

KoHdourypaumoHHbin chann SASL cogepXuT cnegyowime BaXkHble napamMmeTpbl:
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Tabnwunuya 3 - MNapameTpbl KOHpUrypaumoHHoro ganna /etc/sasl2/libvirt.conf

MapameTp Onwncanune

Cnuncok mexaHusmoB SASL. MNpu ucnonb3oBaHny B €4MHOM NPOCTPaHCTBE MOrb-

mech list N
—t 3oarenen (EMM) ALD gomkeH cogepXaTtb TONbKO 3HAa4YeHME gssapi.

MyTb Kk panny kno4veBon nHpopmaunn Kerberos. MNMapametrp Heobxoaum npwu
keytab ncnonb3oBaHum B ENMMM. [JomkeH cogepXaTb KOPPEKTHbIE 3HaYeHWs ans annos,
cogepxalumx knroveyto nHdopmaumio ans VNC u Spice

MyTb Kk 6a3e gaHHbIX SASL. MNpu ncnonb3oBaHun B EMNIM He npumeHsieTcsa u

sasldb path
AOMKEH ObITb 3aKOMMEHTUPOBAH.

BHUMAHUE! ®annbl knoveson nHgopmaumn Kerberos ansa VNC mn Spice osmmkHbl
OblTb JOCTYMHbI HA YTEHWe NoNnb3oBaTeNnsaM, 3anyckaroLwmMMm BUPTyarbHble MalluHbl, U rpynne
libvirt-gemu.

2.4.1.3. KoHconbHbIN nHTepdenc virsh

B cocTtaB naketoB cepBepa BupTyanusauuu libvirt BXoguT KOHCOMbHLIN MHTEpPdENC yrpas-
NeHus BUpTyanbHbIMX MalnHamMu virsh, no3BonsaoLWmMin B KOHCOMN C MOMOLLbIO KOMaHAHOW 060-
NOYKU NPOU3BOAUTL AENCTBUA NO YNpaBreHnio KOHUrypaumen BupTyarnbHbIX MaLUUH.

KomaHgHas obonoyvka cogepxuT passutbii HAbop KoMaHg No ynpasneH o BUPTYanbHbIMN
MalumMHamMmu, hannamum-obpasoB HoCUTENEN, BUPTYarnbHbIMW MHTEPMENCaMUN N CETAMM U NO3BONSET
NpaBuUTb KOHMUrypaunoHHble drannbl BUPTYyasibHbIX MaLUWH.

Bonee nogpo6bHO BO3MOXHOCTM KOHCONBHOIO MHTEpPdEeNnca ynpasneHns BUpTyanbHbIMU

MalunHamm virsh onncaHsl B COOTBETCTBYHOLLEM PYKOBOACTBE man.

2.4.2. CpeacrtBa aMynsiuMm annapaTtHoro obecne4vyeHuss Ha ocHose QEMU

CpeoctBa amyndauum annapatHoro obecneyeHms Ha ocHoBe QEMU peanusyior
nporpaMmMHo-annapaTHoe OKpYyXXeHue 3arnyckaeMon BUPTYyanbHOW MalUWHbI, BKNOYas 3a4aHHYHo
KOHdpUrypaumio annapatHon nnatgopmbl n HaBop aMynnpyemblX YCTPOMUCTB, AOCTYMNHbIX FOCTEBOW
ornepaumoHHon cucteme. B cnydae cosnageHnsa rocteBon annapaTtHou nnatgopmsel U annapar-
HOWM NNaTOpMbl XOCTa UCMOSb3YOTCHA BO3MOXHOCTW annapaTtHOW NogaepXkv BupTyanusauum
cpeacteamu Buptyanusaumm KVM (Kernel-based Virtual Machine) ons xoctoBbIx onepaunoHHbIX
cuctem cemencrtea Linux.

KOMMOHEHT COCTOUT 13 NaKeTOB, NPeAOoCTaBNALWNX CpeacTBa aMynaLnmM annapaTHoOro
obecneveHns QEMU gnga pasnuyHbix annapaTHbIX nnatgopMm (B YaCTHOCTM annapaTtHbIX nnat-
dopM x86 n x86-64) n HeobxoanMbIN HABOP YTUNUT KOMAHOHOW CTPOKN.

QEMU Guest Agent (rocteBon areHT QEMU) obecnevnBaeT BO3MOXHOCTb B3anMoaen-
ctBuga ¢ roctesont OC. [1na oTCbINKU U NOyYEeHNS KOMaHA OaHHBIN areHT UCMonb3yeT nocneaosa-
TenbHoe coeanHeHune virtio. OH No3BonAeT 3adoMKcnpoBaTb PannoByr0 CUCTEMY A0 BbINOSTHEHNSA

CHMMKa, Npu 3TOM B CHMMKe He ByaeT 60nbLIon YacTu 3anucaHHbIX JaHHbIX. Pukcauusa gannoson
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CUCTEMbl BO3MOXHO TOMbKO € ApanBepamu xpaHunuw, Ceph n qcow?2. [1ns ncnonb3oBaHUSA areHTa
HeobXo4MMO YCTaHOBUTL MNaKeT gemu-guest-agent) Ha rocteson OC.

BHUMAHMUE! NpumeHeHune roctesoro areHta QEMU gocTynHO ToNbKo AN BUPTYarnbHbIX
MaLLVH, 3anyLLeHHbIX U3 NoA HYNEeBOro MaHOAaTHOro KOHTEKCTA.

3anyweHHaa cpegcteammn QEMU/KVM BupTyanbHas maluvHa npegcraesnsieT cobon oT-
AenbHbI Npouecc XOCTOBOW OrnepaunuoHHON CUCTEMBI.

OCHOBHbIM KOH(UIYpaUMOHHBLIM ddarnnomMm cpeacTea aMynsaumMm annapaTtHoro obecneve-
Hua QEMU saBnsietcs /etc/libvirt/gemu.conf. OH cogepXxmnt Heobxoanmble Ana 3anycka
BUPTYarnbHbIX MaLlVMH NapamMeTpbl, KOTOpble OTBeYalT 3a pasfnyHble acnekTbl PYHKLUNOHUPO-
BaHWA: NHTepdenCbl B3anMOAENCTBUA C pabodnmM CTONOM BUPTYyarnbHbIX MallWH, Cnocobbl 1
napamMeTpbl ayTeHTUUKALMK, NONUTUKY yrpaBneHnsa 6e30nNacHOCTbIO U U30naunen BUPTyanbHbIX
MaLLMH W 3HAYEHUS MO YMONMYaHMIO HEKOTOPbIX NapamMeTpoB KOHUrypaumum BUPTyanbHbIX MaLUvH.

HanGonee BaxHble napameTpbl NpueeaeHsl B Tabnuue [4]

Tabnwnuya 4 — MNMapameTpbl KOHpUrypaumoHHoro danna /etc/libvirt/gemu.conf

MapameTp Onucanue

. ec ceTeBOro uHTepdenca Ang npuema coeguHeHni no npoToKo-
vnc_listen Aap P® A P A P

ny VNC
vnc_tls WcnonbsoBatb TLS ana npuema coegnHeHnii no npotokony VNC
vnc_tls_x509_cert_dir MyTb k cepTudpmkatam TLS npun pabote no npotokony VNC
vnc_password Maponb gnsa coeguHennin no npotokony VNC
vnc_sasl Wcnonb3oBatb SASL anga npuema coegmHeHun npotokony no VNC

KaTtanor koHurypaumoHHoro danna gemu.conf, coaepxaliui
vnc_sasl_dir SASL-napameTpbl onst npuema coegmHeHnn no npotokony VNC

(cm.2.4.1.2)

Aapec ceTeBoro uHtepdenca onsa npuema CoeguHeEHUn no NpoToKo-
ny Spice

spice_listen

spice_tls Wcnonb3oBatb TLS ana npuema coeanHeHuin No NpoTokony Spice

spice_tls_x509 cert_dir | lNyTb k ceptudukaram TLS npu paboTte no npotokony Spice

spice_password Maponb Anga coeguHeHuin No nNpoTokony Spice

spice_sasl Wcnonb3oBaTb SASL ansa npuema coefmHeHuin no NpoTokony Spice

KaTtanor koHurypaumoHHoro danna gemu.conf, coaepxalium
spice_sasl_dir SASL-napameTpbl ong npyemMa coeguMHeHUn No NPoToKony Spice

(cm. [2.4.1.2)

MpumeHsembin aparieep 6esonacHocTu. [NapameTp gomkeH coaep-
XaTb 3Ha4YeHne "parsec".

security driver

KaTtanor pacnonoxeHunsa konui annos-o0pa3oB BUPTyaribHbIX Ma-
run_images_dir WWMH, 3anyLlleHHbIX B pexume 3anpeta moaudukaumm damnnos-
obpasos
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MpunmedvaHwne. KoHpurypaumoHHble napameTtpbl TLS gns goctyna k pabounm ctonam
BUpTYyarnbHbIX MawwmH no npotokony VNC paccmaTpusatotcs B |2.4.4|

BHUMAHMUE! lNpn ncnonb3oBaHuu B BUpPTyarbHOW MalUuHe spice-rpadoukun, B rocre-
Bor OC porxeH 6bITb ycTaHoBneH QXL-gpaneep. B OC gpasep ycTaHaBnuBaeTCcsa C NakeTom

xserver-xorg-video-gxl.

243. Wpentncpukauma wn  ayteHTUdpukauuma npum goctyne K  cepBepy
Buptyanusauum libvirt

CepBep BUpTyanuaauum MOXeT UCMONb30BaTh ANA naeHTudukaumm n ayteHTndrkaumm
KNMEHTOB cneayroLwmne MexaHm3ambl:

- nokanbHaga peer-cred ayTeHTUdUKaums;

- yaaneHHas SSH-ayteHTUdMKaumna (CTpoka coeguHeHnst gemu+ssh:// .. .);

- yaaneHHas SASL-ayteHTudukauma, B TOM 4ncne ¢ nogaepxkon Kerberos (ctpoka

coeauHeHust gemu+tcp://...);

- yoaneHHas TLS-ayTeHTU(pMKaums ¢ Mcnonb3oBaHMEM cepTUdmnKaToB (CTpoka coeanHe-

HUA gemu+tls://...).

MapameTpbl  ayTeHTUdUKauMm  3agaloTcsd B KOHUrypauuoHHoMm  dhanne
/etc/libvirt/libvirtd.conf. B KOHUrypaumoHHoOM danne oTaenbHO 3ajarTcs
napamMeTpbl AN pasfiMyHbIX CNocoboB ayTeHTUdUKaumm: napameTpsbl fiokanbHbix UNIX cokeToB
(cekumst «UNIX socket access control»), paspelueHne npuema ceTeBbIX coegMHEHUN (NapaMeTpbl
listen_tls n listen_tcp) u noptel Anga tcp m tls (napametpbl tls_port U tcp_port),
pacnonoxeHne HeobxoguMbix annoB npu ucnonb3oBaHun ceptudukatoB x509 (cekuyums
«TSL x509 certificate configuration») n BapmnaHTbl aBTopusauumn (napameTpbl auth_unix_ro,
auth_unix_ rw, auth_tcp, auth_tls).

Mo ymonyaHuio ncnonb3yeTcs criegyoliee pacnoroxeHne annos ceptudukaTtoB Ha
cepBepe Ans ayTeHTUudukauum K cepsepy Buptyanusauum libvirt:

- /etc/pki/CA/cacert.pem — KOPHEBOW cepTUdMKAT;

- /etc/pki/CA/crl.pem — (pann oTO3BaHHbIX CEPTUPUKATOB;

- /etc/pki/libvirt/servercert.pem — cepTUdUKaT OTKPbITOrO Knioya cepsepa

BUpTyanuaauum libvirt;

- /etc/pki/libvirt/private/serverkey.pem — 3aKpbITbI KMOY CeEpBepa BUPTY-

anunsauum libvirt.

MpnmeyaHune. Pannbl KNoven cepepa BupTyanuaauum libvirt 4omkHbl 6bITb JOCTYN-
Hbl Ha YTeHue rpynne libvirt-gemu.

Mo ymonyaHuio ncnosnb3yetcs criegyollee pacnoroxeHue annos ceptuukaTtoBs Ha
KNWeHTe anga ayTeHTudukaumm K cepeepy Buptyanmsauum libvirt (B gomawHem katanore nonb3o-

BaTens ~):
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- /etc/pki/CA/cacert.pem — KOPHEBOW CEPTUAUKAT;

- ~/.pki/libvirt/clientcert.pem — cepTUPUKAT OTKPbITOrO KItoya KNneHTa;

- ~/.pki/libvirt/clientkey.pem — 3aKpbITbIA KITOY KNUEHTA.

B cnyyae SASL ayTteHTMduKaumMm uUcCnonb3lyeTcss KOHUrypauuoHHbin  dann
/etc/sasl2/libvirt.conf, B KOTOPOM 3ajalwTca napamMeTpbl ayTeHTudukauum SASL
(Hanpumep, NpuMeHsieMble MexaHU3Mbl). M cepBuca cepBepa BupTyanusauum libvirt npu ncnone-
3o0BaHnn SASL-ayTeHTUMKaALUM perncTpupyeTcs Kak libvirt/<umsi cepsepa>@<poMen>.

BHUMAHMUE! MNMpwn yka3aHun mexaHmama SASL gssapi cnegyet B KOHPUrypaLMOHHOM
danne /etc/default/libvirtd ykasaTb C NOMOLLBLIO COOTBETCTBYHOLLEN NEepeMEHHON OKpY-
XeHna pacrnonoxeHune ganna knioden Kerberos cepsepa Buptyanusaumm, Hanpumep:

export KRB5 KTNAME=/etc/libvirt/libvirt.keytab.

2.4.4. W\pentncpukauma wn ayteHTUdMKauma npu A[octyne K pabouvemy crony
BUPTYanbHbIX MalIWH

MapameTpbl ayTeHTUdUKAUUM Npu goctyne K pabovemy cCTOny BUPTyaribHOW Ma-
WWHbI 3adalTca B KOHUrypaumoHHOM danne /etc/libvirt/gemu.conf pasgenb-
HO anda npotokonoB VNC u Spice. B gaHHOM koHdurypaunoHHoM doanne ykasbiBaloT-
Cc Heobxoaumble napamMeTpbl ayTeHTUdUKaAUMM U NYTU K KOHPUIrypauMOHHbIM hannam
SASL, Hanpumep, /etc/sasl2/gemu.conf. WUma cepeucos VNC wu Spice npu ucnonb-
30BaHMM SASL-ayTeHTUdUKaUUM PErMCTPUPYETCA Kak vnc/<ums cepBepa>@<mgoMmeH> WU
spice/<umsa cepeepa>@<gomeH>, COOTBETCTBEHHO.

Mo ymonyaHuio ncnonb3yeTca criegytollee pacnonoxeHne gannos cepTudunkaToB Ha
cepBepe Ans ayTeHTUdmUKaumm K BupTyansHon mawmHe no npotokony VNC:

- /etc/pki/libvirt-vnc/ca-cert.pem — KOPHEBOM CepTUdUKAT;

- /etc/pki/libvirt-vnc/server-cert.pem — cepTUdMKaT OTKPLITOrO Krtoya cep-

Bepa VNC QEMU;

- /etc/pki/libvirt-vnc/server-key.pem — 3akpbiTbin K4 cepBepa VNC

QEMU.

MpumevaHune. dannbl knodven cepeepa VNC QEMU gomkHbl ObiTb OCTYMHbI Ha
yTeHue rpynne libvirt-gemu.

Mo ymonyaHuio ncnosnb3yetcs criegytollee pacnornoxeHue annos ceptuukaTtoBs Ha
knueHTe ans ayteHTudukaumm k cepsepy VNC QEMU (B gomawHeMm kaTtanore nornb3oBatens ~):

- /etc/pki/CA/cacert.pem — KOPHEBOW CEPTUCUKAT;

- ~/.pki/libvirt-vnc/clientcert.pem — cepTUuKar OTKPLITOro Kroya KIneHTa;

- ~/.pki/libvirt-vnc/private/clientkey.pem — 3aKpbITbIA KMOY KINEHTA.
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3. CUICTEMHbIE KOMIMOHEHTbI

3.1. YnpaBneHue cnyxb6amu

B cpege OC gns ynpasneHus cnyxéamu, To4KaMn MOHTUPOBAHUA U T. M. MPUMEHSAETCA
cucteMHbln MeHegxkep systemd. MeHekep systemd obecnednBaeT napannensbHbIn 3anyck criyxo
B npouecce 3arpy3kn OC, ncnonbayet cokeTbl N akTBaumo D-Bus ons 3anyckaembix cryx6,
npeasniaraet 3anyck 4EMOHOB N0 HEOBXOANMMOCTU, OTCNEXUBAET 3anyck cny6, nogaepxusaet
MFHOBEHHbIE CHUMKWN U BOCCTAHOBIIEHNE COCTOSIHUS CUCTEMbI, MOHTUPOBAHNE N TOYKM MOHTUPOBA-
HUS, a TakKe BHEAPSAET OCHOBAHHYIO Ha 3aBUCUMMOCTAX JIOTMKY KOHTPOMSA NPOLIECCOB CHOXHbIX
TpaH3aKumn.

OTnuunTenbHon ocobeHHOCTLIO systemd SBNAETCS MCNOMb30BaHME KOHTPOSbHbIX Fpynn
Linux, obecneuymBatoLmMx nepapxudeckyto CTpykTypmsauuio cnyx6: nobasa sanyweHHas cnyxba
noMeLlaeTcs B OTAENbHYO KOHTPOMbHYIO FPYynny C YHUKanbHbIM naeHTudukatopoM. Korga cnyxba
3anyckaeTt Opyryto 3aBMCUMYIO Cryxby, TO OHa aBTOMaTM4ecKu BKMHOYAETCHA B rpynny C Tem
Xe naeHTudukatopom. MNMpn 3TOM HenpmBUMNErnpoBaHHble CnyX6bbl HE MOryT U3MEHUTb CBOE
nonoxeHwe B nepapxmu. lNpu WTatHOM 3aBepLUeHnn paboTbl cnyxobl ByayT 3aBepLUeHbl 1 Bce
3aBUCUMbIE OT Hee CryX0bl.

OnucaHue ncnonb3oBaHNA MeHegkepa systemd ons ynpaeneHns 4ocTynoM npyvBegeHo
B PYCB.10015-01 97 01-1.

3.1.1. O6wme cBepeHun

MeHepxep systemd onepupyeT cneuunanbHO 0OOPMIIEHHBIMU hanniammn KoHuUrypaumm —
toHUTamu (unit). Kaxxabii FOHUT OTBEYAET 3@ KOHKPETHYH CNyX0y (* . service), TO4KY MOHTUPO-
BaHus (* .mount), YCTPOUCTBO (* .device), bann Nnogkayku (* . swap), COKeT (* .socket) u T.4.
PasmeLlatoTcs 1OHUTBI B OAHOM M3 KaTaroros:

- /usr/lib/systemd/system/ — IOHUTbI N3 YCTAHOBMNEHHbLIX NAKETOB;

- /run/systemd/system/ — OHUTbI, CO34aHHbIE B pEXUME paHTanM. [laHHbIe IOHUTbI

NMELIOT MPUOPUTET BblLLE, YEM HOHUTBI U3 YCTAHOBMEHHbIX MaKeToB;

- /etc/systemd/system/ — WOHWUTbI, CO34aHHbIE U YNpaBndeMble agMUHUCTPATOPOM.

[laHHbIE HOHWTBI UMEIOT NPUOPUTET BbILLE, YEM HOHUTLI, CO3AaHHbIE B PEXMME paHTanM.

[nsa oTcnexuBaHnst N KOHTPOIS COCTOSAHUS MeHemkepa systemd n 1OHMTOB Mcnonb3yeTcs
yTUNUTa KOMaHOHOW CTPOKN systemctl.

[ns npocMoTpa cnucka yCTaHOBMEHHbIX OHUTOB BbIMOMHUTE KOMaHAY:
systemctl list-unit-files

[ns npocMoTpa cnucka 3anyLeHHbIX KOHUTOB BbINOSIHUTL KOMaHAY:
systemctl list-units

nnnm ond npocMoTpa Cnucka 3anyleHHbIX HHUTOB ornpeaeneHHoro Tuna Ucnorib3oBaTb AaHHYHO
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KOMaHAy C napaMeTpoM -t <THI_IOHUTAa>.
systemctl list-units -t service
OcHoBHble napamMeTpbl AnAa Ncnofb3oBaHUA C yTVIJ'IVITDI7I KOMaHﬂ,HOI7I CTPOKN systemctl

npveeneHbl B Tabnuue (Bl

Tabnuua 5
MapameTp Onuncanue

systemctl start <worHHT> HesameonuTtenbHO 3anyCcTUTb IOHUT

systemctl stop <woHUT> HeszameanntenbHO OCTaHOBUTb HOHUT

systemctl restart <woHHT> MepesanycTuTb IOHUT

systemctl reload <wioHUT> lNepesarpy3anTb HACTPOWMKN HOHUTA

systemctl status BbiBecTu 06LLyt0 MHpOPMaLMIO O COCTOSIHUN CUCTEMbI U CMINCOK
IOHWUTOB, KOTOPbIM COOTBETCTBYIOT 3anyLUeHHble npouecchl. [Mpu
3anycke KOMaHAbl C UMeHeM toHuTa ByaeT BbiBegeHa nHdopma-
uusa o ctaTyce JaHHOrO oHUTa

systemctl cat <woHUT> MokasaTb cogep>XMMoe oHUTa

systemctl is-enabled <wouut> [1pOBEPUTbL BKMHOYEHME IOHUTA B aBTO3aMyCcK Npu 3arpyske cucre-

Mbl
systemctl enable <woHHUT> [o6aBuTb IOHWUT B aBTO3anyckK Npu 3arpyske CUCTembl
systemctl disable <wouur> YaanuTb IOHUT 13 aBTo3anycka npv 3arpy3ke cuctemsl
systemctl mask <ioHHT> MackmpoBaTb HOHUT OIS UCKITIYEHNUS BO3SMOXXHOCTW €ro 3anycka
systemctl unmask <woHUT> CHATb Macky toHUTa
systemctl help <woHHT> lMokasaTb CTpaHuLy pyKOBOACTBA man OHUTA (NPW Hanuyuu nog-

AEPXKN AaHHOW (PYHKUMKU ONSA yKa3aHHOro 1oHMTA)
systemctl daemon-reload Mepesarpy3anTb systemd ans noucka HOBbIX UMW U3MEHEHHbIX

IOHNTOB
systemctl --failed [MokasaTb CNNCOK HOHUTOB, KOTOPblEe He ObINM 3anyLleHbl n3-3a

OLLMBKM

3.1.2. KoHdurypauuoHHble dannsl systemd

Mpu ucnonb3oBaHn MeHegxkepa systemd BO3MOXHO Kak KOppekTUpoBaTh CyLLECTBYOLMNE
IOHUTBI, TaK U CO34aBaTb HOBbLIE.

FOHUT npeacTtaensieT cobon ini-nogobHbin hann, nms KOTOporo COCTOUT U3 UMEHWN
IOHUTa 1 cyddpmkca, onpeaensolero Tmun H1Ta. B obliem crnyyae oHUT-hann BKNKYaeT cekuun
[Unit] v [Install], a Takke OOMNOMHUTENbHbIE CEKLUN, COOTBETCTBYHOLLME KOHKPETHOMY TUNY
lOHUTA.

Cekumsa [Unit] COAEPXKUT OMMCaAHME OHUTA, a TaKkKe MHAOPMAaLMIO O 3aBUCUMOCTSAX Mpu
3anycke loHUTa:

- Description= — OnucaHue HUT3a;

- Wants= — 3aBUcMMOCTb TpeboBaHus 3anycka. TpeboBaHNe NCXOAHOIO OHMTA 3anyCTUTb
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IOHUT, YKa3aHHbI B napameTpe. [1py 3ToM pes3ynbraT 3arnycka loHWTa, YKa3aHHOro B
napameTpe, He BIMSEeT Ha 3anyCck MCXOOQHOro toHUTa. [pu oTCcyTCTBUKM NapamMeTpoB After=
N Before= OHUTbI OyayT 3anyLuieHbl OAHOBPEMEHHO;

- Requires= — 3aBuUcuUMocCTb TpeboBaHus 3anycka. TpeboBaHWe UCXOQHOTO OHUTa 3any-

CTUTb IOHWT, YKa3aHHbI B napametpe. Mpu aTom owmnbka 3anycka oH1Ta, NpUBEEHHOIO B

napameTpe, NnpmBegeT K omnbKe 3anycka UCXOAHOro HUTA. Npu OTCYTCTBUKM NapameTpoB

After= n Before= OHUTbI ByayT 3anyLleHbl OOQHOBPEMEHHO;

- After= — 3aBUCMMOCTb Nopsagka 3anycka. [JononHUTenNbHbIA, HO HEe 0Bs3aTenbHbIN

napamMeTp K napametrpam Wants= WU Requires=, yKasblBalOWmi Ha HeOOXOANMOCTb

3arnycka UCXOOHOro HUTA TOMbKO MOCHe 3anycka lHWTa, YKa3aHHOro B napameTtpe.

[Mpwn 3aTOM ecnu JaHHbLIN NapaMeTp UCNOoSb3yeTcs C napaMeTpoMm Wants=, TO UCXOLHbIN

IOHUT ByOeT 3anyleH BHe 3aBUCMMOCTM OT pesynibTaTta 3anycka loHUTa, YKa3aHHOro B

napameTpe;

- Before= — aHanormyeH napameTtpy After=, TONbKO onpeaenseT 3anyck MCXoQHOro

IOHUTa [0 3anycka IoHUTa, yKkasaHHOro B napamerpe.

Cekumsa [Install] cogepXuT nHgopmaumo o6 yctaHOBKe toHUTA. Micnonb3yeTcs Ko-
MaHOamMu systemctl enable <wouuT> U systemctl disable <wouut>. MOXeT cogepxaTb
cnegyowime napameTpbl:

- Alias= — CMWCOK anbTepHaTUBHbIX UMEH lOHUTA, pasaeneHHbiX npobenom. MmeHa

OOIMKHbI UMETbL TOT e CyddUKC, 4To U M4 hanna toHuTa. [Npu ncnonb3oBaHUM KOMaHAbI

systemctl enable OyayT co3AaHbl CUMBOMNYECKNE CCbINKN U3 MEPEYNCTIEHHBIX UMEH

Ha OaHHbIW OHWUT.

BHUMAHMUE! He Bce Tunbl IOHATOB MOTYT MMETb anbTepHaTUBHbIE MMeHa. s TMNoB

* .mount, *.slice, *.swap 1 *.automount JaHHbIA NAapamMeTp He NoaAepKUBAETCS;

- WantedBy= — yKasblBaeT Ha LierneBoe coctosiHue (cm.[3.1.3), npu kotopom 3anyckaetcs

AaHHbIN HUT. [Mpy Mcnonb3oBaHMM KOMaHabl systemctl enable BygeTr nobasneHa

CMMBOITMYECKAsa CCblJIKa B <uMMs__COCTOAHUA> . target;

- Also= — onpeaensieT CNMCOK IOHMTOB, KOTOPblE Takke OyayT AobaBneHbl B aBTO3anycK

UNn yaaneHsl U3 aBTo3anycka BMecTe C AaHHbIM IOHUTOM.

Cekums [Service] B IOHUTE Cry>XObl COAEPXUT criegytolime napameTpbi:

1) Type= — onpegenseT TN 3anycka cnyxobsoi:

a) simple — ucnonbayetcsa no ymondaHuo. Cnyxba byaet 3anyweHa Hezameanm-
TenbHo. [pouecc Npyn 3TOM He AO0SMKEH pa3BeTBNATLCSA. He pekomeHayeTcsa Ucnonb-
30BaTb AaHHbIA TUM, ecnv Apyrue cnyxo6bl 3aBUCAT OT O4YepeaHOCTU Npu 3anycke
AaHHON cnyX6bl. ckniovyeHne — akTmBauusi COKETa;

6) forking — cnyx6a 3anyckaeTcss O[HOKPaTHO M NPOLIECC pa3BeTBNAETCH C 3aBep-
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LEHNEM poANTENBLCKOro npouecca. PekomeHayeTcst MCnonb3oBaTh AaHHBIA TUN ANS
3anycka kraccumyeckux geMoHoB. NoTpebyeTcs Takke onpeaennts PIDFile, YTOObI
MeHepkep systemd mor oTcnexmBaTb OCHOBHOWM NPOLECC;
B) oneshot — MCNonb3yeTcs Ans CKPMNTOB, KOTOPbIE 3aBEPLUAOTCA NOCME BbINOSHe-
HUSI OOHOrO 3a4aHus;
r) notify — aHanormyeH Tmny simple, HO AONOSTHUTENBHO AEMOH OTNPaBUT MEHE-
xepy systemd curHan o cBOen roToBHOCTY;
A) dbus — CepBMC HaxoguTCA B COCTOSIHUM FOTOBHOCTW, KOrga onpeneneHHoe
BusName nosiBNsieTca B cMctemHon wnHe DBus;
e) idle — meHemkep systemd OTNOXUT BbINONHEHME CYXXObl 4O MOMEHTA OTNPaBKK
BCeX 3aJaHui;
2) PIDFile= — pacnonoxeHue pid-canna;
3) WorkingDirectory= — pabo4ynii KaTanor NpUNoXeHus;
4) User= — nonb3oBaTernb, OT UMEHN KOTOpPOro ByaeT 3anylieHa cnyxoa;
5) Group= — rpynna, oT UMeHKN KoTopon ByaeT 3anyLieHa cnyxoba;
6) OOMScoreAdjust= — NPUOPUTET 3aBEPLLEHMSA NMPOLIECCA NPU HEXBATKE NaMATH, rae
1000 — makcMmarnbHOe 3HavyeHne, O3Ha4vatoLLee NosSHbIW 3anpeT Ha 3aBepLUeHne npolec-
ca;
7) ExecStop= — yKa3blBaeT Ha CKPUNT, KOTOPLIN AOSKEH ObITb BLIMOMHEH Nepes octa-
HOBKOW CyX0bl;
8) ExecStart — ykasblBaeT Ha KOMaHAay, Kotopasi 4OMmkHa ObiTb BbIMNOMHEHA nocne
3anycka cnyxboi;
9) RemainAfterExit — npeanucbiBaeT systemd cuntaTb NpoLEecc akTMBHbLIM NOCNE ero
3aBEpPLUEHNS.
Cekums [ Socket ] B lOHUTE COKETa onpeaensier crneayowme napameTpbl 4N8 ynpaBneHns

COKETOM:

ExecStart= — npaBunno 3anycka,

ExecReload= — npaBuno nepesanycka;

KillMode= — npaBuIio 3aBeEpPLUEHUS;

Restart= — npaBuno nepesanycka npuv BO3HUKHOBEHWNM OLUNOKM.

3.1.3. LleneBoe cocTosiHue

B systemd ypoBHM 3anycka cannoB peanu3oBaHbl B BUAE CrpyNNUPOBaHHbLIX HOHUTOB,
npeacTaBnsAWMX LeneBoe coctodHne (uenb). Kaxxgasa uenb nmeeTr cobcTBeHHOE nMs Buga
<uUMsI_COCTOSIHUS> . target W NpeaHasHavyeHa ans KOHKPeTHbIX 3agady. OgHOBPEMEHHO MOTyT

ObITb aKTMBHbI HECKOMBKO Lienen.
Llenn moryT HacnepoBatb Bce cny0bl apyrux uenen, gobaenas kK HUM ceou. B systemd
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TaKKe MMEKTCH uenu, uMmtupyowmne obuime ypoBHu 3anycka SystemVinit, nostomy gnsa nepe-
KInto4YeHna mexay uernesbiMn tOHUTaM MOXXHO UCNOJNib30BaTb KOMaHAy:
telinit RUNLEVEL

ﬂ,J'IFI onpeaeneHna OOCTYMNHbIX LerneBbIX COCTOSAHUN ncnonb3yeTcAa KoMmaHaa:
systemctl list-unit-files --type=target

ﬂ,J'IFI onpeageneHna akTuBHbIX LeJ1eBbIX COCTOSAHUN MUCIMOJib3yeTCA KOMaHaa:
systemctl list-units --type=target

ﬂ,J'IFI nepexona B UeneBoe COCTOAHME UCMNONb3yeTCA KOMaHOa:
systemctl isolate <umsa_cocTosHUA>.target
,D,aHHaSI KOMaHOa N3AMEeHAT TOJIbKO TeKyLI_l,Mﬁ YPOBEHb BbIMNOJIHEHNA U €€ D,el‘/'ICTBI/Ie He nosnuaet
Ha nocnegytowme 3arpyskm CUCTEMBI.

[ns npocmMoTpa LeneBoro COCTOSAHMSA N0 YMONYaHuio, koTopoe systemd ncnonb3yeT cpasy
nocrne 3arpy3km CUCTtembl, UCMOoJ1Ib30BaTb KOMaHAY:
systemctl get-default

LleneBoe cocTosiHUE MO YMOM4YaHUKO  3a4aeTcs  CUMBOSIBHOW  CCbISTKOMN
/etc/systemd/system/default.target. [ONa CMeHbl LENeBOro COCTOSIHAUA MO YMOf-

YaHuto TpebyeTca nepesanuncaTb AaHHYH CCbISKY.

Mpumepbl:

1. In -sf /lib/systemd/system/multi-user.target
/etc/systemd/system/default.target

2. 1In -sf /lib/systemd/system/graphical.target
/etc/systemd/system/default.target

[ns npocmoTpa AepeBa 3aBUCMMOCTEN KOHUTOB OT LIENW BbINOMHUTL KOMaHAY:

systemctl list-dependencies <ums_cocTosHus>.target
3.2. YnpaBneHue ycTpoucTBamm

3.2.1. Tunbl ycTpoucTB

B OC cyuwecTtByeT gBa TvMna yCTPOUCTB: BIOYHbLIE C NPSAMbIM AOCTYNOM (Hanpumep,
XEeCTKMe ANCKM) N CUMBOSbHbIE (HanpuMep, nocregoBaTtefibHble NOPThbl), HEKOTOPbIE U3 HUX MOTYT
OblTb NOcnegoBaTenbHbIMU, @ HEKOTOPbIE — C NpsAMbIM AocTynoM. Kaxkgoe nogaepkmBaemoe
ycTponcTBo npeactasnsetca B PC dannom yctponctea. [Npu BbINOAHEHMM onepauui YTeHus
nUnn 3anucmn ¢ NnogobHbiM hannom Nponcxogmut odMeH AaHHLIMW C YCTPOMCTBOM, Ha KOTOpoe
yKasblBaeT 3ToT dhann. Takon cnocob goctyna K yCTPOMCTBaM MO3BOMSET HE UCMNONb30BaTb
cneumanbHble Nporpammbl (a Takke crneyunanbHble METOAbl MPOrpaMMMpPOBaHUS, Takme Kak paboTa

C NpepbIBaHUSMN).
Tak kak ycTponctea otobpaxarTtcs kak dgannsl B PC (B kaTanore /dev), X MOXHO
NPOCMOTPETL C NOMOLLbIO KOMaHAbl 1s. [Mocne BbINOSIHEHMS KOMaHAbl C NnapaMeTpoM —1:
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1s -1

Ha 9KpaH MOHUTOpPA BbIBOAUTCS CMUCOK (pannoB C yKasaHMeM B NEPBON KOSTIOHKe Tuna ¢hanna
M NpaB goctyna K HeMy. Hanpumep, ona npocmoTpa danna, COOTBETCTBYHOLLENO 3BYKOBOMY
YCTPOWCTBY, UCMOSb3yeTcs cneayoliaa komaHaa:

ls -1 /dev/dsp

crw-rw—--T+ 1 root audio 14, 3 Wwn 1 13:05 /dev/dsp

[MepBbI CMMBON ¢ B NEepBOW KOMOHKE yKasbiBaeT Ha Tun panna — B JaHHOM Crlyyae CUM-
BOIbHOE YCTPOMCTBO. [Ans 06bI4HbIX hannioB UCNOMb3yeTCa CUMBON «-» (Aeduc), Ansa Katanoros
— d, Ans 6rnoYHbIX YCTPOMCTB — b (OnMcaHne KoMaHabl NPMBEAEHO B man 1s).

Hannune annoB ycTponCcTB HE O3HAYaET, YTO AaHHbIE YCTPONCTBA YCTAHOBMEHbI B CU-
creme. Hanpumep, Hanuyue danna /dev/sda He O03Ha4yaeT, YTO Ha KOMMbOTEpPe YCTaHOBMNEH
xecTkmn auck SCSI. 3To npeaycmMoTpeHo ansa obner4eHms yCTaHOBKU NporpamMmM 1 HOBOro obopy-
AO0BaHus, T./K. UCKMNOYaeT HeOBXOAMMOCTb MOUCKA HYXHbIX NapamMeTpbl U CO34aHMsa hannos s

HOBbIX yCTpOﬁCTB.

3.2.2. XXecTKkne gucku

[Mpn agMUHUCTPMPOBAHMM OUCKOB MOTYT BO3HUKHYTb BOMPOCHI, CBA3aHHbIE C pa3geneHnem
XKeCTKOro Aucka Ha pasgenbl, co3gaHnem n MoHTuposaHnem ®C, doopmaTtnpoBaHnem gucka v ap.

OpaHa 13 NpUYnH pasgeneHns XXecTkoro gucka — 31o XxpaHeHue pasHbix OC Ha ogHOM
XecTkoM aucke. [lpyrasi npyymHa — XxpaHeHne nonb30BaTeNbCKNX U CUCTEMHbIX (hannoB B pas-
HbIX pasgenax, YTo ynpoLwlaeT pe3epBHOE KOMMPOBAHME N BOCCTAHOBIIEHUE, a TaKXKe 3aluuTy
CUCTEMHbIX 0annoB OT NOBPEXAEHUN.

[nsa ucnonb3oBaHus ancka unu pasgena Heobxoammo cosgaHue ®C. TonbKko nocrne 3Toro
BO3MOXHa paboTa ¢ dhannamu.

MoHTrpoBaHue pasnuyHbix PC onsa popMnpoBaHMsa eguHON CTPYKTYPbI KaTaroroB Kak
aBTOMAaTUYECKU, TaK U BPY4HYO (PC, MOHTUPYEMbBIE BPYYHYHO, AOIMKHbI OblTb BPYYHYIO Pa3MOHTU-
pOBaHbI), 1 BONPOCHI Bydhepmnsaunm AUCKOB 1 paboTbl C BUPTYarbHON NaMsTbO Takke Heobxoanmbl
npu pabote ¢ Aguckamu.

LleHTpanbHbI NPOLIECCOP U XXECTKUIN ANCK 0OMeHMBaoTCs MHbopMaLumen Yepes ANCKOBbIN
KOHTponnep. ATo ynpolwaeT cxemy obpalleHns n paboTbl C AUCKOM, T.K. KOHTponnepbl Ans
pasHbIX TUMOB OMCKOB MOryT BbITb NOCTPOEHbI C UCNONb30BaAHMEM OOHOMO MHTEperca s CBA3N
C KOMMbIOTEPOM.

Kaxxgbln XXeCcTKM OUCK NpeacTaBreH oTAenbHbIM (haniom ycTponcTea B kKatanore /dev:
/dev/hda n /dev/hdb Ans nepBoro M BTOPOro Aucka, nogkntoveHHoro no IDE wwuHe, u

/dev/sda, /dev/sdb 1 T. 4. 4Ns guckos, ncnonbaytowmx SCSI nnn SATA-nHTepdenc.
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3.2.3. Pasgenbl XecTKOro gucka

Becb eCTkui AMCK MOXET BbITb pa3buT Ha HECKOMBKO pa3fenos, Npuyem Kaxabi pasgen
npeacTaBreH Tak, Kak ecnv 6bl 3To ObIN OTAENbHbLIN AUCK. PasgeneHne ncnonb3yeTcs, Hanpumep,
npu pabote ¢ asyma OC Ha ogHoMm xecTkoM gucke. Npu atom kaxgas OC ucnonb3yeT ans
paboTbl OTAENbHLIN pa3fen n He B3anMOLEWUCTBYET C ApyrMu. Taknm obpasom, ABe pasfnyHble
cUCcTeMbl MOryT BbITb YCTAaHOBMEHbI HA OAHOM XXECTKOM JMUCKe.

MasHas 3arpy3odHas 3annce MBR (Master Boot Record) gucka cogepxut mecto gns
YeTblpeEX OCHOBHbIX pa3aenos, NpoHymMepoBaHHbIX OT 1 oo 4. Ecnu Heobxogmmo nobaButhb elle
pasgenbl Ha Auck, To cnegyeT npeobpasoBaTtb OCHOBHOW pasden B AONONHUTENbHbIN (extended).
[anee gononHuUTenbHbLIM pasgen pasgenseTcs Ha OauH NN HECKOMNBbKO JTOrMYeCKNX pasaenos ¢
Homepamu oT 5 oo 15.

3.2.3.1. PaclumpeHHble U nornyeckume pasaensbl

B OC swap-o6nactb Ansa NoBbILLEHNA CKOPOCTN 0ObMeHa 4Yallle BCero pasmMmellaeTca B
OCHOBHOM OTAENbHOM pasgere.

Cxema, ncnonb3ytoLasi pacluMpeHHble pasgensl, N03BonsieT pa3drBaTte OCHOBHOW pa3sgern
Ha nogpasgensl. OCHOBHOWM pa3saen, pasduTbi Takum 0Opa3oM, Ha3blIBAETCS «PaCLUMPEHHBbIM
pasgenomMy, a nogpasaenbl Ha3blBalTCsa «normdeckummn pasgenammy». OHM (PYHKUMOHMPYIOT Tak
e, Kak U OCHOBHbIE pasfernsbl, pasnnymne COCTOUT B CXEME UX CO3OaHus.

3.2.3.2. Pa3buneHune XecTKoro Aucka

[nsa pa3bueHns XeCTKOro Ancka Ha pasaernbl Mcnonb3yeTcs nporpamma fdisk.

Kaxabin pasgen AomkeH cogepXatb YeTHOe KONMYeCcTBO CeKTopos, T.K. B OC ncnonbay-
toTca 6nokn pasmepom B 1 Kb, T.e. aoBa cektopa. HeueTHoe KonmM4yecTBO CEKTOPOB NpUBEAET K
TOMY, YTO NOCNEAHUN U3 HUX ByaeT HE NCMONb30BaH. OTO HM Ha YTO HE BAUSAET, HO NPKU 3anycke
fdisk 6yaeT BblgaHO npeaynpexaeHune.

Mpn n3ameHeHun pasmepa pasgerna obbl4HO TpebyeTcs cHayana caenatb pes3epBHYIO
KOnuto Bcen HeobxoamMmon MHopMaunn, yoanuTb pasgen, co3gatb HOBbIWM pasgen, a 3atem
BOCCT@HOBUTb BCKO COXPaHEHHYH MHOpMaLMO B HOBOM pasferne.

OnucaHue nporpammbl npueegeHo B man fdisk.

3.2.3.3. ®annbl ycTponucTB 1 pasgenbl

Kaxgomy OCHOBHOMY M pacCLUMPEHHOMY pasfeny COOTBETCTBYET OTAENbHbIN dhans yCcTpon-
ctBa. CyuiecTByeT cornawieHme ans uMeH nogobHbix dhannos, KOTOPOE 3akntovaeTcsa B gobasne-
HUM HOMEepa pasgena K MMeHun hanna camoro gucka. Pasgenbl ¢ 1 no 4 aBns0TCA OCHOBHbLIMU
(BHE 3aBMCMMOCTU OT TOrO, CKOSIbKO CYLLECTBYET OCHOBHbIX pasfenos), a pasgensl ¢ 5 no 15 — no-
rMYeCcKMMn (BHE 3aBUCMMOCTM OT TOrO, K KAKOMY OCHOBHOMY pasfeny OHW OTHocATcs). Hanpumep,
/dev/hdal cOOTBETCTBYET NepBOMY OCHOBHOMY pasgeny nepsoro IDE-gucka, a /dev/sdb7 —

TpeTbeMy FIOrM4yecKoMy pasgeny BToporo amcka ¢ uHtepgencom SCSI unmn SATA.
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3.2.4. ®opmaTtupoBaHue

dopmatmpoBaHMe — 3TO Mpouecc 3anucu cneumanbHbIX OTMETOK Ha MarHUTHYH Mo-
BEPXHOCTb, KOTOpPbIE MCMNOSb3YITCA ANS pa3feneHus JOPOXeK U CeKTOpPoB. [UCK He MOXeT
Mcnonb3oBaTbCsA A0 TeX MOp, Noka OH He ByaeT oThopMaTUpPOBaH.

[ns IDE- n HekoTopbix SCSI-gmuckoB dhopmaTtnpoBaHne Npon3BoguUTCH Npu UX U3roTosre-

HUM 1, 0BbIYHO, He TpebyeTcs MOBTOPEHUS 3TOW MpoLeaypbi.

3.2.5. lNporpammHasa opraHusauusa guckoBbix pasgenoB B RAID n toma LVM

B agpo OC BcTtpoeHa nporpammHas peanudaumsa texHonornn RAID (ypoBHu: RAID 0,
RAID 1, RAID 5 n ux coyetanus). KomaHaa mdadm npegoctaBnaetr agMUHUCTPATUBHBIN UHTEpP-
drenc nonb3oBaTens Ang co34aHus 1 yrpasreHus MaccuBamu.

lMocne co3gaHus MmaccuBa ero YCTPONCTBO, Hanpumep, /dev/md0, UCNONb3YeTCsl TOYHO
Takxe, Kak /dev/hdal unu /dev/sdb7.

LVM, ¢ To4kn 3peHnsa aapa CUCTEMBI, UCNONb3yeT YHUPUUMpoBaHHbIe MexaHu3Mbl VFS n
He Hy)xaeTcs B cneumanbHbIX KoHpurypaumsx sapa. B OC obecnevnBaeTcst NONHOMYHKUMOHATb-
Hoe ynpasneHne Tomamu LVM, KoTopoe ocyLecTBNAeTcsl CTEKOM KoMaHg ynpasneHus (okono 30
nporpamMmm).

LVM obecneumBaeT 6onee BbICOKMI ypOBEHb abCcTpakuum, Yem TpaauLNOHHbIE OUCKM
n pasgensl Linux. 3T1o no3sondet obutscsa 6onbLuen rmékoCcTy Npu BbiAENEHUN NPOCTPaHCTBA
ANs XpaHeHusa OaHHbIX. Jlormyeckne Toma MOXHO Nnerko nepemMellartb ¢ O4HOro oM3nN4ecKoro
YCTPOWCTBA Ha Apyroe, a ux pasmep U3MeHsTb. Pnsnyeckne yctpomctesa MOXXHO OTHOCUTENBHO
npocto gobaenaTtb U yaansate. Tomam, ynpasnsgemMmbliM nocpeactsom LVM, MOXHO HasHavaTb
nobble TEKCTOBbIE Ha3BaHUS, Hanpumep, database UM home, a He cnyXebHble sda unn hda,

KaK y YCTPOWCTB.
3.3. YnpaBneHune ®C

dannosasa cucteMa — 3T0 METOAbl U CTPYKTYPbI AaHHbIX, KOTopble ncnone3ytotca OC anga
XpaHeHns annoB Ha OUCKe unu ero pasgene.

Mepen Tem, Kak pasgen unn AUCK MoryT BbiTb NCMONb30BaHbI ANs XpaHeHUs Hdopmauum
(dpannos), oH gomkeH BbiTb MHULMANM3MPOBaH, a Tpebyemble faHHble NEPEHECEHDBI HA 3TOT AUCK.
OTOT npouecc HasblBaeTca «cosgaHnem OCy.

@®C OC no ymonyaHuto cooTBeTcTBYEeT TUNy Ext4, obecneunBaet nogaepxKy OANHHbIX
UMEH, cuMBOIMYeckux ceasen, a Takke PC ISO9660, FAT (MS-DOS), NTFS u ap. Takke npegy-
CMOTpEHa BO3MOXHOCTb NpeACcTaBneHna nMeH annos pycckumm Gyksamu.

Bce gaHHble OC cocTosT n3 MHOXecTBa (hannos (Nporpammbl, GBUBNNOTEKN, CUCTEMHbIE
N nonb3oBaTesnibCckne gannsl) n Bce oHu pacnonarattca B PC. Ctpyktypa ®C mumeeT BuA

«nepeBepHYTOro AepeBay, BEPXHIO BepLUMHY KOTOPOro Ha3biBakoT KOPHEM (/root — KOPHEBOW
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Katanor).
B 3aBucmmocTu ot Bblbopa, caenaHHoro B npouecce yCTaHOBKKU, Katanorn MoryT OTHO-
CUTbCA K pasnuyHbiv OC.
lMocne HauyanbHoM yctaHoBkM PC OC MOXET COCTOATb, HAaNpUMep, U3 CNeayLNX YacTen:
- root:
- /bin — HaxoOdaTCs BbINOMHAEMbIE NporpamMMbl (TOYHee, X ABOUYHbIE harnbl). OHK
Heobxogumbl ans pabotbl cuctembl. MHorne komaHabl OC aBnAOTCA NporpaMmmamm
13 3TOro KaTanora;
- /dev — pacnonoxeHbl ocobble hannbl, HasbiBaeMble «dannamm yCcTpOUCTBY»
(device files). C nx nOMOLLbIO OCYLLECTBASETCA JOCTYN KO BCEM (PU3NYECKUM YCTPOU-
CTBaM, YCTAHOBMEHHbIM B CUCTEME;
- /boot — cogepXuUT HeobxooMMy0 MHOPMaLMO AN 3arpy3ku cuctemMbl (S4po
(sapa), obpas initrd, dannsl 3arpysdnka);
- /root — AOMAaLUHUK KaTanor cynepnonb3oBaTens;
- /tmp — UCNOMb3yeTCcsa OIS XpaHeHUs BPEMEHHbIX (hanrnoB, co3gaBaemMblx Nporpam-
Mamu B npouecce cBoen pabotbl. PaboTtas ¢ nporpammamu, co3garowmmMmm MHOMO
OonbLUINX BPEMEHHbIX (hannos, ny4we nmeTb otaensHyto ®C, yem npocTon Katanor
KopHeBon ®C;
- /etc — cogepXnT KoHurypaumoHHble annel OC. 3aecb HaxoguTea ann napo-
nen passwd, a Takke cnucok ®C, noaknoyaembix NpyM HavanbHoM 3arpyske fstab.
B aToM ke kaTanore xpaHATCcs cueHapun 3arpysku (startup scripts), cnncok yanos
(hosts) ¢ ux IP-agpecamu n MHOXeCTBO ApYrMX AaHHbIX O KOHGUrypauuu;
- /1ib — cogepxaTtca pasgensemble 6UbnuoTekn, ncnonb3yemble MHOMMMU Nporpam-
MaMu BO BpeMs cBoer paboTbl. NMpumeHssa pasgensieMble 6MBNNMoTEKN, XpaHaLmMecs
B 06LLEAOCTYNHOM MeCTe, MOXHO YMEHbLUUTb pa3mep nNporpamMm 3a cHeT NOBTOPHOMO
NCNONb30BaHWUS O4HOMO U TOTrO Xe Koaa;
- /proc — saBndAeTca BupTyanbHon ®C n ucnonb3yeTcs ANs YTEeHUS U3 NamaTm
MHopMaLnN O CUCTEME;
- /sbin — XpaHATCA CUCTEMHbIE ABOUYHbIE dhansbl (6ONBLUMHCTBO M3 HUX UCMOMb3Y-
eTca AN HYXJ CUCTEMHOrO aAMUHUCTPUPOBAHUS);
- /usr — XPaHATCA pasnuyHble NPorpaMMbl U AaHHbIEe, HE noanexawue nameHeHuno. Ka-
Tanor /usr n ero nogkaranorn Heobxoanmsl Ans pyHKUMoHUpoBaHusa OC, T.K. cogepxat
Hanbonee BaxHble Nporpammsbl. [JaHHbIN KaTanor novTn Bcerga asnserca otgensHon ®C;
- /var — cogepxatcsa naMmeHsemble dannbl (Takme kak log-cbannsl u ap.);
- /home — COCTOMUT M3 NINYHbIX KaTanoros nonb3osartenen. O6LenpMHATO UMETb 34€EeCh

oTAESIbHYHO ®C, yTobbl 06eCnevnTb NoMb3oBaTENSIM AOCTaTOMHOE NPOCTPAHCTBO AJA pas3-
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MeLLeHns ceonx dharnos. Ecnn nonb3oBaTenen B CUCTEME MHOMO, BO3MOXHO, NpuaeTca
pas3gennTb 3TOT KaTanor Ha Heckonbko ®C. Torga, HanpMMmep, MOXHO co3faTtb nogkatano-
M /home/staff n /home/admin gna nepcoHana n agMMHUCTPaLMN, COOTBETCTBEHHO,
YCTaHOBUTb KaXabl Kak camocTtoaTenbHyto PC 1 yxxe B HUX co3gaBaTb paboudne katanorun
nonb3oBartenemn.

B nnuHbIX KaTtanorax Kaxgoro nonb3oBaTensa Hapsgy ¢ Apyrumu dpanniamm MMerTcd
HECKOJSIbKO KOH(pUrypaunoHHbIX hannos, KOTopble ANs NPaKTUYECKNX Lernen siBnaiTcA
CKpbITbIMU. OHN MoaudMUMpyoTCa peako. ®ann cTaHOBUTCS CKPbITbIM, €CIiM NOCTaBUTb
TOYKY B Ha4arne umeHu channa. YeBmaeTb CKpbITble dpansbl MOXXHO BBEASA KOMaHAY:

1ls -a

3.3.1. YcTaHOBKa
®C ycraHaBnuBaetcs, T. €. MHULManNn3npyeTcd, npu nomowm komaHabl mkfs. KomaHga
3anyckaet Tpebyemyto nporpaMmmy B 3aBUCUMOCTU OT TUna ycTaHaBnuBaemon cuctemol. Tun ®C

yKasblBaeTcsd npu nomMmoLm onumm -t f£stype (OI'II/ICGHI/Ie KOMaHAbl NpnBegeHOo B man mkfs).

3.3.2. MoHTUpOBaHue

Mepea Havyanom padoTbl ¢ PC oHa gomkHa ObITb cMOHTUpoBaHa. [Npu atom OC BbinonHaeT
aencteus, obecneunsarome yHKUNoHMpoBaHue moHTupyemon ®C. Tak kak Bce dannbl B OC
npuHagnexaT O4HOW CTPYKType KaTanoros, TO 3Ta onepauuns obecneumaet paboty ¢ OC Kak ¢
KaTanorom, HasblBaeMbIM TOYKOW MOAKMOYEHNS (MOHTMPOBAHKS).

[Ons moHTMpoBaHua (nogkntodenust) PC k aepey katanoros OC Heobxogumo yb6eanThb-
C4, YTO KaTanor, K KoTopomy crnegyet nogknounte PC (Touyka NoaknoyeHns), AENCTBUTENBHO
CYyLLECTBYET.

Ecnn ncnonb3oBaTb Anst TOYKM MOHTUPOBaHUA (NOOKITOHYEHUS) HENYCTOW KaTanor, To
€ro Coaep>XMmMoe CTaHeT HeLOCTYNHO A0 pa3MOHTMpoBaHMSA. [1oaToMy pekomeHayeTcs UMETb
crneumanbHO Co3daHHble KaTanorn anst MOHTUpoBaHusa pa3genos/ycTponcTB. OBbIYHO OHK pacro-
naralTcs B /mnt U /media.

Mpegnonoxum, 4To TpebyeTrca MOHTUPOBaTb hann IS09660 K TOUKE NOAKNIOYEHUS /mnt.
Katanor /mnt OOMMKEH yXe CywecTBoOBaTb, MHa4Ye NOAKMtYEeHMe OKOHUYMTCS Heyaaden. [Nocne
NOAKITIYEHNS K KaTanory B Hem nosiBatcsa Bce channbl u nogkatanorn ®C. B npoTMBHOM cny4yae
katanor /mnt GyaeT nycTbiM.

[nsa Toro 4Tobbl y3HaTb, Kako ®C NpMHaANEeXnT TEKYLMI KaTanor, crnegyer BOCMNomnb30-
BaTbCSl KOMaHOOM:
df -h
B BbiBOAe komaHabl 6yaet otobpaxeHa ®C n o6bem cBobGO4HOro NpoOCTpaHCTBRa.

3.3.2.1. mount

B OC ansa nogkntoyeHna dC ncnonb3yercs komaHaa mount. CMHTaKCUC KOMaHAb!:
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mount device mountpoint
roe device — (mU3nYecKoe YyCTPOMUCTBO, KOTOPOe HEODXOANUMO MOAKMNIYNTL, @ mountpoint —
TOYKa NOOKITHYEHUS.

B uenax cuctemHon 6e3onacHOCTM UCMONb30BaTb KOMaHAy mount MOXET TOMbKO cynep-
nonb3oBaTerb.

Kpome napameTpoB, ykasaHHbIX Bbille, KOMaH4a mount MOXET MMETb B KOMaHLHOM

CTpOKe napameTpbl, NpuBeAeHHble B Tabnuue (6]

Tabnunua 6
MapameTp Onucanune
£ UmuTtupyeT nogkntodeHne ®C. BuiNnonHATCA BCe AEUCTBUSA, KPOME CUCTEM-
HOro Bbl30Ba AN HACTOSLLIErO NOAKMNIYEeHNs
v MoapobHein oT4veT. MNpenocTaBnsieT 4ONONHUTENBHYO NHOPMAaLNIO O CBOUX
JencTBusxX
-w Moakntoyaet ®C ¢ 4OCTYNOM ANS YTEHUSA U 3anncu
-r MogkntodaetT ®C ¢ 4OCTYNOM TOSMLKO ANSA YTEHUSA
-n BuinonHsiet nogkntoveHue 6e3 3anncu B hann /etc/mtab
-t type YkasblBaeT Tmn nogkniovaemon ©C
-a Moakntountb Bce OC, nepeyvncnerHole B /etc/fstab
MpumMeHnTb cnmncok onumn K nogkrtodaemon ®C. Onumm B cnvcke nepe-
-0 list_of_ options| YncCneHbl Yepes 3anATyro. 3a NOMHbIM CMMCKOM BO3MOXHbIX ONUMA cneayet
00paTuTbCA K pyKOBOACTBY man

Ecnu HeobOxogumas onuus He ykasaHa, mount NOMbITAETCA onpeaennTb ee no ganny
/etc/fstab.

PacnpocTpaHeHHble hopMbl KOMaHAbl mount:

1) mount /dev/hdb3 /mnt — NOAKNKYAET pasgen XecTkoro agncka /dev/hdb3 K Ka-

Tanory /mnt;

2) mount -vat nfs — nogknoyaer Bce PC NFS, nepeyucrneHHble B danne

/etc/fstab.

Ecnn npasunbHo nogkntounts PC He yaaetcsl, To BOCMNOMNb30BaTbCA KOMaHAOM:
mount -vf device mountpoint
A8 nonyvYeHnsa otyeTa o pesyrnbratax BbIMOMHEHUS KOMaHAbl mount. B JaHHOM crnyyae komaHaa
BbIMOSTHAET BCE OENCTBMUS, KPOME MOAKMOHMEHUS, U BbIBOAUTCS NOAPOOHLIN OTYET O KaXaoM Luare
BbINOSTHEHNSA KOMaHAbI.

OnucaHue KoMaHabl NPUBEAEHO B man mount.
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3.3.2.2. fstab

Ecnu cnucok ncnonbsyemblx PC nameHaeTca pegko, 1o ans ygobcrtea MOXHO ykasaTb
OC nogkntovatb ®C npwu 3arpy3ke 1 oTKNOYaTb Npu 3aBepLlleHun paboTtel. PC aAna NnogknoyeHus
nepeynucnalTca B cneunanbHOM KOHUrypaunoHHomM danne /etc/fstab no ogHOM B CTPOKe.
Mons B cTpokax pasgenstoTtcs npobenamu nnu cumeonamun Tabynsaumn. B Tabnuue |7| npyeeaeHsl

nona gavina /etc/fstab.

Tabnunua 7
Mone Onucanue
oC Moaknoyaemoe 6rnovYHOE YCTPONCTBO unu yaaneHHas dC
MecTo noakntodeHus ®C. Ytobbl caenatb cMCTEMY HEBUOUMOW B Aepe-
Toyka nogkno4eHus BE kaTanoros (Hanpumep, Ans annoB NOAKAYKM), MCMONb3YETCs CNOBO
none
Twvn YkasbiBaeT TMn nogknodaemon ®C

Cnuncok pasgeneHHbIX 3anaTbiMu NapameTpoB Ans nogkntoyvaemon ¢C.
Onunu noakno4eHns [ormkeH cogepxaTtb, NO KpanHen mepe, TN NoakntoyeHna. bonee no-
APO6HYH0 MHGOPMALMIO CM. B PYKOBOACTBE man KOMaHAbl mount

Yka3sblBaeT, kak YacTo criefyeT BbINOMHSATL pe3epBHOE KOMMpPOBaHWE C
nomMoLlblo kKomaHabl dump. Ecnn B none ctout 3HayeHne 0, To dump
cumTaert, yto PC He HyxxaaeTcs B pe3epBHOM KOMUMPOBAHUN

MepvoanyYHOCTL pe3epBHOro
KOMMPOBaHUs

3apaet nopsgok NpoBepkn LenocTHocTn PC npwm 3arpy3ke ¢ NOMOLLbIO
komaHabl £sck. Ona kopHeBon PC crneayeT ykasbiBaTb 3HadeHue 1,
ANns octanbHbiX — 2. Ecnn 3HayeHne He ykasaHo, uenoctHocTe OC npu
3arpyske npoBepsiTbCcA He byaeT

Homep npoxoga

PekomeHayetcsa nogkniodate PC Bo BpeMs 3arpysku yepes /etc/fstab BMeCTo KomaH-

Abl mount. [lanee npueeaeH npumep danna f£stab.



Mpumep

/etc/fstab: static file system information.

Use ’'blkid’ to print the universally unique identifier for a
device; this may be used with UUID= as a more robust way to name devices

that works even if disks are added and removed. See fstab(5).

#
#
#
#
#
#
# <file system> <mount point> <type> <options> <dump> <pass>

# / was on /dev/sdall during installation

UUID=a50cefb7-a198-4240-b198-581200027898 / ext4 usrquota,errors=remount-ro,secdel=2 0 1

# /home was on /dev/sdalO during installation

UUID=c94bba8d-95d4-467b-b3e0-2cd7£92c3355 /home ext4 usrquota,secdelrnd 0 2

# swap was on /dev/sda5 during installation

UUID=ce71b251-2405-4eed-8130-5f92a56b67ac none swap sSwW 0 O

/dev/sr0 /media/cdrom0 udf, is09660 user, noauto 0 0

# /etc/fstab.d/PDAC: parsec devices access control mount instructions

#

#<file system><mount point><type><options><dump><pass>

### usb flash

/dev/*fat /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/*ntfs* /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/sd*ext* /*home/*/media/* auto owner,group,nodev,noexec,noauto,defaults 00
### [cd|dvd|bd]rom

/dev/s*udf /*home/*/media/* udf owner, group, nodev, noexec,noauto,defaults 0 0

/dev/s*is09660 /*home/*/media/* 1s09660 owner,group,nodev,noexec,noauto,defaults 0 0

### other

/dev/sd* /*home/*/media/* auto owner,group,nodev,noexec,noauto,iocharset=utf8,defaults 0 0

L-10 66 10-G100L'90Ad

1974
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KommeHTapum B dhanne HaymHaTCcs ¢ cumBona #.

CnoBo defaults B nomne options ykasblBaeT, 4To npu nogkritodeHnn ®C criegyet npu-
MEHNTb Habop onuMn No ymonyaHuo, a meHHo — PC cneagyeT NOAKIOYMUTL C Ppa3peLLEHHbIM
AOCTYMOM 7151 YTEHUS U 3anNUCK; OHa OOSMKHA paccMaTpuBaThCs Kak oTaenbHoe 6rnoyHoe yCcTpou-
CTBO; BeCb (hannoBbli BBOA-BbIBOA, AOIMKEH BbIMOMHATECA aCUHXPOHHO; pa3peLleHo BbINoSIHEHME
nporpamMmmMHbix pannos; PC MOXeT NOAKNKYATLCSA C MOMOLLLI KOMaHAbI:
mount -a
6uTbl UID 1 GID dhannos B aton ®C nHTEpnpetupyroTcs; 00bl4HbIM NONb30BaTENAM HE pa3peLLeHo
nogkntoyatb aty ®C.

Pasgen nogkaykn /dev/sda3 ucnonb3yerca sgpom OC anga opraHusaumm BupTyanbHON
namsatu. OH omkeH NpucyTcTBoBaTh B panne /etc/fstab Ana MHOOPMUPOBaAHUS CUCTEMBI O
€ro MecToHaxoxaeHum. Ytobbl oH He oTobpaXkancda B AepeBe KaTanoroB, TOYKa NMOAKIOYEHUs
yKasaHa Kak none. Kpome Toro, pasaenbl NOAKaYKkM NOAKIYAKTCA C ONUMEN Sw.

BuptyanbHaa ®C /proc ykasbiBaeT Ha MUHPOPMALMOHHOE MPOCTPaHCTBO NPOLIECCOB B
namsaTn. COOTBETCTBYOLWNN PMU3NYECKUIA pasaen ONnd Hee OTCYTCTBYeT.

OC VFAT Takke MOXHO nogkntodatb aBToMmaTunyecku. Pasgen /dev/sdbl — 3TO nep-
BbI pasgen BTOporo xectkoro ancka SCSI. OH noakntovaetcs kak pasgen VFAT, roe vfat
yKasblBaeTcs B kadectBe Tuna ®C n /win — B Ka4eCTBe TOYKM NOOKMHOYEHNS.

[na nony4yeHus nonHom nHgpopmaumm o JonycTumblxX B chbanne /etc/fstab onumsx cum.

pykoBoACTBO man Ansd fstab.

3.3.3. PaamMoHTMpOBaHue
[Onsa pasmoHTupoBaHua (oTknodeHus) PC ncnonbsyetca KomaHga umount. OTKNOYe-
HMEe MOXeT NnoHagobuTbcs Anst NpoBepkn N BocctaHoBneHnss PC ¢ nomoLwbio KoMmaHabl fsck.
YnaneHHble ®C oTKNtoYaTCs B Crydae Henonagok B CEeTu.
KomaHaa umount MmeeT criefyowmnn CUHTaKCUC:
umount device : mountpoint
umount -a
umount -t fstype
roe device — u3n4ecKkoe yCTPOMCTBO, KOTOPOE HEOOX0AMMO OTKMUNTL, mountpoint
— UMS KaTanora TOYKM NOAKMNoYeHUs (yKasblBaTb TONbKO device UMM mountpoint), napameTp
-a oTkntovaet Bce PC, napameTp -t fstype oTkMYaeT ToNbko PC ykazaHHOro Tuna.
KomaHga umount He oTkntovaetT ®C, ecnmn OHWM UCNOSMb3YIOTCSA B TEKYLLMA MOMEHT. Ha-
npumep, ecnu Kakyo-nméo ®C nogknoynTb K /mnt U BbIMNOMHUTE KOMaHAbI:
cd /mnt
umount /mnt
TO nosABUTCSA coobuieHne 06 ownbke, 1.k. PC 3aHaTa. Nepen oTknoyYeHnem /mnt Heobxogmmo

nepentun B Katanor gpyron ®C.
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[ns NpyHygMTENbHOro PasMOHTUPOBAHUS YCTPOMUCTBA, BHE 3aBUCUMOCTWN OT TOrO UCMOSb-
3yeTCHa OHO UIN HET, MOXKHO BOCMOMb30BaTbCs onumen —f£ KomaHgbl umount:
umount -f /cdrom

[na pasmMoHTUpOBaHNSA N 0CBOBOXOEHUS YCTPONCTBA OT CMEHHbIX HOocUTenen nHgpopma-
UMM ncnonb3yeTcd komaHaa eject.

CnyxebHas nporpamma fuser oTobpaxaeT cBeAeHUst 0 npoueccax, ucnonbayowmx OC.
Hanpumep:
fuser -v TOUKa_MOHTHPOBAHHUA

[na 3aBepLueHnst BCeX npoueccos, ncnonbayowmx C, MOXXHO BOCMNOSb30BaTbCA KOMaH-
Jale]7K
fuser -km Touka_ MOHTHUPOBAHUSA

OnuncaHne KkomaHabl NPUBEAEHO B man umount.
3.4. YnpaBneHue nonb3oBaTenaMm

3.4.1. PaboTa c nonb3oBaTensiMu
YnpaBneHvne nonb3oBaTenamun 3aknoyaercsa B 4ob6aBneHum n yganeHun nonb3oBaTenen,

a Takke B onpeaeneHun ux npueunernii u npegycMaTpvBaer:

nobaBneHne MMeH nonb3oBaTenen ans BO3MOXHOCTU UX pa6OTbI B CUCTEME,

onpeneneHve ux NpUBMUNEruin;

co3gaHne n HasHa4vyeHune pa6oqu KaTarioros;

onpeaenexHve rpynn nonb3oBartenen;

yaaneHue nMeH norib3oBarerien.

Kaxxabin nonb3oBaTtesib JOMKEH UMETb YHUKAlNbHOE pernctpaunmoHHoe ums, gawollee
BO3MOXHOCTb MAEHTMULMPOBATL NOMb30BaTENS U M3bexaTb CUTyauuun, Korga oguH Norb3oBaTtesb
MOXET CTepeTb hannbl gpyroro. Kpome Toro, Kaxaplin Nofib3oBaTtesib AOSMKEH MMETb CBOW Naposib
Ans BXoda B CUCTEMY.

3.4.1.1. Jo6aBneHue

Mpun gobasneHun nonb3oBatensa B hann /etc/passwd BHOCUTCA y4Ye€THasi 3anucb B
dopwme:
login name: encrypted password: user_ ID: group_ ID: user_ information:
login directory: login_ shell

B aaHHoOM 3anucy nons pasgeneHbl ABOETOMUSAMU, @ 3HAYEHNSA STUX MNONEN NpUBELEHDI B
Tabnuue (8]

Tabnuua 8

MNone Ha3Hna4yeHune

login_name PerncrpaunmoHHoe nmsa nosib3oBatens
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OkoHyaHue mabnuusi 8

MNone HasHauyeHue

encrypted_password YkasaTtenb Ha TeHeBow dann naponen (shadow)

YHUKanbHbIN HOMEp, MCI'IOJ'Ib3yeMbII7I OC ans M,D,eHTMd)I/IKaLI,I/II/I nonb3oBarte-

user_1ID N
- na. [na nokanbHbIX Nonb3oBaTenen He AoMKeH nNpeBbiwaTh 2499
YHUKanbHbIN HOMEP UK UMS, UCNonb3yemble ANa naeHTudmuKauum nepBmy-
o D HOW rpynnbl nonb3osaTtens. Ecnv nonb3oBaTtens SABMSETCS YIEHOM HECKOmMb-
rou
9 b_ KX TpynmM, OH MOXET (eCnn 3TO pa3peLLeHO CUCTEMHbLIM aaMUHNCTPaTOPOM)
B npouecce paboTbl MEHATb rpynny
user_information OnmcaHue nonb3oBaTensi, HaNPUMep, ero UMsi U JOJMKHOCTb

Pabounii kaTanor nonb3oearens (B KOTOPOM OH OKa3blBaeTC4d MNnocsie Bxoaa

login_directory B cucTemy)

O6onoyka, ucnonb3yemas nonb3oBaTtenem, nocne Bxoaa B cuctemy (Ha-

logi hell
egii_she npumep, /bin/bash)

Takxe onucaHve panna /etc/passwd npmBegeHo B man 5 passwd.

[ns npobaeneHus nonb3oBaTensa NpUMeHseTca komaHga adduser ¢ UMeHeM gobaense-
MOrO MNofb3oBaTeNs B KA4eCTBE NapameTpa, Hanpumep:
adduser Userl

Komanga adduser gobaensieT nonb3oBaTtensd, co3gaeT AOMalUHUA KaTanor, co3gaet
NOYTOBLIM ALLKK, @ TakkKe KonupyeT dpansibl, UMEHa KOTOPbIX HAYMHAIOTCA C TOYKU, U3 KaTano-
ra /etc/skel B pabounn katanor nonb3oBartend. Katanor /etc/skel OOrmKeH cogepXxaTb
Bce hbannbl-LLabnoHbl, KOTOPbIE MMEET Kaxabl nonb3oBaternb. OBbIMHO 3TO NepcoHarbHble
KOHpUrypaumMoHHble doanrbl, Takne Kak .profile, .cshrc U .login, ANs HAacTPOMkM 060504-
kn. Komanga adduser npegcraensiet cobon dann cueHapusa bash, HaxoasawWmMnea B Katanore
/usr/sbin. MoxHO Ao6aBMTb 3anpoc AONOMHUTENBHOW MHpOpMaLmMK O nonb3oBaTene. YTobbl
3TO caenaTtb, HeOBXOAMMO BOCMOSIb30BaTbCSA KOMaHAOW chfn AN M3MEHEeHUs1 cTaH4apTHbIX
3anucen o norb3oBaTerne.

OnucaHune komaHg npuBeaeHo B man adduser Mman chfn.

BHUMAHMUE! [1na ob6ecnevyeHns HopMmanbHOM paboTbl NONb3oBaTenNs ¢ CETEBLIMU CEPBU-
camMu B CUCTeME JOSTKHbI OblTb IBHO 3aaHbl AMana3oHbl ero MaHOaTHbLIX YPOBHEN N KaTeropun
Npv NOMOLLN YTUNUTLI usermac UM £ly-admin-smc, JaXe eCrin eMy HeQOCTYMNHbl YPOBHU U
KaTeropum Bbliwwe 0.

3.4.1.2. YcTtaHOBKa napons

[ns yctaHOBKM Napons nonb3oBaTtens npegHasHayeHa komaHga passwd. Heobxogmmo
onpeaenuTb Naposiv Anga Kaxgoro nonb3osatens. Bonas B cuctemy, nosrib3osBaTesib CMOXET cam
N3MEHUTb CBOW naponb. [Ans ycTaHOBKM Napond nosib3oBaTens BbiMOMHUTL cnegylouliee:

1) BBECTM KOMaHAY W pernctpaumoHHOe UMS Monb3oBaTens, Hanpumep:

passwd Userl
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N HaxaTb Knaesuwy <Enter>;

2) nocrne nosiBfeHns npurnaweHus:

New password:

BBECTW Naponb (OH He ByaeT oTobpaxaTbCHa Ha 3KpaHe MOHUTOpPA);

3) nocne nosiBNeHnsa coobLleHns NOBTOPUTbL BBOA Napors eLle pas, BBECTU ero CHOBA.

Maponb Gyaet 3awudpoBaH n BHeCceH B hann /etc/shadow. [Npu Boibope napons
Heo6xoauMO y4ecTb crieaytowme npasuna: naposnb JOMMKEH UMETb HE MeHee LeCT CUMBOJIOB
(NpegnoyTUTENBLHO — BOCEMb CUMBOJSIOB) M XenaTenbHOo, YTOObI Naporib cogepKas Kak NponucHole,
Tak 1 CTPOYHble ByKBbI, 3HAKN NPenMHaHnsa U UMdpbI.

BHUMAHMUE! Maponb pekomeHayeTcsa co3naBaTb CNOCOO0OM, MakCMMarnbHO 3aTpyaHs-
towem ero nogbop. Hanbonee 6e3onacHbIN Naposib COCTOUT U3 cnyyYyanHon (Nnceeaocny4amHom)
nocnegoBaTtenibHOCTM BYKB, 3HAKOB NpenMHaHNS, crneumanbHbIX CUMBOMOB U LINGP.

HeobxogmMmo nepruognyeckn n3amMeHaTb Naporb.

[Mocne BbINONHEHMS BCEX AEUCTBUIN 3anuck B hanne OyaeT BbIrmMsaeTb NPUMEPHO Tak:
anna:x:123:121:Anna_M. : /home/anna: /bin/bash

BTopoe none 3anucm cogepXuT naponb B 3alumMgppoBaHHOM BUAE.

OnucaHue KkoMaHabl NpUBEAEHO B man passwd.

MpumeyaHwue. Ecnv nonb3oBaTtens 3abbln CBOM Naposib, TO aAMUHUCTPATOpP CUCTe-
Mbl HE MOXET HarNnOMHUTb ero Nonb3oBaTento, T.K. B SBHOM BUAE Naporlb HUTAE He XpPaHUTCS.
[MoaToMy AencTBMS MO BOCCTAHOBMNEHUIO JOCTYNa Norb3oBaTens B CUCTEMY CBOOATCSH K 3aMeHe
aiIMUHUCTPATOPOM Naposis NOfb30BaTENs Ha HOBbIM NApPOfb C MOMOLLBIO KOMaHAbI:
passwd user_name

3.4.1.3. YpaneHue

EcTb HeCKONbKO cTeneHen yganeHusi Nonb3oBaTeng:

- NMWweHne nonb3oBaTensd BO3MOXHOCTN BXO4a B CUCTEMY;

- yaaneHue y4YeTHOM 3anucy;

- yaaneHue nonb3oBaTtend u Bcex ero hamnos.

JInweHne nonb3oBaTensi BO3MOXHOCTM BXO4a B CUCTEMY MOME3HO B Cnyvae ero gnurenb-
HOro nepepsiBa B paboTe.

Ha Bpems oTcyTCTBUSA nornb3oBaTenss MOXHO 3abnokmpoBaTb €ro 3anucb C NOMOLLbIO
KoMaHAbl:
usermod -L user_name

Mpwn aTom Bce nonb3oBaTenbckMe dpanrbl U Katanorn oCTaTCA HETPOHYTLIMU, HO BOUTH
B CUCTEMY NOA €ro MMeHeM CTaHOBUTCH HEBO3MOXHO.

[nsa pa3bnokmpoBkM 3annucym Heobxo4MMO BbINOMHUTE KOMaHAy:

usermod -U user_name
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OaQHUM 13 BapMaHTOB NULLEHMS MOMb30BaTensi BO3MOXXHOCTU BXO4a B CUCTEMY MOXET
ObITb CMEHa MMeHM nosnb3oBatens. [1pu 3Tom Bxo4 nof cTapbiM UMEHEM CTAHOBUTCH HEBO3MOX-
HbIM. [1ns 3TO0ro Heo6X0aNUMO BbIMONHUTL KOMaHAY:
usermod -1 new_user_name old_user_name

MpnmeyvyaHune. MimeHa gomallHEro Katanora U No4YTOBOrO SALLMKA NPU TakOM U3MEHE-
HUW MMEHU NOSb30BATESS HE MEHAKTCA. OTW NapameTpbl OSKHbI ObITb U3MEHEHbI BPYYHYHO.

YaaneHue y4eTHOM 3anncu nonb3oBaTenst Npon3BoguTcs NMbo nyTemM HENOCPEACTBEHHOMO
penakTnpoBaHus hanna /etc/passwd, NMOO C NOMOLLbIO KOMaHAbI:
deluser user_name

Mo ymonuaHmtio yuyeTHas 3anucb yaansietca 6e3 yganeHnsa gomallHero katanora n dan-
NOB CUCTEMBI, NMpUHagNexawmx yagandeMmomy nosib3oatento. [1nga yganeHus gomallHero kata-
nora MOXeT UCMOoNb30BaTbCA AOMNOMHUTESNbHLIM NapaMeTp —-remove-home, a Ans novcka um
yoaneHna Bcex (pannos cUCTEMbI, NpUHagNexawmx ygansaemomy rnonb3osaTesito, — napameTp
—--remove—-all-files.

Takke yganeHve nonb3oBaTtens, ero JOMallHero karanora u gannos CUCTEMbl MOTYT
ObITb BbIMNOMHEHbI BPYYHYH C MOMOLLIbIO CreayroLWmMX KOMaHAa:

1) Ans NofHOro yganeHnsa nonb3oBaTtens U Bcex ero annoB N3 CUCTEMbl BbINOSTHUTb

KoMaHay:

find / -user user name -exec rm -r {} \;

2) ansa yganeHus paboyero katanora nosib3oBaresns BbINOMHUTL KOMaHAy:

rmdir user_home dir

3) yoanuTb 3anucb O norb3osarere n3 ganna /etc/passwd;

4) ona yganeHus annos, He NpUHaafexallnx HA OQHOMY MONb30BaTeNo B CUCTEME,

BbINOSTHNUTL KOMaHAY:

find / -nouser -exec rm -r {} \;

OnuncaHne KkomaHa npuBedeHo B man usermod, man deluser Mman find.

3.4.1.4. HeypnayHbi BXoA B cucteMy

KomaHpa faillog nokasbiBaeT COAEPXMMOE XypHana HeydayHbIX NonbIiToK (dann
/var/log/faillog) Bxoda B cuctemMy. Takke oHa MOXET ObITb UCMOMb30BaHa ANg ynpasneHus
CYETUYMKOM Hey[auHbIX MOMbITOK U UX orpaHudeHuem. Npu 3anycke faillog 6e3 napameTpos
BbIBOAATCS 3anucn faillog TONMbKO TEX MOfb30OBaTernien, y KOTopbIX MMeeTcs xoTa Obl ogHa
Heyga4yHasa nonbiTka Bxoaa.

lMpeoenbHOEe YMCNo NONbITOK BXOAa ANs KaXaon yvyeTHon 3anucu pasHo 10. [inga cbpoca
HeyAaudHbIX NONbITOK BXoAa Heo6XxoaAMMO Monb30BaTbCA NapamMeTpoM —r.

OnucaHne komaHapl, a Takke danna /var/log/faillog npmBegeHo B man faillog

Mman 5 faillog.
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3.4.2. Pa6oTta c rpynnamu

Kaxabin nonb3oBaTterb SABNSeTCs YeHOM rpynnbl. PasnmyHbiM rpyrnnaMm MOXHO Ha3HauYnTb
pasnn4yHble BO3MOXXHOCTU 1 NPUBUIIETNMN.

MHdopmaums o rpynnax cogepxmtcsa B panne /etc/group B cnegywouem dopmare:
Admin :: 21: userl, user2, user3

rae Admin — vmMms rpynnbl, 21 — uaeHTUdukaTop, userl, user2, user3 — YfeHbl
rpynnol. [Nonb3oBaTterib MOXET COCTOATb B HECKOMbKUX rpynnax u nepexoantb U3 ogHOM B ApYryto
B npouecce paboTbl.

Onuncanve danna /etc/group NpMBEAEHO Bman 5 group.

3.4.2.1. No6aBneHue

[o6aBneHune rpynnbl NPON3BOANTCA C MOMOLLbIO KOMaHAbI:
addgroup users

[aHHasa komaHaa gobasnsieT rpynny users.

Takke HOBYIO rpynny MOXHO cO34aTb NyTEM HEMOCPELACTBEHHOrO pefakTupoBaHusa anna
/etc/group u BBoAa Heobxoanmon nHopmaumm o rpynne.

BHUMAHMUE! Kaxxgown rpynne npucBanBaeTca YHUKanbHbI NOEHTUMOUKALNOHHBIN HOMEpP
n OC npu paboTe yumTbiBaeT HOMep rpynnbl, @ He ums. [1oaTomy, ecrnv NPUCBOUTL ABYM rpynnam
oauHakoBbIn HoMmep, OC Byaet BoCcnpuUHMMAaThL ABE rpynibl Kak OgHY U Ty Xe.

OnucaHne koMaHabl NpuBeAeHo B man addgroup.

3.4.2.2. YoaneHue

YnaneHue rpynnbl NpOn3BogMTCA C NOMOLLbIO KOMaHAb!:
delgroup users

[aHHasa komaHda yaansiet rpynny users.

Takke yganeHue rpynnbl MPOU3BOAUTCA MyTeM yaaneHua 3anucm o Hew B haune
/etc/group.

OnuncaHune KkomaHabl NpuBeAeHo B man delgroup.

3.4.3. Pabouue kaTanoru nonb3oBaTtenen

Pabouyve katanorn nonb3oBaTenen Ha ogHOM KOMMblOTepe crieqyeT pasmMellartb B OT-
AeribHOM KaTariore BepxXHero ypoBHS (Mo ymonyaHuio — /home). Ecnn nonb3oBatenen MHoro,
TO ONTUMAanbHO pa3fenuTb NX AoOMallHWe KaTarnorm no rpynnam (nogpasgeneHunsam), Hanpumep,
/home/hr (oTQen nepcoHana) /home/admins, /home/buhg 1 T.4.).

Taknm obpasom, pabouune kaTanoru 6yayT NOrnMYecky CrpynnMpoBaHbl, YTO B AalNbHENLwem

obnerymT aaAMMHUCTPUPOBAHNE CUCTEMBI.
3.5. MNepe3arpy3ka n octaHoB

MNepesarpyska HeoGxoaMMa B Criedyowmx cryyasx:
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1) npw NOAKMNOYEHMN HOBOMO YCTPOMCTBA UK ecnn paboTatoLee YCTPONCTBO «3aBUCaET»

N ero HeBO3MOXXHO COPOCUTb;

2) npu mogudmkaumm hamna KoHUrypaumm, KOTopbli UCMNOMb3YETCS TONBKO NP Havasnb-

HOW 3arpyske, T.K. Ans Toro 4tobbl U3MEHEHUS BCTYNUMX B CUIY, HEOBXOOUMO 3arpy3unTb

CUCTEMY 3aHOBO;

3) ecnn cucteMa «He OTBEYaeT» U HEBO3MOXHO 3apernctpupoBaTbCcs U onpeaenuTb

NPUYUHY OLUNBKN.

Mepesarpy3Kky MOXHO BbINOMHUTb HECKOSbKUMUK criocobamu:

1) paTb KOMaHAy shutdown;

2) ucnonb3oBaTb KOMaHAy reboot;

3) ucnonb3oBaTb KOMaHAy init 6.

BblkntoyeHne cuctemsl npeanonaraeT KOPPEKTHOE BbIKINIOYEHME CUCTEMbI, NO3BONSOLEee
n3bexarb notepb UHpopmaunmn n céoes OC.

BbIkntoveHne cMcTeMbl MOXHO BbINOSTHUTL HECKOMBbKUMUK criocobamu:

1) BbIKMOYUTb NUTAHUE;

2) paTtb koMaHgy shutdown,;

3) ucnonb3oBaTb KOMaHAy halt;

4) ncnonb3oBaTb KOMaHAy init 0.

Pabotas ¢ OC, cneayet cobntogaTtb akKypaTHOCTb NMpu Bbixoae U3 cuctembl. Henbsa
NPOCTO BbIKNIOYNTL KOMMbIOTEP, T. K. OC xpaHuT nHpopmaunto ®C B onepaTtMBHOM NamMsiTM u npu
OTKITIOYEHUN NUTaHUSA MHOPMaUUa MoXeT BbiTb notepsiHa, a PC noBpexaeHa.

BbikntoveHne nnTaHnUst MOXET NPUBECTN HE TOMbKO K NoTepe AaHHbIX U NOBPEXOEHMUIO
CUCTEMHbIX PannoB, eCTb PUCK NOBPEOUTb XXECTKUM OUCK, €CIIM OH OTHOCUTCS K YUCNY TeX, Ha
KOTOpbIX Nepea OTKM0YEHNEM NMUTaHUA HEOBXOAUMO YCTAaHOBUTbL B COOTBETCTBYIOLLEE NOMNOXEHNE

3alUNTHBIN nepekn4arernb nnoéo NnpoBeCTU NMapKOBKY roJfi0BOK.

3.5.1. shutdown

KomaHga shutdown — cambln 6e3onacHbIn U Hanbonee KOPPEKTHbIN CNOCO0 MHULMNPO-
BaHMSA OCTaHOBa, Nepe3arpy3kv Unn Bo3sparta B O4HOMNOMNb30BATENbCKUA PEXMM.

MoxHO gaTb ykaszaHue shutdown genatb naysy nepeg oCTaHOBOM cucteMbl. Bo Bpems
OXnaaHWsi OHa NocCbINaeT 3apernMcTpUpoBaHHbIM MONb30BaTENSIM Yepes NOCTENEHHO YKOpaynBato-
LLMecs NPOMEXYTKM BpeMeHn coobLueHns, npeaynpexaas ux o npubnuxatowemcsa octaHose. 1o
YMOSYaHUIO B COOBLLEHMAX FOBOPUTCA O TOM, YTO CUCTEMA 3aKkaH4YMBaeT paboTy, 1 yKasblBaeTCs
BpeMsi, OCTaBLUeecs 40 ocTaHoBa. [pu xxenaHnm agMuHUCTpaTop MoXeT Ao06aBuTb cCoO6CTBEHHOE
KOpOTKOe coobLieHne, B KOTOPOM COAEPXKMTCA UHpOpMaLMs O TOM, MOYEMY CUCTEMA OCTaHaBNn-
BaeTCH, U CKONMbKO NPMMEPHO BpEMEHM NoTpebyeTcs oxuaaTb, npexae Yem nonb3oBatenn BHOBb

CMOryT BOWTU B CUCTEMY.
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KOMaHﬂ,a shutdown no3sonaeTr yKa3aTtb, YTO KOHKPETHO AOOJMKeH caenaTtb KOMMNbTep:
OCTaHOBUTbLCA, nepe|7|TV| B Oﬂ,HOI'IOJ'Ib3OBaTeJ'IbCKI/II7I pPeEXUM UNn nepe3arpy3ntbCs. MHOFLI,a MOXHO
TaKXKe yKasdaTb, criefyeT nn nepen nepe3arpy3|<0|7| npoBEepUTb UCKN C NOMOLLbIO KoOMaHAbl £sck.

CuHTakcuc KOMaHAbl:
shutdown [flags] time [warning-message]
roe [warning-message] — cooOLLUEHMe, NocbiNlaeMoe BCEM MOMb30BaTENsAM, B HACTOSILLNN
MOMEHT 3aperncTpnposaHHbIM B CUCTEME, a time — BpeMA BbINOJIHEHUA OTKITHOYEHUNA CUCTEMBbI.
3HavyeHne MoXeT ObITb Takke 3a4aHo B cbopmaTe +m, rAe m — KONIM4eCTBO MUHYT OXXUAaHUA 00
OCTaHOBKWN cucTeMbl. 3Ha4YeHne +0 MOXET ObITb 3aMEHEHO CNOBOM now.

B Tabnuue [9 nepeunicneHbl OCHOBHbIe NapameTpbl KoMaHAbl shutdown.

Tabnunua 9

MapameTp HasHa4yeHune

-k MocnaTb NpeaynpexaeHve 6e3 peanbHOro 3aBepLueHnst paboTbl CUCTEMBI

-r Mepesarpy3ka komnbloTepa nocre 3aBepLueHnst paboTbl

-h OTKknoueHne KoMMbloTepa Nocre 3aBepLUeHns paboTbl

He CUHXPOHU3NpoBaTb ANCKA. 3T0T napameTp criegyet Ucnosib3oBaTb KpaVIHe OCTOPOXHO,
T. K. MOTYT ObITb noTepsAHbl U NoBpeXaeHbl AaHHbIE

«bbicTpasa» nepesarpyska. Cosgaetcs cdann /etc/fastboot, NPU HANMYUKU KOTOPOrO BO
BpeMms 3arpy3kn OC He 3anyckaeTtcsa nporpamma fsck

OTkasaTtbCsi OT y)Ke 3anyLLeHHOro npolecca 3aBepLueHus paboTobl. MapameTp time npu
3TOM He MOXeT ObITb 1CMNOMb30BaH

OnuncaHne KkomaHabl NpuBeaeHo B man shutdown.

KomaHaa shutdown nocbkinaet BceM nonb3oBaTtenam npeaynpexaarllee cooblieHme,
3aTeM oXxuaaeT onpeaerneHHoe B KOMaHAHOW CTPOKe BPEMS U MOoCcbkinaeT BCeM NpoLeccaM curHan
SIGTERM. 3aTeM Bbi3blBaeTcs KOMaHaa halt UnM reboot — B 3aBUCUMOCTU OT MapameTpoB

KOMaHOHOW CTPOKN.

3.5.2. halt u reboot

KomaHga halt BbINOMHAET BCE OCHOBHbIE Oonepauuu, HeobxoanmMble 4NA OCTaHOBa CU-
ctembl. [1n4 BbI3oBa 3TON KOMaHAbl MOXXHO B KOMaHOHOW CTPOKe yKasaTb:
shutdown -h

NN HENOCPEACTBEHHO halt, KOTOpas pPerncTpmpyeT OCTaHOB, YHUUTOXAET HECYLLECTBEHHbIE
MPOLIECChI, OCYLLECTBIISAET CUCTEMHbIV BbI3OB sync, OXNOAETCS 3aBepLUEHNsI onepaunin 3anmcu
®C, a 3atem npekpawjaet paboty agpa.

Mpwn ykasaHum halt -n BbI3OB sync NogaBndeTcs. ATa KoMaHaa UCnosb3yeTca nocre
ncnpaeneHnsi KOPHEBOro pasgena nporpammon £sck Ans Toro, YTodbl SAPO HE MOITO 3aTepeTb

ncnpaeneHust cTapbiMm Bepcusimm cynepbnoka. KomaHga halt -g MHMUMMPYET NOYTUM HEMea-
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NEHHbIN OCTaHOB, 6€3 CMHXPOHM3ALUKN, YHUYTOXEHUSA NMPOLECCOB U 3annucu B hannbl pernctpaumu.
OTOT pnar ncnonb3yeTcs peako.
KomaHga reboot NoYMTU MaeHTUYHa KoMmaHae halt. Pasnuyuve 3akniovaeTcst B TOM, YTO

KOMMbIOTEP Nepesarpy’kaeTcd ¢ Hyn4d, a He ocTaHaBnmBaeTcs. KomaHaa reboot BbI3blBaeTCA
KOMaHOOoMW:

shutdown -r

OnuncaHne komaHa npuBedeHo B man halt M man reboot.
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4. CACTEMHbIE CEPBUCBI U KOMAHAbI

4.1. CepBucCbI

CepBucbl — 9TO NporpamMmmbl, KOTOpbIE 3aMyCcKalTCH U OCTaHABNMBAKTCA Yepe3 UHULma-
NN3MPOBaHHbIE CKPUMTLI, pacrnonoXeHHble B KaTanore /etc/init.d. MHorne n3 aTux cepsucoB
3anyckatotca Ha atane ctapta OC. /usr/sbin/service obecneuynBaet nHtepdgenc (B3ammo-
AEeNCTBME) NONb30BaTENS C MHULMANU3NPOBAHHBIMW CKpUNTaMmn. A camm 3Tn ckpunTbl obecneym-
BalOT UHTepdenc Ang ynpasneHusa cepeucamu, NpeaocTaBnas nonb3oBaTento onuum ang 3anycka,
OCTaHOBKM, Nepesarnycka, 3anpoca COCTOSIHUA cepBuca U BbINOMHEHUST APYrnX BO3OENCTBUI Ha
cepsuc. K npumepy, MHULManNn3npoBaHHbIA CKPUNT cepBuca syslog UMEET cnegyowmne onumm:
/usr/sbin/service cron
Usage: systemctl {start|stop|status]|restart|enable|disable|force-reload} cron

B OC MOXHO NpOCMOTpPETb TeKyllee COCTOSAHUE BCEX CUCTEMHbIX CIY>X6 C NMOMOLLbIO
napameTpa —--status-all KOMaHgbl service:

/usr/sbin/service --status-all
acpid (pid 2481) is running...
anacron (pid 2647) is running...
atd (pid 2657) is running...
auditd (pid 2189) is running...

B OC cyLlecTByeT LWWECTb CUCTEMHbIX YPOBHEW BbINOMHEHUS, KaXabl U3 KOTOPbLIX onpeae-
nsieT cnucok cnyx6 (cepBMCOB), 3anyckaembliX Ha AaHHOM ypoBHe. YpoBHU O 1 6 COOTBETCTBYIOT
BbIKITIOYEHMIO U Nepesarpyske CUCTEMBI.

Mpw 3arpy3ke cuctemsbl npouecc init 3anyckaet BCe CepBUCHI, YKa3aHHble B KaTanore
/etc/rc(0-6) .d/ Ang ypoBHS N0 YMOMYaHuIo.

[nsa nepexoga cUCTEMbI Ha HYXHbI YPOBEHb BbIMOMHEHUS MOXHO BOCMOMb30BaTLCA
KOMaHOon init, Hanpumep:
init 3

[aHHaga komaHaa nepeBedeT CUCTEMY Ha TPETUN YPOBEHb BbINOSTHEHUS, 3anNyCTUB BCe
CepBUChI, YKa3aHHble B Katanore /etc/rc3.d/.

OnucaHune gaHHbIX KOMaH4 U CEPBUCOB NpMBEAEHO HA CTpaHMUax PyKOBOACTBA man.
4.2. KomaHgbl

OcHoBHble cucTeMHble komaHabl OC npuseaeHs! B Tabnuue [10]

Tabnuua 10
KomaHpa HasHayeHune
addgroup Co3gaHve HOBOW YYETHOW 3anucuy rpynnbl
adduser Co3gaHve HOBOW YyYeTHOM 3anucuy nonb3oBaTenst
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lNpodomxeHue mabnuues! 10

KomaHga HasHaudeHune
ar CospaHuve n pabota ¢ 6GubnMoTe4HbLIMN apxnBamm
at dopMnpoBaHUE Unu yaaneHne oTnoXeHHOro 3agaHus
awk Asbik 06paboTkM CTPOKOBLIX LWAGMIOHOB
bc CTpOKOBbIV KanbKynsaTop
chfn YnpasneHue nHdopmalmen y4eTHom 3anmcn nonb3oBartensd (MMs, onvcaHme)
chsh YnpaBneHne BbIOOPOM KOMaHOHOIo UHTeprnpeTaTopa (Mo ymMonyaHuio — Anst y4eTHON
3anucm)
cut Pa3buBka cdarna Ha cekuun, 3agaBaemble KOHTEKCTHbIMWU pasnenmTensimm
delgroup YaaneHwe y4yeTHOW 3anucu rpynnbl
deluser YoaneHue y4yeTHOM 3anucuy norb3oBaTensi U COOTBETCTBYOLMX DaNoB OKPY>KEHUS
df BbiBoa oT4eTa 06 ncnonb3oBaHMM UCKOBOIO NPOCTPAHCTBA
dmesg BbiBOg cogepxumoro cuctemHoro oydepa coobLueHuin
du BblumcneHne konmyecTsa UCNONb30BaHHOMO NPOCTpaHCcTBa anemeHToB OC
echo BbiBOA coaepXMMOro apryMeHToB Ha CTaHOApPTHbIV BbIBOA
egrep Mowunck B chanax cogepXMMOro CorracHo perynspHbIX BblpaXeHnn
fgrep Mouck B channax coaep>XMMoro cornacHo OUKCUpPOBaHHbIX LabnoHoB
file Onpeaenenne Tvna canna
find Mounck harina no pasnuyHbIM NpU3HaKkam B Mepapxmm Katanoros
gettext MonyyeHne CTPOKM MHTEPHALMOHaNM3aLuumn n3 Katanoros nepesoaa
grep BbiBOA, CTPOKM, cogepallen WabnoH noncka
groupadd CosgaHune HOBOW yYETHOW 3anucy rpynnbl
groupdel YnaneHvne y4eTHOW 3anucu rpynnbl
groupmod M3meHeHre y4eTHOW 3anncu rpynnol
groups BbiBOA cnvcka rpynn
gunzip PacnakoBka darnna
gzip YnakoBka harna
hostname BbiBOA, 1M 3agaHMe nMeHn xocTa
install KonunpoBaHue ganna ¢ ycTaHOBKOW aTpuOyTOB
ipcrm Ynanenue pecypca IPC
ipcs BbiBOA xapaktepuctuk pecypca IPC
kill lMpekpalLeHne BbINOMHEHUS npoLlecca
killall YaaneHue npoLeccoB No MMeHu
lpr Cuctema nevatu
1ls BbiBOA, cogepxumoro katanora

1sb_release

BbiBog MHOpMaLMK 0 AUCTpubyTUBE
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OkoHyaHue mabnuusi 10

KomaHga HasHadeHune
mknod CospaHue dhanna cneyunanbHOro Tmna
mktemp leHepaums yHMKanbHOro nMeHu anna
more MocTpaHnyHbIN BbIBOA coaepXmMmoro carnna
mount MoHTupoBaHue ®C
msgfmt CospaHue obbekTHOro darna coobLeHun n3 ganna coobLieHni
newgrp CmeHa ngeHTudukatopa rpynnbl
nice M3meHeHne npropuTeTa npouecca nepes ero 3anyckom
nohup PaboTa npouecca nocne Bbixoda U3 CUCTEMBI
od BbiBOA coaepxmMmoro dpanna B BOCbMEPUYHOM U ApYrux BUaax
passwd CmeHa napons y4YeTHon 3anucu
patch MpumeHeHne danna onnucaHust UAMEHEHU K OpuUrMHanbHOMY dhanny
pidof BbiBOA naeHTUmnkaTopa npoLecca no ero UMeHu
pPs BbiBOA, MHOpMAaLLMKM O NpoLeccax
renice M3ameHeHne ypoBHS NpuoputeTa npouecca
sed CTpokoBbI pegaktop
sendmail TpaHCnopT CUCTEMBI 3NTEKTPOHHBLIX COOBLLEHNI
sh KomaHgHbIn nHTepnpeTaTop
shutdown KomaHaa octaHoBa cucTeMbl
su M3meHeHne ngeHtndmkaTopa 3anyckaemMoro npowuecca
sync C6poc cuctemHbIx BydepoB Ha HocuTenu
tar dannosbIN apxneartop
umount Pa3smoHTMpoBaHue ®C
useradd Co3agaHne HOBOW YYETHOM 3anucuy norb3oBaTensi Ui obHOBMEHME CYLLECTBYOLLIEN
userdel YaaneHve y4yeTHOM 3anucum nornb3oBaTenst U COOTBETCTBYOLLMX DanoB OKPY>KEHUS
usermod Moaundukauma nHpopmauumn o6 y4eTHOM 3annucu nonb3oBartens
y Cnucok nonb3oBatenen, paboTatoLmx B HACTOALWNA MOMEHT B CUCTEME, U PECYPCOB, C
KOTOPbIM OCyLLeCTBAsieTCA paboTa
who BbiBoa cnvcka nonb3oBaTenen cuctembl

OnuncaHne KkomaHA npueeaeHoO Ha CTpaHMUaxX pykoBOACTBA man.

4.2.1. CpepctBa apxuBupoBaHusa ¢annos

KomaHgb! tar, cpio, gzip npeactaensaioT cobom TpaguuNoHHbIE MHCTPYMEHTBI CO34aHus
pe3epBHbIX Konuin n apxusuposaHus OC. Npu cozgaHnn apxmBa KoMaHgaMmn tar U gzip nepe-
Aaetcs cnMcok hanrnoB U KaTasnoros, yKkasblBaeMbIX Kak napameTpbl KOMaHAHOW CTPOKU. Jliobon

yKa3aHHbIIZ KaTtarnor npocmMmatpuBaeTcd peKypCnMBHO. I'Ipvl cOo34aHnn apxmBa C NOMOLLbLIO KOMaHAbI
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cpio en npegocTaBnsaeTca CNMCOK O6bEeKTOB (MMeHa hbalnoB M KaTanoroB, CUMBOSIMYECKME
nmMmeHa nobbix ycTponcTs, rHesga gomeHoB UNIX, nonmeHoBaHHbIe KaHanbl U T.1.).

OnucaHune KoMaHg NpMBeSEeHO Ha CTpaHMuax pyKOBOACTBA man.

4.21.1. tar

KomaHga tar moxeT paboTatb C psaoM OUCKOBLIX HAaKONUTENEN, NO3BONSAET NpocMaTpu-
BaTb apxmebl B OC.

B tabnuue |11 npuBeaeHbl OCHOBHbIE NapamMeTpbl KOMaHAbl tar.

Tabnunua 11
Onuwms HasHadeHune
acls CoxpaHsieT (BocCTaHaBNMBAET) CMckn koHTpons goctyna (ACL) katanoros u
¢annos, BNOXEHHbIX B apXuB
-c, —--create Cosgaet apxuB
-x, —--extract, BoccraHaBnuBaeT dannbl U3 apxmBa Ha YyCTPOMCTBE, 3aAaHHOM MO YMOMYaHMIo
--get nnun onpegeneHHom napameTpom f
xattrs CoxpaHsieT (BocCTaHaBMMBAET) pacluMpeHHble aTpmOyThl KaTtanoros u ¢anmnos,

BJTOXEHHbIX B apXmB

CosgaeT (Unu ynTaeT) apxmB C name, rade name — UMS dpanna nnNn ycTpomucTea,

“f, —-fil
T+€ NAMS | onpenenenHoro B /dev, Hanpumep, /dev/rmt0

-Z, ——-compress,

Cxunmaet unm pacnakoBbIBa€T apxXxmB C NOMOLLbIO compress
——uncompress

-z, ——gzip,

, CxXnmaeT unum pacnakoBbiBaeT apXmMB C MOMOLLbIO gzip
--gunzip

-M,

i CospgaeTr MHOrOTOMHbIV apXmB
——-multi-volume

-t, --list BbIBOAUT CNMCOK COXpaHEeHHbIX B apxuee hainsnos

-v, --verbose BbiBOOWT NoapoGHYo MHAopMaLuio o npoLecce

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man tar.
BHUMAHMUE! [1ns coxpaHeHnsa 1 BOCCTAHOBIEHUSA MaHOaTHbIX aTpnbyToB dannos Tpedy-
€TCs UCNONb30BaHMe napameTpa COXpaHEHUS pacLUMpPEHHbIX aTpubyToB —xattrs (CM. NMpMMepbI

Hmxe 1 |10.5).

Mpumepbl:

1. KonupoBaHue katanora /home Ha cneumnanbHbl pa3aen XecTkoro gucka /dev/hda4
tar -cf /dev/hda4 /home

MapameTtp £ onpegensieT co3gaHve apxmBa Ha ycTpoucTee /dev/hdaé.

2. lNpumeHeHne cxaTus Npu apxXMBMpPOBaHNK

tar -cvfz /dev/hdad4 /home | tee home.index

MapameTp v 3acTaBnsieT tar BbIBOAUTb NOAPOGHYO MHpOpMaLUo, NapameTp z yKkasbl-
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BaeT Ha cXXaTue apxmBa C NOMOLLUbIO YyTUINNTbI gzip. CNMCOK CKONMPOBaHHbLIX hanos
HanpaensieTca B home . index.

3. Wcnonb3oBaHne komMaHgbl £ind Ans NoMcka M3MEHEHHbIX B TEYEHWE OOHOro AHS
dannos B KaTtanore /home 1 co3gaHne apxmBa home .new.tar ¢ 3TUMKU hannamu:
find /home -mtime 1 -type f -exec tar -rf home.new.tar {} \;

4. Ecnu Hago NOCMOTPETb COAEPKMMOE apXmBa, TO MOXXHO BOCMOMb30BaTbLCs NapaMmeTpoM
-t KOMaHAabl tar:

tar -tf home.new.tar

5. [nsa n3sneyeHns annos 13 apxmea HeobXoaMMO ykasaTb NyTb K apxuBy nNnbo ycTpon-
CTBY M NyTb K MECTY mn3BredeHuns. Ecnn apxue (katanora /home) 6bif1 co3gaH KOMaHOOWN:
tar -czf /tmp/home.tar /home

TO U3BfeKaTb ero Hago KOMaHZoW:

tar -xzf /tmp/home.tar /

6. Micnonb3oBaHue komaHabl tar ans cos3gaHma apxmeoB B ®C OC, a He TOnbKo Ha
YCTPOWCTBAX ANs apxXmBMpoBaHus (MOXHO apXmBMpoBaThb rpynny hannoB ¢ UX CTPYKTypoWn
KaTanoroBs B OguH doann, Ansa Yero nepefarb MMsS co3gaBaemMoro dganna ¢ noMoLLbro
napameTpa £ BMECTO MMEHM YCTPOMCTBA)

tar cvf /home/backup.tar /home/dave

C nomoubio tar apxXmMBUpyeTCa KaTarnor ¢ BOXEHHbIMW nogkatanoramu.

MNpn atom cos3paetca damn /home/backup.tar, cogepXawunm apxuB Kartanora

/home/dave n Bcex pansioB B €ro nogkaranorax.

O6bI4YHO MpW MCMONb30BaHUN KOMaHAbl tar CTOMT AenaTb BXOAOM BEPXHErO YPOBHS
kaTanor. B Takom cnyyae dannbl npu BoCcCTaHOBNEHUM ByayT pacnonaratbCa B nogkartanore
pabo4ero katanora u He 6yayT ero 3acopsiTb.

Mpeanonoxum, B paboyem katanore nmeetcs nogkatanor data, cogepallnin HECKOSbKO
coTeH hannos. CyLlecTByeT ABa OCHOBHbIX MyTW CO34aHUst apxmBa 3Toro karasnora. MoxHO BOMTK
B nogkartanor n co3gaTb B HEM apXmB, Hanpumep:
pwd
/home/dave
cd data
pwd
/home/dave/data
tar cvf .. /data.tar *

Bynet cosgaH apxmB B KaTanore /home/dave, cogepxawmi cdannbl 6e3 ykazaHnsa nx
pacrnonoXeHnsa B CTPYKType KaTanoros. [Mpu nonbITke BOCCTaHOBUTL (hannbl U3 apxuea data.tar
nogkartanor He Bbyaert co3gaH, u Bce hannbl BygyT BOCCTAHOBIEHbI B TEKYLLIEM KaTarore.

[pyron nyTb COCTOUT B CO34aHNN apXMBa KaTtanora, Hanpumep:
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pwd
/home/dave
tar cvf data.tar data

Bynet co3gaH apxvB Katanora, B KOTOPOM rnepsoun ByaeT cnefoBaTth CCbIflka Ha KaTasnor.
Mpwn BOCCTaHOBNEHMM (hainoB 13 Takoro apxuea byaet co3gaH nogkatanor B TEKyLLeM KaTarnore,
n dannbl 6yayT BOCCTaHABNMBATLCA B HEM.

Mo>XHO aBTOMaTU3MPOBAaTb BbINOMIHEHNE AAHHbIX KOMaH, NOMECTUB UX B (pansl crontab
cynepnonb3oBaTtens. Hanpumep, cnegytowlas 3anvck B panne crontab BbINOMHAET pe3epBHOe
KonupoBaHue katanora /home exeaHesHo B 01:30:

30 01 *** tar -cvfz /dev/hda4 /home > home index

Mpun HeobxogmMmocTn Bonee CrIoXHOro apXUBUPOBaHUA UCMONb3YeTCs A3bIK CLeHapues
060onoYkK, KOTopble Takke MOryT ObITh 3anyLleHbl C MOMOLLbIO cron (cM. [4.2.2.2).

4.2.1.2. cpio

[nsa konnpoBaHus hannoB ncnonb3yeTca kKomaHaa obLlero HasHavyeHus cpio.

KomaHga ncnonb3yeTca ¢ napameTpoM —o A5 CO30aHus pe3epBHbIX apXMBOB U C napa-
MEeTpoM —-i — Onga BocCTaHoBNeHus dannos. KomaHga nonyvyaeTt nHpopmMaumnio OT CTaH4apTHOro
YCTPOMCTBA BBOAA W MOCLINIAeT BbIBOANMYH MH)OpPMaLMIO HA CTaHO4apTHOE YCTPOWUCTBO BbiBOAA.

KomaHaa cpio MOXET Mcnonb3oBaTbCs ANs apXxvMBMpoBaHus Nnoboro Habopa dannos
N cneunanbcHbiX oannoB. KomaHaa cpio coxpaHaeT uHgopmauno addekTueHee, YeM tar,
nponyckaeT cborHble cekTopa Unu 6rnokn Npu BOCCTAHOBMEHUM AAHHbIX, apXMBbl MOryT ObITb
BoccTaHoBrneHbl B OC.

HepocTtaTtkom kOMaHApbl cpio SBNAETCA He06X0AMMOCTb UCNOMBb30BaTh A3blK NPOrpaMMum-
poBaHNA 060OYKM AN CO30aHUsl COOTBETCTBYIOLLENO CLueHapusi, YTOObl OBHOBUTL apXmB.

B Tabnuue [12 npuBeneHbl OCHOBHbIE NapaMeTpbl KOMaHAbl cpio.

Tabnuuya 12

MapameTp HasHauyeHune

-0 CosgaHuve apxvBa B CTaHAapTHOE YCTPOCTBO BbiBOAA

-1 BoccTtaHoBneHue cbaﬂnos 13 apxumea, nepegaBaemMoro Ha ctaHgapTHoe yCTpOI7ICTBO BBOAa

-t CosgaHune crnucka coaepXXMMoro CTaHaapTHOro YCTPoWCcTBa BBOAa

MoppobHoe onncaHne KoMaHdbl NPUBEAEHO B man cpio.

Mpumepbl:

1. KonupoBaHue ¢annoB u3 katarnora /home B apxuB home.cpio

find /home/* | cpio -o > /tmp/home.cpio

2. BoccraHoBneHve annos U3 apxuea home . cpio C COXpaHeHWEM epeBa KaTanoros
N co3gaHne cnucka B oamne bkup . index
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cpio -id < /tmp/home.cpio > bkup.index

3. Wcnonb3osaHue komaHabl £ind ANS NoMcka N3MeHEHHbIX 3a NocrneaHne CyTku annos
N coxpaHeHue X B apxmB home.new.cpio

find /home -mtime 1 -type f | cpio -o > /tmp/home.new.cpio

4. BoccrtaHoBneHue gparna /home/dave/notes. txt n3 apxmea home.cpio

cpio -id /home/dave/notes.txt < home.cpio

[lna BocctaHOBNEHMA q)a|7|r|a C NOMOLLbIO cpio creayeT ykasbiBaTb €ro nosiHoe M.

MOXXHO aBTOMaTU3MPOBATbL BbINOMIHEHNE AAHHbBIX KOMaH, NOMECTUB UX B pann crontab
cynepnonb3oBatensd. Hanpumep, cnegyouias sanuck B panne crontab BbINONHAET pe3epBHOe
KonupoBaHue katanora /home exeaHesHo B 01:30:

30 01 *** 1s /home : cpio -o > /tmp/home.cpio

Mpu HeobxoanmocTn 6onee CNOXHOrO Pe3epBHOIrO0 KONUPOBAHWUS MOXHO CO3[aTb COOTBET-
CTBYHOLUMIA cLeHapuin 060mno4kn. 3anyck NogobHbIX CLeHapueB Takke MOXET ObITb OCYLLIECTBIEH
nocpeacTBOM cron.

CosgaHne pesepBHbIX KOMUI 03Ha4YaeT onpeaeneHme NonUTUKKM Co3aaHns pe3epBHbIX KO-
NUA ONs CHUXKEHUA NoTepb U BOCCTAHOBMNEHNA MHpopMauumn nocrne BO3MOXHOW aBapumn CUCTEMbI.

4.2.1.3. Komnnekc nporpamm Bacula

Bacula npegcrasnser cobor KoMMNneKke nporpaMmm, no3BosiSoWNn CUCTEMHOMY agMUHN-
cTpaTopy ynpasnATh npoueccamMmu pe3epBHOro KONMPOBaHUSA M BOCCTAHOBMNEHUSA OaHHbIX, a TaKxe
NPOBEpPSTb pe3epBHbIE KOMUKN, B TOM YUCITIE B FEeTePOreHHbIX CETSX.

Bacula — 3TO ceTeBas KIMEHT-CepBepHas cuctema pe3epBHOro KonvposaHug. Nporpam-
Ma MO3BOMAET Merko HaxoauTb N BOCCTaHaBNMBaTh yTpadeHHble UNnu noBpexaeHHble gannsl.
Bnarogaps mogynbHOM apxuTekType Bacula MOXeT MacwTabupoBaTbCs OT HEDOMbLUNX aBTO-
HOMHBbIX CUCTEM [0 60nbLUMX CETEN, COCTOSALLMNX U3 COTEH KOMMbIOTEPOB.

Bacula COCTOUT U3 cnegyoLwmx YyacTeu:

- Bacula Director service — UeHTpanbHasa nporpamMmma, KOOpAMHUPYHOLAs Bce

BbINOSHAEMbIe onepauun (pyHKUMOHMPYET B poHE);

- Bacula Console services — nporpamMmma, nosponsiwowiasa agMUHUCTpaTopy B3au-

MOLENCTBOBATb C LeHTpasibHON NporpaMmmon;

- Bacula File services — KINUEHTCKad NnporpamMmmMa, yctaHaBnmBaemMasi Ha KaXKabin

o6cnyxmBaembli KOMMNbHOTEP;

- Bacula Storage services — nporpaMmma, oObl4HO (PYHKUMOHMPYOLWAA Ha KOM-

NnbOTEPE, K KOTOPOMY NPUCOEAVHEHbI BHELLHME YCTPOMUCTBA ONA XpaHEHNA pe3epBHbIX

Konuwu;

- Catalog services — nporpamma, oTBevalwLwad 3a MHOEKCMpOBaHNE 1 opraHM3auuio

6asbl pe3epBHbIX AaHHbIX.
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lMporpamma Bacula obecneunBaeT NogaepX Ky COXpaHeHUs pacluMpeHHbIX atpubyTos
Katarnoros u hannos u, Npn HeobXoANMOCTU, UX NocnegyoLlee BOCCTAHOBIEHME.

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHAATHLIMU
aTpnbytammn HeobxoaMMo BbINONHUTL NepemMoHTupoBaHue C, B KOTOPON BOCCTaHABMBANINCH
06bekTbl, unu nepesarpy3ntb OC.

OnucaHune yctaHoBKM 1 HacTponku Bacula npueegeHo B(10.3

4.2.2. llnaHnpoBaHue 3anycka KomaHpg

4.2.21. at

[ns 3anycka ogHon unn 6onee kKomaHA4 B 3apaHee onpeneneHHoe BpeMS UCMNONb3yeTcs
KoMaHOa at. B Hel MOXHO onpegenuTb Bpems U/wunu gaty 3anycka TOW N MHOW KOMaHabl.
KomaHpa at TpebyeT aByx (unu 6onbluero yncna) napametpoB. Kak MUHUMYM, cnefyeT ykasaTb
BpeMs 3arycka 1 Kakas KomaHaa LOmkHa ObiTb 3anyLyeHa.

KomaHgbl 4nsi 3anycka ¢ NOMOLLbI0 KOMaHAbl at BBOAATCS Kak CIMCOK B CTPOKax, crieay-
IoWMX 3a HeN. BBoa Kakaom CTPOKM 3aBepLuaeTca HaxkaTnem knasuwun <Enter>. Mo okoH4YaHUK

BBOAA BCEW KOMaHAbl HaXaTtb knasuwun <Ctrl+D> ans ee 3aBepLueHus.

Mpumepbl:

1. 3anyctuTb KOMaHabl 1lpr /usr/sales/reports/. necho "Files printed" B
8:00

at 8:00

lpr /usr/sales/reports/.

echo "Files printed"

lMocne BBOAa BCeW KoMaHabl 0TOBpasnTcsa cnegyrollasa 3anuchb:

job 756603300.a at Tue Jul 8 08:00:00 2014

O3HavaroLLasi, YTo yKasaHHble kKomaHabl 6yayT 3anyweHbl B 8:00, naeHTudukatop 3agaHns
756603300 .a (MOXeT noHagobuTcs, ecnu Heob6xoaAMMO OTMEHUTL 3aaHNe KOMaHAoN
at -d)

B pesynbraTe BbinonHeHus komanabl B 8:00 6yayT pacnedataHbl Bce dhannbl Katano-
ra /usr/sales/reports, N nonb3oBarento OyoeT BbIBEAEHO COOOLLUEHME HA 3KpaH
MOHUTOpA.

2. [Ina 3anycka Bcex KOMaHA, rnepeyucrieHHbiX B ¢anne getdone, B 17:30 cnegyet
BOCMNOMb30BaTbCA O4HOM N3 ABYX (POPM KOMaHAbl at:

at 17:30 < getdone

nnu

at 10:30 -f getdone

O6e npuBeaeHHbIe KOMaHAblI 3KBUBANEHTHbI. Pa3Hnua 3akntoyaercsa B TOM, YTO B NepPBOM

KOMaHae MCnornb3yeTcda MexaHU3M MnepeHanpaBneHnd NOTOKOB BBOAA-BbiBOAA, BO BTOpOI7I
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KOMaHOe — AUCKOBbIN dhans.
Kpome BpemeHM B kKOMaHOEe at MOXET ObITb onpeaeneHa garta.

Mpumep
at 10:00 Jul 14
lp /usr/sales/reports/

echo "Files printed"

3apgaHus, onpeaensemMble agMUHUCTPATOPOM CUCTEMBI, MOMELLAIOTCA B 0Mepeab, KOTOPYHO
OC nepwuoanyecku npocMmatpusaet. AQMUHUCTPaATOpy HeobA3aTenbHO HAaXoAUTLCA B cUCTEME ANs
TOro, 4Ytobbl at oTpaboTtana 3agaHusa. B gaHHOM cnyyae komaHaa paboTaeT B (POHOBOM pexume.

[ns npocmoTpa oyepeau 3agaHnn BBECTU:
at -1

Ecnn npegbiayuimne npuMmepbl Obinun 3anyLuleHbl, TO 6y,qu BbIBEAEHO:
job 756603300.a at Sat Jul 8 08:00:00 2014 job 756604200.a at Sat Jul 14

17:00:00 2014

AOMUHUCTpATOP CUCTEMbI BUOUT TOSTbKO CBOW 3aJaHUA NO KOMaHae at.

D,J'IFI yoaneHua 3agaHua n3 odepegun criegyet 3anyctutb at ¢ napameTpomMm —d U HOMEPOM
yaansemMoro 3agaHus:
at -d 756604200.a

B Tabnuue nokasaHbl BapuMaHTbl NCMOSIb30BaHNSA KOMaHAbIl at.

Taobnuuya 13
dopmaT KOMaHabI HasHnaueHue
at hh:mm BbinonHuTb 3agaHne Bo BpeMs hh :mm B 24-4acoBom dpopmaTe

BbInonHUTL 3agaHne Bo BpeMda hh:mm B 24-4yacoBoMm copmarte B

at hh:mm mecsu meHb ropn N
COOTBETCTBYHOLLUNA OEHb

at -1 BbiBECTU cnnucok 3agaHnii B odepeaun; NceBaoHNM KOMaHabl — atq

BbinonHUTL 3agaHne Yyepes onpeaeneHHoe BpeMsl, KOTOpoe 3aa4aHo
at now+count time-units | mapameTpoM count B COOTBETCTBYIOLMX EAMHULIAX — HeOensiX, AHNAX,
yacax Unm MUHyTax

YaanuTb 3agaHue ¢ uaeHTMduKaTopomM job_ID U3 ovyepeau; Nces-

at -d job_ID
OOHUM KOMaHAbl — atrm

AOMUHUCTPATOP CUCTEMbI MOXET NPUMEHATL BCE 3TU KOMaHAabl. [1na apyrnx nonb3oBaTe-
new npaea JocTyna K KomaHae at onpegenstoTca dannamm /etc/at.allow un /etc/at.deny.
Ecnu cywectByeT dpanin /etc/at.allow, TO NPUMEHATL KOMaHAY at MOryT TOMbKO Nepeyunc-
NeHHble B HEM rnonb3oBatenn. Ecnn e Takoro anna HeT, NpoBepsieTcs Hanuuve danna
/etc/at.deny, B KOTOPOM OTpPaXeHO, KOMY 3anpeLleHo nonb3oBaTbCca KoMaHaon at. Ecnn

HW ogHoro dhanna HeT, 3Ha4YuT, KomaHaa at AOCTYMNHa TONbKO Cynepnonib3oBaTernto.
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MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man at.

4.2.2.2. cron

[Onsa perynsapHoro 3anycka komaHg B OC cyuwlecTtByeT kKomaHaa cron. AOMUHUCTPATOP
cucTeMbl onpegensaeT Ans Kaxagon nporpamMmmbl BpeMA U gaTy 3anycka B MUHYTaXx, Yyacax, AHSX
MecsiLa, Mecsauax roga u gHsx Hegenu.

KomaHga cron 3anyckaeTcs oanH pas npu 3arpyske cucteMbl. OTaenbHble Nonb3oBaTenu
He OOMMKHbI UMETb K HEW HENoCpeacTBEHHOro aocTtyna. Kpome Toro, 3anyck cron HUKorga He
OCYLLIECTBSISIETCA BPYYHYIO NyTEM BBOLA UMEHW MPOrpamMmbl B KOMaHOHOW CTPOKE, a TOMbKO U3
cueHapusa 3arpysku OC.

Mpun 3anycke cron NpoBepsaeT ovepenb 3aJaHnn KOMaHObl at U 3a4aHus nonb3oBaTtenen
B pannax crontab. Ecnu komaHg ons 3anycka HeT, cron «3acbiNaeT» Ha OAHY MUHYTY N 3aTeMm
BHOBb NPUCTYNaeT K NoOMCKaM KOMaHAbl, KOTOPYHO crneayeT 3anyCTuTb B 3TOT MOMEHT. bonbLuyto
4yacTb BPEMEHM KOMaHAa cron NPOBOAMUT B «CMSLLEM» COCTOSIHWM, U AN ee paboTbl UCNONb3yeTcs
MUHMMYM CUCTEMHbIX PECYPCOB.

UTobbl onpenennTb CNMCOK 3a4aHun AN cron UCMOMb3yeTcs KomaHaa crontab. [Ans
KakOoro nosie3oBaTtens ¢ NOMOLLbIO JaHHOW KOMaHAbl co3faeTcsa (pann crontab CO CIMCKOM
3afaHnn, HaxooswMmnca B Katanore /var/spool/cron/crontabs U UMEIOLWUIN TO Xe UMS, YTO
N UM4A nonb3oBaTens.

MpumeyaHue. Nonb3oBarenu, KOTOPbLIM pas3peLleHo ycTaHaBNMBaTh 3a4aHNA KOMaH-
OON cron, nepeyncneHbl B gpanne /etc/cron.allow. ®ann 3agaHum Onsa KOMaHObl cron
MOXHO co3aTb C MOMOLLbI OBbLIYHOIMO TEKCTOBOrO pefakTtopa, HO Mpu 9TOM Henb3s NpOoCTO
3aMeHNTb UM CYLLLEeCTBYHOLWMA pann 3agaHusa B Katanore /var/spool/cron/crontabs. [Ansg
nepegayn cron CBeAEHUN O HOBbIX 3adaHusX 06s3aTenbHO AOSMKHA MCNOoNb30BaTbCA KOMaH4a
crontab.

Kaxpast ctpoka B (panne crontab coaepXuT wabnoH BpemeHu u komaHay. MoxHo
cosgaTb noboe Konn4ecTBo KoMaHg ansa cron. KomaHaa BbINOMHAETCA Toraa, Korga Tekyllee
BPEMS1 COOTBETCTBYET NpMBeAeHHOMY LWabnoHry. LLlabnoH cocTonT n3 natm YacTten, pasgeneHHblx
npobenamu unuv cumBonammn Tadbynsaumn.

CuHTakcuc komanpg B panne crontab:

MHUHYTE UacChH [EeHBb_MecCsdlla MeCdl]_rojga OeHbL_ HelnesyiM 3anaHue

MepBble NATL Nonen NpeacTaBnsAT WabnoH BpeMeHn 1 0b6a3aTeNibHO A0SMKHbI NPUCYT-
cTBoBaTb B havne. [Ansa Toro 4tobbl cron UrHopMpoBana To UM MHoe nose wabnoHa BpeMEHM,
cnegyet NOCTaBUTb B HEW CUMBOS * (3BE€3404Ka).

MpumevyaHune. C TOYKM 3pEHNA NpOrpaMmbl CUMBOS * O3HA4YaeT CKopee He «UrHopU-
poBatb noney», a «nboe KOPPEKTHOE 3HAYEHUEY, T. €. COOTBETCTBUE YEMY YTOAHO.

Hanpumep, wabnoH
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02 00 01 > =*
rOBOPUT O TOM, YTO KOMaHaa OmKHa ObiTb 3anyLieHa B ABE€ MUHYTbI NONOSTyHOYM (Nofne YyacoB
HyreBoe) KaXxaoro nepeoro Yncna noboro (nepsasa 3Be3fqodka) mecsua, kKakmm 6ol gHeM Heaenm
OHO He 6bIno (BTOpas 3Be3404Ka).

B Tabnuue npueegeHbl ONYCTUMbIE 3HAYEHUS NMonen 3anncen crontab.

Taobnuuya 14
MNone [vanasoH

MUHYTbI 00-59

yachl 00-23 (nonHo4b — 00)

OeHb_Mecsua 01-31

OeHb_roga 01-12

OeHb_Hepenu 01-07 (noHegenbHuK — 01, BockpeceHbe — 07)

Mpumep

3anucbk koMaHabl B hanne crontab, BbIMNOMHAWOLAS COPTUPOBKY M OTMNpaBKy Nosib30Ba-
Ten pav pavna /usr/sales/weekly Kaxablh noHegenbHuUK B 7:30

30 07 * * 01 sort /usr/sales/weekly | mail -s"Weekly Sales" pav

lMone komaHg MoXxeT coaepXatb BCe, UTO MOXET ObITb B KOMaHAE, BBOANMOW B KOMaHOHOW
CTpoOKe obonoykn. B HY>KHOE€ BpeMA cron AJid BbINOJIHEHNA KOMaH4 3anyCTUT CTaHOAPTHYHO

o6onouky (bash) n nepegact en KomaHay ANs BbINONHEHUS.
[nsa Toro 4ToObl ONpeaenuTb HECKONBbKO 3HAYEHUI B NOSIE UCNONb3YETCS 3ansaTasa B Kaye-
CTBe pasgensoLlero cumeona. Hanpumep, ecnm nporpamma chkquotes A0MmKHA BbINONMHATLCS B
9, 11, 14 n 16 yacoB no noHeaenbHUKam, BTopHMkam n Yyeteepram 10 mapta n 10 ceHTAbps, TO
3anucb BbIMSANT Tak:
09,11,14,16 10 03,09 01,02,04 chkquotes

I'Iapameprl KOMaHabl crontab npueBeaeHbl B Tabnuue .

Tabnwunua 15

MapameTp Onucanue

Mo3BonseT pegakTMpoBaTbk KOMNOHEHTHI dhanna (Mpu 3TOM BbI3bIBAETCS pedakTop, onpe-
O€ENEeHHbIN B NnepeMeHHo EDITOR 0060n04Kun)

-r YnanseTt Tekywmn chann crontab n3 katanora

-1 |/|CI'IOJ'Ib3yeTCFI AOnA BbiBOAA CrUCKa TEKYLLINX 3adaHun cron

KomaHga crontab paboTtaeTt ¢ pansom cornacHo pernctpaLmMoHHOMY UMEHM.
3a KoppekTHOe Mcnonb3oBaHNe KOMaHabl cron OTBETCTBEHHOCTb HECYT Kak agMUHKCTpa-

TOP CUCTEMBI, TaK N NONb30BaTelln, HanpmnMep, ncnorb3oBaHne nporpamMmmbl HE OOJTKXHO BbI3BaTb
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neperpysky CUCTeMbI.
MNoopobHoe onucaHne komMaHa W pavna crontab MNpuUBEAEHO B man cron,

man crontab Mman 5 crontab.

4.2.3. ADMUHUCTPUPOBAHNE MHOIOMNOJNIbL30BaTEeNIbCKON U MHOro3agavyHoun cpeabl

4.2.3.1. who

[ns nony4eHunsa cnucka nonb3osartenen, padotatowmx B8 OC, ncnonb3yetcs KomaHaa who:
who
root console May 19 07:00

PesynbTaTtom BbINOSTHEHNSA KOMaHAb! SBSIETCA CNUCOK, COAepKaLlLMi naeHTUduKaTopsbl
aKTUBHbIX MOMb30BaTeNen, TEpMUHanNbl 1 BPEMS BXOA4A B CUCTEMY.

KomaHOa who nmeeT HeCKONbKO napaMeTpoB, OQHAKO Aariee pacCMOTPEeHbl TOMNbKO ABa
N3 HUX:

1) —u — nepeuyncnsaeT nonb3oBaTenen ¢ ykazaHnem BpeMeHn 6e3nenctesns (Touka . O3Ha-

YaeT, YTo Nnonb3oBaTeslb akTUBHO paboTan B NOCNEHIO MUHYTY, old — 4TO NOCnegHuin

pa3 OH Haxkuman knasuwu 6onee cyTok Hasag);

2) —-H — 3acTaBnsieT KoMaHay BbIBOAUTb NOAPOOHYI MHOpMaLMIO O Nofnb3oBaTensx; npu

3TOM BbIBOAMT CTPOKY 3arofioBka Tabnuupbl nonb3oBaTenen, cTonbubl KOTOPOW NokasaHbl

B Tabnuvue
Tabnwunua 16
Mone Onucanue
NAME MmeHa nonb3oBartenemn
LINE Mcnonb3oBaHHbIE SIMHUM U TEPMUHAsbI
TIME Bpems, npolledliee nocne perucrpaumm nonb3oBaTens B cucteme
IDLE Bpewmsi, npoluefllee co BpeMeHM NOCNeaHen akTMBHOM paboTbl Nofb3oBaTens
PID MoeHTudurkaTop npouecca BXogHoM 060MoYkn nonb3oBaTens
COMMENT KommeHTapun

C nomoubio napamMmeTpoB —u U —H MOXHO yBUOETb:

who -uH
NAME LINE TIME IDLE PID COMMENT
root console Dec 12 08:00 . 10340

B cnucok BknioveH ngeHtudukatop npouecca obonoYvku nonb3osartens.

lMoopobHoe onucaHne KoMaHAbl NPUBEAEHO B man who.

4.2.3.2. ps

[na nonyvyeHns nHgopmaumm o COCTOSHUM 3anyLLEHHbIX NPOLIECCOB UCMOSMb3YeTCH KO-

MaHaa ps. KomaHaa BbIBOAUT cneayoLlyo nHopMauuio o npoleccax:
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- BbIMOSIHEHHbIE NMPOLECCHI;

- npouecchl, Bbi3BaBLIne npobrnemsl B CUCTEME;

- KaK JOnro BbIMOSTHAETCS NpOoLecc;

- Kakve cuctemMHble pecypcbl 3aTpeboBan npouecc;

- ngeHtudmkartop npouecca (Kotopbii byaet Heobxoaum, HanNpumep, Ansa NpekpaLleHns

paboTbl Npouecca ¢ NOMOLbIO KOMaHabl kill) u T. 4.

[aHHaga vHdopmMauusa nonesHa Kak gnsa nonb3oBatens, Tak U Angd CUCTEMHOro agMu-
HucTpaTopa. 3anyueHHas 6e3 napameTpoB KOMaHAHOW CTPOKM ps BblAaeT CMUCOK NPOLLECCOB,
NOPOXAEHHbIX aAMUHUCTPATOPOM.

Hanbonee pacnpocTpaHeHHOe NpUMeHEHNE KOMaHabl ps — OTCexuBaHue paboTbl go-
HOBbIX W Apyrux npoueccos B cucteme. MNockonbky B 60nbLUMHCTBE CryvaeB hOHOBbIE NPOLIECCHI
He B3auMOLENCTBYIOT C 3KPAHOM U1 C KrnaBuaTypoun, KOMaH4a ps OCTaeTCs OCHOBHbIM CPeLCTBOM
HabnoaeHns 3a HUMMW.

B Tabnuue |17| npuBeaeHbl YeTbipe OCHOBHbIX NOMs MHbopMaunn Ans KaXgoro npouecca,

BbIBOANMbIE KOMAHOW ps.

Tabnuua 17
Mone Onucanue
PID MoeHTudmrkaTop npolecca
TTY TepmuHan, ¢ koToporo 6bin 3anyLieH npouecc
TIME Bpemsi paboTbl Npouecca
COMMAND Nms BbINOMHEHHON KOMaHAbI

MogpobHoe onucaHne KOMaHAbl NPUBEAEHO B man ps.

4.2.3.3. nohup

OObIYHO OOYEpPHUI NPOLIECC MpeKpaLlaeTcs nocne poamTenbckoro. Takum obpasom, ecnu
3anyLieH oHOBbIN Npouecc, oH ByaeT npekpalleH npu Boixoge M3 cuctembl. [ns Toro 4Tobbl
npouecc npogosikarn BbIMOMHATLCA AaXe Mocrie BbiXxoga U3 CUCTEMbI, MPUMEHAETCS KoMaHaa
nohup, YyKkazaHHasi B Ha4yane KOMaHaHOW CTPOKM:
nohup sort sales.dat &

KomaHga nohup 3actaenser OC urHopmpoBaTh BbIXO4 U3 HEE U NPOAOIKaTb BbINOSHe-
HWe npouecca B POHOBOM pexume, NoKa OH He 3aKOHYUTCA. Takum obpasom, ByaeT 3anyLieH
npouecc, KOTopbIn ByaeT BbINONHATLCA ANUTENbHOE BpeMs, He Tpebysi KOHTPONSA CO CTOPOHDI
aZiMUHUCTpATOpa CUCTEMBI.

MoppobHoe onuncaHne KkomaHabl NPUBEAEHO B man nohup.
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4.2.3.4. nice

KomaHga nice no3BonsieT 3anyCcTuTb ApYryo KOMaHgy ¢ npegonpeneneHHsIiM npuopure-
TOM BbINOSIHEHUS, NPEAOCTaBNAA aAMUHUCTPATOPY CUCTEMbI BO3MOXHOCTb ONpeaensiTb NpuopuTeT
Npw BbINOMHEHMM cBOMX 3agad. [Mpn 0bblMHOM 3anycke BCe 3ajayn MMEKT OAWNH U TOT Xe npu-
oputeT, 1 OC paBHOMEpPHO pacrnpenenseTr Mexay HAMKU npoueccopHoe Bpemda. C NoMoLbo
KOMaHAbl nice MOXHO MOHM3UTb NPUOPUTET KAaKON-TMBO «HecnewHony 3agayvn, npeaocTaBuB
Apyrum 3agadam 06onbLie NpoLecCopHOro BpeMeHU. NoBbICUTbL NPUOPUTET TOM UK MHOW 3aJauu
MMeeT NpaBo TOMbKO Cyneprnonb3oBaTerb.

CuHTakcuc KomaHabl nice:
nice —-number command

YpoBeHb NpuopuTeTa onpegensierca napameTpom number, Npu 3Tom 6onbLuee ero 3Ha-
YeHMe O3Ha4YaeT MEeHbLUNN NPUOPUTET KOMaHAbI, 3Ha4YeHne rno ymosndanuto pasHo 10. MNapameTp
number NpeAcTaBnseT cobor YNCIo, Ha KOTOPOE 3HAYEeHNe AO0MKHO ObITb YMeHbLUEHO. Hanpumep,
€CIM 3anyLLeH NpoLecc COPTUPOBKMU:
sort sales.dat > sales.srt &

N emMy crnegyet gaTb NMPeuvMyLLecTBO Hag OpYrMM NpoueccoM, Hanpumep, NpoueccoM nevaTu,
HeobXxo4MMOo 3anyCTUTb BTOPOM NPOLIECC C YMEHbLUEHHBIM MPUOPUTETOM:
nice -5 1lp mail_list &

[nsa Toro 4ytobbl Ha3Ha4YMTL NMpoLeccy nevYaTu cambli HU3KUA BO3MOXHbIWM NPUOPUTET,
BBECTMU:
nice -10 1lp mail_ list &

MpumeyvyaHue. B cnyyae kKoMmangbl nice TUpe O3HA4YaEeT 3HaK onuuu.

Tonbko cynepnorb3oBaTesib MOXET MOBbICUTb MPUOPUTET TOrO UM MHOrO npoLecca,
NPUMEHSAA ANA 3TOro oTpuuartenbHoe 3HadeHne aprymeHTa. MakcumansbHO BO3MOXHbIN NPpUopuTeT
— 20; npucBonTb ero npoueccy cynepnonb3oBaTesib MOXET C MOMOLLbIO KOMaHAbI:
nice --10 job &

Hanuune & B Nnpumepe AOCTAaTOYHO YCIOBHO, MOXHO U3MEHATb MPUOPUTETLI KaK OOHOBbIX
npoueccoBs, Tak U NPOoLLecCcoB NepeaHero nnaxa.

MogpobHoe onncaHne KOMaHabl NPMBEAEHO B man nice.

4.2.3.5. renice

KomaHga renice no3BonsieT M3aMeHUTb NpUopuTeT paboTatowiero npouecca. Popmat
3TOM KOMaHabl NogobeH oopmaTty KOMaHabl nice:
renice —-number PID

[na nameHeHust npuoputeTa paboTtaroLlero npouecca HeobxoaMMo 3HaTb ero MAeHTUK-
KaTop, NONy4YnUTb KOTOPbIA MOXXHO C MOMOLLIbIO KOMaHAbl ps, Hanpumep:
pPsS —-e : grep name

rieé name — UMdA UHTEpeCyroLWero npouecca.
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KomaHaa grep oTdunbTpyeT TONbKO Te 3anmcu, B KOTOpbIX ByaeT BCTpeyaTbcs Ums
HY>KHOM KOMaHAbl, 1 MOXXHO OyaeT y3HaTb uaeHTudpumkaTop ee npouecca. Ecnv Heobxoanmo
N3MEHUTb NPMOPUTET BCEX NPOLIECCOB MONb30BaTeNs UNn rpynnbl Nonb3oBaTenen, B kKomaHae

renice Ucnonb3yeTcs NAeHTUUKATOP Nonb3oBaTeNns Unu rpynnbi.

Mpumep
Mcnonb3oBaHne KOMaHabl renice N5 Npouecca nonb3oBartens pav
ps -ef : grep SLOGNAME
pav 11805 11804 0 Dec 22 ttysb 0:01 sort sales.dat > sales srt
pav 19955 19938 4 16:13:02 ttypo 0:00 grep pav
pav 19938 1 0 16:11:04 ttypo 0-00 bash
pav 19940 19938 42 16:13:02 ttypo 0:33 find . -name core -exec nn {};
YT0o6bl NOHM3NTL NPUOPUTET NnpoLecca findc M,D,eHTVI(bI/IKaTOpOM 19940, BBecCTu:
renice -5 19940

B cnyyae komMaHOpl renice paboTaloT Te e npaBuna, YTo U B Criydyae KoMaHapl nice, a
WMEHHO:

- €€ MOXHO MCNoMb30BaTb TOMbKO CO CBOMMM MpoLeccamu;

- cynepnonb3oBaTenb MOXET MPUMEHUTb ee K NobomMy npoueccy;

- TONbKO Cynepnosib3oBaTenb MOXET NOBLICUTL NPUOPUTET NpoLecca.

MoapobHoe onucaHne KoMaHabl NPUBEAEHO B man renice.

4.2.3.6. kill

MHoraa HeobGxoanmo npekpaTuTb BbIMOMTHEHNE NpoLecca, He A0XMAAsCh ero HOpMarnbHOro
3aBepeHns. MoxeT notpeboBaTbCs B CneayroLwmnx cnyyasx:

1) npouecc ncnonb3yeT CrIMWKOM MHOro BpEMEHM MpoLeccopa U pecypcoB KOMMbIOTEPA;

2) npouecc paboTaeT CrMLWKOM OONro, HE AaBast OXXNOAEMbIX PEe3yrbTaToB;

3) npouecc NpoM3BOANT CRIMLIKOM GOoNbLUON BbIBOA MHpOpMaLMK Ha aKkpaH nnu B hann;

4) npouecc npmeen K 6GrnokMpoBke TepMuHana unu gpyrom ceccuu;

5) n3-3a owmbkM onepaTopa unm NporpaMmmbl UCNONb3YHTCA HE Te Pansbl UM NapameT-

pbl KOMaHAHOW CTPOKW;

6) ganbHewnwee BbINOMHEHME npouecca 6ecnonesHo.

Ecnun npouecc paboTtaeTt He B hOHOBOM pexmme, Haxxatue knasuw <Ctrl+C> gomkHo
npepeaTtb €ro BbiNonHeHne. POHOBbLIN NPOLIECC NPepBaTb BO3MOXHO TOMIbKO C MOMOLLbIO KOMaHAbI
kill, nocbinaroLLen Npoueccy curHan, Tpebyrowmin ero 3aBepLUeHus.

Mcnonbaytotcsa ase hopmbl KOMaHAbI:
kill PID(s)
kill -signal PID(s)

[ns 3aBeplleHus npouecca ¢ naeHTudmnkatopom 127 BBECTHU:
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kill 127

[ns 3aBeplieHns npoueccos ¢ uaeHTudukaropammn 115, 225 n 325 BBECTU:
kill 115 225 325

C nomoublo NnapameTpa -signal MOXHO, HaNpuMep, AaTb yKasdaHue npoueccy nepe-
ynTaTh KOHUrypaumoHHble dannbl 6e3 npekpallieHmst pabotbl. CIMCOK AOCTYMNHbIX CUrHanoB
MOXHO MOMYy4YNTb C MOMOLLBIO KOMaHAbI:
kill -1

Mpun ycnewHom 3aBepLueHnn npouecca coobuieHne He BbiBoguTcs. CooblueHne nosisutcs
Npy NonMbITKe 3aBepLUeHna npouecca 6e3 HannumMs COOTBETCTBYIOLLMX NpaB AoCcTyna unm npu
NnonbITKE 3aBEPLUUTb HECYLLECTBYIOLLMIA Npouecc.

3aBepLleHe poauTeNbCKOro npouecca MHorga fnpUBOAUT K 3aBEPLLUEHUID JOYEpPHUX,
OOHaKO Ans NosIHON YBEPEHHOCTU B 3aBEpLLUEHMM BCEX NPOLIECCOB, CBA3AHHbIX C AaHHbIM, cregyeT
yKasblBaTb UX B KOMaHOe kill.

Ecnu TepmuHan okasancs 3a6nokMpoBaHHbIM, MOXXHO BOWTM B CUCTEMY C APYroro TepMu-
Hana:
ps -ef: grep $LOGNAME
n 3aBepwnTb paboTty 060n04KkN Ha 3abNOKMPOBAHHOM TEPMUHAnNE.

Mpu BbINOMHEHMM KOMaHAbl ki1l npoueccy NocbinaeTcs COOTBETCTBYOWMI curHan. lNpo-
rpammbl OC mMoryT noceinate 1 npuHuMmath 6onee 20 cMrHanoB, Kaxabli U3 KOTOPbIX MMEET CBOW
Homep. Hanpumep, npu Bbixoge agmuHuctpatopa OC nockinaeT BCEM ero npoueccam curHan 1,
KOTOPbIV 3acTaBrsieT Bce npoLecchl (Kpome 3anyLleHHbIX C NOMOLLBbI nohup) NpekpaTuTb paboTy.
Kpome Toro, CyLiecTByOT NporpamMmbl, HanncaHHble Takmm obpasom, 4YTo ByayT urHopmpoBaTb
nocbinaemMble UM CUrHarsbl, BKNoYas curHan 15, Kotopbin BO3HUKaET Npu 3anycke koMaHabl kill
6e3 yKkasaHns KOHKPETHOro curHana.

OpHako curHan 9 He MOXeT ObITb MPOUrHOpUPOBaH — npouecc byaeT 3aBepLueH. Takum
obpasom, ecnun KoMaHga:
kill PID
He cMorna 3aBepLwuTb npouecc (OH BUAEH MpU UCNOMb30BaHUN KOMaHObl ps), HEObxoanmo
BOCMNOSb30BaTbCS KOMaHOOM:
kill -9 PID

KomaHga:
kill -9
npekpaLlaeT npoLecc, He AaBas BO3MOXHOCTU, HAarnpumMep, KOPPEKTHO 3aKpbITb pannbl, YTO MOXET
NPUBECTU K NnoTepe AaHHbIX. Vicnonb3oBaTb 3Ty BO3MOXHOCTbL CrieyeT TOMNbKO B Clyyae KpanHewn
HeobxoanmocTu.

[ns 3aBeplieHns Bcex hOHOBbLIX NPOLLECCOB BBECTMU:
kill 0
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[MpenmyLiecTBeHHOE NpaBO KOHTPOMA HaZ4 NPoLEeCcCoM NpuHaanexuT Brnagensuy. [Npasa
Bnagenbua MoryT OTMEHATBCA TOMbKO Cyneprnorb3oBaTenem.

Anpo HasHavyaeT Kaxaomy npoleccy YeTblipe naeHTndukaTopa: peanbHbi U 3PPEKTUB-
HbI UID, peanbHbin 1 addekTnBHbIn GID. PeanbHble ID ncnonb3ytotca Anst y4eta Ncnonb3oBaHus
CUCTEMHbIX pecypcoB, a adeKkTnBHbIE — ANd onpeaereHus npas goctyna. Kak npasurno, pearnb-
Hble 1 acppekTmBHbIe ID coBnagatoT. Bnagenew npouecca MOXeT NnocblfiaTb B NpOUecc curHanel,
a Takke NoHWXaTb NPUOPUTET NpoLecca.

Mpouecc, NpucTynarLmi K BbINOMTHEHMIO APYroro NporpamMmMHoOro danna, ocywecTesnser
OOVH U3 CUCTEMHBIX BbI30BOB cemencTBa exec. Korga Takoe cny4vaetcs, adpdpektuBHble UID u
GID npouecca moryT 6bITb ycTaHoBneHbl paBHbiMn UID n GID danna, cogepxallero obpas HoBown
nporpaMmsl, €cnv y aToro pavna yctaHoBneHbl OUTbl CMeHbI naeHTUdMKaTopa nornb3oBaTens u
naeHtTudukaTtopa rpynmnbl. CUCTEMHBIN BbI30B exec — 3TO MEXaHM3M, C MOMOLLIbIO KOTOPOro Takune
KOMaHAbl, Kak passwd, BPEMEHHO NOSy4yatoT rnpasa cyrnepnorb3oBarterns (KoMaHae passwd OHU
HY>XHbl N1 TOro, YTOObl U3MEHUTb /etc/passwd).

MogpobHoe onucaHne KoMaHAbl NpuBeAeHo B man kill.
4.3. Npachnyeckue yTunurbl

B coctaB pabouero ctona Fly Bxogat rpaduyeckue yTunnTbl, KOTOpbIE MOTyT ObiTb
NCNosb30BaHbl AN agMUHUCTPUPOBAHUS CUCTEMbI. BOMBLWMHCTBO N3 9TUX YTUINUT NpeacTaBnser
cobon rpacunyeckme oboONOYKN Hag COOTBETCTBYIOLMMWN TEKCTOBLIMWU YyTUANTAMN KOMaHZAHON
CTPOKM.

Cnucok YTUNNT NnpmuBeOEH B pa3aere , a orncaHune ytTurnmT B SJ'IeKTpOHHOIZ cripaBke.
4.4, Cpep,CTBa obecneyeHus OTKaSOyCTOﬁqMBOCTM M BbICOKOWM AOCTYMNMHOCTHU

4.4.1. Pacemaker u Corosync

B coctas OC BxoguT Habop nporpammHoro obecneyeHns Pacemaker n Corosync, ncnosb-
3yemMoro 418 NOCTPOEHUS KNacTepPHbIX CUCTEM BbICOKOW JOCTYMHOCTU. OCHOBHbIE OCOOEHHOCTH
Pacemaker n Corosync:

- obHapyxeHue n BocCTaHoBIEHWe nocne cboeB y3roB 1 CEPBUCOB;

- HEe3aBMCMMOCTb OT MOACUCTEMbI XPaHEHUS — He TpebyeTcsa obLuee XpaHUnuLLe;

- HEe3aBWCMMOCTb OT TUMOB PECYPCOB — BCE YTO MOXET ObITb 3aCKPUMNTOBAHO, MOXET

ObITb KNacTepU3oBaHo;

noaaepka Knactepos NnoGoro pasmepa;

nogaepkka KBOPYMHbIX M peCypCO3aBUCUMMbIX KacTEPOB;

nogaepKka n3bbITOYHON KOHUIypaLnu;

aBTOMaTMyeckas pennukauus KoHUrypauum, MoxeT GbiTb 0GHOBMNEHa ¢ MoGoro yana

Knacrepa;
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- BO3MOXHOCTb 3aJaHusi NopsiAka 3anycka pecypcoB HE3aBMCUMO OT TOro, Ha KakoMm yarne

OHW HaxoaATcs;

- rnogaepXKa pecypcos, 3anyckaemMblX Ha MHOXeCTBE Y3r0B, — KITOHOB;

- nogaepxka pecypcoB C MynbTU-pexmmamum paboTtbl (master/slave, primary/secondary).

C TO4YKM 3peHns KnacTtepa BCE UCMONb3yeEMbIE CYLLHOCTU — CEPBUCHI, CryX0Obl, TOYKK
MOHTUPOBaHUA, TOMa U pasgerbl — 3TO pecypchbl, MO3TOMY B JaHHOM PYKOBOACTBE NOA CNOBOM
«pecypc» NOHNUMAETCA BCe, YTO HAaxXoauMTCA MoA yrnpasneHuem Knacrepa.

4.41.1. YcTaHOBKa

[ns yctaHoBkn Pacemaker n Corosync Heob6xogmMmo BbINOMHUTL CrieayloLlee:

1) Ha KaXgoMm cepBepe OTKa3oyCTOMYMBOrO Kractepa YyCTaHOBUTb MaKeT:

sudo apt-get install pacemaker pcs

2) Ha KaxgoMm cepBepe paspelmTb asTo3anyck Corosync. [1ns 3Toro B KOHpUrypawumoH-

HOM cpbanne /etc/default/corosync ykasaTb napamerp:

START=yes

3) Ha Kaxgom cepBepe crnefyet npomsBecTn 3anyck HeobxoauMblx cnyxb hacluster:

sudo systemctl start corosync

sudo systemctl start pacemaker

sudo systemctl restart pacemaker

4.4.1.2. NMpumep HACTPOMKM Knactepa

Hactporika Pacemaker n Corosync Ha npumepe aByx cepBepoB ¢ OC: server-1 u
server-2. Oba cepsepa OOMKHbI «BUAETb» APYr Apyra no UMeHW, Ans 3Toro AormkeH ObITb Ha-
ctpoeH DNS unu B (hanine /etc/hosts cogepXatbCs COOTBETCTBYIOLLME 3anncu. [1ns HacTponKu
HeobX04MMO BbINOMHUTL CREAYHLWMIA NOPSAOK OENCTBUN:

1) Ha KaXXgoM cepBepe HaCTPOUTb CUHXPOHM3aLMIO BpeMeHM Nno ceTu (cnyxba ntp);

2) Ha KaXXgoM cepBepe yaanuTb BO3MOXHO COXpPaHUBLLYIOCA NpeabiayLwyto KoHdurypa-

LM KnacTepa:

pcs cluster destroy

3) Ha KaxgoMm cepBepe YCTaHOBUTb OOQUHAKOBbLIM Naposnb nofnb3oBaTento hacluster:

passwd hacluster

4) Ha nepsoM (rfaBHOM) cepBepe HacTPOUTb aBTopu3auuto, co3gaTb U 3anyCcTUTb Kna-

cTep:

pcs cluster auth server-1 server-2 -u hacluster

pcs cluster setup --force --start --name CLUSTERNAME server-1 server-2

5) Ha obounx cepBepax rnepesanycTutb Cnyxoy:

systemctl restart pcsd

6) Ha NepBOM cepBepe paspeLLnTb aBTo3anyck Kracrepa:

pcs cluster enable --all
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7) ONs TEKyLUero Knacrtepa, COCTOSILEro U3 AByX y3roB, BbICTaBUTb 6a30Bble HACTPONKN,
BbINMOJTHUB KOMaHAbI:

pcs property set stonith-enabled=false

pcs property set symmetric-cluster=false

pcs property set no-quorum-policy=ignore

ﬂ,J‘IFI yripaBneHuna Knactepom Pacemaker MCMNOJIb3YKTCA YTUITNTLI pCs U Ccrm. Hanpmmep,
rMpoBepKa CcTaTyca KrnacTepa BbIMOMNHAETCA C NOMOLLbIO KOMaHAbl pcs status, NPOCMOTP
TeKywen KoHdurypaumm — ¢ nomoLLblo KoManabl crm configure show. Pesynerar
NPOBEPKN CTaTyCa Krnacrtepa U3 rnpuMepa:

Cluster name: CLUSTERNAME

Last updated: Wed Oct 25 12:11:08 2017

Last change: Wed Oct 25 12:11:06 2017

Stack: corosync

Current DC: server-1 (1) - partition with quorum
Version: 1.1.12-561c4cf

2 Nodes configured

0 Resources configured

Online: [ server-1 server-2 ]
Full list of resources:

PCSD Status:

server-1: Online

server-2: Online

HacTtponka knactepa 3aBepLUeHa. YnpaBrneHne KnactepoM OCyLLECTBSETCH KakK U3 KOH-

conu, Tak u yepes Beb-nHTepdenc:

https://server-1:2224/

4.4.2. Keepalived

Keepalived ncnoneayetca B kadecTtse ynpasnstowiero MO gns opraHnsaumm MOHUTOPUHra

n obecnevyeHnst BbICOKOW AOCTYNHOCTMN Y3/10B U CEPBUCOB.

HemoH Keepalived obecneuBaeT aBToOMaTUYECKUI Nepexon Ha pe3epBHbIN pecypc B

pexunve oxngaHna B criydae BO3SHUKHOBEHUA owmnodKkm nnmn cbosi OCHOBHOIO pecypca.

[nsa obecnevyeHns aBTomaTnyeckoro nepexona ucnonbayetcs npotokon VRRP (Virtual
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Redundancy Routing Protocol). [JaHHbIN NpOTOKOST NO3BONSIET UCMOMb30BaTb BUPTYyarbHbIn |P-
agpec VIP (virtual IP), koTopbI ABAsieTCs NnaBarLwmm (pacluapeHHbIM) Mexay y3namu.

4.4.2.1. YcTaHOBKa

Maket Keepalived Heob6xoauMO YyCTaHOBUTb Ha KaxdoM y3ne, AOCTYMNHOCTb KOTOPbIX
TpebyeTcs obecneunTb, N Ha KaXXaoM pe3epBHOM y3ne. [Ing yCTaHOBKM BbINOSIHUTL CReayoLLyHo
KomMaHay:
apt-get install keepalived -y

4.4.2.2. Npumep HaCTPOUKMU

HacTtponka Keepalived Ha npumepe aByx cepBepoB ¢ OC: server-1 (OCHOBHOW) n
server-2 (pe3epBHbIN). Ha cepBepax JormkeH BbITb HACTPOEH peXnM pennukaumm ans obec-
neyeHUs ropsiyero pesepsupoBaHnd. Takke Ha oboux cepBepax AOMKHO ObITb ABa CeTeBbIX
nHTepdenca. OgHoMy N3 ceTeBbIX MHTEPGENCOB OCHOBHOIO cepepa npucsontsb VIP.

Ha kaxgom cepBepe B KOHUrypauuoHHbIn pann /etc/sysctl.conf A06aBUTb CTPOKY:
net.ipv4.ip forward =1
net.ipv4.ip_nonlocal_bind =1
N BbINOMHUTL N5 NPOBEPKM KOMaHAY:
sysctl -p

Ha ocHoBHOM cepBepe OTKOppeKkTMpoBaTb KoHurypaumoHHein dann Keepalived
/etc/keepalived/keepalived.conf, ykaszaB HeOOX04MMbI€ 3HAYEHUSA 49 OCHOBHbIX Napa-
METPOB:

- interface — MHTEpPMENC NOLKIOUYEHUS;

- state — cTaTyc cepBepa, Ans OCHOBHOIO yKasblBaeTCcs 3HadeHne MASTER,;

- virtual_router_id — naeHTMdMKaTOp BUPTYyanbHOro MapLupytmsaropa (4OrmkeH

ObITb OQVMHAKOBbLIM ANt 060X CepBEPOB);

priority — NPUMOPUTET OCHOBHOIO cepBepa. [lomkeH ObiTb bonblle, Yem pe3epBHOro;

auth_type — 3HayeHue PASS 3afaeT NaposibHy0 ayTeHTUdMKaLuo 4nsi CEPBEPOB;

- auth_pass — 06LWMIN Naposib AN BCex y3NnoB Knacrepa;

virtual ipaddress — BupTyanbHbin IP-agpec.

Mpumep
KoHpurypaumoHHsin pann /etc/keepalived/keepalived.conf OCHOBHOIO cepse-

pa

global defs {
notification email ({
username@domain.ru

}

notification_email_ from servers@domain.ru
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smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id main

vrrp_instance server-1 ({

interface eth0

state MASTER

virtual_ router_id 200

priority 100

advert_int 1

authentication {
auth_type PASS
auth pass password

}

virtual ipaddress {
10.1.9.190/32 dev eth0
}

[nsa npumeHeHns HacTpoek u 3anycka gemoHa Keepalived BbINONHUTL KOMaHAY:
systemctl start keepalived

[anee HeobxoOUMO OTKOPPEKTUPOBAaTbL KOHUrypaumoHHbeln dann Keepalived
/etc/keepalived/keepalived.conf pe3epBHOro cepeepa, ykasaB Heobxoanumble 3Ha4YeHMUs
AN OCHOBHbIX NapaMeTpoB:

- interface — MHTEpMENC NOLKMIOUYEHNS;

- state — cTaTyc cepBepa, Ansa pe3epBHOro ykasbliBaeTcsl 3Ha4yeHne BACKUP;

- virtual_router_id — uaeHTMUdMKaTOp BUPTYarbHOro MapLipytusaTtopa (4OrmKeH

ObITb OQMHAKOBbLIM ANst 060X cepBEPOB);

- priority — npuopuTeT pe3epBHOro cepsepa. [omkeH GbiTb MeHbLLE, Y4eM OCHOBHOTO;

auth_type — 3HayeHue PASS 3afaeT NaposibHy ayTeHTUMKaLUo Ansi CEPBEPOB;

- auth_pass — 06LUMIN Naporb AN BCEX Y3noB knacrepa;

virtual_ ipaddress — BupTyanbHbin IP-agpec.

Keepalived

Mpumep
KoHpurypaumoHHbin pann /etc/keepalived/keepalived.conf pe3epBHOro cepse-
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pa
global_defs {
notification_email {
username@domain.ru
}
notification_email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id reserve

vrrp_instance server-2 ({
interface ethO
state BACKUP
virtual router_id 200
priority 50
advert_int 1
authentication {

auth type PASS

auth_pass password

virtual ipaddress {

10.4.1.190/32 dev ethO

[lna npumeHeHns HacTpoek u 3anycka gemoHa Keepalived BbINONHUTL KOMaHAY:

systemctl start keepalived
4.5. PacnpepneneHHas cgannoBasa cuctema Ceph

4.5.1. Obwme nonoxeHus

PacnpegeneHHble hanosble CUCTEMbI MCMNOSb3YHTCH B BbICOKOCKOPOCTHbIX BbIYNCIEHNAX
N POKyCUpPYTCS Ha BbICOKOW OOCTYMHOCTU, MPON3BOAUTENBHOCTM U MacwTabupyemoctun. OC
nogaepXunBaeT pacnpegeneHHyto dannosyto cuctemy Ceph.

Ceph — pacnpeneneHHasi o6bekTHasa CeTb XpaHeHus, obecneymBatowas annoBbIn
n GnoYHbIn MHTEpencol goctyna. MoxeT MCnonb3oBaTbCA Ha CUCTEMAX, COCTOALLMX KaK M3
HECKOJNbKNX CEPBEPOB, TaK U U3 TbiCAY Y3noB. BCTpoeHHble MexaHn3amMbl npoayobnMpoBaHHOM

penfinkaunn aaHHbIX obecneuunBatoT BbICOKYHO OTKa30yCTOI7I‘-II/IBOCTb CUCTEMDbI. I'IpM AobaeneHumn
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UnW yaaneHnm HoBbIX Y3r0B MacCUB AaHHbIX aBTOMATUYECK GanaHCMpyeTcsl C y4ETOM U3MEHEHWN.
B Ceph o6paboTka AaHHbIX U MeTadaHHbIX pasfeneHa Ha pasnuyHble rpynnbl y3roB B KnacTepe.

Knactep xpaHeHusi AaHHbIX COCTOUT U3 HECKONbKUX PasfnnyHbIX JEMOHOB NPOrPaMMHOr0O
obecnedeHuns. Kaxgbll U3 3TUX OEMOHOB OTAENeH OT APYrMX M OTBEYaeT 3a OnpedeneHHyHo

cyHkumio Ceph. Cxema Ha pvc. [2] onpegensieT dyHKUMM Kaxaoro komnoHeHTa Ceph.

e — e —

11

dainoean
CUCTEMA
Ceph

Wnroz

LIBRADOS

MDS

Puc. 2

besoTka3Hoe aBTOHOMHOE pacnpefeneHHoe xpaHunuiie oobektoB (RADOS) asndaetca
OCHOBOW XpaHeHus AaHHbIX knactepa Ceph. Bcé B Ceph xpaHutcs B BMae 06beKTOB, a XpaHunuue
o6bekToB RADOS oTBe4YaeT 3a XxpaHeHne 3TMX 0ObEKTOB HE3ABMCUMO OT UX Tuna AaHHbIX. Cnon
RADOS rapaHTupyeT, 4YTO AaHHble BCerga OCTaloTCs B COrNMacoBaHHOM COCTOSIHUM U HAOEXHbI.
[ns cornacoBaHHOCTM JaHHbIX OH BbIMOSTHAET pennukaumio JaHHbIX, OBHapy>XeHne 0TKa3oB U
BOCCTaHOBIIEHNE AaHHbIX, a TaKkke MUrpaLmio AaHHbIX U n3aMeHeHne 6anaHca B y3nax knacrtepa.

Korga npunoxeHue BbINONHSAET onepauumio 3anncu Ha knactep Ceph, gaHHble coxpa-
HAIOTCA B BUae 00bLEKTOB B YCTpOMCTBE XpaHeHus obbekToB (OSD) Ceph. 310 eanHcTBEHHAsA
coctaBnatowas knacrtepa Ceph, B KOTOpon XpaHATCA pakTUYECKME AaHHble NoSib3oBaTens, u
3TM Xe AaHHble Nony4vaeT KIMEHT, Koraa BbIMONHAET onepaumto YyTeHus. Kak npasuno, oguH OSD
AEMOH CBSi3aH C 0gHUM (PM3NYECKMM OMCKOM KnacTepa.

MoxuTop (MON) Ceph oTcnexuBaeT COCTOSIHME BCErO Knactepa nyTeM XpaHeHUs KapTbl
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COCTOSAHUSA KnacTepa, koTopasi Bknto4daeT B cebs kaptel OSD, MON, PG n CRUSH. Bce y3anbl
KracTtepa coolLatoT y3rnam MOHUTOpa u genarwT obuwenocTynHon nHgopmaumio obo Bcex ns-
MEHEHUAX B CBOMX COCTOSIHUAX. MOHUTOp noaaepXuBaeT oTAeNbHY KapTy nHdopmauumn ans
Ka)Kgoro KOMnoHeHTa. MOHMTOpP He XpaHUT (haKTUYECKNE OaHHbIE.

Bubnunoteka librados obecneunBaet goctyn Kk RADOS ¢ nogaepkkon si3bikOB Nporpam-
mupoBaHus PHP, Ruby, Python, C n C++. OHa npegoctasnsieT cobCTBEHHbIN MHTepdenc ans
knactepa xpaHeHusi gaHHbix Ceph, RADOS u sBnseTcs ocHoOBaHMEM ANs ApYrux cnyxo, Takmx
kak RBD, RGW, a Takxke nHtepgenca POSIX ana CephFS. librados APl nogaepxmBaeTt npsimon
poctyn kK RADOS 1 no3BonsieT co3gaTtb CBOM COOCTBEHHbIN MHTEPAENC K XpaHUIMLLY KnacTepa
Ceph.

BnoyHoe yctponcteo Ceph (Ceph Block Device, nssectHoe takke kak RADOS block
device (RBD)) npegoctaBnsieT 6novHoe XpaHuUnuuie, KOTopoe MOXET oTobpaxartbed, dhopma-
TMPOBATbLCSA M MOHTMPOBATbLCA Kak nobon apyron anck B cepsepe. brnoyHoe yctporicteo Ceph
obnagaet PyHKUMOHANBbHOCTLIO KOPNOPATMBHbBIX XPaHUMWLL, Takon Kak: AMHaMUYHOE BblaeneHue,
MOMEHTasnbHbIE CHUMKM.

Cepeep metagaHHbix (MDS) Ceph otcnexusaetr metagaHHble hannoBon nepapxumm u
coxpaHseTt nx toneko ans CephFS. brnoyHoe yctponcteo Ceph n wno3 RADOS He TpebytoT
MeTaZaHHbIX, cneaoBaTenbHO, OHN He HyxaatoTcst B aemoHe Ceph MDS. MDS He npefocTtaBnsiet
AaHHble HENOCPEACTBEHHO KITMEHTaM, TEM CaMbIM YCTPaHASA e4uMHY0 TOYKY OTKasa B CUCTEME.

dannosaga cuctema Ceph (CephFS) npeanaraer POSIX-coBMecTumyto pacrnpeneneHHyro
dannosyto cuctemy noboro pasmepa. CephFS onupaetca Ha CephFS MDS, T.e. MeTagaHHble

ANA XpaHeHUs nepapxumn.

4.5.2. PasBepTtbiBaHue Ceph ¢ nomowbio cpeactea ceph-deploy

[lanee onucaH BO3MOXHbI BapnaHT HACTPOWKN pacnpeneneHHoro xpaHmnuua Ha 6ase
Ceph Ha npumepe knactepa U3 3 y3rnoB: astra-cephl, astra-ceph2, astra-ceph3 n agmu-
HUCTpaTMBHON paboyen cTaHuMM astra-ceph-admin. Ha yanax astra-cephl, astra-ceph2
N astra-ceph3 3anyweHbl MoHnTOop U OSD, Ha anckax sda yctaHoBneHa OC, Ha guckax sdb
OoyayT nHuumanuampoBaHbl OSD. Ha y3ne astra-cephl Takke 3anyuweH ceph-mgr (Ceph
Manager Daemon).

BHUMAHMUE! PassepTbiBaHMe Ceph Ha Bcex y3nax AOSMKHO BbINOMHATLCA NP BbIKIO-
YeHHOM Ha Hux pexume MKL] (cm. PYCB.10015-01 97 01-1).

BHUMAHUE! [aHHas KoOHurypauusi npegHasHadyeHa TONMbKO ANs O3HAKOMIEHUs n
TectnpoBaHusa Ceph. MNpu pa3BepTbiBaHUM paboden cuctembl Ha 06beKTe He pekomMeHayeTca
pasmewiatb MoHUTOp 1 OSD Ha ogHOM y3ne.

Mpwn passepTbiBaHMM C MOMOLLbIO CpeacTBa ceph-deploy agMUHUCTPUPOBAHUE KnacTe-

pa ocyllecTBnseTcsa ¢ paboyen cTaHUUN astra-ceph-admin. Mpu pasBepTbiBaHUN B PyYHOM
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peXxnme HacTponKa KaXkaoro ysna BbIMOMNHAETCS HENOCPEACTBEHHO Ha HEM.

CpenctBo ceph-deploy obecneumBaeT ObICcTpbi cnocob passepTbiBaHMsa Ceph 6e3
TOHKOW HacTpoWukK, ncnonsdys ssh, sudo n Python.

lMepepn Hayanom passepTbiBaHnsa Ceph ¢ noMoLbto cpefcTBa ceph-deploy HEOBX0ANMO
BbINOMHUTE crieayowmne npegsapuTenbHble 4ENCTBUS:

- Ha BCEeX y3nax Krnacrtepa co3faTtb YYETHYH 3anucb nonb3oBaTens ¢ npusuiernaMm sudo

6e3 3anpoca napons, Hanpumep, ceph-adm:

echo "ceph-adm ALL = (root) NOPASSWD:ALL" > /etc/sudoers.d/ceph

sudo chmod 0440 /etc/sudoers.d/<username>

- ceph-deploy ucnonb3yeT ssh, N03ToMy Ha Bcex y3nax knacrepa HeobxogumMo ycTaHo-

BUTb openssh-server. Ha paboyen ctaHumMm astra-ceph-admin HacTpouTb 6ecna-

POSibHBIM SSh-A0CTYN Ha BCe y3nbl Knactepa;

- Ha BCexX y3nax Krnacrtepa HaCTpoUTb CUHXPOHU3aLMIO0 BPEMEHU Mo NpoToKosny ntp.

Pa3BepTbiBaHWE BbINOMHAETCA OT MMEHU Nonb3oBaTtens ceph—adm B crieqytoLlen nocre-
[0BaTeNbHOCTH:

1) ycTtaHOBUTb ceph-deploy C KOMNAKT-ANCKA C AUCTPUBYTUBOM:

sudo apt-get install ceph-deploy

2) cospaTb cnyxebHbin kaTanor ons ceph-deploy 1 NepenTn B Hero:

mkdir ~/ceph

cd ~/ceph

B Tekywem paboyem kaTanore ceph-deploy c030acT for-gpann, a Tak xe cnyxebHble

drannsl Knacrtepa;

3) yctaHoBuTb Ceph Ha y3nax knactepa astra-cephl, astra-ceph?2, astra-ceph3:

ceph-deploy install --mon --osd ftp://server/mounted-iso-main astra-cephl

astra-ceph2 astra-ceph3

MapameTpbl ——mon N --osd onpeaensatT KOMNoHeHTbI Ceph, Heobxoaumble ons ycTa-

HoBKW. B npoTnBHOM crniyyae ByayT ycTaHOBNEHbI Bce KOMMNOHEHTbI Ceph;

4) yCTaHOBUTb Ha y3ne astra-cephl KOMMOHEHT ceph-mgr:

ceph-deploy install --mgr astra-cephl

5) cospgaTb HoBbIN Kkractep Ceph Npu 9TOM ykKasaTb B KOMaHAe y3nbl Knacrtepa, Ha

KOTOpPbIX B AanbHenweM byayT MHULMann3npoBaHbl NepBoHavyasibHble MOHUTOPbI:

ceph-deploy new astra-cephl astra-ceph?2 astra-ceph3

lMocne BbINONMHEHUA KOMaHAbl OyayT co3fgaHbl KOHUIypaumoHHbIn doann (N0 YMOMYaHuio

ceph.conf) n keyring-hain MOHUTOPOB;

6) MHMUManu3MpoBaTb MOHUTOPLI HA paHee yKadaHHbIX y3rax Knacrtepa BbIMOSHUB KO-

MaHay:

ceph-deploy mon create-initial
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7) co3gaTtb mgr Ha y3ne astra-cephl UCNONb3ysi KOMaHAy:

ceph-deploy mgr create astra-cephl

8) cospgatb OSD Ha guckax sdb yanoB knactepa astra-cephl, astra-ceph2,

astra-ceph3 n gobutb Nx B KNactep UCnonb3ys KOMaHabl:

ceph-deploy osd create --data /dev/sdb astra-cephl

ceph-deploy osd create --data /dev/sdb astra-ceph2

ceph-deploy osd create --data /dev/sdb astra-ceph3

9) ycTaHOBUTb OCHOBHblE KOMMOHEeHTbl Ceph Ha pabodyto cTaHUUMI astra-ceph-admin

NCNosnb3yd KOMaH4y:

ceph-deploy install --cli astra-ceph-admin

10) ckonmpoBaTb KOHMUIypaunoHHbIA hann n keyring-ann nonb3oaTtens admin Ha

paboyylo cTaHuMo astra-ceph-admin MCNOMb3ya KOMaHAY:

ceph-deploy admin astra-ceph-admin

Mocne 3aBepLueHust pa3BepTbiBaHUs knactepa Ceph npoBepnTb €ro coCTosiHNe MOXHO
NCcnonb3ysi KOMaHay:
sudo ceph -s

B cny4yae KOppeKTHOVI pa6OTbI Knactepa napameTp health npuHMmMaeT 3HadeHue
HEALTH_OK.
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5. BA3OBbIE CETEBbIE CITYXbBbI

5.1. Cetb TCP/IP

5.1.1. MNMakeTbl n cermeHTauusA

[aHHble nepenatoTcs nNo cetn B GOpMe CETEBbLIX NAKETOB, KaXAbi U3 KOTOPbIX COCTOUT
N3 3arofiloBKa W MOe3HOM Harpy3ku. 3arofioBOK COAEPXKUT CBEAEHUS O TOM, OTKyda npubbin
MakeT 1 Kyda OH HanpaBnsieTcsa. 3arofoBOK, KPOME TOro, MOXET BKMOYATb KOHTPOSBbHYHO CYMMY,
MHOPMAaUUIO, XapakTEPHYHO OS5 KOHKPETHOro NpoToKona, U Apyrue MHCTpyKuum no obpaboTke.

MNonesHas Harpy3ka — 3TO AaHHble, noanexauwne nepecblsike.

5.1.2. Agpecauus nakeToB

CeTteBble MakeTbl MOryT AOCTMYb MyHKTA Ha3HA4YeHUSA TOMbKO NPW HanNM4Yuu npasunb-
Horo ceTteBoro agpeca. Npotokon TCP/IP ucnonb3yeTr codeTaHne HECKOMNbKUX CXeM CETEBOM
agpecauuu.

Cambi HWKHUI YpOBEHb aapecaumn 3agaeTcs CeTeBbLIMU annapaTHbIMU CpeaCTBaMM.

Ha cneaytouwlem, 6onee BbICOKOM, YPOBHE MUCMNONb3yeTcs agpecaums MHTepHET (KOTopyto
Yawle HasbiBalT «IP-agpecaunen»). Kaxxgomy BKNIOYEHHOMY B CETb YCTPOWCTBY NpUCBanBaeTcs
oaviH YeTblipexbanToBbin IP-agpec (B cooTBeTcTBUM C npoTokoriom IPv4). IP-agpeca rmob6anbHo
YHUKarbHbI U HE 3aBUCAT OT annapaTHbIX CPeacTB.

IP-agpeca ngeHTMdnumnpyoT KoMnboTep, HO He obecneynBatoT agpecaumo OTAeNbHbIX
npoueccoB n cnyx6. MNMpotokonbl TCP 1 UDP pacwupsitoT IP-agpeca, ncnonb3ysa noptsl. [MopT
B AaHHOM cnydyae npeacrtaBndetr cobon aByxbanToBoe yucrno, nobdaesnsemoe k IP-agpecy u
yKasblBaloLLlee KOHKPETHOIO agpecara Ton Unm nHom ceteBon cnyxobl. Bce ctangaptHele UNIX-
cnyx6bl CBA3LIBAOTCA C U3BECTHLIMU NOPTaMu, KOTOPbIE onpeaeneHbl B panne /etc/services.
[ns Toro 4tobbl NpeaoTBpaTUTL NOMbLITKU HeXenaTesbHbIX NPOLEeCCOB 3aMacKMpoBaTbCA Nog
3TN cnyX06bl, yCTAaHOBNEHO, YTO NOPTblI C HOMepamu A0 1024 mMoryT MCNonb30BaTbLCH TOSbKO

cynepnonb3oBaTteneM. OnucaHne anna /etc/services NpyBedeHoO B man services.

5.1.3. MapwpyTusauus

5.1.3.1. Tabnuua

MapwpyTnsaums — 9To Npouecc HanpasreHs NakeTa no psagy ceten, HaxoaaWwmnxcs
MeXay MCTOYHUKOM M afipecaToM.

[aHHble MapLLpyTU3auumn XpaHaTcsa B Tabnuue mapupyTtusaumn. Kaxabin anemMeHT aTomn
Tabnuvubl COAEPXUT HECKOMBbKO NapaMeTpoB, BKNOYAsA Nosfie HageXHOCTU, KOTOpoe paccTaBnsieT
MapLpyTbl MO nNpuopuTeTaMm, ecnu Tabnvua cogepXxut NpPoTUBOPEYUBYHO MHopMaumo. [Ons
HanpaBneHna nakeTa no KOHKPETHOMY agapecy noabupaerca Hambonee NOAXOAALLMA MapLUPYT.

Ecnun HeT HK Takoro MapLupyTa, HM MapLlipyTa no ymosrn4aHuio, To oTnpaBuUTesrto BO3BpaLLlaeTCcAd
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owmnbka: «network unreachable» (ceTb HegocTynHa).

Tabnvuy MapLupyTMsaumm KOMnboTepa MOXHO BbIBECTM Ha 3KpaH MOHMTOPA C NMOMOLLbIO
KOMaHabl route.

5.1.3.2. OpraHnsauus nogcerten

OpraHunsauus nogceTten 3agaeTcss Mackowm noaceTn, B KOTOPOM GUTLI CETU BKIKOYEHDI, a
OuTbl KOMMblOTEpPa BbIKNOYeHbl. Macka nogceTy 3agaeTcsa BO BpeMs HadanbHOW 3arpysku, korga
KoH(Urypupyetcs ceteBon nuHtepdgenc komaHgon ifconfig. Agpo, kak npaBuno, ncrnonbayet
cam knacc IP-agpecoB ans Toro, YTobbl BbIACHUTb, KakMe BUTbl OTHOCATCA K CETEBOW YacTu
aZpeca; ecnu 3agatb MacKy sIBHO, TO 3Ta (PyHKUUSA NPOCTO OTMEHSAETCA.

Mpun opraHusauun nogceter HEOBGXOAMMO YYeCTb, YTO €CNN BblYUCIUTENbHAsS CETb UMEET
Hbonee ogHOro coeguUHeEHWs C CeTbio VIHTEPHET, TO Apyrue cet AOMKHbl YMETb OTNMYaTh NOACETH

ceTu nonb3oBaTens, YTobbl onpeaenvTb B KaKo MapLupyTu3aTop criedyeT nocnaTb Naker.

5.1.4. Co3naHue cetu TCP/IP

Mpouecc co3gaHus cetn TCP/IP cocTtouT n3 cnegytowmx atanos:

nnaHnpoBaHMe CeTH;

HasHaveHue IP-agpecos;

HacTpounKa CceTeBbIX MHTEP(ENCOB;

HaCTpoKKa CTaTU4YECKUX MapLUPYTOB.

5.1.4.1. MnaHupoBaHne cetTun

lMnaHnpoBaHMe CETU BKITOYAET:

- onpegerneHne CerMeHToB CETU;

- onpeneneHne TeEXHNYECKUX U NPOrpamMMHbIX CPeACTB, C MOMOLLbI KOTOPbIX CErMEHTbI

o6beaAnHAITCSA B CETb;

- onpegeneHne cepeBepoB M pabounx CTaHUMIN, KOTOopble OyayT yCTaHOBMEHbI B KaXXO0M

CEerMeHTe;

- onpegeneHuve Tuna cpedbl (BUTaa napa u ap.).

5.1.4.2. HasHauyeHue IP-agpecoB

ALpeca HasHa4yalT ceTeBbIM UHTEPdENCaM, a He KoMMnbloTepaM. Ecnn y komnbloTepa
€CTb HECKONbKO MHTepdeNncoB, y Hero ByaeT HECKONbKO CeTeBbIX apeCcoB.

HasHna4vaa komnbtotepy IP-agpec, cnenyet ykasaTb COOTBETCTBUE MEXY 3TUM agpecom
N MMEHeM KoMnbtoTepa B hanne /etc/hosts. OTO COOTBETCTBME MO3BONUT obpalwlaTbCs K
KoMMbloTEPaM MO UX UMEHAM.

5.1.4.3. HacTpouka ceTeBbiX UHTepchencos

KomaHaa ifconfig ncnonb3yeTca ONA BKIIHOYEHUS N BbIKITIOYEHUS CETEBOIO MHTEPen-
ca, 3agaHua IP-agpeca, wmpokoBeLllaTenbHOro agpeca u cBA3aHHOW C HAM MacKu NogceTu, a

TaKxke Ona yCTaHOBKU OPYrnX onumn un napameTpos. OHa 00bl4HO BbIMOMHAETCH BO BpemMsa nepeo-
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HavasibHOM HACTPOWKK, HO MOXET MPUMEHATBLCSA U ONA BHECEHUS NU3BMEHEHUN B JaNbHENLeM.
B GonblumHcTBE cnyvaeB komaHaa ifconfig nmeet cnegyowmmn dopmar:

ifconfig unTepderic [cemeNCcTBO] agpec up OMIUA

Mpumep
ifconfig eth0 128.138.240.1 up netmask 255.255.255.0 broadcast 128.138.240.255

3necb uHTepdenc obo3HavyaeT annapaTHbii MHTepdENC, K KOTOPOMY NMPUMEHSETCS KO-
MaHga. Kak npaBuno, 310 ABYX-TPEXCUMBOSIbHOE NMS YCTPOWCTBA, 3a KOTOPbLIM CriegqyeT YMCIo.
Mpumepbl pacnpocTpaHeHHbIX UMeH ethl, 100, ppp0 06pasytoTCca U3 UMEHU ApanBepa yCTpon-
CTBa, UCMONb3yeMoro Angd ynpasneHns um. [na 1oro 4tobbl BbISICHUTb, KakMe UHTepdenchl
MMEITCSH B CUCTEME, MOXHO BOCMOSb30BaTbCA KOMaHAOWN:
netstat-i

KntoyeBoe CrnoBo up BKOYaET MHTEPMENC, a KNYeBoe CoBO down BbIKITHOYAET €ro.

OnucaHune komaHabl NpuBeaeHo B man ifconfig.

5.1.4.4. HacTpoMrKa cTaTU4eCKMX MapLIpyToB

KomaHga route onpegensier ctaTMdyeckMe mMapLupyTbl — SIBHO 3ajaHHble SMNeMeHThI
Tabnuubl MapLpyTn3aumm, KOTopble 00bIYHO HE MEHAIOTCA aXe B TEX Cry4vasix, Korga 3anyckaeTcs
CepBEPHbLIN NpoLEeCC MapLUpyTM3auun.

MapLpyTusaums BbiNonHsaeTca Ha yposHe |IP. Korga noctynaet naket, npegHa3HavyeHHbIn
Ana gpyroro KomnbtoTepa, IP-agpec nyHKTa HasHayYeHUsa naketa CpaBHMBAETCA C MapLUpyTamu,
yKasaHHbIMK B Tabnuue maplupyTtusaumm sapa. Ecnv Homep ceTn nyHKTa Ha3HayYeHnsa coBnagaet
C HOMEpPOM CeTK Kakoro-nmbo mapLupyTa, To nakeT HanpasnseTtca no |IP-agpecy cneaytoulero
LUN03a, CBA3aHHOMO C AaHHbLIM MapLLPYTOM.

CylecTByloLiMe MapLUpyTbhl MOXHO BbIBECTM Ha 9KpaH KOMaHOOW route.

OnuncaHne KkomaHbl NPUBEAEHO B man route.

5.1.5. NpoBepka u oTnaagka cetTu

5.1.5.1. ping

KomaHga ping CRy>XuT ANis NPpOBEPKN CoeanHeHun B ceTsix Ha ocHoe TCP/IP.

OHa paboTtaet B 6€CKOHEYHOM LIMKIE, eCnn He 3af4aH napameTp —-c, ONpeaensioLwmnn
KONMMYeCTBO NakeToB, Nocrie nepeaayn KOToporo KOMaHaa 3aBepLuaeT CBOE BbiNonHeHue. YTobbl
npekpatuTb paboTy kKoMaHabl ping, Heo6xoauMO HaxaTb <Ctrl+C>.

OnucaHuve KoMaHAbl NPUBEAEHO B man ping.

5.1.5.2. netstat

KomaHga netstat BblgaeT MHOPMAaUUIO O COCTOAHUN, OTHOCSLLYIOCS K CETSM:

- NpoBepKa COCTOSAHUS CETEBbLIX COeOUHEHUN;

- aHanus nHgopmaummn o0 KoHUrypaumm MHTepdencos;

- M3y4yeHue Tabnumubl MapLIpyTU3aLuu;
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- MonyYyeHne CTaTUCTUYECKNX JaHHbIX O PasfnyHbIX CETEBbLIX MPOTOKOMNaXx.

KomaHga netstat 6e3 napameTpoB Bbl4aeT MH(pOpMaLMIO O COCTOSIHUM aKTUBHbIX MOPTOB
TCP n UDP. HeakTtuBHblE CepBepbl, OXXnaaroLlme yCTaHOBIEHNA COEANHEHMS, KaK NpaBunio, He
nokasbIBatoTCs (MX MOXXHO NPOCMOTPETb KOMAHAOM netstat -a).

OcHoBHble NapamMeTpbl KOMaHAbl netstat:

- —1 — NoKa3sblBaeT COCTOSIHNE CETEBbLIX MHTEPENCOB;

- —r — BblgaeT Tabnuuy MapwpyTmsaunm a4pa;

- —s — BblAeT COAEPKNUMOE CHETUMKOB, pa3bpocaHHbIX NO CETEBbLIM NpOorpamMmmMam.

OnuncaHne KkomaHabl NpuUBeAEHO B man netstat.

5.1.5.3. arp

KomaHga arp obpallaetcs k Tabnuue sapa, B KOTOpoW 3a4aHo cooTBeTcTBue |IP-agpecos
annapartHbiM agpecam. B cpene Ethernet Tabnuubl Beaytca ¢ nomoubio npoTtokona ARP u He
TpeObyoT agMUHUCTPUPOBAHMS.

KomaHga arp -a pacnedatbiBaeT COAepXnmMoe Tabnumubl COOTBETCTBUMN.

OnwncaHve KkomaHabl MPUBEOEHO B man arp.
5.2. Cnyx6a FTP

B OC nepepauva cannos obecrneunBaeTcs ¢ NOMOLLbIO UHTEPAKTMBHOM KOMaHabl 1ftp,
BbI3bIBAEMOW Ha KITMEHTCKOW CTOPOHE, U cepBepa vsftpd, KOTOPbI 3anyckaeTcs Ha KOMMbHOTEpE,
BbINonHsoLWeM dyHKUMo cepepa cnyxbbl FTP. O6e komaHabl peanu3yloT NPOTOKON nepenaydn
dannos FTP. [Ina konnpoBaHus ¢annoB KNMEHTY 0ObIYHO (XOTS CyLLEeCTBYET U BapnaHT aHOHUM-
HOro gocTtyna) HeobxoAMMO 3HaHME UMEHW 1 Napons Nosib3oBaTernisi, KOTOPOMY NpuHaanexar

dannbl Ha cepeepe cnyxobl FTP.

5.2.1. KnneHrtckas 4actb

Bbi30B kOMaHabl 1 ftp ocyLecTBNAeTCS KOMaHOoMW:
1lftp umsa_cepBepa

MHTepakTUBHbIN OCTYyn K cepBepy cnyx6bl FTP obecneynBaeTcs crneayrowmmm OCHOB-
HbIMU BHYTPEHHUMM KOMaH4amun 1 ftp:

- open, user, close — CBA3b C yaaneHHbIM KOMMbITEPOM;

- lcd, dir, mkdir, 1pwd — pabota c katanoramu B FTP-cepBepe;

- get, put, ftpcopy — nonyyeHue n nepegada ¢ansnos;

- ascii, binary, status — ycTaHOBKa napameTpoB nepegayu.

Bbixog 13 komaHabl 1ftp OCywWecTBNSETCA N0 KOMaHae exit.

OnucaHne komaHAbl NpuBeaeHo B man 1ftp.

5.2.2. CepBep VSFTPD
B OC nporpammHbIn nakeT vsftpd ycTaHaBNMBAETCA KOMaHOOW:
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apt-get install vsftpd

[MakeT Takke MOXeT ObITb YyCcTaHOBMNEH B npouecce yctaHoBkn OC. [1ns aToro cnegyer B
OKHEe nporpamMmmsbl YCTaHOBKM «BbiBop nporpammHoro obecnevyeHns» oTMeTUTb rpynny nakeTos
«CeTeBble CepBUCHI».

lMocne yctaHoOBKM criegyeT ob6paTuTb BHUMaHWE Ha hannbl AOKyMeHTauuMm B KaTaro-
re /usr/share/doc/vsftpd, rae katanor EXAMPLE COAEPXUT pasfnnyHble npumMepbl KOHMU-
rypaunoHHoro c¢anna cepsepa vsftpd.conf. B pykoBoacTtBe man nogpobHO onucaHbl Bce
BO3MOXHOCTU NpOrpamMmei.

KomaHga pacnonaraetcs B katanore /usr/sbin/vsftpd.

5.2.2.1. KoHdurypaumoHHbin cpann

Mocne ycTaHOBKM cepBepa vsftpd OH cpady rotoB K pabote ¢ napameTpamu rno ymonya-
Huto. Ecnn anga paboTtbl cepBepa HeobxoaMMbl Apyrne 3HaYeHUst napaMeTpoB, cneayeTt oTpeaak-
TUPOBaTb KOHUrypaLuMoHHbIA hann /etc/vsftpd.conf.

B canne vsftpd. conf npeacrasneHsl TpM BUOa napameTpos:

- BOOLEAN — napameTpbl, KOTOpble MOryT cofepxaTb 3HadeHuss YES un NO;

- NUMERIC — napameTpsbl, cogepkalme pasnuyHble uudpoBble 3Ha4YeHnsa (Hanpumep,

BpeMSs B CEKyHOaX U1 HOMep nopTta coeuHEHUs);

- STRING — napameTpbl, cogepKalime TeKCTOBYIO CTPOKY (Hanpumep, NyTb K Katanory

Ha gucke).

CneayeTt 3amMeTUTb, YTO HEKOTOPbIE NapameTpbl MOrYT IBHO OTCYTCTBOBaTb B KOH(Urypa-
LMOHHOM (banne. OTO O3HAYaEeT, YTO ANA HUX UCMNONb3YeTCs 3Ha4YeHne, 3agaHHoe Mo YMOYaHuIo
n obo3Hayaemoe Kak Default: B pyKOBOACTBE man.

He Bce napameTpbl cnegyeT ykasblBaTb HANpPsiMyro, MHa4Ye KOHMUrypaunoHHbIN hann
MOXET JOCTUYb OYeHb BonbLuMX pa3mepoB. B 6onblUMHCTBE CcrnyyaeB AOCTATOYHO 3anucatb B
rann HeCKOSbKO CTPOK, a NS OCTalNbHbIX HACTPOEK UCMOMNb30BaTh 3HAYEHUS MO YMOMYaHUIO.

MHorne HacTponku 3aBUCAT OT OpPYrMx napamMeTpoB. Ecnun napameTpsbl, OT KOTOPbIX OHU
3aBMUCAT, OTKMIOYEHbI, TO U JJaHHble HAaCTPOMKM ByayT OTKMOYEHbI. HekoTopble napameTpbl ABNSAOT-
CS B3aUMOWCKIoYaoLWUMKn 1, cnegoBaTtenbHo, He ByayT pabotaTh B nape C TakMMm BKIHOYEHHBIMU
napamMmeTpamu.

Onucanwne cnyx6bbl vsftpd n anna vsftpd. conf NpMBEAEHO Ha CTpaHULLAX PyKOBOA-

CTBa man.
5.3. Cnyx6a DHCP

Ha komnbloTepe, BbIMOMHSAOLWEM pofb cepBepa AMHAMUYECKOW KOHUrypaumm cetu,
AOIMKHa ObITb ycTaHoBneHa cnyxba dhcpd. HacTtponku atonm cnyxbbl xpaHaTcs B dhanne

/etc/dhcpd. conf. ®ann HaCTPONKN COAEPXKUT UHCTPYKLUM, KOTOPbIE ONpeaernsioT, Kakue nog-
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CeTM U1 y3nbl 06CnyXMBaeT cepBep M Kakyto MHOpMaLMO HACTPONKM OH UM NPEeAOCTaBIsIET.

Cepsep anHamundeckn HasHadvaeT |IP-agpeca DHCP-knueHTam obeunx nogcerten u ocy-

LeCTBNSAET Noaaepky Heckonbkunx knneHtoB BOOTP. NepBble HECKOMBKO akTUBHbBIX CTPOK (harna

onpeaensioT psa napameTpoB U PEXMMOB, AENCTBYIOLWMX ANst BCeX 06CnyXnBaeMbiX CEPBEPOM

noaceTen u KNMeHTOB. KOHCTPYKUMSA KaXKaown CTPOKM €CTb peanu3auus wabnoHa «napameTp —

3Ha4YeHune». «I'IapameTp» MOXXET ObITb OBLMM NN CTOATb nepen Krnw4yeBbliM CNOBOM option.

MapameTpbl, cneayLLme 3a CIoBOM option, — 3TO KIHOYM HACTPONKN. OHM TakkKe COCTOAT U3

MMEeHWN KIto4a 1 ero 3Ha4v4eHu4.

Kpome o6Lmx napameTpoB, CYLLECTBYIOT T. H. «OnepaTopbl TONONOrN CeETU» Unn «obbsaB-

JIeHnaA».

OnuncaHne HEKOTOPbIX MapamMeTPoB HACTPOWKM cepeepa dhcpd, cogepxalmxcs B cdanne

dhcpd. conf, npuBeaeHo B Tabnuue [18]

Tabnuuya 18

MapameTp

OnucaHne

max—-lease-time

OnpepnensieTr MakcumarbHO AONYyCTMMOE BpeMsi apeHdbl. HesaBncnmo
OT ANUTENBHOCTU apeHabl, Urypupytowen B 3anpoce KrnmeHTa, atoT
CPOK HEe MOXET NpeBbiaTh 3Ha4YeHne, 3agaHHOe AaHHbIM NapaMeTpoM

get-lease-hostnames

MpegnuceiBaeT dhcpd NpefocTaBnAaTh KaXKOOMY KMUEHTY Hapsay ¢ au-
HaMU4YeCKUm agpecom ums yana. Mims yana gomkHoO 6biTb MONyYeHO OT
DNS. JaHHbI napameTp — norudeckui. MNpu 3HayeHun FALSE Ha3Ha-
yaeTcs agpec, HO He ums yana. 3HavyeHne TRUE UCNOMb3yeTcst TONbKO
B CETAX C HEBOMbLUMM KONMYECTBOM XOCTOB, KOTOPbIM BbIOENAOTCS
UMeEHa, T. K. nonck nmeH B DNS 3ameanset 3anyck gemoHa

hardware type address

MapameTp onpeaensieT annapaTtHbIi agpec KnueHTa. 3HavyeHne type
MOXeET ObITb ethernet uUnNM token-ring. address OOMKeH ObITb CO-
OTBETCTBYOLLUNM YCTPONCTBY hn3n4eckum agpecom. NapameTp gomkeH
ObITb CBSA3aH ¢ onepaTopoM host. OH Heobxoaum Ans pacno3HaBaHus
knneHta BOOTP

filename file

YkasbiBaeT ¢ann 3arpysku ans 6e3amMckoBbIX KNMEHTOB. £ile — aTo
ASCII-cTpoka, 3aknoyeHHasa B KaBblYKK

range [dynamic-bootp]

[aHHbI napamMeTp ykasblBaeT AvanasoH agpecoB. [locne Hero ve-
pe3 npoben ykasbiBaeTCs HKHUA agpec AMana3oHa U onumMoHasbHO
BepxHUI agpec. Ecnn BepxHuin agpec He ykasaH, 3aHMMaeTCsl BECb
TEoOpEeTUYECKN BO3MOXHbLIA AManas3oH OT HWXHero agpeca. JToT na-
paMeTp BCeraa CBsidaH ¢ ornepaTtopom subnet. Bce agpeca OOMmKHbI
npuHagnexartb 3Ton nogcetn. dnar dynamic-bootp yKkasbIBaeT, YTo
agpeca MoryT aBToMatMyeckn HasHadatbes knmeHTam BOOTP Takke,
Kak un knuneHtam DHCP. Ecnu onepatop subnet He cogepXuT napa-
MeTpa range, AJ19 TaKOW MOACETU AMHAMUYECKOe pacnpenerieHme
aflpecoB He OencTeyeT

server—-name name

Umsa cepsepa DHCP, nepepnaBaemoe knueHTy. name — 310 ASCII-
CTPOKa, 3aKIO4YEeHHasi B KaBbIYKK
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MapameTp

OnucaHne

next-server name

Nwma yana nnn agpec cepBepa, C KOTOPOro cneayet nony4uTb 3arpy-
304HbIN hann

fixed-address

HasHauaeT y3ny oavH nnm HecKonbkKo OMKCUpOBaHHbIX agpecos. Jen-
CTBUTENEH TOMbKO B COMETaHMM ¢ napameTpom host. Ecnu ykasaHo
HEeCKOmnbKO agpecoB, BbIOMpaeTcs afgpec, KOPPEKTHbIM ANd AaHHOW
CeTn, U3 KOTOPOW BLINOJSTHAET 3arpy3ky KnueHT. Ecnn Takoro agpeca
HET, HUKaKne napameTpbl He NepeaarTcs

dynamic-bootp-lease-
cuttof date

YcTaHaBnNuBaeT AaTy 3aBepLleHus 4eNCTBUSA aapecoB, Ha3HAYEHHbIX
knneHtam BOOTP. KnuenTtsl BOOTP He obnagatoT cnoCoOHOCTbIO 00-
HOBMSATb @apeHay W He 3HAaloT, YTO CPOK apeHabl MOXET UCTEYb. DTOT
napamMeTp MeHsIET NoBedeHMe cepBepa N UCMONb3yeTCs TONbKO B OCO-
ObIx criyyasx

dynamic-bootp-lease-
length

OnutenbHOCTb apeHabl B CekyHAax ANs agpecoB, aBTOMaTUYecKu
HasHa4aembix knueHtam BOOTP. [aHHbIA napamMeTp Mcnonb3yeTcs
B 0COObIX CUTyauMsaX, KOrda KIMeHTbl MCMonb3yT obpa3 3arpysku
BOOTP PROM. B xoae 3arpy3ku KNueHT AenNCTBYET B KaYeCTBe KINeH-
Ta BOOTP, a nocne 3arpy3ku pabotaet ¢ npotokoriom DHCP u ymeet
0BHOBNATL apeHay

use-host-decl-names

MpeonucbiBaeT NepedaBaTb MM y3na, ykasaHHoe B onepaTope host,
KINMEHTY B Ka4ecTBe ero MMeHu. JTormyeckuin napameTp, MOXET UMETb
3HavyeHuna TRUE unun FALSE

server-identifier
hostname

OnpegendeT 3HayeHWe, NnepegaBaemMoe B kayecTBe naeHTudukaTo-
pa cepsepa. o ymonyaHuio nepegaetca nepsbint IP-agpec cetesoro
MHTepgenca

authoritative not
authoritative

YkasbiBaeT, sBnsetca nm  cepBep DHCP  KOMNETEHTHbIM.
not authoritative wucnonb3yeTcd, Korga B KOMMETEHUUIO
cepBepa He BXOAMWT pacnpeaeneHve aapecos KnneHTam

use-lease-addr-for-
default-route

Jlornyeckuin napameTp (TRUE nnu FALSE). [peanucbiBaeT nepegasaTb
KNMEHTY apeHaoBaHHbIN agpec B Ka4ecTBe MapLipyTa No yMONYaHuIo.
MapameTp ncnonb3yeTcs TONbKO TOr4a, Koraa SoKanbHbI MapLIpyTu-
3aTtop gaBndeTca cepsepoM-nocpegHnkom ARP. OnepaTtop HacTporiku
routers umeeT 6onee BbLICOKWIA NPUOPUTET

always-replay-rfcl048

Jlornyeckun napametp. MNpegnucbiBaeT nocbinatb knmeHty BOOTP
oTtBeTbl B cootBeTcTBUN ¢ RFC 1048

allow keyword deny
keyword

Onpepnensetr Heo6XoAMMOCTb OTBEYaTb Ha 3anpochl Pa3fMYHbIX TUMOB.
KritoueBoe cnoBo keyword yKasbiBaeT TUM paspeLleHHbIX U 3anpeLleH-
HbIX 3anpocoB. CyLLEeCTBYIOT criegyoLmne KroveBble CroBa:

— unknown-clients — onpegenseTr BO3MOXHOCTb MHAMUYECKOro
Ha3Ha4yeHNsa agpecoB HEN3BECTHbLIM KITMEHTaM;

— bootp — onpegensieT HeobXxoANMOCTL 0TBe4YaTb Ha 3anpockl BOOTP
(mo ymonuaHuio obcnyxmearTcs);

— booting — ucnonb3yeTcs BHYTPU 00bSABNEHUA host AN yKasaHus
HEeoOXOAMMOCTM OTBEYATb TOMY UITM MHOMY KNUEHTY. o ymonyaHuio
cepBep OTBEYaeT BCEM KrMeHTam

Kaxxabi 3 onepaTopoB TOMOMOMM MOXET MHOTOKpPATHO BCTpeYaThesl B doaiinie HacTPOVKM.
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Onepatopbl ONpeaensitoT nepapxuyeckyto cTpyktypy. Onepatopbl TOnonorum, BCTpevatomnecs B

caine dhcp. conf, npueeaeHsl B Tabnuue [19

Taobnuuya 19

Oneparop

OnucaHne

group {[parameters]
[options]}

pynnupyet onepatopbl shared-network, subnet, host n gpyrme one-
patopbl group. [o3BonaeT NpyMeHATb Habopbl NapamMeTpoB N OMUMIA KO
BCEM 3JieMeHTaMm rpynnbl

shared-network name
{[parameters]
[options]}

Ncnonb3yeTcst TOMNbKO B criyyvae, Korga HeCKOMbKO NoAceTen HaxoaaTcs B o4-
HOM PM3NYECKOM cerMeHTe. B GonbLIMHCTBE CcrnydYaeB pasnuyHbie NOaceTH
HaxoaaTCs B pasnuyHbIX hr3nyeckux cetsx. B kayecTBe MMeHM name MOXET
ncrnonb3oBaTtbcs Nnoboe onvcarensHoe nmsi. OHO UCMONb3YETCA TOMNbKO B
0TNago4HbIX coobueHusx. NMapameTpbl 1 oNuUK, CBA3aHHbIE C OBLLIEN CETbIO,
06bABNAKTCS BHYTPU OUTYPHBIX CKOOOK 1 OENCTBYHOT Ha BCe NoAceTh obLen
cetun. Kaxxabln onepatop shared-network COAEPXUT HE MeHee ABYX one-
paTtopoB subnet, B MPOTUBHOM CIly4ae HET HEOOXOAMMOCTU NCMOSb30BaTb
rpynnupoBaHue

O6LleynoTpebuTenbHble onuMu, credyroLume 3a Kno4YeBbiM CITOBOM option B dpaiine

dhcp. conf, npuBefeHbl B Tabnuue [20]

Tabnwunua 20

Onuwms

Onucanve

subnet-mask

OnpegensieT macKky noacetn B hopmare OECATUYHON 3anmcy Yepes TOUKY.
Ecnu subnet-mask oTcyTcTBYeET, dhcpd MCNONb3yeT MacKy NOACETU U3
ornepartopa subnet

time-offset

YKasblBaeT pasHuLy AaHHOIO YacoBoro nosica ¢ sBpemeHeMm UTC B cekyH-
nax

routers

MepeuncnseT agpeca AOCTYNHbIX KMMEHTAM MapLUpPyTU3aTOPOB B NOpsSiAaKe
npeanovTeHns

domain-name-servers

MNepeuncnsaeT agpeca OOCTYNHbIX KnneHTam cepeepoB DNS B nopsigke
npeanoyTeHns

lpr-servers

MNepeuncnsaeT agpeca OOCTYMHbIX KNMeHTaM cepeepoB nedyatn LPR B
nopsiaike npeanovTeHus

host-name

YKasblBaeT nmsi y3na ana KnmeHTta

domain-name

OnpepenseT nvs goMeHa

interface-mtu

Onpegenset 3HadeHne MTU ons knneHTta B 6antax. MMHMMansHO gony-
CTUMoOe 3HayeHune — 68

broadcast-address

Onpep,en;leT LLII/IpOKOBeIJ.I,aTeJ'IbeII;I agpec and nogcetun KnneHta

static-routes
destination gateway

[MepeuncnseT OOCTyNHbIE KIMEHTY cTaTu4eckne MmapLipyTbl. MapLpyT no
YMOJ4YaHMIO He MOXET ObITb yKa3aH TakMMm cnocobom. [nsa ero ykasaHus
MCMonNb3yeTcda onuus routers
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OkoHyaHue mabnuusi 20

Onuwms Onucanve

Onpegenser, cnegyert N KNUEHTY BbIMOMHATb MHKAMNCYNALUIO 3aBepLunTe-
nen (oNTMMM3aUms, OCHOBaAHHAA Ha U3MeHeHUN nopsaaka AaHHbIX). 3Ha-
yeHue 0 o3HavaeT, YTO MHKaMCYNsUMIO BbIMOMHATL He criegyeT, 1 nmeet
NPOTMBOMOSOXHbIA CMbICIT

trailer-encapsulation

nis-domain string Ctpoka cumBoroB, onpegensiowas umsa gomeHa NIS

Mcnonb3yetcsa B onepaTtope host onst onpegenexHnst ngeHtudukaropa
knueHTa DHCP. dhcpd MOXeT ncnonb3oBatb JaHHOE 3Ha4YeHne ans naex-
TMdurKaumm KrnMeHTa BMECTO annapaTtHoro agpeca

dhcp-client-
identifier string

3anyck cnyx6bl dhcpd MOXHO OCYLLECTBUTL C MOMOLLbHO KOMaHAPb:

systemctl start isc-dhcp-server
NN BKITKOYUTb B CMNCOK CJ'Iy>K6, 3anyckKaembIX npun ctapte CUCTEMbI.
Onucanwne cnyx6bl dhcpd n hanna dhcp. conf npuBegeHo Ha CTpaHULax pyKoBOACTBa

man.
5.4. Cnyx6a NFS

Cnyx6a ceteoro goctyna k dC NFS nossonset ncnons3oate PC yganeHHbIX cepBepoB
N KOMMNbIOTEPOB.

Hoctyn k ®C yaaneHHbIX KOMMNbIOTEPOB 06ecneyYnBaeTcsl C MOMOLLbIO HECKOSTbKUX MPOo-
rpamMmm Ha CTOpOHax cepBepa W KNneHTa.

Ha cTopoHe cepBepa CyLeCTBYIOT crnegytoLme nporpaMmmel, UCnonb3yemble ans obecne-
yeHus cnyxobl NFS:

- rpc.idmapd — nepeHanpasnseT obpalleHns, caenaHHble ¢ ApYrxX KOMMNbITEPOB K

cnyx6am NFS;

- rpc.nfsd — nepeBoanT 3anpockl k cnyx6e NFS B genctButensHble 3anpochkl K fo-

KanbHon ®C;

- rpc.svcgssd — NoggepXmBaeT co3gaHne 3alULLEHHOMO COeANHEHNS;

- rpc.statd — nogaepXmBaeT BOCCTAHOBMNEHWE COeAMHEHUS NPU Nepe3arpyske cepse-

pa;

- rpc.mountd — 3anpawmBaeTcs 411 MOHTMPOBaHMA U pa3MoHTUpoBaHua PC.

OnucaHue nporpamm NpMBEAEHO Ha CTpaHMLAX PYKOBOACTBA man.

Ha cTtopoHe cepBepa BbinosnHaeTca akcnoptuposaHue ®C. OTo 03Ha4vaeT, YTo onpeae-
NeHHble NoaaepeBbs, 3a4aBaeMble Katanoramu, o0bABNATCA OCTYNHLIMU OS5 KIUMEHTCKNX
KoMnbloTEPOB. NH(popmaunsa 06 akcnoptupoBaHHbix PC 3aHoCUTCA B (hann /etc/exports, B
KOTOPOM YyKasblBaeTCs, Kakue Katanory OCTYMNHbI ANS YKa3aHHbIX KIMMEHTCKUX KOMMbIOTEPOB U
Kaknmu npasamu Joctyna obrnagarT KNMeHTCKUe KOMMbITePb! NPU BbINOIHEHUN onepawui Ha

cepBepe. 3anp00b| MOHTUPOBaAHUA NOCTYNAKT OT KIMMEHTCKUX KOMMbIOTEPOB K CeEpBEPY MOHTUPO-
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BaHMs mountd, KOTOPbIAN NPOBEPSAET NPaBUIbHOCTb KITMEHTCKOro 3anpoca Ha MOHTUPOBAaHME U
paspeluaet cepsepy cnyx0obl NFS (nfsd) obcnyxmnBaTtb 3anpochbl KNMeHTa, BbIMOMHUBLLETO MOH-
TMpoBaHue. KnneHTy paspellaeTcs BbINOSHATbL pasnnyHble onepauumm ¢ akcnoptuposaHHon ¢C
B Npeaenax cBoux NOMHOMOYMI. [1na nonyyYyeHns xopoLlero kayectBa 06CnyXMBaHs KNMEHTOB
pekomeHayeTcsa Ha cepBepe cnyx6bl NFS ogHOBpeMEHHO 3anyckaTb HECKONbKO KOMUI npoLecca
nfsd.

Ha cTtopoHe knueHTa gna nogaepxku cnyxbol NFS4 ncnonbayetca moanduumposan-
Has KoMaHga mount (ecnu ykasbiBaetcsa PC NFS4, To aBToMaTn4eckn Bbi3biBaeTCs KOMaHga
mount .nfs4). [lononHUTENbHO KOMaHaa MoanduumMpoBaHa Taknum obpasom, 4TobbI OHa Morna
NOHUMAaTb 3anuchb:
HMA__KOMIIBIOTEPAa: KaTajor
roe ums_komnbioTepa — UMA cepBepa NFS, xaTasnor — 3KCNOPTUPOBAHHBIN KaTanor cepsepa
cnyx6bl NFS. [Insa yaaneHHbix ®C, KOTOpble ABNAKTCA YaCTbiO MOCTOAHHOM KOHGUrypauum
KnueHTa, 3anucn o MoHTUpyeMblix ®PC cnyxbbl NFS gomkHbl ObITb nepevncrieHsl B daunne
/etc/fstab ons aBTOMaTM4eCcKoro MOHTUPOBaHWS BO BPEMSA HavarbHOM 3arpy3kn KIMEHTCKOro
KoMmnbloTepa.

Kpome Toro, ons noaaepXku 3alimeHHbIX COeAMHEHNI Ha KITMEHTCKOM CTOPOHE A0MmKHa
3anyckaTtbcsd koMmaHga rpc.gssd.

Mpn pabote c ceteBon ®C nobble onepaunn Hag darnnamm, NPOM3BOANMbIE HA NOKarb-

HOM KOMMbOTEPE, NepefatTcsa Yepes CETb Ha yAaneHHbI KOMMNbIOTEP.
5.5. Cnyx6a DNS

Cuctema gomeHHbIx meH DNS (Domain Name System) npeacraBnaeTt cobon nepapxu-
YeCKylo pacnpeerieHHyo cuctemy Ans nonyyYeHus MHopmaumm o KOMnbTepax, cepamcax u
pecypcax, BXoaawmux B rnobanbHyo uvm NpuBaTHYO KOMMbIOTEPHYO CeTb. Yallle Bcero ncnornb3y-
eTcsa onsg nonyyveHus IP-agpeca no UMeHn KOMNboTEPa UM YCTPOMUCTBA, NOoMyYeHna nHgpopmawmm
0 MapLipyTuU3aLmm NoYTbl 1 T.N.

OcHoBon DNS gaBnsietcs npeacraBneHme 06 nepapxmyeckon CTpykType JOMEHHOIO MEHM
n 3oHax. PacnpegeneHHas 6a3a gaHHbix DNS nogaepkmBaetca ¢ nomolybto nepapxumm DNS-
cepBepoB, B3aMMOAENCTBYOLUX NO onpegeneHHoMy npoTtokony. Kaxabin cepeep, OTBeYaroLwLmi 3a
NUMS1, MOXET enernposaTtb OTBETCTBEHHOCTb 3a AaribHENLY YacTb AOMEHA ApYroMy CepBepy, YTo
NO3BOMSAET BO3MOXUTb OTBETCTBEHHOCTb 3@ aKTyanbHOCTb MH(POPMaLMM Ha cepBepbl PasnnyHbIX
opraHu3auui (nogen), oTBeYaroLLmnX TOMbKO 3a «CBOK» YacTb AOMEHHOIO MMEHW.

OcCHOBHbIMU BaxkHbIMU NOHATUAMU DNS aenstoTcs:

- OoMeH (obnacTtb) — UMeHOBaHHasi BETBb U nogaepeso B Aepese nmeH. CTpykTypa

AOMEHHOIro MMEHU oTpaxkaeT NopsaaoK CrnefoBaHUS Y3rnoB B Mepapxun; 4OMEHHOE NMS

YNTAETCA CrpaBa HaleBoO OT Mnaalnx JOMEeHOB K AJOMEeHaM BbICLLEro ypoBH4A (B nopdaake
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- nonHoe gomeHHoe ums (FQDN) — nonHocTbio onpegeneHHoe JoMeHHoe ums. Bknovaet

B cebs umeHa Bcex poaounTenbCKNX JOMEHOB nepapxmn DNS;

- 30Ha — YacTb AepeBa JOMEHHbIX UMEH (BKIHOYas pecypcHble 3anvcu), pasmellaemas

KaK eQuHoe Liernoe Ha HeKOTOPOM cepBepe OOMEHHbIX UMEH;

- DNS-3anpoc — 3anpoc ot knveHTa (Unn cepepa) cepBepy Ans nosiyyeHuss nHpopma-

L.

Cnyxb6a OOMEHHbIX MMeH named NpegHasHayeHa Onsa reHepauum otBeTtoB Ha DNS-

3anpockl. CywectBytoT ABa Tuna DNS-3anpocos:

- NpPSIMOM — 3anpoc Ha npeobpa3oBaHue MMeHU KoMnbloTepa B IP-agpec;

- obpaTHbIM — 3anpoc Ha npeobpasoBaHue IP-agpeca B MMsi KOMNbIOTEPA.

5.5.1. HacTtponka cepBepa cnyx6bl JOMEHHbIX MMeH named

KoHgurypaunoHHble napamMmeTpbl CNyX0bl named XpaHATCA B dannax kartanora

/etc/bind/, B nepByto ovepedb, B hanne /etc/bind/named.conf (cMm. Tabnuuy [21).

Tabnuua 21 — KoHurypaumoHHble hannbl cnyxobbl JOMEHHbIX UMeH named

dann

OnucaHwune

/etc/bind/named.conf

OCHOBHOW KOHGUIypaLMOHHbIN dann. CoaepKUT 3HAaYEHMS KOH-
UrypaumoHHbIX napaMmeTpoB AN BCEro cepeepa 1 BKITOYEeHUN
OpYrux KOHUrypaunoHHbIX hannos

named.conf.default-zones

KoHdurypaumMoHHbIn doann 30H nNo ymondaHuo. B 6onblinHcTBe
cny4yaeB He TpebyeT npaBku

named.conf.options

KoHdurypaumnoHHbI aiin oCHOBHbLIX NapameTpoB cepBepa, Bax-
HbIM U3 KOTOPbIX ABMSETCHA NnapaMeTp directory, cogepxalini
KaTtanor KoHUrypaumoHHbIx ¢annoB 30H. 3Ha4eHne no ymorn4ya-
HWo /var/cache/bind

/etc/bind/named.conf.local

KoHpurypaumoHHbIn hann onMcaHma nokarnbHbIX 30H cepBepa.
[nsa Kakgomn 30HbI yKasblBaOTCA MYTU K KOHAUIYpaLNOHHBIM dhai-
nam gnsi npsiMoro n obpatHoro pasbiMeHOBaHUS (kak NpaBuno, B
yKasaHHOM paHee KaTanore /var/cache/bind)

HacTpownka cepBepa JOMEHHbIX UMEH SIBMISIETCS CrOXHOW 3agadven. [Nepen vcnonb3o-

BaHneMm DNS cnefyet 03HaKOMUTLCA C CYLLECTBYHOLLEN JOKYMEHTaumen, bansnamm noMoLm m

CTpaHuuaMn pyKOBOACTBA man cepBUca named, KOHPUrypaumMoHHOro dganna named.conf u

COMYTCTBYIOLNX YTUNT.

[anee npueegeH TMNOBOW NpUMep HACTPOMKM CyXObl AOMEHHbIX UMeH named, obcny-

XXUBatoLWEN oaHY AOMEHHYI 30HY. [pMmep aoctatodeH Ans AeMOHCTpaUnyM YHKLUNOHUPYHOLLIErO

aomeHa ElMM OC «Astra Linux Special Edition».

Mpumep
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Hactpouka cepepa DNS gomeHa my . dom noacetn 192.168.1.
B KoHurypaumoHHeii pain /etc/bind/named.conf.local Heobxogumo gobaBuTb
crneayoLmne CTPOKu:
zone "my.dom" {
type master;
file "/var/cache/bind/db.my.dom";
bi

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/cache/bind/db.192.168.1";
}i
MpumeyaHune. WmeHa koHduUrypaunoHHbix cpannos cnegyer BbibupaTb
Tak, 4TtobObl ObINO MOHATHO ANS KakoW KoHdurypauum OHW ucnonb3ykTcsa. B npuee-
AEHHOM MpuMepe WMS KOHUrypaumoHHOro danna Aans 30Hbl obpaTHOro npocmMoTpa
MOXeT ObIlTb, Hanpumep: /var/cache/bind/1.168.192.in-addr.arpa.zone WNn
/var/cache/bind/db.my.dom. inv.
KoHdurypauunoHHbin pann /var/cache/bind/db.my.dom cogepXxut MHoOpMaLmio
30HbI NPAMOro NpocMoTpa:
; BIND data file for my.dom zone

STTL 604800

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ IN NS server.my.dom.
@ IN A 192.168.1.100
@ IN MX 1 server.my.dom.
server IN A 192.168.1.100
clientl IN A 192.168.1.101
client? IN A 192.168.1.102
client3 IN A 192.168.1.103
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ns IN CNAME server

;gw CNAMEs

ftp IN CNAME server

repo IN CNAME server

ntp IN CNAME server

_https._tcp IN SRV 10 10 443 server.my.com.
clientl IN TXT "MAKS"

KoHdurypaumnoHHein pann /var/cache/bind/db.192.168.1 cogepXuT nHdopma-
LIMK0 30HbI 0OBpaTHOro NnpocmMoTpa:
; BIND reverse data file for my.dom zone

STTL 86400

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL
@ IN NS server.my.dom.
100 IN PTR server.my.dom.
101 IN PTR clientl.my.dom.
102 IN PTR client2.my.dom.
103 IN PTR client3.my.dom.

OnuncaHne 30H MOXET coaepaTb criegytolme OCHOBHbIE TUMbl 3anncen:
- NS — nms DNS cepsepa;
- A — cBA3b MeHu ¢ IP-agpecowm;

- CNAME — CBSi3b NCEBAOHUMA C APYIMM MMeHEM (BO3MOXXHO NCEBAOHUMOM);

PTR — obpaTHas cBA3b |IP-agpeca ¢ umeHewm;

SRV — 3anuncb O CETEBOM CepBUCE,

TXT — TekcToBasd 3arnuchb.
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BHUMAHMUE! lNepeBoa CTPOKM B KOHLIE KOH(PUTYpALMOHHbIX harroB 30H obsi3aTeneH.
B 6onbluMHCTBE NPpUMEHEHU HEOBXOANMMO yKa3aHWe TOYKN B KOHLE MMEH KOMMbITEPOB AN
npenoTBpalleHns BbiBoga KOPHEBOro cydpdukca uMeHn Bnaa «1.168.192.in-addr.arpa».

MoryT okasatbca nonesHbiMu cregywowme DNS ytunntbl (M3 cocTtaBa nakeToB
bind9utils n dnsutils):

- named-checkconf — NpoBepka CUHTaKcKCa, HO He CeMaHTUKMN KOHUrypaumum cnyxobl

OOMEHHbIX UMEH named,;

- nslookup — MHTEPAKTUBHbIN TEPMUHAS 3aNPOCOB K Cry>K6e AOMEHHbIX UMEH;

- rndc — yTMnuTa ynpaBneHns cryx06bl JOMEHHbIX UMeH named.

MpumedyaHune. ObHOBNEHNE KOHGUIYpaUun cepBepa MOXET BbINONHATLCA 6e3 nepe-
3anycka camon cny>x0bl JOMEHHbIX MMeH named BbI30BOM:

rndc reload

5.5.2. HacTtpouka knueHToB Ana paboTbl CO CNyX60M AOMEHHbIX UMEH

[nsa paboTbl co cnyx60M JOMEHHbIX UMEH Ha KOMMbTepax HeobxoaMMOo Hanmyne KoHdu-
rypaunoHHoro ¢ganna /etc/resolv.conf, cogepxallero MHpopmaLnio 0 JOMeHax U MMeHax
cepepoB DNS, Hanpumep:
domain my.dom
search my.dom
nameserver 192.168.1.100

Takke MOXeT ObITb paccMOTpeHa ycTaHOBKa CUCTEMbI NOAAepPKKN paboTbl co cnyxobon
OOMEHHbIX UMEH, coaepKallencs B nakete resolvconft.

BHUMAHMUE! [1ns B3aumogencteusa DNS-cepBepa ¢ knueHTamu, YHKLUNOHNPYIOLWNMU B
pasHbIX MaHOATHbIX KOHTEKCTaX, TpebyeTca ONONMHUTENbHAA HAaCTPOMKa MexaHuamMa privsock.
OnuncaHne HaCTPOMKN CETEBLIX CEPBUCOB A1 paboTbl C UCMOMb30BaHNEM MeXaHn3ma privsock

npuseaeHo B gokymeHte PYCB.10015-01 97 01-1.
5.6. HacTtponka SSH

SSH — 3710 KNMeHT-cepBepHasa cucteMa Ansi opraHn3aumm 3alLmLLEHHbIX TYHHENen mexay
ABYMS 1 Bonee KomnbioTepamu. B TyHHenax 3awuwaroTcs Bce nepegaBaeMble AaHHbIe, B T. Y.
naponu. B noctaBngemyto B coctaBe AUCTPUBYTMBA BEPCUIO NakeTa ssh BCTPOEHbl anroputMbl
3awuTHoro npeobpasoBaHns NOCT grasshopper-ctr (B coorBeTcTBUM ¢ TOCT P 34.13-2015)
N UMUTOBCTaBKN hmac-gost2012-256-etm (Ha ocHoBe TOCT P 34.11-2012). 31K anroputmbl
NCMOMb3YTCH MO YMOMYaHUIO, UX UCNONb30BaHMe He TpebyeT cneunasibHON HaCTPOWKN.

Mpn aTOM B CNUCOK anropuTMOB 3aLMTHOrO npeobpasoBaHus (MapamMeTp KoHdurypa-
umm Ciphers) n BbIpaboOTKM UMUTOBCTaABKM (MapamMeTp KoHdurypaumm MACs), OOMNYCTUMbIX K
NCNONb30BaHMIO, MO YMOSMYAHMIO BKITOYEHBI Criegyouime anropuTMbl 3alUTHOro npeobpasoBaHus
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(nepeuncneHbl B nopsigke yobiBaHWUsSI MPUOPUTETOB NPUMEHEHNS):
grasshopper-ctr,aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl?28,
aesl28-cbc, 3des-cbc
N anropuTmbl BblpaboTKn MUTOBCTABKU (MepedncrieHbl B Nnopsiake yobiBaHMS NPUOPUTETOB Npu-
MEHeHUs):
hmac-gost2012-256-etm, hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl60
B KOHMUrypaumoHHbIX hannax knveHta (dann /etc/ssh/ssh_config) U cepBepa
(dpann /etc/ssh/sshd_config) UMeOTCSA 3aKOMMEHTUPOBAHHbIE CTPOYKM Ciphers U MACs),
CNpaBOYHO OTpakaroLMe CNUCOK anropuTMOB, MPUHATLIX N0 yMonyaHuto. Ecnn Tpebyetcs name-
HUTb Ha6op OONnyCTUMbIX allfOPUTMOB UJTN NMPUOPUTETBLI UX NPpUMEHEeHNA, crieayeT paCKOMMEHTU-
poBaTb AaHHYHK CTPOYKY U YKa3aTb HYXHbl€ alilfTOPUTMbl B Nnopdaake rnprnoputeTa nx BbllMOJTHEHUA.
Hanpumep, ans npuoputeTHoro Bolbopa Gonee NpocTbiX, a 3Ha4YuUT, 6onee BbICTPbIX
anropuTtMoB MOXXHO MCNOSb30BaThb crnefyrouine napamMmeTpbl KOH(bMpraLl,I/IMI
Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc
MACs hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl60
npOBepVITb CMNUCKKN nogaep>XmBaembixX aliroputMoB MOXXHO crneayrowmmMmm KomaHgamn:
# CHOMCOK asnropuTMOB 3aMUTHOIO Npeobpa3oBaHUA:
ssh -Q cipher
# cHOucox anropuTMOB BHPAbOTKM HMUTOBCTABKH:
ssh -Q mac
HdononHuTtenbHas uHdopmMaumsa no npuMeHeHWto ssh JOCTynHa Ha canTe wikil

astralinux.ru no ccbyike https://wiki.astralinux.ru/display/doc/SSH.

5.6.1. Cnyx6a sshd
CepBuc 6epeT cBOM KOHGUrypaumm cHadyana m3 KoOMaHgHOW CTPOKKM, 3aTeM u3 danna
/etc/ssh/sshd_config.

CuHTakcuc:
sshd [-deigtD46] [-b bits] [-f config file] [-g login_grace_time]
[-h host_key file] [-k key gen_time] [-o0 option] [-p port] [-u len]

[MapameTpsbl, KOTOpbIE MOTYT NPUCYTCTBOBATL B (panne /etc/ssh/sshd_config, onuca-
Hbl B Tabnuue [22] MycTble cTpokM, a Takke CTPOKM, HAYMHAOLWMECS C #, UrHOpupytoTcs. HassaHus

napameTpoOB He YyBCTBUTENbHbI K PerncTpy CMMBOJIOB.

Tabnuuya 22
MapameTp OnuncaHue
ALlowGrouns 3afaeT cnucok rpynn, pasgeneHHbIn npobenamMmu, Kotopble
up OyoyT oonyLleHbl B CUCTEMY
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MapameTp

OnucaHune

DenyGroups

Jenctene, npoTMBOMNOMOXKHOE OENCTBUIO MapameTpa
AllowGroups: 3anncaHHble B AaHHbIM NapamMeTp rpynnbl
He OygyT AonylleHbl B CUCTEMY

AllowUsers

3apaeT pasgerneHHbln npobenammn CNMCoK Nonb3oBaTtenen,
KOTopble norny4aT AocTyn B cuctemy. 1o ymonyaHuio 4octyn
paspeLleH BceM Mornb3oBaTensimM

DenyUsers

Jencrtene, npoTMBOMNOSMIOXKHOE OENCTBUIO MNapameTpa
AllowUsers: 3anvCaHHble B AaHHbIN NapameTp Nnonb3oBa-
Tenu He nosny4ar 4oCcTyn B cUCTEMY

AFSTokenPassing

YkasblBaeT Ha TO, MOXET 11 Mapkep AFS nepecbinatbcsi Ha
cepBep. 3Ha4yeHne No yMONMYaHuo yes

AllowTCPForwarding

YkasblBaeT Ha TO, pa3peLleHbl N1 3anpockl Ha nepeaapeca-
L0 NOPTOB. 3HaYeHWe Mo YMONYaHUIo yes

Banner

OTobpaxaeT NonHbIv NyTb K dhanny coodLeHns, BbIBOAMMO-
ro nepen ayteHTUduKkaumen nonb3osarens

ChallengeResponseAuthentication

Yka3blBaeT Ha TO, paspelleHa N ayTeHTUdmnKauus no MeTo-
Ay «OKMUK — OTBET». 3Ha4YeHne No YMOMn4aHuio yes

3apaet pa3ﬂeﬂeHHblVl 3andaTbiIMMN CNMCOK MEeTOAO0B 3aLllNTbl

Ciphers
COeAVHEHMS, pa3peLLeHHbIX AN UCNONb30BaHNS
YKasblBaeT Ha TO, JoImkHa N cnyx6a sshd npoBepATb no-
CheckMail YTy B MHTEPaKTUBHbIX CeaHcax perncrpauuun. 3HayeHue no

yMOn4aHUK no

ClientAliveInterval

3apaert MHTEepBan oXxunaoaHuda B CekKyHaax, no ncredeHumn
KOTOPOIO KIMMEeHTY NnocCblJTaeTCAd 3anpoC Ha BBOA AaHHbIX

ClientAliveCountMax

3agaeT YnMcno HanoMUHaKLWKX 3anpPoCoB, NOCLINTAEMbIX K-
eHTy. Ecnun no AoCcTMXeHMn ykasaHHOro npeaena ot KnueHTa
He NOCTYNWUT AaHHbIX, CEaHC 3aBepLUaeTCa U cepBep npe-
Kpawaet paboTty. 3HayeHne no ymonyaHuo 3

MonHbn  nNyTb K dhanny, cogepxawemy  Jn4YHbIN

HostKey KM4Y  KOMMbHOTEpPA. 3HayeHMe No  yMOJYaHuKo
/etc/ssh/ssh_host_key
YKasbIBaeT Ha TO, MOryT N yaarneHHble KOMMbTepbl Nog-
GatewayPorts KrtodaTbeca K noptam, 4SSl KOTOPbIX KIWMEHT 3anpocusn nepe-

agpecaumo. 3Ha4yeHme no YMONYaHUI no

HostbasedAuthentication

YKasblBaeT Ha TO, paspelleHa nu ayTeHTudpmkauma
nonb3oBartenen ¢ nposepkon annos .rhosts wn
/etc/hosts.equiv 1 OTKPLITOrO KNio4va KomnbtoTepa. 3Ha-
YeHne No yMOon4aHuIo no

IgnoreRhosts

YKasbiBaeT Ha TO, MWrHOpupylTca nv  dpaunnebl
$SHOME/.rhosts M $HOME/.shosts. 3HayeHuMe no
YMOMYaHUIo yes
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MapameTp

OnucaHune

IgnoreUserKnownHosts

YKasblBaeT Ha TO, UrHopupyetcs i dann
SHOME/ .ssh/known_hosts B pexumax ayTeH-
Tndukayum RhostsRSAAuthentication 7
HostbasedAuthentication. 3HayeHne no ymonya-
HUIO no

KeepAlive

Ecnu ycTtaHoBneHoO 3HavyeHue yes (MO yMONYaHu1Io), 4EMOH
sshd OyoeT nepuoguyeckm NpPoBEPATb HaNM4yMe CBS3U C
KnMeHToM. B cnyyae HeycnewHOro 3aBeplueHusi NpoBep-
Kn coeguHeHue paspbiBaeTcs. [nsa OTKNIYEHUS JaHHOro
MexaHu3Ma 3agaTtb 3Ha4yeHue napamMmeTpa no B doanne KoH-
durypauum cepeepa 1 KnmeHTa

KerberosAuthentication

YKasblBaeT Ha TO, paspelleHa Nnu ayTeHTudumkaums ¢ uc-
nonb3oBaHveM Kerberos. 3HayeHne no ymonyaHumo no

KerberosOrLocalPasswd

YkasblBaeT Ha TO, 4OSMKHA NI MCMONb30BaTbCs floKanbHas
naponbHas ayTeHTUMKaUmsa B Criyyae HeyCrneLlHOW ayTeH-
Tudukauum Ha ocHose Kerberos

KerberosTgtPassing

Yka3blBaeT Ha TO, MOXET NN CTpykTypa TGT CUCTEMbI
Kerberos nepecbinatbca Ha cepBep. 3HayeHne No ymor-
YaHUIO no)

KerberosTicketCleanup

YKasbIBaeT Ha TO, JOIMKEH NN NpU BbIXoge Nofb3oBaTens
yaanaTbcs Kaw-dann ero nponycka Kerberos

ListenAddress

3apaet vHTepdenc, K KOTOpPOMYy nogkrtodaeTca cnyxba
sshd. 3HadeHune no ymonyanuio 0.0.0.0, T.e. NO6ON MH-
Tepdenc

LoginGraceTime

3apaet vHTEepBan BpeMEHU B CEKyHOaAX, B TEYEHMEe KOTO-
poro AoSmkHa NPOU30oNTK ayTeHTUdMKauunsa nornb3oBaTens.
Ecnu npouecc ayteHTUdmKaumm He ycneBaeT 3aBepLUnNTb-
CSl BOBPEMS, CepBep pa3pbliBaeT coeguHeHne 1 3aBepLuaet
paboty. 3HauyeHne no ymon4yaHuto 600 ¢

LogLevel

3apaet cteneHb NoAPOGHOCTU XKypHarbHbIX COOBLLEHUN.
Bo3MOXHble 3HadeHnda: QUIET, FATAL, ERROR, INFO (no
yMOnyaHuio), VERBOSE, DEBAG (He pekoMeHayeTcs)

MACs

3apaet pasgeneHHbI 3anATbiIMU CIMCOK OOCTYMHbIX anro-
putmoB MAC (koA ayTeHTudukaumm coobLleHnin), ucnonb-
3yeMblx Ans obecneyeHns LenoCTHOCTU AaHHbIX

MaxStartups

3agaeT MakcumaribHOe YMCNo OOHOBPEMEHHbIX HeayTeHTu-
PUUMPOBaAHHBIX COEANHEHUN C AEMOHOM sshd

PAMAuthenticationViaKbdInt

YKasbIBaeT Ha TO, paspeLleHa nNu naposnibHas ayTeHTudu-
Kauma c ucnonb3oaHmem PAM. 3HadeHMe No yMON4YaHuUio
no)
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MapameTp

OnucaHune

PasswordAuthentication

Ecnu yctaHoBneHO 3HayeHne yes (MO YMOMYaHUIO) N HU
OOMH MexaHn3M BecnapornbHOW ayTeHTUdMKaLuumn He npu-
HOCUT MONOXMUTENbHOIO pesynesrarta, Torga Nonb3oBaTernto
BblJaeTCcsa npurnalleHve Ha BBOA Nnapors, KOTopblin npoBe-
psieTcs caMyMm gemoHoM sshd. Ecnu 3HadeHne napametpa
no, NaponbHas ayTeHTUdUKaLuus 3anpeLleHa

PermitEmptyPasswords

Ecnn yctaHoBneHo 3HayeHne yes, NONb30BaTeNn, He MMe-
toLme naponsi, MoryT ObiTb ayTeHTUULMPOBaHbLI Cy>00M
sshd. Ecnn yctaHoBNeHO 3HadeHne no (MO YMOSYaHUIO),
nycTble Naponu 3anpeLyeHbl

PermitRootLogin

YKkasblBaeT Ha TO, MOXET nu  nonb3oBaTtenb
root BOWTM B CUCTEMY C TMNOMOLLbID KOMaHAbl
ssh. Bo3MOXHble 3HayeHUsi: no (MO YMOMYaHWUIO),
without-password, forced-command-only W yes

PidFile

3agaet nyTb K (panny, copepxawemy wnaeHTuduka-
TOp rNaBHOro npouecca. 3HayeHMe No YMONYaHUK
/var/run/sshd.pid

Port

3apaeT Homep nopTa, K KOTopoMmy nogkntovaeTcsa sshd. 3Ha-
YyeHue No ymon4yaHuio 22

PrintLastLog

YKasblBaeT Ha TO, JOMmKHa nn cnyxba sshd oTobpaxaTtb
coobLleHne 0 BpeMeHW nocrnegHero goctyna. 3HayeHve no
YMOIMUaHuio yes

PrintMotd

YKkasblBaeT Ha TO, CneayeT N nocne perncrpaumm B CUCTeme
oTobpaxaTtb cogepxmmoe hanna /etc/motd. 3HadyeHne
MO YMOMNYaHWIO yes

Protocol

3agaeT pasgeneHHbI 3ansaTbiMU CNIMCOK BEPCUIN NPOTOKONA,
noagepxuBaemblx crnyxoom sshd

PubKeyAuthentication

YKasblBaeT Ha TO, paspelleHa N ayTeHTudumkaums ¢ uc-
Nonb30BaHMEM OTKPLITOrO Kroya. 3Ha4yeHne o yMonyaHuio
yes

ReverseMappingCheck

YKasblBaeT Ha TO, JOIMKEH N BbIMOMHATLCA O6paTHbIl7l NOUCK
UMeH. 3Ha4yeHue no YMON4YaHUIO no

StrictModes

Ecnu paBeH yes (no ymonyaHuio), sshd byget 3anpewatb
AocTyn nobomy nonb3oBaTento, Yel HavanbHbIA KaTanor
nvnu cann . rhosts npuHagnexar gpyromy nosnb3oBaTe-
N0 NBOo OTKPbIThI ANs 3anucu

Subsystem

MpenHasHavaeTcs AnNs KOHPUIypMpoBaHUA BHELLHeWN noacu-
cTeMbl. ApryMeHTaMu SABNSeTCA UMS NOACUCTEMbI U KOMaH-
[a, BbINOMHsieMasi Npu NoCTynneHun 3anpoca kK nogcucteme

SyslogFacility

3afaet HasBaHWe cpeacTBa, OT UMEHM KOTOPOro pernctpu-
pytoTcs cobbITusi B cucteme Syslog. Bo3MOXHbI 3HaYEHWs:
DAEMON, USER, AUTH (no ymon4yaHuo), LOCALO-7

Uselogin

YKasblBaeT Ha TO, AOSKHA N NPUMeEHATbLCA KOMaH4a login
ana opraHun3daumMnm MHTEpPaKTUBHbIX CeaHCOB perncrtpauuni.
3Ha4yeHune no YMOI4aHno no
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MapameTp Onuncanue

YkasblBaeT Ha To, paspelleHa 1 nepeagpecauys 3anpocos

X11lForwardin .
g k cucteme X Window. 3HayeHne no ymonyaHuio no

3agaeTr Homep nepBoro Aucnnes (cepeBepa) CUCTEMbI
X11lDisplayOffset XWindow, gocTynHoro gemoHy sshd Ans nepeagpecauum
3anpocoB. 3HayeHne no ymondaxuio 10

3apaert nyTb K KOMaHae xauth. 3Ha4veHune no yMOn4aHuro

XAuthL ti
u ccation /usr/X11R6/bin/xauth

5.6.2. KnueHT ssh
KnueHtom siBnsietca komaHaa ssh. CUHTaKCMC KOMaHAHOW CTPOKM:

ssh [-afgkngstvxACNTX1246] [-b bind address] [-c cipher spec] [-e escape_char]
[-1i identity file] [-login name] [-m mac_spec] [-o option] [-p port]
[-F configfile] [-L port:host:hostport] [-R port:host:hostport]

[-D port] hostname | user@hostname [command]

Mogpo6HOo co 3HavYeHnaAMK hraroB MOXXHO 03HAKOMUTLCS B PYKOBOACTBE man. B npoctom
BapunaHTe UHULMMPOBATb COEANHEHNE C cepBepoM sshd MOXHO KOMaHOOW:
ssh 10.1.1.170
rae 10.1.1.170 — IP-agpec koMmnbloTepa ¢ 3anyLeHHon cnybon sshd. MNpu atom sshd byger
cyuTaTbh, YTO Nosb3oBaTenNb, 3anpallmBaloLWNn COeAUHEHNE, UMEET Takoe Xe UMS, NO4 KakMM OH
ayTeHTUMUMPOBaH Ha KOMMbOTEPe-KNueHTe. TeopeTndeckn KIMeHT ssh MOXeT 3axoauTb Ha
cepBep sshd nog nbbiM MeHeM, ucnornbaysa dnar:
-1 <umsa_xknueHTa>

OpHako cepBep BygeT cornacoBbiBaTb K04 ceaHca (Hanpumep, npyu 6ecnaponbHOn
ayTeHTUMKaLMM NO OTKPLITOMY KItoYy Monb3oBaTens), NpoBeEPsist OTKPbITbIE KITHYM B JOMALUHEM
KaTarore nosib3oBatens UMeHHO C 3TUM UMEHEM Ha KOMNbIoTepe-KnmeHTe. Ecnu xe ncnoneay-
eTCs naposibHas ayTeHTUduKaums, Ha KoMNbloTepe-cepBepe OOMKHa CyLLeCcTBOBaTb yyYeTHas
3anncb ¢ Takum nmeHem. Vicnonb3oBaTtb 6GecnapornbHy0 ayTEHTUGIMKALMIO MO OTKPbITLIM Kilto-
YaM KOMMNbIOTEPA HACTOATENBHO HE PEKOMEHAYETCS, T. K. MPU 3TOM crnocobe B CUCTEME AOSMKHbI
cyLlecTBOBaTb NoTeHUMarnbHO onacHele pannbl: /etc/hosts.equiv, /etc/shosts.equiv,
SHOME/ .rhosts, $SHOME/ . shosts.

KomaHga ssh 6epeT cBOM KOH(pUIypaLMOHHbIE YCTAHOBKM CHa4vana u3 KoMaHgHOW CTpo-
KW, 3aTeM M3 Nosib3oBaTeNbLCKOro darna $HOME/ . ssh/config n u3 obwecncremHoro ganna
/etc/ssh/ssh_config. Ecnu ngeHTn4Hble napameTpbl 3agaHbl NO-pa3HOMY, BblbupaeTcs ca-
MO€E nepBoe 3HaYeHMe.

B Tabnuue onuncaHbl nNapamMeTpbl, KOTOpble MOryT npucyTcTBOBaTb B dhanne

SHOME/ .ssh/config nnu /etc/ssh/ssh_config. [ycTble CTPOKM U KOMMEHTapuUn UrHO-
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pPUPYOTCA.
Tabnuuya 23
MapameTp OnwncaHune
YKkasblBaeT Ha TO, AOMKHa N KoMaHaa ssh npoBepATh |IP-agpeca B
CheckHostIP . A A P P Ap
hanne known_hosts. 3HadeHne NO yMONMYaHUIO yes
3apaeT pasgeneHHbI  3ansaTbiMM  CMUCOK  METOAOB  3alUmThl
Ciohers ceaHca, paspelleHHbIX Ana ucnonb3oBaHusa. [lo ymonyaHuio
p aesl22b-cbc, 3des-cbc, blowfish-cbc, castl28-cbc,
arcfour, aesl92-cbc, aes256-cbc
YKasblBa€eT Ha TO, AOMKHbI NI AAHHbLIE CKUMATbCS C MOMOLLbIO KO-
Compression MaHdbl gzip. 3HaYeHWe NO yMOMYaHMIO no. OTa yCTaHOBKA MOXET

ObITb nepeonpeaesneHa ¢ NoMoLlbo onunn KOoMaHaHowm CTpoKku -C

ConnectionAttempts

3agaet 4nMcno HeygayHbIX MOMNbITOK MOAKIKOYEHUST (OQHA B CEKYH-
ay), nocre 4ero npov3onaeT 3aBeplueHne paboTtbl. 3HayeHne no
ymonyanuio 4

EscapeChar

3apaet escape-CMMBOI, UCMONb3yeMbli A8 OTMEHbI CreunansHoro
Ha3Ha4YeHus1 CneayoLLEro CUMBONA B CeaHcax C NCEBAOTEPMUHATIOM.
3HayeHne No ymonyaHuio ~. 3HayeHne none 3arnpeLLaeT UCNomnb3o-
BaHMe escape-cumBona

ForwardAgent

YkasblBaeT Ha To, ByaeT nu 3anpoc Kk komaHge ssh-agent nepeag-
pecoBaH Ha yaarneHHbIi cepBep. 3Ha4YeHre Mo yMonyaHuio no

ForwardX1l1l

YkasblBaeT Ha To, 6yayT nu 3anpockl k cucteme X Window astomatu-
Yeckn nepeagpecoBbiBaThes Yeped SSH-TyHHENb ¢ 0QHOBPEMEHHOMN
yCTaHOBKOW nepemMeHHoun cpeabl DISPLAY. 3Ha4yeHue N0 yMOn4aHuio
no

GatewayPorts

YkasblBaeT Ha TO, MOTYT N1 yaarneHHble KOMMbOTEPbI NOAKN0YATHCA
K TOKanbHbIM NopTaMm, AN KOTOPbIX BKIOYEH PeXUM nepeaapecaumm.
3HayeHne No yMOon4aH1K no

GlobalKnownHostsFile

3apaet dhanrn, B KOTOPOM XpaHUTCA rnmobanbHas 6asa Knyern KoM-
nbtoTepa. 3HadeHne no ymonyaHuo /etc/ssh/ssh_known_hosts

HostbasedAuthentication

YKkasblBaeT Ha TOo, paspelleHa Nu ayTeHTUduKaumna nosnb3oBaTtenen
C npoBepkon dannos .rhosts, /etc/hosts.equiv 1 OTKPLITOro
Kntoya KomnbtoTepa. ATOT NapaMeTp peKOMeHAyeTCst yCTaHOBUTL B
3HayeHve no

3apaet anropuTMbl nosty4eHuns Kritoyen KOMMNbOTEPOB B Nnopsdnke

HostKeyAlgorithm
npuopuTeTa. 3Ha4yeHme no ymonyaHui ssh-rsa, ssh-dss
, 3agaeTt nceBOoOHMM, KOTOPLIN OOSMKEH NCMONb30BaTbCA MPU NOUCKE U
HostKeyAlias A A . pem A P
COXpaHeHUN Krnto4ven KoMmnbroTepa
3apaeT uma nnu IP-agpec komnbloTepa, Ha KOTOPOM criegyeT pe-
HostName rmctpmpoBatbes. 1o ymonyaHuio BblIGUpaeTcs MMS, ykasaHHOe B

KoMaHAaHown CTpOKe
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MNapameTp

OnucaHue

IdentityFile

3apgaert hann, cogepkallern NUYHbLIN KoY Nonb3oBartens. 3HaYeHne
Nno yMOsf4yaHuio SHOME/ . ssh/identity. BMecTo uMeHn HayanbHo-
ro Katanora nosnb3oBartensd MOXeT CToATb cumBon ~. Pa3peluaetca
MMETb HECKOITbKO Takmx gpannoB. Bce oHn ByayT npoBepeHbl B yKa-
3aHHOM nopsiake

KeepAlive

Ecnun paBeH yes (Mo ymonyaHuio), komaHaa ssh 6yget nepuogunye-
CKW NPOBEPATb HanM4ne CBSA3M ¢ cepBepoM. B cnyyae HeycnelHoro
3aBepLUeHns NPoBePKN (B T. Y. U3-3a BPEMEHHbIX NpobniemM ¢ MmapLu-
pyTusaumen) coeanHeHne paspbiBaeTcs. YToObl OTKMIOUNTD 3TOT Me-
XaHW3Mm, criegyeT 3a4aTth JaHHbIV NapaMeTp, paBHbIM no, B dhannax
/etc/ssh/sshd_configu /etc/ssh/ssh_config nubo B cdhan-
ne $HOME/ .ssh/config

KerberosAuthentication

YkasblBaeT Ha TO, paspeLleHa N ayTeHTuduKaumsa ¢ npuMeHeHnem
Kerberos

KerberosTgtPassing

YkasbiBaeT Ha To, byaeT nu cTpykTypa TGT cuctembl Kerberos nepe-
cbinaTbCsi Ha cepBep

LocalForward

TpebyeT 3Ha4YeHns B hopmaTe nopT : y3er: yOajeHHEHN nopT.YKasbl
Ha TO, YTO 3anpocCbl K COOTBETCTBYHOLLEMY JTOKalibHOMY MOPTY nepe-
HanpaBnAarwTCA Ha 3aﬂ,aHHbII7I nopT yaaneHHoro y3na

BaeT

LogLevel

3apaeT cTeneHb NOgpPOOHOCTU XKypHarbHbIX COOBLLEHUI KOMaHAbI
ssh. BoaMOXHble 3Ha4yeHns: QUIET, FATAL, ERROR, INFO (no ymon-
YaHuto), VERBOSE, DEBAG

MACs

3apaeT pasgeneHHblin  3ansaTbiIMU - CMIMCOK  AOCTYMHbIX — anro-
pUTMOB  ayTeHTuduKaumm coobleHnn ana  obecneyeHus
LEenocTHOCTM  AaHHbiXx. CTaHgapTHbIM  BbIOOpP: hmac-md5,
hmac-shal, hmac-ripemdl60Q@openssh.com, hmac-shal-96,
hmac-md5-96

NumberOfPasswordPrompts

3apaeT yMcno gonycTuMbIX NOMbITOK BBOAA Naposns. 3HadeHue no
ymorn4yaHuio 3

PasswordAuthentication

Ecnn paBeH yes (Mo ymonuyaHuio), To B criy4ae HeoGXxoaummocTu
KOMaHAa ssh nblTaeTcsi NPOBECTU NapOsibHY0 ayTeHTUDMKALMIO

Port

3apaeT HoMep nopTa cepBepa. 3HaYyeHne No yMon4yaHuo 22

PreferredAuthentications

3apaet nopsaaoK NPUMEHEHNS MeToa0B
ayTeHTumkaumn. 3HayeHune no YMOSTYaHUIO:
publickey, password, keyboard-interactive

Protocol

3apaeT B nopsiake npuoputeTa Bepcum npotokona SSH

ProxyCommand

3agaeTt kKomaHay, KOTOpPYH crieQyeT MCMnorb3oBaTk BMECTO ssh Ans
NOAKMOYEHNS K cepBepy. JTa KOMaH4a BbINONHAETCA UHTepnpeTaTo-
poM /bin/sh. Cneundurkaumst $p COOTBETCTBYET HOMEPY MOpPTa, a
%$h — MMeHn ygarneHHoro yana

PubkeyAuthentication

YKasblBaeT Ha To, paspelieHa nn ayTeHTI/ICbI/IKaLI,I/IFl C ncnosnb3oBaHU-
€M OTKPbITOro Krro4a. 3HayeHne no yMON4aHUK yes
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OkoHyaHue mabnuuei 23

MNapameTp OnuncaHune

TpebyeT 3HauyeHus B hopMaTe yaasleHHHN_[OPT : y3eJl: nopT. YKa-
3blBAET Ha TO, YTO 3anpOoChl K COOTBETCTBYHOLLEMY yAaNEeHHOMY MOPTY
nepeHanpasnAlTCA Ha 3aaHHbIN NOPT 3ag4aHHoro y3na. MNepeagpe-
RemoteForward cauus 3anpocoB K NPUBUIErNMPOBaHHbLIM NOPTaM pa3peLleHa ToSbKO
nocne nony4yeHns nNpas cynepnonb3oBaTens Ha yaaneHHoNn CUCTEME.
OTa ycTaHoBKa MOXET ObITb NepeonpegenieHa ¢ NOMOLLbIO ONuMm
KOMaHAHOW CTPOKM -R

Ecnu paBeH yes, KomaHga He bGygeT aBTomatmyeckn gobaensATh Kto-
4yun KoMMbloTepa B hann $SHOME/ . ssh/known_hosts 1 oTKaxeTtcs
yCTaHaBnMBaTb COEAMHEHWNE C KOMMbKOTEPAMMU, KIOYN KOTOPbIX N3Me-
StrictHostKeyCheking HUnucb. Ecnu paBeH no, komaHaa 6yaet 0obaBnaTe HENPOBEPEHHbIE
KNIo4uM cepBepa B yKasaHHble dhannbl. Ecnn paBeH ask (no ymonya-
HWI0), KOMaHAa ByaeT cnpalwmBaTh Nonb3oBaTens 0 TOM, cnegyeT fun
006aBnATb OTKPLITHIN KMOY cepBepa B ykasaHHble dhansibl

YKkasbIBaeT Ha TO, MOXHO N1 UCMOMb30BaTh NPUBUMErMPOBaHHbIN NOPT
UsePrivilegedPort QNS YCTaHOBINEHUS UCXOOALWMNX coeanHeHNiA. 3Ha4YeHne no yMmonya-
HWIO no

3agaet nonb3oBarens, OT UMEHW KOTOPOro CreflyeT perncTpupoBaThb-
User cAl B yaaneHHou cucteme. OTa ycTaHOBKA MOXET ObITb nepeonpene-
neHa ¢ NoMOLLIbIO oMU KOMaHAHOW CTPOKM —1

3agaet gann, KoTopbIN UCNONb3YeTCs ANsi aBTOMATMYeCcKoro 0OHOB-

UserKnownHostsFile .
JTIeHUS OTKPbITLIX Krtoyen

3apaert nyTb K KomaHae xauth. 3HadeHne no yMOJ4aHuo

XAuthL i
uthLocation /usr/X11R6/bin/xauth

KnneHTckne KoHdurypaumoHHble dannbl 6biBatoT rnobasnbHbIMU, Ha YPOBHE CUCTEMBI
(/etc/ssh/ssh_config), n NokanbHbIMKU, HA YPOBHE Nornb3oBaTens (SHOME/ . ssh/config).
CnepoBaternbHO, Nonb3oBaTenb MOXET NOMTHOCTbIO KOHTPONMPOBaTb KOHAUIypaumo KIMEHTCKOM
yactn SSH.

KoHdurypauunoHHble dannbl pas3dutbl Ha pasgesbl, YCTAHOBKM KOTOPbIX OTHOCATCA K
OTAENbHOMY KOMMbLIOTEPY, rpynne KOMMbLIOTEPOB UIM KO BCEM KOMMbIOTEPAM. YCTAHOBKN pPa3HbIX
pasgenoB MOryT nepekpbiBaTb Apyr Apyra.

BHUMAHMUE! Ecnu cnyx6a sshd, C KOTOpbIM YCTaHaBNMBAETCS COEQUHEHNE, pa3BepHYyTa
Ha komnbloTepe nog ynpasneHmem OC c¢ BkAoyeHHbIM pexxumom MKLL (cm. PYCB.10015-01 97 01-
1), BXOA4 Ha BbICOKOM YPOBHE LENOCTHOCTN BO3MOXEH TOSbKO OT MMEHU YYETHOW 3anucu, BXOASLEN
B rpynny astra-admin Ha KOMNbOTEPE CO Cry>k6on sshd, nHade Bxon OyaeT ocyLLeCTBMEH Ha

HU3KOM YPOBHE LIESTOCTHOCTM.
5.7. HacTponka cepBepa eQUHOro ceTeBOro BpeMeHm

CepBep eanHoro ceTeBoro BpemMeHu npeaHasHadeH Anst CMHXPOHU3auumn BpeMeHn KOM-

netotepa B JIBC. B ocHoBe nexut npotokonn NTP. Anropytm Koppekunn BpeMEHHOW LiKarbl
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BKIOYaAET BHECEHME 3a4epKeK, KOPPEKLMIO YacTOTbl YacoB U psi MEXaHU3MOB, MO3BONSAOLLNX
AOCTUYb TOYHOCTW NopsaKa HECKOMbKUX MUIITUCEKYHA Aaxe nocne AnNUTernbHbIX NepruogoB notepu
CBSI3M C CUHXPOHU3NPYIOLMMUN UCTOYHUKaMU. [Na HageXXHOW 3alnTbl nepegaBaemMoro curHana
ncnonb3yeTca ayTeHTUdMKaumnsa npy noMoLmn Kpuntorpadundecknx knoven. LlenocTHoCTb faHHbIX

obecneunaetca ¢ nomoubto IP- 1 UDP-KOHTPOSbHBIX CyMM.

5.7.1. Pexxnmbl paboTbl
CyLuecTByeT YeThbipe pexnma paboTbl cepBepa e4uHOro CeTeBOro BpeMeHu. Kaxabin
pexum onpegensiet cnocob B3anMoaenctens paboumnmx CTaHLmMi B CETU CUHXPOHM3aLNN:

1) pexum KnueHT-cepBep — B 3TOM PEXUME KIMEHT MOCbINaeT 3anpoc cepeepy, KOTOpbIn

obpabaTtbiBaeT ero n HeMeasIeHHO NochbINaeT OTBET. Takon pexum paboTtbl obecrnedynsaeT

CUHXPOHN3ALMIO BPEMEHU KITMEHTA CO BPEMEHEM CepBepa, HO caM cepBep Npu 3TOM C

KNNEHTOM HE CUHXPOHU3NPYETCA. PEXUM «KNMEHT-CepBEP» UCNONb3YETCS B TEX CriyyasX,

Korga Hy>XHa MakcMmarnbHasi TOMHOCTb CUHXPOHU3ALMM BPEMEHN U HAAeXHaa 3awmTta

nepegaBaemMon MHdopmaunu;

2) CUMMETPUYHBLIN pexXumMm — obecneyunBaeT BbICOKYIO HAOAEXHOCTb CUHXPOHU3aLMN, T.K.

NpY BbIXOA4E U3 CTPOSA OOHOMO M3 UCTOYHMKOB BPEMEHW CUCTEMA aBTOMAaTUYECKN NEPEKOH-

durypmpyeTtca Takum o6pasom, YTOObl UCKITOUYNTDL €ro N3 CETU CUHXPOHM3aumn. MoxeT

ObITb aKTUBHbLIM U NACCUBHbLIM:
- B aKTMBHOM peXUME Kaxkabli KOMMNbIOTEP B CETU NEPUOOMNYECKN NOCbINIaeT coobLue-
HUSA OPYroMy KOMMbIOTEPY BHE 3aBMCUMOCTM OT €€ OOCTMXUMOCTM K cnos. [pu atom
KOMMbOTEP OMOBELLAET O CBOEM HaMEPEHUN CUHXPOHU3NPOBATb U OblTb CUHXPOHU3N-
pOBaHHbLIM CBOMM NapTHepoM. Agpeca NapTHEPOB N3BECTHbI 3apaHee. ATOT PeXnUM
00bI4HO MCnonb3yeTcs cepBepamm ¢ 60MbLLIMM HOMEPOM Cros;
- B MACCUBHOM pexume agpec napTHepa 3apaHee He u3BecTeH. BaanmopencTtene B
3TOM pexmme HauymHaeTcs nNo NpmbbiTn coobLleHns OT napTHepa (C HEN3BECTHbLIM
agpecom), paboTtaroLiero B CUMMETPUYHO aKTUBHOM PEXMME, U COXPaHSETCS A0 Tex
nop, Noka NapTHep AOCTMXKUM U OYHKLUNOHUPYET B CNOE HWXE UMM PaBHOM CIOH
AaHHOro komnbloTepa. MaccmBHbIN pexxMM 06bIYHO MCNONBb3YETCA NEPBUYHBIMU UMK
BTOPUYHLIMW CEPBEPAMMU;

3) WupoKoBeLLaTENbHbIN — B 3TOM peXnMe oaunH unm donee cepBepoB BpEMEHN pac-

CbINaloT LWMPOKOBELLATENbHbIE COOOLLEHUS, KITMEHTbI ONpeaensoT Bpems ucxogs u3

NpeanonoXeHus, YTO 3afepXKka COCTaBNAET HECKONbKO MunnncekyHa. Cepeep npu 3aToM

He NPMHMMAaET OTBETHbIX NtP-COOBLLEHMIA.

Takom pexxmm UCnonb3yeTcH B ObICTPbIX fIOKalbHbIX CETAX C BOMbLIMM YNCIOM paboyvmnx

cTaHuun n 6e3 HeobXOAUMOCTU B BbICOKOM TOYHOCTHU;

4) MEXCeTeBOM — aHanormyeH wnpokoseLliaterieHoOMy, HO B OTIM4MEe OT HEero ntp-
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coobLeHnst nepeaaroTca He B pamkax OgHOW NOACETU, OrPaAHUYEHHON NOKanbHbIM LLMPO-

KoBeLlaTenbHbIM agpecoM, a pacnpoCTPaHSATCAa U B Apyrne cetu. [Ansa paboTbl cnyxobl

€[VHOro BpEMEHU B MEXCETEBOM peXnMe BblAeneH cneumansHbiv rpynnoson IP-agpec

(224.0.1.1), KOTOpbIA UCMONbL3YETCA KaK ANs CEPBEPOB, TaK U ANl KNMNEHTOB.

MexceTeBon pexmnm MUCrorb3yeTcs B CETAX, pa3geneHHblX Ha NOACETU C MOMOLLbI MapLu-

pyTU3aTOPOB U MOCTOB, KOTOpPbIE HE CMOCOOHbLI peTpaHCNUMPOBaTh LUMPOKOBELLATENbHbIE

IP-pentarpammel.

Mpn peanusauuun cnyx0bl €ANHOIO CETEBOrO BPEMEHU Ha CETU CUCTEMbI MOTYT Urpatb
YeTblpe BO3MOXHbIE PONnu:

1) cepBepbl — NPegoCTaBnsT CEPBUC BPEMEHU APYTUM CUCTEMAM;

2) paBHoMpaBHble Y3rbl — MHOTUE CepBepPbl €ANHOINO BPEMEHU BCTYNalOT B paBHOMNPaBHbIE

OTHOLLUEHUA C APYrMMKU cepBepaMm TOro e YPOBHA (stratum level). Ecnu cepsep

BTOPOro YPOBHSA TepSieT CBSA3b CO CBOUM UCTOYHUKOM BPpEMEHU NEePBOro YPOBHS, OH MOXET

BPEMEHHO UCMONb30BaTb CEPBUC BPEMEHU, NPEAOCTaBMSEMbIA PaBHOMPABHLIM Y3/10M

BTOPOro YPOBHS;

3) ONpPOCHbIE KIMUEHTbI — PEerynspHO onpalumBatoT, Kak MMHUMYM, O4MH CEpBEpP €4MHOro

BPEMEHW, CNYalOT OTBETHLI CEPBEPOB U CUHXPOHU3UPYIOT CUCTEMHBbIE Yachkl Mo Hanbonee

TOYHOMY UCTOYHUKY BPEMEHMN;

4) BellaTenbHble KNNMEHTbl — NAaCCUBHO MPUHMMAIOT BellaTenbHble NakeTbl OT CepBepOB

Ha JIBC. BewaTenbHble KNMEHTbI NOPOXAAT MEHbLUUIK ceTEBOMN TpaduK, YEM OMPOCHbIE

KNMUeHTbI, HO 06ecnevymBaloT MEHbLLYIO TOYHOCTb.

CepBepbl BTOPOro YpOBHSA OnpaluvMBaloT cepBepbl NEPBOro, nosiydas oT HUX Tekyllee
cuctemMHoe BpeMd. PekomeHnayeTcs, 4ToObl KaXabli cepBep eQuHOro BpeMeHU BTOPOro YPOBHSA
CBEepAncs, Kak MUHUMYM, C TPEMS CepBepaMu NepBOro ypoBHsA Anga obecneyeHns HagexHoCTu.

[eMoH ntpd aBTOMaTU4YECKM onpalumBaeT oba cepBepa NepBOro YPoBHS U CUHXPOHU3UPY-
€TCHA N0 UCTOYHUKY, KOTOPbIN OH cYnTaeT Hanbonee TOYHbIM. N5 AOMNOMHUTENBHOMO NOBbLILEHUSA
HaOeXHOCTU, KaXabl cepBep BTOPOro YPOBHS JOSHKEH YCTAHOBUTL paBHOMPaBHbIE OTHOLLEHUS,

KakK MMHUMYM, elle C OJHUM CepBEPOM BTOPOIro ypOBHA.

5.7.2. YcTtaHOBKa

HencTteus, kKoTopble HE0BX0AMMO BbINOMHUTL ANS YCTAHOBKU cepBepa:

1) yctaHoBuTb cepBep NTP n3 cooteetcTBytowiero deb-naketa (npu ctaHgapTHOM ycTa-
HoBke OC cepBep BKNIOYAETCH B COCTAB MAKeTOB MO YMOSYAHUIO);

2) U3MEeHUTb KOH(pUrypaumoHHbIi hann ntp.conf Ha cepsepe. BmecTo cTpok:

server (O.debian.pool.ntp.org iburst

server l.debian.pool.ntp.org iburst

server 2.debian.pool.ntp.org iburst
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server 3.debian.pool.ntp.org iburst

HeobxooMMO ykasaTb crnefyowme CTPOKU:

server 127.127.1.0

fudge 127.127.1.0 stratum 10

N USMEHUTb MYHKT:

# Clients from this (example!) subnet have unlimited access, but only if
# cryptographically authenticated.

3a[aB CBOW MOACETh:

restrict 10.0.0.0 mask 255.255.255.0 nomodify notrap

3) ona asTomatmnyeckoro 3anycka NTP BbINOfHUTL KOMaHAY:

systemctl enable ntp

4) HacTpouTb NpUBNM3UTENBHOE BPEMS YACOB BPY4YHY. TOYHOCTb HACTPOMKM HE AOSMKHA
6bITb Xy>xe 1000 ¢ OT peanbHOro BpEMEHWU;

5) nepesanyctutb OC;

6) ANng KNMeHToB co3fdaTtb pann /etc/cron.d/ntpdate CO cnegyowmum CoaepXUMbIM:
*/10 * * * * root /usr/sbin/ntpdate <ntp-cepeep>

roe <ntp-cepsep> — AOMEHHOe ums unu IP-agpec maliunHbl, Ha KOTOPOW HACTPOEH

cepep NTP. ObpalieHune k cepBepy BbINonHAeTca oanH pa3 B 10 MuH.

5.7.3. Hactpouka u koHcdurypauus

HacTtponka n ynpasneHue cepBepoM ocyLLeCTBNseTcs NMbo nytem 3agaHus onunn B
KOMaHAHOW CTpoKe, NMBOo NyTeM peaakTupoBaHust KoHUrypaumoHHoro dgarna. MNepsbii cnocob
NpeaocTaBnsieT orpaHUYeHHbIE BO3MOXHOCTN HAaCTPONKK, BTOPON — Hanbonee nosHble.

Bo Bpemsi cBoero 3anycka cepsep ntpd YntaeT KOHUrypaumoHHbln oann ntp.conft,
KOTOpbIN OBbIYMHO HAaXoAUTCA B Katanore /etc, HO MOXeT BbITb NepemMelleH B nobon apyromn
Katanor (CM. OnuuM KOMaHAHOM CTPOKM —c conffile).

dopwmat hanna aHanormyeH opmaTy OpYrnx KOHpUrypaumoHHbelx amnnos OC: kKOMMeEH-
Tapun Ha4YMHaKTCH C CMMBOMa # U AENCTBYIOT 4O KOHUA CTPOKU, MYCTble CTPOKU UTHOPUPYIOTCS.
KoHdurypaunoHHble KoOMaH4bl COCTOST M3 KITHOYEBOro CroBa U CrieQyowmnx 3a HAM aprymMeHToB,
pasgeneHHbIx npobenamu. Jllobas KoMaHAa AOMmKHA 3aHMMaTb CTPOro OAHY CTPOKY. ApryMeHTamu
MoryT 6bITb MMEHa 1 agpeca XocToB (B popme IP-agpecoB 1 AOMEHHbIX UMEH), uenble n pob-
Hble Yncna, TeKCTOBblEe CTPOKU. HeobAsaTernbHble apryMeHTbl 3aKnoYeHbl B KBagpaTHble CKOBKM
[ 1, ansTepHaTUBHbIE apryMeHTbl OTAENeHbl CMMBONOM | . HoTaums Buaa [ . . . ] O3Ha4aeT, yYTo
CTOSILLMI Nepen Hen HeobsizaTenbHbI apryMeHT MOXET NOBTOPATLCA HECKOMLKO pas.

5.7.3.1. KoHdurypaumoHHbin ¢pann ntp.conf

KoHgurypaumnoHHsin hann ntp . conf MMeET crieayroLmm CUHTaKCUC:
server address [key key | autokey] [version version] [prefer]

[minpoll minpoll] [maxpoll maxpoll]



peer address [key key |
[minpoll minpoll]
broadcast address [key key |
[minpoll minpoll]
manycastclient address [key key |

[maxpoll maxpoll]

104
PYCBE.10015-01 95 01-1

autokey] [version version] [prefer]

[maxpoll maxpoll]
autokey] [version version]

[ttl ttl]

[minpoll minpoll

autokey] [version version]

[ttl ttl]

OnvcaHne komMaHA KoHdUrypaumoHHoro daina npueefeHo B Tabnuue [24]

Tabnunua 24

Komanpa

OnucaHue

server

Mo3BoNSeT yCTaHOBUTL MOCTOSIHHOE coeauHeHue (OpraHn3oBaTb MOCTOSIHHYHO
accoumaumio) KnmeHTa ¢ yaaneHHbIM cepBepoM. Mpu 3ToM nokanbHoe BpeMs
MOXET ObITb CUHXPOHM3NPOBAHO C YAANEeHHbIM CEPBEPOM, HO yAamNEeHHbIA cepBep
HE MOXET CUHXPOHU3MPOBaTb CBOE BPEMSI C FIOKaNbHbIM

peer

YcTaHaBnmMBaeTCs MOCTOSIHHOE coeduHeHue (accouvauuns) B CUMMETPUYHO-
aKTUBHOM peXunme C yKasaHHbIM yoaneHHOM cepBepoM (peer — CUMMETPUY-
HbIM). B AaHHOM pexunme nokarnbHble Yacbl MOTyT OblTb CUHXPOHM3NPOBAHbI C
yOoaneHHbIM CUMMETPUYHBIM CEPBEPOM UKW YAANEHHbIA CepBEP MOXET CUHXPO-
HM3NPOBATLCA C NTOKANbHLIMW Yacamu

broadcast

OpraHvlsyeTcg NOCTOAHHAA LUMpoOKoBeLlaTellbHaa accounaumna

manycastclient

OpraHusyeTcsi MEXCETEBOWN PEXNM CUHXPOHM3ALMM C yKa3aHHbIM TpynnoBbIiM
agpecom

vmanycast

YKasblBaeT, YTo NoKarbHbI cepBep AOMKEH paboTaTb B KITMEHTCKOM peXxunmMe ¢
yOoaneHHbIMM cepBepamMu, KoTopble 06HapyxuBatoTcs B npouecce paboTbl npu
MOMOLLM LUMPOKOBELLATENbHbLIX/MEXCETEBbLIX NMakeToB

OnuncaHune napamMmeTpoB KOMaHA npmuBeneHoO B Tabnuue .

Tabnuua 25
MNapameTp Onwncanune
autoke Bce oTcbinaembie nakeTbl BKMOYaAOT ayTeHTI/ICbVIKaLI,VIOHHbIe nong, 3awuneHHble
Y B aBTOMaTU4YECKOM pexmnme
Bce oTnpaensiemble 1 NpuHUMaeMble NaKeTbl BKNIOYAOT Nos ayTeHTUdMKaUmm,
key key 3alMLLEHHbIE MPY NOMOLLM KpunTorpadhn4ecKkoro Krya ¢ 3agaHHbIM naeHTudu-

KaTopoM, 3Ha4YEHNSA KOTOPOro coctaensatoT oT 1 4o 65534. Mo ymonyaHuio nons
ayTeHTUdmKaLmm He NCNONb3YTCS

maxpoll maxpoll

minpoll minpoll,

YkasaHue BpeMeHHbIX 3afepxek

noselect YKasbIBa€eT, YTO CEpBEP MCMONb3YeTCsl TONIbKO B AEMOHCTPATUBHbIX LIENsX
prefer OTMmeyaerT, YTo cepBep SABMSETCS NpeanodYTUTENbHbIM
£t ttl YkasblBaeT BpeMs Xn3HU nakeTa. Mcnonb3yeTcsa TONbKO B LUMPOKOBELLATENbHOM

N MeXceTeBoM pexXnmax
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OkoHyaHue mabnuuei 25

MNapameTp OnwncaHune

YkasblBaeT BepCUo NpPOTOKora oTnpaBnsieMblX NakeToB. 3HayeHme no ymonya-

version version
Huto 4

5.7.3.2. KoHcurypupoBaHue npouecca ayTeHTUhMKaLUm
Mopaepxka ayTeHTUMUKALNN NO3BOSISAET KINEHTY CNyXObl €ANHOro BpeEMEHU yaoCTo-
BEPUTBLCS, YTO CEpPBEP ABMSAETCA MMEHHO TEM, 3a KOro OH cebs Bbigaet. KoHdurypmpoBaHme
npounseBoauTcs B hansie ntp.conf ¢ UCNONb30BAHNEM OOMOMHUTENBHbLIX OMUNA KOMaHA peer,
server, broadcast Mmulticast:
- autokey [logsec] — yKasblBaeT UHTepBarbl B CEKyHAaxX MeXay reHepaunamm HOBOro
Kntoya;
- controlkey key — yKkasblBaeT MAeHTUUKATOP KoYa 418 UCNONb30BaHUSA KOMaHAoM
ntpq;
- keys keyfile — yKasblBaeT MeCTOHaxXOXAeHWe dpanna, XpaHsaLwWwero KIoum u ux naeH-
TUUKaTopbl, UCNONb3yeMble KOMaHgaMu ntpd, ntpg U ntpdc. [laHHaa KomaHaa 9KBU-
BarieHTHa UCMNOMb30BaHUIO ONuUMN —k KOMaHOHOW CTPOKW;
- keysdir nyTb_k_mOupekTopuu — YKasblBaET MyTb K Katasory, XpaHsaLwemy Kroudu.
3Ha4veHue no ymonyaHuiwo /usr/local/etc/;
- trustedkey key [...] — yKasblBaeT MOAEHTU(PUKATOPbI KIMOYEN, KOTOPbIE SABNAIOTCA
AOBEPEHHBIMU AN ayTEeHTUMUKALUN C CUMMETPUYHBIM KIHOYOM.
[na co3gaHuna Knoden ncnonbdyeTcs komMaHaa ntp-keygen. [1na 3anycka Heobxogmmo
UMETb npasa cynepnosnb3oBartens. [pun 3anycke oHa reHepupyeT HOBbIE KIoYM U 3anncbiBaeT nx
B COOTBETCTBYHOLME hannbl.
5.7.3.3. KoHdurypauus cepepa ypoBHen 1 u 2
[nsa HacTpomkn KoHdurypaumm cepsepa ypoBHS 1 Heobxoaumo [obaButb B dhaunn
/etc/ntp.conf cneayouwme CTPOKM:
server CcHMBOJIMUecKku¥_IP_agpec
peer DNS_umMmsa_cocepmHero_cepsepa_l
peer DNS_umMms_cocepHero_cepmBepa_?2
CumBonuyeckuin IP-agpec B nepBor CTPOKE UCMonb3yeTca crnyk6om ntpd Ana onpegene-
HUS TUNa paguoyacoB, NOACOeANHEHHbIX K cucteme. KoHurypauus cepsepa ypoBHSA 2:
server DNS_umMsa_cepBepa_ypoBHs 1
server DNS_ ums_ cepBepa_ypoBHs 1
peer DNS_ uMsi_CcocCegHero_cepBepa_ypOBHS 2
driftfile /etc/ntp.drift

broadcast _IP_agmpec
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roe server — cepBepbl YPOBHA 1, KOTOpble JOMKEH ornpawumBatbh AaHHbIA cepBep YPOBHSA 2,
4TOBObI BOCNONb30BaTLCA CEPBUCOM BPEMEHMU;

peer — onpegensieT paBHOMNpPaBHble OTHOLLIEHUS C APYrMM CEPBEPOM YPOBHS 2;

driftfile — 3agaet nmsa darnna, KoTopbii BygeT MCNOoNb30BaThCA AN OTCMEXMBAHMUS
AONroCpOYHOro caBura nokasibHbIX Yacos;

broadcast — ykasblBaeT AeMOHY ntpd perynsipHo coobuaTb BewlaTenbHbIM KIMeHTam

cetn 06 odhmumnanbHOM BPEMEHMN.

5.7.4. MeToabl CUHXPOHU3ALUN CUCTEMHbLIX YacoB

Cuctema eguHoro BpemeHu npegycMatpuBaeT gBa MexaHM3ma ANt CUHXPOHU3auun
CUCTEMHbIX YacoB C APYrMMK y3riaMu B CETW.

KomaHga ntpdate, BbINOMHAEMasi C OnuMen —b, onpawimMBaeT, Kak MUHUMYM, OOUH CepBep
€ONHOro BPEMEHU, 3aTEM CUHXPOHU3NPYET CUCTEMHbIE Yacbkl C Hanbonee TOYHbIM CEPBEPOM
€MHOro ceTeBoro BpemMeHu. BbINOMHAETCS TONbKO NPU 3anycke CUCTEMbI 0 TOrO, KaK 3anycKalTcs
NPUIOXEHNS.

Mocne nepBoHa4YanbHOWM CUHXPOHU3ALMN CUCTEMHbIX YaCOB KOMaHAoM ntpdate BO BpeMs
3arpy3ku gemMoH ntpd NOCTOAHHO paboTaeT B (hOHOBOM pexmme, Nepuoandeckn onpaluveas
cepBepbl cny6bl eAnHOro BpeMeHu, 3agaHHble B /etc/ntp.conf, n N0 Mepe HeOBXo0AMMOCTH
KOPPEKTUPYS CUCTEMHbIE Yacbl, YTOObI NOAAepPXMBaTb CUHXPOHU3ALMIO. [laHHble HE3HAYUTENbHbIE
NocTeneHHbIE KOPPEKTUPOBKN BO BPEMEHMU OOSMKHbI ObiTb NPO3payvyHbIMK 4515 NpUnoXeHun. damn
coBura, onpegensiembln B 3anucn driftfile, MCNOMb3YETCA AN OTCMEXUBAHUS Pasnnyunn
MEeXay BpEMEHEM KIMEHTa U BpeMeHeM cepsepa. 1o mepe ctabunusaumm anna cosura cepaep
OyaeT onpalwumBaTbCH BCE pexe.

5.7.4.1. ntpd

KomaHaa ntpd umeeT crnegyrowmin CUHTaKCUC:
ntpd [-napameTph]

KomaHnga ntpd sBndaetcsa gemoHom OC, KOTOpbIN yCTaHaBNMBaET U NogAepKUBAET CU-
CTEMHOE BpPEMS, CUHXPOHU3NPYS ero ¢ ocTanbHbIMW cepBepamMu eanHoro BpeMmeHn. leMoH ntpd

obmeHmBaeTca coobLeHnamMm ¢ ogHM nnu bonee cepsepammn ¢ yCTaHOBNEHHOW NEPUOANYHO-

CTblO.
MapameTpbl KOMaHAHON CTPOKW NpuBeAeHbl B Tabnuue [26]
Tabnuua 26
MapameTp Onucanue
4 dopcupoBaHue paspeLleHnsi AOMEHHbIX MIMEH B NPOCTPAHCTBO

nMeH npotokona IP Bepcuun 4

-6 Mcnonb3oBaHume npocTpaHcTBa umeH npotokona IP Bepcun 6
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MNapameTp

OnucaHne

He ncnonb3oBatb KpVII'ITOFpa(*)VI‘-IeCKVIe arnropuTMbl

Paspeu.wm: KIMMEHTY CUHXPOHU3NPOBATb CUCTEMHOE BpeEMA C
BellaTteribHbIMU KInneHTamm

KOHQUI YyPALIMOHHHY _Pann

YKaszaTb UMS U NyTb KOHpMIrypaunoHHoro cdanna. 3HavyeHne no
ymoryaHuio /etc/ntp.conf

OTnagoyHbIv pexmnm

YPOBEHb

YkasaTtb YpOBEHb OTNAaaKu

driftfile

YkasaTb nmsa pavina caBura 4actoTbl JIOKaNbHbIX CUCTEMHbIX
YyacoB. 3HayeHne No ymonyaHuw /etc/ntp.drift. lapa-
MEeTp aHanornyeH komaHge driftfile B /etc/ntp.conf

O6bI4HO Mpouecc ntpd 3aBepLUaeTcss C COOTBETCTBYHOLLMM
coobueHneM B daine XypHanMpoBaHUs, €Cnun JoKanbHoe
BpeEMS OTNIMYaAETCA OT pearnbHOro BpemMeHu Gonee, 4Yem Ha
1000 c. [JaHHbIN napaMeTp NO3BOMSET yCTaHaBNMBaTbL BPeEMS
6e3 Kakmx-nmbo orpaHMYeHNn, 0AHAKO, 3TO MOXET ObITb cae-
naHo TonbKO oamH pas. Ecnu nopor 6ygeT npesbilleH u nocrne
3TOW onepaumm, AeMOH ntpd OyaeT 3aBeplLUeH C COOTBETCTBY-
IoWmm coobleHnem B dhann XypHana. OToT napameTp MOXET
NCNonb30oBaThCs C NapameTpaMmn —-q u -x

OUPEKTOPHUS

[MoMeHsTb KOPHEBOW KaTanor Ha KaTtanor, ykasaHHbIN B KOMaH-
ne. [aHHbIn napameTp nogpasymeBaeT, YTO cepBep MbiTaeTcs
npu 3anycke NOHM3NTb NPUBUNETNN Cyneprnornb3oBaTens, UHa-
Ye MOryT BO3HMKHYTb HEKOTOpPbIE NpobremMbl ¢ 6€30MacHOCThIO.
39710 Bo3MOxHO, ecnn OC nopaepxvBaeT paboTty cepepa 6e3
NOMHLIX NPUBUNEINMN root

keyfile

YkasaTb UMs 1 NyTb K hanny CUMMETPUYHOTO Krtova. 3HavyeHne
no ymonyaHuio /etc/ntp. keys. 3TOT napaMmeTp aHanoru4eH
KomaHae keyfile B dpanne /etc/ntp.conf

nyTh_H_uMA_Janna

YKkasaTb nMma 1 nyTb K panny rnormdeckoro xypHana. o ymon-
YaHWIO0 NCMNOMb3yeTCs CUCTEMHBIN (hann NIOrM4YecKoro xxypHana.
[aHHbIN napameTp akBMBaneHTeH komaHae logfile B KOH(pU-
rypaunoHHom danrne /etc/ntp.conft

He npocnywmneatb BupTyanbHble IP-agpeca. Mo ymonyaHuio

-k npocnyLumBaroTea

m PaspelunTb KMMEHTY CUHXPOHM3NPOBATL MEXCETEBLIE CEpBEpa
IP Bepcun 4 ¢ rpynnoBbIM agpecom 224.0.1.1

-n He ncnonb3oBaTb CUCTEMHbLIN BbI30B fork

-N 3anyckatb ntpd ¢ MakCcMMarnbHbIM MPUOPUTETOM

p ®ann_mpoiliecca

Ykazatb umMa 1 nyTb K dpanny, xpaHswemy naeHTudukarop
npouecca ntpd B cucteme. [laHHbIM napameTp SKBMBaNEHTEH
KomaHae pidfile B KOH(pUrypaumoHHOM daine

-P

[IPUOPUTET

YkasaTb NpvopUTET 3aryckaeMoro cepBepHOro npouecca
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OkoHyaHue mabnuuei 26

MNapameTp OnucaHue

3aBepLmnTb NpoLecc ntpd cpasy nocre CUHXPOHM3aLMKn Bpe-
MEHM

-r 3aJepXKa_paclpoCTpaHeHUsa_ | Bepa KNMeHTy. [JaHHbI napaMeTp HeobOXOAMM TONbKO eCnu
BemaTesILHOrO_IakeTa 3agepkka He MOXET ObITb Bbl4MCNEHA aBTOMATUYECKN NPOTO-

3apepKka pacnpocTpaHeHusl BellaTenbHOro nakera oT cep-

kornom NTP

-S OUPEeKTOpHUs

YkasaTtb NyTb K Katanory ¢ dannamu, cosgaBaemMbiMyU KOMaH-
Oon noacyeTa cTaTUCTUKM

-U mosb3OBaTesNb [ :rpynmnalj npouecc. [laHHbIN napameTp BO3MOXeH Torbko B OC, B KOTOpOW

Ykasatb nonb3oBartens (rpynny), OT Ybero UMeHu 3anycKkaeTcs

npouecc ntpd MoXeT ObITb 3anyLleH 6e3 npae root

3anycTuTb npouecc B 06bIYHOM pexunme. JlokanbHoe CUCTEM-
HOE BpPeMsi KOPPEKTMPYETCSI NPOLIECCOM TOMbKO €CNN «OLIMBKa»

-x COCTaBNsEeT MeHee, YeM YCTaHOBMEHHAs BenmymnHa nopora (no
ymonyaHuto — 128 mc). [laHHbI napaMeTp yCTaHaBNMBaET Be-
nunyuHy nopora B 600 ¢

5.7.4.2. ntpq
KomaHaa ntpg umeet crneayrowmn CUHTaKCUC:
ntpg [-ip] [-c xomanma] [xocT] [...]

KomaHaa ntpg ncnomnb3ayercs Ans MOHUTOPWUHra AeATenbHOCTU AeMoHa ntpd U onpe-

OeneHnda npon3BoanTesibHOCTA. MoxeT 6bITb 3anyuweHa Kak B UHTEPAaKTUBHOM peXnme, Tak 1

C MCMonb3oBaHWEM ONUMA KOMaHOHOM CTPOKWU. OHa moxeT nosiydartb M BbIBOOUTb HA TepMu-

Hall CrMNCOK cepBepoB TOro >Xe ypoOBHA CUHXPOHU3aLnnN B 0ObI4YHOM cbopmaTe, 3anpawinBasa Bce

cepsepa.

MapameTpbl KOMaHAHON CTPOKW NpuBeAeHbl B Tabnuue 27]

Tabnuuya 27

MapameTp

OnucaHne

-4

dopcrpoBaHne paspeLleHns JOMEHHbIX UMEH B MPOCTPAHCTBO MMeH npoTokona IP Bepcuun 4

-6 VMcnonb3oBaHue NpocTpaHCcTBa MMeH npoTokona IP Bepcun 6

-d OTnagoyHbIn pexnm

-i dopcupoBaHne MHTEPAKTUBHOMO pexuma. KomaHabl NpUHMMAaloTCa Co CTaHO4apTHOro BbIxo4a
-p BbiBOA BCeX M3BECTHbIX COCEQHUX CEPBEPOB

UHTe PaKTUBHble KOMaHAbI

MHTepaKTMBHaFI KOMaHga COCTOUT N3 KOMaHOHOro CnoBa U criegyrumnx 3a HUM aprymeH-

TOB (BO3MOXHO mcnonb3oBaHue ot 0 4o 4 aprymeHTOB). BbiBog pesynbrarta BbiNonHeHUs KomaHapbl

HanpaBriseTcs Ha cTaH4apTHbIN BbIBOA (stdout). pyrumun crnoBamun, MOXHO nepeHanpaensaTb
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BbIBOA, KOMaHAbI B (haiin, Ucnonb3ys «> ums_daitna». CNMCOK MHTEPAKTUBHBIX KOMaHA NpuBeaeH
B Tabnuue [28|

Tabnuuya 28
KomaHpa Onucanue
? [xomaHOHOE CJIOBO] Ecnun 3agana onuus ?, Ha TepmuHan 6yget BblgaHa nHdopmMaums
helpl [xoMaHOHOE CIJIOBO] 0 BO3MOXXHOM MCMOSb30BaHUN OaHHOW KOMaHAbI
[aHHble, nepenaBaemsle npoTtokosiom NTP, cogepXaT psa cyL-
addvars ums_IepeMeHHOH HOCTEN BUAa uMsi_nepeMeHHOM=3Hauenue. KOMaHga ntpg noa-
[ = sHauenue] [...] rmvars | AepXUBAET BHYTPEHHUN CMINCOK, B KOTOPOM AaHHbIE BCTPaMBatoTCH
UMsI_IIepeMeHHON [...] B KOHTpOIbHble coobuleHnsi. Komanga addvars gobaensieT ne-
clearvars peMeHHble B CMUCOK, rmvars yaandeT nepeMeHHble U3 Crmcka,
clearvars NOSIHOCTbLIO OYULLI@ET CMMUCOK
cooked MNo3BonsieT npeobpasoBaTtb BbIBOA NEPEMEHHBLIX U UX 3HAYEHUS B
yaoOHbIN Ans nonb3oBaTtens B
debug more | less | off [Mo3BoNAET BKOYNTL/BLIKMOYNTL BHYTPEHHIOK KOMaH4y 3anpocoB

YKasblBaeT BpeMeHHbIN MHTepBan Ans gobaBneHnss K BpEMEHHON
OTMeTKe (timestamp), KOTOpas BKMOYAETCS B 3anpockl, Tpeby-
owure ayTeHTudmnkaumm. to Ncnonb3yeTcsl Afsi BO3MOXHOCTHU
nepekoHdUrypaummn cepeepa

delay MUIITIMCEKYHIOH

YcTaHaBnuBaeT UMsi XOCTa, K KOTOpoMy ByayT OTCbInaTbes nocrne-

host uma xocra
- aywLine 3arnpochbl

Ecnu ykasbiBaeTcs yes, JOMEHHbIE MMEHa XOCTOB BbIBOOATCH Ha
hostnames [yes | no] TepmuHan. MiHaye BbIBOAATCSA Ha TepMUHAN YUCNEeHHbIE agpeca.
3HayeHne No yMonyaHuo yes

MNosBonsieT yKa3aTb HOMep KInk4a Aanda ncnorb3oBaHnA ero B 3a-

kevid upgenTuduxraToOp KINOUa
Y A ? P_ npocax, TpebyoLwmx ayTeHTUdmKaLmo

YcTtaHasnmeaeT Homep Bepcun NTP. o ymonyaHuio ncnonbayeTtcs

ntpversion 1 | 2 | 3 | 4
npoToKon Bepcun 6

3anpawumBaeT naposb, KOTopbIN OyAeT MCNOoMNb30BaTbLCS B 3anpo-

passwd
cax, TpebywLwmnx ayTeHTUdnKaumnm
quit Bbixof 13 MHTEPaKTMBHOMO pexuma ntpgq
raw 3acTaBnsieT BbIBOAUTL pe3ynbTaThbl 3anpocoB KOMaHAbl, Kak 0yaTo

OHU NpuULlnn oT yaarneHHoro cepesepa

YcTaHaBnMBaeT BpeMEHHOW UHTEpBan 3anpocoB cepBepam. 3Ha-

timeout MMIINIMCEKYHOH
YA YyeHue no ymonyanuo 5000 mc

KomaHAbl KOHTPOMbHbLIX COOOLEeHNN

Kaxxpasa accoumaums, nssectHas NTP-cepBepy, nmeet nnyHbin 16-6MTHLIN LienoYmcnex-
HbIN naeHTudukatop. Accounaums ¢ naeHtTudgpukatopom 0 urpaet ocobyto pornb — onpegensier
CUCTEMHbIE NMEPEMEHHbIE, YbW UMEHA feXaT BHE NOKanbHOro NpocTpaHcTBa UMeH. KomaHabl

KOHTPOSbHbIX COODLLEeHNI NpuBeaAeHbl B Tabnuue [29
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Taobnuuya 29

Komanpa OnucaHwune

Mony4yeHre 1 BbIBOA CNvcka MOEHTU(MKATOPOB accoLmaLmnii 1
associations TEKyLLee COCTOsIHNE coceaHnx cepBepoB. CNUCOK BbIBOAUTCS
B BUAE KOMOHOK

3anpoc Ha NnepeMeHHble cepBepHbIX YacoB. Ha gaHHbI 3anpoc
OTBEYaloT CepBepbl, UMEILLME BHELLUHNE UCTOYHUKA CUHXPOHU-
3aUMn BPEMEHM

cv [assocID] [variable name
[ = value [...] 1[...]

I'IonyqaeT N BbIBOONUT CIMNCOK I/I}J,eHTMd)I/IKaTODOB accounaumm n

lassociations
coceHNX CepBepPOB (peer), C KOTOPbIMU ObGLLIAETCS cepBep
L BbiBOOMT cBeAeHMsA O BCeX accoumaumax U3 KaLWnMpoBaHHOMO
lpassociations
cnucka
peers MonyyeHne TeKyLero cnmcka coceaHux cepBepoB (peer)

5.7.4.3. ntpdate

KomaHga ntpdate uMeeT criegyroLnMm CUHTaAKCUC:
ntpdate [ -napameTpri]

KomaHga ntpdate ycTaHaBnuBaeT nokarnbHoe cuctemHoe Bpemd, ncnonbadysa NTP. Jomnx-
Ha ObITb 3anyLieHa ¢ npaBamu root. Bo3aMoxeH 3anyck Kak n3 KOMaHAHOW CTPOKU (BPYYHYHO),
Tak 1 U3 CTapTOBOro CKpuUnTa, BbinonHaemoro npu 3arpyske OC. ECTb BO3MOXXHOCTb BbINOSHEHUS
ntpdate U3 cueHapusa AemMoHa cron.

[aHHas komaHaa 3aBepllaeTcs, ecnm obHapyXMBaeTCs, YTO Ha TOM Xe XOCTe 3anyLuleH
cepBep ntpd.

MapameTpbl KOMaHAHOM CTPOKW NpuBeaeHbl B Tabnuue [30]

Taobnuuya 30
MapameTp Onwncanune

4 dopcrpoBaHue paspelleHns AOMEHHbIX UMEH B MPOCTPaHCTBO MMEH Mpo-
Tokona IP Bepcun 4

-6 VMcnonb3oBaHWe nNpocTpaHcTBa MMeH npoTtokona IP Bepcun 6

—a xomou PaspelueHne ayteHTUDMKALMM 1 yKa3aHWe Knoya aAng ncnons3osaHus. o
YMON4YaHuIo ayTeHTUdUKaumnsa oTknyeHa

-d OTnagoyHbIf pexmnm

-gq Tonbko 3anpoc. Hukaknx naMeHeHun nokanbHbIX YacoB He NPOU3BOAMUTCS

-t BpeMs_B_cekyHOax | YCTaHOBKA MaKCMMaribHOMo BPEMEHW OXWOAHUSA OTBETa cepBepa

5.7.4.4. ntptrace
KomaHga ntptrace MMeeT cnegyowmi CUHTaKCUC:

ntptrace [ -vdn ] [ -r retries ] [ -t timeout ] [ server ]

Mporpamma ntptrace onpegenserT, rae cepeepa NTP nonyyatoT Bpemsi, U NpoOXoAUT Mo
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Leno4ke cepBepoB OO NCTOYHMKA TOHYHOIoO BpEMEHMN.
Ecnun Ha Bxoa KkoMaHae He NnoctynaeTt HUKakKnx aprymeHToB, TO Ha4aJ1IoM NMONCKa 6y,qu
nokarsibHbIA XOCT.

MapameTpbl KOMaHAHON CTPOKM NpuBeaeHbl B Tabnuvue [31]

Tabnuuya 31
MapameTp Onuncanue
-d OTnagoyHbIv pexnm
n B pesynbratax 3anpoca BMeCTO AOMEHHbIX UMEH XOCTOB BblAatoTCs MX

IP-agpeca. [aHHbIn napameTp yaobeH, korga B ceTn otcytcTByeT DNS

-r retries YcTaHoBKa KONM4YeCTBa NMonbITOK Nepefayn. 3Ha4eHne no ymonyaHmo 5
YcTaHoBKa BpeMEHHOM 3a4epXKKn nepefayn faHHbIX B cekyHaax. 3Have-

-t BpeMeHHas_3ajepxka
HMe Mo yMOon4aHuio 2

-v Bblgaya MHorocrnoBHom nHdopmauumn o NTP-cepBepax

5.7.4.5. fly-admin-ntp
B coctaB OC BxoauT rpadunyeckas ytunmta £ly-admin-ntp, KOTOpasa No3BoSiseT aj-
MUHUCTPATOpPy NpomsBecTn 6oMbLIMHCTBO HacTpoek cuctembl NTP B rpadudeckom pexunme

(CM. 3NEeKTPOHHYIO CripaBky).
5.8. CeTeBas 3awmweHHasa pannoBasa cuctema

5.8.1. HasHayeHne U BO3MOXHOCTHU

[ns opraHmnsauuun 3almiieHHbIX annoBbiX CEpBEPOB NpegHa3HavYeHa ceTeBas 3alm-
weHHas PC (C3PC), B ocHoBy koTopon nonoxeHa CIFS, paboTatowasa no npotokony SMB/CIFS.
MpoTokon C3PC conepxmnT B cebe coobLueHnst, KOTopble NnepenarT NHpopMaLmo 0 CTaHAAPTHbLIX
N pacwmpeHHbIX atpmbyTax (aTpmbyTtax 6e3onacHoCcTM), a Takke coobLeHna ana nepegayu
MaHOaTHOM MeTKM cybObekTa gocTyna.

Ycnosuem KoppekTHOro cyHkumoHmposaHus C3®C aBnsaeTcsa Ucnonb3oBaHNe MexaHu3ma
EMM, obecneunBatowee B pamkax gaHHon JIBC ogHO3Ha4yHOE COOTBETCTBME MEXAY NTOrMYECKUM
UMeHeM Nonb3oBaTens N ero AeHTUMKaToOpom (a Takke MMEeHeM rpynnbl U ee MaeHTUduKaTo-
pOM) Ha BCex KoMmnbloTepax (paboumx CTaHumMsAX U cepBepax), Ha KOTOPbIX AaHHbIN Nonb3oBaTenb
MoXeT paboTtaTtb. [Ina koppekTHon pabotbl C3PC Heobxoanma cnHxpoHusaumsa UID/GID B cu-
cTeMax KnueHTa u cepeepa, T. K. MHopmaunsa 0 nonb3oBaTensx U rpynnax nepegaercs B CETb B
YNCIIEHHbIX 3HAYEHUSAX.

C3dC coctout n3 cepsepa n knueHta. CepBep npeacrasnsger cobon pacluMpeHHbIN
cepBep Samba v BbINOMHAET cnegyowme 3agaqu:

1) ynpaBneHue pasgensemMbiMn pecypcamu;

2) KOHTpONb A4OCTYyNa K pasgensieMbiM pecypcam. [Mpy NoaknioYeHnn KnneHTa cepeep
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yCTaHaBNMBaeT MaHOATHYK METKY npouecca, 06Cny>KMBatoLEero 3anpockl KNueHTa, B
COOTBETCTBUN C MaHOATHOW METKOW 3TOro KnueHTta. ATnm obecneynBaeTcs MaH4aTHbIN
KOHTPOMb JOCTyna K pasgensemMbiM dpannam Ha CTOPoHe cepBepa.

KnneHT npegcraensietr cobomn ceteByto PC B cocTaBe cMCTeEMbl ynpaBneHust darnnamm
sapa OC n peanunayeTt nHTepdenc mexay suptyansHon ®C aapa n cepsepom C3PC. KnneHT
C3dC BbINONHAET cnegyroLwne 3agadu:

1) oToGpaxeHue kaTanoros n annoB CMOHTUPOBAHHOIO CETEBONO pecypca;

2) nepefgayva Ha cepBep AOMNONMHUTENBHON MHopMaLMK O KNnacCUPUKaLNOHHOW METKE

nonb3oBaTens (npouecca), paboTtatowero ¢ pasgensembiM pecypcom.

C Toukm 3peHuns nonb3oBatend, C3PC BbIrmMaaguT kKak ctaHgapTHaa OC, nogaepxmnsa-
towas Bce mexaHuambl 3awmtel OC 1 nossonstowasn padorate ¢ yganeHHon ®C ¢ nomoLbto
CTaHOapPTHbIX KOMaHA,.

C3dC npepocraenseT crneaytowme 6a3oBble BO3MOXHOCTH:

- pasgeneHne ®C OC «Astra Linux Special Edition» OC tnna Windows n Hao60oporT;

- COBMECTHOE UCMOMb30BaHMe NpUHTEPOB, noakmtoveHHbix K OC «Astra Linux Special

Edition», OC tnna Windows n Hao60poT.

5.8.2. CocTaB

C3dC cocTouT 13 HECKOMbKUX KOMMNOHEHTOB:

- smbd — cepBuUcHaa cnyxba, kotopaa obecnevnBaet paboTy cnyxbbl ne4yatn n pas-

peneHna dannos ans knmentoB Tuna OC Windows. KoHdurypaumoHHble napameTpsbl

cepBUCHON crnybbl smbd onucbiBaloTcs B dpanne smb . conf;

- nmbd — cepBUcHas cnyxba, kotopasi obecneuymBaet paboty cnyxbbl umeH NetBIOS, a

Takke MOXET UCNOoNb30BaTbCA ANS 3anpoca ApYrnx CEPBUCHBIX CIYX0 MMEH;

- smbclient — cepBucHag cnykba, koTopas peanusyeT KIMEHT, UCNOoNb3yeMbld ANns

A0CTyna K ApyrMMm cepBepam U Ans nevaTtu Ha NpuHTepax, NOAKMIOYEHHbIX K cepBepam;

- testparm — KOMaHga, No3sondawLaa NPOTeCTUPOBaTb KOHAUIypauMOHHbLIA ainn

smb.conf;

- smbstatus — KOMaHAa, coobLiaoLLas, KTo B HacTosiLLee BPeMs Nosb3yeTcs CepBepoMm

smbd.

B coctaB OC BxoauT rpacdmndeckas ytunurta £ly-admin-samba, KOTOpas ycTaHaBnvBa-
eTCs Npu ycTaHoBKe smbd 1 NO3BONSAET HACTPOUTb MOMb30BaTENbCKMI AOCTYN K pecypcam C3PC

(CM. aMEeKTPOHHYIO Crpaeky).

5.8.3. Hactpouka
C3dC ycraHaBnuBaetcd B npouecce yctaHoBku OC.

Hactporika C3dC B OC ocyLuecTBnseTcss NOCPEACTBOM HAaCTPOMKN NapameTpPOB rMaBHOIO
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KOHoMrypaumoHHoro hanna.

MaBHbIN KOHUIypaUNOHHbIA hann HasbiBaeTca smb.conf U HaxoguTCsa B KaTanore
/etc/samba.

®ann smb.conf COCTOUT N3 UMEHOBAHHbIX Pa3fenoB, HaYMHAKLWNXCA C UMEHU pasaena
B KBagpaTHbIX cKobkax, Hanpumep, [global]. BHyTpm kaxgoro pasgena HaxoguTcs psa na-
pamMeTpoB B BuAae key = value. ®ann KOHMpUrypaumum cogepxuT Tpu cneumanbHbiX pasgena:
[global], [homes] M [printers], — N HECKOSbKO NOSIb30BATENLCKUX Pa3aenos.

B pasgene [global] onucaHbl napameTpsbl, ynpaBnawoLwme cepsepom smb B Lieriom, a

TakKKe HaxogATCcA 3Ha4YeHUdA napameTpoB No yMmondaHuio and apyrux pasaersnos.

Mpumepsl:

1. ®parmMeHT KoOHUrypaumoHHoro dpanna, onpegensitowmi paboyyto rpynny WORKGR1, K
KOTOPOW OTHOCUTCS KOMMNbIOTEP, a TakKe ONUCHIBAIOLLNK CaMy CUCTEMY.

[globall;

;workgroup = NT-Domain-Name wunu Workgroup-Name

workgroup = WORKGR1

;comment sxBuUBaJieHTeH noimo onucaHuss NT (Description field)

comment = CepBep C33C

2. ®parmMeHT KOHJUrypaumoHHoro carna, onnucbiBatoLWmMn TN CUCTEMbI NevaTn, A0CTyn-
HOM Ha cepBepe agMWHUCTPATOopa, a TakkKe MeCToHaxoXAeHue KOHJUrypaumoHHOro
grarna npuHTepa. NocrneaHsas cTpoka roBOpuUT O TOM, YTO BCE MPUHTEPLI, onpeaereHHble
B (hanne printcap, OOMKHbI ObITb 4OCTYMHbI B CETMU.

;printing = BSD wunu SYSV wmnu AlX (um T.4.)

printing = bsd

printcap name /etc/printcap

load printers yes
3. ®parmMeHT KoHGUrypaumoHHoro hanna, onpegenstowmm NnoaaepX Ky cepBepom rocre-
BOro Bxoga. Criegyrowme ABa napameTpa onpeaenstor paboTy ¢ XXypHanbHbIMU dannamu.
MapameTp m coobuaet cnyxbe Samba, 4TO AN KaXXAOro KnNneHTa BegeTcs CBOW hawns,
a nocrnefHasa cTpoka roBopuT 0 TOM, YTO MaKCUMaribHbIA pasMep CO34aBaeMoro XypHarnb-
Horo ¢panna — 50 Kb.

; PACKOMMEHTHUPYHTE 3TO IIOJIe, €CJIM BaM HYXEeH ['OCTEeBON BXO[

;guest = pcguest

log file = /var/log/samba-log.%m

max log size = 50

Pasnen [homes] No3BonsieT NoAKMoYaThCca K paboynm Katanoram nonb3osatenen 6e3 nx

sIBHOro onucaHus. Mpu 3anpoce KNMEHTOM onpeaerieHHON cnyobl ULLETCS COOTBETCTBYHOLLEE el
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onucaHue B (harnne n, ecriv TakoBOro HeT, NpocMaTtpuBaeTcs pasgen [homes]. Ecnu aToT pasgen
cyLlecTByeT, npocMaTtpmuBaeTcs cansn naponemn onga nomcka pabodero katanora nonb3oBaTens,
caenasLuero 3anpoc, 1, Hangsa ero, OH CTaHOBUTCS AOCTYMHbBIM MO CETMU.

MapameTp comment BbIBOAUTCA ANSA KNMEHTa Npu 3anpoce O LOCTYMHbIX pecypcax;
napameTp browseable onpegenseT, Kak BbIBOAUTbL pecypc B cnvcke rnpocmotpa. [NapameTtp
read only onpegensieT, MOXeT N1 Nonb3oBaTenb co3daBaTb U U3MEHATb hansibl B CBOEM
paboyem kaTanore npu nogknwyeHun no cetn. MNMapameTp create mask onpegenseTt npasa

AOCTyna Ans BHOBb co3daBaeMblx halinoB B paboyeM kaTarore nonb3oBaTtensi.

Mpumep
[homes]
comment = Home Directories
browseable = no
case sensitive = yes
read only = yes
create mask = 0700
directory mask = 0700

ea support = yes

B pasgene [printers] onucaHbl NapamMeTpbl yNpasrieHns nevatbio Npu oTCyTCTBUN
MHOro ABHOro onucaHus. Vicnonb3yetca ona npegocraBneHys 4octyna K NnpuHTepam, onpeae-
NeHHbIM B panne /etc/ (gaHHas Bo3MOXHOCTb B OC 3abrnokupoBaHa no yMonyaHuio, ans 4ero
3aKOMMEHTUPOBAaHbI BCe CTPOKM pasfdena [printers]).

MapameTpbl comment, browseable, create mode aHanorMyHbl NapameTpam pasgena
[homes]. [NapameTp path onpegenseTr MecToHaxoXaeHue danna crnynepa npu neyaTm Yepes
SMB. NapameTp printable onpegensaeT, MOXET NN UCMOMb30BaTbLCH JaHHbIV pecypc AN neyaru,

napameTp guest ok — MOXET NN BOCMNOMNb30BaTbCA NPUHTEPOM rocTeBou Nosib3oBaTerb.

Mpumep
[printers]
; comment = All Printers
; browseable = no
; path = /var/spool/samba
; printable = no
; guest ok = no
; read only = yes

; create mask = 0700

Mocne HacTpoiikyM NapaMeTpoB cepBepa Mo YMONYaHUIo MOXHO CO3[aTh pasaensemble Ka-

Tanoru, AoCTyn K KOTOPbIM MOTyT noJiyyvaTb onpeaeneHHble nosib3oBaTesin, rpynnbl nonb3oBaTenemn
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NI BCe Nonb3oBaTesn.

Mpumep

CosgaHune pasgensieMoro Kkatanora ¢ JOCTYNOM TOMbKO AnA O4HOro nosnb3oBartend. [Ons
3TOro Heobxo4MMo co3aathb OTAENbHLIN pa3aen ganna smb. conf 1M 3anNONHUTL ero HeobXxoaNMOM
nHdopMaumen (06bIYHO 3TO NOMb3oBaTeslb, KaTanor U KOHUrypaumoHHas nHopmMauns)
[Userl]
comment = Userl’ s remote source code directory
path = /usr/local/src
valid users = victor
browseable = yes
public = no
writeable = yes
create mode = 0700
B naHHOM pasgene cosgaetcs pasgensieMblin katanor ¢ umeHem Userl. Ha nokanbHOM cepeepe
ero nytb — /usr/local/src, browseable = yes, NO3TOMYy pecypc OyaeT BUAEH B CNMCKax
pecypcoB CeTU, HO T.K. public = no, NOMAYyYUTb OOCTYN K HEMY CMOXET TOSMbKO MOfb30Ba-
Tenb victor. lNpegocraBuTb JOCTYN APYrMM Norb3oBaTeSiiM MOXHO, MOMECTUB MUX B 3anuchb

valid users.

lMocne co3maHms KOHUrypaumMoHHOro anna HeobxoanmMo NPOTECTUPOBATL €ro KOPPEKT-
HOCTb NPV NOMOLLM KOMaHAbl testparm, KOTOpasa NPOBEPSET Hanuune B panne /etc/smb.conf
BHYTPEHHUX NPOTMBOPEYUIN N HECOOTBETCTBUN.
MpumeyvyaHune. NpMMeHeHNe testparm He JaeT rapaHTUKM, YTO BCE CEPBUCHI N pecyp-
Cbl, ONNCaHHbIE B KOHGUIypauun, 4OCTYMHbI 1 ByayT KOPPEKTHO paboTaTs.
KomaHga testparm MMeET crneayowmin CUHTaKCKC:
testparm [configfile [hostname hostip]]
Mapametp configfile onpegenseTr MecToOnonoXeHme KOHJUrypaumoHHoro dganna
(ecnn ato He hann /etc/smb.conf). NapameTp hostname hostip ykasbiBaeT kOMaHae
testparm NpoBepuTb AOCTYN K CEpBMCAaM CO CTOPOHbI y3ra, onpeaensaemMoro napameTpom.
Ecnn owmnbkn He ByoyT oGHapyXeHbl, Ha SKpaHe NOSIBUTCS MPUMEPHO creaytouiee coob-
LLeHne (B criyvyae obHapyXeHus ownbok o HUX ByaeT npeaocTaBneHa nonHasi nHpopmaums):
it testparm
Load smb config files from /etc/smb.conf
Processing section "[homes]"
Processing section "[printers]"
Loaded services file OK.
Press enter to see a dump of your service definitions

MNpu HaxaTum <Enter> testparm NpoTeCTUpPYeT Kaxabl pasgeri, onpeaerieHHbIn B
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KOHoMrypaumoHHom canne.

5.8.4. 3anyck cepBepa

CepBep COCTOUT U3 OBYX CEPBUCHBIX KOMaHL — smbd M nmbd. smbd obecneynBaeT
paboTy cnyx6bl pasgeneHus gannos 1 NPUHTEPOB, a nmbd noaaepxmeaeT nmeHa NetBIOS.

CepBep 3anyckaetcs nmbo 13 MHNUManmn3npyowmx cueHapmes, Nmbo n3 inetd B Kayve-
CTBE CUCTEMHOrO cepBuca.

Ecnu cepBep 3anyckaeTcs U3 cLueHapues nHMumnanmsaunm, To MOXHO BOCMNOSb30BaTbCA
AN 3anycka u 0CTaHOBKM paboTkl cepBepa criegyrowen KoMaHgom:
systemctl {start|stop} smbd

Hoctyn nonb3oBatenen OC k pecypcam cepBepa OCYLLECTBAAETCA C MOMOLLbO MOH-
TnpoBaHus C3PC. [Opyron BO3MOXHOCTbIO SBIISIETCA MCMNOSb30BaHME rpadnuyeckon yTUNnThbI
fly-admin-samba (CM. 3NEKTPOHHYIO CrpaBky).

Onuun KoMaHOHOW CTPOKM smbclient NO3BONSAKT cAenaTtb 3anpoc O pasgenisieMblX
pecypcax unm nepeHectu dpaunnsol.

Hanpumep, ona 3anpoca cnvcka AOCTYMHbIX PECYpCOB Ha yaaneHHOM cepBepe
win.netwhart.com ncnonb3yerca KomaHgHas cTpoka:
smbclient -L -I win.netwhart.com

3aecb napameTp -L yKasblBaeT, YTo TpebyeTcsa BbIBECTU CMMCOK pa3fensiemMbiX pecypcos,
a napameTtp -I — YTO yKasaHHOe aaree uMms cregyeT paccmaTtpuBaTb kak umst DNS, a He
NetBIOS.

[nsa nepecbinkn anna Heobxoanmo cHavana NoaKNtYNTLCA K cepBepy € UCMNOMb30BaHK-
€M KoMaHAbl:
smbclient ’\\WORKGR1\PUBLIC’ -I win.netwhart.com -U tackett

Mapametp \\WORKGR1\ PUBLIC onpeenset yaaneHHbI cepBuc Ha ApyroMm KOMnboTepe
(06bI4HO 31O KaTanor ®C nnu npuHTep). NapameTp -U NO3BOMSET ONPEAENUTL NMSA NONb30BaTENS
ANS NOAKMYEHMS K pecypcy (npu 3ToMm, ecnn Heobxoaumo, C3PC 3anpocuT COOTBETCTBYHOLLMI
naponb). lNocne Noaknto4YeHnst NOSIBUTCS NpUrnalleHne:
Smb: \
rae \ — Tekywmn paboumin Katanor.

B aTOM KOMaHOHOM CTPOKe MOXHO yKa3aTb KOMaHAbl Ans nepegayun annos un pabotsl ¢

HUMM (CM. pyKOBOACTBO man).
5.9. CpeacTtBO co3faHMA 3aWMLLEHHbIX KaHanoB

[na co3gaHnsa 3alMLLeHHbIX KaHarnoB TUMa TOYKa-TOYKa UMW CepBep-KIMEHT Mexay
KOMMbIOTEPaAMU CETU UCNONb3yeTcs cBOOOAHAs peanusaunsa TEXHONOMMN BUPTYanbHOW YaCcTHOM
cetn (VPN) ¢ oTkpbITbIM UcxogHbiM kogoM OpenVPN. [JaHHaa TexHonorusi No3BonseT ycTaHas-

nMBaTb COeAUHEHUs MexXay KoMnbloTepamm, Haxoasawmmmucs 3a NAT 1 ceTeBbIM 3KpaHOM, 6e3
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Heo6X0ANMMOCTN U3MEHEHUS UX HACTPOEK.

[Onsa obecnevyeHuns GesonacHOCTU ynpasnsoLwWero kaHana u notoka gaHHelx OpenVPN
ncnonb3yet 6ubnmoTeky OpenSSL (ycTaHaBnmMBaeTcss asTomaTudecku npu ycraHoske OC). MNpu
atom OpenVPN uncnonb3yeTt anropuTMbl 3aLLMTHOIO Npeobpa3oBaHusl, KOTOpbIe 3anpalumBaeT U
nony4yaet oT OpenSSL. [locTtaBnsembll B coctaBe aucTpubytmea BapmaHt OpenVPN nogaep-
Xnaet paboTy ¢ AMHaMUYecKn nogkrnoyaemon oubnmotekom OpenSSL anropuTMOB 3aLLUTHOIO
npeobpasoBaHust B cooTBeTCTBUM C TpeboBaHuamm NOCT (naket 6Gubnuotekn anropntmos FOCT
libgost-astra). lononHuTensHaa nHgpopmauma no npumeHeHuo OpenVPN n 6ubnmnoteku
anroputmoB NOCT libgost-astra OOCTyNHa Ha canTe wiki.astralinux.ru MO CCbISike

https://wiki.astralinux.ru/display/doc/OpenVPN.

5.9.1. YctaHOBKa

YctaHoBka nporpammHoro npogykta OpenVPN BbinonHseTtcsa nmbo n3 rpagpuyeckoro
MeHeaKepa naketoB Synaptic, nnbo n3 TepmuHana.

Onsa yctaHoskn OpenVPN 13 TepmuHana Heobxognumo:

1) Ha komnbloTEpE, NpeaHa3HayeHHOM Ha porb cepBepa OpenVPN, n Ha KIMEHTCKMX

KOMMblOTEPaxX YCTAHOBUTL NaKeT openvpn:

apt-get install openvpn

2) Ha KoMnbloTepe, NpeaHa3Ha4YeHHOM Ha porib cepBepa, ANs yrnpasrneHusi CepBUcom

openvpn YCTaHOBUTbL rpaduyeckyto ytunuty fly-admin-openvpn-server WU mH-

CTPYMEHT KOMaHOHOW CTPOKN astra-openvpn-server, BbIMOMHMB COOTBETCTBYOLLYIO

KOMaHay:

apt-get install fly-admin-openvpn-server

apt-get install astra-openvpn-server

MpumeyvaHwue. lNpu yctaHoBKE rpaddUHECKON YTUNUTLI aBTOMaTnyYeckn OyaeT yctaHoB-

NeH MHCTPYMEHT KOMaHOHOM CTPOKN astra-openvpn-server.

MpnumeyvaHne. Mpn  ycTaHOBKE  WMHCTPYMEHTa  KOMaHOHOW  CTPOKU

astra-openvpn-server OydeT aBTOMaTM4YeCKM YCTAHOBMEH M HACTPOEH naket

anroputmoB 3awmTtHoro npeobpasoBarus NOCT libgost-astra;

3) Ha KINMEHTCKNX KOMMbIOTepax YCTaHOBUTb rpaduyeckyro yTunuTy ong ynpasreHus

CeTeBbIMU MOAKITIOYEHNAMU network-manager—openvpn:

apt-get install network-manager-openvpn network-manager-openvpn-gnome

5.9.2. MIHCTPYMEHT KOMaHAHOMW CTPOKMU
5.9.2.1. NMNapameTpbl MHCTPYMEHTa KOMaHAHOW CTPOKMU
KomaHabl, ncrnonb3yemble C WHCTPYMEHTOM KoMaHOHOM CTPOKMU

astra-openvpn-server, NpuBeaeHbl B Tabnuue [32]


wiki.astralinux.ru
https://wiki.astralinux.ru/display/doc/OpenVPN
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MapameTp

Onucanve

MHpopMaLNOHHbIE KOMaHabI

-h, --help

BbiBOA crnipaBku

-v, ——version

BbiBOg Bepcumn

--show-ciphers

BbiBOA cnvcka nogaepuBaeMbix Kro4ven

Yn paBneHne BbiIBOOOM

He BbIBOANTbL coobLLeHns 1 npeaynpexaeHnst. MoxeT ObiTb yKka-
3aHa B Nntobom mecte. OTMEHSIET BbIBOA KOMMEHTapPUEB O Xo4e
BbINONHEHNA, NpeaynpexaeHni, coobLeHnin o6 owmnbkax

YnpasneHue cepBepom

start

3anyctntb cepBuC openvpn. [1pyn BbINOMHEHMM 3TOW KOMaH-
Abl 6e3 ykasaHus OOMOSHUTENbHbLIX NapamMeTpoB cepBuc Oy-
OeT 3anyweH Cco CTaHOapTHOM KOHdurypaumen wus danna
/etc/openvpn/server.conf. Ecnu dann koHdurypaumu,
KIoun 1 ceptudpmkaTtbl cepBepa He CyLLECTBYHOT, TO OHU ByayT
co3faHbl C napameTpamu nNo ymonyanuo. C gaHHOWM KomaHgowm o-
NOMHUTENbHO MOryT 6bITb 3a4aHbl NapaMeTpbl cepBepa, ykasaHbl
Gannbl gns ayTeHTUduKaumm n napameTpbl ayTeHTMdurkaumm

stop

OcTaHoBuUTb cepBuc. [Nocne BbINOMHEHUS AaHHOW KOMaHabl Apy-
rme KomaHgbl He BbIMOSTHAKTCH

status

Mposeputb cepsuc. MNocne BbINONHEHNS AaHHOW KOMaHAb! Apyrne
KOMaHAbl He BbINOSHAIOTCS

rebuild-server-certs

OcTaHoBUTb CepBUC, yaanuTb Bce cepTudnKaTbl cepBepa U Knu-
€HTOB, MOBTOPHO CreHepMpoBaTh BCe cepTudmkaTtel cepsepa 1 3a-
nycTutb cepeep. MimeHa cdannos ceptndukaToB cepBepa bepyTcs
n3 ¢arna koHgurypauum cepsepa. Ecnu ann koHpurypaumm
OTCYTCTBYET, TO OCTarnbHble 4ENCTBUSA He BbINOMHsATCA. [ocne
BbINOMHEHNS JaHHON KOMaHAbl ApYyrMe KoMaHabl He BbINOMHSTCA

MapameTphl cepeepa

server <IP-agpec> <macka>

IP-agpec n macka cosgaBaemon cetn VPN (no ymonyaHuio

IP=10.8.0.0 1 MASK=255.255.255.0), Hanpumep:

astra-openvpn-server server "10.0.0.8
255.255.255.0"

port <mnopT>

MopT (no ymonuyaHuo 1194)
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MapameTp

OnucaHne

cipher <meTom>

MeToq 3awmTHOro nNpeobpasoBaHUsA AaHHbIX (MO YyMOMYaHuIo
grasshopper-cbc). lNogaepxuBaroTca crnegyrolme MeToabl 3a-
LLUNTHOro Nnpeobpa3oBaHus:

- grasshopper-cbc — anroput™ «KysHeunk» NOCT P 34.13-
2015;

- AES-256-GCM — pekomMeHaoBaH And npuMeHeHusa B cuctemax
o0LLero Ha3HayYeHus;

- AES-256-CBC — OONyCTUM Af151 TPUMEHEHMS B cUCTEMaXxX 06-
Lero HasHayeHus,;

- AES-128-CBC — ucnosnb3yeTca Ang COBMECTUMOCTU CO CTapbl-
MW cucTeMamMun, K NPUMEHEHUNIO He peKkoMeHayeTCcs

Ykasa

Hue hbannoB AN ayTeHTUnkauum

cert <umsa_Qanmna>.crt

dann ceptudumkara nonb3osaTens

ca <ums_damnmna>.crt

dann ceptumkata ygocToBepsoLLero LeHTpa

key <umsa_damna>.key

JINYHBIN KNtoY

dh <umsa_danmna>.pem

®ann Andpdun-Xennmana

tls—-auth <umsa_danna>.key

dann ayteHTnukaumm TLS

MapameTpbl ayTeHTUMMKaL MM

KEY_COUNTRY RU

HasBaHue cTpaHbl

KEY_PROVINCE MO

HasBaHue obnactu

KEY_CITY Moscow

HasBaHue ropoga

KEY ORG none

HasBaHue opraHnsaumm

KEY_ EMAIL none

Aapec anekTpOHHOW NOoYTbI

KEY_OU none

HaseaHuve nogpasgeneHns opraHMsaumm

KEY NAME noname

Mmsa nonb3oBaTtens

I'eHepaLwlﬂ N OT3bIB KITOYEN KINEHTOB

client <ums_xnuenTa>

CospaTb Knoun u CepTI/I(*)VIKaTbI AnA yKa3aHHOro KrimeHTta

revoke <umsa_xkimeHTa>

Orto3Batb CepTI/I(bI/IKaT YKa3aHHOrIo KrnneHTta

MapameTpbl MHAMBMAYaNLHOW HACTPONKN cepBepa

get <mapameTp>

lMNpounTtaTb 3HayeHMe napameTpa M3 danna KoHdgurypaumm
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CYLLIeCTBYET, TO OH ByaeT co3gaH ¢ napameTpaMmy Mo YMONYaHUIO

del <napameTp>

YpanuTb 3HadyeHne napameTpa w3 danna KoHdurypaumu
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CyLLEeCTBYET, TO OH ByadeT co3faH ¢ napaMmeTpamu no yMOn4aHuo
nocrne 4yero ykasaHHbln napameTpa byaeT yaanH

set <napawmeTp> <3HaueHUe>

3anucaTtb 3HadyeHWe napameTpa B ann  KoHdurypaumm
/etc/openvpn/server.conf. Ecnu dpann koHdurypauum He
CyLLEeCTBYET, TO OH ByaeT co3aaH ¢ napaMmeTpamm Nno yMOnYaHuio,
nocre yero B ¢hanin 6yaeTt 3anMcaHo ykazaHHOE 3HavyeHue
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MpumeyaHunsa:

1. Ecnun B kKOMaHOHOW CTPOKe 3afaHbl MHOPMaLMOHHbIE KOMaHAb!, TO OyAeT BbiNofHeHa

nepeasi n3 HUX. [lanbHenwee BbINONHEHUE cueHapus ByaeT npekpaLLeHo.

2. KomaHapb! ynpasrneHna cepBepoM HECOBMECTMMbI C KOMaHA4aMu reHepauum n oT3biBa

Knto4den Ansa KIMeHTOB.

3. MNonHbIn cNCoK NapaMeTpoB UHAMBUAYANbLHOW HACTPOMKN cepBepa AOCTYMNEH B JOKY-

MEHTauum Ha openvpn.

5.9.2.2. 3anyck cepBuca

[lnsa 3anycka cepBuca openvpn U3 TEPMUHANAa BBECTU KOMaHAY:
astra-openvpn-server start

Mpwn 3anycke cepsuca ByayT co3gaHbl criegyrome cTaHgapTHble dhannbl U KaTanoru:

- (pbann KoHdurypaumm cepBuca openvpn:

/etc/openvpn/server.conf

- NoKanbHbIN YOOCTOBEPSOLWNIA LEHTP, pasMeLLaeTcs B KaTanore:

/etc/openvpn/openvpn-certificates

- cepTuduKaT OTKPLITOro Krtova ya40CTOBEPSIOLLEro LieHTpa:

/etc/openvpn/keys/ca.crt

- cepTudomkaT OTKPbITOro Kritoya:

/etc/openvpn/keys/server.crt

- 3aKpbITbIN KIOY cepBepa:

/etc/openvpn/keys/server.key

- pbann napameTtpos Oudpdu-XennmaHa ans asTopmsanmm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- dhann gononHuTenbHon ayteHTudmkauyum TLS:

/etc/openvpn/keys/ta.key
- [OMNOMHUTENBHO, NPU BLINOMHEHUM OT3bIBa CepTMdUKATOB, ByaeT co3aaH cTaHaapTHbI

drann cnucka oT3biBa CepTUUKATOB:

/etc/openvpn/keys/crl.pem

Takke npu nepBoM 3anycke cepBuca 0yayT BbINOSIHEHbI HACTPOMKN CETEBOro hanpBosi-
na w gpyrme Hactpourkn OC ans paboTbl openvpn Kak CTaHOAPTHOrO CUCTEMHOMO cepBuca ¢
aBTOMAaTUYECKMM 3anyCKOM Mpu BKIHOYEHUN KOMMNbIOTEPA.

3anyck KomaHabl astra-openvpn-server start C ykasaHvem annos AN ayTeHTU-
cukaumm (cm. Tabnuuy [32) nossonsieT npy cosaaHum aiina KoHdurypauum 1 3anycke cepauca
openvpn 3afaTb PacronoXeHne paHee YCTaHOBMEHHbIX hannoB Kven n cepTuunkaTos.

BHUMAHMUE! YTto6bl n3bexaTb 3anpoca napons npu aBToMaTu4eckoM 3anycke cepsuca

openvpn CbaVIﬂbl co3gaBaTb 6e3 npPUMEeHEHNA 3alLlUTHOIO I'IpeO6p33083HVIFI.

Mpumep
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3anyck cepBepa C ykazaHMeM paHee YCTaHOBMEHHbIX hannoB Ktoven n ceptuunkaTos
sudo astra-openvpn-server start cert /root/secrets/server.crt
ca /root/secrets/ca.crt key /root/secrets/server.key

dh /root/secrets/dh2048.pem tls-auth /root/secrets/ta.key

YkasaHue ¢annos ang ayTeHTumKaLmm HeCOBMECTUMO C YKa3aHeM napaMeTpoB NaeH-
Tucpukaumm (cm. Tabnuuy [32).

BHUMAHMUE! B cnyyae ecnu ykasaH xoTa Obl 0aunH dann ansa ayteHtudukaumm, To Bce
dannbl 6yayT npoBepeHbl Ha cyllecTBoBaHMeE. [pn oTCyTCTBUMM OQHOro 13 cannos cueHapumn
Oyaet 3aBepllH C owKnOKon 6Ge3 BbINOMHEHUS Kakux-nubo gencteui. NpoBepka ¢hannoB Ha
KOPPEKTHOCTb HE BbINOSTHAETCS.

BHUMAHWE! Ecnu 3agaHbl hannbl ans ayteHTMdumkauum, To co3gaHne cobCTBEHHOMO
YOOCTOBEPSAIOLLErO LeHTpa He BbINONHAETCS.

5.9.2.3. N'eHepauusa cepTucmrKaToB 1 Krnroveun

Mpn ncnonb3oBaHUM COBCTBEHHOIO YAOCTOBEPSIOLLErO LIEHTPa CO34aHMe KITYen 1 cep-
TUUKaATOB ONA KIIMEHTOB ocyulecTBnsaetcs Ha cepepe OpenVPN ¢ NOMOLLBIO UHCTPYMEHTa
KOMaHOHOW CTPOKM astra-openvpn-server. [INa co3gaHNa KNMEHTCKOro KoMnsiekra pamnnos
ncnonb3yeTcs KoMaHga client:
sudo astra-openvpn-server client <umsa_XjueHTa>

Mpu reHepauumn mMoryT BbITh 3aAaHbl NapameTpbl ayTeHTUdmKkaumm (cm. Tabnuuy [32).

KomaHaa reHepaumm Knioven KnueHTa HecoBMecTMa ¢ napameTpamm cepeepa 1 KoMmaH-
AaMu yripaBrieHust cepeepoM (cm. Tabnuuy [32)).

Mpyn BbINONMHEHUN [aHHOM KOMaHAbl AONA yKa3aHHOro knveHta 6yger co3gaH Ho-
BbI ddanin 3aKpbITOro Kn4ya <umMsi_KJjaueHTa>.key U hann ceptudurkara oTKpbITOro Krwo4a
<uMsi_KJIMeHTa>.crt, NOANUCAHHbIA YOOCTOBEPSOLLMM LEHTPOM.

[Onsa ynobctBa nocnegyouien nepegadm annos Knoven KNMeHTy, co3gaHHble dhannbl
OyayT ckonupoBaHbl B Katanor /etc/openvpn/clients-keys/<umsi_xknuenra>. [JONOnHK-
TenbHO B KaTanor 6yayT ckonupoBaHbl U apyrue, Heobxoanmble Ans paboTtbl KnNneHTa, dannbi:
drann cepTudmkaTa yaocToBepsaroLwero LeHTpa (Mo yMornyaHuio ca. crt) n oann OnorHUTENb-
HoW ayTeHTUduKaumm TLS (ta. key).

[ononHuTenbLHO NpU Co3aaHnK Nosib30BaTENbCKUX KIHYen MOryT OblTb YKa3aHbl Takme
napameTpbl ayTeHTUdMKALMK, Kak CTpaHa, ropog, opraHusauus u ap. (cMm. Tabnuuy [32). B Tabnu-
ue [32 npuBepeHbl 3Ha4YeHUs napameTpoB ayTeHTUMKALNUM, UCNIONb3yeMble MO YMOMYaHWIO Npu
reHepauunmn ceptTuduKaToB.

BHUMAHMWE! Ecnu 3agaH no6or n3 napametTpoB ayTeHTMdmMKauumn, To byaeT npomsse-

AJeHa aBToOMaTn4veckad reHepauuna CepTI/I(bI/IKaTOB.

Mpumep
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3afiaHne OOoMnoNHUTENbHbIX NapaMeTpoB ayTEHTUMUKALMN NPU BbINOIHEHUN KOMaHAbI
co3gaHna cepTUduUKaToB Ans KNueHTa
sudo astra-openvpn-server client ivanov \
KEY_ COUNTRY RU \
KEY_ PROVINCE MO \
KEY CITY MOSCOW \
KEY ORG IVANOVCOMPANY\

KEY EMAIL ivanov@ivanovcompany.ru

BHUMAHMUE! KnneHTckue Kroum reHepupyrotcs 6e3 npuMeHeHust 3amuTHbIX npeobpaso-
BaHW, YTOObI N3bexaTb BBOAA NApONs Npu NOLKMAYEHUM KIMEHTA K CEpPBEpY.

MapameTpbl ayTeHTUMUKALNUM HECOBMECTUMbI C YKa3daHneMm pannoB anga ayteHTudunka-
uum (cm. Tabnuuy [32).

5.9.2.4. OT3bIB cepTuduKaToB

OT3bIB cepTUUKaTOB NPUMEHSETCA AN 3anpeTa NOAKNIYEHUI KNMEHTa AaxXe B Tex
cnyyasix, Korga B pacrnopsikeHUM KIMeHTa MMEKTCS KOMUK BCEX CEPTUEMKATOB U KITHOYEN.

[nsa oT3biBa cepTudmkara ucnonb3dyeTcsd KoMaHga revoke MHCTPyYMeHTa KOMaHOHOWM
CTPOKU astra-openvpn-server:
sudo astra-openvpn-server revoke <umsa_xjueHTa>

KomaHga oT3bIBa KIoyen KrMeHTa HeCoBMEeCTMMa C NapaMeTpammu cepBepa 1 KomaHgamm
ynpaBrieHus cepeepom (cm. Tabnuuy [32).

Mpw BbINOMHEHUM JAHHOW KOMaHAbI:

- cepTudumKar KnmeHTa B 6ase gaHHbIX yOOCTOBEPSAIOLLErO LeHTpa OyaeT NnoMedeH Kak

«OTO3BaHHbINY;

- ©yget cosgaH (MM OBHOBMNH paHee Co34aHHbIN) CMCOK OTO3BaHHbLIX CEPTUAUKATOB;

- HOBbI/A CMWCOK OTO3BaHHbIX cepTudumkatoB OyaoeT cCcKonupoBaH B Karanor

/etc/openvpn/keys, u cepep OpenVPN 6yger aBTomatudecku nepesanyLieH

Ans NpUMeHeHns1 OGHOBMEHUN.

5.9.2.5. 3ameHa cepTudumkarons

lMonHasa 3ameHa cepTndmkaToB cepBepa BbIMOMHAETCS C MOMOLLBbI MHCTPYMEHTA KOMaHA-
HOM CTPOKM astra-openvpn-server:
sudo astra-openvpn-server rebuild-server-certs

|_|pl/l BbIMONHEHMN JAHHOW KOMaHAb!:

octaHasnueaetcsa cepsuc OpenVPN;

yaansoTca Bce pannbl yaOCTOBEPAIOLLEro LIEHTPa;

yOoansioTcs BCe KOnuu cepTudrKaToB cepBepa U KIMEHTOB;

CO3[1aeTCs HOBbIN YOOCTOBEPSIOLLNIA LEEHTP;
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- €03[JalTCcsa HOBble cepTuduKkaThbl cepBepa;

- NMOBTOPHO 3anyckaeTca cepsep.

MmeHa dannos cepTudgumkatoB cepepa bepyTcsa ns danna koHurypaumm cepeepa. Ecnm
dhann KoHuUrypawumm oTCyTCTBYET, TO HUKaKnUe OEeNCTBUS He BbINOMHATCA. [ocne BbiNONHeHUs
AaHHOM KOMaHAbl Apyrne KOMaHdbl He BbIMOMHSAKTCA.

5.9.2.6. HacTtponka knueHTa

Ha komnbloTep KnneHTa JOMmKHbI BbiTb NepeHeceHbl hansnbl Kroven n cepTndunKaTos,
CO3[aHHble Ha cepBepe, NMMBO C NOMOLLBIO OTHYXXAAEeMOro HocuTens nHpopmaunmn, NMbo nyTem
nepegaym no 3allneHHoMy coegmHeHunto (Hanpumep, SSH).

[na HacTpoKrKkn KoMNbloTEPA KNMEHTA cnefyeT yCTaHOBUTb NporpaMmHoe obecneveHme
OpenVPN. YcTaHoBKa BbINonHAeTca NMbo n3 rpacdmyeckoro MeHemxepa naketoe Synaptic, nnbo
N3 TepMMHana KomaHgom:
sudo apt-get install openvpn

[1ns ncnonb3oBaHUA KITMEHTOM anropUTMOB 3aLLMTHOrO NpeobpasoBaHns 4aHHbIX B COOT-
BeTcTBMU C TpeboBaHuamn MOCT Ha KOMMbIOTEP KNMEeHTa HeOBXo0ANMMO OOMONMHUTENBHO YCTaHO-
BUTb NakeT libgost_astra:
sudo apt-get install libgost_astra
Mocne yctaHoBKkM nporpammHoro obecnedeHnss OpenVPN crneayeT BbINONHUTL crnegyouime
JencTBus:

1) cosgatb davn  KoHdurypaumm knmeHta. B kauyectBe umcxogHoro  dham-

na BO3MOXHO WCMNOMb30BaTb BXOAAWMKM B KoMnnekT yctaHoBkn OpenVPN

CTaHOgapTHbIM  WwabnoH danna KoHdurypaumm, npenocTaBnsieMblil  paspa-

6otunkamm  OpenVPN. LWabnoH cpanna  KoHdurypaumm  pacnonoxeH B

/usr/share/doc/openvpn/examples/sample-config-files/client.conf.

LLlabnoH danna cnenyet ckonMpoBaTtb B KaTanor /etc/openvpn/client, BbIMOMHUB

KoMaHay:

sudo cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf

/etc/openvpn/client

2) B CKOMMPOBaAHHOM dhaune KOHUrypaumm BHECTU crieqyolmne cnpaBneHns:

a) ans napameTpa remote ykasaTb B KayecTBe ero 3HadyeHus |P-agpec cepsepa
OpenVPN. Ecnn 6bin nameHeH nopT, TO Takke yka3aTb AaHHOE 3Ha4YeHMe BMECTO
CTaHAapTHOrO;

6) B cTpokax:

;user nobody

;group nogroup

yaanuTb HavasnbHble CUMBOSIbI «; »:

user nobody
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group nogroup
B) ONdA NapaMeTpoB ca, cert U key yKasaTb pacnosioXeHue COOTBETCTBYIOLLMX
drannosB cepTUdUKaTOB U KNkoYa Ans aBTopusaumm, Hanpumep:
ca /etc/openvpn/keys/ca.crt
cert /etc/openvpn/keys/home-pc.crt
key /etc/openvpn/keys/home-pc.key
r) ona napametpa tls-auth ykasaTb pacnonoxeHue danna LOMNONHUTENbHON
ayTteHTudukaumm TLS, Hanpumep:
tls-auth /etc/openvpn/keys/ta.key
A) ona  napameTpa cipher YykasaTb MeTOA4 — 3aWMTHOro npeobpasoBa-
HUS  OaHHbIX, WUcCNoSfib3yeMbll cepBucoM. Kcrnonb3yemblin  MeTod — 3aluuT-
HOro npeobpa3oBaHMsT MOXHO Yy3HaTb Ha cepBepe OpenVPN ¢ nomo-
Wb WHCTPYMEHTa KOMaHOHOW CTPOKU astra-openvpn-server (KOMaHga
sudo astra-openvpn-server get cipher), IMb60 C NOMOLLbBIO rpaduyeckoro
WHCTpyMeHTa fly-admin-openvpn-server. 3awWuTHOMY npeobpas3oBaHuiO B
cootBetcTBUM C anroputmamun TOCT P 34.12-2015 «Ky3Heumk» cOOTBETCTBYET
3HavyeHune grasshopper-cbc;
€) COXpaHUTb UcnpaBneHHbIn ann.
[nsa npoepkn pabotbl knneHta OpenVPN 13 koMaHaHOW CTPOKM MCNONb30BaTb KOMaHAY:
sudo /usr/sbin/openvpn --config /etc/openvpn/client/client.conf
roe client.conf — KOHUrypaUMOHHbIA dhans KnneHTa.
[ns 3anycka knneHta OpenVPN B kadecTBe cepBuca BbINOMHUTL KOMaHAY:
sudo systemctl start openvpn-client@<ums_¢amnna xouHdurypaunuu>
roe <ums_damna_koHuUrypauuu> — UMA dpanna KoHgurypaumm 6e3 pacwmpeHnd, pacnoso-

YXeHHOro B Katanore /etc/openvpn/client.

5.9.3. Npachuyeckasa yTunurta ynpaBrieHUs1 CEpBUCOM

lMocne yctaHoBKKU rpadouyeckon ytunutbl £ly-admin-openvpn-server A ee 3anyc-
Ka nepentun meHo «llyck — Hactpounku — lNaHenb ynpasneHus — lNpoyeer.

B rpaduyeckon ytunmte OOCTYNHbI:

- BKragka «HacTtponku» — B HeW pacnosiaratoTcs drneMeHTbl ynpasneHus s HacTpou-

kn cepsepa OpenVPN. o ymonyaHuio 4oCTynHbl 6a30Bble HACTPOMKN, pacLUMPEHHbIEe

HaCTPOWMKN CTAHOBATCA AOCTYMHbI NOCrie HaxaTtusa KHonkn [[lokasaTb paclmnpeHHble

HacTpoWku]. OnucaHve HacTpoek npuseneHo B ([5.9.3.2

- BKknagka «KnmeHTckme cepTudmkatbl» — B HEW pacnonaratoTcsa 3fIeMeHTbl ynpaerne-

HUA KITMEeHTCKUMU CepTI/ICbI/IKaTaMI/I. OnuncaHune ynpaslieHnA CepTI/I(bI/IKaTaMI/I npmneegeHo

B6.9.3.3
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- KHomMku [3anyctuTtb] 1 [OcTaHOBUTBL] — CriyXxart Ansa ynpaBneHna CepBUCOM openvpn.

5.9.3.1. YnpaBneHune cepBMCOM

[ns 3anycka cepBuca openvpn UCNOMNb3ys rpadnyeckyto yTUnnTy Heobxoammo:

1) 3anyctutb rpadmyeckyto ytunuty cornacHo [5.9.3] Mpu nepeom 3anycke rpaduye-

ckom yTunutbl ByaeT cosgaHa KoHdurypaums cepBuca openvpn NoO ymonyaHuio m éyayt

BbIMyLLEeHbl cepTudukaTsl cepeepa;

2) npu HeoBXOOUMOCTU OTpeaaKkTMpOBaTh KOHUrypaumo n ceptudmkathl;

3) HaxaTb KHOMKy [3anycTuTb].

BHUMAHMUE! paduyeckasa ytunuta npu ee 3arnycke He Npon3BoAUT aBTOMaTUYECKU

3anyck cepsuca openvpn.

Mpwn 3anycke cepBuca ByayT co3gaHbl criegylome cTaHgapTHble dhannbl U KaTanoru:

- (pbann KoHduUrypaumm cepBuca openvpn:

/etc/openvpn/server.conf

- IOKarnbHbIA YyOOCTOBEPSAIOLWNA LEHTP, pa3MeLLaeTcs B Katanore:

/etc/openvpn/openvpn-certificates

- cepTUuKaT OTKPbITOroO Krtoya y4oCTOBEPSIOLLEro LeHTpa:

/etc/openvpn/keys/ca.crt

- cepTuUuKaT OTKPbITOro Kntoya:

/etc/openvpn/keys/server.crt

- 3aKpbITbI KIOY cepBepa:

/etc/openvpn/keys/server.key

- bann napameTtpoB Oudpdu-XennmaHa ans asTopmsaumm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- hann gonorHuTernbHon ayteHTugukauyum TLS:

/etc/openvpn/keys/ta.key

- [OONOSMHUTENBLHO, NPW BbINOSIHEHMM OT3biBa cepTuduKaToB, byaeT co3gaH CTaH4AaPTHLIN

rann cnucka oT3biBa CepTUPUKATOB:

/etc/openvpn/keys/crl.pem

B cnyyae, ecnn Ha KoMNblOTEPE YCTAHOBMEHBLI U HACTPOEHbI BUBNNOTEKKN, NOgAEPKMBAIO-
Lne meToa 3awmuTHoro npeobpasoBaHus no anroputmy NOCT P 34.12-2015 («Ky3Heunky»), ons
3aWmnTbl KaHana AaHHbIX OyaeT BblbpaH gaHHbIM MeTod. B npotmBHOM cnydae 6yaeT BbiGpaH
MeTop 3awWuTHOro npeobpasoBaHus AES-256-GCM.

Takke npu nepBoM 3anycke cepBuca ByayT BbINOSHEHbI HACTPOWKM CETEBOrO hanpBos-
na wn gpyrme Hactporkn OC ans paboTbl openvpn Kak CTaHAAPTHOrO CUCTEMHOIO cepBuca C
aBTOMaTUYECKUM 3aryCKOM Npu BKITKOYEHUN KOMMbIOTEpa.

[Ins ocTaHOBKM cepBUCa openvpn UCMONb3Ys rpagUyeckyto yTUnmMTy Heobxoanmo HaxaTb

KHonKy [OcTaHOBUTL].
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5.9.3.2. HacTtponka cepBuca
HacTtpovika cepBuca BbINONHAETCA BO BKNaake «HacTtponkuy rpacdmyeckon yTunmrhbl.
ba3oBble HACTPOMKKN BKITHOYAIOT:
1) «IP-agpec» — no3BonseT 3agatb |IP-agpec cosgaBaemon cetn VPN. No ymonyaHuio
yctaHoBneHo 3HadyeHue 10.8.0.0. MNogaepxmBaeTcs ToNbKO oopmaT agpecos nNpoTokona
IPv4;
2) «Macka» — nosBosnsieT 3agatb Macky cosgasaemon cetn VPN. Mo ymonyaHuio ycta-
HOBJEHO 3HayeHue 255.255.255.0. NogaepxmBaeTca ToNbKO hopmaT Macok NpoTokKona
IPv4;
3) «lNopT» — ceTeBOW NOPT cepBepa, KOTOPbIA ByAyT NCMONb30BaTb KNWUEHTLI AN Nog-
KroveHus. o ymonyaHuio yctaHoBrneHo 3HadeHue 1194. lNopaepxmBaloTca HoMmepa
cBoboaHbIX nopToB oT 1 4o 65535;
4) «MeTog 3awmTHOro npeobpasoBaHNA» — MO YMONYaHMIO YCTAHOBIIEHO 3HaYeHue
grasshopper-cbc («Ky3sHeuunk»). MogaepxmeatoTcs crnegyrowme MeToabl:
a) grasshopper-cbc — anroputm «KysHeumk» FOCT P 34.13-2015;
6) AES-256-GCM — pekomeHOoBaH AN NPUMEHEHUS B cucTemax obLiero HasHave-
HUS;
B) AES-256-CBC — gonyctum ansa npuUMeHeHns B cMcTemMax obLiero HasHavyeHus;
r) AES-128-CBC — ncnonb3yeTtca ans COBMECTUMOCTU CO CTapbiMU CUCTEMAMMU, K
NPUMEHEHNIO HE PEKOMEHAYETCS
PacluvpeHHble HacTponKku NO3BONSAIOT 3a4aTb pacrnonoXeHne paHee npenycTaHoOBMNeH-
HbIX (pannoB KrYen U cepTUPUKaTOB BHELLHEro yAOCTOBEPSAIOLLEro LEeHTpa, a Takke 3aHOBO
BbINYCTUTb CEPTUPUKATBI JTOKaNbHOIO yAOCTOBEPSIOLLErO LieHTpa.
[nsa ykasaHusa pacnonoxeHusi paHee npeaycTtaHOBMNEHHbIX (DanroB KItoden n ceptudmka-

TOB BHELLHEro yAOCTOBEPAOLWEro LeHTpa UCNOoJ1b3YHTCA crieayowmne nonad:

«CepTtudmkart nonb3oBaTens» — cepTUdrKaT OTKPbITOrO Krioya;

«CepTtudumkar LIC» — ceptudumkar oTKpbITOro Kritoda yaoCTOBEPSIOLLErO LIEHTPA;

«JINYHBIN KNHOY» — 3aKPbITbIA KITHOY cepBepa;

«®ann Judpdu-Xennmana» — ann napametpoB OQudpdpu-Xennvana;

- «®ann ayteHTudmkaummn TLS» — dpann gononHUTENbHOM ayTeHTUduKaumm TLS.

lMpoBepka hannoB Ha KOPPEKTHOCTb HE NPOBOAUTCA.

KHonka [CopocuTb cepTudmkatbl] NnpegHasHadeHa ans yganeHus Bcex cepTudunkaTos
noKanbHOro yaoCTOBEPSIOLLErO LeHTPa U NOBTOPHOIO BbiNycka cepTudukaToB cepsepa. locne
BbIMOMHEHUSA 3TOr0 AeNUCTBUA cepTUUKaTbl KITIMEHTOB CTaHYT HeOeUCTBUTENbHLIMU, N KITUEHTbI
NnoTepPsIOT BO3MOXHOCTb nofkntodeHuns Kk cepsepy OpenVPN. Mpu BbINOfTHEHUM AAHHOTO AENCTBUS:

- octaHaBnuBaeTtcsa cepsuc OpenVPN;
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yaansoTca Bce doannbl yaOCTOBEPAIOLErO LIEHTPA;

yaoandrTcAa BCE KOMun CepTI/I(bI/IKaTOB cepBepa U KIMeHTOB;

CO3[1aeTCS HOBbIN YOOCTOBEPSIOLLNIA LEHTP;

CO3[aloTCs HOBblE CepTUdMKaTbl CepBepa;

NMOBTOPHO 3aryckaeTcs cepsep.
5.9.3.3. YnpaBneHue ceptucpukatamm
YnpasneHne ceptudmkatamn BbINOMHAETCA BO BKnaake «KnneHTckne ceptudukaTbl»
rpadonyeckomn yTUnuThbl.
B pmaHHOM BKknagke pacnonoXeHbl Tabnuua ¢ AaHHbIMU O KITMEHTCKUX cepTudmkatax m
KHOMKM ynpaBneHus:
1) [Co3paTtb cepTudmkat] — cosgaHue knw4Ya u ceptudumkara nonb3oBatens. pu
HaXkaTuM Ha KHOMKY ByaeT OTKPbITO ANanoroBoe OKHO C NONSMMU:
a) «Mma nonb3oBaTtena» — uma ceptudukara. ima ceptudukata AOMKHO ObiTb
YHUKaNbHbIM, HE MOXET ObITb NYCTbIM U HE MOXET cofepaTtb npobensi;
6) «CtpaHa» — aByxOyKBeHHbIV KO CTpaHbl. Ecniv none nycrtoe, To N0 yMON4YaHMIo
Oynet yctaHoBneHO 3HadeHne «RUy;
B) «Obnactb» — Ha3BaHne obnacTtu. Ecnv none nycroe, T0 N0 ymon4aHuio oyaet
yCTaHOBMNEeHO 3HaveHne «MOvy;
r) «lopogo» — Ha3BaHue ropoga. Ecnu none nycroe, To No ymonyaHuto 6yaet ycra-
HoBIeHo 3HavyeHue «Moscowy»;
) «OpraHusauusa» — Ha3BaHWe opraHusauuun. Ecnu none nycroe, TO N0 YMONYaHUIO
Oy4eT yCTaHOBMNEHO 3HA4YEHNEe «noney;
e) «Emaily — agpec anekTpoHHoM noyThl. ECnn none nycToe, To N0 ymonyanuto 6yaet
YCTaHOBIEHO 3Ha4YeHne «noney,
X) «Otoen» — HasBaHWe nogpasgeneHus opraHmsauumn. Ecnn none nyctoe, To nNo
yMonyaHuto ByaeT yCTaHOBMNEHO 3Ha4YeHne «noney;
3) «Mmsa» — umsa nonb3oBatens. Ecnn none nycroe, To No ymon4yaHuio Byaet ycTa-
HOBMEHO 3Ha4YeHne «nonamey;
Mpn Haxatum Ha kHonky [Oa] Oyaer co3gaH HOBbIM (hann 3aKpbITOro Kikoua
<umMms_knueHTa> . key U dpann ceptuukata oTKpbITOro Knya <uMmsi_KJIueHTa>.crt,
NOAMNCaHHBLIN YAOCTOBEPSAOLLNM LIEHTPOM.
Ona ynobctBa nocneayrowen nepegadn annos KYen KNUeHTY, co3gaHHble han-
nbl ByayT CKONUPOBaHbI B Katanor /etc/openvpn/clients-keys/<umsi_knueHTa>.
[ononHutensHo B kKatanor BygyT cKkonMpoBaHbl 1 Apyrve, Heobxoaumble Ans paboTbl KNn-
eHTa, hannbl: hann cepTndmrkaTa ygoctToBepsatoLlero LueHTpa (no yMonyaHuio ca.crt) u

hann gononHuTenbHon ayteHTUukaumm TLS (ta. key).
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BHUMAHMUE! KnneHTckue Krtoum reHepupytoTcs 6e3 npuMeHeHnst 3awmnTHbIX npeobpaso-
BaHWI, YTOObI n3bexatb BBOAA Napons Npu NOAKIOYEHUN KIUEHTa K cepBepy;
2) [Yaanutb cepTtudmnkaTt] — 0T3bIB KNUEHTCKMX cepTucumkatoB. OT3bIB cepTumkaToB
NPUMeEHsieTCa AN 3anpeTta NoAKIMIYeHUN KIMeHTa Jaxe B TeX criyvasx, Koraa B pacnops-
XEHUN KNUeHTa MMEKTCHA KOoNnn BCex cepTudmKkaToB 1 Knrodein. [1ns oT3biBa cepTudmnkara
Bbl6paTb B Tabnuue KNMeHToOB CTPOKY C OT3blIBaEMbIM CEPTUAMKATOM U HaXaTb JaHHYIO
KHOMKY. Mpn HaXxaTum Ha JaHHY KHOMKY OyayT BbINOSIHEHbI Cnegyowme 4ENCTBUSA:
- cepTudukaT knmeHTa B 6a3e AaHHbIX yAOCTOBEPSOLLEro LeHTpa byaeT nomeyeH
KaK «OTO3BaHHbINY;
- ©yget cosgaH (unu o6HOBMH paHee CO3[4aHHbIN) CINCOK OTO3BaHHbLIX CepTUdun-
KaToB,;
- HOBbIN CMWCOK OTO3BaHHbIX cepTudukaToB OyaeT ckonuMpoBaH B Katanor
/etc/openvpn/keys, n cepeep OpenVPN 6yoetr aBTomatnyecku nepesany-
LeH Ans npuMmeHeHns O6HOBMEHUIA;
3) [OTKpbITb OUpeKToputo ceptudmkatoB] —  OTKpPbITME  OMpPEKTOPUMU
/etc/openvpn/keys B haifloBOM MEHEOXEPE.
5.9.3.4. HacTtponka knueHTa
HacTponka ceTeBbIX NOAKITHOYEHUIN KITMEHTCKMX KOMMNBIOTEPOB OCYLLECTBIISIETCH C MOMO-
b rpadoMyeckon YyTUnuTbl network-manager—-openvpn. YCTaHOBKA YTUNUTbI BbINOSTHAETCS
KOMaHOOoMW:
sudo apt-get install network-manager-openvpn network-manager-openvpn-gno
[N HacTpPOMKM KNUEHTCKOro MOAKITIOYEHNSA HaXaTb JIeBOM KHOMKOW MbIM Ha 3HAYOK
CeTeBbIX CoeaAVHEHU B 0bnacTn yBeqoOMIEeHN NaHenu 3afay 1 B packpbiBLLUEMCS MEHI0 BbliOpaThb
«CoeguHeHnusa VPN — [ob6asutb VPN coeanHeHune».
[nsa co3gaHus HOBOro coeMHeHue B OTKPbIBLUEMCH OKHEe U3 BbiNagaroullero crnucka
Bbl6paTb «OpenVPN» n Haxatb [Co3paTb).
B nosiBuBLLENCA 9KpaHHOM hopmMe HeOBXOaUMO:
1) B none «Wnto3» ykasaTtb IP-agpec paHee 3anyuweHHoro cepeepa OpenVPN;
2) B none «Tuny» ocTaBuUTb 3Ha4YeHne no ymondaHuo «Ceptudukat TLS»;
3) B none «Ceptudukatr CA» ykasaTb NyTb K CKOMMPOBaAHHOMY dhanny ceptudukara
yoocTtoBepsitoLLero LeHTpa ca.crt (5.9.2.3);
4) B none «CepTudumkaT nonb3oBaTena» ykasaTb NyTb K CKONMMPOBAHHOMY (hanny cepTtu-
chukaTa OTKpbLITOro Kntoya nonb3oBaTensi <umsi_knuenrta>.crt (5.9.2.3);
5) B none «[lNpuBaTHbIN KNtoY MNMonb3oBaTens» ykasaTtb NyTb K danny 3akpbITOro Kroya

<ums_kinueHTa> . key (5.9.2.3));

6) HaxaTtb KHOMKy [lononHuTenbHO];
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7) B OTKpbIBLUENCS 3KpPaAHHOW hopMe nepenTn Bo BKNagky «AyTeHTudunkaums TLS»;

8) oTMeTuTb NYHKT «/cnonb3oBaTb AONOSTHUTENBHYIO ayTeHTUduKauuio TLSy, ykasaTtb

paHee CKOMMPOBaHHLIN HAa KOMMbIOTEP Nonb3oBaTtens dann 4ONONHUTENbHOW ayTeHTUMK-

kauumn TLS n obaszatenbHO BbIGpaTb HanpaeneHue knwoya «1».

Bce ocTanbHble HAaCTPOVKM MOXHO OCTaBUTb 3aJaHHbIMKU MO yMonyaHuto. [locne HaxaTtus
kHonku [OK] cosgaHHoe VPN-coeauHeHune 6yaet coxpaHeHo.

[nsa BKNHOYEHUS COXPAHHHOIO COEAUHEHNST HY>XHO NMOBTOPHO HaXaTb NIEBOW KHOMKOW MbILLIN
Ha 3HA4YOK CeTeBbIX MOAKNIYEHUn B 06nacTn yBeqoMMeHU NaHenu 3agad, B packpbIBLLUEMCS
MeHto BblbpaTb «CoeanHeHnst VPN» 1 oTMETUTb BKITlOMAaeMOe COeANHEHNE.

[nsa sakcrnopTa napaMeTpoB CO34aHHOMO KIMEHTCKOro COeQMHEHNS C Lenbio X MOBTOPHOIO
NCNoNb30BaHWS Ha APYrnx KrMeHTax BbINOMHUTL crneayolme encTBUS:

1) HaxkaTb NEBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUIN B 0OnacTn ysegomne-

HW NaHenn 3agay 1 B packpbiBleMcst MeHto BblbpaTe «CoeguHeHuns VPN — Configure

VPNy;

2) 13 NOSIBUBLLErOCH CNncKa coeauHEHU BbIbpaTb HYy>XHOe COeMHEHNE, HaxaTb KHOMKY

[MU3meHUTb], 3aTemM HaxaTb [Export];

3) ykasaTb hanr, B KOTOPbIA COXPaHUTb NapameTpbl COeANHEHNS.

Mpu cosgaHunm coegmHeHunsa VPN ncnonb3ys paHee CoOXpaHeHHble NapaMeTpbl COeAnHEHUS
HeobxoanMmo:

1) HaxkaTb NEBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUN B 0OnacTn ysegome-

HWUW NaHenu 3agad u B packpbiBliemcst MeHto BblbpaTb «CoeanHeHus VPN — [Job6asutb

VPN coeguHeHuey;

2) B OTKPbIBLUEMCH OKHE U3 BbiNagatoLLero cnucka Bolbpatb «/iMnopTupoBaTb COXpaHeH-

Hyto koHdurypauuio VPN» n HaxaTtb [Co3aaTts];

3) ykasaTtb nyTb K (paniny ¢ napameTpamu CoeanNHEHNSI.

5.9.4. inarHocTMKa paboTbl cepBUCa U KNUEHTa

B npouecce paboTbl cepBuca un knueHta OpenVPN nHdopmaums 0 cobbiTuax 3anmcbiBa-
eTCsa B CUCTEMHbIV XXYpHan cepBepa Unu KnneHTa, COOTBETCTBEHHO.

[1ns npocMoTpa CUCTEMHOrO XypHarna MnosIHOCTbI UCMONb3YeTCs KoMaHAaa:
journalctl

[na npocmoTpa nocnegHux cobbITUA 1 BbIBOAA HOBbLIX COBLITUIA MO Mepe UX NOSIBNEHUS
ncrnonb3yeTcs KoMaHaa:
journalctl -f

[ns BbIBOOA TONLKO HOBbLIX COOBLLEHWN OT cCepBUCa openvpn Mo Mepe ux AobasneHus B
XypHan ncnosnb3yeTtcs kKoMaHaa:

tail -f /var/log/syslog | grep ovpn-server
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Mpw KaXxgoM NOAKIOYEHUM KITMEHTA B XypHan cepBepa 3anucbiBaeTcs MHPOpMaLUms o
napameTpax NoAKrlYeHUsl, B TOM YMcre O BbiIGpaHHOM MeTode 3aliMTHOro npeobpasoBaHUs
nepeaaBaeMblX AaHHbIX Asi BXOASALLEro M UCXOASILLEro KaHaros.

[ns npoBepKM YCTaHOBNEHHOIO METoAa 3alLUMTHOrO Npeobpas3oBaHMs UCMONb3YeTcs KO-
mMaHaa:

grep "Data Channel: Cipher" /var/log/syslog

5.9.5. Ucnonb3oBaHne wuHcTpymeHTa XCA AanAa co3gaHusi COGCTBEHHOro
YAOCTOBEpPAIOLEro LueHTpa

5.9.5.1. YcraHoBKa nHctpymeHta XCA

[nsa 6esonacHoro n aPEKTUBHOIO yrnpasneHmsa annamm Knoden n ceptndukaTos,
HeobxoaMMbiMK Anst paboTbl cepBUCa openvpn, PEKOMEHOYETCH UCMOMNb30BaTh rpaddnyeckun
WHCTPYMEHT ynpasneHnsa ygoctosepstowmm LeHtpom XCA.

NHcTpyMmeHT XCA npumeHseTca Ans co3gaHus nNpoCcTenLero yaocToBepSoLWEro LeHTpa
(Certification Authority, CA) n nHdppactpykTypbl OTKpbITbIX Krtoden (Public Key Infrastructure, PKI),
npegHasHavyeHHbIX Ans obecneveHnsa paboTbl cepBepa n KnueHToB cnyx6wsl OpenVPN.

NuctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOMHAETCA MO0 M3 rpadhmyeckoro
MeHeKepa naketoB Synaptic, nnbo 13 TepmuHana KomaHaom:
apt-get install xca

lMocne yctaHoBkn MHCTpymMeHT XCA gocTyneH ans 3anycka u3 MeHto «lyck — YTUnurbi»
(Mpw ncnonb3oBaHUKM Knaccndeckoro MeHro «lyck — MNporpammbl — YTunutbel»). o ymonyaHuto
MHcTpyMeHT XCA 3anyckaeTcs Ha si3blke onepauuMoHHON cucTeMbl. BbIOOp sidblka BO3MOXHO
N3MEHUTb BPYYHYIO Yepesd MeHo «Pannsl — Languagey.

lMocne nepBoro 3anycka nHcTtpymeHta XCA Heobxoamnmo cosgaTb HoByto B[. [ns aToro:

1) BbIOpaTb B MeH0 NyHKT «Pann — HoBasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 nyTb pasmelleHuns B[;

3) HaxaTb [CoxpaHuUTb].

Mepen cosgannem B[l GyoeTt 3anpolwleHa yctaHoBKa naponsa ans goctyna k BI. Mpwu
HaxxaTum [Aa] B[] 6ynet cosnaHa 6e3 napons.

BHUMAHMUE! YTepsa B[l moxeT npuBecTy K KoMnpomeTauum nnu nomnHon Hepabotocno-
COBHOCTM cUCTeM, UCMOSb3YIOLWNX BblAaHHbIE LEHTPOM cepTudurkaTel. PekomeHgyeTcsa passopa-
YnBaTb yOOCTOBEPSIOLLMI LIEHTP Ha OTAENbHOM (ODU3NYECKOM KOMMbIOTEPE, HE MOLKITHOYEHHOM K
ceTu, nepegady cepTnduKaToB OCYLLECTBATbL C NOMOLLLIO CbEMHbIX HOCUTENEN MHAOPMaLUn U
NPUHATL BCE BO3MOXHbIE Mepbl AN orpaHndeHnsa goctyna K b[.

5.9.5.2. NMoaroTtoBKa WabnoHoB

lMepen co3gaHnem cepTMdUKaToB ANSA yNpoLLEHUs AanbHenwen paboTbl peKoMeHayeTcs

3anoJiHNTb N COXPaHUTb TUMOBbIE 3HA4YEHUA nonen, KOTOpblE 6yD,yT NPUMEHATBLCA B AanbHenwem
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npu co3gaHmm ceptudumkaTos. [Ana aton uenn B MHCTpymeHTe XCA npegyCMOTPEH MeXaHU3Mm
LWabrnoHOB.

[ns co3gaHns HoBoro wabnoHa nepentn Bo Bknagky «LLabnoHbl» n HaxaTb KHOMKY
[HoBbIn wabnoH]. N3 nossusLLerocst cnucka BolbpaTtb TMNOBOW WabnoH. HoBbin wabnoH byaet
cO34aH Kak konusi BbIbpaHHOro npeaycraHoBneHHoro wabnoHa. B nHctpymeHte XCA npeaycmort-
peHo Tpu NpedyCcTaHOBIEHHbIX WabrnoHa:

- CA — npenycTaHoBMeHHbIN WabnoH cepTudmrkata yaoCTOBEPSAIOLErO LEHTPA;

- HTTPS_client — npegyctaHoBnNEHHbIN WAabnoH cepTudmkaTa KIMeHTa;

- HTTPS_server — npeaycTtaHOBEHHbIN WABNOH cepTudukaTa cepaepa.

MpenycTtaHoBneHHble WabnoHbl OpneHTUpoBaHsbl Ha cepsuc HTTPS, nosToMy pekomen-
AyeTca co3aaTh Ha MX OCHOBE CBOWM LWABSOHbI, MONHOCTBLIO HAacTpoeHHble Ha cepBuc OpenVPN.

[nsa Bcex WwWabnoHoB Bo Bknaake «Bnageneu» cnegyet 3anonHWUThL cnegyoLume nons:

«BHyTpeHHee nma» — nboe nvis;

«countryName» — ABYXOYKBEHHbLIN KO CTpaHbI;

- «stateOrProvinceName» — gByxbyKBEHHbIN KOA4 PEMMOHA;

- «localityName» — Ha3BaHwue ropoaa;

- «organizationName» — Ha3BaHWe opraHu3aLuuu;

- «organizationalUnitName» — Ha3BaHWe CTPYKTYPHOW eANHWLbI BHYTPU OpraHu3aunu;

- «commonName» — obLwenocTynHoe nms;

- «emailAddress» — agpec afeKTPOHHOW NOYThI.

Mpn 3anonHeHMn MHPOPMALIMOHHBLIX Nonen WwabnoHa He pekoMeHayeTCsl UCNOoSb30BaTb
knpunnuuy. Bce nons asnsotca HeobsisaTenbHbIMK, OQHaKo, B WabnoHe, kKak MUHUMYM, 0643a-
TenbHO AOMKHO ObITb 3anofiHeHO Nnbo none «BHyTpeHHee umsi», NMbo none «commonNamey.

[ononHuTenbHO HeOBXOAMMO BHECTU crieaylolime N3MeHeHns B NpeaycTaHOBIEHHbIE
LIABMOHbI:

1) wabnoH CA. Bo Bknagke «PaclumpeHusi» NpoBEPUTb KOPPEKTHOCTb AAHHbIX:

a) Tun ceptudukara «LleHTp ceptndmkaunny;
6) Hanuune cpnara «Criticaly;
B) Hanuuue ¢pnara «Subject Key ldentifier». MNpu HeobxogMMocTn yTOMHUTL AaTtbl U
CPOK OencTBus ceptudukara,
2) wabnoH cepeepa. Bo Bknagke «PacumpeHnsi» npoBepuUTb KOPPEKTHOCTb AaHHbIX:
a) Tun ceptudukara «KoHevHbIM Nonb3oBaTenby;
0) Hanuune dnara «Critical»;
B) Hanuuue cnara «Subject Key ldentifier». MNpn HeobxogMMocTn yTOMHUTL AaTtbl U
CpOK OeNCTBUS cepTudukaTa.

Bo Bknagke «O6nacTb NpUMEHEHUS KntoYvay:
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a) B NIEBOM CrMMCKe OOMKHO ObiTb BbibpaHo 3HaveHne «Digital Signaturey;
0) B NeBOM cnncke OOMKHO ObITb BbIbpaHO 3HadYeHne «Key Enciphermenty;
B) B NneBOM cnucke cHATb onar «Non Repudiationy;
r) B npaBom cnucke BbibpaTb «TLS Web Server Authentication».
Bo Bknagke «Netscape» cHaTb donar «Netscape SSL Servery;
3) wabnoH knueHTa. Bo Bknagke «PacwmpeHua» npoBepuTb KOPPEKTHOCTb AAHHbIX:
a) Tun ceptudukara «KoHevHbI NoNb3oBaTenby;
6) Hanu4dne cpnara «Critical»;
B) Hanuuue cdnara «Subject Key ldentifier». MNpn HeobxogMMocTn yTOMHUTL AaTbl K
CPOK AeNCTBMA cepTudmkara.
Bo Bknagke «Obnactb NPUMEHEHMUS KIlouay:
a) B neBoM cnucke cHATb donar «Data Enciphermenty;
6) B neBom cnucke cHATb donar «Key Enciphermenty;
B) B NIEBOM Cnucke ycTaHoBUTb donar «Key Agreementy;
r) B npaBom cnucke yctaHoBuTb cpnar « TLS Web Client Authentication».
Bo Bknagke «Netscape» cHatb donar «Netscape SSL Client and S/MIME».
lMocne KOppeKTMPOBKM LLABNOHOB COXPaHUTb UX, HaXkaB KHonky [Aa].
5.9.5.3. TunoBas cxema npumeHeHUsi MHCTpymeHTa XCA
Tunoas ynpoleHHas cxeMma npumeHeHus nHetpymeHTta XCA BkntovaeT B cebs cnepyto-
wme OencTBus:
1) cosgaHue KOpHEBOro cepTudurKaTa yaoCTOBEPSIOLLErO LEHTpa;
2) cosgaHue 3aKkpbITOro Kn4va u ceptudumkata OTKpPbITOro Krnoda cepeepa;
3) 9KCnopT AN1s MCMNOSb30BaHUSA CEPBEPOM:
a) ceptucukata ygoctoepsitoLero LeHtpa (5.9.5.7);
6) sakpbiToro kntoya cepaepa (5.9.5.8);
B) cepTudumkaTa oTkpbiToro kntoya cepsepa (5.9.5.8);

r) danna napametpoB Qudpdu-Xennmana (5.9.5.8));
) hanna napameTpoB JONONHUTENBHOM ayTeHTUduKaumm npotokona TLS (5.9.5.8);

4) cosnaHue 3aKpbITOro Kroya 1 cepTudukaTa OTKPbITOrO Kioya KIMeHTa;
5) aKCnopT ANs UCMOMb30BaHMS KIIMEHTOM:

a) ceptucukara ygoctosepsitoLero LeHtpa (5.9.5.7);

6) sakpbiToro kntova knuexTa (5.9.5.9);

B) cepTudumkaTa oTkpbIToro kntoya knuexTa (5.9.5.9);

r) charina napameTpoB AOMOIHUTENbHOW ayTeHTudMKaumm npotokona TLS (5.9.5.9);
6) NoBTOpHasa reHepauusi cepTudmKaToB N0 MepPe NCTEYEHUS] UX CPOKa AENCTBUA.

nyHKTbI n nepevyncneHnsa BbIMOJNMHAKTCA OJ1A KaXA0ro HoBOoro nogkrio4aemoro KrimeHTta.
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MyHKT [6)] noBTOPSiETCS AN YOOCTOBEPSIOLLETO LIEHTPA, CepBepa v KMMEHTOB N0 Mepe UCTEYEHMS
CpoKa OeNCTBUA UX cepTUdunKaTos.

Mpouenypa akcnopTta nogpasymeBaeT KONMpoBaHMe HeoBXOANUMbIX AaHHbIX B hannbl n
NepeHoOC COOTBETCTBYIOLLMX PanfoB Ha KOMMbIOTEPLI cepBepa U KIMEHTOB C UCMNOSIb30BaHNEM
npoueayp, NnpegoTepaLlaowLmMx HECaHKUMOHMPOBAHHbLIN OOCTYN K NnepegaBaemMomn nHopmauum
(CMeHHble HocuTenu, 3almLeHHbIe KaHarnbl CBA3WU U Ap.).

5.9.5.4. Co3zpnaHue KopHeBOro ceptudmkaTa yaocToBepsitoLlero LeHTpa

KopHeBown cepTudumkatr MOXET ObiTb MONYyYEH U3 BHELUHErO yAOCTOBEPSIOLLErO LeHTpa
UIM co30aH Kak cCaMOMOANMCaHHbIN COBCTBEHHbIN KOPHEBOW cepTudmKar.

[nsa cosgaHus camonognuMcaHHOro KOpHEBOro ceptudukata HeobxogMmo 3anycTuTb
NMHCTpyMeHT XCA U BbINONHUTL crieayowme encTBus:

1) nepewntn BO BKnagky «Ceptudukatbl», Haxatb [HoBbIn cepTudukar];

2) B OTKpbIBLUEMCS OKHe Byaet yctaHoBneH cdnar «Co3gate camonognucaHHbii cepTu-

dukat» 1 B none «WabnoH ans HoBoro ceptudukara» BblOpaTb NpegycTaHOBNEHHbIN

wabnoH «[default] CA». Ecnun 6bin co3gaH cobCTBEHHbIN WabnoH, To BbiIbpaTth ero, 3atem

Ha)kaTb KHOMKY [MpumMmeHuTb BC];

3) nepentn BO BKNaaky «Bnageneu». Ecnv 6bin npymMeHeH COBCTBEHHbIN WAabMoH, To

nons dopmbl ByayT aBTOMaTtU4eCKM 3arnofiHeHbl JaHHbIMU M3 BblOpaHHOro wabroHa

(kpome nonga «BHyTpeHHee nmsa», KOTopoe AOMKHO ObiTb YKa3aHO MHAMBMAYANbHO ANS

KaXkgoro ceptudmkara). 3anonHuTb creayrowme HesarnornHeHHble Nons:

a) «BHyTpeHHee nma» — ykasaTb nMms ceptudukara, Hanpumep, «rootCAx;
6) «commonName» — yka3aTb TO e UMs — «rootCA»;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Ktou];

Bynet npeanoxeHo co3fgaTb HOBbLIW 3aKPbIThIV KM € 3a4aHHbIM MMeHeM. [poBepuTb na-

pameTpbl kntoya: « Tun Kntoya: RSA», «nuHHa kntova: 2048». HaxaTb kHonky [Co3aaTh],

3ateM Haxartb [Oa];

4) nepenTtn BO BKNagky «PacumpeHusy:

a) ybegutbcs, 4To B none «Tuny BolbpaH «LeHTp CepTudukauuny;

6) npoBepuTb ycTaHoBKy dnaroB «Critical» n «Subject Key Identifiery;

B) onpenenuTb nepuog AenUCTBuA cepTudukara, 3anonHme nons «lMepuon AencTema»

n «CpoK OencTemay;
5) nepenTtu BO BKNagky «O6nactb NpUMeHeHUs Krnday», yoeanTscs, 4To BblibpaHbl 3Ha-
YeHuns:

a) «Certificate Sign»;

6) «CRL Signy;

6) nepenTn Bo Bknaaky «Netscape», ybeautbcs, 4To BbiGpaHbl 3HAYEHUS:
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a) «SSL CAvy;
6) «S/MIME CAvy;
B) «Object signing CA»;
7) nocne npoBepok HaxaTb [[a] ana cosgaHus cepTudukara.
[Mocne BbINOMHEHUS AaHHbIX JEUCTBUN B CNIUCKE CEPTUAMKATOB MNOSIBUTCA KOPHEBOW Cep-
TMdUKaT, KOTOPLIN B AanbHenwem byaeTt ncnonb3oBaTb A48 NognMcaHns apyrnx cepTudnkaTos.
5.9.5.5. CospgaHue ceptucpukara cepsepa
[nsa co3nanus ceptudumkaTa cepsepa BbIMONHUTL Crieayrowme 4eNCTBUA:
1) nepenTtn BO BKNagky «Ceptudukatbl», Haxatb [HoBbIn cepTudumkar];
2) B OTKpbIBLLEMCS OKHE BO BKragke «ICTOYHUKY:
3) cHaTtb dnar «Co3gatb camonognucaHHbli cepTudukaTy;
4) yctaHoBuTb donar «Use this certificate for signing»;
5) B COOTBETCTBYIOLLEM CrNUCKe BblGpaTh co3aaHHbIi B cooTBeTcTBUM C[5.9.5.4] KOpHEBOIA
cepTudumkar;
6) B none «LWabnoH ans HoBoro cepTudukaTay BblibpaTb NpeayCTaHOBNEHHbIN LWAaboH
«[default] Server». Ecnn 6bin co3gaH cob6CTBEHHbIN WABNOH, TO BbIOpaTh ero, 3arem
Ha)kaTb KHOMKy [[pumeHnTb BC];
7) nepentn BO BKNaaky «Bnageneu». Ecnv 6bin npymMeHeH COBCTBEHHbIN WAaBMOH, TO
nonsa ¢opmbl ByayT aBTOMaTUYECKU 3anOfiHEHbl AaHHbIMU U3 BblBpaHHOro wabnoHa
(kpome nonga «BHyTpeHHee nmsa», KOTOpoe AOMKHO ObiTb YKa3aHO MHAMBMAYANbHO ANA
Kaxxgoro ceptudukarta). 3anonHuTbL cnegyowme He3anonHeHHbIe Nons:
a) «BHyTpeHHee nmsa» — ykasaTb nma ceptudukaTta;
6) «commonName» — ykasaTb TO Xe UMS;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN KIltou];
8) nepentn Bo BkNagky «PaclumpeHns»:
a) ybeautbcs, 4To B none « Tun» BblbpaH «KOHEYHbIN Nonb3oBaTenby;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpefenuTb nepuog AenCcTBusa cepTudukara, 3anonHue nong «lMepuon oencremsa»
n «Cpok Oencremsy;
9) nepentn BO Bkraaky «Obnactb NnpUMeHeHus Krtoda», yoeamTbes, 4TO BblOpaHbl 3Ha-
YeHus:
a) B nesom cnucke «Digital Signature» n «Key Enciphermenty;
6) B npaesom cnucke «TLS Web Server Authenticationy;
10) Haxatb [Aa] ons co3gaHusa cepTudumkara.
Mocne co3pgaHna cepTudukaTa cepeepa OH oTobpasnTcs B obLem cnucke ceptudumka-

ToB. HCTpymMeHT XCA npencraBnseT CnMcok ceptudukaToB B BUAe AepeBa, KOPHEM KOTOPOro
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SBMSIETCA KOPHEBOW cepTUdUKaT yaOoCTOBEPSIOLLErO LeHTpa.
5.9.5.6. CoszpnaHue ceptudmkata KnmeHTa
[nsa cosgaHusa ceptudmkata KnneHTa BbINOMHUTL crieayrolme AencTBus:
1) nepentn BO BKNnagky «CepTtudukarbl», Haxatb [HoBbIn cepTudukar];
2) B OTKpbIBLLEMCSH OKHE BO BKNagke «CTOYHUKY:
3) cHaTb donar «Co3gatb camonognucaHHbI cepTudukaTy;
4) yctaHoBuTb cnar «Use this certificate for signing»;
5) B COOTBETCTBYIOLLEM CMUCKE BbIGpaTh co3aaHHbI B cooTBeTcTBUM C[5.9.5.4] KOpHEBOW
cepTudmkar;
6) B none «WabnoH ans HoBoro cepTudukaTay BbibpaTb NpeayCTaHOBNEHHbIN LWaboH
«[default] client». Ecnu 6bin co3gaH cobCcTBEHHBIN WABNOH, TO BbiIOpaTh €ro, 3aTemM HaxaTtb
KHOMKy [MpumeHuTb BC];
7) nepentun BO BKNaaky «Bnageneu». Ecnn 6bin npymMeHeH COBCTBEHHbLIN WABGMOH, TO
nons dopmbl ByayT aBTOMaTtU4eCKU 3arnofiHeHbl JaHHbIMU M3 BbIOpaHHOro wabrnoHa
(kpome nonga «BHyTpeHHee nmsa», KOTopoe AOMKHO ObiTb YKa3zaHO MHAMBMAYANbHO ANS
Kaxgoro ceptudumkaTa). 3anonHuTb crnegyolme He3anosiHEHHbIE NONs:
a) «BHyTpeHHee nmsa» — ykasaTb nma ceptudmkaTta;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Ktou];
8) nepentun BO BKNagky «PaclumpeHus»:
a) ybeautbces, 4To B none « Tun» BblbpaH «KOHEYHbIN nonb3oBaTenby;
6) npoBepuTb ycTaHoBKY cprnaros «Critical» n «Subject Key Identifiery;
B) onpenenuTb Nepuog AeNCTBuA cepTudmkara, 3anonHme nons «lMepuog AencTema»
n «Cpok OencTemsy;
9) nepentn BO BKraaky «Obnactb NpUMeEHeHUs Krtoda», yoeamTbes, 4To BblOpaHb! 3Ha-
YeHUs:
a) B neBom cnucke «Key Agreementy;
6) B npaBom cnucke «TLS Web Client Authenticationy;
10) HaxaTtb [Aa] ons co3gaHusa cepTudukara.
Mocne co3gaHus cepTudmkara KnmeHTa oH otobpasnTcs B obLemM crnmcke cepTudmrKaToB.
5.9.5.7. AKcnopT KOpHEBOro cepTucukaTa yaoCcToBepAoLLero LeHTpa
[ns paboTbl cepBepoB 1 KIMEHTOB HY>XEH TOSNbKO cepTUdMKaT yaoCTOBEPSIOLLErO LeH-
Tpa. 3akpbITbI KOPHEBOW CepTUdMKAT YyOOCTOBEPSIOLLErO LeHTPA He AOSMKEH nNepeaaBaTbCs B
Apyrue cuctemMbl, OAHAKO, ero Konuu crefyeT XpaHnTb B CUCTEMaX Pe3epBHOrO KOMMPOBaHUS U
BOCCTaHOBIIEHUS.

[insa aKkcnopTa KOpHEBOro ceptudukara:
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- B OCHOBHOM OKHe nporpamMmbl nepenTtn Bo BkNaaky «CepTndukatbl»;

- B CMncKe BbibpaTb KOPHEBOW cepTUdMKaT U HaxaTb KHOMKy [QkcnopT];

- B OTKPbIBLLENCS OKHE YKa3aTb UMs dpanra KoHTenHepa cepTudukara, Mecto CoxXxpaHeHus

n BblbpaTb popmart akcnopta «PEM (*.crt)»;

- HaxaTb KHonky [Aa].

5.9.5.8. AkcnopT channoB cepTuduKaToB U Krnoven cepeepa

[lna skcnopta ceptudumkaTta cepeepa HeEOOX0ANUMO:

1) B OCHOBHOM OKHE Mporpammbl NepenTn Bo Bknagky «Ceptudukarbiy»;

2) B cnucke BbIbpaTb cepTudmkaT n HaxaTb KHONKY [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MeCTO COXpaHeHus 1 BbibpaTb popmaT akcnopta «PEM

(*.crt)»;

4) HaxaTtb kHonky [Aa].

[insa akcnopTa 3akpbITOro Krtoya cepBepa HeObXoaAMMO:

1) B OCHOBHOM OKHE MporpamMmmbl NEPenNTN BO BKNAOKy «3aKpbiTble KITHUny;

2) B cnncke BbIbpaTb KNHOY U HaXxaTb KHOMKY [QkcnopT];

3) B OTKpbIBLUENCS OKHE BbibpaTb doopmat akcnopta «PEM private (*.crt)y;

4) HaxaTb kHonky [Aa].

3aKkpbITbIN K04 cepBepa aKCMOPTUPYETCS B OTKPLITOM Buae 6e3 NpMMEHEHUs 3aLlUTHOro
npeobpasoBaHns LaHHbIX.

3aKpbITbI KNIOY CepBepa AOIMKEH HAaXOAMTLCSA Ha cepBepe M He AOSMKEH nepeaaBaTbCcs
KNneHTam.

[na co3ganus panna c napametrpammn Ouddu-XennmaHa Heobxoanmo:

1) B OCHOBHOM OKHe nporpammbl Bblbpatb B MeHo NyHKT «Extra — Cospate DH napa-

MEeTp»;

2) B OTKpbIBLUENCA OKHe yKa3aTb 3HaveHne «2048 (2048 6uT)»;

3) HaxaTb KHonky [Aal].

MpumevyaHue. NeHepaums 3aHMMaeT MHOMO BpeMeHu, 06 aKTUBHOCTM MporpamMMbl

CBMAETENbCTBYET MHANKATOP B NPABOM HMXHEM Yriy OKHa NporpamMmbl;

4) B OTKpPbIBLLENCSA OKHE YKa3aTb MeCTO AN COXpaHeHus noryvyeHHoro camna;

5) HaxaTb KHOMKy [da] Ans coxpaHeHus.

CosgaHue gann AononHuTeNnbHon ayTeHTudgurkaumm npotokona TLS B nHcTpymeHTe XCA
He npeaycmoTpeHo. [aHHbIn dharn JomkeH ObiTb co3gaH otaenbHo cpeactBammn OpenVPN npu
NMOMOLLIM KOMaHApb!:
openvpn --genkey --secret <umsa_danmna>

5.9.5.9. AkcnopT channoB cepTUUKATOB U KNKOYEN KITMEHTA

[na akcrnopTa cepTudukaTa KnmeHTa HeobXxoanMmo:
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1) B OCHOBHOM OKHE Mporpammbl NepenTn Bo Bknagky «Ceptudukarbiy»;

2) B cnucke BbIbpaTb cepTudmKaT U HaxaTb KHOMKY [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MECTO COXpaHeHus 1 BbibpaTb dpopmaTt akcnopta «PEM

(*.crt)»;

4) HaxaTb kHonky [Aa].

[ns akcnopTa 3aKkpbITOro Kn4va KnueHta Heobxoanmo:

1) B OCHOBHOM OKHE MporpamMmmbl NEPENTUN BO BKNAOKY «3aKpbITble KITHOUNY;

2) B cnncke BbIOpaTb KNOY U HaXxaTb KHOMKY [AkcnopT];

3) B OTKpbIBLUENCSA OKHE BbiOpaTh hopmaTt akcnopta «PEM private (*.crt)»;

4) HaxaTb kHonky [Aa].

3aKpbITbIM KMOY KNMEHTa 3KCNOPTUPYETCS B OTKPLITOM Buae 6e3 NnpMMeHeHnst 3aLmnTHOro
npeobpa3oBaHns OaHHbIX.

5.9.5.10. OT3bIB cepTucpukatoB. Cnuckn or3biBa cepTucmkaTonB

[ns oT3biBa cepTudmkata Heobxoanmo:

1) B OCHOBHOM OKHE Nporpammbl NepenTn Bo Bknagky «Ceptudukartbi»;

2) HaNTK B CMIMCKE OT3bIBAEMbI CEPTUDMKAT, HAXaTb NPaBON KHOMKOW MbILIN N B pac-

KpbiBLLEMCHA MeHIO BblbpaTb «OTO3BaTbY.

AHanNormyHbIM cNOCoboM MOXHO OTMEHUTL OT3bIB cepTudukara.

BHUMAHMUE! lNocne oTMeHbl 0T3biBa cepTudukaTa HeobxoamMmo BEPHYTL AOBEPUE cep-
TUdMKATY, HaXKaB NPaBoON KHOMKOW MbILLM N pacKpbIBLLEMCS MEHIO BbiOpaB «[loBepuey.

Cnnckn 0To3BaHHbIX CePTUMKATOB NPUBA3LIBAKOTCS K KOPHEBOMY cepTUdukaTy yaocTo-
BEPSIOLLEro LIeHTpa, NognucasLlero aTu ceptudukaTol.

[na npocmoTpa crnmcka oTO3BaHHbIX CEPTUMUKATOB, OTHOCALLUXCHA K KOPHEBOMY CEPTU-
dukaty, Heobxoammo:

1) B OCHOBHOM OKHE Mporpammbl nepentn Bo Bknagky «Ceptudukarbl»;

2) B cnvcke BbIbpaTb KOPHEBOW cepTUdMKaT, HaxaTb NpaBoON KHOMKOW MbILIM U B pac-

KpbiBLUEMCA MeHI0 BbibpaTth «L|C — Manage revocationsy.

OTKpoeTCsa CNMCOK OTO3BAHHbLIX CEPTUPUKATOB.

[na co3gaHns cnnucka O0To3BaHHbIX cepTudukaTtos B hopmaTe, NPUrOAHOM ANd aKcnopTa
B Apyrue cuctembl, Heo6xoammo:

1) B OCHOBHOM OKHe nporpaMmmbl NnepenTn BO BKNagky «CepTudumkartbl»;

2) B cnvcke BbIbpaTb KOPHEBOW cepTUdMKaT, HaxkaTb NMPaBON KHOMKOW MbILIM U B pac-

KpbiBwemMcsa MeHto BblbpaTtb «L|C — Cosgate CRL»;

3) B OTKpbIBLUEWNCS, NPY HEOBXOAMMOCTH, YTOUYHUTE NapamMeTpbl CNNCKa;

4) HaxaTb kHonky [Aa].

CosgaHHble CNUCKN OT3bIBa MOXHO NMPOCMOTpPETL BO BKI1adKe «Cnunckn oTo3BaHHbIX cep-
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TndurkaToBy. 3 3TON XKe BKNagKu CMCKU OTO3BaAHHbIX CEPTUGIMKATOB MOXHO 3KCNOPTUPOBATD,

Ha)xaB KHonkKy [QkcnopT], popmart akcrnopta «PEM».
5.10. CpeacTtBo yaaneHHoro agMuMHuUcTpupoBaHua Ansible

Ansible aBnaeTcs nporpaMMHbIM pelleHneM NS HACTPOWKM 1 ynpaBreHuss KoHdurypa-
LUMSMW yOaneHHbIX MalUvH, B TOM YMCe OAHOBPEMEHHO rpynnon MawmH. [na pabotsl Ansible
ncnonb3yeTcs CyllecTByoWwas MHpacTpykTypa SSH.

B Ansible ana npyumeHeHus KOHurypaumm Ha yganeHHom MallvHe UCMOrb3YETCH PEXUM
push mode, KOTOpbIN 3aKYaeTcs B pacnpocTpaHeHUn KOHUrypaumm ¢ ynpasnsioLwen MmalinHbl

Ha yoaneHHyo.

5.10.1. CocTaB
B coctas Ansible BxogaT moaynu, obecneunsatoime paspTbiBaHWe, KOHTPOMb U ynpasre-

HUe KOMMOHEHTaMW yaaneHHbIX MalmH. MNepeyeHb OCHOBHbIX Moayrneit npueeaeH B Tabnuue [33]

Tabnuuya 33
Moaynb OnwucaHve
shell lNosBonser 3anyckatb  shell-komaHaobl Ha  yganeHHOM  y3ne,  Hanpumep:

ansible -i step-02/hosts -m shell -a ‘uname -a’ host0.example.org

copy lNosBonser konupoBaTb hann M3 ynpaBnsloWENn MalUMHbI Ha YyOaneHHbIA Yy3en:
ansible -i step-02/hosts -m copy -a ’src=<uUCXOLHHI KaTajyor>
dest=<karasnor_HasHaueHUus>' host0.example.org

setup MpenoHasHaveH ansa cbopa pakTUYECKMX JaHHbLIX C Y3IOB:
ansible -i step-02/hosts -m setup host0.example.org

5.10.2. YctaHOoBKa u HacTpouka Ansible

Ha ynpaenstoLien mawmnHe gomkeH bbiTb ycTaHoBneH Python Bepcun 2.6 nnu Beiwe. Ha
ynpaBnsieMbIX MallMHaxX AormkeH bbiTb ycTaHoBneH Python Bepcun 2.4 nnu Bblwwe.

HononHutensHo aAnga pabotbl Ansible Heobxoanmel cregyrowme Python-mogynm Ha ynpas-

nawLwen MmallunHe:

python-yaml;

paramiko;

python-jinja2.
YcTaHOBKa Mofyrnen OCyLLECTBISETCHA NyTEM BbIMONMHEHUS KOMaHAbI:

apt-get install python-yaml python-jinja2 python-paramiko python-crypto
[nsa yctaHoBku Ansible BbinonHUTL KOMaHAy:

apt-get install ansible
lMepeyeHb MaLLMH, KOTOPbLIMU HYXXHO YNpaBnaTb, 3a4aeTcs ABYMS cnocobamu:

- B TekcToBoM cpanne (N0 yMoOnyaHuio ucnonb3yetrcsa ini-gann) B Kartanore
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/etc/ansible/hosts;

- C MOMOLLbIO CKpMMTa, Nony4varLlero nepevyeHb MalmH U3 CTOPOHHNX NPOrpaMMHbIX

NpoayKTOB, Hanpumep, oT Zabbix.

Kpome cnucka ynpasnsemMblx MallMH B ini-ghanne MOXeT yKasblBaTbCA LOMOMHUTENbHAA
MHdOpMaUMA: HOMepa NOPTOB ANs noakntodeHnsa no SSH, cnocob noaknioyeHus, naponbs Ans

NoaKmnto4YeHns1, MMs1 Nonb3oBaTtens, o0obeanHEeHUs rpynn un T.n.

Mpumepbl:

1. KoHdurypaumoHHbIn ini-thbann, B KBagpaTHbIX CKOOKaX yKa3aHbl UMeHa rpynn ynpas-
ngembIX MaLlnH

[dbservers]

nudel.example.ru

nude?2.example.ru

[webservers]
srvl.example.ru ansible ssh_port=8877 ansible ssh_host=192.168.1.1
srv2.example.ru
srv[3:20] .example.ru
2. KoHurypauunoHHbin YAML-cpann
all:
hosts:
mail.example.ru:
children:
webservers:
hosts:
srvl.example.ru:
jumper:
ansible port: 8877
ansible host: 192.168.1.1
srv2.example.ru:
dbservers:
hosts:
nudel.example.ru:

nude2.example.ru:

B nononHeHve k KOHpUrypaumMoHHoMy dainy npu onpeaeneHnun 1 ynpasneHun rpynnamm
yAaneHHbIX MallvH UCNorb3yeTcsl NepeMeHHble napamMeTpsbl. lNepemMeHHble napameTpbl MoryT
6bITb 06bEAMHEHBI B rpynnbl. [laHHbIe 0 NEPEMEHHbIX NPeAnoYTUTENbHO XPaHUTb B OTAENbHbIX

YAML-(annax B COOTBETCTBYIOLLUX KaTanorax:
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- /etc/ansible/group_vars/<ums_rpynns> — A1 NePEMEHHbIX rpynnbl MaLUVH ;

- /etc/ansible/host_vars/<umsa_mamuHe> — ONA NEePEeMEHHbIX OTAENbHbIX Ma-

LUNH.

5.10.3. CueHapuum Ansible

Ansible nossongaeT ucnonb3oBaTb CUeHapun, npegHasHadYeHHble A1 BbINOSHEHNA Ha

ynpaensembix MawmnHax. CueHapum nuwyTtces Ha s3bike YAML.

[na BbINOMHEHUS cLeHapus Ucnonb3yeTcs KoMaHaa ansible-playbook co cnefyto-
LWMM CUHTaKCUCOM:

ansible-playbook <ums_Qarna_cueHapus.yml> ... [Opyrue HapaMeTph]

OnvcaHne OCHOBHbIX NapaMeTpoB CLeHapreB NpuBeaeHo B Tabnuue [34]

Tabnuua 34
MapameTp OnuncaHue
hosts YKkasblBatoTcs ynpaBnsieMble Y3rbl Uy Fpynnbl Y3roB, K KOTOPbIM HYXXHO NPUMEHUTb
N3MeHeHUs
tasks OnucbiBaeTcs cocTosiHME, B KOTOPOE HEOOX0AMMO NPUBECTM YNpaBnseMblid y3en, anb-

TEepHaTMBOW MOryT ObITb ponu

gather_facts

YkasblBaeT cobvpatb uUnu HeT nHgopmaumio o6 yanax nepen BbiNOMHEHMEM 3aaad.
3HayeHne no ymonyaHuio — «da»

vars YkasblBalTCs NepeMeHHble, KoTopble ByayT UCNomb30BaHbl MPU BbIMONIHEHUM CLEHapUs

connection WcnonbayeTtcs Ansa ykasaHusa MeToda CoefMHeHus ¢ yanamu: pure ssh, paramiko, fireball,
chroot, jail, local, accelerate

sudo lMocne ycTaHOBNEHUSA COEAMHEHNS BbIMOMHATL 3a4a4y C MPUBUMIETUSIMIU OPYroro norb3o-

Bartens. 3HadeHune no YMOM4YaHUio — root

sudo_user

B coyeTaHuu ¢ napameTpoMm sudo MOXHO yKkasaTb Morib3oBaTtens, ¢ NpuBUNErusMm
KOToporo GyaeT BbiMonHeHa 3agaya

vars_prompt

Mepen BbINOrIHEHMEM cLeHapusa Ansible B UHTEPaKTUBHOM pexmnme MOXET YTOYHUTb
yKasaHHble B 9TOM pasfgene napamerpbl

remote_user
(user)

Mms nonb3oBaTens ans aBTopusaumn Ha yganHHOM y3ne
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6. ALUULLEHHBLIA KOMMIEKC MPOrPAMM MIMEPTEKCTOBOW OBPABOTKU OAHHbIX

3alUNLLEHHBIN KOMMMEKC NporpamMM rmnepTekcToBon 06paboTkm gaHHbIX — 310 MO, ocy-
WwecTenswouwee Bzanmogencrtane no HT TP-npoTokony mexay cepsepomM n 6paysepamu: npuem
3anpocoB, MOUCK YKasaHHbIX (hannoB M nepegadya Mx COAEPXMMOrO, BbIMOSIHEHME MPUIIOXe-
HUW Ha cepBepe U rnepegada KrveHTy pesynbTaTtoB MX BbiMonHeHus. Komnnekc npencrasneH
web-cepsepom Apache2 n 6paysepom Firefox.

BHUMAHMUE! [1ns obecneyeHns HopmanbHon paboTbl NoNb3oBaTens ¢ cetTeBbIMU CEPBU-
caMu JOMKHbl BbiTb ABHO 3adaHbl Anana3oHbl ero MaH4aTHbIX YPOBHEN M KaTeropuin ¢ NOMOLLbIO
COOTBETCTBYIOLUNX YTUIUT, AaXe ecnn eMy He OOCTYMHblI YPOBHU U KaTeropun Boelwe 0. [ononHu-

TenbHasa nHgopmaunsa npmeegeHa B gokymeHte PYCB.10015-01 97 01-1.
6.1. HacTtponka cepBepa

MNocne YCTaHOBKM cepsepa Heobxoanumo YCTaHOBUTb naket
libapache2-mod-authnz-pam. Tenepb cepBep HACTPOEH M rOTOB K MNpuemy 3anpocoB
Ha Bcex ceTeBblX UHTepdercax Ha 80 nopTy. Ecnv no kakum-To npuymnHam oH He paboTocnocobeH,
cnegyeT NpoBepuUTb MUHMMAarbHO HeOBXoanMbIE HACTPOWKKN cepBepa:

1) B (banine /etc/apache2/ports.conf AOMKHbI ObITb YKa3aHbl NapameTpsbl:

NameVirtualHost *:80

Listen 80

2) B katanore /etc/apache2/sites-available OOMKHbI HAXOANTLCSA Pansibl C Ha-

CTPOMKaMM BUPTYyasibHbIX XOCTOB U KaK MUHUMYM OAWMH U3 HUX JOSMKEH ObiTb pa3peLueH K

NCNONb30BaHMIO KOMaHOOMN:

a2ensite config_filename

BHUMAHMUE! B komaHge HeobxogmMmo ncnonb3oBaTh TOMbKO MMA danna (6e3 ykasaHus

MOMHOro NyTH).

MwuHuManbHoOe cogepXnumMoe Takux (pannoB C KOHUrypauusmm BupTyasibHbIX XOCTOB
BbIMAAUT crneayrowmm obpasom:
<VirtualHost *:80>

ServerAdmin webmaster@localhost

ServerName server.domain.name

DocumentRoot /path/to/root/dir/

<Directory /path/to/root/dir/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None

</Directory>

ErrorLog /var/log/apache2/error.log

LogLevel warn
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CustomLog /var/log/apache2/access.log combined

</VirtualHost>

B cnyyae korga web-cepBep oomkeH npeaocTaBnsaTb NONb3oBaTENAM AOCTYN K 06bekTam
darinoBom cUCTEMbI C PasNUYHbIMU MaHAATHLIMK aTpMbyTamMm, TO Ha KOPHEBOW KaTanor BUpTyanb-
HOro xocTa (No ymonyaHuo /var/www/html) n BCe ero poauTenbCckue katanorn LOMKHbI ObiTb
YCT@HOBMEHbI 3Ha4YeHM MaHOATHbIX aTpUByTOB HE MEHbLLE MaKCUMasnbHbIX aTpnbyToB 06HLEKTOB,
K KOTOpbIM BygeT pasrpaHmumnBatbes AocTyn. Kpome Toro, Ha KOpHEBOW KaTarnor BUPTyasibHOMo
XocTa (N0 yMmonyaHuto /var/www/html) gomkeH 6bITb yCTaHOBMAEH TN MeTKM ccnr. Onepauns
MOXET ObITb BbINOMHEHA C UCMONb30BaHWEM yTUNNTbl pdpl-file OT UMEHWN YYETHOW 3anucu aa-
MUHUCTpaTopa Yepe3 MexaHm3M sudo. [lononHuTenbHaa Hpopmauns npmBeaeHa B AOKYMEHTE
PYCB.10015-01 97 01-1.

lMocne okoHYaHWA npaBku KOHUrypaumoHHbIX dannoB HeobxoanumMmo nepesanycTutb
cepBep KOMaHOOW:

systemctl restart apache2
6.2. Pexxum pabotbl AstraMode

CepBep runeptekctoBon 06paboTkm gaHHbix Apache2, Bxogawmin B coctaB OC, B ycrno-
BUAX MPUMEHEHUA MaHOATHOro ynpasneHus 4oCTYNOM He AonyCcKaeT BO3MOXHOCTUM aHOHUMHOIO
NCMorb30BaHNA pecypcoB 1 TpebyeT obs3aTenbHOM HAaCTPOMKN aBTopu3aumm Nonb3oBaTenen.

Ecnu He TpebyeTcs ncnonb3oBaHne NONUTUK yrpaBreHust JOCTYNOM Mofib3oBaTenen,
NoaKkn4YaeMbiX K JaHHOMY CepBepy, aBTOpM3auMio BO3MOXHO OTKMOYUTb, J06aBUB CTPOKY
AstraMode off B KoH(urypaunmoHHom panne /etc/apache2/apache2.conf. Mo ymon-
YaHUIO PEXMM BKIIOYEH, a NapaMeTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3HAYEHUIO
AstraMode on.

BHUMAHMUE! [Mpwn oTknoyeHHON aBTOpM3aumm nosnb3oBatenen Apache2 ocywecrtensaer
BCEe 3anpocChkl K CBOMM pecypcamM NoCcpeacTBOM TONMbKO OOHOM CUCTEMHOW YYETHOW 3anucu (rno

ymMosn4yaHumoo www-data).

6.3. HacTtponka aBTopusauumn

HacTponky ckBo3HOW ayTeHTUdUKaLMM U aBTOpU3auuu Ona cepBepa W KIMeHTa, pa-
Gotatomx B pamkax EMM, cm. B [6.4] Ecnu He HacTpoeHa ayTeHTUdUkaumsi yepes Kerberos,
TO OJ151 BCEX PecypCcoB AOSMKHA MCMNOSb30BaTbCH ayTeHTUUKaums n astopmsaunsa yepes PAM,
npun aTtom ByaeT ncnonb3oBaTbCs nonb3oBaTensckasa b, nponucaHHas B HacTponkax OC. [ns
BbIMNONHEHNS ayTeHTudurKaumm n astopusauum Yepe3 PAM gormkeH ObiTb YCTaHOBMEH NakeT
libapache2-mod-authnz-pam 1 BbINONMHeHa criegyoLliad KomaHaa:

#a2enmod authnz_pam
B kOH(urypaumnoHHbIx hannax BupTyanbHbIX XOCTOB web-cepBepa Apache2 ykasaTb:

AuthType Basic
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AuthName "PAM authentication"
AuthBasicProvider PAM
AuthPAMService apache?
Require valid-user

JlorvH n naponb nonb3oBatens OyayT nepefaBaTbCA OT NOSMb30BATENS K CepBepy B
OTKPbITOM BUAE C UCMOSb30BaHNEM MeToda ayTeHTudumkaumm Basic. [Jna KOppekTHOro gyHk-
LMOHMPOBaHUS aBTopu3aumn Yyepes PAM nonb3oBartento, oT KOToporo pabotaet web-cepsep
(mo ymonyaHuio — www-data), HeobxogMmo BblgaTb MpaBa Ha vTeHne uHdopmaumn u3 b
nosnib3oBaTenen n cBeAeHun o MaHaaTHbIX MeTKax:
#usermod -a -G shadow www-data
#setfacl -d -m u:www-data:r /etc/parsec/macdb
#setfacl -R -m u:www-data:r /etc/parsec/macdb
#setfacl -m u:www-data:rx /etc/parsec/macdb

Ecnu ycrtaHoBneH wmogynb web-cepBepa Apache2 auth _kerb w#3 naketa
libapache2-mod-auth-kerb ans ayteHTudukauum yepes Kerberos (cm. B [6.4)), oTknountb
€ro Ucrnonb3oBaHWe nNpy NOMOLLM KOMaHAbI:
a2dismod auth kerb

[nsa nepenaym Tekywero MaH4aTHOroO YPOBHSA M TEKYLLUMX MaHAATHbIX KaTeropun Nosb30-
BaTensa B http-3aronoeke moxeT 6bITb CkOHGUrypmpoBaH moaynb Apache2 mod_headers. [ins
3TOro HeobxoaAnMo:

1) B KOHGUrypaunoHHoMm hainne /etc/apache2/apache2.conf 00aBUTb CTPOKY:

Header set MyHeader "%m %c"

rae $m — MeCcTo NoACTaHOBKM TEKYLLEero MaHA4aTHOro YPOBHS, @ $C — TEKYLUMX MaHOaTHbIX

KaTeropuu;

2) BKIOYUTb MOAYMb, BbIMOMHMB KOMaHA4Y:

a2enmod headers

3) nepesanyctutb cepBep Apache2:

systemctl restart apache2

Cepsep ana PAM-ayTeHTudMKauum ncnonbayeT cueHapui PAM, cogepxalmmncs B KOH-
dourypaumoHHom daunrne /etc/pam.d/apache2. PAM-cueHapuin BknioyaeT common-auth 1
common-account. [1o ymonyaxnmio B OC ansa ukcaumm Ymcrna HeBepHbIX MOMbITOK BXoAa Nosib-
3oBartenen npumeHsetrca PAM-mogynb pam_tally. icnonb3oBaHue pam_tally B cekuuun auth
B (havine /etc/pam.d/common-auth obecneynBaeT yBenmyeHne cHeT4YMKa HEBEPHbIX NOMbITOK
BXO[a nonb3oBaTtenst Npu Havane npouecca ayTeHTudukaumm. [ins cbpoca cyetymka HEBEPHbIX
NonbITOK BXOAA Nofb3oBaTens nocre ycnewHon ayteHTugukaumm Heobxogumo B cueHapuin PAM,
cogepXawunca B KoHurypaunoHHom cdanne /etc/pam.d/apache2, 4obaBuUTb MCNOSb30OBa-
HMe pam_tally B cekuum account. PAM-cueHapuin ans cepsepa 6yaoeTr MmeTb criegyowmi
BUA;
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@include common-auth
@include common-account
account required pam tally.so
Mpn ncnonb3oBaHuN pam_tally HeOBGXoAMMO paspeLlunTb Nonb3oBaTento www-data
3anucb B /var/log/faillog, BbIMOSIHMB KOMaHAY:
setfacl -m u:www-data:rw /var/log/faillog
BbinonHuTb Nepesanyck cepeepa:

systemctl restart apache2
6.4. Hactponka ansa pa6otbl B ENMMM

[ns obecneveHnsi coBmecTHOM paboTkbl web-cepeepa Apache2 ¢ ALD Heobxoaumo:

1) Hanuuune B cMcTeEME, Ha KOTOPOW DYHKLMOHNPYET web-cepBep, YCTaHOBNEHHOIO NakeTa

knueHTta ALD — ald-client;

2) paspelueHue MMeH OOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peluanock, B NepBYO o4epenb, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);

3) knueHT ALD pomxeH 6biTb HacTpoeH Ha ucnonb3yemblit ALD gomeH (cm. [7.2.3);

4) B cucteme OOMKeH ObITb yCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hannune mogyna web-cepBepa Apache2 auth_kerb npenoctaBnsieT BO3MOXHOCTb Op-
raHm3aumm coBmectHoun pabotsl ¢ ALD ¢ ncnonb3oBaHnem ansa ayTeHTUmkaumm nonb3oBaTenemn
nocpencteom Kerberos metoga GSSAPI.

[nsa npoBegeHusa onepaumi no Hactporike ALD 1 agmuHucTpupoBaHuto Kerberos Heobxo-
AOUMO 3HaHune naponen agmuHucTpatopoB ALD n Kerberos.

[ns obecneyeHns BO3MOXHOCTM paboTbl web-cepBepa Apache2 ¢ ALD Heobxoanmo:

1) oTknOUUTL MOAYNb ayTeHTudukaumm dvepes PAM web-cepsepa Apache2

auth_kerb npu nomoLwn komaHabl:

a2dismod authnz_pam

2) akTuBMpoBaTb Moayrnb web-cepBepa Apache2 auth_kerb npu noMoLLM KOMaHAbI:

a2enmod auth_kerb

3) B KOH(pMrypaumnoHHbIx dhannax BMpTyanbHbIX XOCcToB web-cepepa Apache2 B cekuum

<Directory>, ANd KOTOPOW HacTpamBaeTca AocTyn nons3osatenen ENMM, ykasatb:

AuthType Kerberos

KrbAuthRealms REALM

KrbServiceName HTTP/server.my domain.org

Krb5Keytab /etc/apache2/keytab

KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user
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4) cosgatb B B[] ALD ¢ nomowbio yTunuTbl agMmmHuctpmpoBanus ALD npuHuunana,
COOTBETCTBYHLLErO HacTpansaemomy web-cepsepy Apache2. NpuHumnnan cosgaetcs ¢
aBTOMaTU4YEeCKM CreHEePUPOBAHHbLIM CyYanHbIM KITHOYOM:

ald-admin service-add HTTP/server.my_domain.org

5) BBeCTM CcO34aHHOro npuHUMnana B rpynny cepBUCOB mac, UCMOMb3ya crneayoLlyro

KOMaHAy:

ald-admin sgroup-svc-add HTTP/server.my_ domain.org

—-—-sgroup=mac

6) cospatb hann knoya Kerberos ana web-cepsepa Apache2 ¢ nomoLblo yTUNUTBI

agMmunHucTpupoBaHusa ALD ald-client, ucnonb3ys criegyroLlyto KOMmaHay:

ald-client update-svc-keytab HTTP/server.my domain.org
—--ktfile="/etc/apache2/keytab"

MonyyeHHbln cpann p[omkeH ObITb JocTyneH web-cepsepy Apache2 no nyTw,

yKazaHHOMY B KOH(UrypaumoHHOM napameTpe Krb5Keytab (B AaHHOM cnyyae

/etc/apache2/keytab). [MpaBa goctyna K aTomy bansly A0SMKHbI NO3BOSIATL YATATb

ero nonb3oBaTento, OT UMeHU KoToporo paboTtaeT web-cepsep Apache2 (kak npasuno,

Bnagenbuem anna HazHavYaeTca nonb3oBaTenb www—-data);

7) CMeHWTb BrnagenbLa, Nony4YeHHOro Ha npeaplaylwem ware, ganna keytab Ha nonb3o-

BaTtensa www-data, BbIMOMHUB CNeayroLLyo KoMaHay:

chown www-data /etc/apache2/keytab

8) caenatb hann /etc/apache2/keytab AOCTYNHbIM Ha YTEHWE AN OCTaNbHbLIX NOSb-

3oBaTenemu:

chmod 644 /etc/apache2/keytab

9) nepesanyctntb web-cepBep Apache2, BbINOMHMB KOMaHAY:

systemctl restart apache?2

Bpaysep nonb3oBaTensa AoMKeH nogaepxmeaTtb ayTeHTMdUKauno negotiate. B nocnea-
HUX Bepcusax bpaysepa Konqueror faHHasa noggepka npucyTcTBYyeT aBTomatmyeckun. B Bpaysepe
Mozilla Firefox B HacTporkax, 4OCTYMHbIX N0 agpecy about : config, HEOBXOAMMO yKa3aTb NS
Kakux cepBepoB AO0CTYMNHa ayTeHTUduKaums negotiate. [ins BoINOMHEHNA JAaHHOW HACTPOWKN
3agaTb Macku JOMEHOB unum B obLiem cnyyae http- n https-coeanHeHus B kayecTBe 3HavyeHMN napa-
MeTpa network.negotiate-auth.trusted-uris, BCTaBuB, Hanpumep, s3HayeHna http://,
https://.

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTEHTUUKALMN U3 CKPUNTOB C APYrMMKn
cnyx6amu, Hanpumep, cepBepy postgresql, B KOHUrypaumoHHom canne BupTyanbHOro xocTa
cnenyet OOMNOMNHUTENBHO yKasaThb:

KrbSaveCredentials on

A B 6pay3epe Mozilla Firefox B HacTpoiikax 3agaTb 3Ha4eHUsl, B Ka4eCcTBe 3Ha4YEeHUN napameTpa
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napametpa network.negotiate-auth.delegation-uris, Macku JOMEHOB KOTOPbIM MOXHO
nepenaBaTtb JaHHble ONs1 CKBO3HOW ayTeHTUdUKaumn. A B 3anyckaemMblX CKpUnTax BbICTaBUTb
nepemMeHHy oKpy>xeHns KRB5CCNAME. Hanpumep, ansa php ato 6ygert Boirmagerb Tak:
putenv ("KRB5CCNAME=".$_SERVER[’KRB5CCNAME’ ]) ;
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7. CPEACTBA OPTAHU3ALINU EMN

7.1. Apxutektypa EMNM

EnvHoe npocTtpaHcTBO nonb3oBartenen npeacrasBnseT cobon cpeacTtsa opraHv3aumm
paboTbl nonb3oBartens B CETU KOMMNbIOTEpoB, paboTatowwmx nog ynpasneHuem OC. B ocHoBy
MOMOXeH JOMEHHbIV NMPUHLNM NOCTPOEHUSA CEeTK, NofpasyMeBaloLmin obbeanHeHne B OOHy CeTb
NOTNYECKN CBA3AHHbIX KOMMbIOTEPOB, HanpumMep, NpuHaanexallnx ogHown opraHusauum. MNpu aTom
nosnb3oBaTerb Mony4YaeT BO3MOXHOCTb paboThl C CETEBbIMU pecypcaMu CETU 1 B3anNMOOENCTBUS
C ApYyrMMu nosb3oBaTensamu.

Opranusaumsa ElM obecneunsaer:

- CKBO3HYI0 ayTEHTUMUKALIMIO B CETH;

- LieHTpanu3auunio XxpaHeHus nHpopmaLnm ob oKpyxeHUmn nonb3oBartenen;

- LeHTpanu3aumio XxpaHeHnst HaCTPOEK CUCTEMbI 3alLUTbl MHOPMaLIMK Ha cepBepe.

CeteBas ayTeHTM(MKaUMA 1N LeHTpanusaumsa xpaHeHus nHdopmMauum o6 oKpyXeHum
nonb3oBarerns OCHOBaHa Ha NCMONb30BaHMM ABYX OCHOBHbIX MexaHn3moB: NSS n PAM
(7.1.2).

CkBO3Has [JOBepeHHas ayTEHTUMMKaLMS peanuayetcst TexHonormen Kerberos (7.1.4).

B kauecTBe NCTOYHMKA JaHHbIX A 6a30BbIX CUCTEMHBIX CEPBUCOB Ha 6a3e MexaHM3MOB
NSS n PAM ncnonb3yetcs cnyxba katanoros LDAP (7.1.3).

LleHTpanusaumsa xpaHeHua nHopmMaumm o6 oKpy>KeHun nonb3oBatenen nogpasymeBaet
1 LEHTpann3oBaHHOe XpaHeHne JOMalLHMX KaTarnoros nonb3osarenen. [ns aToro ncnonb3yercs
C3dC CIFS (cm.[5.8).

7.1.1. MexaHu3m NSS

MexaHnam NSS npegocrtaBnser Bcem nporpammam u cnyxbtam, PyHKLMOHUPYIOLWUM
Ha fIoKarnbHOM KOMMbIOTEPE, CUCTEMHYI0 MH(POPMALUIO Yepe3 COOTBETCTBYIOLLIME NPOrpaMMHble
BbI30Bbl. OH obpallaeTcsa K KOHurypaumoHHomy canny /etc/nsswitch.conf, B KOTOPOM
yKasaHbl UICTOYHUKM JaHHbIX AN KaXOoW N3 CUCTEMHBIX cryx6. KpaTkoe onnucaHne CUCTEMHbIX

cnyx6 npueefeHo B Tabnuue [35,

Tabnuuya 35
Cepsuc MCTOYHMK gaHHbBIX NO YMOMYaHMIo OnmcaHune
OkpyxeHne nonb3oBaTend (OoMalUHWMIA KaTaror,
passwd /etc/passwd
naeHTudmkaTop nonb3oBaTens u np.)
shadow /etc/shadow Maponu nonb3oBaTtenen
group /etc/group MpuHagnexHocTb nonb3oBaTenen rpynnam
hosts /etc/hosts CooTBeTCTBME MMEH XOCTOB agpecam
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OkoH4yaHue mabnuubl 35

Cepsuc MCTOYHMK OaHHbIX MO YMOMYaHuIo Onucanve

XapakTepuUCTUKN CeTeBbIX CEPBUCOB (MOPT, TWM

services | /etc/services
TPaHCMNOPTHOrO NPOTOKONa)

Kaxxabih n3 6a3oBbIX CUCTEMHbLIX CEPBUCOB MNoAAepXMBaeT psag GubnnoTeyHbix npo-
rPaMMHbIX BbI3OBOB, TaKMX KaK getpwent, getspent, getgrent, getservent. [lpu
BbIMOMMHEHUN [aHHbIX MPOrpaMMHbIX BbI3OBOB MNPOU3BOAUTCA MOUCK B KOHUrypaumoH-
HOM cpanne /etc/nsswitch.conf WMCTOMHMKA AaHHbIX COOTBETCTBYHOLLEro cepBuca (Ha-
npumep, passwd ONA MOMyyYeHUs OOMaLUHero katarnora nosib3oBatens). [1lo ymonyaHuto
B KayeCTBe MWCTOYHMKA [AaHHbIX CUCTEMHbIX CEPBUCOB WUCMOMb3YHTCA COOTBETCTBYOLME
KOHUrypaumoHHble daunnel B Katanore /etc (MCTOWHMK files). NSS npu nonyyeHun
MMEHN MWCTOMHMKA [aHHbIX M3 KOHUrypaumoHHoro anna /etc/nsswitch.conf ocy-
LecTBNASEeT MOUCK NpOorpaMMHON pasgensemon 6ubnuotekn B katanore /lib € MMeHeM
libnss_<uMsa_MCTOUHMKA_MAaHHHX>-<Bepcusl_ O6bubnuoTexu>. so, (e B Ka4eCTBe UMEHU UC-
TOYHMKA AaHHbIX BbICTYMaeT CTpoKa, nonyvyeHHas u3 /etc/nsswitch.conf. Hanpumep, npu
Bbl30BEe getpwent, Npu yCnoBsuu, 4to B /etc/nsswitch.conf HaxoauTcs cTpoka:
passwd : files

Oynet Bbl3aBaHa COOTBETCTBYIOLLAA PyHKUNA 13 bubnunotekn /1ib/libnss_files. so.

7.1.2. MexaHusm PAM

MexaHnam PAM (Pluggable Authentication Modules — nogkrnoyaemble Moaynu ayTeH-
TUdMKaLnmn) NO3BOMNSET MHTENPUPOBATL PasfnyHble HU3KOYPOBHEBbBIE METOAbI ayTEHTUMKaLUK
N NpefocTaBnTb eAnHbIe MEXaHN3MbI AJ1 UCNOSIb30BaHUSA NPUKNaAHbIX NporpamMmm B npoLlecce
ayTeHTudumkaumm. MexaHmam coctouT u3 Habopa pasgensieMbix BUBNMOTEK N KOHPUrypaLUMOHHbIX
rannoB — cueHapueB npoueayp ayTeHTUguKaummn.

B katanore /etc/pam.d pacnonoxeHbl KOHpUrypaunoHHole dannsl PAM ans cooteet-
CTBYHOLLMX CEPBUCOB, B T.4. U AN 1ogin (aBTOPU3OBAHHbIN BXO4 B CUCTEMY). B KOHGMrypaumoH-
HOM (panne cepBuca aaHa MHoOpMauus No NpoBeaeHU0 ayTeHTUduKaLmm.

Mogynu PAM BbI3biBatOTCA NpU BbIMOMHEHUU Cnegyowmx QyHKUUNA:

1) auth — ayTeHTMdMKaUnS;

2) account — nonyyeHve NpuMBuUnernn 4OCTyna;

3) password — ynpasneHue naponsmu,

4) session — COMPOBOXAEHNE CECCUMN.

[nsa BbINOMHEHMA KAXA0M PYHKUMN MOXET OblTb NEPEYNCiEHO HECKONbKO Mmoaynen PAM,
KoTopble ByayT Bbi3blBaTbCA NocrnegoBatenbHo, 06pasys ctek PAM ons aaHHow 3agayn. Kaxagbin
BbI3blBaeMbIi MOAY b BO3BpALLaET B CTEK pe3ynbrar cBoen paboTbl: ycnewHbin (PAM_SUCCESS),
HeycnewHbi (PAM_AUTH_ERR), UrHopupyowmi (PAM_IGNORE) unu uHown. [ina kaxgoro Bbi3oBa
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MOXET ObITb Yka3zaH Habop ynpasnsawowmx draroB B BUAe COOTBETCTBUA KOfa BO3Bparta u Toro,
Kak pesynsraT paboTbl MOOYyNA CKaKeTcs Ha 0bpaboTke BCen CepBMCHOW 3adayu, Hanpumep,
ignore, ok, die. [Ina ynpaBneHus ayTeHTUdUKaLMEN NCMONb3YOTCA criegyrowme donaru:
- requisite — HemeaneHHoOe npekpalleHne ganbHEeNLWero BbiMNOHEHUS CEPBMUCHOM
3agayn ¢ obLMM HeyCneLHbIM pe3ynbTaTtoM B CIlyYyae HeycnewHoro pesyrnsrata BbInos-
HEeHWSA JaHHOro Moayns;
- required — TpeboBaHMe yaa4yHOro BbIMOMHEHNSA 3TOr0 MOAYNSA OAHOBPEMEHHO C Bbl-
NONMHEHNEM BCEX OCTasbHbIX, NEPEYNCIIEHHbIX B JAHHOW CEPBUCHOW 3afave;
- sufficient — B crnyvyae NO3UTUBHbIX Pe3ynbTaToB BbINOSIHEHNA AHHOMO MOOYIS U
BCeX npeabiaywmux ¢ driarom required B CTeke 3ajavyn HeMeASIeHHO npekpaliaeTca
AanbHenwee BbINOMHEHWE CEPBUCHOM 3a4a4yn B LENOM C O6LLMM NO3UTUBHBIM pe3ynbTa-
ToM. Ecnu xxe moaynb BEpPHYN HEraTUBHbIN pe3ynbTaT, TO ero 3Ha4eHue UrHopupyeTcs;
- optional — BbINOMHEHNE JAHHOMO MOAYIIS HAKAK HE CKa3blBaeTCs Ha pesyrnbraTe BCeu

3agayun, HO urpaet AOoNOJTHUTESNbHYIO I/IHC*)OpMaLl,I/IOHHle ponb.

7.1.3. Cnyx6a katanorosB LDAP

Cnyx6a katanoroB LDAP — ob6Liee Ha3BaHMeE KITMEHT-CEPBEPHOM TEXHONOMMK AOCTyna
kK cnyx6e katanoros X.500 ¢ nomowbto npotokona LDAP. Cnyx6a katanoroB X.500 saBnset-
CSl CPeACTBOM MepapXmMyeckoro npeactaBneHms MHPOPMaLMOHHBIX PECYPCOB, NpUHaaIexaLmnx
HEKOTOPOW OTAENbHO B3ATOW opraHmn3aumm, u nH B otnuume ot mexaHmama NSS mexaHunam PAM
NO3BONAET NUCKIMOYMTENBHO NPOBOAMTL ayTEHTUdUKALMIO, T. €. NOATBEPXAATb UMK ONpoBeEpraTb
BBELEHHYI0 ayTeHTUMUKaALMOHHY UHopMaLmio.coopmauumn 06 atux pecypcax. [pu aTom cnyx-
0a katanoroB obecneymBaeT LEHTpPannM3oBaHHOE yrpaBreHne Kak cammmu pecypcamu, Tak U
WMHpOpMaLMEN O HUX, a TakkKe NO3BOMSET KOHTPONMPOBATbL UX UCMNOSb30BaAHNE TPETBUMU NNLLAMMN.
Kaxxabi pecypc MOXET npuHagnexarb ogHoMy mnm 6onee knaccam. Kaxkabi knacc nokasbiBaeT,
4YTO pecypc ABNAETCsS onpenenéHHbIM TUMOM CYLLHOCTU, U UMeeT onpeaenéHHbl Habop CBONCTB.
COBOKYMHOCTM KNaccoB MOryT 00beaMHATLCA B CXEeMbl, KOTOPbIE ONUCLIBAlOT TUMbI PECYPCOB,
NPUMEHSIEMbIE B OTAENBHO B3ATOW NpeaMeTHON obnacTtu.

MHdopmaums, xpaHswasncsa B Katanore, HasbiBaeTcsa « MHOpMaLMOHHOM 6a3on kaTanoray»
(DIB). MNonb3oBaTenb kartarnora, KOTOPbIA MOXET ObITb Kak 4erioBeKOM, Tak U KOMMbIOTEPOM,
nonyyaeT AOCTYN K KaTanory nocpeacTBoM KnveHTa. KnneHT OT nmeHu nonb3oBaTens katanora
B3aMMOLENCTBYET C ogHMM unn 6onee cepeepamun. Cepaep xpaHuT cdparmeHT DIB.

DIB cogepxuT gBa Tmna nHhopmMauunu:

- nonb3oBaTtenbckas — MHopmauus, npeaocTaBnsemas nonb3oBaTensam u, 6bITb MOXET,

n3mMeHseMasa UMU;

- agMUHMCTpaTMBHAA U YHKUMOHaNbHas — MHpopMauns, ncnonb3yemas ans agMmHu-

CTpuUpoBaHuA n/vnn (*)yHKLl,I/IOHI/IpOBaHVIFI KaTtanora.
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MHoxecTBO 3anucen, npeacTtaBneHHblx B DIB, opraHM3oBaHO nepapxmyeckn B CTPYKTYpYy
AepeBa, U3BECTHYIO Kak «MHopmaunoHHoe aepeso katanora» (DIT). MNpn aTom 3anuck B Katano-
re LDAP cocTtonT n3 ogHoOro nnu Heckonbkux atpubytoBs, obnagaeT yHukanbHbiM nmeHem (DN
— Distinguished Name) n MoXeT COCTOATb TONbKO N3 TeX aTpubyToB, KOTOpPblE ONpenerneHbl B
onucaHum Knacca sanucu. B cxeme onpeaeneHo, kakne atpubyTbl ABASIOTCA ANG AaHHOMO Knacca
obsa3aTenbHbIMU, a Kake — HeobsizaTenbHbIMU. Kaxabii aTpubyT, xpaHswuncs B katanore LDAP,
nmMeeT onpeaeneHHbl CUHTaKCUC (Hanpumep, TUN AaHHbIX), KOTOPbIM HaknaabiBaeT OrpaHnyeHus
Ha CTPYKTYpy u dpopmart ero 3HadeHuin. CpaBHEHME 3HAYEHUIN He ABMSETCS YaCTblo ONpeaeneHns
CUHTaKcuca, a 3agaeTcs OTAernbHO onpegenseMbiMn npasunamMmm cootTBeTcTeus. lpaBuna cooTBeT-
CTBUSA CrneumduumMpyoT apryMeHT, 3Ha4YeHne YTBEPXAEHMUS, KOTOpOe Takke MMeeT onpeaeneHHbIN
CUHTaKcuc.

lMpennonaraetcs, 4To MHOPMaUNA KaTanora JOCTaTOMHO CTaTU4YHa, T.e. Yalle YnTaeTcs,
yem moguduumpyetca. Npumepom nogobHOro karanora ABnAsieTCs cneumanuanposaHHasa bl,
Hanpumep, TenedoHHasa kHura, 6asa gaHHbIx cepsuca DNS.

Cnyx6bl kaTtanoros LDAP MoryT 6bITb MCNOMb30BaHbl B KAYECTBE MCTOMHUKA OAHHbLIX A5
0a30BbIX CUCTEMHbBIX cepBMCOB Ha 6a3e mexaHnamoB NSS 1 PAM.

B pesynbrate BCs cnyxebHaa nHopMauna nonb3oBaTenen ceTu MoXeT pacrnonaraTbcs
Ha BblENeHHOM cepBepe B pacnpeneneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
ceTeBbIX NoNb3oBaTenen B 3TOM Criyyae Npou3BoAUTCS LIEHTPanM30oBaHHO Ha cepBepe CnyXobl
KaTanoros.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxudeckon gpesoBmaHon hopme
pasrpaHudeHue gocTyna B pamkax cnyx6bl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN
AoMeHoB. B kadecTBe gJomeHa B faHHOM crnyyae Byaet BbiCTynaTtb nogaepeBo criybbl katanoros
LDAP.

7.1.4. loBepeHHasn ayTeHTUdpukauma Kerberos

Kerberos sBnsieTca npotokonom, obecnevmBaroLnM LEHTPaNM3oBaHHYO ayTeHTU(KKa-
LU0 Nonb3oBaTenien 1 NPUMEHSOLLMM TEXHNYECKOE MAaCKMpPOBaHMe AaHHbIX 4151 NPOTUBOLAENCTBUS
pasnuyHbIM BUAaAM aTak.

OCHOBHbIM KOMMOHEHTOM CcUCTEMBbI Kerberos sBnseTcs LeHTp pacnpeaeneHust Knoyen
(KDC). MNporpammsbl, HACTpOeHHble Ha B3anmoaencTaune ¢ Kerberos, HasbiBaloTCs «kepbepuao-
BaHHbIMW npunoxeHnsmny. KDC oTBevaeT 3a ayTeHTUdMKaumo B HekoTopon obnactn Kerberos.
B npouecce pabotbl cuctema Kerberos Bbigaet 6unetol (tickets) Ha ncnonb3oBaHne pasnUYHbIX
cnyx6.

CepBepom Kerberos HasblBaeTCsl KOMMNbIOTEP, HA KOTOPOM BbINOSHAETCS CepBepHas
nporpamma Kerberos, unu cama nporpamma KDC. KnueHT Kerberos — 310 KomnboTep unm npo-
rpamma, KoTopble nony4yarT 6unet ot cepsepa Kerberos. ObbIvHO aenctBus cuctemol Kerberos
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WHULMKUPYET NONb30BaTENb, OTNPABAIOLNA 3anNpoc Ha Nony4YeHne ycnyr oT HEKOTOPOro cepeepa
npunoxeHna (Hanpumep, cepeepa noytbl). Kerberos npegocrtasnset 6unetsl npuHumnnanam, B
pPOSiM KOTOPbLIX BbLICTYMAKT MOMb30BaTENMN UK CepBEpPHbIE NMporpaMmmbl. [Jna onncaHusa npuH-
yunana npuMmeHsieTca naeHTUUKaTop, COCTOALWMA U3 TPEX KOMMNOHEHTOB: OCHOBbI (primary),
ak3emnnspa (instance) n obnactn (realm). JaHHbIN MAEHTMAUKATOP UMEET BUA;
ocHoBa/3k3emnnaplobriacTs
Cuctema Kerberos BbInonHAeT cneayrowme 3agaqm:
1) obecnedeHune ayteHTMdMKauum B cetu. [Ans npegorspawenns HCL k cnyx6am cep-
Bep OOMKEeH MMETb BO3MOXHOCTb MAEHTUMUUMpoBaTh nonb3osartenen. Kpome Toro, B
HEKOTOPbIX cpefax BaXKHO, YTOObI KITMEHT MO MAEHTUMUMPOBaTbL cepBepbl. ATO UCKIHO-
4nT paboTy nonb3oBaTtenen ¢ hanblUnMBbIMU CEPBEPAMU, CO3AAHHBIMU ANA HE3AKOHHOIO
cbopa koHuAeHUManLHoNn nHpopmaLmm;
2) 3awmTty naponen. OTKPbITOCTb NApPONnen, NCNOMb3yEMbIX B paae CETEBbIX CNYX0, co-
3paeT yrpo3y 6e30nacHOCTU CUCTEMBI, T. K. OHU MOTYT BbITb NepexBavyeHbl U UCMOSb30BaHbI
ANs1 HE3aKOHHOro OCTyna K cucteme. [Ans peweHns agaHHoM Nnpobnembl UCNosb3yeTca
TEXHMYECKOE MacknpoBaHune bunetos Kerberos.
TexHonorus Kerberos npeacraenset cobor MexaHn3m ayTeHTUmKaunm nonb3oBaTenemn
N CepBUCOB, OCHOBHbLIM JOCTOMHCTBOM KOTOPOW SIBNSIETCA NOBbILWEHHAS 3alLULLEHHOCTb
Npyn UCNOSb30BAHUKN B CETU, KOTOpPasi JOCTUrAETCA MEXaHM3MOM 3aLMLLEHHOrO 0OMeHa
Bunetamu mexay nonb3oBaTensiMn, CEpBUCAaMUN U CEPBEPOM YYeTHbIX 3anucen Kerberos.
Mpu gaHHOM MexaHM3Me naposny Nonb3oBaTenemn No CeTn He NepedarTcs, YTo obecneyn-
BaeT MOBbILLEHHYH 3alLMLLEHHOCTb OT ceTeBbIX atak. C NOMOLLbI0 MexaHU3Ma OTKPbITbIX U
3aKpbITbIX KIHOYEN, a TaKKe CUHXPOHM3ALMN YacoB KITMEHTCKUX KOMMbIOTEPOB C CEPBEPOM
Kerberos obecneunBaeTcs yHMKanbHOCTb BUNETOB U X 3aLMLLEHHOCTb OT NOAAENKN.
B OC ucnonbayetca peanusauua MIT Kerberos;
3) obecnevyeHne ogHokpaTHoW pernctpauumn B cetn. Cuctema Kerberos gaet Bo3mMox-
HOCTb MOnb30BaTeNto paboTaTb C CETEBLIMU CEPBMCAMM, MPONAS NULLb €OUHOXAbl ayTeH-
Tndmkaumo Ha cBoem komnbroTepe. [Npu 3ToM ans obmMeHa ¢ NpUOXXeHNSAMM LOMOMHN-
TerbHO BBOAUTL Napofb He TpebyeTcs.
JlokanbHble cucTeMbl y4eTHbIX 3anncen nonb3oBaTernien u cuctema ElNMN cywectsyoT
B OC napannenbHo. Pasnuune mexay HUMM NpoBOAUTCHA C NMOMOLLbIO pasrpaHnyeHns
AnanasoHoB UID (3HaveHns UID meHbLlume, yem 2500, OTHOCATCA K NoKanbHbIM NOfb30Ba-
Tenam, a 6onblwme nnun pasHole 2500 — k nonb3osartenam ENMMM).
BHUMAHMUE! O6s3atenbHbiM TpeboBaHnem ans yHKUMOHNMPOBAHNA ayTeHTMdMKaunm
no Kerberos siBNAeTcsi CUHXPOHM3aUMsl BPEMEHN Ha KnneHTe 1 cepBepe. CUHXPOHM3aUMsS MOXET

6bITb 06ecnedeHa ncnone3oBaHmem cepsepa NTP (cm. 5.7)).
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7.1.5. UeHTpanu3auna xpaHeHuna aTtpumbytoB C3U B pacnpegeneHHon ceTeBOM
cpeae
B cpepe OC nonb3oBaTtento NOCTaBneH B COOTBETCTBUE psg aTpubyTOB, CBA3AHHbIX C

mexaHmamamm C3M OC, Hanpumep:

npuBmunernn agMMHNCTpNpoBaHusA, BXOXOEHNE B rpynnbl;

pa3pelleHHble napaMeTpbl BXOAa (CI'II/ICOK pa3peLlleHHbIX KOMMbTEPOB ,u,omeHa);

NOSIUTUKN NApOren N yY4eTHbIX 3anuceu;

- MaHgaTHble aTtpmbyThbl (AnanasoH AOCTYMNHbIX YPOBHEN AOCTyNa 1 Kateropumn, npmeune-

rn);

- paspelleHHble MaH4aTHbIE YPOBHU LIENOCTHOCTY;

- napameTpbl pernctpaumm codbiTun (Mackm permcTpupyemMbix YCNeLHbIX U HeyCneLHbIX

cobbITUR).

YacTtb n3 atpubytoB xapaktepHa Ttonbko ansa ElMN, gpyraa — aBnsetca oTpaxeHuem
obwux atpudytos C3M OC. [locTyn kK MaHAaTHbIM aTpubyTamM nonb3oBaTenen oCcyLwecTBNAeTCs C
NCNonb30BaHNEM NporpaMmMHon 6ubnmnotekn parsec. [laHHas 6Gubnmorteka nonyyaeTt n3 cCOOTBET-
CTBYHOLLErO KOHUrypaumoHHoro cdanna nHgpopmaunio 06 NCTOUYHUKE AaHHbIX OANS MaHOATHbIX
C3W cuctemsl. 1o ymonyaHuo NCMNonb3yOTCA foKasbHble TekcToBble hannbl. KoHuenums ENMMM
nogpasymMmeBaeT XpaHeHne CMCTEMHON MHopMaLmm o nonb3oBartene (B T.4. U ero MaHgaTtHble
aTpubyTbl) LeHTpanM3oBaHHO. B aToMm cnyvae Bca nHdopmauma XxpaHntcs B cny>kbe katanoros
LDAP.

7.2. Cnyx6a Astra Linux Directory

Cnyx6a ALD npegctaenset cobon cuctemy ynpasnenuns ENMM.

OHa aBnsietca HaacTpounkon Hag TexHonoruamun LDAP, Kerberos 5, CIFS n obecneunBaet
aBTOMAaTMYECKYI0 HAaCTPOKMKY BCeX HeobxoammbIx hannoB kKoHdUrypaumm crnyxo, peannayowmx
nepevncrieHHble TEXHOMOMMK, a Tak e NpeaocTaBnseT UHTepdenc ynpasneHns n agqMUHUCTPUPO-
BaHUA.

HacTtponka okpyXeHusi nonb3oBatensa npu Bxoge B cuctemy obecneymBaetcsa PAM-
moayrnem ALD, KOoTopbIv BbINOMHSAET crieaytowme OyHKLMN:

- nosiyvyeHve napamMeTpoB OKPYXXeHUS Nonb3oBaTend ¢ cepsBepa AOMEHa;

- NpoBepKa BO3MOXHOCTW BXoAa Nofb3oBaTesis Ha AaHHbIM KOMMbKTEP MO CMUCKY paspe-

LLIEHHbIX NOSIb30BaTENO KOMMbIOTEPOB,

- MpOBEpKa BO3MOXHOCTM MCMNOSb30BaHMsA nonb3osatenem tuna ®C ero gomaluHero

Katanora;

- HacTpoWKa napamMeTpOB OKPY>XEHUS Nosib3oBaTens;

- MOHTUpOBaAHME OOMALLUHEro Kartarnora norfib3oBaTerid,
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- BKJ1tOMeHMe JOMEHHOro nosrib3oBartend B 3adaHHbl€ JTOKalribHbl€ rpynnbl.

rlepe‘-II/lCJ'IeHHble napameTpbl N orpaHn4eHna Bxoda norib3oBartesnd 3agakoTcAa C NnomMo-

LLIbIO COOTBETCTBYHOLLMX KOMaHA YyTUNUTbI agMUHUCTPUPOBaHUSA ald-admin M napameTpamu
KOHdUMrypaumoHHoro canna /etc/ald/ald.conf (7.2.3).

B coctas OC BxoguT rpadmnyeckas ytunuta £ly-admin-smc, KOTOpasi NO3BONseT agMu-

HUcTpaTopy npoussectu ynpasneHune EMNM B rpadgmuyeckom pexmme (CM. 3NEKTPOHHYIO CNpaBKy).

7.21. CocTtaB
Bce Heobxoammble KOMNOHEHTBI cny6bl ALD BXogaT B cOCTaB NakeToB, NPMBEAEHHbIX B
Tabnuue [36]
Tabnuuya 36
HanmeHoBaHue OnwucaHve
Knnentckas yactbe ALD.
CoaepXnT yTUnuTy KOHUrypMpoBaHust KNMEHTCKOro KoMmnbtoTepa ald-client,
ald-client PAM-mogynb ALD, cnyx6y obpaboTku 3agaHun ALD aldd u ytunuty aBtomaTu-
Yeckoro 06HOBMNEHMS MONb30BaTENbCKMX OUNeToB ald-renew-tickets. Maket
[AOIMKEH YCTaHaBNUBaTbCH Ha BCE KMMEHTCKME KOMMbIOTEPbI, BXOASALME B JOMEH
MakeT agMmunHucTpupoBanms ALD.
ald-admin Copgepxut ytunuty agmmHmctpupoBanmsa ALD ald-admin. MakeT gomkeH ycraHas-

NMBaTLCS HA KOMMNbIOTEPbI, C KOTOPbIX OYAET OCYLLEeCTBNATLCA aaMUHUCTPUPOBaHME
ALD. lMpwu ycTaHOBKE AAHHOIO NakeTa Takxe yCTaHaBMMBAETCS KNMEHTCKas YacTb

ald-client-fs

PacwupeHune anga opraHmsauuun dann-cepsepa ALD.

CoaepxuT HeobxoguMble MOArpyXaemble MOAYNN ANA KOHUIypupoBaHus dans-
cepBepa ALD u paclwmpeHne koMaHa ald-client n ald-client-fs. lNakeT
MOXET YCTaHaBMMBATbLCHA Ha KIIMEHTCKMEe KOMMbIOTEPbI, BbICTYNaroLme B ponu cann-
cepBepa

ald-server-dc

CepeepHas 4yacTtb ALD.

CoaepXuT yTunuTy KoHurypnpoBaHus cepeepa ald-init. [NakeT gormkeH ycra-
HaBNMBaTbCA Ha cepBep AoMeHa. [1pn yCcTaHOBKE AAaHHOMO nakeTa Takke yCTaHaB-
NnBaeTcsd cpefCTBO aAMUHUCTPUPOBaAHUA ald—-admin N KNIMEHTCKada YacTb

ald-server

MeTtanakeT ans ycTtaHoBKu nosiHoro cepsepa ALD.
lMakeT gomkeH ycTaHaBnuBaTbCA Ha cepBep AomeHa. [Npu ycTaHOBKe OaHHOro
nakeTa yctaHaBnvBaeTcs nakeT cepBepa gomeHa ALD ald-server-dc

Cnyx6a ALD obrnagaet paclumpseMon apxuTekTypon, COCTOSILLEN U3 sapa, OTBEYAKLLErO

3a OCHOBHOW (pyHKUMOHanN cucteMsbl, paga nHtepgencos (LDAP, Kerberos, Config, RPC) u

Mop,yneﬂ pacwmnpeHund, npegHa3dHa4YyeHHbIX Ana pacwumpeHna KomaHaHoro MHTepq)eVlca YTUINT U

HaCTPOWKM HeoBXoauMbIX CNy>6 1 NoacucTeM, YTO NO3BOMSET pPacLUNPATL PYHKLMOHANBHOCTb

ALD, yctaHaBnuBasi JONOSNTHUTESNbHbIE NakeTbl. HaMmeHoBaHMe nakeTa pacluMpeHus oTpaxaeT

ero HasHa4deHune:

- ald-client-... — pacwupeHune, Heobxoanmoe KnmeHTckom Yactn ALD;

- ald-admin-. .. — paclumpeHue yTunuTbl agMnMHuUcTpuposaHms ALD;
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- ald-server-... — paclwmpeHune, HeoOXoOAMMOe AN OpraHn3auUnm XpaHeHust aTpmby-

TOB Ha cepsepe ALD.

PeanunsoBaHbl cneagywuwmne pacwmpeHna onda nogaepXkun ueHTpanm3aunm XpaHeHud

aTpubytoB C3W B pacnpeneneHHon ceTeBom cpege:

- ald-client-parsec — KOH(pUrypmpoBaHue nogcmucTemMbl xpaHeHus atpmbytos C3U;

- ald-admin-parsec

ald-admin;

— pacuunpeHne KomMaHng YTUlntbl aaMUHUCTPUPOBAHUA

- ald-server-parsec — paclumpeHune yHKunoHansHocTu cepsepa ALD ans xpaHe-

Hust atpubyToB C3U (Heobxoaumble cxembl 1 npasuna LDAP).

BHUMAHUWE! Be3 ycTaHOBKM NakeToB paclUMPEHNs COBMECTHO C COOTBETCTBYOLLUNMU

OCHOBHbIMW NaKkeTamn HEBO3MOXHa LieHTpanuaauus xpaHeHus atpubytoe C3W B pacnpeneneHHom

ceTeBou cpene, 4To MOXET NPMUBECTU K HEBO3MOXXHOCTU BXOo4a nonb3oBaTtenen B CUCTEMY.

[ns cHwkeHns Harpy3ku Ha cepBep ALD 1 noBbILLEHUS NPOU3BOANTENBHOCTU cryba

0bpaboTkn 3agaHu ALD aldd BbINOSHAET K3WWMPOBaHUE peako namMeHaemMblx gaHHbix ALD B

nokanbHoM kawe. Pacwmpenna ALD moryT obpabaTbiBaTb COBbITUA CNyXObl KILLMPOBaAHUS ANs

BbINOMHEHNs HEOOXOAMMbIX onepauuii Ans 0GHOBMNEHUS NOKanbHOro Kalla.

BHUMAHUE! WN3meHeHHaa Ha cepBepe WHGOpMaUMA MOXET nonacTb B JiOKaslb-

HbIn K3W C 3agepxkon. lNepuog OOHOBNEHMs JIOKaNbHOrO Kala 3agjaetcs napamMeTpom
CACHE_REFRESH_PERIOD B KOH(urypaumoHHom carine /etc/ald/ald.conf (7.2.3).

OnncaHne NakeToB U BO3MOXHOCTEN yKasaHHbIX YTUNUT NPUBEAEHO B PYKOBOACTBE man

(cnucok cTaTelt cM. B Tabnuue [37)).

Tad6bnuua 37

HanmeHoBaHue

OnucaHne

ald 7

ALD

ald-client 8

KnuneHtckast yactb ALD 1 KomaHabl YyTUNUTLI ynpaBrieHnst KNMeHTOM
ALD ald-client

ald-admin 1 KomaHab! ytnnutel agMuHuctpuposaHus ALD ald-admin
ald-init 8 KomaHabl yTUnuTbI ynpaBneHus cepBepomM AoMeHa ald-init
aldd 8 Cnyxb6a obpaboTkm 3agaHmi ALD aldd

pam_ald 8 PAM-mogynb ALD

ald-renew-tickets 1

YTunnta aBToMaTM4yeckoro oOHOBNEHMA Nonb30BaTENbCKUX OUNETOB
ald-renew-tickets

ald.conf 5

dopmat koHurypauunoHHoro ¢ganna ald. conf

ald-client-fs 8

PacwupeHue gns opraHunsauum cann-cepsepa ALD

ald-parsec-cfg 7

PacLumpeHune KoHbUrypmpoBaHusi MoACUCTEMbI XpaHEeHUst aTpubyToB
C3n
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OkoHyaHue mabnuusl 37

HaunmeHoBaHue OnucaHne

ald-parsec-aud 7

. PacluimpeHune ueHTpanmsauum HacTpoek paclUMpPEHHOro ayauTta
ald-admin-parsec-aud 1 P HEHTP 4 P P P yA

ald-parsec-devac 7 PaclwmpeHne ons noacucTemMbl KOHTPONS AOCTYNa K NOAKMo4YaeMbIM
ald-admin-parsec-devac 1 | HOCUTENAM

ald-parsec-mac 7
ald-admin-parsec-mac 1 PacwupeHue ueHTpanusaumm xpaHeHus atpubytos C3U
pam_ald mac 8

7.2.2. YcTaHOBKa

YcTtaHoBka cnyx6bl ALD MOXeT OCyLecTBRATLCA Kak Npyu HavanbHon yctaHoBke OC
nyTem Bbibopa COOTBETCTBYHOLMX MYHKTOB B NpOrpaMMe YyCTaHOBKU, Tak U B PY4YHOM pexXnme yxe
B paboTtatowen cucteme.

BHUMAHMUE! B cny4yae yctaHoBku cepepa ALD B py4HOM pexnme BO3MOXHO NOfyyYeHus
crneayoLen owmnbKn yCTaHOBKN:
insserv: Service nfs-common has to be enabled to start service nfs-kernel-server
insserv: exiting now!
update-rc.d: error: insserv rejected the script header

[aHHas owmnbka BbI3BaHa TEM, YTO B COOTBETCTBUM C nonutukon OC no MUHMMM3auum
ceTeBbIX Y3BMMOCTEN, BOMbLUMHCTBO CETEBbLIX CEPBUCOB U CIY>KO MO YMOMYaHUIO BbIKITHOYEHbI.
[nsa ycnewHon yctaHoBku cepBepa ALD Heob6xoanmMo BpyYHYHO BKAOUNTL HEOBXOAMMYIO CryxOy:
systemctl enable nfs-common

[na HacTponkn aBTOMaTUYECKOro 3anycka crnyx6 Takke MOXHO MUCMonb30BaTh rpaduye-
CKYl0 YTUNUTY systemdgenie.

BHUMAHMUE! be3 ycTtaHOBKM NakeToB pacLUMpeHNs COBMECTHO C COOTBETCTBYIOLLMMN
OCHOBHbIMW NakeTaMn HEBO3MOXHA LiEHTpanu3aumsa xpaHeHust atpmbytos C3W B pacnpeaeneHHoM
CeTeBOW cpeae, YTO MOXET MPMBECTU K HEBO3MOXHOCTW BXOAa Mofb3oBaTenen B CUCTEMY.

Ona obneryeHust yctaHoBkM crny6bl ALD Ha KOHKPETHbIN KOMMbIOTEP NpeaHasHave-
Hbl MeTanakeTbl, obecnednBaroLLne YyCTaHOBKY BCeX HEOOXOANMbIX NAKeETOB B 3aBUCUMOCTU OT
Ha3Ha4yeHus1 JaHHOro KoMMbloTepa:

- ald-client-common — yCTaHOBKa KrMeHTckon Yactu ALD;

- ald-admin-common — yCcTaHOBKa yTUNUTblI agMuHucTpuposaHus bl ALD;

- ald-server-common — yCTaHOBKa cepBepa gomeHa ALD.

Mpun pasgenbHon ycTaHoBKe pacwmpeHmii ALD Ha cepBepe He06X0aMMO nocre yCTaHOBKM
BbIMOMHUTL Onepaunn nHMumanu3aumm paclumpeHmuin KoMaHgom:
ald-init install-ext

KoTopas npoussedeT HeobXxoanMble HaCTPONKM N U3MeHeHus cyllectaytowwen B ALD. MNpu nHnum-
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anusauun bl ALD npn ycTaHOBNEHHbIX NAKeTax paclUMpeEHNS AaHHbIe AENCTBUSA OCYLLECTBASOTCA

aBTOMaTU4€CKN.

7.2.3. Hactpouka

HacTponka Bcex komnoHeHToB ALD ocyulecTensieTcs aBToMaTUyYeckn yTunmtamm KoHgu-

rypupoBaHusi. [1nst HopManbHOro pyHkUMoHMpoBaHma ALD HeoBGXxoanmo BbINONTHEHUE CrEeayLNX

YCIOBUM:

1) paspelueHne MMeH OOMKHO BbITb HACTPOEHO TakuM 0b6pasom, YTOObI MM CUCTEMbI pas-
peluanock, B NEPBYO o4epedb, Kak NOofHOe UMs (HanpuMmep, myserver .example. ru).
YTunuta hostname [OfKHa BO3BpalwaTb KOPOTKOE WMS KOMMbKOTEpa, Hanpumep,

myserver.
Mpumep
dann /etc/hosts (paspelleHne MMeH MOXeT BbITb HACTPOEHO M C MOMOLLbIO cepBepa

DNS (cm. [5.5))

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

2) pomkHa 6biTb BbIMONIHEHA CUHXPOHM3auus BpemeHn B OC cepBepoOB M KIMEHTOB
ALD pgnsa ayteHTudomkaumm no Kerberos. Hanpumep, ¢ ncnonbsosaHnem cepsepa NTP

(cm. B.7).

HacTponku cepepa n knmeHtoB ALD cogepxartca B dpanne /etc/ald/ald.conf. ®op-

MaTt cpanna:

UMsI_[IAPAMETPA=3HaueHue # KoMMeHTapui

OnucaHue napameTpoB KOHUrypaumnoHHoro ganna /etc/ald/ald. conf npuBegeHo

B Tabnuvue [38]
Tabnuuya 38

MapameTp OnucaHue

VERSION «1.7». 3HaveHusa sepcun «1.5», «1.4» moxeT ObITb yCTaHOBME-

Ans Tekywen Bepcum A0MKHO ObiTb YCTAHOBMNEHO 3HaYeHue

HO Angd coBMeCTUMOCTU C npeablaywnmm sepcmnamm

DOMAIN cepBep KomMaHOou:

Mma pgomeHa. [HomkHo ObiTb 3agaHo B dopmarte
.example.ru gns cepsepa ALD. Ecnn paHHbI napa-
METP MeHSIeTCH, TO HEOOXOAMMO 3aHOBO MHULMANM3MPOBaTb

ald-init init
MoxHO TakKe BOCMOMb30BaTbLCA KOMaHAaMu pe3epBHOMO KOMu-
poBaHMA 1 BOCCTaHOBIEHUA AN NepeMMeHoBaHnsA JOMeHa.

SERVER

MNonHoe nmsa cepsepHoro komnbtotepa ALD. Hanpumep:
my-server.example.ru
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MNapameTp

OnucaHne

MINIMUM UID

MwuHuManbHbIN HOMep rnobanbHOro nonb3oBartend. Nonb3o-
BaTenM C HOMEpPOM MeHbLUe AaHHOro CYUTalTCs MoKarb-
HbIMWU U ayTEHTUULUUPYIOTCHA 4Yepe3 nokanbHble hannbl
/etc/passwd n /etc/shadow.

MpunmevaHune. Ana HopmansHon paboTbl AOMEHA HE PEKO-
MeHAyeTCsa nepecevyeHne No Homepam NokanbHbIX U rnobanb-
HbIX nonb3oBaTtenen u rpynn. He pekomeHayeTcsa 3agaBaTb
MINIMUM UID meHblie 1000

DEFAULT_LOGIN_SHELL

KomaHgHas obonouyka, koTopas ycTaHaBnmBaeTcs nNpu cosna-
HUWN HOBOTO Nornb3oBartens. MNpumeHsaeTcs Npu agMUHUCTPUPO-
BaHWM C JAHHOro KOMMbloTepa.

Mo ymonyaHuio ncnonesyetcs /bin/bash

DEFAULT_LOCAL_GROUPS

MepeyveHb NnokanbHbIX rPYNM, YNEHCTBO B KOTOPbIX YCTaHaB-
nuBaeTcs Npu co3aaHumM HOBOro nonb3oBaTtens. MNpumeHseTcs
npyv agMMHUCTPUPOBAHUN C AAHHOIO KOMMbIOTEPA.

Mpwn BxoQe B 4OMEH Monb3oBaTtento dyaget Ao06aBnATLCS YneH-
CTBO B YKa3aHHbIX rpynnax Aansi UCNnosrib30BaHMs TeX UMK UHbIX
BO3MOXXHOCTEN KOMMbIOTEPA, Hanpumep, BOCnpousBeaeHne
3BYyKa

ALLOWED_LOCAL_GROUPS

MepeyeHb paspelleHHbIX NoKarnbHbIX Py, YNEHCTBO B KOTO-
pbiX yCTaHaBnMBaeTCs Npu Bxo4e nonb3oBartens. MNpumeHseT-
CA ANs JaHHOro KomnbloTepa.

Mpwn BXoge B oOMeEH nonb3oBaTtento byaetr 406aBNATLCS YNeH-
CTBO B YCTaHOBIEHHbIX Arsi HErO NoKanbHbIX rpynnax B npeae-
nax paspelleHHbIX Ha JaHHOM KOMMboTepe

TICKET MAX_ LIFE=10h

MakcrumanbHoe Bpems u3Hu ouneta Kerberos (ecrnn ero He
0o0HoBnATL). Popmat napameTpa: NNd (gHu), unm NNh (4achbl),
U NNm (MUHYTbI).

Mpun BXoAe B AOMEH nonb3oBaTtenb nony4yaet 6unet. MNpu BbI-
xode 13 gomeHa 6unet yHuuToxaetcsa. Ecnu 6unet He 06-
HOBNATb, TO NOCMNEe UCTEYEHNsI CpOoKa AencTBusa bunerta nonb-
30BaTenb NoTepsaeT AOCTYN K CBOEMY JOMaLUHEMY KaTtanory.
YT06bI BOCCTAHOBUTL AOCTYM, eMY NPUAETCH BbINOMHUTL KO-
MaHAy kinit unu 3anTu B cuctemy 3aHoBO. YUToObLI OCTYN He
Obin noTepsiH, GuneT cnegyet nepmoanyveckn oGHOBNATL (40
ncTeveHnsa cpoka gencrtems). HactpouTtb aBTomaTnyeckoe 06-
HOBIIEHNE MOXHO C NMOMOLLIbIO YTUINMUTLI ald-renew-ticket.
[nga ynobcTBa MOXHO HAaCTPOUTb AaHHbIM NapameTp Ha 6onb-
LlOe KONMMYecTBO BpPeEMEHU, Hanpumep, 30d. Ho aTo MeHee
6e3onacHo
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MNapameTp

OnucaHne

TICKET_MAX_ RENEWABLE_LIFE=7d

MakcnmaneHoe obHoBRsiemoe Bpems xu3Hn buneta Kerberos.
dopmat napametpa: NNd (gHu), unm NNh (4achbl), nnm NNm
(MUHYTBI).

Mo ncreyeHnn gaHHoro cpoka dunet He MoxeT 6bITb OOHOB-
neH. [laHHbIM napameTp ormkeH ObiTh Gonblue, Yem napameTp
TICKET MAX_ LIFE.

MpumevyaHue. ANa KNMEHTCKUX KOMMbIOTEPOB NapameT-
pbl TICKET_MAX LIFE M TICKET MAX RENEWABLE_LIFE
onpenensTcsa Kak HaMMeHbLUNE 3HAaYEeHNs1 3TUX NapamMeTpPOB,
3aflaHHbIX B (harnax ald.conf Ha cepBepe N Ha KITMEHTCKOM
KoMnbtoTepe

NETWORK_FS_TYPE

Onpepensert, kakasa ceteBasa PC byoeT ncnonb3oBaTbea AN
rnobanbHbIX NOMNb30BaTENbCKMX AOMALUHMX Katanoros. Bos-
MOXHbl€ 3HAYEeHMS:

— none — ceteBas PC He ucnonb3yetcd. PaboTaet Tonbko
ayTeHTudmKaums rmobanbHbIX nonb3oBartenen. MicnonbayoTcs
nokanbHble JOMalUHWE KaTanoru nonb3oBartenen (cnegytowme
napameTpsbl, OTHocsLWMecs Kk ceteBon PC, urHopmpyroTcs);

— cifs — ucnonbsyetca Samba/CIFS

SERVER_EXPORT_DIR

Tonbko ons cepeepa. 3agaet abConOTHLIN NyTb K Karanory
Ha cepBepe, rge 6ygert pacnonaraTbCs XpaHUnNue gomall-
HUX kaTtanoroB. [aHHbl KaTanor OyaeT 3KCNopTUPOBaH Mo
Samba/CIFS

CLIENT MOUNT_DIR

3agaet abCcontoTHbIN NyTb K TOYKE MOHTUPOBAHNA XpaHUITULLA
OOMaLLUHUX KaTasfioroB Ha KIMEHTCKUX KOMNbTEPax

SERVER_FS_KRB_MODES

Tonbko Ansa cepsBepa. 3adaeT pexumbl KCrNopTa cepeepa
Samba/CIFS (nepeuuncrneHHble Yepes 3ansTyto). Bo3amMoXHble
pPEeXUMBbI:

- krb5 — TonbKko Kerberos-ayteHTnnkauus;

- krb5i — (integrity) ayTeHTMduMKaumna n npoBepka Le-
NOCTHOCTM (NOAMNWUCH) NAKETOB.

[omkeH ObITb ykasaH XoTs 6bl OANH peXnm

CLIENT_ FS_KRB_MODE

3apaet Kerberos-pexumm MOHTUPOBAHUS HA KITMEHTCKOM KOM-
nbtoTepe. [ormkeH ObiTb yka3aH oguH U3 PeXMMOB: krb5 unm
krb5i

SERVER_POLLING_PERIOD

Toneko onga cepBepa. 3agaet nepmog (B cekyHaax) onpoca
3afaHui cnyxbon aldd. Mo ymonyaHuo coctaensiet 60 ¢

SERVER_PROPAGATE_PERIOD

Tonbko ons cepeepa. 3agaeT nepmof (B cekyHaax) pensnuka-
umm B ALD Ha pesepBHble cepaepa. 1o ymonyaHuio coctas-
ngaet 600 ¢

CACHE_REFRESH_ PERIOD

3apaet nepwuop (B cekyHaax) 06HOBMEHUS NOKarnbHOro Kalla
cnyx6on aldcd. o ymonuyaHuio coctasnsaet 600 ¢

UTF8_GECOS

Tonbko ans cepeepa. 3agaeT npusHak moandukaumm cxemsl
LDAP onsa BO3MOXHOCTWN UCMONb30BAHUSA KUPUAMWLbI B None
onucaHusa GECOS nonb3oBaTtens. Mo ymonyaHuio ycTaHOBMEH
paBHbIM 1
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MNapameTp OnucaHue
USE RPC Paspeluaet agMmmHucTpupoBanue ¢ nomoubto RPC nHtepden-
- ca. o ymonyaHuio ycTaHOBIEH paBHbIM 1
RPC PORT MopT RPC nHTepdenca. Mo ymonyaHuio ycTtaHOBMNEH paBHbIM
- 17302

RPC_RESTRICTED Cnuncok 3anpeLleHHbIX K ucrnonHeHuntio RPC komaHg
OTobpaxaet coctosiHne cepsepa ALD (yctapesLuee). Boamox-
Hble 3Ha4YeHna 0 n 1.
Ecnu SERVER_ON=0, TO:
- AOMalLHMe KaTanorn He 3KCnopTMpYyoTCS;
- paspeweHne wunmeH no LDAP  Bbikntovaetcas B
nsswitch.conf;

SERVER ON - BCe I.'IpI/IHU,I/II'IaJ'IbI Kerberos AeakTUBUpyoTcs

- (allow_tickets=0);

- cnyx6bl LDAP, Samba, Kerberos, nss-ldapd octaHaenuBa-
I0TCH;
- cnyxba nscd nepesanyckaertcs.
B HacTosiwee Bpemsa coctosHMe ALD moxeT ObiTb nonyde-
HO KOMaHAOW status yTMNUT ald-client, ald-init u
ald-admin
OTobpaxaeTt cocTosiHne knneHTckon Yactu ALD (yctapesluee).
Bo3aMoXHble 3Ha4eHna 0 n 1.
Ecnu CLIENT_ON=0, TO:
- JOMallLHMe KaTanorn He MOHTUPYIOTCS;

CLIENT ON - pa3pemeHme umeH no LDAP Bbiknioyaetca B

- nsswitch.conf;

- cnyx6a nscd nepesanyckaeTcs.
B HacTosiwee Bpems coctosiHe ALD moxeT ObiTb nomnyde-
HO KOMaHOOW status yTMNUT ald-client, ald-init u
ald-admin

Mo 3aBepLUEeHNN NEePBUYHON HACTPOWNKN KOHUTYpaLMOHHOIO dpanna cepeepa A5 UHNUK-
anuMsauun gomeHa Heob6xoanUMO BbIMOTHUTE KOMaHAY:
ald-init init
Mogpo6Hee o co3naHum gomeHa cm. [7.2.6.1]

[lnsa BBOAA HOBOro KoMmnbkoTepa B JOMEH MOcrie NepBUYHOM HACTPOUKM KOHUrypawmoH-
Horo hanna Ha KnmeHTe HeobXoaUMO BbINOMHUTL KOMaHAY:
ald-client start

MpumeyaHune. [ina ygobctBa BBOA HOBOrO KOMMbOTEPA B LOMEH MOXET ObITb BbINOM-
HeH KoMaHOon ald-client join <umsa cepBepa nomeHa>. B aToMm crnyyae koHdurypauu-
OHHbIN dhann BygeT HaCTPOEH aBTOMATUYECKN.

B cny4ae nameHeHust KOHpUrypaumoHHoro amna /etc/ald/ald.conf Heo6xogumo
BbINONHUTL KOMaHAy commit-config AN TOro, YTo6bl U3MEHEHNS BCTYNUNN B CUMY:

ald-init commit-config
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Ha cepBepe "
ald-client commit-config

Ha KInneHTax.

Mpumep

®ann /etc/ald/ald.conf
VERSION=1.7
DOMAIN=.example.ru
SERVER=my-server.example.ru
MINIMUM UID=2500
DEFAULT_LOGIN_SHELL=/bin/bash
DEFAULT_LOCAL GROUPS=users,audio,video, scanner
ALLOWED_ LOCAL_GROUPS=users,audio,video, scanner
TICKET MAX_ LIFE=10h
TICKET_ MAX RENEWABLE LIFE=7d
NETWORK_FS_TYPE=cifs
SERVER_EXPORT_DIR=/ald_export_home
CLIENT MOUNT DIR=/ald home
SERVER_FS_KRB_MODES=krb5, krb5i
CLIENT_FS_KRB MODE=krb5i
SERVER_POLLING_PERIOD=60
SERVER_PROPAGATE_PERIOD=600
CACHE_REFRESH PERIOD=600
UTF8_GECO0S=1
SERVER_ON=1
CLIENT ON=1

7.2.4. Wa6bnoHbl KOHUrypaunoHHbIX hannos

Cnyx6a ALD B npouecce cBoei paboTbl OCYLLECTBNSAET KOHPUrypupoBaHme HeOBXoaMMbIX
ceTeBbIx cnyx6 (Samba, Kerberos, LDAP 1 T.n.) ¢ nOMOLb0 NX KOHUIypauNoHHbIX dannos. [0ns
yoobcTtea cyecTtBytoT WwWabnoHbl Mogudpuumnpyemblx cnyxoéon ALD KoHdUrypaunmoHHbIx dannos,
pacnonoxeHHble B KaTanore /etc/ald/config-templates.

BHUMAHMUE! lNpn yctaHOBKe, UHULManNu3auumn, yaaneHnm unm 3anycke/oCTtaHoOBKe Cryx-
6bl ALD OCHOBHblE KOHGUIypaLMOHHbIE hannbl pasnnyHbIX cnyx6 MoryT 6biTb NepesanucaHbl Ha
OCHOBE LLIABOHOB, YTO MOXET MOBMeYb NOTEPIO BHECEHHbLIX BPYYHYH N3MEHEHWI.

MpumevaHwue. Npn HEOBXOAMMOCTM AONONHUTENBHOW HACTPOWKK Cry>X0 BHECEHME
N3MEHEeHUN JOIMKHO OCYLLECTBNATLCH HE TONMbKO B OCHOBHbIE KOH(IUIypaLMOHHbIE dannbl, HO U B

UX LWAaOnOHbI.
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MepeyeHb WAbNOHOB KOHMUIypaLMOHHbLIX dalnoB npueeneH B Tabnuue [39]

Taobnuuya 39

Nmsa wabnoHa

Cnyxb6a

OnucaHune/ pasmeLleHne KoHpUrypaumoHHOro
danna

ald-pam-profile

pam-auth-update

La6brnoH PAM

ald*.1ldif OpenLDAP LDAP cxembl ALD

base-init.1ldif OpenLDAP LDAP ckpunT HavanbHon nimumanmsaumm 64 ALD
exim-mail.ldif OpenLDAP LDAP cxema ans Exim

idmapd.conf NFS /etc/idmapd.conf

kadm5.acl

Kerberos admin server

/etc/krb5kdc/kadm5.acl

kdc.conf

Kerberos KDC

/etc/krb5kdc/kdc.conf

kpropd.conf

Kerberos

/etc/krb5kdc/kpropd.conf

krb5.conf Kerberos knneHThbl /etc/krb5.conf

ldap.conf LDAP knueHTbI /etc/ldap/ldap.conf

mldap.conf PARSEC /etc/parsec/mldap.conf

nslcd.conf NSLCD /etc/nslcd.conf

sasl2 slapd.conf OpenLDAP Onuncanue ans SASL2

slapd.dl7.1dif OpenLDAP (L;eDF;Ol;Ich:pmnT HavarnbHOW uHnumanusauum LDAP
smb.conf Samba /etc/samba/smb.conf

BHUMAHMUE! lNpu py4yHo npaBke wWabnoHOB KOHUrypauMOHHbIX hannoB HE PEKOMEH-
AyeTcs yaansaTb UM MEHATb CTPOKKU, U3HAYanbHO coaepKalimecs B WabnoHe unu cogepxawyme
napameTpu3oBaHHbIE 3HAYEHUS.

BHMMAHMUE! ALD

install-config wabnoHbl B /etc/ald/config-templates OyayT nepesanucaHbl K3

Mpu nepeycTtaHoOBKe unu  BbiNofiHeHUn komaHg ALD
/usr/lib/ald/config-templates.

7.2.4.1. KoHdurypaumoHHblie cpannsi LDAP

K koHpurypaumnoHHsiM dpannam LDAP oTHocaTes cxembl LDAP n ckpunTel nHMUnanmsaumm
cepsepa LDAP n B[] ALD.

MpumeyvaHume. CKkpunTbl MHMLMANU3ALMM UCNOSb3YIOTCS TOMBKO B NpoLecce Co3aaHus
B0 ALD.

Mpun HeobxogmmocTu pernctpaumm gononHutensHbix LDAP cxem, Heobxogumo nome-
CTUTb TpebyeMyto cxeMy B KaTanor /etc/ldap/schema n 4obaBuTb ee BKOYEHWE B LWIAGNOH
slapd.dl7.1dif no aHanormy c octanbHbIMU.

MNpn HeobGxoaMMOCTM AOMOMNHUTENBHOrO Ha4vanbHoro 3anonHeHna b ALD Bo3amoxHa

npaeka wabnoHa base-init.1ldif.
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7.2.4.2. KoHdurypaumoHHblie cannbl Kerberos

K koHdurypaumnoHHsimM chbannam Kerberos oTHocATCS cneumanbHble KOHPUIypaunoHHbIe
dannbl cnyx6 cepeepa Kerberos 1 koHdUrypaumoHHbeii ann /etc/krb5. conf, cogepxawmn
OCHOBHbl€ HACTPOWMKN JOMEHaA.

BaxxHOM xapaKTepnCTUKON ABMISIETCS afirOPUTM 3aWmTbl ayTEHTUGMKALMOHHON NHGOpP-
Mauumn (supported_enctypes B /etc/krb5kdc/kdc.conf n default_tgs_enctypes,
default_tkt_enctypes, permitted_enctypes B /etc/krb5.conf).

Cnncok ncnonb3yembiX anropuTMOB 3aLlUnTbl ayTEHTUMKALMOHHON NHdOpMaLUnn npuee-
JAeH B Tabnuue

Tabnuuya 40
Tun anroputma HasHaueHune
OtevectBeHHble anroputmMbl No MOCT 28147-89 n TOCT P 34.11-2012, npu-
gost-cts
MeHsATCA no ymondaxuio B ALD
aes256-cts MpumeHseTca no ymonyaHuio B Kerberos

Cnabbii 1 ycTapeBLUMA anropuTM, npumeHsieTca ans nogaepxkm NFS, He
peKoMeHOyeTCs K MCNOSb30BaHMIO

des-cbc-crc

MpumeHsieTca ons noaaepXkkn paboTbl knneHToB Samba, Tak kak siBnsancs

rcd4d-hmac .
ocHoBHbIM B Windows

B cnyyae otcytctBuMs HeobxogumocTtu ucnonb3oBaHus NFS wnu ytunut Samba
(smbclient) — Tvnbl anroputMoB des-cbc-crc U rc4-hmac MOryT HE yKasblBaTbCS.

Mpnumevanune. Ona pabotel ¢ NFS Tak xe Heobxoamma ycTaHOBKa MapameTpa
allow_weak crypto B (hanne /etc/krb5.conf, YTO CHMKAET HAOEXHOCTb ayTeHTUdUKa-
L.

BHUMAHMUE! Ncnonb3oBaHne NFS He pekomeHnayeTcs!

7.2.4.3. KoHdurypaumoHHblie channbl Samba

KoHpurypaumoHHbin pann /etc/smb.conf cogepXxut onncaHune rnobanbHbIX HACTPOEK
N pasgensieMblx pecypcos.

Cpenctea Samba ucnonbaytotcst B pamkax ALD TonbKko gnga ueHTpanM3oBaHHOIO XpaHe-
HWA OMaLUHMX KaTanoros nornb3oBaTtenen. CywecTByeT BO3MOXHOCTb MCMOMNb30BaHUSA ApYrnX
CeTeBbIX pasaensieMbix hannoBbix PECYpCcoB MyTEM ONUCaHUA UX B KOHGUrypaLMoHHOM canine
smb.conf COrMacHoO pykoBoACTBY man Ha smb.conf.

BHUMAHMUE! Bo3MOXHOCTM NO CO30aHUIO pasfensemMbiX pecypcoB 415 CETEBOW nevatu
He UCNonb3yTCs, Tak Kak He obecneynBaoT HEOBXOAUMON 3aLLUTLI BbIBOAMMOW MHpopMaLnn.

CyLecTByeT BO3MOXHOCTb paboTbl C pasgenseMbiMy pecypcamn ¢ NOMOLLbIO CTaHaapT-
HbIX yTUNUT Samba (net, smbclient), B TOM 4MiCre C MOfb30BaTENbCKMMU pasgensemMbiMum

pecypcamu (usershare). [ina atoro Heobxognuma nogaepxka cepsepoM Kerberos tuna anroput-



163
PYCBE.10015-01 95 01-1

Ma rc4-hmac (cMm.[7.2.4.2).

MpumeyvyaHue. B cnyyae HeobxoauMoCTn NpegocTaBneHnsa AocTyna K pasgense-
MbIM hannoBbIM pecypcam norib3oBaTensm gpyroro JoMeHa (CMm. cnefyet yCTaHOBUTb
3HayeHue napameTpa allow trusted domains = yes.

7.2.4.4. PacnpocTtpaHeHne KOHUrypaumoHHbIX hannoB B JOMEHe

CyLiecTByeT BO3MOXHOCTb pacrnpoCTpaHeHUst KOHPUIrypaunoHHbIX pannos B JOMEHE.
[nsa atoro npegHasHayeHbl KOMaHabl Buaa ald-admin doc-* (onucaHue KOMaHA NpuBELEHO B
pykoBoAcTBe man ald-admin).

C nomowbo KoMaHAabl ald-admin doc-add NOArOTOBIIEHHLIN KOHUrypaLMOHHbLIN
dann nepenaetca Ha cepBep, e coxpaHsieTcst B katanore /var/lib/ald/documents. B
KOMaHae € NOMOLLbI0 NapaMeTpoB —-location N ——file yKasbiBalOTCA NyTb LIENEBOro pasme-
LLeHNs banria Ha KOMMNbTepax AOMeEHa M NyTb K 3arpy>kaemMomMy panny CoOOTBETCTBEHHO.

Cnyx6bl 06paboTkM 3agaHnn aldd KOMMNbIOTEPOB CETU BbINOMHAOT OOHOBMNEHME YKa3aH-
HOro KOHGUrypaumoHHoro cansna no ykazaHHOMY Npu co3gaHum NyTu (4OSKeH ObITb AOCTYNEH
Ha 3anuceb). Npu 3TOM NpoBepsieTcs Bpems moandukaumm dana. Ecnn sBpema mogudmkaumm
uenesoro hanna HoBee, Nepes3anucb JOMEHHOW BEPCUEN HE NMPON3BOAUTCA.

BHUMAHUE! MexaHn3m JomkeH Mcnonb3oBaTbCsi C 0CO60M OCTOPOXKHOCTBIO, MOCKOMbKY
BbINOMHAET Nepe3anunchb NokasnbHbIX KOHUIypaunoHHbIX hannos Bepcusmu ¢ cepeepa. Mpu atom

CO3[aloTCs pe3epBHbIEe KONUW NPeabIaYLLMX BEPCUN.

7.2.5. CueHapum ceccum nonb3oBartens

Astra Linux Directory cogepXuT cpeacTtsa BbINOMHEHUSA LOMOMHUTENbHbIX AENCTBUN MPpU
CO3aHnM HOBOW Ceccun Nosfb3oBaTtersi UNn ee 3aBepLleHnn B criydae paboThbl nonb3oBaTens B
EMri.

Ina atnx uenen PAM mogyne ALD npu co3gaHmm v 3aBepLleHUM ceccumn nonb3oBaTtens
EMM ncnonHsieT cnegyowme cueHapuu:

- /etc/ald/ald.session — CKPUNT, UCMOMNHAIOLWNA OT UMEHN Cynepnonb3oBaTens 4o-

MONMHUTENbHbIE CKPUNTLI U3 KaTanora /etc/ald/ald.session.d BO BpeMsa co3gaHus

ceccumn nonb3oBaTtens nocrie MOHTUPOBaHUS JOMaLLHEro Karanora;

- /etc/ald/ald.reset — CKpUNT, UCMOMHAOLWMIA OT UMEHWN Cynepnosib3oBaTens 4o-

NOSHUTESbHbIE CKPUMTBLI U3 KaTanora /etc/ald/ald.reset.d BO BpeMs 3aBepLleHUs

ceccum nonb3oBaTtend 40 pa3MOHTMPOBaHNA AOMALLHEro KaTarnora.

MpnmMmeyvyaHune. MoryT cywecTBoBaTb 1 Apyrve Katanorn 4onosIHUTENbHbBIX CKPUMTOB,
Hanpumep, /etc/ald/ald.mac.session.d u /etc/ald/ald.mac.reset.d, AnNs AOMNOMNHU-
TenbHbIX 3TanoB paboTbl ceccum Nonb3oBaTens.

PaccmatpuBaembiin MexaHn3m ygobeH Ans opraHvM3aummn BbINOMHEHNSA OOMONTHUTENbHbIX

DencTBmnn npu co3gaHnnm n 3aBepLlieHnmn cecCun rnorb3oBaTerAd. Hanpmmep, OOHUM 13 0bs3a-
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TernbHbIX YCNOBM paboTbl C AOMALLHMMK KaTanoramm Ha ceteBbix PC aBnaeTca obecnedeHne
KOPPEKTHOro UX pasMOHTUPOBaHUA. [lomellaTb 3TOMy MOryT NpoLecchl, 3anyLweHHble U He 3a-
BepLUMBLUMECS BO BpeMs paboTbl ceccum Nonb3oBatens N yaepKmBarwme oTKpbiTble dpannbl B
JoMallHeM KaTanore.

B cny4yae BO3HUKHOBEHWNA nNofobHOW cuTyauuun criegyet onpeaenntb Takme npouecchl
C nomMoubio yTUnNnUT fuser Unn lsof, B Ka4yecTBe aprymMeHTOB KOTOpPbIM nepenaetcda nyTb K
AomallHeMy KaTanory nonb3oBatend Buaa /ald_home/ums_nonb3oBaTesiss U MNYyTb K TOYKE
MOHTUPOBaHUA Buaa /run/ald.mounts/umMs_nonb3oBaTeris, Hanpumep:
fuser /ald home/userl
fuser /run/ald.mounts/userl
lsof /ald_home/userl
lsof /run/ald.mounts/userl

Mocne aToro HeobxoauMMO 3aBepLUMTbL OnpefeneHHble Takum obpa3om npouecckl. [laHHas
nocrnegoBaTenbHOCTb AENCTBUM JOMKHA OblTb 0odhopMIieHa B BUAE CKpUNTa, pacrnofioXXeHHOro
B Katanore /etc/ald/ald.reset.d, 4TO NO3BONUT 06eCneYnTb ero BbINOSIHEHNE BO BPEMS
3aBepLueHnsa ceccun norib3oBartens.

MpnmeyvaHune. HacTosawmn CKpMnT MOXET ObITb Bonee MHTENNeKTyanbHbIM ANg ydeTa
pasnUYHbIX CBOMCTB NPOLECCOB UM NPUYNH UX MOSABIIEHWS.

BHUMAHMUE! NMockonbKky enCTBUS BbIMOMHAKTCS OT MMEHW Cynepnonb3oBaTens, K pas-

pa60TKe Noaob6HbIX cueHapues HeobXxoQMMO NoAxXoanTb C 0COBOoM OCTOPOXXHOCTbIO.

7.2.6. AQDMUHUCTpUpPOBaHUe AOMEHa
C nomoubo yTunutT agMmHucTpuposaHms ALD cyliecTByeT BO3MOXHOCTb BbINOMHEHNUS

cnegyrowmx agMMHUCTPATUBHBIX OENCTBUN:

co3gaHne HOBOro JoMeHa,

pe3epBupoBaHNe/BOCCTAHOBMNEHNE KOH(UIypaLum AOMEHa;

KOHTPOSb LeNOCTHOCTM KOHUrypaumum AOMeHa;

pobaBneHune/yganeHne KOMMNbIOTEPOB B JOMEH;

ynpaslieHne y4eTHbIMU 3anmncamm nonb3oBaTenen JOMeHa;

ynpaslieHne y4EeTHbIMU 3anncamMn CeETeBbIX CJ'Iy)K6 OOMEHa;

ynpasneHue atpubytamm C3U.

MpnmeyvaHwue. Pacwmpenmsa ALD MoryT nsmeHaTb coctaB agMUHUCTPATUBHbBIX OeN-
CTBUI N KOMaHA YTUNUT agMUHUCTPUPOBAHNS.

YTUnuTbl agMUHUCTPUPOBAHNSA MOTYT ObiTb 3anyLLeHbl B NAKETHOM pPeXuUMe 41151 MacCOBO-
ro BbINOMHeHWs onepauun. [Npun aTom, Kak npaBuio, ncnonb3yeTcs napameTp —--force.

MpnmeyvaHwue. Npu ncnonb3oBaHnm napameTpa --force HeobxoamMMble ANS BbINOM-

HEeHWNA naponn agMmMHUCTpaTtopa 1 nonb3oBaTenen AomKHbl ObiTb nepenaHbl yTunnTe ¢ NOMOLLbHO
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dranna naponemn.

Onepaunn No agMUHUCTPUPOBAHUIO JOSMKHBI BbIMOMHATLCA Nonb3oBaTenamu, obnagato-
LWMMK onpeaeneHHbIMU agMUHUCTPATUBHBIMU NONIHOMOYNAMU. B 3aBUCMMOCTN OT Ha3Ha4YEeHHbIX
npusunernn nonb3osatenen ALD MOXHO pasgennTb Ha crieqytowune rpynnbl Mo NoSIHOMOYUAM:

- KOpHEBOW agMUHUCTpaTop admin/admin — KOPHEBOW agMuUHUCTpaTop goMeHa. Obna-

AaeT BceMu NOfTHOMOYUAMM MO YNpaBneHUo JOMEHOM,;

- aAMUHUCTpAaTOpbl — Nonb3oBaTenu ¢ npueunernen admin. O6nagarT NOHOMOYNAMMU

MO yrnpasrieH1o KOHUrypaumen JOMeHa U y4eTHbIMU 3anncamu;

- OrpaHWYeHHble agMUHUCTPATOPbl — Nonb3oBaTeny ¢ npusunernamm hosts-add nnum

all-hosts-add. O6nagatoT NOTHOMOYNAMN NO AOOABMEHNIO KOMMLIOTEPOB B JOMEH;

- nons3oBarenu yTMnutT agMMHUCTPUPOBAHNSA — MOrb30BaTenu ¢ npusunernen adm-user.

O6nagatoT NOAHOMOYNSAMU MO 3anycKy YTUNNT aAMUHUCTPUPOBaHUSA (MCMONb3yeTca nake-

TaMu pacluMpeHns ons getanusaumm norHOMOYNA yripaBreHus);

- 0OblYHbIE NONb30OBaTENMN.

BHUMAHMUE! Pacwupenus ALD moryT npmBHOCUTbL CBOe AerneHue rnonHomoumn. Ha-
npumep, NakeT ald-admin-parsec cogepXuT Habop KOMaHA ynpasreHust MaH4aTHbIMU aT-
pubytamu. Npu aTOM NpegycMoTpeHa cCOOTBETCTBYLWas rpynna agMmuHucTpatopos MAC. [ns
BO3MOXHOCTW yrpasrieHnsi MaH4aTHbIMU aTpubyTaMmn KOHKPETHbBIM Nofib3oBaTenemM emMy LOMmkKHa
ObITb NpegocTaBneHa npueunerns adm-user 1 OH JOMKeH OblTb JO6GaBNeH B rpynny KOMaHOom
macadmin-add.

7.2.6.1. YnpaBneHue KoHcpurypaumen aoMmeHa

CosgaHne HOBOro IOMEHA, a Tak e ero pesepBnpoBaHMe/BOCCTaHOBNEHNE OCYLLECTBNSA-
IOTCA C MOMOLLbLIO YTUNUTLI YpaBrieHuss cepBepomM JoMeHa ald-init.

Mepen co3gaHnemM gOMeHa Ha KOHTposnepe AoMeHa OOSMKHbI ObiTb YCTAHOBMEHbI BCE
TpebyeMble nakeTbl CepBepHbIX paclUMpPEHNin, B 3TOM crlydae KoHurypauus HOBOro JoMeHa
OyoeT aBTOMaTMyecku co3fgaHa ¢ UX NoAaepXKKon. Takke KOpPeKTHbIM 06pa3oM LOMKHbI ObiTb
HaCTPOEeHbI CUCTEMA pa3peLLeHNs UMEH U KOHPUrypaLUMOoHHbIN dain ald. conf (cm.[7.2.3).

B cnyyae ykasaHus HeobxogmumocTtu cepsepa ElMM npu HavanbHon yctaHoBke OC c
Ancka KOHUrypaumoHHbin hann ald. conf, Kak NpaBumo, yXXe COOepPXUT KOPPEKTHbIE 3HAYEHNS
AOMeHa U UMeHN cepBepa.

CospgaHue vnu nepecosgaHve JoOMeHa OCYLLEeCTBISEeTCA KOMaHOon init yTunuTel ynpas-
neHusa cepsepom goMeHa ald-init.

Mpy HEOBXOANMOCTM MOXKET BbINOSTHATLCA COXPaHEHME Pe3ePBHON KON KOHUrypaumm
AoMeHa KoMaHgamu ¢ npedUKCoM backup yTUNUTBLI yNpasBrneHns cepBepom AomMeHa ald-init.
BoccTaHoBneHne paHee CoOXpaHeHHbIX pe3epBHbIX KOMUW OCYLLLECTBNAETCA COOTBETCTBYOLLNMU

KOMaHO4amu c I'IperI/IKCOM restore-backup yTUnnTbl ynpasneHna cepeepom AoMeHa ald-init
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(cM.[7.2.6.7).

Mpu nosiBneHnn B npouecce paboTbl coobLieHnn 06 owmbKkax nnu HekoppekTHom paborte
mexaHnamos Ell cnegyet Bocnonb3oBaTbCsa KOMaHOOW test-integrity yTUNUTLI agMUHU-
CTpMpoBaHUSA ald-admin ANs NPOBEPKN BHYTPEHHEN LIeNOCTHOCTU KOHUrypauun JOMeHa, Y4To
BKINIOYaeT B cebs NpOBEPKY COCTOAHUSA M cornmacoBaHHOCTU Bcex cywHocTen ALD. B xoge npo-
BEPKN MOXeT ObITb flokanmsoBaHa npuynHa owmnbok u cboes, 4TO 0bnerynuT ux yctpaHeHue
(cm.[7.2.7).

7.2.6.2. Ucnonb3oBaHne RPC uHTedenca

LWtaTHbIM pexxumom paboTbl ALD aBnsietca ynpaBneHne JOMEHOM C MOMOLLbIO CyX0bl
obpaboTku 3agaHnn ALD aldd cepsepa ¢ nomouwbio RPC nHtepdenca.

YTunuta ald-admin No ymMonyaHuoo pabotaeT B MUHTEPAKTUBHOM peXnmMe € 3anpocom na-
pons agMUHUCTpaTopa. Takke naponu agMmHUcTpaTopa u nonb3oBatenen MoryT ObiTb nepefaHbl
C nomoLbio dparna naponen.

[nsa goMeHHbIX nonb3oBaTenen BO3MOXHO BbIMNOMIHEHWE YTUIUTBI C UCMNOSIb30BaHUEM
CyLLECTBYHOLLEN ayTEHTUGMKALMOHHON NHOPpMaLMK Nonb3oBaTens (Npy HanNn4YnMmn y Hero npu-
BUNErMn agMUHUCTpPUpoOBaHUsa aomMmeHa). [Npu aTom ykasbiBaeTcs napameTp KOMaHAHOW CTPOKU
-C.

BHUMAHMUE! [1ns koppekTHon pabotbl RPC nHTepderica bunetol Kerberos nonb3oBare-
nen gomkHbl obnagaTtb cBoMCTBOM forwardable. [1na gomeHa ALD cBonctBo forwardable
Ncnonb3yeTcs No ymon4yanuio. Mpu nonyyeHnn 6uneToB yTunuton kinit cnegyer Mcnonb3oBaTb
napameTp -£. B npoTnBHOM cnyyae Bblgaetcs owmnbka Bnaa: «Owmbka nogrotoBku coobLleHns
KRB-CRED».

CywectByeT psg crneumanbHblx RPC komaHa, npuMeHsieMbIX K NioBoMy KOMNbOTepy
aomeHa ALD (B kayecTBe apryMeHTa KOMaHAbl MOXET YKa3blBaTbCA UMSI KOMMbOTEPA):

- rpc-status — nonyyeHme MHpopmMaumm o ponu KoMnboTepa B JOMEHE;

- rpc-statistics — nonyyeHue cratucTnyeckom nHgpopmaumm o RPC cepeepe aldd

YKa3aHHOro KOMMbTepa;

- rpc-execute — BbINOSIHEHNE yKa3aHHOW KOMaHAbl Ha yAareHHOM KoMMbloTepe (KO-

MaHAa BbIMOMHAETCS OT MUMEHU MHULMUMPOBABLLEro 3anpoc Nofb3oBaTtens JOMeHa).

OnucaHue koMaHg, MOXeT ObITb MNOSTy4eHO C MOMOLLbI0O BCTPOEHHOW KOMaHA4bl NOMOLLM
help.

MpumeyvyaHnune. Cnucok RPC komaHA cepBepa MOXET ObITb MOSlyYeH C NMOMOLLbIO
KOMaHabl rpc-statistics ¢ napamMeTpoM —-commands.

BHUMAHMUE! CyliecTByeT BO3MOXHOCTb 3anpeTa ncnonHeHus BbibpaHHbix RPC ykasaHu-
eM napameTtpa RPC_RESTRICTED B KOH(pUrypaunmoHHoM (anne /etc/ald.conf KOHKPETHOrO

KOMMblOTEPA.
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7.2.6.3. YnpaBneHune y4yeTHbIMM 3anucammn

B ETIM pasnuyatoTca y4eTHble 3anncu nonb3oBaTtenen JOMeHa, y4eTHbIe 3arnmMcu KOMMbHo-
TepoB AOMEHA U yYeTHble 3anncu ceTeBbiX cryxb, padoTatowmx B cpeae EMM.

YyeTHas 3anucb Nonb3oBaTens 4OMEHa COAEPXXUT BCIO HEOBXOANMYHO MHGOPMALINIO O
nonb3oatene EMMM n BkntovaeT B cebs: cooTBeTCTBYOLWErO npuHumnana Kerberos, nonutuky
napornem, CBOUCTBa, HeobxoamMble st BXoAa Nofb3oBaTensi B CUCTEMY, HACTPOWKM NOOKNIOYEHUS
AoMaluHero kaTanora, npvsunernn nonb3osatens ENMM v ero atpnbytsl C3A.

Mpueunernn ALD n ykasaHHble orpaHMyYeHnss MoryT ObiTb YCTAHOBMEHbI AN Y4ETHON
3anucu ¢ NOMOLLBLI0 KOMaHabl user-ald-cap YTUIUTbl aAMUHUCTPUPOBAHNA ald-admin.

Takxke yyeTHasi 3anUcb Nonb3oBaTeNd MOXET coaep)KaTb OrpaHUYeHns No BXody B AOMEH.
B kauyecTBe orpaHn4eHnn NCcnosib3yeTcHa CNMCOK KOMMbIOTEPOB, HA KOTOPbLIX OH MOXET OCYLLEeCTB-
NATb BXOA, U NPU3HaK BPEMEHHOWN BrTIOKMPOBKM.

BHUMAHMUE! Mocne co3naHnst HOBOW YYETHOW 3anmMcu CMIMCOK paspeLLeHHbIX A4S BXxoaa
KOMMbIOTEPOB NYCT: NOfb30oBaTeslb HE UMEET NpasBa BxoAda B cuctemy. Cnmcok KOMNbTEPOB, C
KOTOpbIX eMy ByaeT paspeLueH BXxoq, A0IMKeH ObiTb ABHO YKka3aH Nnocrie Co3f4aHus y4eTHON 3anuncu.

YyeTHas 3anncb nonb3oBaTtens MOXeT obnagaTb aaMUHUCTPATMBHBIMU NPUBUIIETNAMMN
UM BXoAUTb B rPynnbl agMUHUCTPATOPOB, 3adaHHble pacumnpeHnamm ALD.

BHUMAHWE! YpaneHue y4eTHOM 3anvcy nonb3oBaTtens MOXeT ObiTb BbINOMIHEHO TOfMb-
KO agMuHUCTpaTopoM, obnagarowmm OOCTYNOM KO BCEM ero aTpubyTtam (Bxoasiwum BO BCe
HeobxoaMMmble rpynmnbl aAMUHUCTPATOPOB).

BHUMAHUE! CyuwecTtByeT HEKOTOPOE BpemMs AN pacnpocTpaHeHnsa nHgopmMauum o
CO3aHUKN UNn yganeHus nosnb3oBartens. ATo CBSA3aHO C MexaHm3Mamm kewwmpoBaHus NSS. MNpu
nepeco3gaHum NonNb3oBaTesisi C TEM XXe UMEHEM MOryT BO3HMKaTb OWMOKM (Hanpumep, Bxo4a B
CUCTEMY, MOHTUPOBaHUSA OOMALLHEro Karanora v T.n.) n3-3a Bblda4n Ha yganeHHbIX cucteMax
yCcTapeBLUero ngeHtTugukaTopa nosnb3oBarens.

YyeTHast 3anMcb KoMMbkoTepa AOMeHa npeactaeBndetr cobon Habop npuHUMNanos
Kerberos ona gyHKUMOHMPOBaHUS KOMMbIOTEPA B LOMEHE.

BBog HOBOro KoMmnboTepa B JIOMEH OCYLLECTBNAETCS C MOMOLLbIO 3anyLLEeHHOW Ha HeEM
yTMnnTbl ald-client kOMaHaon commit-config (BO3MOXHO ¢ napameTpamu). MNpu aTom nosnb-
3oBarernb AormKeH obnagatb NOMHOMOYMSAMU MO A0BaBNEHNIO KOMMbIOTEPA B AOMEH.

MpumedaHnue. [Ana ygobcTea BBOA HOBOrO KOMMbIOTEPA B AOMEH MOXET ObiTb BbINOSI-
HEeH KoMaHOon ald-client join <umsa cepBepa noMeHa>. B aTOM cnyyae KoHurypaum-
OHHbIN dhann ByaeT HaCTPOeH aBToMaTUYeckn. Takke aBToMaTudeckm ByaeT co3gaHa yyeTHas
3anucb KOMMbloTepa B JOMEHE.

C nomMoLpblo yTMnuTbl ald-admin y4eTHOM 3anNncy KOMMboTePa MOXET ObITb 06aBreHo

onuMcaHue unm oHa MOXeT ObITb yoarneHa.
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YyeTHasa 3anuck cnyxbbl JoMeHa npeacraenset cobon npuHumnana Kerberos ans gyHk-
LNWOHMPOBAHUSA CNyXbbl B JOMEHE.

BHUMAHMUE! Kaxgas cnyxba, nogaepxueatoLLiasi CKBO3HY ayTeHTudukauuio Kerberos,
AormkHa obnagatb npuHumnanom Kerberos, T.e. 6bITb 3apernctpupoBaHHon B gomeHe. lNocne
perncTpaunm B JoMeHe Habop knro4ven cnyxbbl 4omKeH ObITb BbIFPYXXEH B halin, yka3aHHbIN B ee
KOHpUrypaumm.

B ALD ans npegocTtaBneHus cnyxk6am onpegeneHHblIX NOfIHOMOYMIA NO MOMYyYEeHUO UH-
dhopmaLmm U3 gJomeHa ucnonb3yetcs obbeanHeHue cnyx6 B rpynnbl ceperucoB. Hanpumep, ans
nony4yeHnMs MaHaaTHbIX aTpubyToB Nonb3oBaTenen cnyxba JomkHa BXOAUTb B rpynny CepBMCOB
mac.

[nsa obneryeHunsa KoHUrypmpoBaHusi ceTeBblx crnyx6, paboTatowmx B cpege ENMM, npeay-
CMOTpPEHbl KOMaHAbl YNpaBreHnst Y4ETHbIMU 3annucamm cryx6 ytmnutbl ald-admin 1 KOMaHgb!
BbIFPY3KM KNoYen yTunutel ald-client.

YKasaHHble KoMaHabl UMEKOT npedurKebl service— U svc-.

BHUMAHMUE! B cnyyae go6aBneHusi KOMnbloTepa B AOMEH, Nepeco3faHnst AJOMeHa Unm
npyHUMNanoB cnyx6 MoxeT notpeboBaTbCcsa yaaneHune gannos Tuna krb5 . keytab, coaepxaLimx
BbIFPY>KEHHbIE paHee KNHo4N.

[eTanbHOe onncaHne KomMaHg NpuBegeHO B PYKOBOACTBE man. HacTporka HEKOTOpbIX
ceTeBbIX cnyx6 npuBeaeHa B 7.5,

7.2.6.4. OrpaHnyeHus no BblIGopKe AaHHbIX U3 LDAP

CyLLecTBYIOT OrpaHMYeHns rno nonyyvyeHnto AaHHbIX OT cnyXobl katanoros LDAP. lNo
yMorn4yaHuio paspeluaetca nonyyaTtb He 6onee 500 3anucen.

BHUMAHMWE! Bo3moxHbl HapyLweHus pabotel EMNM B cnyyae npesblweHnst yicna nonb-
3oBarerien UM KOMMbTEPOB 3TOr0 3HAYEHUS.

Onsa rmmbkoro ynpaBneHus oOrpaHMYeHNaMU MpeayCMOTPEHbl KOMaHAbl YTUNUTHI
ald-admin: 1dap-limits Ang npocMoTpa U 1ldap-setlimit ANA YCTAHOBKMU.

Cnyx6bl kaTanoros LDAP nogaepxvmBatoT orpaHMyeHnsa onsi pasnnyHbiX Nonb3oBartenen
WK rpynn nonb3oBaTernen no pasMmepy 1 BpeMeHU BbINONHEHUST BbIGOPKK. Mpu 3TOM CyLLecTByOT
MSArKMe orpaHnyeHuns, NpMMeHsieMble MO YMOSYaHUI0, KOTopble MOryT BbiTb NPeBbILLEHbI 3a4aHneM

napameTpoB BbIOOpkK B npuknagHom MO, n xXecTkue, KOTopble He MOTyT ObITb NPEBbLILLEHbI.
KomaHaa ycTaHOBKM OrpaHUYeHnn UMeeT Crieayowmin CUHTaKCUC:

ald-admin ldap-setlimit <xomy> <BUI Or'PaHUUEHUS>

rae BugamMmm orpaHnyYeHmnda mMoryT ObITb:
- size=uucio — eguHoOe 3agaHNe MATKOro U XeCTKoro orpaHnm4YeHun no pasmMmepy Bbl60p-
KW;

- size.soft=uucsno — 3aaHne MSrkoro orpaHM4YeHusi No pasmepy BbIOOPKY;
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- size.hard=uucrno — 3agaHue XeCTKOro orpaHM4YeHns No pasmepy BbIGOPKY;

- time=cekyHOH — €ANHOE 3aJaHNEe MSATKOro M XeCTKOro OrpaHUYeHun no BpeEMEHMU
BbIMOSTHEHUSI BbIOOPKMY;

- time.soft=cekyHOu — 3aJaHNE MSATKOro OrpaHMYeHUNs Mo BPEMEHWU BbIMOSHEHMUS
BbIOOPKMY;

- time.hard=cexkyHas — 3aQaHuNE XECTKOro OrpaHNYeHunst N0 BPEMEHUN BbIMNOMNHEHMUS
BbIOOpPKM.

B kayecTBe aprymeHTa KOMaHabl <komy> MOTYT BbICTyNaTb Creaylwme 3HaYeHus:

- * — BCe, BKNno4yasa aHOHUMHbIX U ayTeHTVId)I/ILI,VIpOBaHHbIX nonb3oBaTeneu;

anonymous — daHOHUMHbI€ MOoJf1b30BaTeEsNn,

users — ayTEHTUULNPOBAHHbIE NONb30BaTENN;

- self — accouMmMpoBaHHbIN C Lerblo Nosib3oBaTernb;
- dn. .. — BapuaHTbl cuHTakcuca DN;

- group. .. — BapuaHTbl CUHTaKcmUca rpynmn.

MpumeyvaHune. lNepen ycraHoskon orpaHnyeHm LDAP pekomeHnayeTcs 03HaKOMUTBLCA

C OOCTYNHOW AOKyMeHTaumen no pabote cnyx6 katanoros LDAP.

MogpobHoe onucaHne koMaHpg paboTsbl ¢ orpaHnyeHusmmn LDAP npueefeHbl B pyKoBoOa-

cTBeé man ald-admin.

7.2.6.5. Peructpauusa gencTtBMm agMmMHUCTpPaToOpa U NPOTOKONMpPOBaHUe

Mpun pabote komnoHeHTbl ALD BegyT XXypHanbl cBoen paboTbl. B xypHanax gukcupyrotcs

I/IHd)OpMaLI,VIFI O BbINOSTHAEMbIX AENCTBUSAX N OLUMOKaX. an/I 3TOM (bI/IKCI/IpyeTCFI fata 1 BpemMsa BO3-

HWKHOBEHWNA COGbITVIFI, TMN COBbLITUS N UMSI UCMIONTHAEMOrO Moayna C ykasaHuem I/I,D,eHTVICbVIKaTOpa

npotiecca.

JocTynHbl cneayowme xXypHarnbl paboTbl:

- ~./ald/ald-admin.log, ~./ald/ald-init.log, ~./ald/ald-client.log —
XypHanbl paboTtbl yTUNUT ald-admin, ald-init, ald-client COOTBETCTBEHHO. Pac-
nonaralTcs B JOMaLLUHEM KaTarore nonb3oBaTernsi, KOTOpbIN 3anyckarn UX Ha UCMOMHEHWE;
- /var/log/ald/aldd.log — XypHan paboTtbl cnyxobl obpaboTku 3agaHun ALD
aldd.

Cnocob BbiBOAA XKYpHanoB, X pasMeLleHne 1 aetannsaums MoryT 6biTb 3adaHbl Ans

KaXkgow 13 yTUnuT unm cnyx6 npu nx 3anycke ¢ NOMOLLbIO Criedyowmnx napameTpoB KOMaHOHON

CTPOKM:



170
PYCBE.10015-01 95 01-1

Tabnuuya 41

MapameTp OnucaHune

3apaeT cnocob XypHanusauuu, rae aprymMeHT NpuHUMaeTcsl Kak
Habop pa3psigoB:

- 1(0x1) — stderr;

--log-dest=cnocobu - 2 (0x2) — syslog;

- 3 (0x4) — csvlog.

Mo ymonuaHuio onga yTunnt ucnonesyetcs stderr+csvlog, a Ang
cnyx6 — syslog+csvlog

3apaet nyTb K channy xypHana (B criydae ucnosnb3oBaHUsa cnocoba

--log-file=
og-file=nyTsb csvlog)

3agaet getanvsaumio XypHana:
- 0 — ownbku;

1 — npegynpexneHus;

2 — yBeOOMIIEHNS;

3 — UHopmMauus;

4 — oTnagka

--log-level=ypoBeHb

Pernctpauus aencrenn agMmumHucTpatopa no ynpasfieHno 4OMEHOM OCYLLECTBSETCA
LleHTpanu3oBaHo Ha cepBepe AoMeHa. [1py aToM No ymonyaHuo BbIBOA MHGOPMaLMK OCYLLECTB-
ngaeTcs B criegyowme annsbl:

- /var/log/ald/aldlog.log — XypHan permctpauyum nameHeHuin wabnoHoB NpoTo-

KONUpOBaHW4;

- /var/log/ald/audit.log — XypHan permctpauum corfiacHoO HaCTPOEHHbIM Labno-

HaM NPOTOKONMPOBAHUSI.

MpnumeyvyaHune. B cnyyae Heo6XoOMMOCTU MOXET BbITb HACTpOEeHa nepeagpecauns
XYypHaroB perucrpauumn encTBum agMuUHUCTpaTopa B CUCTEMHBIN XypHar syslog C MOMOLLbIO
KOHUrypaumoHHoro danna cnegytowiero smaa, pasMmeLLlaemMoro B katanore /etc/rsyslog.d/:
$ModLoad imfile
$InputFileName /var/log/ald/audit.log
$InputFileTag ald_audit
SInputFileStateFile stat_ald audit
SInputFileSeverity notice
$InputFilePollInterval 1
$InputRunFileMonitor

YnpaeneHue pernctpauven 4encTBui agMuHMcTpaTopa NnpomM3BoanTCS C MOMOLLbIO KO-
MaH4 Buga ' ald-admin logging-*’, KOTOPbl€ NO3BOMSAT U3MEHATb MNyTb K dpanny perncrpa-
LK cobbITuin ()KypHan permctpaumm n3aMeHeHn WwabnoHOB NPOTOKONMPOBAHUSA UMEET (PUKCUPO-
BaHHOE pacrornoXeHue), co3gasaTb UM N3MEHATb LWabNoHbl NPOTOKONMPOBAHUS.

LabnoH npoToKoNnMpoBaHMs COCTOUT U3 MMeHW, ldap-cyddunkca n pexmma npoToKonmMpo-
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BaHUS:

- all — pernctpauus Bcex cobbITui;

- succ — peructpaums ycnewwHblx cobbITui;

- fail — peructpaumsa HeycneLHbIX COBbITUI;

- none — OTKIOYEHNE perncTpaunin cobbiTun.

BHUMAHMUE! He pekomeHayetca 6e3 ocobon Heobxoanmoctn Ao6aBnaTe UM N3MEHATb
cydpuKChl LIabnoHOB NPOTOKONNPOBAHUS.

7.2.6.6. [lomawHMe KaTanorm 1 0CO6eHHOCTN MOHTUPOBaHUA ceTeBbiXx PC

LleHTpanusauusa xpaHeHns nHgpopmaumm o6 okpy>xeHun nonb3oBartenen nogpasymeBaeT
N LeHTpanM3oBaHHOEe XpaHeHe JOMAaLLHUX KaTanoros norb3oBaTtenen. [ng atoro ucnonbayercs
C3®dC CIFS (cm. [5.8).

[nsa xpaHeHnsa goMaLUHMX KaTanoros, CoaepXalumnx HesalmWweHHbIe AaHHble, MOTyT ObiTb
ncnonb3oBaHbl 1 gpyrue cetesble PC (Hanpumep, NFS4). ALD B HacTosiLee BpeMsa nogaepxunsaet
aBTomaTnyeckoe MoHTupoBaHue Tonbko C3PC CIFS n NFS4. Takke onga xpaHeHns goMallHUX
KaTanoroB nonb3oBaTens MOXeT ObITb Mcnonb3oBaHa 1 nokansHaa ®C koMmnbloTepa.

YyeTHasa 3anucb nonb3oBatens ALD cogepxut nHdopmaumo o tune ®C gomaluHero
KaTanora nonb3oBaTens 1 ero pacrosioXeHnn (cepeep JOMaLLHUX KaTanoroB Ans ceteBbiX C n
nyTb K KaTanory Ans nokaneHbix ®C). Mo ymonyaHuo B kayectee Tuna ®C ncnonssyetca C3PC
CIFS, a B ka4ecTBe pacnonoXeHns — KOHTposnep AoMeHa.

MpnmevyaHune. OcoBEHHOCTb OpraHM3auumn JOMaLIHNX KaTarloroB Nnofb3oBaTens BKIHO-
YyaeT B cebs obecneyeHMe BO3MOXHOCTU nepexoia nonb3oBaTens K CBOMM KaTtaroram ¢ Apyron
MaHOaTHON METKOM C NOMOLLbIO CCbINKN mac. icnonb3oBaHMe TakMx CCbISIOK B Samba no ymorsi-
YaHWIo 3anpeLleHo. [1na paspeLleHns 3To BO3MOXHOCTN UCNOMb3yeTcAa rnobanbHbI napameTp
allow insecure wide links B WabnoHe KoHUrypaumnoHHoro dpaina samba (cm.[7.2.4.3).

MakeT pacwumpenns ald-client-£fs NO3BONSET Ha NMOOOM KOMMNbIOTEPE AOMEHA pas-
BEPHYTb CepBep AOMAaLLHNX KaTanoros, KOTOPbIA BNOCAEACTBMN MOXHO ByaeT ykasaTb Kak pac-
nosioXkeHne QOoMallHMX KaTanorosB. Pernctpauusi, 3anyck 1 OCTaHOB cepBepa OCYLLECTBIISIETCA C
NOMOLLIbIO pacLUMPEHNss KOMaHOHOro uHTepdenca yTunuTbl ynpaBneHust KNMeHToM ald-client.

BHUMAHMUE! CyuwecTtByeT BO3MOXHOCTb UBMEHEHUS CepBepa pPacnosioXKeHust Jomall-
Hero Katanora nonb3oBartend. B aTom crnyyae gomMaluHWin KaTanor norib3oBaTens AomKeH bbiTb
doM3n4eCcKM nepemeLLeH co CTaporo cepeepa Ha HOBbIW, B NPOTMBHOM Crlyyae nosib3oBaTeslb He
CMOXET BONTW B cUCTEMY. Takasd e CUTyauns MOXeT NPOM30ONTN NpU 3ameHe OCHOBHOIO cepeepa
pe3epBHbIM.

MoHTMpoOBaHMe gomallHMX KaTanoroB BblinonHaetcs PAM-moaynem ALD aBTomatmnyeckn
npu BxoAde nosb3oBartens. [pu 3ToM MOryT NpoBepATLCA orpaHnvyeHust Ha Tun ®C gomaluHero

KaTtarora norib3oBatenA.
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BHUMAHMUE! CylwecTtByeT HeKOTOpoe BpeMsi AN pacnpocTpaHeHns nHdopmMmaummn o
CO3aHUKN UNn yaaneHus nosib3oBaresnis. 3To CBA3aHO C MexaHu3Mamu kewwmpoBaHus NSS. MNpu
nepecosfaHnum Nonb3oBaTerisi C TEM Xe UMEHEeM MOryT BO3HMKaTb OWMOKM (Hanpumep, owmndkm
BXo4a B CUCTEMY, MOHTUPOBaAHWUS OOMALLUHEro Kartanora v T.M.) U3-3a BblAa4M Ha yAarneHHbIX
cucTemMax ycrtapesluero naeHtudpukaropa nonb3osartens. [py BO3HUKHOBEHUN TakMX OLUMOOK
cnegyeTt nepesanycTuTb Ha MCNONb3yeMbIX KOMMNbOTEPAxX CIyX0bl nscd U nslcd u obecneynTtb
KOPPEKTHbIE 3Ha4YeHMs NpaB AOCTYNa K Katanory nonb3oBaTtens Ha cepBepe JOMAaLUHUX KaTasioros.

BHUMAHMUE! [1ns koppekTHOW paboTbl C MOHTMPOBAHMEM OOMALLHNX KaTanoroB Heobxo-
Anmo obecneunTb 0CcBOBOXAEHME TOYEK MOHTMPOBAHMS NPU 3aBEPLUEHNN CECCUM NONb30BaTeNs
(cm.[7.2.5).

CyLuecTByeT BO3MOXHOCTb Ha cepBepax AOMalLHUX KaTanoros (dann-cepsepax) 3aBo-
AnTb obLwmMe nanku, AOCTynHble AN nonb3oBaTenen. [Ans KoHgurypupoBaHua cann-cepeepa
cnegyeTt pyKoBOACTBOBATLCA JOKYMEHTAUMEN U cnpaBkon rno ucnonsdyemon ®C. MoHTMpoBaHue
TaKkuX KatarioroB MOXeT ObITb BbIMNOMHEHO MNPU NOMOLLM KOMaHAbl mount UM pegakTupoBaHNEM
KOHdpUrypaumnoHHoro cganna fstab. ABToMatnyeckoe MOHTUPOBaHME MOXET ObITb obecneyeHo
PAM-moaynem pam_mount.

MpnumedvaHune. [Npu HeobxogmumocTn paboThl C pasgensemMbiMu pecypcamm ¢ MOMOLLbIO
cTaHAapTHbIX yTUNuT Samba (net, smbclient), B TOM YMcrie C NOMb30BaTENbCKMMN pasgernse-
MbIMU pecypcamu (usershare), MOryT NOTPEGOBATLCS AOMNONMHUTENbHBIE HACTPOIKK (cM. [7.2.4.3).

7.2.6.7. Co3paHue pe3epBHbIX KOMUUA U BOCCTaHOBIIEHUe

B uenax ymeHblleHUst BpEMEHU HA BOCCTaHOBIEHWe paboTocnocobHOCTU cepBepa B
cny4yae BO3HMKHOBEHMWSI MpOorpaMMHo-annapaTHbIX CO0eB NpeaycMOTPEHO Cco34aHne pe3epBHON
konuu 6a3 AaHHbIX cepBepa AOMEHa.

PesepBurpoBaHne/BocCTaHOBMNEHME JOMEHa OCYLLECTBSAIOTCA C MOMOLLbLIO YTUIUTLI ynpas-
neHusa cepsepom goMeHa ald-init.

BHUMAHMUE! NMporpammHas koHdurypaumsa ALD cepBepa, Ha KoTopom ByaeT BbINOMHATb-
Csl BOCCTaHOBMNEHWe, JOMKHa TOYHO COOTBETCTBOBATL TOW, MPU KOTOPOW BbIMNOSMHANOCH CO3AaHne
pe3epBHOM Konun. [lomkHbl O6bITb yCTaHOBMEHbLI BCe TpebyeMble nakeTbl CEPBEPHbIX paclumpe-
HUM ALD. Takke KoppeKkTHbIM 06pa3om ormkHa OblTb HAaCTpOeHa cucTema paspeLleHns MMeH
(cm.[7.2.3).

CyLuecTByeT HECKOIMbKO BApMaHTOB CO3[4aHWUs pe3epBHOM KONUK cnegyrowmnumMm KomaHgamm
yTUnuThl ynpaeneHus cepsepomMm ALD ald-init:

- backup — cos3gaHue (puU3nyYeckon Konum KOHTpomnfepa AOMeEHa: B 3TOM Crlyyae B

nogkartanore .ald gomallHero Kartanora nosib3oBaTensi, BbINOSHALWEro onepauuio,

co3garTcd ABa apxuBa ald-base.tar.gz M ald-keys.tar.gz, cogepxawme apxvs

dparmeHToB PC cepBepa ¢ MHpopmaumoHHsiMn B v B[] kntodeBon mHpopmauum
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COOTBETCTBEHHO. [laHHbI BapuaHT SBNAETCA €QUHCTBEHHbBIM, NPU KOTOPOM COXpaHAETCH

KnioveBas MHopmaLms 1 Naponu norb3oBarteren;

- backup-1dif — co3gaHune nornyeckom konun LDAP B[] koHTponnepa gomeHa: B 3TOM

cnyyae B nogkaranore .ald goMallHero Kararnora nosib3oBarerss, BbINOSHAKOLWEro orne-

pauuto, cosgaetcs LDIF dpann B[] LDAP koHTponnepa AOMeHa C UMEHEM MO YMOSTYaHUIO

BUaa ald.<ums_pomenHa>.1ldif,

- backup-portable — co3gaHue nornvyeckon konuu bl koHTponnepa gomeHa B nepe-

HOCMMOM TEKCTOBOM popmMarte: B 3TOM Criyyae B nogkatanore .ald gomallHero karanora

nonb3oBaTens, BbIMOMHAKOLLEro onepawumio, co3gaeTcs TEKCTOBbIA ¢pansi ¢ UMeHeM Mo

ymonyaHuio Bmaga ald. {umsa pomeHal} .pbk.gz.

[nsa BOCCTaHOBIEHUA MEepPeYnCrieHHbIX BapWaHTOB pPe3epBHbIX KOMWUW UCMOnNb3y-
IOTCA  KOMaHAbl YTuUnuTbl YynpaseneHusa cepsBepoM ALD ald-init restore-backup,
restore-backup-1dif U restore-backup-portable coOOTBETCTBEHHO. [1pn aTOM nepe-
co3aatoTca 6a3bl gaHHbIX LDAP n Kerberos.

BHUMAHMUE! Npu ncnonb3oBaHnn BapuaHTOB CO34aHUS JTIOMMYECKOW KONUM KoMaHaamu
backup-1dif u backup-portable knioveBad MHPOPMaULUA U Maponu rnorb3oBaTenen He
coxpaHstoTcs. [Nocne BoccTaHoBNeHUs TpebyeTca HasHa4YeHe HOBbLIX Maporen nosnb3oBaTenenu,
NOBTOPHbLIN BBOA, paboymx cTaHUM B LOMEH M Nepeco3gaHune nokanbHbIX hannos Krnyemn Bcex
3aperncTpupoBaHHbIX cnyx6. [py aTom B npoLiecce BOCCTaHOBNEHUSA HEOBX0AMMO 3a4aThb Naporib
No ymonyaHuo anga nosnb3oBatenen. BaxHo obecneunTb BBeAeHME TaKOro napossi, KOTopbIn
OyaeTt yooBneTBopsaTb TpeboBaHMAM BCeEX MaposibHbIX NOSIUTUK AOoOMeHa. B npoTuBHOM criyvae
BOCCTaHOBJIEHMNE HE MOXET ObITb BbINOSTHEHO.

MpumevaHwue. lNocne BbINOSTHEHUS BOCCTAHOBNEHUSA cnyxb6a 3agaHun ALD aldd
BbINOMHAET HACTPONKY NPUBMUIErMA Nonb3oBaTenen n gpyrne Heobxogumole aenctems. Mpu aTom
MOXET BbIMOMHATCSA nepe3anyck pasnnyHbiX cnyxo cepsepa, B TOM 4Yucne u cnyxobl agMuHn-
ctpupoBaHua Kerberos. CrniegyeT AoxaaTbCs 3aBepLUeHUst BCeX HacTpOoeK neper BbINoNHEeHNeM
ApYrnx agMUHUCTPAaTUBHbIX 4ENCTBUN.

Mocne BbINOMHEHNA  BOCCTAHOBIIEHUA  crieQyeT  BOCMONb30BaTbCA  KOMaHOOW
test-integrity YyTUNUTbl aAMUHUCTPUPOBAHUS ald-admin ANS NPOBEPKU BHYTPEH-
Hel LernoCTHOCTU KOHUrypaumm AOMeHa, YTO BKYaeT B ceba npoBepKy COCTOAHUA U
corfiacoBaHHOCTU Bcex cyLHocten ALD.

7.2.6.8. loBepuTernibHble OTHOLUEHUA MeXAYy AOMEeHaMuU

B cnyyae Hannyusa Heckonbknx aomeHoB ALD nogaepxmBaeTcsi BO3MOXHOCTb obpalleHus
KITMEHTOB OAHOMo AOMEHa K pecypcam Apyroro AoMeHa. [1nsa aToro mexay AoOMeHaMun OO0SKHbI
ObITb YCTAHOBIEHbI JOBEPUTESNbHbBIE OTHOLLEHUS.

B ALD MCMNOJTb3YKHOTCA CUMMETPUYHbIE NOBEPUTENbHbIE OTHOLLEHUA MexXay JOMEeHaMN.
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B cnyyae HeobGXxoaMMOCTM OrpaHUYeHNsa AOCTyna KIIMEHTaM Yy>KOro JOMeHa K TOMY UIM MHO-
MYy CepBUCY, COOTBETCTBYIOLUME HACTPONKN OrpaHUYeHuss 4OCTyna OOMKHbl ObiTb BbINOMHEHbI
cpeacTBamMu KOHpUrypupoBaHnsa camoro cepeuca.

Mpn paboTe ¢ nonb3oBaTensaMu Apyrmx JOMEHOB AOMKHbI UCMOMb30BaTbCA MMEHa UX
y4yeTHbIX 3anncen Kerberos Buaa <umsi_nomnb3oBaTensa>@<REALM>.

[nsa ycTaHOBKM JOBEPUTENBHBLIX OTHOLIEHUI MeXay AOMeHaMN HeoBXoaUMO B KaXXAOM U3
HUX NpounadsecTn fobaBneHne Apyroro JoOMeHa KoMmaHaon ald-admin trusted-add. detans-
HOe onncaHne KoMaHg NPUBELEHO B PYKOBOACTBE man ANS YTUNnTbl ald-admin.

BHUMAHMWE! BeegeHve noBeputenbHbIX OTHOLWEHWI TpebyeT nameHeHus KoHdurypaum-
OHHbIX (PanroB Ha KaXAOM KOMMbloTepe JoMeHa. MiameHeHus ByayT BHeceHbl Nocne nepesarpysku
KOMMbIOTEPOB. [Na onepaTUBHOIO U3MEHEHNSA KOH(Urypaunn Ha oTaenbHOM KoMnbtoTepe 6e3
nepesarpyskm MoXeT 6bITb UCMOMb30BaHa KOMaHAa ald-client restart.

BHUMAHMUE! [JoBeputenbHble OTHOLIEHNA HE COXPAaHSTCS NpU CO34aHNN pPe3epPBHOMN
Konun goMeHa koMaHgamn backup-1dif un backup-portable U JOMKHbI ObITb YCTAHOBMEHDI
3aHOBO MOCIe nepeco3naHns foMeHa (cm. [7.2.6.7).

MpumevyaHune. B cnyyae HeobxoaMMOCTN NpedoCTaBneHns OOCTyna K pasgensie-
MbIM (pannoBbIM pecypcam nosib3oBaTensMm MoryT TpeboBaTbCA OOMOMHUTENbHbIE HACTPOMKK
(cm. [7243).

7.2.6.9. Co3zpgaHue pesepBHoro cepsepa ALD

Mon pesepBHbLIM cepBepoM ALD nogpasymeBaeTcsa cepBep, KOTOPbIA MOXET 3aMEHUTb
cobor OCHOBHOWM KOHTPOMep JOMeHa B criydae HeobxogMMocCTu (Hanpumep, B cryvae Bbixoda u3
CTPOSi OCHOBHOIO KOHTpoOsfepa AomMeHa) 6e3 notepu cnyxebHon nHopMaLmmn: y4ETHbIX 3annucen
nosib3oBaTeneun, naposien, NONNTUK Naponen 1 pyron LeHTpann3oBaHHOM MHGOPMaLIN.

MpumevaHue. PesepsHbin cepep ALD nossonset obpalwiarbcs 3a tHopMaumnen
kK cnyxb6e katanoroB LDAP u cnyx6e ayteHTudukaumm Kerberos, 4to obecnevnsaet paboty
nonb3oBaTternen gaxe npu cboe 0OCHOBHOIO KOHTposnepa goMeHa. [1ns aToro pesepBHbIN cepBep
DOSKeH ObITb ykaszaH B COOTBETCTBYHOLLNX KOHPUTYPaLMOHHbIX hannax. AOQMUHUCTPMPOBaHNE
BbIMOMHSETCS TONbKO HAa OCHOBHOM KOHTpOsfiepe AOMeHa.

BHUMAHMWE! Pe3epBHbIn cepBep 3aMeHSET MMEHHO KOHTPOMep AOMeHa 1 He obecrneyu-
BaeT nepeHoc AoOMallHUX OANPEKTOPUIN nosnb3oBatenen. [1na coxpaHeHnsa AOMaLLUHUX ONPEKTOPUIA
PEKOMEHYeTCS UCNONb30BaTh BblAENEHHbI cepBep AOMALLHUX ANpeKTopuii (cM. [7.2.6.6)).

BHUMAHUE! MexaHuam pesepBHbIx cepBepoB ALD He aBnseTcs “ropsaynm pesepBom”.
3amMeHa OCHOBHOrO KOHTpoOSifiepa AOMeHa pe3epBHbIM npeanonaraer AeNCTBUSA CUCTEMHOrO
aAMVHUCTpaTopa Mo 3aMeHe OCHOBHOTO cepBepa pe3epBHbIM (cM. [7.2.6.10).

[ns BbINONHEHNA (DYHKUUN pe3epBMPOBaHUS UCMOMb3YIOTCA pasfnnyHbie MEXaHW3Mbl

pensivkaumm, B TOM 4ucrie n cobCTBeHHble MexaHu3Mbl pennvkaunm cnyxo LDAP n Kerberos.



175
PYCBE.10015-01 95 01-1

MpumeyvyaHune. Pennukauma nponsBoanTcs OT UMEHN CUCTEMHOM YYETHOM 3anncu
cnyx6bl 06paboTkun 3agaHmn ALD aldd, 3anyLwieHHon Ha pe3epBHOM cepBepe. YkaszaHHasa yyeTHas
3anucb BXOAUT B rpynny agMMHUCTPATOPOB, YTO NO3BONSET e penniMumMpoBaTb JaHHbIe AOMEHa.

BHUMAHMUE! Pacwupernus ALD moryT npuBHOCUTL CBOE AeneHne NOSTHOMOYUN, YTO
MOXeT noTpeboBaTb OOMOSHUTENbHBLIX HACTpPOeK Ans obecneyeHnss NONHOW pennukauun 6a3
JaHHbix ALD.

CospgaHune 1 ynpasneHue pesepBHbIM cepepoM ALD ocyulectensieTca yTunuTon ynpas-
nexHna cepsepoM ALD ald-init.

BHUMAHMUE! CocTtaB ycTtaHoBrneHHbIX naketoB ALD Ha pesepBHOM cepBepe OOMmKeH
ObITb MAEHTNYeH cocTaBy naketoB ALD, ycTaHOBMEHHbLIX HA OCHOBHOM CepBepe.

CosgaHuve pe3epBHOro cepeepa 3aknio4aeTcs B BbIMOSIHEHUN KOMaHAbl MHULManM3aumm
cepBepa ald-init init ¢ ykasaHuem napameTpa --slave. B xoge co3gaHus 6yaeT BbiBege-
Ha nHpopmaums o6 obHapy>XeHHOM NepPBUYHOM cepBepe AOMEHa U NPoM3BeaeHbl HACTPOMKU
pe3epBHOro cepsepa.

lMocne npoBeaeHNs yKkasaHHbIX AENCTBUA Ha pe3epBHLIN cepBep ByaeT oCcyLLecTBNATLCA
pennukaums Bcen Heobxogmmon nHdpopmauum ¢ OCHOBHOro cepeepa. B cnyyae Heobxogumo-
CTU pe3epBHbIA cepBep MOXET OblTb NepeBedeH B onepaTuBHbIA PeXum paboTbl KOMaHOOW
ald-init promote.

MpumevyaHune. Pennukauna 6a3 gaHHbIX BbINOMHAETCA B OnpefeneHHble npomMe-
XyTKn BpemeHun. Hanpumep, 6a3bl Kerberos no ymonuyaHuto obHoensitotca pa3 B 10 mu-
HYT, YTO 3agaeTcs napameTpoM SERVER_PROPAGATE_PERIOD B KOH(UrypaunmoHHOM chawnne
/etc/ald/ald.conf ocHOBHOro cepsepa (cm.[7.2.3).

YpaneHve  ak3emnnsipa  cepBepa  MOXeT  OblTb  BbINOMIHEHO  KOMaHOOW
ald-init destroy.

7.2.6.10. 3ameHa OCHOBHOrO cepBepa pe3epBHbIM

B cnyyae Bbixoga n3 cTposi OCHOBHOIO KOHTporsiepa AoMeHa agMUHUCTPAToP AOSMKEH
Npou3BeCcTU cregyolmne 4encTBUA No 3aMeHe OCHOBHOIO cepBepa LOMeHa pe3epBHbIM:

1) nepeBecTV OAWNH U3 pe3epBHbIX CEPBEPOB B ONEPaTUBHbLIA PEXMM paboTbl KOMaHAON

ald-init promote.

BHUMAHMUE! lNpn nepeBoae pe3epBHOro cepeepa B onepaTuBHbIA PEXMM OCHOBHOW

cepBep NPUHYOUTENbHO UCKMOYaeTCa U3 AoMeHa Bo udbexaHue koHdnukToB. Nocne

BOCCTaHOBIEHUS OH MOXET ObITb BO3BpaLLEH B JOMEH B Ka4eCTBe pe3epBHOro;

2) Ha BCeX KITIMEHTCKMX MalLMHaX, BKMNoYasi cepBep AOMAaLLHUX OUPEKTOPUI (eCnu ecTb),

B KOH(purypaunoHHom canne /etc/ald/ald.conf B KadecTBe napamerpa SERVER

yKa3aTb HOBbIN KOHTpOsep AomeHa (ObiBLMA pe3epBHbI cepBep). [locne 3Toro AormkHa

ObITb BbINOfHEHA KOMaHAa ald-client commit-config.
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7.2.6.11. CoBMecTUMOCTb C NpeabiayLwmMMn Bepcusimm

CywecTtByeT BO3MOXHOCTb COBMECTHOIO UCMNOMb30BaHNA B OAHOM AOMEHEe KOMMbITEPOB
C pasHbiMu Bepcusamn ALD.

Mpwn aTOoM BO3MOXHa kak paboTa HoBbIX knueHToB ALD co cTtapbiM cepBepoM gomMeHa
ALD, Tak n pabota cTtapbIx KITMEHTOB C HOBbIM CEPBEPOM AOMEHA.

BHUMAHMUE! B cBsA3n c oTnnumem popmarta XxpaHeHUs paclumpeHHbIx atpnbytos B Astra
Linux crapee Bepcumn 1.4 oTCyTCTBYET COBMECTUMOCTb Ha YPOBHE AO0CTYrNa K CeTeBbIM (pannoBbiM
pecypcam. COBMECTMMOCTb AOCTyna K HedannoBbiM CeTEBbIM pecypcam (noyta, CYB[ v T.n.)
COXpaHsieTcs.

BHUMAHMUE! B cnyyae oTnnumsa Bepcumn KrnveHTa oT BEpPCUMN cepBepa HEKOTOPbIE HOBbIE
Bo3MoxxHOCTU ALD OyayT HegocTynHbl. [Mpu Bepcum OC 1.2 K TakKUM BO3MOXHOCTSIM OTHOCATCS:
pasmelleHne OOMalUHEero Karanora Ha OTAeNbHOM cepBepe, NpoBepka BO3MOXHOCTU BXoAa
nonb3oBaTens Ha AaHHbIM KOMMbIOTEP MO CMUCKY pa3peLleHHbIX Nosib30BaTesto KOMMNbITEPOB,
BKINHOYEHNE JOMEHHOro Nonb3oBaTesisl B 3afaHHble floKarnbHble rpynmbl U HEKOTOpble CBONCTBA
nonuTtuk naponeun Kerberos.

MpumeyaHune. Ncnonb3oBaHne B O4HOM AOMEHE KOMMBIOTEPOB C pa3HbIMU BEPCUSAMM
ALD He pekomeHayeTcs, T.K. B 9TOM crnyyae He obecneyumBaeTcsa paboTa Bcex 3asBNeHHbIX
mexaHuamos E[I1.

PaboTta cTapbix KNIMEHTOB C HOBbIM cepBepomM gomeHa ALD

[na pabotbl ctapbix knueHToB (Bepcun OC 1.2) ¢ HOBbIM CEpPBEPOM HEODOXOAUMO MO-
cne BBeAEHUS KITMEHTOB B JOMEH BbIMOMHUTL Ha cepBepe KomaHay ald-admin host-renew.
KomaHga BbINONHAETCA OOAUH pa3 Afis BCeX CTapbiX KNMEHTOB NOCre UX BBEAEHWSI B JOMEH.

Takke Ang MOHTMPOBaHMA OOMALLUHMX KaTanoroB HeobxogMmo B  hanne
/etc/request-keys.conf 3aMeHNTb CTPOKY:
create cifs.spnego * * /usr/sbin/cifs.upcall %k
Ha:
create cifs.spnego * * /usr/sbin/cifs.upcall -c %k

MpumeyaHwue. lNockonbky hann /etc/request-keys.conf nepenucoiBaeTcsa npu
OBHOBMNEHUM KOH(pUrypaumm koMaHaamm ald-client commit-config pekoMeHOyeTCa BHECTU
N3MeHeHNe B COOTBETCTBYIOLWNN WAabnNoH /etc/ald/request_key.conf.pl.

PaboTa HOBbIX KNMEHTOB CO CTapbiM cepBepomM aomeHa ALD

PaboTta HOBbIX KNMEHTOB CO cTapbiM cepBepom aomeHa ALD (Bepcumn OC 1.2) obecneun-
BaeTCs B peXXMme COBMECTUMOCTU, KOTOPbIN 3a4aeTcs yKadaHMeM B KOHGUrypaumoHHoOM doanne
/etc/ald/ald.conf Bepcun 1.4:

VERSION=1.4

Kpome Toro, ansa paboTbl MEXaHN3MOB MOHTUPOBAHMSA LOMALLHMX KaTanoros Heobxoammo

Ha cepBepe AOMeHa co3faTb npuHumMnana cnyxbbl cifs 1 COXpaHUTb €ro Krou:
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ald-admin service-add cifs/server.my_domain.org

ald-client update-svc-keytab cifs/server.my domain.org

7.2.7. NpoBepkKa LLeNOCTHOCTU U yCTpaHeHUe oLnboK

B ALD BcTpoeHbI cpeactBa NpoBEPKN BHYTPEHHEW LIeNOCTHOCTU KOHUrypaumm JOMeHa,
YTO BKIIOYAET B ceOA NPOBEPKY COCTOSAHMSA M COrNacoBaHHOCTU Bcex cyliHocTen ALD.

Mpwn BO3HMKHOBEHMM B Npouecce paboTbl coobLieHnr 06 owmnbkax nnm HEKOPPEKTHOMN
pabote mexaHusmoB EllN crnegyeT Bocnonb3oBaTbCsd KOMaHOOW test-integrity YTUNUTHI
aAMUHUCTPUPOBaHNA ald-admin.

B xoge npoBepkn MOXET ObITb NOKann3oBaHa NpuynHa owmbok n cboes, 4To obnerynT nx
yCTpaHeHue.

[Mpu BbINOMHEHMN KOMaHAbl NPOU3BOAMTCA NPOBEPKA COCTOAHUS U COrNacoBaHHOCTU CyLL -
HOCTeN AOMeHa, Npy 3TOM oTobpaXkaeTcs TekyLas npoBepsiemasi rpynna CyLHOCTEN 1 pesynbraTt
NPOBEpPKM (MpY yKasaHUM napameTpa —-verbose AOMNONHUTENBHO BbIBOOUTLCS TEKyLLAa NpoBe-
psiemas CyLHOCTb). B pe3synsraTe BbINOMHEHUS NPOBEPKN MOryT ObiTh BbIBEAEHbI CrieayoLwme
AnarHoctuyeckme coobLLeHus:

[lpoBepka uenoctHocTu 6a3n OaHHEX ALD cdopMupoBana OUACHOCTHUUECKUX coobmenusi: N

1: <guar=gocTuuyeckoe coobmeHue 1>

[Mpn oBHapyXeHUn KpUTUYHBIX OLLIMOOK KOMaH4a 3aBepLuaeTcs ¢ Bblaaden coobuieHns ob

owmnbke:

[lpoBepka uenoctHocTu 6a3n naHHex ALD BusaBuna omuboxk: N.

[lpy HOpManbHOM QYHKLHOHMpOBaHMM ALD Takux omubOK BO3HHKATH HE HOOJIKHO.
[onpobyiTe ymanuTh omubOOUHHE CYMHOCTHM M CO34AaTh MX 3aHOBO. Ecmu 3TO

He [IOMOXEeT, WJIM €CJIM MNOSABATCHA HOBHe omubku - obparTurech Kk paspaboTumkam.

[wnarHocTnyeckne coobLieHna MOryT CoaepKaTb peKOMeHAaLmMmM No YCTPaHEHUIO BbisiB-
NEeHHOro HapyLwweHus. CNMCoK BO3MOXHbIX ANArHOCTUYECKMX COOBLLEHNI NPUBEOEH HUXKE.

BHUMAHUE! PekomeHayeTca ncnonb3oBaTb npeanaraeMbiii BapuaHT yCTpaHeHUs Ha-
pyweHus cpeacteamu ALD, Tak Kak ans py4yHoOro yctpaHeHus HapylleHun TpebytoTcs rnybokme
3HaHUS TEXHOMOMMN, MEXaHN3MOB (DYHKLMOHMPOBAHNSA U NHCTPYMEHTOB agMUHUCTPUPOBAHUS
LDAP u Kerberos.

BHUMAHMUE! lNepen KpUTUYHBIMU UCNpaBRNeHnaMn, TpebyroLwmnmMmn nepecosgaHns JOMeHa,
pekoMeHayeTcs, N0 BO3MOXHOCTUN, COXPaHUTb Pe3epBHYHO KONUIO foMeHa. [Nocne BoccTaHOBNEHUS
N3 pe3epBHON KOMUN HEKOTOPbIE OLUMGKN MOTYT UCHE3HYTb.

YacTtb owmbok MoxeT BbITb yCTpaHeHa aBToMaTuyecku. [Ans atoro HeobxoamMmo ykasa-
Hue napameTpa —-fix Npu Bbl30Be KOMaHAbl ald-admin test-integrity. ABTOMatn4eckm
BbINOMHAKTCA cnegyroume JENCTBUS:

- co3gaHune HegoCcTalLwWmnX MHAEKCOB U OrpaHnyeHun yHnkanoHocTn B LDAP;



178
PYCBE.10015-01 95 01-1

- yOaneHve HecyLeCTBYIOLNX YIIEHOB rpynn nofib3oBarenen, KOMnbLITePOB, CEPBUCOB U

alMWUHUCTPATOpPOB;

- nepecosgaHve MonuMTUK naponen no cywecteywowen uHpopmaumm (LDAP unn

Kerberos);

- CMHXPOHM3aUNs KOMNbIOTEPOB Mo nHdopmMaunn ns Kerberos (host-renew);

- CUMHXpOHM3auna napameTpoB nonutuk naponen ns LDAP B Kerberos;

- HacTpownKa rnybuHbl ICTOpUN 3a4aHNA U UX poTauus;

- KOpPPEKTMPOBKa CrNncKa paspeLleHHbIX KOMMNbIOTEPOB W rpyrn KOMMbOTEPOB;

- oTbop agMMHMCTPaTUBHBIX NpaB Npu NtobOM HapyLIEeHMM CBOMCTB NoNnb3oBaTenen.

Cnuncok BO3MOXHbIX OLLUMGOK M CNOCOGOB UX YCTpaHeHUs npuseneH B Tabnuue [42]

BHUMAHME! [Npn BbI3oBe KOMaHObl ald-admin test-integrity C napameTpom
—--fix BbINOMHANTCA ENCTBUA NO UCNPABEHMIO cpa3sy Bcex ownbok. Bo nsbexaHne HeBepHbIX
“cnpaBneHuin criefyeT yuuTbIBaTh XapakTep aBToMaTuyeckux AefCTBUIA, onMcaHHbix B Tabnuue 42]

MpnmeyvyaHune. B 3aBUCUMOCTU OT YCTAHOBMEHHbIX paCLUMPEHUIN COCTaB NPOBEPOK U M-
arHOCTMYECKMX COOBLLEHNI MOXET oTnnYaTbes. oaxon K yecTpaHeHuo ownbok, He NpuBeaeHHbIX

B Tabnuue, MOXEeT ObITb BbIMOJTHEH MO aHANOrMm ¢ ONMCaHHbIMMU.

Tabnunua 42

Owmnbkn Cnocobbl ycTpaHeHus

Owwunbku odLero Buaa

CywHoctb MoxeT 6biTb NGO Nepeco3gaHa 3aHOBO, Nu-
Kakas-nnbo cywHoctb ALD He HangeHa nnm | 60 yganeHa komaHgaMu yTunuTbl ald-admin.

HapyLleH CUHTaKCUC UMEHU CYLLHOCTU HekoTtopble cywHOCTU MOryT ObITb CO34aHbl UK yaane-
Hbl cpeacTBaMun aamuHuctTpuposaHus LDAP n Kerberos

CyLHOCTb MOXET OblTb MOANMLMpOBaHa KOMaHaAaMM
HapyLueH cMHTakCcUC unu 3HayeHne CBOMUCTB | YTUNUTbl ald-admin.

1 napameTpoB cyliHocTen ALD HekoTopble CyLHOCTU MOTyT OblTb MOANMULNPOBaHLI
cpeactesamn agMmuHuctpmposaHnsa LDAP n Kerberos

lNpoBepka KoHdUrypaumm gomeHa

MiMa gomeHa OTnM4aeTcsl OT 3HayeHusa B

ald.conf WcnpaeneHue darina ald.conf, ecnu nmsa gomeHa BepHo

Bepcust fomeHa otnu4yaetcs ot 3HadeHus B | MicnpaeneHue dhanna ald.conf, ecnn He ucnonb3ayetcs
ald.conf peXMm COBMECTUMOCTH

Mposepkn LDAP

HeBepHO 3agaH wabnoH gomeHa slapd.l16.1dif.
HeobxoomMmo ykasaTb 3arpysky ykasaHHOro moayns v
nepecosgartb JOMEH.

Moaynb LDAP He 3apeructpupoBaH CyliecTByeT BO3MOXHOCTb peLUeHnsa cpeacrBaMun ag-
MUHUCTpupoBaHusa LDAP, Ho B aTom cnyyae 6e3 moau-
dukauum wabnoHa owmnbka MOXET NOBTOPUTBLCH Nocrne
nepecosgaHva goMeHa
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lNpodomxkeHue mabnuup! 42

Owmnbkn

Cnocobbl ycTpaHeHus

Wnpekc LDAP He 3apeructpupoBaH.
OrpaHunyeHune yHukansHoctn LDAP He 3ape-
rMCTPUPOBaHO

Mpyu ykasaHum napameTpa —-fix aBToMaTUYeCcKn cosaa-
eTca

MpoBepka CUCTEMHbIX NPUHLIMNAN0B

He HamgeH cuctemHbin npuHuunan B b
Kerberos

HeobxogmMmo ero cosgatb C MOMOLLBO  KOMaHObl
kadmin(1) n creHepupoBaTb ANs Hero knwod B dan-
ne kno4ven. inn npouHnumannampoBaTtb cepBep 3a-
HOBO C MNOMOLWbK KoMaHg ald-init init unm
restore-backup(-1dif)

MpoBepka KOMMbLIOTEPOB

host\... nNpuHUMNanbl He HalgeHbl Ons
CreayroLmMx KOMMbIOTEPOB...

Yoanutb 1 nepecosgaTb C NOMOLLbIO KOMaHA host-*
Unn co3agatb C NoMoLbio KomaHabl kadmin(1) n creHepu-
poBaTb AN1s1 HEro Knkod B dhanne Knoden

Cnegylowme KOMMbIOTEPLI HE HaWdeHbl B
LDAP, xoTs ux npuHUmMnarnsl NpucyTCTBYIOT B
Kerberos:...

O6HoBUTL  MHpopmaumo B LDAP  komaHngown
host-renew unu yganute ux u3 B[ Kerberos c
nomMoLlbo kKoMaHasl kadmin(1).
Mpn ykasaHuM napameTpa
KoMaHOa host-renew

--fix BbINonHaeTcs

lMpoBepka rpynn KOMMNbOTEPOB

KomnbloTep B rpynne KOMMbIOTEPOB HEBEPEH
nnn He HangeH B LDAP

MoaundumumnpoBaTbe cocTtaB rpynnbl KOMMAbOTEPOB MK
BBECTU yKa3aHHbIN KOMMbIOTEP B AOMEH.

MNpw ykazaHum napameTpa —-£ix KOMMbIOTEP yaanseTcs
13 rpynnbl

Mposepka cepepoB ALD

Komnetotep ans cepsepa ALD He HangeH

KputnuHas owmnbka koHdurypauuu. Npn HeobxogumocTu
cnegyet nepecosfgaTb JOMEH

CepBep € MaeHTUDUKATOPOM YKe CYLLEeCTBY-
erT

N3mMeHnTb ngeHTudunkaTop 0gHOro U3 CEPBEPOB NMYTEM
Moanukaumm cooTeBeTcTByoWero anna ald. conf

OcHoBHoM KoHTponep agomeHa ALD yxe 6bin
HanaeH

KpntnyHas owmnbka koHurypaumm. BeisiBUTb HEBEPHbIN
cepBep ALD. Ecnu owwmnbka Bo dnarax KomnbioTepa,
crnegyeT ucnpaeuTb ¢naryu ¢ noMowbo host-mod, B
NPOTUBHOM Cry4ae BblBECTU HEBEPHLIV CepBep U3 AoMe-
Ha

[MpoBepka NonUTUK naponen

Criegylowime nonuTUKK Naponen He Hange-
Hbl B LDAP/Kerberos (HO npucyTcTeytoT B
Kerberos/LDAP)....

Yoanutb X U co3gaTtb 3aHOBO.
Mpun ykaszaHum napameTtpa —-fix nepecosnaroTcs Mo
OCTaBLLENCA YacTu NHopMaLmnm

Monutuka naponen default He HangeHa B
Kerberos

CospgaTtb Bpy4Hyto kKomaHgoun kadmin(1).
MNpu ykasaHun napameTpa --fix cosgaeTcs

MNonutnka naponen
Kerberos/LDAP

He HamgeHa B

YoanuTb ee 1 co3gaTb 3aHOBO.
Mpn ykasaHuMM napametpa --fix nepecosgaeTcd no
OCTaBLLENCA YacTu NHopmMaunm
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lNpodomxkeHue mabnuup! 42

Owmnbkn

Cnocobbl ycTpaHeHus

Monutuka naponen B LDAP He coBnagaet ¢
aHanorn4yHom B Kerberos

YCcTaHOBUTbL NapameTpbl NOMUTUKMA 3aHOBO.
Mpw ykasaHun napameTpa —- £ ix o6HoBnsieTca ns LDAP

lNpoBepka nonb3oBarenemn

[na npuHumnana oTcyTCTBYET COOTBETCTBY-
towmii nonb3oBatens B b1 LDAP

Ecnu npvHuunan He co3gaH BpyYHyo Ans ApYyrux Lenewn,
cnegyet yganutb ero ytunmton kadmin(1) n cosgatb
nonb3oBaTtens 3aHOBO

OtcyTcTtByeT npuHuunan Kerberos onsa nonb-
3oBaTens

Cosgatb npuHUmMnan Bpy4YHyo ¢ nomolbio kadmin(1)
Wnu yganutb 1 co3aatb Mofb3oBaTens 3aHOBO

MNonutnka naponen nons3oBatens B LDAP
He coBnagaet ¢ Kerberos

YCTaHOBUTb MNONUTKKY NONb30BaTenNs 3aHOBO.
Mpun ykasaHun napameTpa --£ix nonb3oBaTento HasHa-
YyaeTtca nonuTtuka naponen ns LDAP

Monb3oBaTenb nmeet UID, KOTOpbIN MeHbLLE,
yem MINIMUM_UID

Owmnbka cos3pgaHma nonb3oBaTens. YaanuTb Norb3oBa-
Tensd n cosgaTtb ero 3aHoBO ¢ npaBuiibHbIM UID unn
M3MEHUTb C MOMOLLIbIO KOMaHAbl user-mod.

Monb3oBaTenb CCbINAETCH Ha HECYLLECTBYO-
LLYIO MOMNUTUKY

N3meHWTb HenpaBunbHble NapamMeTpbl NOSb30BaTENS.
Mpu ykasaHuM napameTpa —-£fix Nonb3oBaTento HasHa-
YyaeTcsl NONUTMKa napornei no ymonyaHuo «default»

MNMonb3oBaTtenb CCbiNaeTcsl Ha HeCyLLLeCTBYO-
Lyto rpynny

N3meHWTb HenpaBunbHble NapamMeTpbl NOSb30BaTEeNS.
Mpu ykasaHuM napameTpa --fix Nonb3oBaTento HasHa-
YyaeTcs rpynna rno yMonyaHuto «Domain Users»

HenpaBurbHLIN CMHTAKCUC JOMALLHEro KaTa-
nora nonb3oBaTens.

HenpaBunbHbIN CUHTAKCUC KOMaHOHON 000-
NOYKKN Nonb3oBaTensi.

HenpaBunbHbii cuHTakcuc GECOS nonb3o-
BaTens.

N3meHnTb HenpaBwiibHblE NapaMeTpbl Nofib30BaTeNA

Criegyiowime KOMNbIOTEPBLI, YKa3aHHble B
CrncKke NPUBUIErNIA NONb30BaTEssl, HEBEPHbI
unn He HangeHsl B b1 LDAP

,D,OGaBMTb nX B AOMEH Unm NaMeHnTb npmnsBunernn nosb-
3oBartend kKomaHaon user—-ald-cap.

Mpu ykaszaHun napameTtpa --fix KOMMbIOTEPbI yaans-
IOTCS1 U3 CNUCKa NPUBUIIENAIA Nonb3oBaTens

CnenytoLime rpynmnbl KOMMAbLIOTEPOB, yKa3aH-
Hble B CMWUCKEe MpUBWUMErni nonb3oBartens,
HeBepHbI UNn He HanaeHbl B B[] LDAP

[o6aBnTb NX B AOMEH WU U3MEHUTb NPUBUIETUN NOJb-
3oBaTensd KoMaHAon user—-ald-cap.

Mpu ykasaHun napameTpa —-£ix rpynnbl KOMNbOTEPOB
yOanswTcs U3 cnucka NnpyuBUNeErnii nonb3oBaTtens

MpoBepka rpynn

pynna umeet GID, KOTOPLINA MEHbLUE, YeM
MINIMUM_GID

Owwubka cosgaHuna rpynnbl. YoanuTb rpynny u cosgatb
€€ 3aHOBO C npaBuSibHbIM GID unn M3ameHuTb C NOMO-
Wb KOMaHAbl group-mod.

lpynna coaepXuT HecyLLeCTBYOLLEro Mosb-
3oBaTens

M3meHnTb cocTas
group-mod.

Mpun ykaszaHum napameTpa --£ix nonb3oBartenb yaans-
€eTCcqa 13 rpynnebl

rpynnbl C NOMOLWbKO KOMaHAObI

MpoBepka agMUHUCTPATOPOR

‘pynna agMnHUCTpaTopoB He HangeHa

Kputnyeckas owmbka. Heobxoaumo nepecosnartb JOMEH
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Owmbkn

Cnocobbl ycTpaHeHus

Cneaytowume bind-DN He HangeHbl B rpynne
aAMUHUCTPATOPOB....

[o6aBuTb ¢ NoMoLLbO KOMaHA ald-admin HegocTato-
LLMX YFIEHOB B rpynny unv nepecosaatb JOMEH.

Mpu ykaszaHun napameTpa —-£fix no6GaBnawTCA aBToMa-
TUYECKU

CepBuc NpucyTCTBYET B Ipynne agMMHUCTpa-
TOPOB, HO He HangdeH B 6ase AaHHbIX

MoaudmumposaTb rpynny aaMMHUCTPATOPOB UMK CO-
30aTb yKa3aHHbI CEpPBUC 3aHOBO.

Mpw ykasaHuu napameTtpa —-fix cepBuC yaansiercs n3
rpynnbl aQMUHUCTPATOPOB

Monb3oBatens NPUCYTCTBYET B rpynne agmu-
HUCTPATOPOB, HO He obnagaeT npuBunernen
agMUHUCTpaTopa.
Monb3oBaTtenb obnagaeT npusunerven aa-
MUHUCTPaTOopa, HO He NPUCYTCTBYET B rpynne
aAMVHUCTPATOPOB

YCTaHOBUTb NPaBUIbHLIE NMPUBUITETMI NOML30BATENS KO-
MaHOon user-ald-cap.

Mpun ykaszaHuM napameTpa ——fix nonb3oBartenb ygans-
eTcsa M3 rpynnbl agMUHUCTPATOPOB UMW NiMLlaeTcs npu-
BUnerum

MNpoBepka cepBuCOB

KomnbioTep cepBuca He HanageH B LDAP

Ecnu npyvHumMnan He cosgaH Bpy4YHylo Ans Apyrux Le-
nen, crnenyeT yaanuTb CEPBUC UM BBECTU YKa3aHHbIN
KOMMbOTEP B JOMEH

MpoBepka rpynn cepeBucos

lpynna cepBMCOB COOEPXKUT CEPBUC C HEBEP-
HbIM UMEHEM.

pynna cepBUCOB COOEPXKNUT HECYLLECTBYIO-
LN cepBUC

NameHuTb cocTaB rpynnbi
Sgroup-svc-rm.

Mpw ykasaHuu napameTtpa —-fix cepBuC yaansercs ns3
rpynnbl

C noMoubd KOomMaHAabl

MNpoBepka JOMEHHbIX JOKYMEHTOB

HeBepHas Bepcusa JOKYMeHTa.
HeBepHbIV NyTb K hanny

McnpaBuTb CBOMCTBA OOKYMEHTA

dann He cywiecTByeT

YaanuTtb OOKYMEHT M Co3aTb 3aHOBO

MpoBepka

AOoBepEHHbIX JOMEHOB

[loBepeHHbIN gomMeH obnactu He HanaeH.
Inbound/Outbound TGT npuHuunan He Han-
OeH

YoanuTtb AOBEPEHHbBIN AOMEH M co34aTb 3aHOBO

He ypanock pasbimeHoBatb KDC gomeHa

MpoBepPUTL HACTPONKY CUCTEMbI paspeLLleHnss UMEH U
Hanuyve cBs3N ¢ ykasaHHbIM cepBepoM. [MNpu Heobxoau-
MOCTW yAanuTb AOBEPEHHbI JOMEH

MpoBepka cepBepHbIX 3a4aHnN

MNapameTp task-history AOOMmKeH ObITb
ymncnom ot 2 go 2000

YcTaHOBUTE KOPPEKTHOE 3HAYEHME.
Mpun ykazaHun napameTpa —-f£ix ycTaHaBnMBaeTCs 3Ha-
YyeHue no ymonyanuio 100

KonnyecTBo 3aBepLUeHHbIX 3a4aHnin NpeBbl-
waeTt napameTp task-history

YaanuTtb 3agaHnsa BpPyYHYHO.
Mpun ykasaHun napameTpa —-£ix BbINOHAETCA poTaLms
3agaHumn
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7.3. Cnyx6a FreelPA

FreelPA npegHasHadeHa gnga peanusaumn LEHTPanmM3oBaHHOIO yrnpaBneHnsa ceTeBbIMU
cnyx6amu, nageHtTudumkaumen n ayteHTudukaumen, a Takke Ans yCTaHOBKU JOBEPUTENbHbIX
OTHOLUEeHNn 1 obecneveHmnst B3ammoaenctems Linux-cuctem ¢ gomeHom Active Directory (AD).

B FreelPA ncnonbayetcs cuctemHbin geMoH SSSD (System Security Services Daemon),
ynpaBnsioLWmMi 4OCTYNOM K yaaneHHbIM ANPEKTOPUAM N MEXaHU3MaM ayTEHTUUKALUKN, BXOAALLNM
B cocTaB FreelPA.

FreelPA ocHoBbIBaeTcsa Ha TexHonorusix LDAP u Kerberos n noggepxmsaet murpauuto
y4yeTHbIX 3anncen n3 LDAP n NIS. FreelPA npepoctaBngaeT cnegyowmi yHKUMOHanN:

- DNS cepsep;

- cepsep BpemeHn NTP;

- ynpaBreHne JOCTYNOM Ha OCHOBE MOSNTHUK.

YnpaeneHue FreelPA gocTynHo Kak Yepes TepMuHan, Tak un Yyepes web-nHtepdenc.

FreelPA nossonsiet co3gaBath LleHTpPanM30oBaHHbIE CUCTEMbI MO yNpaBneHnio naeHTudu-
Kaumen nonb3oBaTenen, 3agaHnio NONMTMK AoCTyna u ayamta gnga ceten Ha 6ase Astra Linux. B
cocTtaB FreelPA BxogaTt cnegyrouime KOMNOHEHTbI:

- cepsep 389 Directory Server — ncnonb3yetcs B kadectBe cepBepa LDAP;

- MIT Kerberos 5 — ucnonbayetcsa ona ayteHTUduKauum n eAMHON TOYKU BXOAa;

- Apache n Python — ucnonbaytotca ansa ynpaenexua MO, Bxogawmm B coctas ALD

FreelPA;

- BIND n DHCP — ncnonb3aytotca gns ynpaenenus cnyxoon DNS B ceTtu.

B cootBetcTBUM C Mogenbio MaHaaTHoro goctyna cnyxba FreelPA peanusyet ans 3ape-
MMCTPUPOBAHHLIX C MOMOLLbIO CryX0Obl NoNb3oBaTeNnen:

- 3ajaHue YypoBHEWN KOH(MpUOEHUMANbHOCTY;

- 3aflaHune ypOBHS LENOCTHOCTY;

- 3apgaHne PARSEC-npusuneruin.

7.3.1. CtpyKTypa

OcHoBy gomeHHon cTpykTypbl FreelPA coctaensieT gomeH IPA, B KOTOpbI MOXET BXOAUTb
MHOXXecTBo DNS gomeHoB. [lJomeH IPA BocnpuHumaeTcs BHELWHUM JoMeHOM AD Kak oTaesbHbIN
nec gpomeHoB AD, npu atom gomeH Primary DNS gomeHa IPA BbICTynaeT B posiv KOPHEBOIO
JomeHa neca gomeHoB FreelPA.

MHTerpaumsa gomena IPA ¢ gpomeHom AD Bo3MOXHa ABYMS cnocobamu:

- CUMHXPOHM3aUNa yYeTHbIX 3anucen nonb3oBaTenen n nx napornen (He pekomeHayeTcs);

- CcO3[aHne OOoBepUTESbHbIX OTHOLLEHUN MeXay necamum JOMEHOB (peKOMeHOYeTCs ).

[anee npnBOoaONTCA onncaHme ToJibKO pekoMeHagoBaHHOIo crnocoba MHTerpaumm Ha oCHoBe
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[oBepuTenbHbIX OTHOLWEHUN Mexay aomeHom AD n gomeHom IPA.
B uenax obecneyeHna otkasoyctonumsoctn FreelPA nogaepxmneaet paboTy B pexume
«BegyLnn—eegoMbIN», MPU 3TOM peKoMeHAyeTCsl UCnosib3oBaTb ABe unn Tpu (HO He Gonee

yeTbipex) pennukn FreelPA.

7.3.2. CocTaB

Bce HeobxoaumMble KOMMOHEHTbLI cry»0bl FreelPA BXxogaT B cocTaB NakeToB, NpUBEeAEHHbIX
B Tabnuue (43|

Taobnuuya 43

HanmeHoBaHune OnucaHne

Maket agMmuHuctpmposaHus FreelPA, cogepxut Habop yTunut no

f ipa-admintool
reelpa-admintoo’s ynpaeneHuto cepsepom FreelPA

KnueHTckas YacTb FreelPA. MNakeT gomKkeH ycTaHaBnmMBaTbCA Ha BCe

freeipa-client
KITMEHTCKME KOMMNbIOTEPDLI, BXOAALLNE B JOMEH

CepBepHas vacTtb FreelPA. MNakeT JomkeH ycTaHaBnMBaTbCHa Ha
KOHTpornepe gomeHa. Npu ycTaHOBKe JaHHOro nakeTa Takke ycra-
HaBfMBaeTCA CpeacTBO aAMUHUCTPUPOBAHUA ipa W KIIMEeHTCcKasd
YyacTb

freeipa-server

MNakeT, NnpegHa3Ha4YeHHbIN ANs YCTaHOBKM U uHTerpaumm ¢ DNS

freeipa-server-dns
cepBepom

MakeT ansa unterpauum ¢ Active Directory ot Microsoft nytém ycra-

freeipa-server-trust-ad o
HOBKW OOBEPUTESIbHbIX OTHOLLEHUN

fly-admin-freeipa-server | pacdumyeckada ytunuta ynpasneHuna FreelPA

astra-freeipa-server WHCTpYMEHT KoMaHaHOW CTpoku ynpaeneHusa FreelPA

Ipadmyeckas ytunuta ynpasneHusa FreelPA ¢ KNMEHTCKOro KOMMbio-

fly-admin-freeipa-client
Tepa

MHCTPYMEHT KOMaHOHOW CTPOKK ynpasneHnsa FreelPA ¢ knneHTckoro

astra-freeipa-client
KoMMbloTepa

Cnyx6a FreelPA cocTouT n3 sigpa, otBevaroLero 3a OCHOBHOM OyHKLMOHAS CUCTEMBI,
psaa nHtepdencos (LDAP, Kerberos, Config, RPC) n mogynen pacwmpeHns, npeaHasHadeHHbIX
AN paclnpeHnsa KOMaHOHOro nHTepdenca yTunuT u HacTPOMKM Heobxoammblx cnyx6 n nogcu-
CTEeM, YTO MO3BOSISIET MOBbIWAaTh PYHKLUMOHANLHOCTL FreelPA, ycTaHaBnuBas 4ONONHUTESNbHbIE
nakeThbl.

B FreelPA BO3MOXHO MCMNONb30BaHWE Crieaylowmx Moaynen paclimpeHud, npu 3Tom

HanMeHoBaHMe nakeTa paclunpeHna oTpaxaet ero HasHa4eHune:

- freeipa-client-... — paclwmpeHune, Heobxogmumoe KnneHTckon Yyactu FreelPA;
- freeipa-admintools-... — pacwmpeHue yTunntel agMmmHucTpuposaHus FreelPA;
- freeipa-server-... — paclwupeHune, Heobxoanmoe Ansa opraHnM3aunmn XpaHeHus

aTpubyToB Ha cepBepe FreelPA.
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OnucaHue nakeToB NpMBeOEHO B PyKOBOACTBE man (CMMCOK cTaten cMm. B Tabnuue [44).

Tabnuuya 44

HanmeHoBaHune

OnucaHne

ipa 1

FreelPA

default.conf 5

O6pasey, koHUrypauunoHHoro ¢gamnna default.conf

ipa-client-install 1

HacTpoiika knueHTtckon Yactu FreelPA

ipa-server-install 1

HacTtpoiika cepsepHon yactun FreelPA

ipa-server-upgrade 1

O6HoBneHne cepeepa FreelPA

ipa-dns-install 1

Ytunuta pobaeneHuss DNS kak cnyxbbl Ha cepBepHOM 4acTu
FreelPA

ipa-backup 1

Pe3epBHOe KonnpoBaHnsa macTtep-cepeepa FreelPA

ipactl 1

WHTepenc ynpaeneHns cepsepHon Yyactbto FreelPA

ipa-advise 1

MpenocTaBnsieT pekoMeHaaunm no KOHUrypaumsiM Ans pasnmyHbIx
BaApMaHTOB MCMNOMb30BaHUS

ipa-cacert-manage 1

Ynpaenenue ceptudnkatamm CA Ha FreelPA

ipa-certupdate 1

O6HoBneHune nokanbHbix B[ ceptndurkatoB FreelPA BmecTe ¢ cep-
TUukatamm ot cepsepa

ipa-client-automount 1

Hactpoiika aBTomoHTUpoBaHua n ®C NFS ana FreelPA

ipa-compat-manage 1

BkntovyeHne 1 OTKNIYEHWE nrarnHa COBMECTUMOCTU CXEMbI

ipa-csreplica-manage 1

YnpaeneHnue pennukon FreelPA CS

ipa-getcert 1

UHCTpYyMeHT ipa-getcert BblAaeT 3anpochkl crnyxbe certmonger
OT MMEHM Bbl3blBaAKOLLIEro NnoJib3oBaTena

ipa-getkeytab 1

MNony4deHue keytab-hanna. Keytab — 370 dhann ¢ OgHUM Unn
HECKONbKUMW CEKPEeTHbIMUK Krodammn ons npuvHuunana Kerberos.
Keytab-thannbl Mcnonb3yloTcsa cnyxbdamn, Hanpumep, sshd, npu
ayTeHTudukaumm Kerberos

ipa-join 1

MogkntoyeHne xocta k obnactn FreelPA n nonydeHne keytab-
hanna gna pasmeLleHus cnyxobl xocTa npuHumnana Kerberos

ipa-kra-install 1

YctaHoBka KRA Ha cepsepHoin YacTtu FreelPA

ipa-ldap-updater 1

O6HoeneHune HacTpoek FreelPA LDAP

ipa-managed-entries 1

BKroyeHMs 1 OTKMIOYEHME MarvHOB CXeMbl YNpaBnsemMbIX Moayrnei
BBOAA

ipa-nis-manage 1

BkrnitoueHue n otkniodeHne nnarnHa npocnywmneartens NIS

ipa-otptoken-import 1

Mmnopt OTP-TokeHoB n3 RFC 6030 XML dawnnos

ipa-replica-conncheck 1

MpoBepka ceTeBOro NOLKMOYEHUS PEMNIMKMA N MacTep-cepBepa ne-
pen yCTaHOBKON

ipa-replica-install 1

CosgaHue pennuku FreelPA

ipa-replica-manage 1

YnpaeneHue pennukon FreelPA

ipa-replica-prepare 1

CospgaHue dhanna pennukn FreelPA
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OkoHyaHue mabnuusi 44

HanmeHoBaHue OnucaHue
ipa-restore 1 BocctaHoBneHne mactep-cepsepa FreelPA
ipa-rmkeytab 1 YpaneHue npuHumnana Kerberos ns keytab-ganna

ipa-server-certinstall 1 | YcrtaHoBka HoBbIX SSL-cepTudukaToB cepsepa

MNonHbin nepexon oT nonb3oBaTtenen AD, cosgaHHbIX winsync, K

ipa-winsync-migrate 1
P Y g 06blYHbIM nonb3oBaTenam AD

ipa-upgradeconfig 8 O6HoeneHune koHurypaumm Apache FreelPA

7.3.3. YcTaHOBKa U yaaneHue

MporpammHble komnoHeHTbl FreelPA BxoasaTt B coctaB OC 1 MoryT 6biTb YCTaHOBMEHDI
C NMOMOLLbIO CTaHOAPTHOrO rpaduyeckon ytunutel ansa paboTel ¢ naketamn Synaptic nmbo n3
TepMuHana.

BHUMAHMUE! be3 ycTtaHOBKM NakeToB pacLUMpeHNs COBMECTHO C COOTBETCTBYIOLLMMU
OCHOBHbIMW NakeTaMy HEBO3MOXHaA LieHTpanu3auusa xpaHeHus atpnbytos C3U B pacnpeneneHHon
CEeTeBOW cpefe, YTO MOXET MPUBECTUN K HEBO3MOXHOCTW BXOAa Mornb3oBaTternen B CUCTEMY.

[nsa passépTbiBaHns FreelPA Heobxoanmo:

1) Ha KomnbloTEPE, NPeaHa3HaYeHHOM Ha pPosfb KOHTpOrfepa AOMeHa, YCTaHOBUTbL crie-

ayoLne nporpaMmMHble KOMMOHEHTbI:

a) astra-freeipa-server, Ans yCTAHOBKN U3 TEPMUHAra BBECTU KOMaHAy:

apt-get install astra-freeipa-server

6) fly-admin-freeipa-server, Ans YCTAHOBKN N3 TepMUHaNa BBECTU KOMaHAY:

apt-get install fly-admin-freeipa-server

Mpun ycTaHoBke rpaduyeckon ytunutel £ly-admin-freeipa-server aBTomatmye-

CKn OyaeT ycTaHOBMNEH UHCTPYMEHT KOMaHAHOW CTPOKN astra-freeipa-server;
2) Ha KIIMEHTCKNX KOMMNboTepPax YCTaHOBUTL CriefytoLime nporpaMMHbIe KOMMOHEHTI:

a) astra-freeipa-client, ANs yCTAHOBKN U3 TepMUHana BBECTU KOMaHAY:

apt-get install astra-freeipa-client

6) fly-admin-freeipa-client, Ans YCTaHOBKM U3 TepMUHaNa BBECTU KOMaHAY:

apt-get install fly-admin-freeipa-client

Mpun ycTaHoBke rpaduyeckon ytunutel £ly-admin-freeipa-client aBTomatuye-

Ckn ByaeTt ycTaHOBMEH UHCTPYMEHT KOMaHOHOW CTPOKN astra-freeipa-client.

Mpn ycTaHOBKE AaHHbLIX KOMNOHEHTOB 0b6ecneynBaeTca ycTaHOBKa BCEX HEOBXOANMbIX
naxkeToB B 3aBMCMMOCTW OT Ha3Ha4YeHU KOMNbIOTEPa.

[Ona ynpaneHna KOHTponrnepa gOMeHa C MOMOLbI WHCTPYMEHTa KOMaHOHOW CTPOKMU
astra-freeipa-server UCNONb3yeTcd KOMaHAa:

astra-freeipa-server -U



186
PYCBE.10015-01 95 01-1

7.3.4. HacTponka KOHTponnepa goMeHa

Mpwn passepTbiBaHuMK FreelPA B kayecTBe KOHTponsiepa JOMeHa crnegyeT UCnonb3oBaTh
OTAENbHbIN KOMMbIOTEP C PUKCUpoBaHHbLIM IP-agpecom, KoTopbiv B AanbHENLWEM He OOMKeH
N3MEHATLCS.

BHUMAHUE! Pa6ota FreelPA ocyliecTBNSeTCa TOMbKO MNPU OTKIKOYEHHOM peXume
AstraMode web-cepBepa Apache2. OnucaHue pexvma npusegeHo B [6.2] Mporpammel ycTa-
HOBKM astra-freeipa-server U fly-admin-freeipa-server aBTOMaTU4eCKN OTKNKOYaKOT
OaHHbIN PEXNM.

HacTpolrika Bcex komnoHeHToB FreelPA ocyliecTBnaeTca aBToMaTUYECKN YTUITUTAMWN KOH-
durypnpoBaHus astra-freeipa-server n fly-admin-freeipa-server. [Ing HopmansHo-
ro pyHKumoHmpoBaHus FreelPA Heob6xoauMo BbINOMHEHNE CreayoLWmMX YCIOBUMA:

1) ncnonb3oBaTb JOMEHHOE UMS BTOPOrO YPOBHS M HWXe, Hanpumep, domain.net,

testdomain.test.lan;

2) paspelueHue MMeH OOSMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peLlanocb, B NepByo ovepeb, Kak NofiHoe UMs, Hanpumep, myserver .example. ru.

YTunuta hostname AofMKHaA BO3BpallaTb MOSIHOE WMMS KOMMbKOTEpPa, Hanpumep,

myserver.example.ru.

Mpumep
dann /etc/hosts (paspeLwleHne MMeH MOXeT BbITb HACTPOEHO M C MOMOLLBIO cepBepa

DNS (cm. 5.5)):

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

3) pomkHa 6biTb BbIMOMHEHA CUHXPOHM3aUus BpeMeHn B OC cepBepoOB M KIMEHTOB

FreelPA ons aytenTudpukauyum no Kerberos. Hanpumep, ¢ ncnonb3oBaHMem cepsepa
NTP (cm. [5.7).
7.3.5. 3anyck cnyx6bl FreelPA

7.3.5.1. 3anyck ¢ ucnonb3oBaHueM rpacpu4eckon yTunuThbl

[na 3anycka cnyx6bl FreelPA Ha koHTponnepe goOMeHa C NOMOLLbIO rpadduyecKon yTunm-
Tbl fly-admin-freeipa-server HeoBX04MMO U3 TepMUHana 3anyCTUTb rpapuyeckyto yTunuTy
KOMaHOOoMW:
fly-admin-freeipa-server
1 3aTeM B OTKpbIBLUENCA hOopMe yKa3aTb crnegylowme aHHble:

- B none «[JoOMeH» — nms JOMEHa;

- B none «Mmsa komnbloTepa» — MM KOMMblOTEpPa, onpeaensieTcss aBToMaTUYecKu;

- B none «Maponb» — naponb agMUHUCTpaTopa AOMeHa. YKasaHHbI napornb byaet
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ncnonb3oBaTbCcs Anst Bxoga B web-nHtepdenc FreelPA n npn paboTte ¢ MHCTpyMEHTOM

KOMaHLHOW CTPOKM.

Hanee 3anyck cnyx6bl FreelPA ocyuwectensietca Haxatuem kHornku [Co3aaTtk]. MNocne
yCcrewlHoro 3anycka nosasutcsa web-ccbinka gna nepexona B web-nHtepdgenc FreelPA. Tenepb
MOXHO BONTU B Web-UHTEpdEeNC n NnpogomkuTb HACTPONKY vepes Hero. [Nopsaaok paboTsl ¢ FreelPA
ncnonb3yst web-uHTepdeiic npuseaeH B [7.3.14]

7.3.5.2. 3anycK ¢ ucnonb3oBaHWEM UHCTPYMEHTa KOMaHOHOW CTPOKMU

[na 3anycka cnyx6bl FreelPA Ha KOHTponnepe AOMEHa C NOMOLLbI UHCTPYMEHTA KO-
MaHAHOW CTPOKM astra-freeipa-server BbINOMHUTL KOMaHAY:
astra-freeipa-server -d <umsa_pgoMeHa> -n <uUMs_KOMIBIOTEpa> -0

lMocne BbiNonHeHUs KOMaHAbl OyaeT onpeaeneH agpec KoMmnbloTepa 1 6yayT BbiBEAEHbI

Ha 3KpaH BCe UCXOAHble OaHHbIE.

Mpumep
compname= astraipa
domain= astradomain.ad
6ymeT ucnonb3oBaH ip address = 192.168.32.97 unu ykaxuTe ip agpec KimoueMm —-ip

nponornxaTb ? (y\n)

[na noaTeep)XaeHna gaHHbIX BBECTU v U HaxaTb <Enter>. [locne nogreepxxgeHnsa no-
SIBUTCS 3aNpoC Ha YCTaHOBKY Maposisi agMUHUCTpaTopa AoMeHa. YKasaHHbIM naponb byaet uc-
nonb3oBaTbCa Ansi Bxoaa B web-nHtepdenc FreelPA n npu paboTte ¢ UHCTPYMEHTOM KOMaHAHOW
CTPOKMW.

MapameTpbl MHCTPYMEHTa KOMaHOHOM CTPOKU astra-freeipa-server NpUBEAEHbI B
Tabnuue [45]

Tabnuua 45
MapameTp OnucaHune
-h, --help BbiBeCTM cnpaBKy Mo kKOMaHAam
-d 3apgatb UMsi JoMeHa
-n 3apgatb MMsi KOMMbOTEPA
-ip 3apartb IP-agpec web-uHtepdeiica. Ecnu agpec He 3agaH, TO UHCTPYMEHT MbITaeT-
Csl ONpefenuTb ero aBToMaTUYeCKU
-y OTkNoUNTL 3anpoc NOATBEPXKAEHMS MOCHe BbiBOAA 3a4aHHbLIX NapaMeTpoB 3arnycka
-i BbiBeCcTM nHdOpMaLMIo O CYLLECTBYOLEM AOMEHE
-px MonyunTb Napornb agMUHUCTpaTopa AoMeHa M3 stdin
-p MonyunTb Naponb agMuMHUCTpaTopa AOMeHa N3 KOMaHAHOW CTpoku (HebesonacHo)
-s BknounTb ycTaHOBKY 1 3anyck nogaepxkvu AD SMB
-c 3anpetntb n3mMeHsTb ann /etc/hosts
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OkoH4yaHue mabnuub! 45

MapameTp OnuncaHue
-0 3anpeTuTb NpoOBEPKY perucrTpaumm goMmeHa. NpnmeHseTca npm yCcTtaHOBKE B U30MNn-
pOBaHHOWN ceTu
-e OTKMOUNTL YCTAHOBKY M 3aryck cOGCTBEHHOM cry»0bl DNS
-U Ynanutb BCe HacTPOMKK
-1 YkasaTtb cepTudukar (MmMmsa KoMnbloTepa 1 AOMeHa AOIMKHbI COBMNaaaTh)
-1p YkasaTb naponb ceptudumkara

[Mocne BBoga naponsi asToMatmnyeckn 6yaeTt BbIMOSIHEH NPOLIECC NHULMAaNM3aunm Bxoas-
wwnx B FreelPA nogcuctem, xon BbINOMHEHUSA KOTOporo Byaet otobpaxatbcsa Ha akpaHe. Nocne
YCMNELLUHOro 3aBepLUeHNs NHMLManM3aumm Ha akpaH 6yayT BbiBeAeHbI COOOLLEHNSA O nepesanycke

CUCTEMHbIX cny>|<6, a TaKkkKe AaHHble KOHTpOosiepa goMeHa 1 CCblJ1Ka and Web-VIHTep(:beVlca.

Mpumep
Restarting Directory Service
Restarting krb5kdc Service
Restarting kadmin Service
Restarting named Service
Restarting ipa_memcached Service
Restarting httpd Service
Restarting ipa-custodia Service
Restarting ipa-otpd Service
Restarting ipa-dnskeysyncd Service
Starting ntpd Service
ipa: INFO: The ipactl command was successful
CymecTByeT HACTPOEHHHMN IOMEeH

host = astraipa.astradomain.ad

basedn dc=astradomain, dc=ad

domain astradomain.ad
xmlrpc_uri = https://astraipa.astradomain.ad/ipa/xml

WEB: https://astraipa.astradomain.ad

Mocne 3aBeplieHnsa paboTel Mactepa Tpebyercst yoeamTbCs B HANUYMKN OTKPbITLIX NOPTOB
Ha cepBepe:
1) TCP Ports:
- 80, 443: HTTP/HTTPS;
- 389, 636: LDAP/LDAPS;
- 88, 464: kerberos;
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- 53: bind;
2) UDP Ports:
- 88, 464: kerberos;
- 53: bind,
- 123: ntp.
Hactponkn cepBepa FreelPA copgepxatca B KOHUrypaumoHHOM  paune
/etc/ipa/default.conf. ®opmaT channa:
UMs_IapaMeTpa=3HaueHHe # KoMMeHTapum

OnvcaHne napaMeTpoB KOHGUrypaLUMoHHoro aiina npmeeaeHo B Tabnuue [46]

Tabnunua 46

MNapameTp OnucaHue

3apaer 6asoByto 3anucb DN, ucnonb3yemyto npu BbINOMHe-
basedn <base> HuM onepauun LDAP. 3anuncb gomkHa ObiTb B dopmarte DN
(dc=example,dc=com)

3apaeT KOHTEKCT, B KoTOpoMm BbinonHsetrca |IPA. IPA moxer
paboTtaTb MO-pasHOMY B 3aBMCUMOCTM OT KOHTEKCTa. Tekylime
onpedeneHHble KOHTEKCTbl — cli W server (KIMMEHT U cep-
Bep). Kpome Toro, 3aHayeHne Mcnonb3yetcs ona 3arpysku dganna
context <context> /etc/ipa/<context>.conf ANA NPUMEHEHNS KOHTEKCTHOW KOH-
durypaumm. Hanpmumep, ecnvm Heobxoanmo Bcerga BbINOMHATL KMn-
€HTCKMEe 3anpochkl B NOAPOBGHOM pexume, HO Npyv STOM HE UCNONb30-
BaTb NoApobHbIV pexnm Ha cepBepe, To criegyeT gobasuTb napa-
MeTp verbose B /etc/ipa/cli.conf

Mpw 3Ha4yeHUn True NpegocTaBnseT NogpobHy MHdopmMauuo. B
debug <boolean> YacTHOCTU, 3Ha4YeHne debug ycTaHaBNUBaeTCsa A4 rnobanbHOro
ypoBHS log-kypHana. 3HayeHue no ymonyaHuio False

domain <domain> [omeH cepBepa FreelPA, Hanpumep, example.com

3HadeHne True onpeaensiet, 4To BygeT MCNonNb3oBaTbCA YAANEH-
Has cnyxba yaoocToBepsAoLero LeHTpa, Hanpumep, korga cnyxba
enable_ra <boolean> Dogtag ncnonb3yetcs B Ka4ecTBe Y4OCTOBEPSOLENO LeHTpa. JTa
HaCTpoWika NPMMEHSAETCS UCKITKUYMTENBHO B KOHUIypaLumn cepepa
IPA

3HadeHue True onpeaenserT, YTo KNMeHT IPA gosmkeH BbINONHATb
fallback <boolean> BO3BpaT 1 obpallatbecs K apyrum cnyxbam B cnyyae c6osi nepBoro
nogKmntoYeHus

host <hostname> 3agaeTt umsa Xxocta NoKanbHOW CUCTEMbI

Onpepgenset, OyayT nu 3anpockl HanpaenaTbCcs Ha cepsep |PA
(True) nnun obpabaTbiBaTbCa NOKanbHO (False). BHyTpu IPA oHM
ncnonb3yTcs NogobHO KOHTeKCTY. Ta xe camas |IPA-KOHCTPyKUnS
in_server <boolean> ncnonbayetca |IPA-MHCTpyMEHTamMn KOMaHAHON CTPOKM U cepBepa.
OTOT napameTp yKasblBaeT KOHCTPYKUUW, BbINOSHUTL NI KOMaHay
Tak, Kak ecnv 6bl oHa Bbina Ha cepBepe Uy nepecnaTtb ee Yyepes
XML-RPC Ha yganeHHbIi cepsep
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MNapameTp

OnucaHne

in tree <boolean>

WcnonbayeTcs npu paspaboTke. MapameTp ykasbiBaeTcs Npu HeO6-
XOOUMOCTM BbINOMHUTL KO B UCXOOQHOM AepeBe

interactive <boolean>

OnpepenseT, crnegyeT nu 3anpalinBatb 3Ha4YeHUsi. 3HavYeHne Mo
yMonuaHuio True

ldap_uri <URI>

YkasbiBaeTt URI cepsepa IPA LDAP pans MoAaKmto-
yeHnda. Cxema URI wMoxer ObiTb Idap wnm  Idapi.
Mo YMOJSTHaHWIo MCnonb3yeTcs Idapi, Hanpumep,
ldapi://%2fvar$2frun%2fslapd-EXAMPLE-COM. socket

log_logger XXX <comma
separated list of
regexps>

MepedveHb perynspHbIX BblpaXeHU regexp, pasfesieHHbIX 3ans-
TbiMW. JlornpoBaHusMm (loggers), COOTBETCTBYIOLLMM regexp, byaert
npuceoeH ypoBeHb XXX.

YpoBHu nornposaHus (logger levels) moryT 6biTb ABHO 3a4aHbl AnS
KOHKPETHbIX NMOrMpPOBaHMi B OTNINYMNE OT robanbHOro YpoBHSA XypHa-
nupoBaHus (global logging level). KoHkpeTHble nornpoBaHus o603Ha-
YaloTCA CMUCKOM PErynsipHbIX BblpaXXeHW, NPUBA3AHHbIX K YPOBHIO.
Ecnun ums normpoBaHnsa COOTBETCTBYET PErynsapHOMY BbIpaXKeHUI,
TO eMy Np1CBanBaETCsl COOTBETCTBYIOLLMIN YPOBEHb. JTOT ANEMEHT
KOHpUrypaumm OormkeH HauMHaTbea ¢ log_logger level , a 3a-
TeM JOSMKeH cnefoBaTb CMMBOSIMYECKUA UMM YMCIIOBOW YPOBEHb
XypHana (log level), Hanpumep:

log logger_ level debug = ipalib\.dn\..*
log_logger_level 35 = ipalib\.plugins\.dogtag

B nepBoii cTpoke ckasaHo, 4To noboe normpoBaHue, oTHoCsLLLeeCcs
K mogynto ipalib.dn, 6yaeT uMeTb CBOM ypPOBEHb, HACTPOEHHbIV
ONs oTnagkw.

Bo BTOpPOW cTpoke CKasaHo, yTO nornpoBaHue
ipa.plugins.dogtag OyaeT HacTpoeHa Ha ypoBeHb 35.

OTOT anemMeHT KOHurypaumm noneseH, ecnun TpebyeTcst NpoCMoT-
peTb BbIBOZ, XXypHana ToNbKO ANs1 OOHOMo UMW HECKONbKNX BblGpaH-
HbIX NnorMpoBaHui. BkrntoueHune cnara rmobanbHOW oTnagku npu-
BeOeT K OrpOMHOMY KOnMYecTBy BbiBoda. HacTporika nossonser
OTKMOUNTL rnodanbHbIN donar oTrnagku U BbIGOPOYHO BKIKOYMTL 4N
KOHKpETHOro nornposaHusi. OBbIYHO NOrMpoBaHMA NPMBA3aHbI K Knac-
cam U niaruHam.

MpnmedaHune. MweHa nornposaHun (logger names) — cnmcok
C pasgenswoLien Toukon, obpasyroLwmii NyTb B AaHHOM gepeBe fo-
rmpoBaHus (logger tree). CUMBON TOYKM TaKkke SBNAETCSA MeTacuM-
BOIOM PErynsapHOro Bblpa)keHns (COOTBETCTBYET MoboMy cumBony),
NoaToMy, YTOObI N36exaTb TOYEK B MMEHaX JIOrMpoBaHusl, 06bIYHO
TpebyeTca nepea HAMU CTaBUTb 0BpPaTHYIO KOCYH0 YepTy «\.».

mode <mode>

Onpegenset pexum paboTel cepBepa. B HacTosiLee Bpems nogaep-
XMBaeMbIMU 3HAYEHUSIMUN ABNSIOTCA dKcnnyaTaums (production) un
paspaboTtka (development). IMpn pabote B pexnme production
HEeKOTOpble CaMOMNPOBEPKM NPOMYyCKaTCs A1 MOBbILIEHNS MPOU3BO-
ANTENbHOCTU

mount_ipa <URI>

3agaeT TO4KY MOHTMPOBaHUA AN perucTpaummn cepeepa paspaboTku.
Mo ymonyaHuio /ipa/
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MNapameTp

OnucaHne

prompt _all <boolean>

Onpenenset, oomkHbl N ana knueHTta IPA 3anpawmBaTtbcsa Bce
napamMeTphl, B T.4. HeobsizaTenbHble 3Ha4YeHWs. 10 ymonyaHuio ycTa-
HaBnmMBaeTcd False

ra_plugin <name>

3agaet nmsa HasHa4vyeHHoro ans ucnonb3oBaHns CA. Tekywmmn na-
pameTpamu aensaTca dogtag U selfsign. HacTpoika Ha CTOpoHe
cepsepa. IaMeHATb 3HavyeHne He pekoMeHAYeTCs, T.K. Ha3HayYeHHbIN
CA HacTpaunBaeTcs TOSbKO BO BpeMsi MepBOHaYaribHOW YCTaHOBKU

realm <realm>

YkasbiBaeT obnacTtb Kerberos

session_auth_duration
<time duration spec>

3agaer 4onycTUMbIA MHTEpPBan AN BPEMEHMW KALLMPOBAHUS YYETHbIX
OaHHbIX NMpoBepKU NoaJIMHHOCTUN B CeaHcCe. Mo ncteyeHun CpOKa
OENCTBUA yueTHble AaHHble ByayT aBTOMaTUYECKU NepeonpeneneHs.
Hanpumep, 2 hours, 1h:30m, 10 minutes, 5min, 30sec

session_duration_type
<inactivity_ timeout|
from start>

OnpeaensieT cnocob BbIMUCIEHNSA CpoKa AENCTBUSA ceaHca. Boamoxk-
Hble 3Ha4YeHud:

- inactivity_timeout — CpoOK OENCTBUSA YBENNYMBAETCH Ha 3Ha-
yeHue session_auth_duration Kaxgbli pas, Korga nosib3oBa-
Tenb obpallaeTcsa K CepBUCY;

- from_start CpOKOM AENCTBUS ceaHca SIBMSIETCS Havyano ceaHca
nosib3oBaTend niic 3HadeHne session auth duration

server <hostname>

3apaet nmsa cepeepa IPA

skip_version_check
<boolean>

MponyctuTb NnpoBepkn Bepcumn API knneHTa u cepsepa. MoxeT npu-
BECTU K olumbkam/cbosm, korga HoBble KMMEHTbl obpauiarTcs K
NPeXHUM cepeepam. VIcnonb3oBaTb C OCTOPOXHOCTbIO

startup_ timeout
<time in seconds>

OnpepenseT BpemMs OXuaaHus B CeKyHAax 4O Havana 3anycka cep-
Bepa. 3HayeHue no ymondaHuio 120 cekyHA

startup_traceback
<boolean>

Ecnu cepsep IPA He 3anyckaeTcs npu 3agaHHOM 3HadYeHun True,
TO cepBep OyaeT nbiTaTbCA creHepupoBaTb obpaTHoe python-
oTCrnexuBaHue, YTobbl 06nerynTb onpegeneHme NpuynHbl c6os

validate api <boolean>

Mcnonbayetcs BHYTpU ncxogHoro naketa |IPA ons nposepkn Hen3meH-
HocTu API. MpumeHsieTcsa ana npegoTBpalleHus perpeccun. Ecnn
YCTaHOBIEHO 3HaYeHne True, TO HEKOTOPbIE OLLUMOKN UTHOPUPYHOTCA,
4YTOOLI 06ecneunTb 3arpy3ky MHdpacTpykTypbl [PA, goctaTtodHom
ansa nposepku API, gaxe ecnn gonosTHUTENbHLIE KOMMOHEHTLI HE
yCTaHOBIEHbl. 3Ha4YeHne No ymonyaHuio False

verbose <boolean>

Mpu ycTtaHOBKe 3Ha4YeHus True NPeAoCTaBnAeT AOMNOMHUTENbHbIE
cBedeHus — ycTaHaBnmBaeT rnobarnbHbIn ypoBeHb XypHana (global
log level) Ha cobbiTe info
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OkoH4yaHue mabnuubi 46

MNapameTp OnucaHue

KoHTponupyet CUHXPOHHOCTb paboTbl IPA KOMaHA
dnsrecord-{add,mod,del}. KomaHabl DNS 0yayt nosToO-
pATe DNS-3anpocbl ykazaHHOE KONMMYeCcTBO MOMbITOK 4O TEX Mnop,
noka DNS-cepBep Bo3BpalLaeT OTBET up-to-date Ha 3anpoc 06
N3MEHEHHbIX 3anucsix. 3agepxxka Mexay NOBTOPHLIMU MOMNbITKaMu
ofHa cekyHaa.

Komangbl DNS 6yayT nopoxaatb ncknioyeHne DNSDataMismatch,
ecnv OTBET He COBMafaeT C OXXMAaeMbIM 3HaYeHNeM, Jaxe nocne
YyKa3aHHOro ymcna nombITok.

wait_for_dns <boolean> DNS-3anpochkl 6yayT oTnpaBneHbl B odepeab AN paspeLueHns peLla-
Tenem, KOTopbli CKOHUrypupoBaH B cpanne /etc/resolv.conf
Ha cepBepe IPA.

BHUMAHME! He BkntoyaTtb napameTp B pexunme production! 310
MOXET BbI3BaTb Npobnembl, ecnu pelartens (resolver) Ha cepBepe
IPA ncnonb3yeT kalIMpoBaHMe cepBepa, a He flokanbHOro cepeepa
aBTopM3auun unu, Hanpumep, ecnu DNS-oTBeTbl 6yayT N3MEHEHbI
wno3om DNS64.

3HayeHne no ymonyaHuio disable (OTKIOYEHO), MapaMeTp OTCYyT-
cTByeT

3apaetr URI cepeepa XML-RPC pagns knuneHta. Moxet wuc-
nonb3oBatbca [IPA 1 wucnonb3yetca HEKOTOPbIMU  BHELUHU-
MW cpeacTBaMmn, TakKMMUM Kak ipa-getcert. Hanpuwmep,
https://ipa.example.com/ipa/xml

xmlrpc_uri <URI>

3apaet URI cepeepa JSON gns knueHTa. Micnonbayetca IPA. Ecnu
jsonrpc_uri <URI> napameTp He 3afaH, OH Hacrneayetcs oT xmlrpc_uri. Hanpumep,
https://ipa.example.com/ipa/json

3apaet Tvn RPC-BbIzoBoB IPA makes: jsonrpc unm xmlrpe. Mo

rpc_protocol <URI> .
YMOI4aHUo NCNoJib3yeTCA Jjsonrpc

Bonee nogpo6Hoe onucaHwe koHdUrypaunoHHoro danna npMBeaeHo B PYKOBOACTBE

man.

Mpumep

KoHurypaunoHHeii pann /etc/ipa/default.conf
[globall]

host = server.example.ru

basedn = dc=example,dc=ru

realm = EXAMPLE.RU

domain = example.ru

xmlrpc_uri = https://server.example.ru/ipa/xml

ldap uri = ldapi://%2fvar%$2frun%2fslapd-EXAMPLE-RU.socket

enable_ra False

ra_plugin none

mode = production
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[ns panbHenwero KOHMUrypupoBaHna 1 agMUHUCTPUPOBAHNSA criedyeT UCnornb3oBaTb
web-nHtepgeinc FreelPA. MNMopsgok pabotebl ¢ FreelPA ¢ ncnonb3oBaHnem web-nHTepdenca
npuseaeH B[7.3.14]

7.3.5.3. YnpaBneHue cnyx6amu FreelPA

[ns nposepku paboTkl 1 ynpaeneHus cnyxbamu FreelPA ncnonb3yerca komanaa ipactl:

ipactl start — 3anyck cnyx6 FreelPA;

ipactl status — oTobBpaxeHue TeKyLero cocToaHna Bcex cnyxo FreelPA;

ipactl restart — nepesanyck cnyx6 FreelPA,

ipactl stop — octaHoBka cnyx6 FreelPA.
[ononHUTENbHO C KOMaHAOW ipactl MOXHO MCMNONb30BaTb NapameTp —d ANS BbIMNOSHe-
HUS KOMaHAbl B PEXMME OTNagKu:

ipactl start -d

7.3.6. HacTponka KIMeHTCKUX KOMNbIOTEPOB

[na BBOOa HOBOro KOMMbOTEPA B IOMEH HEOBXOAMMO:

- Hanu4ymne yctaHoBNEeHHOro naketa astra-freeipa-client;

- paspelueHne UMeH OOSMKHO BbITb HACTPOEHO TakuM 0Bpa3om, YToObl MMS CUCTEMBI pas-
peluanock, B NepBY0 ovyepedb, Kak NOMHOe UMs, Hanpumep, myclient.example. ru;
- yTunuta hostname [OSMMKHA BO3BpawaTb MNOMHOE MMSA KOMMbKOTEpa, Hanpumep,

myclient.example.ru.

Mpumep
dann /etc/hosts (pa3pelleHme MMeH MOXET ObITb HACTPOEHO U C MOMOLLIbIO cepBepa

DNS (cm.[5.5))

127.0.0.1 localhost
192.168.1.2 myclient.example.ru myclient

192.168.1.1 myserver.example.ru myserver

[anee Heobxoammo HacTpouTb DNS-aapec cepBepa FreelPA Ha KNMEHTCKOM KOMMNblOTEPE
OAHMM 13 CnocoboB:

1) ykasaTb B KOH(UrypaunoHHomM ansne resolv. conf;

2) ykasaTtb B panne interfaces;

3) ucnonbays ytunuty NetworkManager.

BHUMAHMUE! B HekoTOopbIx cnyyasix, ecnv agpec cepeepa FreelPA ctont B DNS He
nepBbIM, KITMEHTCKUA KOMIMbIOTEP MOXET HE HaXOAUTb AOMEH.

BBog  KNMeHTCKOro  KoMMbiOTEpa B AOMEH  OCYLLUECTBAISIETCA  KOMaHOowm
astra-freeipa-client, Hanpumep

astra-freeipa-client -d <kKoHTpoOJUlep noMeHa> -u admin -px
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MpocMOTpeTb NepeveHb AOMNOSHUTENbHbLIX NapamMeTpoB Afs 3anycka C KOMaHOoWn

astra-freeipa-client MOXHO BbINOJIHUB:

astra-freeipa-client --help

7.3.7. lWa6noHbl KOHUrypaumoHHbIX hannos

Cnyx6a FreelPA B npouecce paboTbl OCyLLECTBNSET KOH(PUTYPUPOBaAHUE CETEBBIX CIY>XKO

(Samba, Kerberos, LDAP 1 T.n.) ¢ NOMOLLbIO MX KOHpUIYpaUMOHHbIX dhannos. [Ansa yaobcTea cylue-

CTBYIOT WIAGNOHbI KOHPUIypaLMOHHbIX harnos, mogmduumpyembix cnyxobon FreelPA. LLIabnoHbl

pacrnonoXxeHbl B Katanorax /usr/share/ipa n /usr/share/ipa/advise/legacy/.

MepeyeHb WabnoHOB KOHUIypaLMOHHbLIX alnoB npuseneH B Tabnuue 47,

Tabnuuya 47
msa wabnoHa Cnyxba Onuncanue, pasmelleHme
KOHdbUrypaumoHHoro darna

* 1dif 389-BASE LDAP cxembl

default.conf IPA /etc/ipa/default.conf

ipa-httpd.conf.template IPA /etc/systemd/system/
apache2.service.d/ipa.conf

ipa-kdc-proxy.conf.template | IPA /etc/ipa/kdcproxy/
ipa-kdc-proxy.conf

sssd.conf.template SSSD /etc/sssd/sssd.conf

ldap.conf

LDAP knueHThbl

/etc/ldap/ldap.conf

krb5.conf.template

Kerberos knneHTbl

/etc/krb5.conf

kdc.conf.template

Kerberos KDC

/etc/krb5kdc/kdc.conf

certmap.conf.template 389-BASE /etc/dirsrv/config/certmap.conf
bind.named.conf.template BIND9 /etc/bind/named.conf
custodia.conf.template IPA /etc/ipa/custodia/custodia.conf
smb.conf.template Samba /etc/samba/smb.conf
opendnssec_conf.template Opendnssec /etc/opendnssec/conf.xml
pam.conf.sssd.template SSSD /etc/pam.d/

mldap.conf PARSEC /etc/parsec/mldap.conf
mswitch.conf PARSEC /etc/parsec/mswitch.conf
krb.con.template IPA /usr/share/ipa/html
krbrealm.con.template IPA /usr/share/ipa/html
krb5.ini.template IPA /usr/share/ipa/html
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7.3.8. ADMUHNCTpUpOBaHME fIOMEHa

7.3.8.1. Co3zpaHune pe3epBHOMU KOMUUN U BOCCTAHOBIIEHNE

MopaepxmBaeTca co3gaHue pesepBHbIX KONUK ABYX TUMOB: NOMHas pe3epBHasa Konusa
BCEW CUCTEMbI U pe3epBHas KOMUs TOMNbKO AaHHbIX. YCTaHOBKa Napons Ha pe3epBHble KOMuUu He
nogaepXxunBaeTcs.

Pe3sepBHble konuu xpaHAaTca B Katanore /var/lib/ipa/backup. [ns nonHoro pe-
3€pBHOMO KOMMPOBaHMA N Pe3epBHOr0 KOMMPOBaHUS AaHHbIX UCMONb3YKTCA, COOTBETCTBEHHO,
0603HavyeHnsa ipa-full-YEAR-MM-DD-HH-MM-SS 1 ipa-data-YEAR-MM-DD-HH-MM-SS, rae
YEAR-MM-DD-HH-MM-SS — rof, Mecsl, AeHb, Yac, MUHYTbl U CeKyHAbl B YacoBoM nosice GMT
co3faHuna pesepBHOM Konun, Hanpumep, 2018-03-05-10-30-22.

B katanore /var/lib/ipa/backup pa3smellaeTtcs ann, B KOTOPOM npuBegeHa MH-
dropMaumsa 0 pes3epBHbIX KOMUAX: TUM, CUCTEMA, AaTbl pe3epBHOro KonmposaHus, Bepcna FreelPA,
BEpCUSA pe3epBHOro KONMpoBaHUA U ap.

BHUMAHMUE! Pe3epBHyto KONUIO HEBO3MOXXHO BOCCTAHOBUTbL Ha APYroM KOMMbOTEPE
nunn Ha gpyron sBepcun FreelPA.

Pe3epBHOe konnpoBaHue BbINOHAETCA C NOMOLLbI0 KOMaHAbl ipa-backup. [JononHu-

TenbHO C KOMaHOOM BO3MOXHO MCMNOSb30BaTb napameTpsbl, NnpuBegeHHbLIE B Tabnunue

Tabnunua 48
MapameTp Onuncanue

--data PesepBHoe KonvpoBaHMe TONbKO AaHHbIX. [10 yMonyaHuio BbINONHA-
eTcq pe3epBHOe konnpoBaHue Bcex FreelPA-daiinoB 1 gaHHbIX

--logs BkntounTb B pe3epBHYH0 konuto ror-cpannel cryxobl FreelPA

--online BbinonHuTb pesepBHOe konuposaHue 6e3 ocTaHOBKM cepBepa. Tpe-
ByeTcsa ucnonb3oBaHUA napameTpa —-data

-v, —-—verbose BbiBOgMTh cBeageHust 06 oTnaake

-d, -—-debug Wcnonbayetca ¢ napameTpom --verbose Ang BbiBOAa bonee ge-
TanbHbIX cBeAeHMNn 06 oTnagke

-g, -—quiet BbiBOAMTbL TONbKO CBEAEHMS O owmnbKax

——log-file=FILE BbINOMHWTL XypHanMpoBHUe B hann FILE

7.3.8.2. Co3paHue pesepBHoro cepsepa FreelPA

HoBbln FreelPA-cepep BO3MOXHO HACTPOUTb Ha BbINOSTHEHWE PO PE3EPBHONO cepBepa
(pennukn). CosgaHHasa pennuka byaet aBnNATbLCA TOYHOW Konuen ncxogHoro FreelPA-cepsepa u
npvpaBHMBAETCS K MacTep-cepBepy. VIameHeHus, BHECEHHbIE B Nobon macTep-cepBep, aBToMaTu-
4YecKn pennMuUMpyloTCa Ha apyrme macrtep-cepsepa.

[ns co3ganns pennukn B AOMeHe Ha ypoBHe AoMmeHa 0 Heobxoammo npeaocTaBuTb hann
pennukn replica_file, KOTOPbIA CO34AETCSA C NMOMOLLBI KOMaHAbI:
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ipa-replica-prepare
[lna cospaHunsa pensnivkn B JOMEHe Ha ypoBHE JoMeHa 1 npefocTaBndaTb dpann pensimkm
He TpebyeTcsa. Heobxoanumo 3apernctpmpoBaTb KoMnbtoTep B gomeHe FreelPA. [anee, ecnu
cosfaHune pensnkn BbIMOMHAETCA Ha AencTByoweM KnneHte FreelPA, onga aktmeauum pennuvkm
[OCTaTO4YHO BbINOMHUTE KOMaHAY:
ipa-replica-install
[lnsa akTMBaumMmn pennmnku Ha HOBOM KOMMbIOTEPE MPUMEHSAETCSA OANH U3 CNOCOOOB:
1) BbINOMHUTL KOMaHAY ipa-client-install ANS perucTpaumn KnueHTa B JOMEHE
FreelPA, 3aTteM BbINONHUTL KOMaHAy ipa-replica-install ANS akTMBaUUWN PENSNKK;
2) BbINOMNHUTL KOMaHAY ipa-replica-install ¢ ykazaHMeM napameTpoB, Heobxoau-
MbIX ON51 peructpauumn knuenta B gomeHe FreelPA. B gaHHOM crnyvyae koMaHga BbINOMHUT
nogknoyeHne komnototepa K FreelPA n aktnBauuio pensnvku.
B cnyyae owmbke npn ycTaHOBKE pEKOMEHAYETCH BbIMNOMHUTD KOMaHAY:
ipa-server-install --uninstall
3arem nocnegoBaTteribHO BbINOMHUTL KOMaHAbl ANs1 NOBTOPHOW aKTMBALMK PENSUKN:
ipa-client-install
ipa-replica-install
Ecnn komnbioTEpP, HA KOTOPOM YCTaHaBNMBAETCS pennuka, SBMSeTcs OeUCTBYHOLLUM
knneHtom FreelPA nnn cywecTtByeT cornaweHne OeNCcTBylowWen pennmkaunm, Hanpmmep, npu
paHee Heyaa4yHOW YCTaHOBKE PEnsvKK, TO YCTaHOBKa PENSINKN He ByaeT BbiNosiHeEHa.
BHUMAHUE! Pennuka pgomkHa ObiTb YCTaHOBIEHA TOMbKO Ha yOarieHHOW cucTeMe
FreelPA Ton e Bepcumn nnu 6onee nosgHen.
[ononHuTenbHoO ¢ KOMaHOoOW ipa-replica-install BO3MOXHO MCMOSMb30BaTh Napa-
METpbI, NpUBeaeHHble B Tabnuue [49]

Tabnuuya 49

MapameTp OnuncaHue

OcHoBHble NapameTpbl

--ip-address=<IP_ampec> 3apatb IP-agpec gaHHoro cepsepa. Ecnu aToT agpec
He coBnagaeT C aApecoM, paspeLlaeMbiM XOCTOM, U He
BblOpaH napameTp --setup-dns, TO yCTaHOBKa 3aBep-
wnTca owmnbkon. Ecrnn umsi cepeepa He MOXET ObITb
paspeLleHo, TO 3anucb MMeHn xocta u IP-agpec po-
baBnstoTcs B /etc/hosts. [JaHHbIN NapaMeTp MOXHO
Mcnonb3oBaTh HECKOMbKO pa3 Ans ykasaHus 6onbLuero
Konudectea IP-agpecoB cepBepa, HanpumMep, MHoroce-
TEBOro U/vnn OBYyXCTEKOBOIO cepeepa

—-mkhomedir Cos3pgaBaTb goMallHMe KaTanoru Ans norib3oBartenen
npv NnepeBomMm BXxoae

-N, ——no-ntp He HacTpaneaTtb npotokon NTP
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MapameTp
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—-—-no-ul-redirect

He nepeHanpaenaTtb aBTomaTtndeckn Ha Web Ul

-—-ssh-trust-dns

HactpouTtb knmeHT OpenSSH poBepaTtb 3anncn DNS
SSHFP

—-no-ssh

He HacTtpamBaTtb knneHT OpenSSH

—-no—-sshd

He HacTpamBaTtb cepBep OpenSSH

--skip-conncheck

MponycTuTb NPOBEPKY MOAKIOYMEHUS K yAaneHHoOMY
macTep-cepBepy

-d, ——debug

BbiBOANTL AeTanbHble cBegeHna 0b oTnagke

-U, ——unattended

YcTaHoBUTL Oe3 3anpalumMBaHus BBOAA AaHHbIX NOMb30-
BaTernem

--dirsrv-config-file=<umsa_g¢amnmna>

3apatb nyTb 1 uma LDIF-dpanna, kotopbin 6yaet ucnons-
30BaTbCs AN U3MEeHeHUs napamMeTpoB dse.ldif BO
BpeMS yCTaHOBKM 3K3eMMnsipa cepBepa Kkatanoros

MapameTpbl JOMeHa YPOBHS 1

-P, ——principal=<npunnunainr>

3apatb nonb3oBaTtens npuvHUuMnana, KotTopbin 6y/:|,eT nc-
nonb3oBaTbCA ANA akKTuBaunn penminkm n permctpaunm
CaMOoro KrneHTa, ecnm ato Heobxoanmo

-w, ——admin-password

YctaHoBuTb naponb Kerberos ans gaHHoro npuvHumnana

MapameTpbl perucTpaumm KnueHTa goMeHa ypoBHS 1

-p <napoJnb>, ——password=<napoib>

YCTaHOBUTbL OQHOPA30BLIM Naponb AN MNOAKMIOYEHUS
KomnbtoTepa k obnactu FreelPA. [Ins ycTaHOBKM KNMEHTA
N aKTMBaLUUM PENnsvKN C NOMOLLIbKO O4HOPA30BOro Napors
XOCT JOIMKEH BXOOUTb B rpynny ipaservers. [na atoro
HeobxoAMmo co3faThb 3anucb xocta U AobaBuTb ee B
rpynny xocta 40 YCTaHOBKU PenmvKn

-k, ——keytab=<umsa_danna>

YkasaTtb nyTb U umMsa dhanna keytab xocta. [na yctaHOB-
KN KNWEeHTa N akTMBaLMn PENnKA ¢ NoOMoLLbo darna
keytab xoCT gorkeH BXxoOUTb B rpynny ipaservers.
[ns aToro HeobxoaMmo co3aaTth 3anucb xocta U aobda-
BUTb €€ B rpynny xocTta 4O YCTaHOBKU pensiuku

-—server=<ums_cepBepa>

YKkasaTtb nofnHoe gomeHHoe nmsi cepeepa FreelPA gna
pernctpauun. MapameTtp obHapyxnBaeTca asTomaTuye-
ckn n3 DNS-3anucein no ymonyaHuio

-n, ——domain=<umMs_goMmeHa>

Yka3atTb AoMeHHoe uMs. [NapameTp obHapyxuBaeTcs
aBTomaTtuyecku n3 DNS-3anucen no ymonyaHuio

-r, ——realm=<umMsa_realm>

Ykasatb obnactb FreelPA <umsa_realm>. [NapameTp
oOHapyxunBaeTcsi aBTomaTtuyeckn 3 DNS-3anucein no
YMONYaHUIo

--hostname=<umsa_xocra>

YkasaTb umsa xocta gaHHoro komnbtotepa (FQDN). Ecnu
yKa3aHo, To umsi xocTa ByaeT yCTaHOBINEHO, Y HACTPOMKM
cucTeMbl OyayT OGHOBNEHbI AN COXpaHEeHUs Npu nepe-
3arpyske
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MapameTp

OnucaHne

MapameTpbl gomeHa ypoBHS 0

-p <mnapoines>, —-password=<napoinb>

3agatb naponb gucnetyepa katanoroe Directory
Manager (gencrsyoLmnin MacTep-cepeep)

-w, ——admin-password=<naposnb>

3agaTtb naponb agMuHucTpaTtopa Kerberos, ncnonbaye-
MbI NS NPOBEPKU COeaUHEHNS

HacTtpowka cuctembl cepTudukaumnm

-—-setup-ca

YCTaHOBUTb U HAacCTpPouTb LeHTp cepTudurkaumm CA Ha
naHHon pennuke. Ecnn CA He HacTpoeH, To onepaumm
¢ cepTudmkaTtamm ByayT nepeHanpasneHsbl Ha MacTep-
cepBep C YyCTaHOBIEHHbBIM LIEHTPOM cepTucukalmm

-—-no-pkinit

OTkntounTL HacTporky pkinit

—-—dirsrv-cert-file=<umsa_d@arna>

Ykasatb UMsi U NyTb K panny, cogepxawemy SSL-
cepTudukaTt cepBepa KatasioroB 1 3aKpbITbIA KMoy

--http-cert-file=<umsa_danna>

Ykaszatb nmsa 1 nyTb K danny, cogepxawemy SSL-
ceptudukat cepepa Apache 1 3akpbITbI KITtod

--pkinit-cert-file=<umsa_gdanna>

Ykasatb UmMsi U NyTb K dpanny, cogepxawemy SSL-
ceptudukar Kerberos KDC 1 3akpbITbI KoY

—-—-dirsrv-pin=<naponb>

3apaTtb naponb Ansi pa3bnokMpOBKN 3aKPLITOrO Kro4ya
cepBepa Katanoros

--http-pin=<naposnb>

3apatb naponb Ans pa3bnokMpoBKN 3aKPbITOrO Kro4ya
cepBepa Apache

—--pkinit-pin=<naponb>

3agaTtb naponb Ansa pa3brokMpoBKM 3aKPbITOrO Krko4a
Kerberos KDC

--dirsrv-cert-name=<umsa_cepTuduraTal

> YkasaTb MMsi ycTaHaBnmBaemoro SSL-cepTudukara cep-
Bepa Katanoros

--http-cert-name=<umsa_cepTtudukara>

YkasaTtb uMsi yctaHaBnmBaemoro SSL-ceptudunkara cep-
Bepa Apache

--pkinit-cert-name=<umsa_cepruduxraTa;

> YKazaTb MMA ycTaHaBnuBaemoro SSL-cepTudukarta
Kerberos KDC

--skip-schema-check

MponycTuTb npoBepkKy obHoBrEHHON cxembl CA DS Ha
yOoaneHHOM macTep-cepsepe

MapameTpbl DNS

-—-setup-dns

Cosgatb 30Hy DNS, ecnu oHa elle He CyLLeCcTByeT, U
HacTpouTb DNS-cepBep. [1ns gaHHOro napametpa Tpe-
OyeTcs 3agatb, KAk MUHUMYM, OAVH NepeHanpaBnsioLLmi
DNS-cepBep ¢ nomoLbto napametpa --forwarders

Unu ncnornb3oBaTb NapameTp —-no-forwarders
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MapameTp
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-—-forwarder=<IP_agppec>

[obasutb nepeHanpasnsawowmi DNS-cepeep B HacTpon-
kn DNS. [aHHbI napamMeTp [OMmKeH ObiTb 3ajaH
Kak MMHMMYM OOWH pa3, eCcnu He ykas3aH napameTp
--no-forwarders. lNapameTp MOXHO WUCMOMNbL30BaTb
HEeCKONnbKo pa3 ansa fobaBrneHus HECKOMbKNX nepeHa-
NpaBnsoLLNX CEpBEPOB

--no-forwarders

He pobGaenatb nepeHanpaenswowmx DNS-cepsepos.
BmecTo atoro 6yayT ncnonb3oBatbcs KopHeBble DNS-
cepsepbl

-—auto-forwarders

[o6aentb nepeHanpaendaowme DNS-cepBepbl, ykasaH-
Hble B HacTponkax (panna /etc/resolv.conf, K cnmc-
Ky nepeHanpaBnsilolLnX CEepBEPOB, UCMNOMb3YEMbIX B
FreelPA DNS

--forward-policy=first|only

Ykasatb nonutuky DNS-nepeHanpasneHus gns rnobanb-
HbIX NepeHanpaBnsaioLLMX cepBepoB, 3afaHHy0 C NOMO-
Wb ApYyrux napameTpos. [1o ymMonyaHuio ucnomnb3yeTcs
nepBbIN CepBep, ecnun Ha NoKanbHbIX MHTepdencax He
obHapyxeH IP-agpec, npuHagnexallnin YacTHOMY UMK
3ape3epBMPOBaHHOMY AuanasoHam. [1o ymonyaHuio umc-
nonb3yeTcst TONbKO ecnun obHapyxeH YacTHbIn IP-agpec

--reverse-zone=<obpaTHasa_30Ha>

3agatb obpaTHyto 3oHY DNS ans ncnonb3oBaHus. [aH-
HbI NapaMeTp MOXHO UCMOMb30BaTb HECKOMNBbKO pa3 Anis
yKa3aHusi HECKOMbKMX 0BpaTHbIX 30H

——no—-reverse

He cospgaBaTtb HoBylo obpaTtHyto 3oHy DNS. Ecnn ans
noAdceTu yxe cyliecTByeT obpaTHasa 3oHa DNS, oHa Oy-
AET MCcnonb3oBaTbCA

—-—auto-reverse

Cospnatb HeobxoanMble 06paTHbIE 30HbI

--allow-zone-overlap

CospaTtb DNS-30HyY, gaxke ecrnuv oHa yxe CyLecTByeT

--no-host-dns

He ucnonb3osate DNS ans 3anpoca nmeHn xocTta BO
BPEMS YCTaHOBKM

--no-dns-sshfp

He cospaBatb aBTomatuyecku 3anucum DNS SSHFP

—--no-dnssec-validation

OTkntountb NpoBepky DNSSEC Ha gaHHOM cepBepe

7.3.9. loBepuTenbHble OTHOLIEHUSI MeXAy AOMeHaMu

7.3.9.1. Obwue cBegeHndA

[na cosgaHusa gosepuTenbHbIX OTHOWeHUN cepBepa FreelPA ¢ nomeHom Active Directory

(AD) cnyxuT naket freeipa-server-trust-ad.

[Mepen HacTponKon AOBEPUTENBHBLIX OTHOLLEHN KOHTponnep aomeHa AD gomkeH ObiTb

HacTpoeH u pabotocnocobeH, a cnyx6bl FreelPA 3anyLieHbl B cooTBeTcTBUM C|[7.3.5]

BHUMAHMUE! He yoactcsa yctaHOBUTL JOBEPUTENbHbIE OTHOLWEHUA ¢ JoMeHOM Active

Directory, ecnn ums obnactu FreelPA-cepBepa He coBnagaeT ¢ ero AOMEHHbIM UMEHEM.

B crnyyae HeobxoanumMocCTn nepeycraHoBKM yaarieHHbIX paHee 0OBLEKTOB UNK noBpexaeH-
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HbIX pansioB KOHUrypaumm komaHgy ipa-adtrust-install MOXHO 3anyCTUTb HECKOSbKO
pa3. Takum obpa3om MoryT ObITb Cco3aaHbl HOBas KOHurypaumss Samba (pann smb. conf) u
KOHpurypaums, Ha koTopon 6asnpyercst peructpaunsi. Hekotopble anemMeHTbl, Hanpumep, KoOHN-
rypaumsi nokarnbHOro guManasoHa, He MoryT 6biTb M3MEHEHbI B pe3ynbTaTe NOBTOPHOIO 3anycka
KOMaHabl ipa-adtrust-install, T.K. B JAHHOM Crly4ae U3MEHEHUS MOTryT 3aTPOHYTb U Apyrne
OObEKThI.

K 6pangmayapy FreelPA-cepsepa gononHUTENBHO NpeabaBnalTcsa TpeboBaHus pas-
pewnTtb gomeHy FreelPA n pomeHy AD obMeHuBaTbCS MHOpPMaLMEN, T.€. NPU BbIMOMHEHUMN
KOMaHabl ipa-adtrust-install npegnonaraeTcd, YTo crieqyroLme nopTbl OTKPbITHI:
135/tcp EPMAP
138/tcp NetBIOS-DGM
139/tcp NetBIOS-SSN
445/tcp Microsoft-DS
1024 /tcp
3268/tcp Microsoft-GC
138/udp NetBIOS-DGM
139/udp NetBIOS-SSN
389/udp LDAP

JononHnTeneHoO ¢ KOMaH4OW ipa-adtrust-install BO3MOXHO MCMOSMb30BaTh Napa-

MeTpbl, NpuBeaeHHble B Tabnuue [50]

Taobnuuya 50

MapameTp Onucanune
-d, —-debug BbiBOgMTb AeTanbHble cBeaeHus oo oTnagke
--netbios-name=NETBIOS NAME 3apatb nmsa NetBIOS ans nomeHa FreelPA. Ec-

N He yKasaHo, TO OHO onpedenseTca Ha OCHOBE
BeayLen komnoHeHTbl DNS-nmeHn gomeHa. Ecnim
3anycTuTb KomMaHay ipa-adtrust-install BO
BTOpOW pa3 ¢ gpyrum mmeHem NetBIOS, T1o ato
UMSA U3MEHUTCS.

BHUMAHMUE! N3meHeHne nmenn NetBIOS moxet
HapyLNTb CYLLECTBYIOLLNE AOBEPUTENBbHbBIE OTHO-
LEeHWs C ApyrMMn JOMeHamMu
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MapameTp

OnucaHne

—-—add-sids

Hobasute SIDs pans  cywecTBYOWNX MOMb-
3oBaTenien M Tpynn Kak akTMBHble Ha 3a-
KMIOYMUTENbHbIX  Larax 3anycka  KomaHAabl
ipa-adtrust-install. Ecnu B cpefe cylle-
CTBYET MHOXECTBO AEMNCTBYIOLMNX NoNb3oBaTenen
W rpynn n HECKONbKO pPennuK, TO BbINOMHEHME
OaHHOro OEenNCTBUS MOXET MPUBECTU K BbICOKOM
CKOPOCTU pennukauum Tpaduka u CHUKEHUIO
npon3BoAUTENBHOCTU BCex cepBepoB FreelPA B
cpege. YUtobbl n3bexarb 3TOr0 pekomeHayeTca re-
Hepaumo SIDs 3anyckaTb Mnocre BbINOMIHEHWS
KOMaHObl ipa-adtrust-install, gna 9aTo-
ro 3arpysntb OTPEAaKTUPOBAHHYK  BEPCUID
ipa-sidgen-task-run.1ldif ¢ nomoLlbO
KoMaHabl 1dapmodify Ha cepBepe gomeHa AD

-—-add-agents

[Ho6aentb macTtep-cepep FreelPA B cnncok, 4to
Nno3BornseT NpeocTaBNATb MHpopmaLumo 0 Nonb-
30BaTenax AoBepeHHbIX necoB. OObIYHbLIN MacTep-
cepBep FreelPA moxeT npegoctaBndaATb 3Ty WH-
dopmaumio knueHtam SSSD. Mactep-cepBepbl
FreelPA He pnobaBnsaioTca B CNMCOK aBTOMaTUye-
CKW, T. K. Ans atoro TpebyeTca nepesanyck crnyxobl
LDAP Ha kaxgom n3 Hux. KomnbtoTep, Ha KOTOPOM
BbIMOMHEHa KomMaHga ipa-adtrust-install,
nobaBnsieTca aBToMaTUYeCKMU.

BHUMAHMUE! Mactep-cepBepbl FreelPA, Ha Ko-
TOpbIX KOMaHOa ipa-adtrust-install He Obl-
na 3anyuieHa, moryT pabotatb ¢ MHOpMaLMen
O Monb30BaTeENAX JOBEPEHHbIX NECOB TOMNbKO €C-
NN OHW aKTMBUPOBAaHbI MYTEM BbINOMHEHWUS KOMaH-
Obl ipa-adtrust-install Ha nobom gpyrom
MacTep-cepBepe FreelPA

-U, ——unattended

YnanuTb 6e3 noateepxaeHust. BBoa AaHHbIX Norb-
3oBaTenieM He GyaeT 3anpalimBaTbCs

--rid-base=RID_BASE

3apatb nepBoe 3HadeHue RID nokanbHoro gome-
Ha. [MepBbit Posix ID nokaneHoro gomeHa 6yaet
npuceoeH gaHHomy RID, BTopon 6yaeT npmucBoeH
RID+1 nT. 4.

-—-secondary-rid-base=SECONDARY_RID_ BASE

3agaTtb HavanbHoe 3HavyeHue BTopudHoro RID gna-
nasoHa, KOTOpoe MCMOMb3yeTCsl TONbKO B TOM CNy-
Yyae, ecnu nonb3oBaterib U rpynna MCnosb3yrT
oauH n ToT *xe Posix ID

-A, -—admin-name=ADMIN_NAME

3apaTtb MMmsA nonb3oBaTend ¢ npaBsaMm agMuHU-
cTpaTtopa ansa aaHHoro cepsepa FreelPA. Mo ymorn-
YaHuio admin
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MapameTp OnuncaHue

-a, ——admin-password=password 3apaTb naponb 414 nonb3oBaTens ¢ npaBamMun aa-
MUHUCTpaTopa Ansa gaHHoro cepeepa FreelPA. by-
OET 3anpawmnBaTbCs B UHTEPAKTUBHOM PeEXNME
ecnu napameTp -U He yKasaH. Y4YeTHble AaHHble
aaMuHMcTpaTtopa 6yayT ucrnonb3oBaHbl Ans Nony-
yeHna buneta Kerberos nepen HacTponkon noa-
OEPXKN OOBEPUTENbHbIE OTHOLLEHUST NEepeKpecT-
Hom obracTu, a Takke B ganbHewnwem, 4Tobbl ybe-
auTbes, Uuto bunet cogepxunt MS-PAC ceeneHus,
HeobxoaMMble Ans dakTnyeckoro gobaeneHus oT-
HoweHnn gosepust ¢ gomeHom AD npu nomoLum
KOMaHAabl ipa trust-add -type=ad

7.3.9.2. NpepBapuTenbHaa HacTpourKa
CepBepbl gomeHa AD n npomeHa FreelPA gomkHbl HAXO0OUTLCA B OAHON CETU U Ha obomnx
cepBepax OOSMKHA YCNeLWwHOo BbIMOMHATLCA KoMaHaa:
ping <IP-agpec>
rae <IP-agpec> — |IP-agpec cepBepa gomeHa AD npu BbINOMHEHUM KOMaHObl HA cepBepe
nomeHa FreelPA wnu IP-agpec cepsepa gomeHa FreelPA npu BbINOMHEHUN KOMaHAbl Ha

cepBepe gomeHa AD.

7.3.9.3. HacTponka CUHXPOHM3aALMUA BPEMEHU

Mpun ycTaHoBke u nHuunanuasauun FreelPA koHdurypaumnsa cnyx6bl CMHXpOHU3auun Bpe-
MEHN HacTpanBaeTCs aBToMaTUYeCKM AN UCMONb30BaHNA 00LLEeA0CTYNHbLIX CEPBEPOB TOYHOIO
BPEMEHM.

Mpun paseepTtbiBaHun FreelPA B cetn 6e3 gocTtyna K obLenocTynHbiM cepBepam TOu-
HOro BpeMeHN HeoBX0ANMO UCNPaBUTb HACTPOWMKN CryXObl CUHXPOHU3aUUK BpeEMEHN B dhanne
/etc/ntp.conf, BbINOHUB KOMaHAbI:
sudo sed -i -e "s/*\([[:space:]]*.*debian\.pool\.ntp\.org.*\)/#&/" /etc/ntp.conf
echo server <IP-ampec> | sudo tee -a /etc/ntp.conf > /dev/null
rne <IP-anpec> — IP-agpec cepepa BpeMeHH

3aTem BbINOMHUTL Npoueaypy nepesanycka aBToOMaTUYeCKON CUHXPOHMU3auumn BpemMeHu
KoMaHaamu:
sudo service ntp stop
sudo ntpdate -bv <IP-agpec>
sudo service ntp start
rne <IP-anpec> — IP-agpec cepeepa BpeMeHU

BHUMAHMUE! Mpn ncnonb3oBaHun BUpTYarbHbIX MallWH Npoueaypa nepesanycka aBTo-

MaTU4EeCKON CUHXPOHM3auunn 06sa3aTenbHO A0MKHA ObITb BbIMOSTHEHA MOCME KaX40ro nepeasariycka
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n/unun oTkata BUPTyanbHbIX MaLLVH.
7.3.9.4. Uunumanusauma aoBepuTesibHbIX OTHOLEHUN
Onsa vHMumManusauum oBepuTEeSibHbIX OTHOLIEHU HeobxooMMO Ha cepBepe AOMeHa
FreelPA BbINONHUTL criegytowine AencTBus:
1) NonNy4YnTb NOMTHOMOYUSA agMUHUCTPATOpPa JOMEHA U NPOBEPUTL paboToCNOCOBHOCTL
cnyx6 FreelPA, BbINONMHMB KOMaHAbI:
kinit <apmMuHHCTpaToOp noMmeHa FreeIPA>
id <apumuHHUCTpaTOp_ nomeHa_ FreeIPA>
getent passwd <agMuHHCTpaTOpP_ noMeHa_FreeIPA>
B pesynbraTe BbINONHEHNA KOMaHA He AOMKHbI OblTb BbISIBIIEHbI OLLUMOKMY;
2) 3anyctuTb cnyxby goBepuTternbHbIX OTHOoWweHun FreelPA komaHgon:
sudo ipa-adtrust-install
Ha Bce Bonpocbl oTBeTUTb «[a» («y») 1 3aTemM BECTU Naposib aAMUHUCTpaTopa JOMEHa
FreelPA. lNpoBepuTb NpaBuibHOCTb aBTOMATUYECKOrO onpeaesieHns UMeHn goMeHa 1
oTBeTUTb «[a» («y»);
3) HacTpouTb 1 NnpoBepuTb NnepeHanpasneHme DNS. [JobaBneHne 30HbI NepeHanpasne-
HWSA OCYLLECTBNAETCA KOMaHOOoWN:
ipa dnsforwardzone-add <pomeH AD> --forwarder=WIN_IP ?forward-policy=only
[MpoBepkn ycneLwHoro BbINOAHEHNA KOMaHAbI:
a) npoBepka AOCTYMHOCTU cepBep aoMeHa AD:
ping -c 3 <cepBep_ nomeHa AD>.<gomeH AD>
0) npoBepka AOCTYNHOCTU cnyx6bl FreelPA:
dig SRV _ldap._tcp.<pgomeH_ FreelPA>
B) MpoBepka JOCTYNHOCTU cny»6bl JomeHa AD:
dig SRV _ldap._tcp.<pomen_AD>
4) coxpaHuTb koHGUrypauuio Samba, BbINOMHNB KOMaHAY:
cp /etc/samba/smb.conf /etc/samba/smb.conf && sudo testparm | sudo tee
/etc/samba/smb.conf > /dev/null
5) npoBepuTb paboTocnocobHOCTL Cnyx6bl Samba KomaHaown:
smbclient -k -L <cepBep_pomeHa_ FreeIPA>.<pomeH_FreeIPA>
6) ycTaHOBUTb JOBEPUTENbHbBIE OTHOLLEHUS MeXAy AOMEeHaMu:
a) OOHOCTOPOHHEEe [OBepPUTESIbHOE OTHOLLEHNE — OAHOCTOPOHHEe JoBepUE K JOMEHY
AD, npu koTopom obnacTtb FreelPA gosepsieT necy nomeHoB AD nCnonb3ys MexaHu3m
A0BEPUTESbHBLIX OTHOLLIEHUIN Mexay AepeBbamMu JoMeHoB AD, HO AepeBO JOMEHOB
AD He posepsieT obnactu FreelPA. MNonb3oBaTtenu aepesa gomeHos AD nony4atot
AocTyn K pecypcam obnactn FreelPA. YcTtaHaBnuBaeTcs KOMaHOOM:
ipa trust-add --type=ad <gmomeH AD> --admin <aIMUHHCPATOp_HoMeHa AD>

--password
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0) ABYCTOPOHHEE AOBEPUTENTbHOE OTHOLUEHNE YCTaHaBNMBAETCHA KOMaHOOW:
ipa trust-add --type=ad <pmomeH AD> --admin <agMuHUCpaTOp_noMmeHa_ AD>
--password --two-way=true
B) BHeLlHee goBepuTteribHoe OTHOLWLeHNe — OTHOLWEeHe aoBepna mexay JoMeHaMu
AD, Haxogawmmuncs B pasHbix fiecax goMmeHoB AD. YcTaHOBMEHME OOBEPUTENbHbIX
OTHOLUEHWUI mMexay necamm JOMeEHOB BCergja Tpe6yeT YCTaHOBJ1IEHNA OOBEPUTESTbHBLIX
OTHOLLUEHUN Mexay KopHeBbiIM JOMEHaAMU 3TUX J1ecoB, O4HaKo, BHelWwHee JoBepUnu-
TenbHOE OTHOLUEHME MOXET ObITb YCTaHOBJIIEHO MeXay noodbiMun OOMeHaMUn B Jiecy.
anMeHFIeTCFI Ona yctaHoBleHUA OOBEPUTESIbHbLIX OTHOLLUEHWUN C KOHKpPETHbIMA OOME-
HaMn N He nepexognuT rpaHnubl 4OBEPEHHOIO AOMEHA. YcTtaHaBnuBaetcs KOM8H£I,OI7IZ
ipa trust-add --type=ad <pmomeH AD> --admin <agMuUHHCPAaTOp_noMmeHa AD>
--password --two-way=true --external

7) nocrne yCtaHoBIieHUA JOBEPUTENbHbIX OTHOLLEHUN cnenyert BbIMONMTHUTL KOMaHAy OnA

nony4yeHunda Ccrimncka AoBepeHHbIX JOMEHOB!

ipa trust-fetch-domains <gomen AD>

,D,OMeH OOJKeH ObITb Haﬁﬂ,eH npn BbINOJTHEHUN KOMaHAbI:

ipa trustdomain-find <gomen_ AD>

8) ansa pabotbl nonb3oBatenen gomeHa AD B gomeHe FreelPA cnegyet 3apernctpupo-

BaTb OAHHbIX I'IOJ'Ib3OBaTeJ'Iel7I, ,El06aBVIB COOTBETCTBYOLWKME Tpynnbl N rnosib3oBaTenen B

HUX:

ipa group-add --desc='"ad domain external map’ ad_admins_external

-—-external
ipa group-add --desc='"ad domain users’ ad_admins
ipa group-add-member ad admins_ external --external ’<pgomen AD>\Domain
Admins’

ipa group-add-member ad_admins --groups ad_admins_external

Ha 3anpocbl «member_user» n «member_group» HaxaTb krnasuwy <Enter>.

9) On4a npeaocrtaelieHnda nosrnb3oBartendamM npas Ha OOCTYN K pa3gendeMbiM pecypcam

TpebyeTcsa ykasaTb UX ngeHTudukaTopbl 6e3onacHoCcTu.

[nsa nonydeHne naeHtudukatopa 6esonacHocTn nonb3oBartenen gomeHa AD Ha cepBepe

AD n3 obonoukn CMD (Ho He n3 obonoukn PowerShell) BbINONHUTE KOMaHAY:

c:\> wmic useraccount get name,sid

[nsa nonyyeHne noeHtTudukaropa 6esonacHocTn nonb3oBatenen gomeHa FreelPA Ha

cepsepe FreelPA BbINONHUTL KOMaHAY:

ipa group-show ad_admins_external --raw
Mpumep

[obGaBneHne pasgensiemoro katanora /share_dir, 4OCTYNHOro Ans nonb3oBaTenen
nomeHa AD nog uMeHeM share_ name:
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sudo mkdir /share_dir

sudo net conf setparm ’'share_name’ ’'comment’ ’'Trust test share’

sudo net conf setparm ’'share_name’ ’'read only’ ’'no’

sudo net conf setparm ’share_name’ ’valid users’ "$d_admins_sid"

sudo net conf setparm ’share_name’ ’'path’ ’/share dir’

MpoBepuTb, YTO pecypc AobaBnNeH, BLINOMHMB KOMaHAY:

smbclient -k -L <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>

Mocne pobaeneHns katanora npu nomowm Internet Explorer npoBepuTtb, YTO pecypc JOCTYMNEH C

cepsepa AD.

7.3.9.5. NMpoBepka yCTaHOBKU AOBepUTENIbHbIX OTHOLUEHUN

Mpn ycnewHon ycTaHOBKE AOBEPUTENbHbBIX OTHOLLEHUI nosib3oBatenu gomeHa AD gonx-
Hbl NOYYUTb BO3MOXHOCTb BXO4a B CUCTEMY C UCMOMb30BaHNEM CBOErO MMEHU N Napons:

- Yyepes TepMuHan;

- Yyepes rpadomyecKknin MHTepdENC;

- Yepe3 SSH (ecnu yctaHoBNeHa COOTBETCTBYIOLLAs ceTeBas Cry»0a)
Takke nonb3oBatensam AD npegoctaBnseTca BO3MOXHOCTb A0CTYyNa K pasgensieMbiM pecypcam.

BHUMAHMUE! [Ona Bxoma HeobxoAuMMO WCMonb3oBaTb [MOSIHOE WUMS  MOJSb30-
BaTensd C yKasaHMeM [OOMEHa, K KOTOPOMY Monb3oBaTesflb OTHOCUTCS, Hanpumep,
Administrator@windomain.ad, nNpu 3TO MMS [OMEHa MULLETCA CTPOYHbIMU BykBamu,
a B IMEHW NMonb30BaTersi C COXpaHEHMEM CTPOYHbIX U 3arnaBHbIX OyKB.

MpoBepka HacTporkn DNS Ha cepBepe gomeHa AD BbINOMHAETCHA U3 KOMaHAHOW CTPOKW.
[ns npocmMoTpa 3anucen BbIMONHUTL KOMaHAY:
c:\>nslookup.exe

B BbIBOOE BLINOMHEHMST KOMaHAbI OyayT NpMBeaeHbl 3annucu 0 pabote cepBUCOB U CIyX6
AOMeEHa.

3anucu, oTBevatowme 3a paboty cepsucoB Kerberos yepes UDP 1 LDAP yepes TCP:
> set type=SRV

> _kerberos._udp.<pgomeH FreeIPA>.

_kerberos._udp.<pgomeH FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepBep_pnomMmeHa_ FreeIPA>.<pgomMmeH_FreeIPA>.

> ldap._ tcp.<poomeH FreeIPA>.

_ldap._tcp.<pomeH_ FreeIPA> SRV service location:
priority =0
weight = 100
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port = 389
svr hostname = <cepBep_nomMmeHa_FreelIPA>.<pgoMmeH_FreeIPA>.

3anucu, otBevawoLwme 3a nva Kerberos realm IPA gomeHna:
> set type=TXT
_kerberos.<gomeH_FreeIPA>.
_kerberos.<gomeH_FreeIPA>. Text =

"<npomeH_FreeIPA>"

lMocne BbINOMHEHNA KOMaHObl ipa-adtrust-install AOMKHbI NOSBUTCA 3anucu, oTee-
vatowwme 3a paboty cepsucos MS DC Kerberos yepes UDP n LDAP yepes TCP:
> set type=SRV

> _kerberos._udp.dc._msdcs.<pomeH_FreeIPA>.

_kerberos._udp.dc._msdcs.<poMmeH_ FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepBep_ pomeHa_FreeIPA>.<pgoMmeH_FreeIPA>.

> _ldap._tcp.dc._msdcs.<pgomeH_FreeIPA>.

_ldap._tcp.dc._msdcs.<pomeH_FreeIPA>. SRV service location:
priority =0

weight = 100

port = 389

svr hostname = <cepBep_ pomeHa_FreeIPA>.<pgoMmeH_FreeIPA>.

[MpoBepka Hanuuus 3anucen ansa pabotel cepercoB AD Ha DNS-cepsepe AD BbInonHsaeT-
CA U3 KOMaH,D,HOIZ CTPOKMN. ,D,J'IFI npocMOoTpa 3anncen BbINOMNHUTb KOMaHAy:
c:\>nslookup.exe
3anuck, oTBevatrLwas 3a paboty cepsucos Kerberos vyepes UDP n LDAP vepes TCP:
> set type=SRV
> _kerberos._udp.dc._msdcs.<pomeH_ AD>.
_kerberos. udp.dc. _msdcs.<pomeH_ AD>. SRV service location:
priority = 0
weight = 100
port = 88
svr hostname = <cepBep_nomeHa AD>.<pgomeH_ AD>.
> _ldap._tcp.dc._msdcs.<goMmeH_ AD>.
_ldap._tcp.dc._msdcs.<pomeH_AD>. SRV service location:
priority = 0
weight = 100
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port = 389
svr hostname = <ceppep_pgomeHa_ AD>.<goMeH_AD>.
MpoBepka HacTponkn DNS Ha cepBepe aomeHa FreelPA n Hanuyua 3anucen onga paboTol
cepsucoB FreelPA Ha DNS-cepBepe FreelPA BbINOMHAETCA U3 KOMaH4HOW CTPOKM.
3anucb, oTBevatoLwasa 3a paboty cepsucos Kerberos yepes UDP n LDAP yepes TCP:
# dig +short -t SRV _kerberos._udp.<pomeH_FreelPA>.
0 100 88 <cepBep_pomeHa_ FreelIPA>.<pomeH_FreeIPA>.
# dig +short -t SRV _ldap._tcp.<pmomeH_FreeIPA>.
0 100 389 <cepBep_pomeHa_ FreeIPA>.<gomeH_FreeIPA>.
3anucb, oTBevatrwasa 3a nma Kerberos realm IPA gpomeHa:
dig +short -t TXT _kerberos.<pomeH_FreeIPA>.
"<nomeH_ FreeIPA>"
Mocne BbINONHEHUA KOMaHabl ipa-adtrust-install AOMKHbI NOSABUTCA 3anucu, oTee-
vatowme 3a paboty cepsucos MS DC Kerberos uepes UDP n LDAP yepes TCP:
# dig +short -t SRV _kerberos. udp.dc. msdcs.<gomeH FreelIPA>.

0 100 88 <cepBep pomeHa FreelPA>.<pgomeH FreeIPA>.

# dig +short -t SRV _ldap._tcp.dc._msdcs.<pgomeH FreeIPA>.
0 100 389 <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>.
lMpoBepka Hannuusa 3anncen gns pabotsl cepsucos AD Ha DNS-cepsepe FreelPA Bbinon-

HAETCHA U3 KOMaHOHOW CTPOKW.
3anucu, otBevatowme 3a paboty cepsucoB Kerberos yepes UDP 1 LDAP yepes TCP:
# dig +short -t SRV _kerberos._udp.dc._msdcs.<pgomeH AD>.

0 100 88 <cepBep_pomeHa_AD>.<pgomeH_ AD>.

# dig +short -t SRV _ldap._tcp.dc._msdcs.<pomeH_ AD>.
0 100 389 <cepeep_ pomeHa AD>.<pomeH AD>.
Ecnu 3anucb _kerberos. udp.dc._msdcs.source-<moMeH AD>. HEOOCTYMHa, TO

Heobxogumo npoBepuTb _kerberos. tcp.dc. msdcs.source-<pmomeH AD>.

7.3.10. YnpaBneHue ypocrtoBepsiowmMm uUeHTpom XCA ana  cos3gaHus
MHDPACTPYKTYPbI OTKPbLITLIX KIHoYen

MHcTpymMeHT ynpasneHnsa yaoctoBepsaowmm LeHTpom XCA (nHcTpymeHT XCA) npume-
HAeTCa Ansa cos3faHus npoctenwero ygoctosepstowero ueHTtpa (Certification Authority, CA) n
NMHPACTPYKTYpbl OTKPbITLIX Kntoden PKI, npegHasHayveHHbIX ans obecnedeHnsa paboTbl cepeepa
n knneHToB cny06bl OpenVPN.

NuctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOMHAETCA MO0 M3 rpadhmyeckoro

MeHekepa naketoB Synaptic, nn6o u3 TepmmnHana KoMaHaoM:
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apt-get install xca

lMocne yctaHoBkn MHCTpymMeHT XCA gocTyneH ans 3anycka u3 MeHto «l1yck — YTUnutbli»
(npu ncnonb3oBaHUM knaccnveckoro MeHto «lMyck — Mporpammbl — YTunutbi»). Mo ymonyaHumto
MHcTpyMeHT XCA 3anyckaeTcs Ha si3blke onepauMoHHON cucTeMbl. BbiOop si3bika BO3MOXHO
N3MEHUTb BPY4YHYLO Yepes MeHto «Pannbl — Language».

lMocne nepsoro 3anycka nHctpymeHta XCA Heobxoanmo cosgaTb Hosyto B[. [ns aToro:

1) BbIGpaTb B MeHI0 NyHKT «Pann — Hosasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 NyTb pasmelleHuns b/;

3) HaxaTb [CoxpaHuUTb].

MpumeyvaHwue. lNepen cosgaHnem Bl Gyoet 3anpowleHa yctaHoBKa naponsa gns
poctyna k b. Mpw HaxaTtuum [Aa] B[ 6ynet cosgaHa 6e3 napons.

BHUMAHMUE! YTtepsa B[l MmoxeT npuBecTr K KOMnpomeTauum nUnu norHon Hepabotocno-
COBHOCTM cUCTEM, UCMNOMb3YIOLWNX BblAaHHbIE LEHTPOM cepTudmkaTol. PekomeHgyetcsa passopa-
4YMBaTb YAOCTOBEPSIOLLMIA LEHTP HA OTAENBHOM (PU3MYECKOM KOMMbIOTEPE, HE MOAKMHOYEHHOM K
ceTn, nepeaady cepTUUKATOB OCYLLECTBNATbL C MOMOLLbIO CbeMHbIX HOCUTENen nHpopmaummn n

MPUHSITb BCE BO3MOXHbIE MepbI AN orpaHMYeHnst gocTtyna k b[.

7.3.11. Co3paHue camonoanucaHHoro ceptucpukara B XCA
CosgaHune Lenoykn cepTudmrKkaToB BbINOMHAETCA C UCNOSb3oBaHNEM MHCTpyMeHTa XCA.
[nsa cospgaHns cepTudmkaTtoB HeobxoanuMo 3anycTuTb MHCTPYMeHT XCA U BbINOMNHUTL criegytoLme
JencTBus:
1) cosgaTb KOpPHEBOW cepTuUdukar:
a) BO BKnagke «3akpbITble Kntoum» HaxaTb KHonky [HoBbIn Knto4]. B oTkpbiBLLUEMCSA
OkHe B nore «Mms kntoda» ykasatb uMs «rootKey» n HaxaTb [Co3paTb];
6) nepentn Bo BkNnagky «Ceptudukarbl», Haxatb [HoBbIn cepTudumkari;
B) B OTKpbIBLWEMCS OkHe «CosaaHne x509 cepTudumkata» nepenTtun Bo Bknagky «Bna-
aeneuy»:
1) B none «BHyTpeHHee ums» ykasaTb nms ceptudukara «rootCAy»;
2) B none «commonName» ykasaTb TO Xe nms — «rootCAy;
3) B Groke «3akpbITbI KNOY» BblOpaTh paHee co3daHHbIv KoYy «rootKey»;
r) B okHe «CosgaHue x509 ceptudmkata» nepenTn Bo BKNagky «PacumpeHusy:
1) B none «Tuny» BblibpaTb «LleHTp CepTudurkaummny;
2) onpegenuTb Nnepuog Aencteusa ceptudurkara, ykasas B 6noke «BpemeHHbIn
ananasoH» 3HadeHne «10»;
3) HaxaTb KHoMKy [MpumeHuTb], 3aTemM HaxaTb [Aa].
2) cospgaTtb cepTudukaTt ons cepeepa:
a) B OCHOBHOM OKHE MporpamMMbl NEPENTU BO BKMNAAKY «3aKpbiTble KMOUYN» N HaXaTb
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KHOMKY «HOoBbIN Knto4y;
0) B OTKpbIBLUEMCS OKHE B none «MMsa knioya» ykasaTtb UMs «serverkKey» n Haxatb
[CozpaTb];
B) nepenTn Bo Bknaaky «Ceptudumkatbl», Haxate [HoBbIn cepTudumkar];
r) B OTKpbIBLWEMCS OkHe «Co3gaHune x509 ceptudukata» BO Bknagke «NCTOUHUKY:
1) nposepuTb ycTaHoBKY dnara «Use this Certificate for signing» co 3Ha4eHumem
«rootCA» (nmsa kopHeBoro ceptudukara);
2) B none «AnroputMm nognucm» ykasatb «SHA 256»;
) B okHe «CosgaHne x509 ceptudmkaTta» nepenTtn Bo BKNagky «Bnageneuy:
1) B none «BHyTpeHHee nmay ykaszatb FQDN cepBepa, anga kotoporo oopmupy-
eTca ceptTudukart, Hanpumep, dc01.example. ru;
2) B none «commonName» Takke ykaszate FQDN cepepa, ans kotoporo ¢op-
MUpyeTcs cepTudukar;
3) B Grioke «3akpbITbI KNOY» BblOpaTh paHee co3daHHbIv KoY «serverKeyy;
e) B okHe «CospgaHue x509 ceptudumkara» nepentn Bo BkNagky «PaclumpeHms»:
1) B none «Tun» BbiopaTb «KOHEYHbI NONb30BaTENbY;
2) onpefgenuTb Nepuog AencTBusa ceptudumkara, ykasas B 6rioke «BpemeHHbIn
ananasoH» 3HadeHne «10»;
3) HaxaTb KHOMKy [MpumeHuTb], 3aTem HaxaTb [Aa].
3) aKkcnopTupoBaTb cepTUdUKaT cepsBepa:
a) B OCHOBHOM OKHe nporpammbl nepenTn Bo BkNagky «Ceptudukatbly;
0) BbIGpaTb TPebyeMbI cepTudmKaT cepBepa U HaxaTb KHOMKY [QkcnopT];
B) B OTKPbIBLUEMCSI OKHE YKa3aTb UMs danna KoHTenHepa ceptudumkaTa n ero pacno-
NoXeHwue;
r) B 6bnoke «d®opmat akcnopT» BblbpaTh hopmaT «PKCS12 chain» n HaxaTb KHOMKY
[Aa];
A) 3agaTb Naposfib Ha 3KCNOPTUPYEMBIA KOHTEMHEP U HaxaTb kHonky [Aa].
Ha koHTponnepe gomeHa FreelPA ansa ykasaHus KOHTeHepa ¢ CepTUdUKaATOM BbINONHUTL
KomMaHay astra-freeipa-server c napamerpamu -1 v -1p:
astra-freeipa-server -1 <nyTb_X_ KOHTeNHepy> -1lp <Hnapojib_K_KOHTENHEpY>
MpocMoTpeTb MepeyeHb OOMNOSMHUTESNbHBLIX NapaMeTpoB AN 3anycka C KOMaHOOoW
astra-freeipa-server MOXHO BbINOSIHUB:

astra-freeipa-server --help

7.3.12. CkBo3Has ayTeHTUc(pukauusa Ha web-cepBepe Apache2
[nsa obecneveHns coBmecTHon paboTtbl web-cepBepa Apache2 ¢ FreelPA Heobxogmmo:

1) Hanuumne B cMcTeEME, Ha KOTOPOW PYHKLMOHNPYET web-cepBep, YCTaHOBNEHHOIO NakeTa
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KnneHTckon Yactun FreelPA freeipa-client;

2) paspelueHue MMeH JOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peluanock, B NepBYy0 o4yepedb, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);

3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yembli FreelPA gomeH

(7.3.6);

4) B cucteMe OMKeH ObITb YCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hanunune mogynsa web-cepBepa Apache2 auth_kerb npegocTtaBrnseT BO3MOXHOCTb
opraHusaunmn coBMecTHon paboTbl Apache2 n FreelPA ¢ ncnonb3oBaHnem ans ayTeHTudukaumm
nonb3oBaTenen nocpeactsom Kerberos metoga GSSAPI.

7.3.12.1. HacTtpounka cepBepHoun 4yactu FreelPA

Ha cepBepHomn Yactu cnyx6bl FreelPA Heobxogmnmo co3patb B Bl FreelPA ¢ nomoubto
YyTUNUTBLI agMUHUCTpUpoBaHus FreelPA npyvHumMnana, coOOTBETCTBYIOLLErO HacTpaMBaeMoMy web-
cepBepy Apache2. lNMpuHuMnan co3gaeTca ¢ aBTOMATUYECKU CreHepUpPOBAHHBLIM CryYanHbIM

KIMHO4YOoM.

Mpumep
kinit admin
ipa service-add HTTP/apache2.example.ru

7.3.12.2. HacTpounka knueHtTckon 4actu FreelPA ¢ yctaHoBneHHbIM web-cepBepom
Apache2

Ha knuneHnTckon 4actm cnyxobl FreelPA ¢ yctaHoBneHHbiM web-cepBepom Apache2
HeobxoanMo:

1) npoBepuTb OTKMOYEH N MOAynb ayTeHTMduKaunm Yyepes PAM web-cepeepa Apache2

auth_kerb, BbINOMHNB KOMaHAy:

a2dismod authnz_pam

2) yCcTaHOBUTb U akTUBUpOBaTb Moayrnb web-cepBepa Apache2 auth_kerb BbINOMHMB

KOMaHAbl:

apt install libapache2-mod-auth-kerb

aZ2enmod auth_kerb

3) B KOHMUrypaumnmoHHbIX dpannax BupTyanbHbIX XOCTOB web-cepBepa Apache2 ans

obnacten, Tpebyowmx aBTopmnsauumn, 4obaBnTb criegyroLme CTPOKN:

<Directory /var/www/html/>

AuthType Kerberos

KrbAuthRealms EXAMPLE.RU

KrbServiceName HTTP/apache2.example.ru

Krb5Keytab /etc/apache2/http.keytab
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KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user

</Directory>

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeHTUUKaLMN U3 CKPUNTOB C APYrMMKn
cnyx6amu, Hanpumep, cepeepoM Postgresql, B KoOHUrypaLmMoHHoMm dainne BUpTyanbHOro
XOCTa cnenyeT AononHUTENbHO Jo6aBUTb CTPOKY KrbSaveCredentials on;

4) cosgatb pann knodva Kerberos ans web-cepsepa Apache2 ¢ nomoLblo yTUNIUTBI

agMmuHucTpupoBanus FreelPA.

Mpumep

kinit admin

ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k /etc/apache2/keytab -p HTTP/apache2.example.ru

MonyyeHHbIn cpann pomkeH ObITb gocTyneH web-cepsepy Apache2 no nyTw,
yKasaHHOMY B KOHQMUrypauMoHHOM napameTpe Krb5Keytab (B AaHHOM criyyae
/etc/apache2/keytab). [Nonb3oBaTento, OT UMEHN KOTOPOro pabotaeT web-cepsep
Apache2 (no ymon4yaHuio www-data), 4OSMKHbI ObITb NPeLOCTaBMNeHbl NpaBa Ha YTEHNe
AaHHoro danna;

5) HasHauuTb BnagenbLem cdanna keytab nonb3oBatensd www-data, BbIMOMHUB KOMaH-

ay:

chown www-data /etc/apache2/keytab

6) npegocTaBuTb NpaBa Ha YTeHue hanna /etc/apache2/keytab ocTanbHbIM MOMb-

30BarernsiM, BbIMNOMHUB KOMaHAy:

chmod 644 /etc/apache2/keytab

7) nepesanyctutb web-cepBep Apache2, BbIMOMHMB KOMaH4y:

systemctl restart apache?2

Bpaysep nonb3oBaTtens 4OMKeEH NoaaepXKuBaTtb ayTeHTUdukaumo negotiate. B 6paysepe
Mozilla Firefox B HacTporkax, 4OCTYMHbIX N0 agpecy about : config, HEOBXOAMMO yKa3aTb Ans
Kakmx cepBepoB OOCTynHa ayTeHTudunkaumns negotiate. [Jna BbINONHEHUS JAaHHOM HACTPOWKK
HeobxoanMOo 3aJaTb Macku JOMEHOB unu B obLem criyyae http- u https-coeamHerus, ykasas ans
napameTpa «network.negotiate-auth.trusted-uris» B kayectBe 3Ha4yeHun «http://, https://».

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeEHTUUKaLMN U3 CKPUNTOB C APYrMMN
cnyx6amu, Hanpumep, cepeepom Postgresql, B 6paysepe Mozilla Firefox B kauecTBe 3Ha4eHUN
napametpa «network.negotiate-auth.delegation-uris» 3agatb Mackv JOMEHOB, KOTOPbIM MOXHO
nepenaBaTtb JaHHble ONsi CKBO3HOW ayTeHTUdUKaummn. A B 3anyckaemblX CKpUnTax BbICTaBUTb
nepemMeHHyl OKpyXeHust KRB5CCNAME. Hanpumep, ona php:
putenv ("KRB5CCNAME="._ S$SERVER[’KRB5CCNAME’]);


about:config
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7.3.13. CkBo3Hasa ayTeHTUdumkauum B CYB[]

Onsa pabotel CYB[ PostgreSQL c FreelPA HeobxogmMmo BbINOMHEHWE crieqyowmnx ycno-

1) HanuMumMe B cucTeMax, Ha KOTOpPbIX (YHKUMOHMPYHOT cepBep U knuneHTbl CYB[]
PostgreSQL, yctaHoBneHHoro naketa knmeHtckom Yactu FreelPA freeipa-client;

2) paspelueHue MMeH OOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTODObI UMS CUCTEMBI pas-
peluanock, B NepBY0 o4epeab, Kak NofHoe UMs (Hanpumep, postgres.example. ru);
3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yembii FreelPA gomeH
(7.3.6]).

MogpobHoe onucaHue paboTsl ¢ 3awumweHHon CYB[ PostgreSQL npueegeHo B JOKYyMeEH-

Te PYCB.10015-01 95 01-2.

[ns obecneyeHns coBmecTHon paboThl cepsepa CYB[ PostgreSQL c FreelPA Heobxo-

anmo, 4Tobbl cepsep CYB[ PostgreSQL dyHkumoHnpoBan kak cepBuc Kerberos. BbinonHeHue

AaHHoro ycnosus Tpebyet Hanuuns B B1 Kerberos npuHumnana ans cepsepa CYB[ PostgreSQL,

MMS KOTOPOTO 3afaeTcsa B hopMare:

servicename/hostname@realm

roe

MO:

servicename — UMHA YYETHOM 3anncu Nonb3oBaTterns, OT KOTOPOW OCYLLECTBNAETCH (PYHK-
umoHnpoBaHue cepeepa CYB[] PostgreSQL (no ymonyaHumio postgres) U KOTOpoe yka-
3blBaeTCs B KOHGMrypaunmoHHom dpanne cepsepa PostgreSQL kak 3HavyeHne napameTpa
krb_srvname;

hostname — NonHoe AOMEHHOE UMSI CUCTEMBI, HA KOTOpon doyHKUMOHUpYyeT cepaep CYB[]
PostgreSQL;

realm — uma gomeHa FreelPA.

[nsa obecneyeHunsa comectHon paboTbl cepBepa CYB[ PostgreSQL ¢ FreelPA Heobxogu-

1) cospatb B B[] FreelPA c nomowbio yTnnutel agMuHucTpupoBaHus FreelPA npuHuuna-
na, COOTBETCTBYIOLLEro ycTtaHasnnsaemomy cepsepy PostgreSQL. MpuHuunan co3pnaetcs

C aBTOMaTn4eCKn creHepmnpoBaHHbIM CﬂyanIHblM KIMHO4oM,

Mpumep

ipa service-add postgres/postgres.example.ru

2) cospgaTb pann kntova Kerberos gnga cepsepa CYB[] PostgreSQL ¢ noMoLLbio yTUNUTI
agmuHuctTpupoBaHus FreelPA ipa service-add.

Mpumep

ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k "/etc/postgresql/x.x/main/krb5.keytab"
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-p postgres/postgres.example.ru

Mony4yeHHbIN dann gomkeH ObiTb goctyneH cepepy CYB[ PostgreSQL no nytu, yka-
3aHHOMY B KOHUrypaumMoHHOM napameTpe krb_server keyfile (B 4aHHOM crnyyae
/etc/postgresgl/x.x/main/krb5. keytab). lNonb3oBaTtento, OT UMEHU KOTOPOro
pabotaet cepeep CYB[] PostgreSQL (no ymonyaHuio postgres), AOMKHbI 6bITb Npeao-
CTaBrieHbl NpaBa Ha YTeHue gaHHoro danna;

3) HasHauuTb BnagenoueM danna krb5. keytab nonb3oBartens posgtres, BbIMOMHMB
KoMaHAay:

chown postgres /etc/postgresql/x.x/main/krb5.keytab

4) 3apaTb B KOHgwurypaumoHHom  chamne cepBepa CYB[l  PostgreSQL
/etc/postgreslg/x.x/main/postgresqgl.conf cnegywwmne 3HadeHuUs 4N

napameTpoB.
krb_server keyfile = ’/etc/postgresqgl/x.x/main/krb5.keytab’
krb_srvname = ’'postgres’

5) ykasaTb AN BHELLUHUX COegVMHEHUN B KOHdUrypaumoHHom canne cepsepa CYB[]
PostgreSQL /etc/postgreslqg/x.x/main/pg_hba.conf MeToq ayTeHTUdUKaLMN
gss.

Mpumep
host all all 192.168.32.0/24 gss

7.3.14. Web-nHtepdcenc
WNcnonb3oBaHne web-nHTepdeiica BoaMoxHo nocne 3anycka FreelPA cornacHo [7.3.5.1]

nnn(7.3.5.21

[ns Bxoga B web-nHTepdenc BBectu B agpecHom cTpoke bpaysepa CCbifiKy, npegoctas-

neHHyto npu 3anycke FreelPA.

B cnyyae ecnu npu nepeBom Bxoae B web-nHTepenc noaBmntcs coobLieHmne o ToM, YTO

coeanHeHune He 3aluieHo, cneayert no6aBnTb OaHHbLIN agpec B UCKITHOYEHUA.

[Ona Bxoga B web-nHTepdenc ncnonb3yertca MMa yy4eTHon 3anncu admin U nNaporsib,

3agaHHbIi npu 3anycke FreelPA (cm.|7.3.5.1/n|7.3.5.2).

7.3.14.1. YcTaHOBKa MaHAAaTHbIX aTpubyTOB (User mac)

[ns ycTaHOBKM MaHAaTHbIX aTpubyTOB nonb3oBartenst Heobxoaumo:

1) BbIGpaTb Nonb3oBaTeENs U NEpPenTn BO BKNaaky «lMapametpbl»;

2) ucnonb3ysa packpbiBatowmecs cnmckn «Min MAC», «Max MAC» 1 «YpoBeHb LENOCTHO-
CTW» 3aaTb MaHOaTHbIe aTpubyThI;

3) ONng yCTaHOBKM MaHOaTHbIX aTpubyToB HaxaTb [CoxpaHuUTb].

Mone «MaHaaTHbIN aTpUbyT» AOMKHO NPUHATL 3aaHHOE 3HaYeHne B COOTBETCTBUM C
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puc. [3
AKTUBHEIE NoNb3oBaTen * userdl
v [lonb30BaTenk: user01
user(1 cogepiTcA B
NapameTpoi ¥posHw PARSEC-npuBunernia [pynnbl nonbsoeatensi (1) CeTesble rpynnbl Ponn Mpasuna HBAC

< 06HoBuTE | | D Bephyte | | X Coxpanute || fdeiicTena ~

[MapameTpbl Npoduns

JonxHocTe

Mma *

Gamunng *

*

Monnoe 1ma

JKkpaHHOE MMA

WMHuumans:

GECOS

Knacec

Mpusunerna

MaraaTHBIA aTpubyT

Min MAC

Max MAC

YpOEEHh LWenocTHOCTH

Vasya

Pupkin

Vasya Pupkin

Vasya Pupkin

VP

Wasya Pupkin

1:0=0:2:0x0
0 ~ | OTmeHuTB
2 ~

Pwuc. 3

7.3.14.2. YctaHoBka npuBunerun PARSEC (parsec cap)

Onsa yctaHosku npusunerun PARSEC Heobxogmmo:

1) BbIOpaTb Nonb3oBaTensa u NepenTy Bo BKNagky «YposHun PARSEC-npuseneruiny;

2) HaxaTb [JobaBUTBL];

3) B OTKpbIBLLUEMCS OKHE B Grnoke «[ocTyneH» OTMETUTb TpebyeMble NpuBMernu;

4) nepeMecTuUTb OTMEYEeHHble npuBunermm B 6nok «Oxmaaemblin», Haxas KHOMKY [>],

3aTeM HaxaTb [[Jlo6aBuTh] (cMm. puc. [).

Mone «MaHaaTHbIN aTpMOYT» OOMKHO NPUHATL 3a4aHHOE 3HaYeHME.
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fobaeuTe Monk3zoBaTtent userld1 YpoeHW PARSEC-npyBMNerui

JocTyneH Oxwumaaembliia

PARSEC-npueunerin [C]  PARSEC-npuewnerun
pcapchmac
pcapfilecap
pcapignmaccat
pcapignmacihvl
pcapmacsock
pcapprivsock
pcapreadsearch
pcapsetmac
pCapsig
pcapupdateatime
pcapaudit

pcapcap

OTMEHWTE

Puc. 4

Onucanne PARSEC-npusenerui npusegeHo B gokymeHTe PYCB.10015-01 97 01-1.
7.4. Samba

B coctaB OC BxoauT naket nporpamm Samba, npegHasHavyeHHbIN N pelleHns 3agad
coBmecTMmocTu co cpegon Microsoft Active Directory.

Samba nossonsetr OC BbICTynaTb kak B ponu KoHTpornnepa gomeHa Active Directory, Tak
W B PO KNUeHTa AoMeHa.

Bo3mokHocTn Samba:

cnyxba ayteHTudumkaumm Ha 6ase Kerberos v5;

LDAP-coBmecTumas cnyxba katanoroB ¢ NOAAEPXKKON pennmnKaumnm;

nogaepXka rpynnoBbiX MNOJNIUTUK;

rnoaaepkka oBepUTENbHbIX OTHOLLUEHWUI;

DNS-cepBep Ha 6a3e BIND nnn cobcTBeHHON peanusauum.

B coctaB OC BX0QAT KOHCOMNbHbIE U rpaduyeckne cpeacTsa, NO3BOMSLINE NHULMANU3N-
poBaTb Active Directory JOMeH nnv NOAKMOYNTBCS K YXKe CYLLIECTBYHOLLEMY.

AKTyanbHble MHCTPYKUUW AN pa3HbiX CLEeHapueB NpMMEHeHUst NpuBeAeHbl Ha odumLmanb-

HOM canTe wiki.astralinux.ru/docsl


wiki.astralinux.ru/docs
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7.4.1. CepBep

B coctaB OC BXOAUT UHCTPYMEHT KOMaHAHOW CTPOKN astra-sambadc, BKNKOYaOLWMN
cueHapum aBTOMaTM3NPOBAHHOM HAaCTPOMKN U MOCTPOEHNSI HOBOMO KOHTponnepa AOMEHa uUnu
BKJTHOMEHMUS B CYLLECTBYHOLLMA JOMEH B PO KOHTpOsiepa AoMeHa.

[lnsa co3gaHust HOBOro AOMeHa MUCNosib3yeTca KoMaHaa:
astra-sambadc -d <umsa_pgoumeHa>

[aHHble, Heobxoanmble NS CO3AaHNA JOMEHA U He yKa3aHHble NPy BbINOSIHEHUN KOMaH-
Abl, ByoyT 3anpoLlleHbl B UHTEPAKTUBHOM peEXUME.

[ononHuTtenbHaa nHgopmauus no NCNosib3oBaHMID KOMaHAbl OCTYMHA NPU BbIMOAHEHUN
KOMaHbl C napaMeTpom -h:
astra-sambadc -h

[nsa HAacCTPOMKM M MNOCTPOEHNA HOBOIO KOHTPOSSiepa AOMEHa UMK BKAOYEHUS B Cylle-
CTBYIOLLMI JOMEH B pONU KOHTpoOSIfepa AoMeHa B rpaonyeckomM pexnme Ucrnonb3yeTcsa ytunura

fly-admin-ad-server.

7.4.2. KnneHt

B coctaB OC BXOOUT UHCTPYMEHT KOMaHOHOM CTPOKN astra-winbind, BKNHOYaKOLWMA
cueHapun aBToMaTU3MpPOBaHHOW HACTPOMKM KOMMbOTEpPa ANS BBOL4A B CyLLECTBYHOLLMA JOMEH.

ﬂ.J'IFI BBOAA KOMMblOTEPA B JOMEH UCMOJIb3YyeTCA KOMaH4a:
astra-winbind -dc <ums_pomeHa>

ﬂ,aHHbIe, HeO6XO£I,I/IMbIe 4ana ssoda B JOMEH N HE YKa3aHHble MNMPW BbIMNOJITHEHNN KOMaHObI,
6y,ElyT 3arnpoLeHbl B UHTEPAKTUBHOM peXnme.

,D.OI'IOJ'IHVITGJ'IbHaﬂ VIH(bOpMaLWIFl Nno NCNonb30BaHNIO KOMaHAbl AOCTYMHa Npu BbINOJITHEHNN
KOMaHAbl C napaMeTpom -h:
astra-winbind -h

ﬂ,J'IFI BBOAA KOMMbKOTEPA B CyLLl,eCTBy}OU_lMVI OOMEH B Fpa(blll‘-leCKOM pexnmMme nCrnosb3yeTcd

ytunuta fly-admin-ad-client.
7.5. HacTtpouka ceTeBbIX CNnyX6

Pan ceteBbix cnyx6, Takmx kak CYB[ PostgreSQL, anekTtpoHHas noyta, obpaboTka
rMNepTeKCTOBbIX JOKYMEHTOB (web), cuctema nevatn n ap. ana pabotsl B EMNMM gomkHbl 661Tb
COOTBETCTBYOLLNM 06pa3om HacTpoeHbl. Kak npaBuno, HacTponka 3aknidaercs B obecnevye-
HUN BO3MOXXHOCTM UCMOMb30BaHUs 3TUMK cnyXbamm cKBO3HOM ayTeHTUduKauumn no Kerberos un
nonyyeHus Heobxoanmon nHpopmaumm ns 6 LDAP.

MpumeyvaHue. Npy BbINOTHEHUN HACTPOMKK CETEBLIX CYX6 NoTpebyeTca ncnonb3o-
BaHME y4eTHOM 3anMcun NpUBUNENMPOBaHHOIO Nonb3oBaTens Yepe3 MmexaHnsm sudo. [Npu cHATUK

GNOKMPOBKM Ha MHTEPAKTMBHbIN BXOA, B CUCTEMY 1S Cynepnonb3oBaTens root He pekoMeHay-
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€TCS OCYLLECTBNATb NEPEKIOYEHNE B PEXMM Cynepnosib3oBaTens komaHaon su. Heobxogumo
ncnonb3oBaTb KOMaHAy:
# su -

BHUMAHMUE! [1na o6ecneyeHnst HopMmarnbHOM paboTbl NoNb3oBaTeNsa ¢ CETEBLIMU Cep-
Bucamu B ElMM gomkHbl 6bITb IBHO 3a4aHbl Anana3oHbl ero MaHAaTHLIX YPOBHEW U KaTeropun ¢
MOMOLLIbIO COOTBETCTBYIOLUMX YyTUAKT (CM. [7.2)), Aaxke ecnv eMy He AOCTYMHbI YPOBHU U KaTeropuu
Bbiwe 0.

OnucaHne HaCTPOWMKM HEKOTOPbIX CETEBLIX CEPBMCOB NPUBEAEHDLI B CNEAYHOLINX pasaenax:

- Cucrtema obmeHa coobLIEHNAMM INEKTPOHHOM NoYTbl — cM. [13.4]

- 3alLuLLeHHbIN KOMMEKC NporpaMm rmnepTekcToBon 06paboTkn AaHHbIX — cM. [6.4}

- 3alUnLLEHHbBIV KOMMEKC NporpaMm nevatm nu MapkMpoBKU AOKYMEHTOB — cM. [11.3,

a Takke B gokymeHte PYCB.10015-01 9501-2.
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8. SALUMLLEHHASA TPAOUYHECKAA NOOCUCTEMA

3awmieHHaa rpadudeckasn nogcencrtema B coctaBe OC pyHKUMOHUPYET C MCNOSb30BaHU-
eM rpaduyeckoro cepsepa Xorg.

Mo ymonyaHuio B rpadpnyeckyto nogcucteMy BCTpoeHa MaHaaTHas 3awuTa.

[ina ycTaHOBKKM NakeToB rpacmMyeckon NogcuCcTeMbl cneayeT B npouecce paboTbl nporpam-
Mbl ycTaHoBKM OC oTMeTUTb B OKHe «Bbibop nporpaMmmHoro obecnedeHms» CTpoky «Pabouunin cton
Fly». B atom cnyyae pabouun cton Fly ycTaHOBUTCS C HACTpPOMKaMmM No YMOMYaHuio, 1 B npoLecce
3arpysKku yCTaHOBMEHHOW CUCTEMbI MOCIEe OKOHYaHUS paboTbl CUCTEMHOTO 3arpy3dvka nponsonaeTt
nepexoq K OKHy rpaduyeckoro Bxoga B cucTemMy: naketbl £ly-dm (3anyck cepBepHOM 4acTu
cuctembl) n £1y—-qgdm (nogaepxka rpacuyeckoro nHTepdenca). lNMocne 3aBepLueHns npouenypsbl

ayTeHTUUKaUUM Ha 3KpaHe MOHMTOopa NosiBUTCS rpadhmyeckuii pabounii cTor.

8.1. KoHdurypupoBaHme mMeHeakepa OKOH U paboyero croria B 3aBUCUMOCTU OT

TUNa ceccumun

Bbibop pexmma pabodero ctona Fly BeinonHAETCA B MeHIO « Tn ceccum» B OKHe rpadpmye-
CKOro Bxoga B cuctemy (ytunuta £ly-dm). o ymonyaHuio npegycMOTPeHO HECKOMBbKO PEXMMOB,
HO aAMWHNCTPATOP CUCTEMbI MOXET A06aBUTb HOBbIE PEXUMbI, HANPUMeEP, A58 «cnabbix» CUCTEM
UNW yaaneHHbIX TEPMUHANoB MOXHO co3gaBaTb pexum £ly-light u T.4.

[na co3gaHms HOBOro pexmnma Heobxoammo [obaBuTe dhann (dannbl) ceccun ¢ paclum-
peHneMm desktop B /usr/share/fly-dm/sessions 1 co3gaTb COOTBETCTBYIOLLME KOHAUIY-
paunoHHble dannbl Ana £1y-wm.

Mpwn BXoae Yyepes fly-dm BbICTaBNAeTCSH nepemMeHHas
DESKTOP_SESSION=uMs_pexuma, Hanpumep, fly, fly-desktop, fly-tablet,
fly-mobile wn T1.4.). [JaHHaa nepemeHHas SsBNASETCA WMEHEM sprblka ceccun u3
/usr/share/fly-dm/sessions (HO 6e3 pacwupeHus .desktop), KOTOpasa ykasbiBaeT

Ha Tnn ceccuun. Hanpumep:

DESKTOP_SESSION=fly — OECKTOMHbIN
DESKTOP_SESSION=fly-tablet — MNaHLWETHbLIN
DESKTOP_ SESSION=fly-mobile — MOOUNbHBIN

[aHHoe nms ceccnmn gobaenseTcsa kak cydpduKe « . SDESKTOP_SESSION» k 6a3zoBomMy
UMEHN KOHGUrypaunoHHoro damna ncnosb3yetcs 1 Ucnonb3dyeTcs Anga Boibopa KOHPUrypaumnoH-
HbIX pannoB MeHegkepa okoH £1y-wm B COOTBETCTBMU C TUMOM CECCUN.

Ecnu Tvn ceccumn NpocTo AecKTornHbIN, T.e. DESKTOP_SESSION=fly, TO KOH(pUrypaumoH-
Hble gannbl ocTarTcs 6e3 cyddumkca ans obpaTHOM COBMECTUMOCTU C NpeablayLmMmMm BeEpCUsMu
OC.

CywecTByloT criegytoime KoHUrypaunoHHsle annbl B /usr/share/fly-wm/:
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apprc
apprc.fly-mini
apprc.fly-mobile
apprc.fly-tablet
en.fly-wmrc
en.fly-wmrc.fly-mini
en.fly-wmrc.fly-mobile
en.fly-wmrc.fly-tablet
en.miscrc
en.miscrc.fly-mini
en.miscrc.fly-mobile
en.miscrc.fly-tablet
keyshortcutrc
keyshortcutrc.fly-mini
keyshortcutrc.fly-mobile
keyshortcutrc.fly-tablet
ru_RU.UTF-8.fly-wmrc
ru_RU.UTF-8.fly-wmrc.fly-mini
ru RU.UTF-8.fly-wmrc.fly-mobile
ru RU.UTF-8.fly-wmrc.fly-tablet
ru RU.UTF-8.miscrc
ru RU.UTF-8.miscrc.fly-mini
ru RU.UTF-8.miscrc.fly-mobile
ru RU.UTF-8.miscrc.fly-tablet
sessrc
sessrc.fly-mini
sessrc.fly-mobile
sessrc.fly-tablet
theme/default.themerc
theme/default.themerc.fly-mini
theme/default.themerc.fly-tablet
theme/default.themerc.fly-mobile
Takke eCTb KOHPUIYpaUNOHHbIN (hann £ly-wmrc.mini, KOTOPLIN CAYXUT ONA COBME-
CTUMOCTW U BKItOYaEeT Bce * . £1ly-mini. VI3 Ha3BaHuM aTMxX bansioB 1 KOMMEHTapUEB B dpamnax
MOYXHO MOHATb UX Ha3Ha4YyeHne N 0CoH6eHHOCTN NCMONb30BaHUS.
Ecnu ncnonesosanuce annel TUna:
~/.fly/*rc
~/.fly/theme/*rc
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/usr/share/fly-wm/*rc

/usr/share/fly-wm/theme/*rc

TO Heobxoammo nepefenatb POpMUPOBAHUE MMEHU KOHUrypauMoHHOro danna. Hanpumep,
3TOo caenaHo B ytunutax fly-admin-theme, fly-admin-hotkeys, fly-admin-winprops
n ap.

B 4qpnbikax B nonax NotShowIn #“ OnlyShowIn MOXHO  WMCMNOSb30-
BaTb WMeHa TunoB ceccun (fly, fly-tablet, fly-mobile wu TA4.). ®OyHKUMSA
FlyDesktopEntry::isDisplayable() M3 libflycore M3MeHeHa C Yy4YeTOM Haxoxoe-
HUSA B ceccum Kakoro-nnbo tuna (SDESKTOP_SESSION), Takke B 1ibflycore nobaBneHsi:
const char * flySessionName()
const char * flySessionConfigSuffix()

Mcnonb3ys nmeHa tmnoB ceccuin B NotShowIn M OnlyShowIn, MOXHO CKpblBaTb/Moka-
3blBaTb onpeeneHHble Aprblkn U3 MeHto «lyck», naHenu 3agay unv asto3anycka (B 3aBUCUMOCTU
OT TEKYLLEro pexuma).

Ecnn y kakon-nnbo Qt-nporpaMmmbl eCTb COXpaHsieMble/BOCCTaHaBNMBaeMble NapameT-
pbl, «4yBCTBUTEMbHbIE» K TUNY Ceccumn (NNaHLWeT, AecKTon 1 T.4.), TO nporpaMmma 0yaet MmeTb
Takne napameTpbl B OTAENbHbLIX 3K3eMnnapax Ang Kaxgoro Tmna ceccun, jobaenss, Hanpumep,

cydpdukcbl $SDESKTOP_SESSION K UMeHaMm napameTpoB.
8.2. Pabouui cTon Kak 4acTb 3KpaHa

B dannax *themerc (npexae Bcero B ~/ . fly/theme/current.themerc) MOXHO 3a-
AaBaTb NapameTpbl FlyDesktopWidth n FlyDesktopHeight, KOTOpble onpeaensoT pasmep
(B NMkcensax) pabo4yero ctorna Ha akpaHe. ATO MOXET ObITb NOME3HO, Hanpumep, Ans:

- [eneHns WnpokogopMaTHOrO MOHMTOPA Ha ABE YacTuh: ¢ paboynm CTorIoM n cBOOOLHOW

obnacTbto, Kyaa MOXXHO NepeTackmBaTb OKHa;

- Oong 3agaHua obnactu paboyero ctona TofbKO Ha TEBOM MOHUTOPE B ABYXMOHUTOPHOW

KOHurypaumm ¢ Xinerama.
8.3. YoaneHHbIn Bxoa no npotokony XDMCP

Mo ymonuaHuio B cucteme yganeHHbl Bxog no npotokony XDMCP 3anpelieH. YTobbl
ero paspewnTtb Heobxoanmo:

1) B cbanine /etc/X11/fly-dm/Xaccess 3aMeHUTb localhost Ha cMMBON *;

2) B panne /etc/X11/fly-dm/fly-dmrc ybeantbcs, YTo Enable=true:

[Xdmcp ]

Enable=true
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8.4. PewweHne BO3MOXHbIX Npobnem ¢ Bugeogpansepom Intel

Bupoeogpaneep ona cucteM Ha 6ase npoueccopoB Intel MOXeT B HEKOTOPLIX Cry4va-
AX YCTpaHATb psag nNpobnem OT He3HauyuTeSbHbIX, HaNnpPUMep, UCKaXXeHUA Ha 3KpaHe, oo 6o-
nee cepbe3HblX, HaNpumep, oTkasa X-cepBepa. B page crnyvyaeB 3TO MOXET ObiTb Bbl3BaHO
TMMNOM UCMNOSb3YEMOr0o YCKOPeHUs rpadmku. o ymonyaHuio B gpanBepe BKIOYEH TUMN YCKOPEHMS
SNA. [1nsa ncnonb3oBaHust 6onee ctaporo, MeaneHHoro, Ho 6onee ctabunsHoro UXA MOXHO B
/usr/share/X11/xorg.conf.d pasmectutb pamn 10-intel.conf:
Section "Device"
Identifier "intel"
Driver "intel"
Option "AccelMethod" "sna"

EndSection
8.5. ABTOMaTu3auma Bxoga B cuctemy

[ns BKNOYEHMS aBTOMaTM3aunn BXo4a nonb3oBaTens B CUCTEMY Ha pasHbIX paspeLleH-
HbIX eMY YPOBHSIX CEKPETHOCTM C MOCNEAYIOWNM NIErkKUM NepeKITiodeHneM Mexay TakKummn BXxogamm
HeobxoaMmo B cekuumn [Service] danmna /lib/systemd/system/fly-dm.service 3agatb

NnepemMeHHYH:

Environment=DM LOGIN_AUTOMATION=value

3aTteM Ha pa6oqu CTOJ1aX noJjib3oBaTesid co3gartb, HanpuMmep, crnenyrwmne AprbikKn:
- ApNbIK 4N4 3anycka unu nepexoga B ceccuto ¢ Metkonm 0: 0: 0x0: 0x0:

[Desktop Entryl

Name = session 0

Name[ru] = Ceccus 0

Type = Application

NoDisplay = false

Exec = fly-dmctl maclogin user password 0:0:0x0:0x0

Icon ledgreen

X-FLY-IconContext = Actions

Hidden = false

Terminal = false

StartupNotify = false

- ApnbIK 4N4 3anycka unm nepexoga B ceccuto ¢ MeTkonm 1:0:0x0: 0xO0:
[Desktop Entry]

Name = session 1

Name[ru] = Ceccus 1
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Type = Application

NoDisplay = false

Exec = /usr/bin/fly-dmctl maclogin user password 1:0:0x0:0x0

Icon = ledyellow

X-FLY-IconContext = Actions

Hidden = false

Terminal = false

StartupNotify = false

- ApNbIK 4N4 3anycka unu nepexoga B ceccuto ¢ MeTkom 2: 0: 0x0: 0x0:

[Desktop Entryl

Name = session 2

Name[ru] = Ceccusa 2

Type = Application

NoDisplay = false

Exec = fly-dmctl maclogin user password 2:0:0x0:0x0

Icon = ledred

X-FLY-IconContext = Actions

Hidden = false

Terminal = false

StartupNotify = false

C NOMOLLbIO APJNbIKOB AaHHOIo TUMNa noJyib3oBaTeslb CMOXET MaKCUMaribHO J1erko nepekrto-
YyaTbCA Mexay cecCnamMmn ¢ pa3HbiMn MaHOATHbIMU METKaMW, rnpeaBapuTeribHO pa3peLlleHHbIMA

nonb3oBaTento agMMHUCTPATOPOM CUCTEMBI.
8.6. Pabouun cton Fly

B coctaB pabodero ctona Fly BXoguT OKOHHBLIN MeHemXep u rpacdnyeckne yTunmThbl, KOTo-
pble MoryT ObITb Mcnonb3oBaHbl Ana agMmuHucTpupoBaHus OC. BonbWNMHCTBO yTUNUT NpeacTas-
nsiet cobon rpagudeckme 060noYKkM Hag COOTBETCTBYOLLMMU TEKCTOBBIMWU YTUIIMTAMM KOMaHL4HOM
CTPOKM.

OcHoOBHble rpadmyeckne yTunuTbl 415 HACTPOMKN U aAMUHUCTPUPOBAHNSA CUCTEMbI NPU-

BedeHbl B Tabnuue [51]

Tabnuuya 51
YTunuta OnuncaHue
fly-admin-autostart YCTaHOBKN NPUIIOXKEHUIA, 3anyCKaeMbiX aBTOMaTUYECKN NPU 3arpys-
«ABTOCTapT» Ke pabouyero ctona

fly-admin-dm

HacTtpownka rpacdunyeckoro Bxoga B CUCTEM
«Bxop B cucTemy» P pac A y
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fly-admin-hotkeys
«lopsuune knasuwm Fly»

3aI'IyCK penaKkTopa ropAadnx Knasuil Aand HaCTpOI7IKVI COOTBETCTBUA
Mexay coveTaHnAaMn Knasuil 1 OEeNCTBUAMU

fly-admin-date
«[ata n Bpems»

MpocmoTp yCTaHOBNEHHOrO BPEMEHM, AaTbl, YAaCOBOro Nosica, KaneH-
Aapsi, uameHeHne cdopmarta oToOpaXKeHUsi BPDEMEHU HA CUCTEMHbIX
yacax, AaTtbl 1 BpeMeHW Ha BCMMbIBalOLLEM COODLLEHUN NpU HaBeae-
HUM Kypcopa MbIlIN HAa CUCTEMHbIE Yackl B 06ractu yBeaoMneHui
Ha naHenu 3agad

fly-admin-grub2
«3arpya3unk GRUB2»

padmueckas ytunuta HacTpoinku 3arpysdnka OC GRUB2

systemdgenie
«MHnumanusaymsa cuctembi»

Ipaduyeckasn ytunuta ynpasneHus cryxbon Systemd

«MeHemxep naketoB Synaptic»

Mpadbnueckas yTunuTa yCTaHOBKM NAKETOB

fly-admin-mouse
«MbiWwby

HacTporika KHOMOK MbILLX U CKOPOCTU NepeMeLLeHnsa Kypcopa

«HacTpoiika mexceTeBoro akpa-
Ha»

Ipadmnyeckasa ytunuta Gufw HaCTPONKN MexXceTeBoro akpaHa UFW
(Uncomplicated Firewall). NMogpo6bHas nHdopmauusa o nporpamme
AOCTYMNHa HenocpeacTBEHHO U3 rpadonyeckon yTUnnTbl

fly-admin-screen
«HacTpowika MoHuTOpa»

HacTpoiika pa3mepa n3obpaxeHus, paspeLueHusi, 4acToTbl 06HOB-
NEHUs 1 Apyrux napameTpoB MOHMTOPA

fly-brightness
«Hactpoiika apkoctu Fly»

lNporpamma Anst HACTPOMKM APKOCTU B NSIAHLLETHOM peEXnme

fly-admin-reflex
«ObpaboTka «ropsa4yero» nNoaknto-
YEeHUA»

HacTtpowka peakuunin npy nogko4eHnn YCTPOMUCTB B NpoLiecce pa-
6oTbl

fly-orientation
«OpueHTauns akpaHa»

HacTtpowka opveHTaLmm akpaHa

fly-admin-theme
«OdopmneHne Fly»

Hactporika o6oeB, Tem, WpUATOB, 3KpaHa GNOKUPOBKN N OPYINX
anemMmeHToB paboyero cTona

fly-menuedit
«MaHenb BGbICTpOro 3anycka»

,D,06aBneHme n yoaneHme nporpamMmm U3 naHenu 6bICTpOFO 3anycka

fly-admin-center
«lMaHenb ynpasneHus»

LleHTpanun3oBaHHbIM JOCTYN K rpadoMyecknm yTunnTam HacTpOrKN 1
a4MVHUCTPUPOBAHKSA CUCTEMbI

fly-admin-winprops
«lMapameTpbl OKOH»

HacTpolika noBeaeHns n BHELLHEro Buaa oKoH paboyero ctona

fly-admin-env
«MepemMeHHbIE OKPYXXEHUSA»

ﬂ,06aBJ'IeHVIe, M3MEHEHNE N yOarieHne nepemMeHHbIX OKPpYy>XKeHUsA

fly-admin-cron
«lMnaHnpoBLWMK 3aga4»

YcTaHOBKa pacnucaHusi 3agad Ans BbiNosiHeHUst B OOHOBOM peXu-
Me, HacTpolika cpeabl BbINMOMHEHNS 3aa4n (NepeMeHHbIX OKpYXKe-
HUS1), paspeLleHne 1nmn 3anpeT Ha BbINOMTHEHUE YXKe YCTaHOBIEHHOM
3agjaun
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fly-admin-smc
«Monutnka 6esonacHoCTN»

YnpasneHue nokanbHOW NONMTMKON 6e30MacHOCTU 1 ynpaBneHme
ElM. MNMo3Bonser ynpaBnsaTb: Norb3oBarensgaMmu, rpynnaMmm n Ha-
cTpovikamu n atpnbytammn (MaHgaTHbIM ynpasrneHnem SOCTYNoMm
nornb3oBaTtens, napaMmeTpamu NPOTOKONMPOBaHWS, NPUBUMIErUSAMMU,
MONMTUKOM CpOKa AENCTBUSA Napons, NONUTUKON ONoKMpoBKKM); 6asa-
MU OaHHbIX Parsec (ayantom, maHgaTHbIMU aTpubyTamu n npusm-
nernsiMmn); NONMUTMKOWN CO34aHusi MoNb3oBaTernen; HacTponkamm 6es-
onacHocTu (ycTaHaBnuBaTb NapamMeTpbl MOHTUPOBAHWS AN OYUCT-
kv BriokoB namsiTM nNpm nx ocBoboXaeHun, HacTpameBaTb OYUCTKY
pa3genoB CTPaHNYHOro o6MeHa Npu BbIKIIOYEHUM CUCTEMBI); Napa-
MEeTpaMm NOAKMYEHNSA BHELUHNX YCTPOWCTB (YYMTbIBATL HOCUTENN
N ynpaBnaTb UX NPUHAONEXHOCTbIO, NPOTOKONUPOBAHUEM U MaH-
AaTHbIMK aTpnbytam

fly-mimeapps
«[prnoxeHus ans
thannos»

TUMNOoB

MpocMOTp AOCTYMNHbLIX NPUNOXEHUI U YCTAHOBKA NPUIIOXKEHNS MO
YMOM4YaHuo 4Ns TUMNoB (annoB, yCTaHOBKA KOMaHAbl A4S 3anycka
o6o3peBartenst 1 Ans Co34aHUs BIIOXEHUIA MOYTOBOMO KMMEHTA.

MpumeyaHue. YTunura 3anyckaercsi TONMbKO C apryMeHToM —d

fly-admin-printer
«lpuHTEpLI»

MNporpamma «MeHemxkep nedatn Fly» gna HacTpoukm nedatun B
rpacon4eckom pexmve

fly-xkbmap
«Packnagka knasuatypbl»

HacTpolika packnagok Knaesmatypbl

fly-admin-policykit-1
«CaHkumm PolicyKit»

YnpasneHue caHkumamu Policykit

fly-admin-session
«Ceccuu Fly»

HacTtpowikn ans ceccuin pabovero crtona

nm-connection-editor
«CeTeBble coenHEHNSA»

«CuncTemMHble anbTepHaTUBBIY»

fly-admin-alternatives

HacTpolikn ceTeBbIX coeanHeHui (Mo yMoryaHuio npu 3arpyske
CUCTeMbl BbINOSHAETCS aBTO3arnyck nporpamMmbl)

YnpasneHue cuctemon anstepHaTMB AUCTPUBYTUBOB, OCHOBAHHbIX
Ha Debian

fly-admin-kiosk
«CUCTEMHBIN KMOCK»

Yn paBiieHne orpaHn4eHnemM cpeabl

fly-start-panel
«CTtapToBO€E MEHIO»

HacTpowka cTpyKTypbl MeHIo «[Tyck»

n ckaHepos HP»

«YcTaHoBKa NpUHTEPOB, hakcoB

padmyeckas ytunuta yCcTaHOBKM HOBbIX ycTpouncTtB HP

fly-admin-fonts
«Wpudtbin

MpocMOTp U MMMNOPT CUCTEMHbLIX LLPUPTOB

fly-admin-power
«QnekTponuTaHme»

HacTpoiika 1 ynpaBneHue napameTpamu 3neKTPONUTaHNs U SHepro-
cbepexeHuns

fly-admin-service
«CepBUchi»

Cratyc n KoHdurypauus cnyx0, nx 3anyck u oCTaHOBKa, aBToMaTu-
3MpoBaHHas HacTponka crny>6 Ang PyHKUMOHMPOBAHUS C ayTEHTU-
dukaumen B pexume ENMNM n PAM

fly-admin-viewaudit
«KypHan 6e3onacHoOCTU»

MpocMoTp XypHana pacLUMPEHHON CUCTEMbI MPOTOKONMPOBaHUS
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fly-run
«3anyck NpUoXXeHns»

3anyck nporpamMmmbl UM OCYLLECTBREHNE OOCTYNa K pecypcy u3
KOMaHOHOW CTPOKMK

«KoHTponb uenocTHoCcTK dhan-
noe»

Ipaduyeckasn ytunuta nporpammebl afick MoHMTOpa nameHeHmn can-
noB cucTembl

fly-admin-device-manager
«MeHepxep ycTponcTe»

MNony4yeHne nHdopmaunmn 06 yctponcTeax, 4OCTYMHbIX B CUCTEME,
a TaKke ANng HaCTPOWMKM HEKOTOPbIX U3 HUX

fly-fm
«MeHepxep dannos»

MpocmoTp nanok pabo4yero ctona un anemeHToB OC, BbINONHEHNE
OCHOBHbIX (PYHKUMI yripaBneHusa dannamm, Noakno4eHne n oTKo-
yeHne PC HocuTenemn AOCTYMHbIX YCTPOMCTB XPaHEHUS1 AaHHbIX,
obpalleHune k ceteBblM Samba-pecypcam, pabota ¢ apxmBamu, Bbl-
nofHeHne KogmpytoLero/packoanpytoLlero npeobpasoBaHus

gbat
«MoHnuTop 6atapen QBat»

Mporpamma QBat ona MoHUTOpUHra 6atapen aNeKTponuTaHns

fly-print-monitor
«MoHuTop NnevyaTn»

O630p 1 ynpaBneHne cMCTEMON ne4vaTn n3 obnactn yBeaomMreHnn
Ha naHenu 3agad

fly-find
«lMowck cparnos»

Mowuck dannos 1 Katanoros

fly-admin-int-check
«lMpoBepka LEeNnocTHOCTM cUcTe-
MbI»

MpoBepka LenocTHOCTM cncTembl Ansi padodero ctona Fly

fly-admin-marker
«PepakTop mapkepoB»

HaCTpOI7IKa MapKMNpPOBKK ne4vyaTtu COI'IpOBO[J,I/ITeJ'IbHOIZ Haanncu Ooky-
MEHTOB

«PepakTop pasgenos Gparted»

CospgaHue, nepepacnpeaeneHne unu yaaneHme CUCTEMHbIX pasge-
nos OC

ksysguard
«CUNCTEMHbBI MOHUTOPY

OTcnexvBaHne CUCTEMHbIX NapaMeTpoB

fly-term
«Tepmunan Fly»

3myn$|Top KOHCOJ1IbHOIo pexunma

«MeHepxep dannos MC»

MpocmoTp nanok n anemeHToB PC, BbINOMHEHNE OCHOBHbIX DYHK-
LM ynpasneHus dannamm, nogknoveHne n otknodeHne ®C Ho-
cuTenen OOCTYMHbIX YCTPONCTB XpaHeHUs AaHHbIX, obpalleHune K
CeTEBLIM pecypcaM, paboTa ¢ apxmuBaMu, BbINOSTHEHNE KOOUPYIOLLIE-
ro/packogupytoLlero npeobpasoBaHuns

ark
«Paborta ¢ apxueamu Arky

Mporpamma gnst paboTbl ¢ apxnuBamn annos

kgpg
«KGpg»

Mporpamma ynpasneHus knodamm GPG

fly-admin-ald
«HacTtporika Active Directory»

Mporpamma HacTponku Active Directory

fly-admin-ald-client
«HacTtpoiika Active Directory»

Mporpamma BBoAa B fomeH Active Directory

fly-admin-ad
«YnpaBneHne [OOMEHHOW
NINTUKOM Be3onacHocTU»

no-

YnpaeneHue nonutukon 6esonacHoctu EMMM (gomeHa). Pabotaet
Kak u nporpamma f£ly-admin-smc B pexume ENMMM. BeinonHset 1e
e AeNCTBUS, YTO N KOHCONbHasa yTunuta ald-admin
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OkoHyaHue mabnuusi 51

Ytunnurta OnucaHue

fly-admin-dhcp

«Hactponka DHCP-cepsepa» Hactponka cepsepa DHCP

fly-admin-openvpn-server

«KoHdurypauusa VPN-cepsepa» Hacrponka cepaepa VPN

fly-admin-freeipa-server
«Hactporika cepsepHon 4vactu | Ipadmyeckas ytunuta ynpasneHus cepBepHon YacTeto FreelPA
FreelPA»

fly-admin-freeipa-client
«HacTtporika knueHTckon 4Yactu | [padpmyeckasn ytunura ynpasneHus KnmeHTckon yactelo FreelPA
FreelPA»

fly-admin-ftp
«FTP»

HacTtpolika cepsepa FTP

fly-admin-ntp

«HacTpoiika NTP» HacTtpolika cepsepa BpemeHn NTP

fly-admin-samba

YnpasneHnue odbwmmMmmn nankamm Samba
«O0Lwue nankn Samba» P -

fly-passwd

CwmeHa napons
«M3mMeHnTb naponb»

fly-scan YcTaHOBKa CkaHepa U CKaHupoBaHWe C COXpaHeHUeM n3obpaxeHuns
«CkaHvpoBaHue» (3anyckaetcsa ¢ apryMeHTOM —-noautoselect)
fly-su

BbinonHeHne komaHabl OT UMEHU ApYyroro noJsib3oBartesnd
«lMNogmeHa nonb3oBaTtensa»

fly-hexedit

o PepakTop AaHHLIX B ABOUYHBIX harinax
«[1BONYHbLIV pegakTop» A PA A P

fly-jobviewer

MpocMoTp 1 ynpaeneHne ovepenpto 3agaHnii Ha nevatb
«Ouepenb nevatn» P pvynp peq A

OnuncaHne YTUNIT OOCTYNHO B SﬂeKTpOHHOVI cnpaBke U nNo HaXxaturo KnasBuLln <F1>B

aKTMBHOM OKHe rpacoun4eckomn yTunuThbl.
8.7. MaHpaTHOe ynpaBrieHne [oCTynom

MaHpgaTtHas 3awmTa, BCTpoeHHasi B paboumnn cton Fly n yctaHaBnmBaemas no yMON4aHuio
BmecTe ¢ OC, no3BonsieT agMUHUCTPATOPy 3afaBaTb OTAENbHO AN KaXOoro norb3oBartens
paspelleHHbI AMana3oH MaHaaTHbIX YPOBHEN U KaTeropuid. [1ng aToun Luenu cnegyert Ucnosnb3oBaTth
rpadpudeckyto ytunuty fly-admin-smc.

Mocne Toro kak norb3oBaTesib, A9 KOTOPOro YCTaHOBMEHbI BO3MOXHble MaHAATHbIEe
YPOBHM 1 KaTeropuu, OTNIMYHbIE OT HyNsl, BONOET B CUCTEMY, eMy ByaeT npeasioxkeHo yCTaHOBUTb
KOHKPETHbIM MaHAATHbIN YPOBEHb M KOHKPETHYHO KaTeropuio Anst 4aHHOW ceccumn B npegenax
paspeLUeHHbIX AMana3oHoB. BeibpaHHble 3HAYEHNS STUX NapaMeTPOB OTODpaXakTcs Ha LIBETHOM

MHOUKaTope C YUCITOM BHYTPU, paCnoJiIoXXEeHHOM B obnactu yBeﬂ,OMJ'IeHI/IIZ Ha naHenu 3agad. [ns
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Mony4YeHnst NHCOPMaLIMOHHOTO COOBLLEHNS CrieyeT HaBEeCTV Kypcop Ha uHamkaTop (puc. [B)).

ASTRALINUX'

Az user
MeTka: ¥poeeHs_T:HuzkwiA:KaTteropma_1:0x0/Hem:Het
Jawwuta X11: OBbluHan

Puc. 5
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9. YNPABJIEHUE NMPOrPAMMHbBIMU NMAKETAMW

B OC wncnonbaytoTca nporpaMMHble NakeTbl (fanee no TeKCTy — nakeTbl) B doopmare
«.deb». [Ing ynpaBneHna naketamu B pexxume KOMaHOHOW CTPOKKU (Mfiv B aMynsaTope TepMu-
Hana B rpauyeckom pexunme) npeaHasHadeHbl Habop KOMaHL HMKHEro YpoBHS dpkg U KOM-
niekc nporpaMm BbICOKOIO YPOBHSA apt-get, apt-cache n aptitude. B rpaguyeckom pexnme
ynpaBnsTb NakeTaMmm MOXHO C NMOMOLLLIO NporpaMmmbl synaptic (yHMBepcanbHas rpaduyeckas
obonoyka Anga apt).

Mo ymonyaHuio obbIYHbBIN NONb3oBaTeNb HE MMEET NpaBa UCMONb30BaTb 3TU UHCTPYMEHTHI.
[nga Bcex onepaunii ¢ nakeTamm (3a UCKIOYEHNEM HEKOTOPbIX CrlydaeB nonyyYeHms nHpopmaumm
0 nakeTax) HeobxoauMbI NpaBa Cynepnonb3oBaTens, KOTOpble aAMUHUCTPATOP MOXET MOMYyYUTb
yepe3 MexaHun3m sudo.

MpumeyaHwue. [NpaBa gocTyna K UCNONMHAEMbIM (hansiam no3BosST BCEM MNOSb30Ba-
TensMm 3anyckaTb UX Ha BbIMNOMHEHNE, HO yaansaTb v MogMuumnpoBaTth Takue gansnbl MOXeET
TONbKO cynepnosib3oBaTefib. OBbIMHO NPUMNOXEHNA YyCTaHaBMMBAKTCA B KaTtasnor ¢ npasamu
YTeHNa BCceMn nonb3oBaTensamu, Ho 6e3 npasa 3anucu B Hero.

CpencTtea ynpaBsreHus naketamy obecnevvBatoT BO3MOXHOCTb aBTOMaTU3MPOBaHHOM

ycTaHoBkM o6HoBneHun OC.

9.1. Ha6bop komaHpg dpkg

Habop komaHa dpkg npegHasHayeH, B OCHOBHOM, 415 onepauuin ¢ naketaMum Ha fnokasb-
HOM ypoBHe. C NoMOLLbIO KOMaHAbl dpkg 1 ApYrnx KOMaHa 3Toro Habopa MOXHO yCTaHaBnNuBaTb
N yaansTb NakeTbl, cObupaTb NX N3 UCXOAHbLIX TEKCTOB, NONyYaTb MHpOPMALMIO O KOHKPETHOM
nakete N 06 yCTaHOBMEHHbIX B CUCTEME NakeTax:
dpkg -i <nomnHHE nyTb>/<MNOJIHOE HMS_IakeTa>

Ecnu naket (Hanpumep, iptables_1.4.21-2_amd64.deb), KOTOpbIM HEOOXOAUMO
YyCTaHOBWUTb, MOMeLLeH B paboyunn katanor (Hanpumep, /home/userl) NnNu HaxoauTCs Ha CMOH-
TMPOBAHHOM BHELLHEM HOCUTeENe, creayeT BbINOMHUTL CreayroLyo KoMaHay:
dpkg -i /home/userl/iptables_1.4.21-2_amdé64.deb

B cnyyae, ecnn HeyQOBNETBOPEHHbIE 3aBUCMMOCTU NakeTa OTCYTCTBYIOT, OH ByaeT ycTa-
HoBneH. B cnyyae HapylweHunsa 3aBucnmocTten dpkg BblaacT cooblieHne 06 owmnbke, B KOTOPOM
OyayT nepeyncneHbl Bce Heobxoanmble NakeTbl, KOTOpble CreayeT YCTaHOBUTb, YTObbI paspelmnTb
obs3aTenbHble 3aBUCUMOCTH.

[na yoaneHus HEHYXXHOro nakeTta, HO COXpaHeHUs Bcex ero oannoB HacTPOWKK, criegyet
BbINOSTHUTL KOMaHAYy:
dpkg -r <3HauuMas_uacCTb_HMEHU IakeTa>

[nsa naketa iptables_1.4.21-2_amd64.deb komaHaa OyaeT BbirmMageTb Cleayowmm
obpasom:



229
PYCBE.10015-01 95 01-1

dpkg -r iptables

ﬂ,J'IFl yoaneHna naketa n O4YNCTKn CUCTEMbI OT BCEX €ro KOMMNOHEHTOB (B cny4yae, ecnu
ﬂ,aHHbIVI naket He CcBA3aH 3aBUCUMOCTAMU C OPYrMMU YCTaHOBJIE€HHbIMU I'IaKeTaMl/l) cnenyetr
BbIMOJNMTHNTb KOMaHOY:
dpkg -P <3HauuMmas_uacCTb_MMEHH lakeTa>

Ecnu xe ygandembln nakeT 3aBUCUT OT APYrMx nakeTtos, nocnegyetr coobuwieHne o6
ownbke ¢ nepevyHem 3aBUCUMOCTEN.

Cne,u,yeT OTMETUTb, YTO UCMNOJ1Ib30OBaHME NOJSTHOIO MUMEHM NakeTa PerynmpyeTcad and Bcex
KOMaH4 cemencTea dpkg NMPOCTbIM NnpaBuIioM: And nobbIx )J,GVICTBI/IVI C yXe yCTaHOBJIEHHbIM
nakeTomMm B KOMaH/J,HOIZ CTpOKe npuMmeHAeTcAa 3Had4nmaa 4actb MMEHU, a BO BCeX OCTaJIbHbIX
cny4dyaax — rnoJiHoe nms.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man dpkg.
9.2. Komnnekc nporpamm apt

Komnnekc nporpamMmm apt npegHa3HayeH, B OCHOBHOM, ONA ynpasreHuss BCeMmun onepawu-
AMU C NakeTamMin (B T.4. aBTOMaTU4E€CKMM pa3peLieHnem 3aBVICVIMOCTel7I) npu Hann4nm octyna K

CeTeBbIM UMW fIoKanbHbIM apxuBam (MCTOYHMKAM) NaKETOB.

9.2.1. HacTtpouka gocTtyna K apxuBam nakeToB

MHopmauus o ceTeBbIX U SIOKarnbHbIX apxXuBax NnakeToB A4S KOMMfeKca nporpaMmm apt
cogepxutca B pamne /etc/apt/sources.list. B hanne Haxognutcss CNUCOK MCTOYHUKOB
NakeToB, KOTOPbIA NCMONb3yeTCs NporpaMmmamMn ans onpeneneHns MecTonosioKeHnUs apxXmBOB.
Cnuncok NCTOYHUKOB pa3pabaTbiBaeTca AN NOAAEPXKKN NoOOro KonnyecTsa akTMBHbBIX MCTOYHUKOB
N pasfnnyHbIX BUOOB 3TUX UCTOYHUKOB. VICTOYHUKM NepevncnsaoTcs No ogHOMY B CTPOKe B NopsiaKe
ybbIBaHNA UX NpuopuTeTa.

Onucanune danna /etc/apt/sources.list NnpMBegeHo B man sources.list.

Mpumep
®ann sources.list
deb cdrom: [0S Astra Linux 1.3.39 smolensk - amdé64 DVD]/ smolensk contrib
main non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-main smolensk
main contrib non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-devel smolensk devel

contrib non-free

Mpun yCTaHOBKe OCc ,EI,I/ICTpI/I6yTVIBa CTpOKa deb cdrom. .. aBTOMaruniecku 3anucbiBa-

eTcd B pann sources.list.
Bkntountb JaHHYI CTPOKY B CMMCOK NUCTOYHMUKOB TakKXe MOXXHO Nnpu nNomMoLLn KOMaHObl:
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apt-cdrom add

DVD-guck ¢ guctpubytmeom OC npu 9TOM JOMMKEH HaxoauUTbCHA B YCTPOUCTBE YTEHUA
DVD-guckoB (MOHTMpOBaTL €ro He 0b6A3aTensLHO).

CTpoKMK, COOTBETCTBYIOLLME UCTOYHUKAM OCTalbHbIX TUNOB, BHOCATCA B (bais npu noMoLLu

noboro pegakropa.

9.2.2. YcTtaHOBKa U yaaneHue naketos

Mocne yctaHoBkn OC cosgaetcs nokansHada B[l o Bcex nakeTtax, KOTopble Haxoaunucb
Ha DVD-gucke ¢ auctpnbyTMBOM U apXmMB YCTAHOBMEHHbIX MakeToB. OTa MHGOpMaUnsa MoXeT
BbIBOAUTLCS B pasnnyHon doopme npu nomMoLm KoMaHabl apt-cache. Hanpumep, komaHaa:
apt-cache show iptables
BbIBeET BCO MHGOPMAaLMIO, COAEPKaLLYOCA B ONMCAHUKU NakeTa iptables.

O6HoBUTL coaepkMmoe nokanbHon B MOXXHO Npy NOMOLLUY KOMaHAb!:
apt-get install update

9Ty onepaumo Heo6X0AMMO BbIMOSHATL NPU KaXX40M M3MEHEHUN KaK CMUCKA MCTOYHUKOB
NakeToB, TaK U COAEPXMMOro 3TUX UCTOYHUKOB (Hanpumep, Npu nepexone K UCrnosb3oBaHUO
obHoeneHHou Bepcumn OC).

lMonHoe oB6HOBMNEHNE BCEX YCTAHOBMNEHHbLIX B CUCTEME MAKETOB NPOU3BOAMTCS NPU NOMO-
LLIN KOMaHAbI:
apt-get install upgrade

O6HoeneHne ctapon Bepcun OC go HoBown (6e3 nepeycTtaHOBKM) NPOU3BOAUTCS MNPU
NMOMOLLIM KOMaHAbI:
apt-get install dist-upgrade

YcTaHoBKa OTAENbHOro naketa (ecnu oH OTCYTCTBOBar B CUCTEME) NPOU3BOANTCS Npu
NOMOLLIM KOMaHAbI:
apt-get install <s3HauuMmasl uyacTb_HMEHU IakeTa>

Mpun aTom ByayT nccnenoBaHbl U pa3peLleHbl Bce 0bsa3aTenbHble 3aBUCMMOCTU W, Npn
HeobXo4MMOCTU, YCTaHOBMEHbI HEOOXOANMbIE AOMNOMNHUTENBHbIE MAKETHI.

YpaneHue naketa (C coxpaHeHnem ero annos HaCTPOMKK) MPOM3BOAMTCS NPU NOMOLLM
KOMaHAbl:
apt-get remove <3HauuMas_ uUacCTb_MHMEeHM_IllakeTa>

Ecnn npu aTom Heo6XoAMMO NOMHOCTLI OYUCTUTL CUCTEMY OT BCEX KOMMOHEHT yaanse-
MOro naketa, TO MPUMEHSIETCA KOMaHaa:
apt-get remove --purge <3HauuMas_udacTb_MNMEHH IllakeTa>

OnucaHune KkoMaHg NpMBegeHo B man apt-cache Mman apt-get.
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10. PESEPBHOE KOINMMPOBAHUE U BOCCTAHOBJIEHUE OAHHbIX

Llenbto pe3epBHOro KonMpoBaHus ABNsSieTcs obecrnedeHmne BO3IMOXXHOCTN BOCCTaHOBIEHUSA
oTAaenbHbIX annos unm ®C B LLENOM C MUHUManbHbIMK 3aTpaTtaMn Tpyaa U BpEMEHU B criydae
yTepu paboyen Konuu nHhopmawmm.

lMpouecc pe3epBHOro KONMPOBaHUA AOMKEH ObITb MakCMMarbHO aBTOMaTM3MpPOBaH U
TpeboBaTb HaVMeHbLLEro y4acTuUs CO CTOPOHbI agMUHUCTPATOpa CUCTEMBI.

PesepBHoe konvpoBaHMe — 3TO NpoLece, BAMSIOLWNA Ha paboTOCNOCOBHOCTL CUCTEMBI.
PesepBHOe konupoBaHWe 1 BOCCTAHOBMNEHNE YBENMYMBAET TEKYLLYIO Harpy3ky Ha CUCTEMY, YTO
MOXET BbI3blBaTb 3ameaneHne paboTbl cuctembl. Kpome TOro, B 3aBUCMMOCTU OT BUAA PE3EPBHOMO
KOMMpOBaHMs 1 BOCCTAHOBMNEHNSA, MOXET NoTpeboBaTbCst MOHOMOMbHbIA AOCTYN K CUCTEME UK
nornHasa octaHoBKa ee paboThl.

[na xpaHeHUsa pe3epBHbIX KONUN MOTYT ObiTb MCMOMb30BaHbl Pa3fIYHble HOCUTESNN UH-
dhopmMaLmmn: NEHTOYHbIE UM ANCKOBbIE HAKONUTENMW, OTYYXXAaeMble HOCUTENu nHdopmMaumm nnm
cneunanbHO BblAeMNeHHble pa3genbl XXecTKoro gucka.

[ns obecneyeHns HageXHOro Pe3epBHOIO KONMPOBAHUS N BOCCTAHOBIEHWS B pearbHbIX
cUCTEMax, Kak NpaBunio, NPUMEHSIETCS YETKOe NaHMPOBaHWE YKa3aHHbIX NPOLEeCCOB, YYMTbIBaIO-
LLiee BCe acneKTbl NOCTPOEHUS U (hyHKLMOHMpoBaHUs cuctembl (cMm. [10.2).

[Insa BbINONHEHMST onepauuin pe3epBHOrO KONMPOBaHUA U BOCCTaHOBNEHUS o6bekToB OC
C COXpaHEeHMEM N BOCCTaAHOBIIEHNEM MaHAaTHbIX aTpubyToB n atpnbytoB ayauta B OC moryT
NCNonNb30BaTbCS:

1) komnnekc nporpamm Bacula (10.3));

2) ytunuta konupoBaHnusi rsync (10.4);

3) ytunuta apxusupoBanus tar (10.5).

BHUMAHUE! Pa6oTta ¢ maHgaTtHbiMM aTpmbytamun n atpubytamm aygurta npu UCnosib-
30BaHWN PasnNUYHbIX YTUNUT CO30aHUSA pe3epBHbIX KOnui TpebyeT NCNonb3oBaHUA NapamMeTpoB
COXpaHeHUsi pacLUMpeHHbIX aTpnbyToB (Kak NpaBuno Buaa —xattrs, BO3MOXHO C yKa3aHWeM

AONONMHUTENbHbLIX MapaMeTPoB, HaNnpMMep, NPUBEAEHHbIX B n[10.5]).
BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHbIX aTpubyToB hannioB U3 pe3epBHbIX KOMUI

Heo6X0AMMO OT MMEHU YYETHOM 3annucu agMUHUCTPaTOpa BbINOMHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure_setxattr

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHbIX aTpubyToB hannioB U3 pe3epBHbIX KOMU
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna moxet GbITb NONyYEHa C UCNOMb30BaHUEM YTUNUTLI execaps:
sudo execaps -c 0x1000 tar .......

BHUMAHMUE! BoccTtaHoBrneHne paclumpeHHbIX atpnbyToB hannos ¢ NCNofnb30BaHNEM

unsecure_setxattr BO3MOXHO TOMbKO B Cly4vae, ecrin anI/I6yTbI BOCCTaHaBnmMBarkTCA C Nno-
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MOLLLbO CUCTEMHOTO Bbl30Ba setxattr nyTeM ycTaHOBKM aTpmbyTa security.PDPL. Micnonb-

30BaHMe unsecure_setxattr He BNUAET HA BO3MOXHOCTb USBMEHEHUA MaHOATHbIX anI/I6yTOB

¢rannoB cucteMHbIMU Bbl3oBaMu pdpl_set_path, pdpl_set_ fd.

Mocne BOCCTaHOBMEHUS U3 pe3epBHbIX KOMWIA paitnos ¢ MaHaaTHbIMK aTpubyTammn Heob-

Xxoanmo OT MMEHU yquH0|7| 3anmcnm agMmnMHUCTparTtopa BbINONMHNTL KOMaHAY:

sudo echo 0 > /parsecfs/unsecure_setxattr

10.1. Buabl pe3epBHOro KonupoBaHus

CylecTByIOT criegyrolime BMAbl PE3EPBHOIO KOMMPOBAHUS:

- MOSTHOE pe3epBHOE KOMMpOBaHME — COXpaHEHNE pe3epBHOM KONUK BCcex dhansioB cucte-
Mbl. lMpoueaypa 3aHMMaeT MHOro BpeMeHn n TpebyeT MecTo Ans XxpaHeHus 60MnbLOoro
obbema. Kak npaBuno, BbIMOMHAETCA B TeX Crnyyasix, Korga He BNUSIET HA OCHOBHYHO
paboTy cucTtembl, UnNu gns cosgaHnss 6a3oBov pe3epBHON KoMK AaHHbIX. B ganbHenwem
MOXET BbINOMHATbCA AnddepeHumanbHOE UM MHKPEMEHTHOE pe3epBHOE KONMUPOBAHUE;
- andbdepeHumnanbHoe pe3epBHOE KOMMPOBaHNE — COXPaHEHME KOMUIA N3MEHUBLLMXCS C
nocnegHero NosiHOro Ppe3epBHOro KonvpoBaHust hannos. TpeboBaHMs K 00beMY XpaHeHUs
N BPEMEHM CO34aHUS MeHbLUE, YeM MPK NMOSHOM KONuMpoBaHUN. Bpemsi BOCCTaHOBIEHNSA
He3Ha4YNTENbHO 3a CYEeT NpsiMon nepesanucun ¢annos;

- WHKPEMEHTHOE pe3epBHOE KOMMPOBAHNE — COXPaHEHNE U3MEHEHUIN DalfoB C MOMEHTA
nocnegHero MHKPEMEHTHOrO KONMpoBaHus. TpebyeT MUHUMANbHOIO KONMYECTBa BPEMEHN
N MecTa Ans Co3aaHus Konuu, HO YCNOXHSET nocnegytollee BOCCTaHOBIIEHME, NMOCKOSTbKY
HeobxoaMMo nocrnegoBaTesibHoe BOCCTAHOBINEHNE BCEX UHKPEMEHTHbIX KOMUN C MOMEHTaA

nocnegHero nosIHOro pe3epBHOro KONMPOBaHUS.
10.2. MnaHupoBaHue pe3epBHOro KONMPOBaHUA

MnaHMpoBaHe pe3epBHOro KONMMPOBaHUSA 3aKMioYaeTcs B pAaCCMOTPEHUM U onpeaerneHnm

creayoLLMx BONPOCOB:

YTO MMEHHO N KaK 4acCTO OOJTXHO apXBUPOBATbCA,

Kakne Bmabl pe3epBHOINo KOnnpoBaHMA U Ha Kakne HOCUTENN OOJTKHbl MPUMEHATLCA,

KaK 4aCTO U KakKnm o6pasoM 6y/:|,yT BOCCTaHaBJINBaTbCA (baVIJ'IbI npu HeobXxoQMMOCTH;

- Kakum o6Gpasom nornb3oBaTeny MoryT 3anpocuTb paHee CoXpaHeHHble dhannbi.

MnaH pe3epBHOro KONMPOBaHWSI AOMKEH NepPUoAMYECKM NepecMaTpmBaTbCs AN oTpaxe-

HUA TEeKYLUNX N3MEHEHUI B CUCTEME, NCMNOoJ1b3yeMbIX TEXHOJ10TNAX U YCITOBUAX qDyHKLI,I/IOHVIpOBa-

HUA.

10.2.1. CocTaBneHune pacnucaH1sa pe3epBHOro KONMpoBaHUA

Mpw cocTaBneHnn pacnucaHns pe3epBHOrO KOMMPOBaHUS onpeaensieTcs YTo, Koraa v Ha

KaKOM HocuTeENe OOJIKHO COXPaHATbLCA.
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[lomkHa cywecTBoBaTb BO3MOXHOCTb BOCCTaHOBMNEHUS ntoboro cavna B nobon MOMEHT
BpemeHn. Hanpumep, TpebyeTcss BOCCTaHOBUTL doains He bonee, 4emMm 0gHOAHEBHOW JABHOCTH.
[nsa aToro MOXeT Ucnonb3oBaTbCsi KOMOMHAUMS NOMHOMO U 0BHOBNSIEMOro (anddepeHunansLHOro
NN MHKPEMEHTHOIO) pe3epBHOro KONMpoBaHus. [lonHoe pesepBHOE KOMMPOBaHME NO3BONSAET
COXPaHUTb KOMUK BCEX (hannoB CUCTEMbI, OOHOBSIEMOE — TONbKO M3MEHUBLLUNECHA CO BpeEMe-
HW nocrnegHero apxmenpoBaHus. OB6HOBISIEMOE MOXET UMETb HECKOSTbKO YPOBHEN, Hanpumep,
0OHOBIIEHME MO OTHOLLEHUIO K NOCreaHen 0OHOBNSIEMON pPe3epPBHOMN KONUM.

[na BocCcTaHOBMEHUS OTAESbHbIX dansioB NpuM TakoM MHOMOYpOBHEBOM pachincaHum
MOXET NOHaA0bUTLCA NoNHasa pesepBHaA KOMUs, ecnu oann He N3MEHSANCSA B Te4eHne Mecsaua;
KONusi NepBOro YpoBHS, ecnn hann He U3MEHSANCS B TeYeHNEe Hedenu; Konmsa BTOPOro YpoBHSA
npwn exegHeBHOW paboTe ¢ aTUM dhannom. Takas cxema HEeCKONbKO CIoXHee, ogHako Tpebyet
MEHbLLUMX eXeaHEeBHbIX 3aTpaT BPEMEHW.

MpumeyvaHwue. PacnucaHne pe3epBHOro KONMpoBaHUSa OOMMKHO ObITb OBEAEHO 0

nonb3oBaTeneun.

10.2.2. NMnaHnpoBaHne BOCCTaHOBNEHNUS CUCTEMbI

Mpn coctaBneHun nnaHa pe3epBHOr0 KOMMPOBaHUS OO0SMKeH ObiTb onpeneneH nnaH
AENCTBUI Ha Criy4yan aBapuMHOM CUTyauuKn, Kak npy HEOBXOAMMOCTN MOXET ObITb BOCCTAaHOBMEHA
cucTemMa unu oTaernbHble hannbl, rae XpaHATCS U HACKOMbKO AOCTYMHbI HOCUTENWU C pe3epBHbIMU
KOMMAMM 1 HE MOTYT SN OHU NOTEPATb paboTOCNOCOBHOCTL NPU HEMoMaaKkax Ha KOMMbTEpe.

MpumeyaHue. Heobxoammo nepnoanyeckn BoiMOMHATL NPOBEPKY MCNPABHOCTU HOCK-
Tenen ¢ apxmBamun pe3epBHbIX Konui. NpoBepka MOXET BKtoYaTh B ceBA YTeHME coaepXUMOro

KON nocne coxpaHeHus Unn BbIBOPOUHYIO NMPOBEPKY (hannoB pe3epBHON KONUM.
10.3. Komnnekc nporpamm Bacula

Bce gencreus BbIMOAHAKOTCA OT UMEHW YYETHOM 3annucu agMuHUCcTpaTopa ¢ UCNorib30Ba-
HMeM MmexaHmama sudo.

Mopsagok ncnonb3oBaHus Bacula onvcaH Ha npumMmepe cuctemsl Co cnegyrowen nHgpa-
CTPYKTYPOM:

- BblOeneHHbIn cepBep bakulal.my.dom c IP-agpecom 11.11.11.21 Ang yHKUM-

OHMpOBaHUSA Director Daemon — [MaBHOIO cepBepa, OCYLWEeCTBNAILWEro pe3epBHoOe

KOnMMpoBaHue;

- BblgerneHHbIn cepBep bakula2.my.dom ¢ IP-agpecom 11.11.11.22 gnsa yHKUNO-

HUPOBaHNSA Storage Daemon — MalUMHbI, HA KOTOpOKW ByayT pasmeLLaTbCa pe3epBHbIe

KOMUWN OaHHbIX;

- nepcoHarnbHbIn KomnboTep bakula3.my.dom c IP-agpecom 11.11.11.23 ons OyHK-

LUMOHMPOBaHMS File Daemon — MallMHbl, C KOTOPOWN ByAyT KONMPOBATLCS AaHHbIE U Ha
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KOTOpYto ByayT BOCCTaHABNMBATLCS PE3EPBHbIE KONUW AaHHbIX.

10.3.1. NoAarotoBKa MH(PaACTPYKTYpPbI
[1ns NOAroToBKM MHAPACTPYKTYPbI K YNPaBNEeHU CUCTEMOMN PE3EPBHOIO KOMMPOBAHUS
HeobXxo4MMO BbINOMHUTL Crieaylome AeNcTBus:
1) yctaHoBUTb Postgresql-9. 6 Ha cepBep, rae Oyaet paboratb Director Daemon:
aptitude install postgresgl-9.6
2) ycTaHoBUTb pgadmin3 Ha cepBep, rae dyaet pabotatb Director Daemon:
aptitude install pgadmin3
3) npegnonaraeTcsd, YTO Ha BCEX MalUMHAX U3HaYanbHO YCTaHOBMEHbI BCE NaKeTbl, Kaca-
towmecs Bacula, n3 coctasa OC. Yepes meHeaxep NakeToB Synaptic Mo KNYeBoMy
cnosy «bacula» Heob6xoaMMO yCTaHOBUTL BCE MAKETbI, KPOME TEX, rAe B Ha3BaHUN doury-
pupyet «-sqlite3».
Mpwn HacTponke Bacula B nosiBuBLLIEMCS MHTepdence HacTpPonkn coeMectumoctu ¢ Bl B
kayecTtBe nmeHu B[] Heobxoanmo ykasaTb bacula 1 naponb bacula.
B cny4ae BO3HUKHOBEHUS OLWIMOKM UTHOPMPOBATbL ee Ha AaHHOM aTane, bl 6yaet HacTpo-
€Ha no3gHee;
4) nogrotoButb B[] Ana Bacula BeinonHuB criegyowne AencTBus:
- B (panne /etc/postgresql/9.6/main/postgresqgl.conf yKasaTb
listen addresses = ’'*/;
- B (hanne /etc/postgresqgl/9.6/main/pg_hba.conf BHecTn Heobxoamn-
Mbl€ U3MEHEHNSA, AN NPOCTOTbl MOXHO yKa3zaTb MeTof trust ANns Bcex coeaum-
HEeHWN, yaanuTb Nobyo AONONMHUTENBHYK KOHGUIypaunuio nocrne metoga tuna
mod=;
- obsaszarenbHO AobaBuTb host ¢ IP-agpecom, roe 6yaet paboratb bacula-dir.
B cny4ae ecnu Bce gemoHbl Bacula 6yayT yctaHoBMneHbl Ha O4HY MaLUWHY, YKasbl-

BaTb |IP-agpec He obsizaTensHo, T.K. paboTa OyaeT natn Yyepes localhost.

Mpumep

dainn pg_hba.conf

local all postgres trust

local all all trust

host all all 127.0.0.1/32 trust
host all all 11.11.11.21/24 trust

- BbINOMHUTL 3anyck B[:
pg_ctlcluster 9.6 main restart
- NPUCBOUTbL NApPONb postgres:

passwd postgres
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- npucBouTb Ansa Bacula naponb bacula:

passwd bacula

- co3paTb nonb3oBatens bl ana pabotbl ¢ Bacula (BbINONHATL HE OT MMEHN

y4eTHOM 3anvcu agMuHucTparopa):

# psqgl templatel postgres

postgres=# CREATE ROLE bacula;

postgres=# ALTER USER bacula PASSWORD ’bacula’;

postgres=# ALTER USER bacula LOGIN SUPERUSER CREATEDB CREATEROLE;
5) cospgatb B[l bacula (BbINOMAHATE HE OT UMEHM YYETHOW 3anncu agMUHUCTpaTopa):

- BbIMOMHUTb pgadmin3;

- yKa3aTb UM4a templatel, nonb3oBatensd postgres, Naposb postgres;

- B CeKuun Poniu Bxogma 006aBUTb porib Bxoda bacula. Co3gatb B[l bacula,

BnagesibLuemM HasHaunTb bacula;
6) Ha cepBepe bakulal .my.dom HEOOXOAMMO 3anyCTUTb CKPUMTbI, KOTOpPbIE CO34aayT
BCe Heobxoanmble Tabnuubl 1 NPUBUNETMX, NPEABaPUTENbHO OTPE4AKTUPOBAB UX:

- B ckpunte /usr/share/bacula-director/make_postgresql tables

BHECTU cneaytowine n3MeHeHus:

- B CTpoke db_name ykasaTtb MA -bacula,;
- B CTpoOke psqgl nocne psql Bnucatb -U bacula;
- B cKpunTte /usr/share/bacula-director/grant_postgresql
_privileges BHeCTU cnegywowme nsmMeHeHusa:

- B CTpoke db_user ykasaTtb MA -bacula,;

B CTpOKe db_name yKkasaTb UMA -bacula;

B cTpoke db_password yka3aTb naposb bacula;

B CTpoKe $bindir/psqgl nocne psql Bnucatb -U bacula,;

- COXPaHUTb N3MEHEHUS U BbINOSTHUTE CKPUMThI:

make postgresgl_ tables

grant_postgresql privileges
7) Ha MmawwvHe, roe byaet pabotath Storage Daemon, HEOOXOAMMO CO34aTh Katanor
/back, B KOTOPOM ByoyT XpaHUTbLCA pe3epBHLIE KOMUN OAHHbIX, U MPUCBOUTL KaTtanory
Bnagenbua bacula:
mkdir /back
chown -R bacula /back
8) Ha mawwvHe, rae 6yget paboTtatb File Daemon, Heo6XoaMMo co3aath kaTtanor /etc2,
B KOTOpbI B6yayT BOCCTaHABNUBATLCS AAHHbIE U3 PE3EPBHON KOMUMU:
mkdir /etc2

Ecnv nogrotoButenbHble HACTPOMKKX BbINOMNHEHbI KOppekTHO, Bl cTapTyeT 6e3 oWMBOoK U
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CKPUMTbI BbINONMHUIUCL 6e3 owmnboK, TO MOXHO NPUCTYNUTbL K HAacTponke Bacula.

10.3.2. Hactpouka Bacula

MogrotoBka Bacula k paboTe 3akntoyaeTcsi B HACTPOMKE KaXKaoro KOMNoHeHTa B OT4esb-
HOCTW M NocnefyoLen HacTponke NX B3anMOLENCTBUA.

10.3.2.1. Hactpowuka Director Daemon

HacTtpoiika Director Daemon OCYLLECTBISETCH MyTEM KOPPEKTUPOBKU KOHPUrypaLmoH-
Horo dpanna /etc/bacula/bacula-dir cepBepa bakulal.my.dom.

B nepsyto odepenb HE0H6X0AMMO ONpeaennTb OCHOBHbIE NApaMeTpbl B CeKUMn Director.
Ha HayanbHOM 3Tane BaXXHO YCTAHOBUTb NapameTpbl Name U Password. Name 3afaeT yHU-
KanbHoe UMda Director Daemon, a Password — napornb, KOTOprVI 6y,1:|,eT MCMNoJib30BaTbCA MNMpn
coegnHeHunax BC ¢ DD. OcTanbHble napamMmeTpbl MOXHO OCTaBUTb CO 3HA4YEHUAMU MO YMOJIYaHUIO:
Director { # define myself
Name = bacula-dir
DIRport = 9101 # where we listen for UA connections
QueryFile = "/etc/bacula/scripts/query.sql"
WorkingDirectory = "/var/lib/bacula"
PidDirectory = "/var/run/bacula"
Maximum Concurrent Jobs = 1

Password = "1" # Console password

Messages = Daemon
DirAddress = 11.11.11.21
}

Cne,qyrou.l,eﬁ prﬂHOVI napamMeTpoB, KOTOpble HeO6XO,D,VIMO onpenenntb, ABIAETCA CEKLUNA
Catalog. B Hen HeO6XO,D,I/IMO YKa3aTb peKBU3NTbl A0CTYyNa K B,D,, a TakKe Ha3Ha4nTb YHUKallbHOE
nMMA gaHHoro Bacula Catalog € NOMOLLbLIO NMapameTpa Name:

Catalog {
Name = MyCatalog

# Uncomment the following line if you want the dbi

PS. driver
# dbdriver = "dbi:sglite3"; dbaddress = 127.0.0.1; dbport =
dbname = "bacula"; dbuser = "bacula"; dbpassword = "bacula"
DB Address = 11.11.11.21
}
Hanee HeobxoauMo onpeaenuTb SD, Ha KOTOpbIN ByAeT Npon3BoANTLCS Nepedada AaHHbIX
AnNs fanbHenLWwen 3anmcn Ha yCcTponcTBo XpaHeHus. Korga Storage Daemon HAaCTPOEH U rOTOB

kK paboTte, HeobxoaMMO onpedenvTb PEKBU3UTLI A4OCTyNa K HEMY B CekuMn Storage panna
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bacula-dir.conf. OCHOBHbIE NapameTpbl:

1) Name — yHMKanbHOe MMS, MUCnosb3ylolweeca Ang agpecaunmm cekumn Storage B

pamkax (pavna bacula-dir.conf;

2) Device W MediaType — AybnupyloT OOHOMMEHHbIE MapaMeTpbl danna

bacula-sd. conf;

3) Password — COOEPXMUT Naposib, KOTOPLIN ByaeT NCnonb3oBaTbCs MPU MNOAKITHOYEHNUN K

Storage Daemon:

Storage {

Name = File

# Do not use "localhost" here

Address = 11.11.11.22 # N.B. Use a fully qualified name here

SDPort = 9103

Password = "1"

Device = FileStorage

Media Type = File

}

Cekumnsa Pool onpegensietr Habop HocuTenen MHopMaunn N napameTpbl, UCNONb3ye-
Mble SD npu ux obpaboTke. Kaxxabih Pool B3aMMOLENCTBYET C YCTPOMCTBOM XpPaHEHUS AaHHbIX,
No3aToOMy HeoBXoaUMO COo34aTb CTOMBbKO NYSOB, CKOSIbKO ONpPeAeneHo YCTPOUCTB XpaHeHus. PakTu-
YecKn ecnu gna Kaxxgoro File Daemon onpegeneHo oTaenbHoe YyCTPOUCTBO, TO ANS KaXgoro
FD Heobxoanmo onpeaennTb U Pool. OCHOBHbIE NAapaMeTpbl:

1) Name — onpefgensier yHUKanbHoe umsi nyna;

2) Pool Type — onpenensieT Tun, aAns pe3epBHbIX KONU JOMKeH ObITb yCTaHOBMNEH B

3HayeHue Backup;

3) Maximum Volume Jobs — peKoOMeHAOyeTCsl yCTaHOBUTb B 3Ha4YeHue 1. [laHHoe 3Ha-

YeHue yKasblBaeT, YTO B pamMKax OfHOro HOCUTENs AaHHbIX MOryT ObiTb pasmeLleHbl

pe3epBHble AaHHble, NOoSlydeHHble B XO4e BbINOSIHEHUA TONbKO O4HOro 3agaHus. Ecnn

pasMep CO3aHHOWN pe3epBHOM KOMMM MHOIO MeHbLUEe padMepa HOCUTENS, TO UMEET CMbICH

COXpaHATb Ha Hero Konuwu, KoTopble ByayT co3gaBaTbes B Oyayuwiem. Ho ecnu roBoputcs

0 (pannax, To XernatenbHO NpUaepXKMBaTbCA NpaBuia «OAnH hann — ogHa Konus», T.e.

B ogHOM dhanne Bacula gomkHbl XpaHUTbCSA pe3epBHbIe AaHHbIE, KOTopble Oblnn cdop-

MUPOBaHbl B paMKax BbINOSIHEHNA OAHOro 3agaHus. [nga kaxgoro nocrnegyrowero oyaoyT

co3faBaTbCs HOBble bansbl;

4) Volume Retention — Bpems, MO NPOLIECTBMM KOTOPOrO AaHHbIE O PE3EPBHON KOMuu,

XpaHAaLWenca Ha HocuTene, byayT yaaneHbl n3 katanora. [lna obecneveHnsa pabdortocno-

cobHocTu Bacula npn yKka3aHnn 3Ha4eHNA OJaHHOro napaMeTpa Heobxoanumo YYUTbIBATD,
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4YTO MHdopMaLusa 060 BCcex 3ape3epBUPOBaHHbIX dparnax xpaHutcs B B1, no 3anucu Ha
Kaxabli pann. Ecnu pesepBupytoTcs Thica4n hannos, TO 3a HEMPOOOMKUTENBHOE BpeEMS
B[] cTaHeT orpoOMHON, YTO MOXET 3aTpyaHUTb paboTy Bacula. lNMoaTtomMy BaxxHO cBoeBpe-
MeHHO ounwate B[l oT ycTapeBLen nHpopmarmu. MNpn aToMm cam HocuTeNb MHopMaLnn
He Byget ounweH asTomatndeckn. OH ByaeT NpoMapKMpoBaH Kak ycTapeBLUUin, HO Bceraa
MOXHO ByaeT ucnonb3oBaTth €ro A4s11 BOCCTAHOBMNEHNSA JaHHbIX B PYYHOM peXUME;

5) Maximum Volumes — MakCMMarbHOE KOMMMYECTBO HOCUTENEN (B AaHHOM cryyae
¢annoB), AOCTYMHbIX B Nyne;

6) Recycle — yKasblBaeT Ha He06X0OUMOCTb NOBTOPHOIO UCMOSb30BaHWUS HOCUTESNEN,
NOMEYEeHHbIX Kak ycTapesLlume. [1pu 3aToM peanbHasi nepesannucb HOCUTENs nponsonaet
nuwb B crniyvae, Korga cBobogHbIX HOocuTenen He ocTaHeTcs. CBoboaHble HOcCUTENnu
onpegenaAlTca U3 napameTpa Maximum Volumes;

7) AutoPrune — yKa3blBaeT Ha HEOOXOOMMOCTb yaaneHust yCTapeBLUMX 3anucen us
Bacula Catalog aBTOMaTU4eCKM NOCHe 3aBepLleHus BbIMOMHEHUS o4epeHOoro 3aga-
HUS;

8) Label Format — onpegensiet npedukc, KoTopbii ByaeT ncnonb3osaH Bacula ans
MapKnMpoBaHus HocuTenen nHopmMaumm, B JaHHOM crnyyae — Ans UMeHOBaHnA annos;
9) Storage — yKasblBaeT Ha MMS YCTPOMUCTBA XpPaHEHUS AaHHbIX, yKa3aHHOro B napa-
MeTpe Name cekumn Storage pamna bacula-dir.conf.

Pool {

Name = Default

Pool Type = Backup

Recycle = yes # Bacula can automatically recycle Volumes

AutoPrune = yes # Prune expired volumes

Volume Retention = 1 month # one year

Maximum Volume Jobs = 1

Maximum Volumes = 32

Storage = File

Label Format = "volume-"

}

Cekums FileSet nossonseT npegonpeaenuTb HECKOSTbKo HabopoB pesepBupyeMblX

dannos. Hanpumep, oguH Habop ana Windows, apyron — ansa Linux unym oauH anga cepeepos, a

apyron — ons pabo4ynx ctaHuun. Napametp Name onpegensaeT yHUKanbHoe ums Habopa.

Cekumnsa Include cogepXuT NyTn K pesepsupyemMbiM dpannam/katanoram, a Exclude —

nyTn K cba|7|r|aM M KaTtalJioram, Kotopblie HeobX0ANMO UCKIYMTb U3 Cnncka pesepBnpyeMbIX. B

cekumn Include BO3MOXHA CeKLMS Options, B KOTOPOM onpeaensioTca napaMeTpbl pe3epBupo-

BaHMs. OCHOBHblE NapameTpbl:



239
PYCBE.10015-01 95 01-1

1) signature — yKka3sblBaeT anroputm BblMUCEHUS KOHTPOSbHbIX CyMM (paiinos;

2) compression — yKasblBaeT aniroputM KOMNpeccumn hannos;

3) recurse — yKasblBaeT Ha HEOBXOOUMOCTb PEKYPCUMBHOMO pe3epBMPOBaHNS, BKItOYas
nogkartanorn n daunnel;

4) File — yKasblBaeT KONupyeMbl Katanor;

5) xattrsupport — ykasbiBaeT Ha BO3MOXHOCTb BKMOYEHUS MOAAEPXKKN paCLUMPEHHbIX
aTpubyTOB, 3TO 0BA3aTENbHbLIN NapameTp Ans paboTbl C MaH4ATHLIMU METKaMMU:
FileSet {

Name = "Catalog"

Include {

Options {

signature = MD5

compression = GZIP

# recurse = yes

aclsupport = yes

xattrsupport = yes

}

File = /etc

}

}

Bce HacTpounku CBSA3bIBAOTCA BOEOMHO C MOMOLLbI cekumn Job, B KOTOPOW faeTcd
3agiaHne NMaHMPOBLLUKY MO BbIMOMHEHNIO pe3epBnpoBaHns AaHHbIX. OCHOBHbIE NapaMeTpbl:

1) Type — yKasblBaeT Ha TUM 3a4aHus. TUNOB CyLLECTBYET HECKOMbKO. 30eCb 4OCTAaTO4HO

yKasaTtb Backup;

2) Schedule — yKasblBaeT Ha npegonpeaeneHHoe pacnucaHue, corfnacHo KoTopomy

OyaeT BbINOMHATLCA pe3epBupoBaHue AaHHbIX. Bce pacnncaHns onpegenetdsl B hanne

bacula-dir.conf;

3) Where — yKasblBaeT Ha KaTtasnor, B KOTOpOM OyayT BOCCTaHaBNMBATbCA AaHHblE U3

pe3epBHOKN Konuu,

4) Write Bootstrap — yKasbiBaeT NyTb K dpanny, B KOTOpbIn ByaeT 3anncbiBaTbCs

MHopMaUUsl, C NOMOLLIbIO KOTOPOW AaHHbIE MOTYT ObiTb BOCCTAHOBIEHLI U3 PE3EPBHOMN

Konun 6e3 HanuMyusa nogknyeHns K Bacula Catalog. BmecTto $n 6yaet nogcraBneHo

3HaveHne napameTpa Name:

Schedule {

Name = "DailyCycle"

Run = Full daily at 16:10

# Run = Differential 2nd-5th sun at 23:05
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Run = Incremental mon-sat at 23:05

}

Job {

Name = "RestoreFiles"
Type = Restore
Client= bacula-fd
FileSet="Catalog"

Storage = File

Pool = Default
Messages = Standard
Where = /etc2

}

Job {

Name = "BackupCilentl"
Type = Backup

Client = bacula-£fd
FileSet = "Catalog"
Schedule = "DailyCycle"

Messages = Standard

Pool = Default

Write Bootstrap = "/var/lib/bacula/Clientl.bsr"
Priority =1

}

3aTtem HeO6XO,DMMO YKa3aTtb napametTpbl eAMHCTBEHHOIO AreHTa:
Client {
Name = bacula-fd
Address = 11.11.11.23
FDPort = 9102
Catalog = MyCatalog
Password = "1" # password for FileDaemon
File Retention = 30 days # 30 days
Job Retention = 6 months # six months
AutoPrune = yes # Prune expired Jobs/Files

}
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OcTanbHble cekumn: Job, JobDefs, Client u Console, — HEOHXOANMMO 3aKOMMEHTUPO-
BaTb. Tpaduk AaHHbIX BydeT naTu nNo nopTam, ykasaHHbIM B KOH(PUIypaUMOHHbIX dhannax Kaxkaoro
13 KoMnoHeHTOB Bacula.

Hactpontb pgoctymn K DD €O CTOpOHbl Bacula Console B  dhanne

/etc/bacula/bconsole.conf cepBepa bakulal.my.dom:
Director {

Name = bacula-dir

DIRport = 9101
address = 11.11.11.21
Password = "1"

}

Ha mawuHe, roe 6yaeT pyHKUMOHMpoBaTb Director Daemon, cnegyert yaanutb NakeTbl
bacula-sd n bacula-£d:
apt-get remove bacula-sd
apt-get remove bacula-fd

KoHdurypaumoHHble panrnbl bacula-sd M bacula-£fd B /etc/bacula cnegyer nepe-
nMeHoBaTb NiMbo yaanuTb.

CepBucbl bacula-sd 1 bacula-fd OCTaHOBUTL:
systemctl stop bacula-sd
systemctl stop bacula-fd

10.3.2.2. HacTtpounka Storage Daemon

Storage Daemon OTBEYaET 3a HENOCPEOCTBEHHYI paboTy C YCTPOMCTBOM XpaHEHUSA
AaHHbIX. Bacula nogoep>xMBaeT LUMPOKMA CNEKTP YCTPOWCTB OT ONTUYECKUX AUCKOB OO0 MOsi-
HOOYHKLMOHANbHbIX NEHTOYHbIX 6UbnMoTek. B onncbiBaeMon cUCTEMbI MCNOSb3YETCA CaMbii
pacnpoCcTpaHeHHbIN BapuaHT — XEeCTKUA OUCK C CyLLEeCTBYLeN (hannoBon cuctemon (Hanpumep,
ext3).

[nsa HacTponkn Storage Daemon HeobxoauMMo Ha cepBepe bakula2.my.dom oTpe-
AaKTupoBaTtb KOHPUrypaumnmoHHbin pann /etc/bacula/bacula-sd. conf.

B cekumn oCcHOBHbIX NapamMeTpoB Storage onpeaennTb NnapaMmeTp Name, KOTOPbIN 3a4aeT
YHUKanbHOEe UM Storage Daemon. [INd ocTanbHbIX NapaMeTpoB BO3MOXHO OCTaBUTb 3HAYEHUS
Nno YMON4YaHuio.

Cekuuna Director Heobxoguma ANs yKa3aHWUs YHUKANbHOMO MMeH DD 1 napons, ¢ KOTo-
pbIM AaHHbIM DD MOXeT noakntoyatbes K SD. Cekuun Director B (panne MOXeT ObiTb HECKOSBLKO,
4YTO AaeT BO3MOXHOCTb UCMONb30BaTh €4MHbIN CepBEP XPaHEeHUs! JaHHbIX A9 HECKOSTbKUX CU-
CTeM pesepBupoBaHus. Bce octanbHble cekumn Director, HangeHHble B dhanne, Heobxoammo

3aKOMMEHTNUPOBATb:

Storage { # definition of myself
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bacula-sd

= 9103 # Director’s port

WorkingDirectory = "/var/lib/bacula"

Pid Directory = "/var/run/bacula"

Maximum Concurrent Jobs = 20

SDAddress = 11.11.11.22

}

Director {

Name =

bacula-dir

Password = "1"

}

OcCHOBHbIE HaCTpPOViKK, onpeaenstoLline B3auMoOaeNCTBNe C yCTPONCTBAMU XPaHEHUS,

HaxoOsaTcs B cekumm Device. MNapameTpbl, HeoGXoAuMbIE ANSA XpaHEHUsSI Pe3epPBHbIX KOMUI B

pamkax cyuwectBytowen PC, nogknoyeHHON B KaTtanor /back:

1) Name — onpefensder yHUKanbHoe MMS NOLKMKYEHHOro yctponctea. Ecnn nnaHum-
pyeTcs co3gaBaTtb M30NMPOBaHHbIE APYr OT Apyra pe3epBHble KOMUWU ANS Kaxaoro u3
File Daemon, TO HEOOXOAMMO CO30aTb HECKOSMbKO CeKuun Device C YHUKANbHbIMU
nmeHamun. B npoTBHOM criyvae pesepBupyemblie dainnbl co Bcex FD byayT pasmellarbes
B OAHOM N TOM Xe (haine, YTO MOXET 3aTpyaHUTb AanbHenwee obCcnyXnuBaHme CUCTEMBI;
2) Media Type — onpegensieT NPou3BoSfibHOE YHUKarbHOEe UMS, KoTopoe ByaeT ncnonb-
3oBaTbcs Bacula npu BoccTaHoBNEHUN JaHHbIX. CornacHo emy onpeaensaeTcsl yCTPOUCTBO
XpaHeHus1, ¢ KoToporo byaeT Npom3BoaANTLCA BOCCTaHOBNeHWe. Ecnun pesepBHble konun
XpaHATCA B hannax, To ANs KaXaon cekunm Device JOMmKeH ObITb 3a4aH YHUKaNbHbIN
Media Type;

3) Archive Device — yKa3blBaeT NyTb K (panny ycTponcTea B kaTanore /dev unu nytb
K KaTtanory, B KOTOpOM ByayT pa3MeLLaTbCs pe3epBHble Konuu;

4) Device Type — onpegenseTt TUN yCTpOMUCTBa. [ns pasmMeLleHns B CyLLEeCTBYOLLEN
®C ykasbiBaeTcsa File;

5) Random Access — yKa3blBaeT Ha BO3MOXHOCTb CIlydanHoOW (HenocnegoBaTelbHON)
agpecauuun. [ina gpannoB yka3sbiBaeTcs Yes;

6) RemovableMedia — yKasblBaeT, BO3MOXHO 1M U3BMeYeHNe YCTPOMUCTBA XpPaHEHUS.
HeobxogumMo ans NeHTOYHbIX YCTPOMCTB, MPMBOAOB ONTMYECKNX ANCKOB U T.40. [Ansa dannos
yCTaHaBnNuBaeTCs B 3Ha4yeHue No;

7) LabelMedia — yka3sblBaeT Ha HEOBXOAMMOCTb aBTOMATUYECKOrO MapKMpOBaHUS HO-
cutenen nHgopmaunu:

Device {
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Name = FileStorage

Media Type = File

Archive Device = /back

LabelMedia = yes; # lets Bacula label unlabeled media

Random Access = Yes;

AutomaticMount = yes; # when device opened, read it

RemovableMedia = no;

AlwaysOpen = no;

}

Ha mawwuHe, roe Oyaet yHKUMoHMpoBaTh Storage Daemon, CrieayeT yaanuTb nakeT
bacula-fd:
apt-get remove bacula-fd

KoHdurypauuoHHbi dann bacula-£fd B /etc/bacula cnegyer nepenmeHoBaTb nMbo
yaoannTb.

CepBuc bacula-fd OCTaHOBUTb:
systemctl stop bacula-fd

10.3.2.3. Hactpowuka File Daemon

[ns HacTporkn File Daemon Ha paboyen cTaHuum bakula3.my.dom UCMOMb3yeTCs
KOHUrypaumoHHbln pann /etc/bacula/bacula-£d. [nsg 6a3oBon HaCTPOMKN OOCTATOYHO
onpeaenuTb napamMmeTpbl Cekunn Director U FileDaemon.

B cekumn Director ykasbiBaeTcs naposnb, KOTOpbI OyaeT ncnonb3oBaTtbs DD npu Noa-
KntoveHun K FD. Cekuunn Director B (panne MOXeT ObITb HECKOSLKO, BCE OCTalilbHble CEKLUKn
Director, HangeHHole B dhanne, HeobxXxoAMMO 3aKOMMEHTUPOBATb:

Director {

Name = bacula-dir
Password = "1"

}

B cekuumn FileDaemon yKa3sbiBalOTCA HACTPOWKM FD, B HEN HEODOXOOMMO OnpeaenuTb
napameTp Name, B KOTOPOM YyKa3bIBae€TCH YHUKArNbHOEe UMHA File Daemon:
FileDaemon { # this is me
Name = bacula-fd
FDport = 9102 # where we listen for the director
WorkingDirectory = /var/lib/bacula
Pid Directory = /var/run/bacula
Maximum Concurrent Jobs = 20
FDAddress = 11.11.11.23
}
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Ha mawwHe, roe 6yoer dyHKuMoHMpoBaTb File Daemon, CrnedyeT ydanuTb nakeT
bacula-sd:
apt-get remove bacula-sd

KoHurypauunoHHbeln ann bacula-sd B /etc/bacula cnegyet nepenmeHosaTtb nvbo
yaanntb.

CepBuc bacula-sd cnegyeTt OCTaHOBUTb:
systemctl stop bacula-sd

[anee HeobxoaMMO 3anyCTUTb BCE KOMMNOHEHTbI COOTBETCTBYHOLMMU KOMaHA4aMU, BbIMNOS-
HEHHbIMW Ha COOTBETCTBYHOLLNX cepBepax:
systemctl restart bacula-director
systemctl restart bacula-sd
systemctl restart bacula-fd

10.3.2.4. NpoBepka Bacula

lNocne HacTporkn Director Daemon, Storage Daemon M File Daemon Bacula ro-
TOBa K paboTe. YnpasneHune Bacula ocywecTBnaetcsa yepes bconsole. HacTponku katanoros,
3ajaHui, pacnucaHnin n npodne 3afatoTca B KOHUrypaunoHHblx dannax.

[1ns TecToBOM NpoBEPKM HEOBXOOUMO:

- BbINONHUTbL bconsole;

- BbINOSIHUTb run;

- BblbpaTh job 1;

- BOWTU B MeHI0, HabpaB mod;

- Bblbpatb 1 (Level);

- BblbGpaTb 1 (Full);

- noaTBepAUTb BbINOMHEHNE, HAabpaB yes.

B pesynbrate 6byaeT cosgaHa pesepBHasa KONUs AaHHbIX B Katanore /back Ha mMallnHe C
Storage Daemon.

[nsa BocctaHoBneHus 06bekToB OC ¢ ycTaHOBAEHHbIMU MaHAATHbIMK aTpubyTammn Heob-
X0OMMO 3anycTuTb KoHcorb ynpasnenus Bacula ¢ PARSEC-npusunermnen 0x1000, BbINoNHMB
KoMaHay:
sudo execaps -c 0x1000 -- bconsole

[ns BoCcCTaHOBNEHUSI AaHHbIX U3 pe3epBHOM KON HeoBXoaAMMO:

BbIMOJTHUTb restore;

Bbl6paTb NYHKT 12;

BBECTW HOMep job id;

yKasaTb NapameTp MapkUpOBKM mark *;

noaoreBepanTb BbIMONMTHEHNE KoMaHgon done.
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[aHHble n3 pesepBHON Konun ByayT BOCCTAHOBMEHbI B Katanore /etc2 Ha MalluHe C
File Daemon.
Takke ynpasneHve Bacula BO3MOXHO C MOMOLLBLIO rpaduyeckon  YyTUNINUTLI

bacula-console-qgt.
10.4. YTunurta rsync

YTunuta rsync npegHasHadyeHa ans yaaneHHoOro KonmpoeaHusa (pe3epBHOro Konmposa-
HUS) UM CUHXPOHM3AUUK PanmnoB 1 KaTanoroB ¢ MMHUMarbHbIMK 3aTpaTtaMmn Tpaduka.

Bce gencreuns BbIMNOMHAKTCA OT UMEHW YYETHOM 3annucn agMuHUcTpaTopa ¢ UCnorib30Ba-
HMeM mMexaHu3ma sudo.

B Tabnuue npuBeaeHbl HEKOTOPbIe Hanbonee 4YacTo UCNOoNb3yeMble NapameTpbl KO-

MaHAbl rsync.

Tabnuuya 52
MapameTp HasHauyeHune
-v, —--verbose MoapobHbIn BbIBOA
-z, --compress CxumaTtb Tpaduk
-r, --recursive | BbINONHATb KONUPOBaHWE PEKYPCUBHO
-p, —-perms CoxpaHATb AMCKPETHbIE NpaBa JocTyna
-t, --times CoxpaHsTb Bpems focTyna K annam
-g, —--group CoxpaHaTtb rpynny
-0, —--owner CoxpaHATb Bnagenbua
-A, --acls CoxpaHaTtb cnucku koHTpons goctyna ACL (BkntovaeT -p)
-X, --xattrs CoxpaHaTb paclumpeHHble aTpubyThl (B TOM Ynicne MaHaaTHble aTpubyTol)

MogpobHoe onncaHne KOMaHabl NPMBEAEHO B man rsync.

Mpumep

Cnepytolwasa komaHaa caenaet Konumio gomalluHen gupektopmm Ha 192.168.0.1
sudo rsync -vzrptgoAX /home/ admin@192.168.0.1:/home_bak

B maHHOM npumepe AormkHa ObiTb co3gaHa auMpekTopusi /home _bak Ha cepBepe wn
YCTaHOBIEHbI HA HEE MaKcMMaribHble METKU C ccnr.

BHUMAHMUE! He pekomeHayeTcs ucnonb3osaTb napameTp -1 A5ns KonMpoBaHUA CUMBO-

NINYECKNX CChINTOK NPU CO34aHNN Pe3EPBHON KOMUN AOMALUHUX KaTanoroB nofb30oBaTenen.
10.5. YTunuTa tar

Ytunuta tar (4.2.1.1) npegHasHayeHa ansa apxveBuMpoBaHusa ¢bannoB U KaTanoros.

Bce aencreus BbINOMHAKTCA OT UMEHMU y‘-IGTHOIZ 3anncm agMMHUCTpaTopa C UCMNoJib3oBa-
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HMeM MexaHmiamMma sudo.

MogpobHoe onncaHne KoOMaHabl NPMBEAEHO B man tar.

Mpumep
Wcnonb3oBaHue tar, npu KOTopomM OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl
KaTanoroBs u ¢bansioB, BNOXEHHbIX B apXmB
[lo ncnonb3oBaHUsA yTUNNTLI AOMKEH ObITb CO3AaH Nonb3oBaTenb userl, ANsi KOTOPOro
3agaHbl MaHAaTHble aTpuOyThl, U NONb30BaTENb JOMKEH BbIMNOMHUTL BXOA4 B CUCTEMY.
CosgaTb OT MMEHM y4EeTHON 3anncu agMMHUCTpaTopa apxXuB JOMAaLUHEro KaTanora nosb-
3oBaTens ¢ NOMOLLbIO KOMaHAb!:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl
roe —--xattrs — BKNIOYAET NOAAEPKKY pacLUMPEHHbIX aTpnbyTOB;
--acls — Bknovaet nogaepxky POSIX ACL;
-cvzf — obecneynBatoT, COOTBETCTBEHHO, CO3A4aHMe apxmBa (create), BKIIOYEHNE pexnma
oTobpaxeHns obpabaTtbiBaeMbix hannos (verboze), NpUMEHeEHE MeToha CxXaTus (gzip),
ykasaHue panna (file);
/opt/home. tgz — 3agaeT MeCcTO pacnosfioXeHns Co34aHHOro apxmea n ero nMs;
/home/ .pdp/userl — onpeaensieT katanorn unu cdannsl 4na 4oOaBnNeHns B apXmB.
MNepen BoccTaHOBNEHMEM HEOOXOAMMO BbIMONHUTL CEAYHOLLYIO KOMaHAy, yCTaHaBnmBato-
LLYIO ANA napameTpa 3awmTbl panrnoBon cuctemsl /parsecfs/unsecure_setxattr 3Ha4YeHue
«1», paspeluatollee NpUMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:
echo 1 > /parsecfs/unsecure_setxattr
BbINONHUTL BOCCTAHOBNEHNE C MOMOLLbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs
--xattrs-include=security. { PDPL, AUDIT, DEF_AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/
roe --xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT} — onpeaensaeT nogknovyae-
MbI LWAabMoH BOCCTAHOBMEHMSA pacLUMPEHHBLIX aTpUByTOB (MaHAATHbIX aTpnbyToB, aTpnbyToB
ayguTa u aTpnbyToB ayauTa no YMOMNYaHWIo) Ans Krva xattrs;
-xvf — obecneuynBaeT, COOTBETCTBEHHO, N3BMeYeHne N3 apxmea (extract), BKNOYeHNE
pexuma otobpaxkeHus obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).
Mocne BoccTaHOBNEHUA HEOBXOAMMO BbINOMHUTL KOMaHAy, yCTaHaBNMBatoLLyo 3anpeT Ha
npuMeHeHne npusunern PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 > /parsecfs/unsecure_setxattr
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11. SALMLLEHHbLIA KOMIMJIEKC NMPOrPAMM NEYATU U MAPKUPOBKU JOKYMEHTOB

OpnHMM 13 OCHOBHBIX cepBuCcOB, Npegoctaensembix OC, ABnseTca cepBUC nevartu, no3eo-
NSOWUA OCYLLECTBNATL NevaTb JOKYMEHTOB B COOTBETCTBUU C TpeboBaHUSMU, NpeabaBisieMbIMu
K 3aLyuuieHHbim OC.

3aluMLLEHHbIA KOMMNSIEKC NPOrpaMM nevyaT 1 MapkMpOoBKN LJOKYMEHTOB 06ecneynBaert:

- ynpaBsreHve 3agaHusMn, BbldaBaeMbIMU Ha neYyaTb;

- BbIMNOMIHEHNE KOMaHA agMUHUCTpaTopa neyaTty;

- npepocTaBreHne MHAPOPMaLUNMN O COCTOSTHUN MPUHTEPOB NOKasnbHbIM U yAaneHHbIM

nporpammMam;

- Bblgavyy MHPOPMAaLMOHHbIX COOBLLIEHMI NONb30BaTENAM.

Hactponka 3saluuweHHOro Komnnekca nporpaMmm nedatm M MapKUPOBKU [OOKYMEH-
TOB BbIMNOMHAETCA NYTEM KOPPEKTUPOBKN COOTBETCTBYIOLLMX KOHAUIypaLUMOHHbIX doannos. Ko-
nuu cannosB KoHpurypaunm CUPS, ycTtaHaBnmMBaemMble BMeCTe C NakeToM, pasMeLllatoTcs B
/usr/share/cups (annbl cupsd.conf.default n cups-files.conf.default). [an-
Hble hansibl MOryT MCMNOMb30BaTLCS NP HEOBXOANMOCTMN BEPHYTb KOMMSIEKC NpOrpamMm neyatu u
MapKUPOBKN LOKYMEHTOB B MCXOOQHOE COCTOSIHME.

MpenBaputenbHas HacTpoMka 3alMLLEHHONO KOMMIIEKCa NporpamMm nedatm u map-
KMPOBKM [OOKYMEHTOB [OIKHA BbINOSIHATLCA OT MMEHW YYeTHOW 3anucu agmuHucTpartopa
C ucnosib3oBaHMEM MexaHu3ma sudo. B panbHenwem, nocne pegaktumpoBaHua davna
/etc/cups/cups-files.conf B cootBetcTBuM c[11.3.1] psap pencteuii no agmMnHncTpupoBa-
H1o CUPS MOXeT BbINONHATLCS OT MUMEHU Nornb3oBaTens, BXOASLWero B rpynny agMUHUCTPATOPOB

nevaru.
11.1. YcTpONCTBO CUCTEMbI NevyaTun

B OC ucnonbayetca cuctema nedyatn CUPS, koTopasi:

- ynpaBngeT 3ajaHUAMKN Ha neyaTsb;

- UCMONHSAET aAMUHUCTPATUBHbIE KOMaHAbI;

- NpegocTaBnsieT MHAOPMaUUK O COCTOSIHAM MPUHTEPOB NOKalbHbIM U yaaneHHbIM

nporpaMmmanm;

- WHOpMUPYET Nonb3oBaTeneun, ecnun ato TpebyeTcs.

MNaHnpoBLUNK — 3TO cepBep, KOTOPbIN yNpaBnseT CMUCKOM AOCTYMHbIX MPUHTEPOB
N HanpasnseT 3ajaHnsa Ha nedatb, UCNOoSb3ya noaxoaswune ouneTpbl U BbIXOAHbIE Bydepsl
(backends).

darnamu KOHurypaumm aBnsitoTCS:

- (pann KoHdurypauumm cepeepa;

- (pannbl onpeageneHns NPUHTEPOB N KNAaCCOoB;
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- Tunbl MIME v dannbel npaBun npeobpasoBaHus;

- pannbl onncanusa PostScript-npuHtepos (PPD).

KoHdurypauunoHHbii bann cepBepa rnoxox Ha dpansbl KoHpurypauum web-cepsepa un
onpegernseT BCce CBOWCTBA yrnpaBrieHUss JOCTYMNOM.

danrnbl onucaHna NPUHTEPOB U KINAacCoB NepedYncnsaroT AOCTYNHbIE odepean neyvyatu u
knaccbl. Knaccbl NpuHTEpPOB — Habopbl NPUHTEPOB. 3afaHns, NocnaHHble Krnaccy NMpUHTepPOs,
HanpaBnATCA K NepBOMY LOCTYMHOMY MPUHTEPY AAHHOrO Kracca.

Oyepenb nevyaTn — MexaHu3Mm, KOTopbIv No3BonseT ObydepnsoBaTtb U opraHnM3oBaTh 3aja-
HWA, NoCbiNaemble Ha NpuHTEpP. HeobXxoanMMOCTb opraHM3aummn Takoro MexaHmama obycnaenusa-
eTCs TeM, YTO NPUHTEP ABNAETCA MefleHHO AeNCTBYHOLWMM YCTPONCTBOM, U 3a4aHNSA HE MOryT
ObITb pacneyataHbl MTHOBEHHO. O4YeBMAHO, YTO B MHOMOMOSb30BaTENLCKOW Cpefe BO3HUKAET KOH-
KYpeHLMS CO CTOPOHbI Nofb3oBaTenen npu 4oCTyne K npuHTepam, No3ToMy 3aaHusa Heobxoanmo
pacrnonaraTtb B ovyepean. [lna aToro ncnonb3yetcs bydepHbin katanor /var/spool/cups/.

®annel Tnos MIME nepeuvcnsiot nogaepxusaemble MIME-Tunbl (text/plain,
application/postscript 1 T.4.) U NpaBuna Ans aBToMaTn4eckoro obHapyxeHus gopmaTta
danna. OHM ncnonb3yTCA cepBepoM Ans onpeaeneHnsa nons Content-Type ansg GET- n
HEAD-3anpocoB n obpabotymkom 3anpocos IPP, ytobbl onpeaenuts TMn darnna.

MpaBuna npeobpasosaHms MIME nepeyncnsaoT ocTynHble punsTpbl. PUnbTpbl MCNOMb-
3yloTCSA, KOrga 3afiaHue HanpasrnseTca Ha nevatb, TakuMm ob6pasoM, NpUoXeHne MOXeT nocnatb
dann ygobHoro (onsa Hero) doopmarta cMcTeme nevartu, Kotopas 3ateM npeobpasyer JOKYMEHT B
TpebyeMbin neyaTHbIn popmart. Kaxabln unsTp MUMeeT OTHOCUTENbHYHO «CTOMMOCTbLY, CBSA3aHHYHO
C HUM, 1 anropuT™M uneTPoBaHNA BbIBMpPaeT Habop hunsTPOB, KOTOPLIN NpeobpasyeT dann B
Tpebyembin oopmaTt C HaMMEHbLLEN 0OLLEN « CTOUMOCTBIOY.

dannbl PPD onucbiBaloT BO3MOXHOCTU BCEX TUNOB NPUHTEPOB. NS KaXaoro npuHTepa
nmeetca oanH PPD-gann. ®annel PPD anga He-PostScript-npuHTepoB onpeaensitoT 4ONONHUTENb-
Hble (bMnbTpbI NOCpeacTBOM aTpnbyTa cupsFilter ANs NOOAEPXKKU ApaniBepOB MPUHTEPOB.

B OC ctaHgapTHbIM S36IKOM ONUCaHUSA CTpaHuL, ABnsieTca a3blk PostScript. BonblwmMHCTBO
npvKnagHbIX nporpamm (peaaktopbl, 6pay3epbl) reHepupyoT NporpamMmmbl NeYaT Ha 3TOM A3bIKE.
Koraoa Heobxogmumo HanevaTtatb ASCII-TekcT, nporpamma nedaTtn moxet ObiTb ASCII-TekcTom.
MmeeTca BO3MOXHOCTbL ynpasrneHns pasmepom wpudgToB npu nevatn ASCII-tekcTa. Ynpasns-
Iowas nHpopmMaumnsa ncnonb3yeTcs A KOHTPONS A0CTyna rnorb3oBaTens K NpuHTepy 1 ayauta
nedyatun. Takke MMeeTcs BO3MOXHOCTb nevatu nsobpaxenun B popmatax GIF, JPEG, PNG, TIFF
N aokymeHToB B popmate PDF.

dunbTp — Nporpamma, Kotopasi YMTaeT U3 CTaH4apPTHOrO BXOOQHOIO NOoToKa unun ua dganna,
€CIn yKasaHo ero ums. Bce dounbtpbl nogaepxuneatoT odwmin Habop onunin, BKAOYAKOLWNN NMS

NPpUHTEPAa, I/I,El,eHTI/ICbVIKaTOp 3afaHusi, UMA Nonb3oBaTensd, UMs 3agaHuns, YMCro KOMUK 1 onuumn
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3agaHus. Becb BbIBOA HanpaBnaeTcs B CTaHAAPTHLIN BbIXOOHOM NOTOK.

dunbTpbl NpegocTaBneHbl AN MHOMMX hopMaToB (PhanroB U BKIIOYAKOT, B YAaCTHOCTH,
GunbTpbl harnoB n3obpaxeHna n pactposble punetTpbl PostScript, koTopble nogaepxusatoT
NpUHTEPbI, HEe oTHOcsWwuMecs K Tuny PostScript. MHorga Heckonbko ounbTpoB 3anyckakTca napan-
nenbHO Ans nonyyeHunsa Tpebyemoro bopmara Ha BbIXoae.

lMporpamma backend — 3TO cneumasnbHbIN OUNLTP, KOTOPbLIA OTAPABNSAET NnevyaTtaemble
AaHHble YCTPOWCTBY UM Yepes ceTeBoe coeamHeHue. B coctaB cuctemMbl nevatu BKITHOYEHbI
uUnbTpLI NS NOAAEPXKKN YCTPOUCTB, NOAKNIOYaEeMbIX C NMOMOLLLIO NapansienbHoro 1 nocrneanosa-
TenbHOro HTEpPencoB, a Takke WuHbl USB.

KnueHTcKkne nporpaMmmbl MCNOMb3YOTCA ANS yNpaBieHns 3agaHusamMu u cepBepom nevaTu.

YnpaBneHve 3agaHusiMun BKINOYaET:

- (bopmMnpoBaHue;

- nepefadvy cepBepy nevaru;

- MOHWUTOPWHT U yNpaBneHne 3agaHnsMn B odepeaun Ha neyartb.

YnpaBneHne cepBepoM BKNOYAET:

- 3anyck/oCTaHOBKY cepBepa nevary;

- 3anpeuleHue/paspeLleHne nocTaHOBKM 3aJaHun B odepenb;

- 3anpeuleHune/paspeLleHne BbiBoda 3agaHunin Ha nNpuHTep.

OcHoBHble MONb30BaTENbCKME HACTPOWMKM coaepxkatcsa B dannax KoHdurypaumm
client.conf n ~/.cups/lpoptions.

B obLem cnyyae BbIBOA JaHHbIX HA NPUHTEP MPOUCXOAMUT CriedyroLwmm obpa3om:

1) nporpamma hopmmpyeT 3anpoc Ha nevaTtb 3agaHnd K cepeepy neyartw;

2) cepBep nevyaTn NpMHUMAET nognexawime nevyatm gaHHole, opmupyet B 6ydepHom

KaTtanore pannbl C cooepXuMMbIM 3afaHna u dansnbl ONUCaHUA 3afaHusl, Npyu 3ToMm

3afiaHve nonagaeT B COOTBETCTBYHOLLYIO ovYepeab neyartu;

3) cepBep neyatu npocMaTpmBaeT odepeaun neyatu Ans He3aHsaTbIX NPUHTEPOB, HAXOaUT

B HMX 3aJaHus 1 3anyckaeT KoHBenep NpoLeccoB, COCTOAWMN U3 (PUNbTPOB N 3aKaH-

YMBAOLLMNCSA BbIXOAHbIM BydepoM, MHopMaUUsa U3 KOTOPOro NOCTynaeT B NPUHTEP

nocpeacteom apaneepoB OC;

4) KOHTPOSb M MOHUTOPUHI Npouecca NevaTtu BbIMNOMHAETCA C NOMOLLbI0 NporpaMm 1pq,

lpc, lprm, lpstat, lpmove, cancel, a TaKkKe C NMOMOLLbIO rpanuyeckon yTunuTbl

fly-admin-printer.

Cuctema neyatn OC pellaeT crnegyrowme 3agaqm:

1) MOHONoNbHaA NOCTaHOBKA 3aJaHus B odepeab Ha nevatb. [laHHas yHKUMs npeano-

naraet HEBO3MOXXHOCTb BbIBOAA JOKYMEHTA Ha neyatb B 06xof CUCTEMbI NeYaTu;

2) MapKMpoOBKa KaxXgoro Harne4yataHHoro fimcTra. Kaxgbin nuct conpoBsoxXxaaetcqa aBToMa-
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TMYECKON MapKMPOBKON (YYETHbIMU aTpubyTamu AOKyMEHTA).

BHUMAHMUE! [1ns obecneyeHns HopmansHon paboTbl NoNb3oBaTens ¢ cetTeBbIMU CepPBU-
caMu JOMKHbI BbITb SIBHO 3aaHbl Anana3oHbl €ro0 MaHOAaTHbIX YPOBHEN U KaTeropun ¢ NOMOLLbHO
COOTBETCTBYIOLLMX YTUIUT, JaXe eCrnn eMy He OOCTYMNHbl yPOBHU U KaTeropum Boeiwe 0. [lononHu-

TenbHasa nHdgopmaunsa npmeegeHa B gokymeHte PYCB.10015-01 97 01-1.
11.2. HacTtpounka ansa paboTbl ¢ nokanbHOU 6a3on 6e3onacHOCTU

ﬂﬂﬂ yoaneHHoro ncnosjib3oBaHnA cepBepa neyvyatn ot MMeHn agMunuHucTpartopa 4depes
MexaHu3M sudo HeoOXoauMo:

1) BbLINONHUTL CreayoLlme KoMaHAabl:

cupsctl --remote-admin --share-printers --remote-any

cupsctl ServerAlias=*

cupsctl DefaultPolicy=authenticated

cupsctl DefaultAuthType=Basic

2) ocCyLWecTBUTbL Nepesanyck cepBepa CUCTEMbI NeYaTn, BbINOMHNB KOMaHAbI:

systemctl stop cups

systemctl start cups

B danne koHdurypaumm knmeHta client.conf aomkeH 6bITb 3a4aH OAWH NnapamMmeTp
ServerName, onpegensowmi uMs cepsepa nedvaTu, Harnpumep:

ServerName computer.domain
11.3. HacTtpownka ansa pa6otbl B ENMN

[nsa pabotbl cuctemsbl nevyatn B ENMM Heo6xoauMo BbINOMHEHWE CEAYOLWMX YCITOBUM:
1) Hanuuue B cucTeMax, Ha KOTOpbIX (DYHKLMOHUPYIOT CEPBEP U KIMUEHTbI CUCTEMbI MeYaTy,
yCTaHOBMNeHHoro naketa knneHta ALD — ald-client;

2) paspelueHne MMeH OMKHO BbITb HACTPOEHO TakuM 06pa3om, YTOObl UMSA CUCTEMBI pas-
peluanock, B NepBYO ovyepenb, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);
3) knueHT ALD porkeH 6GbiTb HACTPOEH Ha ucnornb3yemblii ALD gomeH (cm. [7.2.3).

[nsa npoBegeHusa onepaumi no Hactporike ALD 1 agmuHnctpupoBaHuto Kerberos Heobxo-

AVUMO 3HaHune naponen agMmuHucTpatopoB ALD n Kerberos.

11.3.1. CepBep

[Onsa obecneyeHns coBmecTHon paboTbl cepBepa nedyatn ¢ ALD Heobxognmo, 4ToObl
cepBep nevatu pyHKUNMOHUpoBan kak cepsuc Kerberos. BeinonHeHne gaHHOro ycrnosus Tpedyet
Hanuuusa B B Kerberos npuvHumMnana ans cepeepa rneyaTtu, UMsi KOTOpPOro 3agaetcs B popmare:
servicename/hostname@realm

[ns BbINONHEHMST 4ENCTBUIA NO YNPaBAEHUIO NPUHTEPaMKU U oYepensiMn nevatm Heobxo-
aumo cosgatb B ALD y4eTHyo 3anuch rpynnbl agMUHUCTPATOPOB NnevaTun, HanpumMmep, BbIMOMHUB

KoMaHay:
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ald-admin group-add print_admins

BHUMAHUE! Vima yyeTHOM 3anucu Ans rpynrbsl aAMUHUCTPATOPOB NeYaTn He A0MKHO
coBnagartb C MMeHaMU NoKanbHbIX rPyrn Ha cepBepe neyaTu.

Pag pencreuin no agmmnHuctpuposaHmio CUPS (gobasneHune n yganeHue npuHTEpOs,
N3MEHeHWe MONMUTUKM ANS NpUHTEpPa, YCTaHOBKa MaHOATHbIX aTpubyToB AN npuHTEpa) MO-
XeT BbINOMHATLCA OT MMEHM MoNb3oBaTens, BXoAsALWero B rpynny agMUMHUCTPAToOpOB neyatu
print_admins. [1ns atoro Tpebyetca B panne /etc/cups/cups-files.conf ykasaTb rpyn-
Ny aAMUHUCTPATOPOB NeyaTn B Ka4eCcTBe 3HaYeHUs napameTpa SystemGroup (MO YMOMYaHUIO
3HayeHne napameTpa lpadmin). PegaktnpoBaTtb ykasaHHbIM hain Heo6xo4MMo OT UMEHU y4eT-
HOM 3anucun agMuUHUCTpaTopa C UCMNosib3oBaHMEM MexaHuamMa sudo.

Cosgatb B ALD y4eTHylo 3anncb agMuHUCTpaTtopa nedyatm n nobasutb ee B rpynny
agMuHucTpartopos nevat ALD, Hanpumep, BbINOAHUB KOMaHAbI:
ald-admin user-add ald_print_admin
ald-admin group-mod print admins --add-users --user=ald print_ admin

[ns obecneveHns coBmecTHOM paboThl cepBepa nevatn ¢ ALD Heobxoanmo:

1) cosgatb B B[] ALD ¢ nomouwbio yTunuTbl agMmmHucTpmpoBanus ALD npuHuunana,

COOTBETCTBYIOLLIEro cepsepy neyatu. lNpuHumnan co3gaeTcs ¢ aBToMaTUYeckn creHepupo-

BaHHbIM CIyYanHbIM KIHOYOM:

ald-admin service-add ipp/server.my_domain

2) BBECTU CO34AHHOrO MpuUHUMNana B rpynny CepBMCOB mac, UCMOMb3ysa CreayroLLyto

KOMaHAy:

ald-admin sgroup-svc-add ipp/server.my_domain --sgroup=mac

3) cosgaTb dpann knova Kerberos ana cepsepa nevyaty ¢ NOMOLLUBIO YTUNUTBI agMUHU-

ctpupoBaHns ALD ald-client, ncnonb3ysa cnegyowyro KOMaHay:

ald-client update-svc-keytab ipp/server.my_domain

4) OT UMEHW Y4eTHOM 3anucu agMuMHUCTpaTopa C UCMNONb30BaHNEM MexaHu3Ma sudo

BbIMOSTHUTL CregyoLlne KoMaHab!:

cupsctl --remote-admin --share-printers --remote-any

cupsctl ServerAlias=*

cupsctl DefaultPolicy=authenticated

cupsctl MarkerUser=ipp

cupsctl ServerName=server.my_domain

cupsctl MacEnable=0n

cupsctl DefaultAuthType=Negotiate

5) OT MMEeHM y4eTHON 3anncu agMUHUCTpaTopa C UCNONb30BaHNEM MexaHu3Ma sudo B

KOH(purypaumoHHom dpanne /etc/cups/cupsd. conf pekomeHayeTca yoanuTb crieay-

tOLLYIO CTPOKY:

Port 631
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N BCTaBUTb CTPOKY:

Listen 0.0.0.0:631

6) ocyLlecTBUTb Nepesanyck cepBepa CUCTEMbI NevaTn, BbINOSTHUB KOMaHAb!:

systemctl restart cups

BHUMAHUE! B koHdurypaumMoHHOM dhansne 3almLLeHHOro cepeepa neyatn ua cocra-
Ba nsgenusa /etc/cups/cupsd.conf He gonyckaeTcd ycTaHOBKa 3Ha4YeHUs None napamerpa
DefaultAuthType (OTKNHOYEHME ayTEHTUDUKALMN) N BHECEHNE M3MEHEHUI B NapamMeTpbl NOu-
Tkn PARSEC, He cOOTBETCTBYIOLMX SKCMyaTaUMOHHON JOKYMEHTaLUMN.

MonpobHas nHbopmMaLms No MapkupoBke AokymeHToB npusefeHa B [11.4] MHdopmauus
O NnevaTn HEeCKOMbKNX KON JOKYMEHTOB C HeHyneBblM MaHAaTHbIM ypoBHeM npusefeHa B [11.5

[anee BbINOMHUTL BXO4 Ha cepBepe nevyatn OT MUMEHU YyY4ETHOW 3anucu, BXoaslleun B
rpynny ALD print_admins, n HacTpouUTb NpUHTEpPLI. HacTponka NpuHTEPOB MOXET ObITb BbINOM-
HeHa C UCnosib3oBaHMEM YTUNUTbl £ly-admin-printer (CM. 3NIEKTPOHHYIO cnpasky). [locne
3anycka yTuUnuTbl He06Xo4MMO yKasaTb, YTO AN BbINOMIHEHNSA NPUBUIEMMPOBAHHbIX AENCTBUN HE

MCNoJsib3yeTcd y4eTHaa 3annucb root, U 3aTeM BbINOJTHATL AEencTBms no HaCTpOI7IKe.

11.3.2. KnueHt

O6wme ycnosus, nNpu KOTOpbIX obecnevnBaeTcs COBMECTHOE PYHKLNMOHUPOBAHME KINEH-
TOB cucTembl nevatu ¢ ALD, npuseaerbl B[11.3] Kpome Toro, cepsep neyatvt fomkeH ObiTb Takke
HaCTPOeH COOTBETCTBYIOLMM obpasom (cm. [11.3.1). [ins HacTpoinku knueHTa cucteMbl NevaTu
HeobxogMMmo:

1) cosgaTb KOH(UrypaumoHHbin bann /etc/cups/client.conf;

2) 3agaTb B KOHGUIypaumoHHbIM hanne /etc/cups/client.conf gna napamert-

pa ServerName B KayeCTBe 3HayeHUs MMS cepBepa CUCTEMbl nevatun, Hanpumep,

server.my_domain.
11.4. MapknpoBKa AOKYMEHTOB

MapkmpoBKa neYaTHbIX NMMCTOB OCYLLECTBMNAETCA «HaNOXEHNEM» MapKepPOB C YYETHbIMU
aTpmMbyTammn OOKYMEHTA, BKMOYaOLLNMM:

- YPOBEHb KOHMMAEHLNANBHOCTN JOKYMEHTA;

- HOMep 3K3eMnnApa;

- KONMYeCTBO NIUCTOB B 3K3EMMNSPE;

- [aTy BblBOAa AOKYMEHTa Ha nevarb;

- HOMEp KaXkgoro BXOASILLEro AOKYMEHTa;

- UMS UCMOSTHUTENS;

- UMS Nonb3oBaTensi, NPOU3BOAMBLLErO NeYaTb Ha CTaHUMM nevaTw.

Cuctema nevatun aBnsieTcs MHBapMaHTHOIZ NO OTHOLUEHUID K NPUNOXeHUAM, KOTOpble
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obpaLlatTcs K CepBUCY NevaTn. ATO 03HAYAET, YTO NPUIOXKEHWS, BbIBOASALLME HA NeYvaTb, AOMKHbI
Yy4MTbIBaTb MapKMPOBKY JIMCTOB U OCTaBNATb AN 3Toro cBo6ogHoe mecto. B npoTtuBHOM cnyyae
MapKepbl MOTYyT HANOXUTbCA Ha parMeHTbl neYataemMon MHopmauun.

B katanorax /usr/share/cups/psmarker u /usr/share/cups/fonarik xpaHaTca
dhansnbl C HacToMKamMn MapkepoB nevatn. HacTponka arneMeHTOB MapKUPOBKN OCYLLIECTBNSETCS
pefakTupoBaHueM criegyrowmx annos:

- /usr/share/cups/marker.template — onucaHue areMeHTOB MapKepa, NpocTaB-

naemMblX Ha NepBON CTpaHuue, NocrneayrLlmx cTpaHmuax u Ha obopoTe nocnegHen

CTpaHuUpbl;

- /usr/share/cups/psmarker/marker.defs — onMcaHne NONOXEHUS ANIEMEHTOB

MapKepa Ha CTpaHuLe;

- /usr/share/cups/fonarik/fonarik.defs — onncaHne NONOXeHUS ANIEMEHTOB

Mapkepa Ha obopoTe nocnegHemn CTpaHuLbl.

[na naMmeHeHus nonoXeHns Mapkepa, NPOCTaBseMOro Ha Kaxaon cTpaHuue, Heobxoau-

MO B (panne /usr/share/cups/psmarker/marker.defs N3MEHUTb 3HAYEHNE NapamMeTpa:

MarkerTopShift — ona BepxHero anemMeHTa mMapkepa;

MarkerBottomShift — Ana HWXKHEro anemMeHTa Mapkepa,;

MarkerLeftShift — Aond nesoro aneMeHTa Mapkepa;

MarkerRightShift — anga npaBoro anemMeHTa mapkepa.

[na nameHeHnsa NONOXeHMA Mapkepa, NPOCTaBnsSeMoro Ha obopoTe NocneaHen CTpaHn-
Ubl, Heobxoammo B panne /usr/share/cups/fonarik/fonarik.defs N3MEHUTb 3HaYEHUNE
napameTpa:

- FonarikTopShift — Ang BepxHero anemMeHTa mapkepa;

FonarikBottomShift — Ang HWKHEro aneMeHTa Mapkepa;

FonarikLeftShift — Aonga nesoro anemeHTa Mapkepa,

- FonarikRightShift — gna npaBoro anemMeHTa Mmapkepa.

JTiobble M3MeHeHUs cogepXaHua u dopmMarta Mapkepa CTpaHuL, MOXET Mpou3BOAMTb
TONbKO aiMMHUCTPATOpP Yepe3 MexaHn3Mm sudo. [lJaHHaa HacTpomka MOXET OCYyLeCTBNATLCS C
ncnonb3oBaHnem rpacuyeckon ytunutel £ly-admin-marker.

[nsa BbINONHEHNA MapKMPOBKM JOSMKHA OblTb co3aaHa rpynna lpmac.

BbINONHATL MapKnpoBKY HEOBXOAMMO B CECCUM C HYNEBOM KnacCnUKaLNOHHON METKON.

lMonb3oBaTerb, OT UMEHW KOTOPOro ByayT BbINOMHATLCA KOMaHAbl MO MapKUPOBKE, OOIMKEH
BXOOMUTb B rpynny lpmac.

[ns neyatn JOKYMEHTOB C HEHYNEeBbIM MaHAATHbIM KOHTEKCTOM HEeOBXOAMMO COOTBET-
CTBYOLLMM 06pa3om HACTpOUTb NpUHTEpP. [laHHas HacTpoOKKa OCYLLECTBNAETCH C UCMONb30BaHNEM

yTunntbl £ly-admin-printer. B 3aknagke «MAC» Heobxoanmo yCTaHOBUTbL MOSNIUTUKY parsec,
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a Takke OONYCTUMbIN Anana3oH MaHOaTHbIX YPOBHEN U KaTeropui. [lononHuTenbHas nHgopmaums
00 ytunute fly-admin-printer NnpuBedeHa B SNIEKTPOHHOW CripaBke.

lMocne oTnpaBku nonb3oBaTeneM Ha neyaTtb JOKYMEHTa C HEHYNeBbIM MaHOaTHbIM KOH-
TEKCTOM B o4epean cepBepa neyatn dpopMmmpyetca 3agaHue.

[na ne4yatn gOKyMeHTa He0BX0AMMO BbINOMHUTL €0 MapKMpoBKY. MapkMpoBKka BbINOMHA-
eTCs BbI30BOM CKpuUnTa markjob, KOTOpbIA TpebyeT Hanuuns yTunuTtbl 1pg, BXOASLWEN B COCTaB
naketa cups-bsd.

B npouecce BbinonHeHns ckpunta markjob y nonb3oBaTens 3anpalumBaloTca cnegyto-
Lme atpubyTbl Mapkepa:

- mac-inv-num — MHBEHTaPHbLIA HOMEP;

- mac-owner-phone — TeneqoOH UCMONHUTENS,;

mac-workplace-id — naeHTudukatop paboyero mecTa;

- mac-distribution — CNNCOK paccCbInku.
lMpwn BBOAE cnucka pacchifikv agpeca pasgensaoTcd cCUMMBOMoM «*». Ecnu B 3HaveHun
CrucKa paccbIfnkn ucnosnbayercsa npoben, To 3HavyeHne atpmbyTa HeobXxoaMMO B3STb B KaBbIYKM

LIENNKOM.

Mpumep
Bblﬂ,aeTCFl 3arnpoc Ha BBOA CrNuMcKa pacCbliKK:
Enter mac-distribution - Distribution list, addresses separated by ’'"’:
BeecTtu cnncok paccCbINIKA:

"B meno”B agmpec"

lMocne BbLINONMHEHUS MAPKMPOBKM B ovepean hopMupyroTcsa ABa OOMOMHUTENbHbLIX 3a-
AaHus, nepBoe (C MEHbLLUMM HOMEPOM) NpeacTaBnsaeT cobor NPOMapKUPOBaHHbBIA JOKYMEHT, a
BTOpoe (C 60MbLINM HOMEPOM) — MapPKMPOBKY, pasMeLLlaeMyto Ha 0bopoTe nocnegHero nmcra
AoKymeHTa. Heobxoammo Bo30OHOBUTL BbIMNOMHEHME NEPBOro 3afaHus, YTO NPUBEAET K nNevaTu
NMPOMapKUpOBaHHOIo JOKyMeHTa. 3ateM Ha 06opoTe nocrnegHero nucTa AOKyMeHTa nevaraercs
MapKMpOBKa NOCPELCTBOM BO30OHOBMNEHMS BbINOMHEHUSA BTOPOro AOMONTHUTENBHOMO 3a4aHus.

Mpy BbINOMTHEHMN MAPKUPOBKM OT MMEHM MONb30BaTens, BXOASLLEro B rpynny lpmac,
BO3MOXHO MOSTy4eHne CoobLLEeHS:
HeBO3MOXHO BHIIOJIHUTDH 3alipoCc: 3allpeleHo

B naHHOM crnyyae HeobxoaMMO BbINOMHWUTL KOMaHAy id OT MMEHM NoNb30BaTens, BbINom-

HAOLWEro MapkUpoBKY, 1 MOBTOPHO 3amnyCTUTb CKPUNT MapKUPOBKU markjob.
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11.5. MeyaTb HECKONbLKUX 3K3EeMNNSAPOB AOKYMEHTa C HeHyneBbiM MaHAAaTHbIM

ypOBHEM

[ns ne4yatn HeCKONbKNUX 3K3eMMNNAPOB AOKYMEHTa C HEHYNEBbIM MaHAATHbIM YPOBHEM
nonb3oBaTenb JOMMKEH OTNPaBUTL Ha NeYaTb TONbKO OA4HY KOMUKO AOKYMEHTA.

Monb3oBaTternb, OCYLECTBAKLWMNIA MapKMPOBKY, LOMMKEH BbIMOMHUTL CNeayoLLyto nocrne-
[oBaTeNbHOCTb AENCTBUN:

1) nonyuYnTb HOMEpP 3adaHnst ANs MapKMPOBKK, BbIMOSTHUB KOMaHAY:

lpg -a

2) 3apaTb YMCNO KOMUIK ANSA neYaTtu, BbINOMHUB KOMaHAY:

lpattr -j <HOMep_ 3anaHusa> —-sS copies=<uucCiio_KOIui>

3) NpPon3BECTM MapPKUPOBKY, BbINOHUB CKPUNT markjob.

Mocne BbLINOMHEHUS MApPKMPOBKM B ovepeam hopMmnpyroTcs nNo ABa AONOSTHUTENbHbIX
3agaHna Ons Kaxkaoro ak3emnngpa JOKYyMeHTa, pacrnonaraemMblx B odepean nocnenoBatesnibHo.
lMepBoe (C MEHbLUIMM HOMEPOM) NpeacTaBnsieT cobonM NPOMapPKUPOBAHHbLIN IK3EMNIISAP JOKYMEH-
Ta, a BTopoe (C 60MbLMM HOMEPOM) — MApPKUPOBKY, pa3Mmellaemyto Ha obopoTe nocrnegHero
nucTa ak3eMnnsapa AokyMeHTa. [na nevatn ak3emnnsipa JoOKyMeHTa HeobxoamMmo BO306HOBUTL
BbIMNOfMIHEHME MEPBOro COOTBETCTBYIOLWEro eMy 3aaHus, YTo NpuBeaeT K neyatyu NpoMapKmMpo-
BaHHOIO 3K3emnnisipa AokymeHTa. 3atem Ha obopoTe nocrnegHero nucTa ak3emnnsipa AoKyMeHTa
neyaTtaeTcs MapKkMpoBKa NOCPELCTBOM BO30OHOBNEHNS BbIMOSTHEHUS BTOPOro COOTBETCTBYHOLLEIO

3K3eMNNISpY OOKYMEHTa AOMOMHUTENBHOIO 3a4aHns.
11.6. YcTaHOBKa U HacTpoMKa npuHTepa

yCTaHOBKy n HaCTpOﬁKy npuHTEpa criegyet npon3soanTb NMocrie 3aBepLlleHNA YCTaHOBKU

1 nepBoHa4vanbHon HacTponkn OC.

11.6.1. O6wme nonoxeHus

Mpun neyaTn Yepes NokanbHbIN CcepBep NeyvyaTu JaHHble CHavana opMupyrTcs Ha no-
KanbHOM cepBepe, Kak ansi ntobon apyron 3agadm nevyaTun, nocrne Yero NocbIarTCs Ha NpUHTED,
NOAKMIOYEHHbIW K AaHHOMY KOMMbIOTEPY.

Bcs nHdpopmaums, Heobxogmmasa ona gpareepa npuvHTepa (Mcnonb3yemoe usnyeckoe
YCTPOWCTBO, YAaneHHbIN KOMNbIOTEP Y NPUHTEP AN yOaneHHOW neyatn), CoaepXuTca B dhannax
/etc/cups/printers.conf n /etc/cups/ppd/<ums_ouepenu>.ppd.

[anee TepMuH «NpUHTEP» B HACTOsLLEM noapasgene ucnonb3yercs Ans obosHave-
HUS NPUHTEpPa, COOTBETCTBYIOLLEro OA4HOM 3anucu B hanne /etc/cups/printers.conf. lNog
TEPMUHOM «PU3NYECKUI NPUHTEP» Nogpa3ymMeBaeTCca YCTPOUCTBO, C MOMOLLbI KOTOPOro npo-
N3BOANTCS NevaTb Ha Oymare. B dpanne /etc/cups/printers.conf MOXeT OblTb HECKOMNBKO

3anucen, onNnUCbIBaOLWNX OANH PU3NYECKMIA NPUHTEP PasnnUYHbIMK crnocobamu.
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11.6.2. KomaHAab! ynpaBneHus ne4vyaTtbio
B cuctemy nedatn OC BkntoyeHbl hansnbl, NpegocTaBnaowme KOMaHaHbIn MHTepdenc

nonb3osatens B ctune BSD u System V (tabnuua [53).

Tabnuuya 53
dann Onucanune
, MocTaHoBKa 3agaHui B ovepenb. CoBMecTMMa C KOMaHgon lpr
/usr/bin/lpr
cuctembl nedatn BSD UNIX
, lMNocTtaHoBka 3agaHmn B ovepedb. CoBMeCcTMMa ¢ KOMaHaon 1p
b 1
/usr/bin/lp cuctembl nevatn System V UNIX
/usr/bin/lpg [pocMoTp ovepeaen neyaTu
YnpaBneHne NnpuHTepoM. ABNAETCA YaCTUYHON peann3aumnen Ko-
/usr/sbin/lpc P P P p U
MaHgbl 1pc cuctembl nedatn BSD UNIX
/usr/bin/lprm OTmeHa 3agaHuii, NOCTaBNEHHbIX B o4epedb Ha neyaTb
/usr/sbin/cupsd CepBep nevatu
/usr/sbin/lpadmin HacTtponka npuHTEPOB 1 KTacCoB NPUHTEPOB
/usr/sbin/lpmove MepemelleHne 3agaHnsa B Apyryto ovepeib
, , , HacTtpoika cuctembl nevaTu, yCTaHOBKA M HAcTPoWKa NPUHTEPOB,
/usr/bin/fly-admin-printer P y P P P
yrnpasrneHue 3agaHnamm

OnucaHue gaHHbIX KOMaHA NpMBEAEHO Ha CTpaHWLUAaxX PyKOBOACTBA man.

CUPS npepoctaBnsaeT yTUnnTbl KOMaHAHOW CTPOKWU OS5t OTNpaBrieHnsa 3agaHuin U npo-
BEPKN COCTOSAHUA NpuHTepa. KomaHabl lpstat U lpc status Takke NokasblBalOT CETEBbIE
nNpuHTEpPbI (npuHTep@cepBep), Korga paspelueH 0630p NPUHTEPOB.

KomaHabl agmuHncTpupoBaHmsa System V npegHasHayeHbl Onst ynpaBrieHus NpUHTepamm
n knaccamn. CpefcTBo agMUHUCTPUPOBAHUS 1pc NOAAEPXKNBAETCH TOMbKO B peXMUMe YTEeHUa ans
NPOBEPKM TEKYLLIETO COCTOAHNA ovepeaen nevyatn 1 NnaHUpoBLLKKa.

C nomoLbo KOMaHAb! 1p BbINOMHAETCS Nepegada 3agavv NnpuHTEpY, T. €. 3agada CTaBUTCS
B ouepeab Ha neyatb. B pesynerarte BbINOAHEHNA 3TOW KOMaHAbl hann nepenaercs cepBepy
neyaTu, KOTOPbIN NOMELLAET ero B Katanor /var/spool/cups/.

OcTtaHoBUTb paboTy cepBmuca neyvaT MOXHO C MOMOLLbIO KOMaHAbI:
systemctl stop cups

3anycTuTb CEPBUC NeYaT MOXHO C MOMOLLIbIO KOMaHAbI:
systemctl start cups

11.6.2.1. Ipq

KomaHaa 1pg npegHasHaveHa anis NpoBEPKU ovepeamn nevatu, UCcnonb3yemMon 1pd, v Bbl-
BOZa COCTOSAAHUS 3a[laHMI Ha neyaTb, YKasdaHHbIX NP1 NOMOLLM HOMepa 3adaHns NnMbo CUMCTEMHOrO
naeHTudurkaTtopa nonb3oBaTens, KOTOPoOMy NpuHaanexuT 3agaHme. OHa BbIBOOUT AN KaXOoro

3aflaHns UM ero Bnagenbla, TeKyLLMA NPUOPUTET 3aaaHunsl, HOMEp 3aaaHus U pa3Mep 3afaHns B
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GaiTax, 6e3 napamMeTpoB BbIBOAUT COCTOSIHME BCEX 3aaHui B oMepeau.

11.6.2.2. Iprm

KomaHga lprm npegHa3Ha4vyeHa gngd yganeHunsa 3agaHna n3 odepenun nevartu. Ons onpe-

AeneHns Homepa 3agaHnst HeobxoaAnMo UCnonb3oBaTb kKOMaHay 1pg. Ons Toro YTobbl yaanuTb

3agaHne, Heobxoaumo ObITb ero BnagenbUem Unum agMUHUCTPaToOPOM nevaTu.

CucteMHble katanoru, onpegensiowme paboty cuctembl nevatn OC, Takke cogepxar

dannbl, KOTOpbIE HE ABMSKTCHA UCMONMHAEMbIMM:

pa:

- /etc/cups/printers.conf — cogepxuT onucaHusa npuHtepos B OC;

- /etc/cups/ppd/<ums_ouepenu>.ppd — COOAEPXKUT ONUCAHNS BO3SMOXHOCTEN NPUH-
Tepa, KOTopble UCMONb3YTCS NpY NevaTn 3agaHuin U Npu HacTpPonKe NPUHTEPOB;

- /var/log/cups/error_log — NOCTynaeT NpoTokos paboTbl NnpuHTEpa. B atom dhan-
ne MoryT HaxoanTbCst coobLueHus 06 owmnbkax cepBepa nevyatm unm gpyrnx nporpamMmm
CUCTEMbI NeYaTu;

- /var/log/cups/access_log — permcTpupyrTcs Bce 3anpochl K cepBepy nevaru;

- /var/log/cups/page_log — NOCTynakT cOOOLLEHNNA, NOATBEPXKAAOLWMNE YCNELLHYIO
006paboTKy cTpaHuy 3agaHnsa punsTpaMmm U NPUHTEPOM.

11.6.2.3. Ipadmin

KomaHga 1padmin Takke ucnonb3yeTtcs ansa HacTpowku npuHTepa B OC.

Ee 3anyck ¢ napameTpom -p ucnonb3yetcs Ansa gobaeneHns unu moamdukaumm npuHTe-

/usr/sbin/lpadmin -p printer [onuwuwu]

OcHoBHble NapameTpbl koMaHdbl 1padmin npuBeaeHsl B Tabnuue [54]

Tabnuuya 54
MapameTp OnuncaHue
—c class HobaBnseT Ha3BaHHbIV NPUHTEP K KNaccy NpuHTepoB class. Ecnu knacc He cyule-
CTBYET, TO OH CO34aeTcs
3apaeT ctaHOapTHBIN gparBep npuHTEpa, 06bIYHO dhann PPD. daiinbl PPD 00bIv-
-m model HO XpaHATCA B kaTanore /usr/share/cups/model/. CInCOK BCEX AOCTYMHbIX

Moaenen MOXHO BbIBECTU KOMaHAOM lpinfo ¢ napaMeTpoMm —m

Ypansaet ykasaHHbIM NpUHTEP U3 knacca class. Ecnun B pesynkraTte knacc cTaHo-

-r class
BUTCH MYCTbIM, OH yAanseTcs
-v device-uri | YKasblBaeT agpec yCTpOMCTBa AN CBA3U C NPUHTEPOM
-D info BblgaeT TekCTOBOE onncaHne npuHTepa
-E PaspeluaeT ncnonb3oBaHMe NpuUHTEpPA U BKNOYaET NpuemM 3agaHumn
-L location BbIBOOMT pacnonoxeHne npuHTepa
-P ppd-file YKasblBaeT nokanbHbIN tann PPD Ansa Apariesepa npuHTepa
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[ns faHHOM KOMaHAbl CYLEeCTBYHOT Takke napamMeTpbl MO peryrnmpoBaHuI0 NOSIUTUKK
NMMUTOB U OrpaHNYEHUI NO UCMONb30BAHUIO MPUHTEPOB U MNOMUTUKN OOCTYNa K NpUHTEPaM.

3anyck koMmanabl 1lpadmin ¢ NapaMmeTpoM -x UCMOMb3yeTcs AN yaaneHus npuHtepa:
/usr/sbin/lpadmin -x printer

11.6.2.4. fly-admin-printer

Ytunuta fly-admin-printer npegHasHaveHa A5 HACTPOMKM nevaTtu B rpadomyeckomM
pexume. [No3BonseT B pexMme agMmMHUCTpaTopa neyartu ycTaHaBnmBaTtbh, HacTpanBaTb U yoansiTb
NPUHTEPbLI M Knaccbl NPUHTEPOB, a Takke HacTpavBaTb cepBep neyatn 1 ynpasnaTb 3agaHUSMn
Ha nevatb. B pexxume obbl4HOro Nonb3oBaTens NO3BONSET yCTaHaBNMBATbL HACTPOMKM nevaTu
N oNuuW NPUHTEpPa, a Takke ynpaeBndaTb 3adaHNaAMKM Ha nevatb (yaansTb, NPUOCTaHaBNMBaTb,
BO30OHOBNATL NevaTb M yCTaHaBNMBaTh OTNIOXKEHHYIO neyatb). [na Bbi3oBa NPUBMAErMPOBaHHbIX
AenCcTBUI 3anpalumBaeTcs asTopmsaums. [NogpobHyo Hpopmauuio No MCNONb30BaHUID YTUNUTLI
fly-admin-printer CM. B 9fIEKTPOHHOWN CripaBKe.

[lna yctaHoBKM apanBepoB NpuHTEPOB nponssoacTea Hewlett Packard pekomeHayeTca

ncnonb3oBaTtb YTUNUTY hp-setup.
11.7. CtaHuMA NnevyaTu AOKYMEHTOB C MapKUPOBKOW

[na nedyatn JOKYMEHTOB C MapKMPOBKOMW UCMONb3yeTcs web-npunoxeHue «YnpasneHue
neyatblo», pacrnonoxeHHoe B deb-nakete printcontrol-web. [NpunoxeHve npegHasHavyeHo
AN ynpaeneHus 3agaHusMn Ha nevatb 1 4ns MapKUpPOBKU JOKYMEHTOB, OTNPaBMEHHbIX Ha NeYaTb.
Ha kaxabli JOKYMEHT, OTMpaBneHHbIA Ha nevyaTb, MOXET ObITb «HaANOXeH» MapKkep C yYeTHbI-
MU aTpubyTamMum K Nocre 3Toro BbIMOfIHEHA NeYaTb HECKOSTbKUX 9K3EMMMASAPOB MapKMPOBAHHOIO
AOKYyMeHTa.

BHUMAHMUE! [1na ne4aTn HECKONbKNX SK3EMMNSAPOB LJOKYMEHTA C HEHYNEBbIM MaHAaT-
HbIM YPOBHEM MOMb30BaTesb AOSMKEH OTNPaBUTb Ha NevaTb TONbKO OOHY KOMUIO OKYMEHTa.

[na ycTaHOBKM wWeb-nNpunoxeHns «YnpasneHne nevyatbio» HE0OX04MMO BbINOMHUTL Crie-
aylwune oencTsuns:

1) HacTpouTb cucTemy neyatu cornacHo pasaeny [11}

2) HacTpouTb web-cepeep Apache cornacHo pasaeny [6}

3) MapKupoBKka OOKYMEHTOB OCYLLECTBNAETCS OT MMEHW NOSib30BaTensl, BXOAsALWEro B

rpynny lpmac (rpynna lpmac cosgatca npu yctaHoBke CUPS), noatomy Tpebyetcs

BHECTM B JaHHYO rpynny nonb3oBartens, OT UMEHU KOTOPOro ByaeT npoxoanTb MapKnpoBka

OOKYMEHTOB.

MapkupoBka gokymeHToB B ElNl1 ocyulecTBnserca oT MMeHN nosnb3oBaTens, BXOAALEro B

rpynny lpmac_ald. [ing co3gaHus rpynnbl BbIMOAHUTL KOMaHAY:

ald-admin group-add lpmac_ald --gid=2900 --user="user"

rae user — UMS OMEHHOrIO Mosib3oBaTens;
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4) yCcTaHOBUTb NakeT printcontrol-web KOMaHO4OMN:

apt-get install printcontrol-web

5) npu HeobBxoanMMOCTK NOAKNYNTL MOAyNb web-cepBepa Apache php7.0 1 nepesany-

CTUTb cepBep:

a2enmod php7.0

systemctl restart apache?2

6) OTKpbITb OKHO Bpay3epa 1 nepenTn No agpecy:
server/printcontrol/prog/printcontrol.php

roe server — oOMeHHoe umsa web-cepsepa Apache.

11.7.1. 3anyck Web-npunoxeHusa «YnpaBneHue ne4yatbio»
lMocne 3anycka NpunoXeHns 3anpalnBaeTca ayTeHTudunKauusa agMMHUCTparTopa nevaru.
MaBHOEe OKHO NporpaMmbl (puc.[6) conepxuT naHenb «YnpaeneHne nevaTbio JOKYMEHTOBY

C pa60qe|?1 naHenbo BHU3Y U CCbISIKOW «ﬂpOCMOTp perncrtpauun BbiBOAa AOKYMEHTOB Ha neyarb»

(11.7.6) BBEpxy cnpasa.

@ YNPABAEHVE MEYATHIO - Mozilla Firefox @astra 9=
®afn Opaska Bup  MypHan 3aknagk  MHCTpYMEHTH  CNpaBks
| i ¥MPABIMEHKWE MEYATEIO |L=

& ‘ localhost/printcontrol/printcontral. php -0 ﬁ' Google &

I*IG

nQOGMOTE perucTtpauunun
BEblBOAa AOKYMEHTOB Ha NeYaTb

YMPABIEHWUE NEYATBIO JOKYMEHTOB

Buibop
3afaHun

U3
CNUCKa

1-11 war: BeiGepure 13 cnvcka 3agaHue Ans nevar unv o6HoBUTe cTpaHuuy

Cnucok 3agaHuiA Ha NeYaTb Mo cocTOAHUIO Ha 23.04.2013 14:58:14

test 15:52:21 o ipp:/flocalhost:631/printers
BbIGpaTh 512 e o e BesbiMAHHLIAT JLOCAL Ad Yaanute
test 15:54:51 _ ipp:/localhost:631/printers I
BbI6paTh 513 tost Tem now.  15.03.2013 BesbIMAHHLIA'T JLOCAL Ad Ypanute
test 16:03:27 . ipp:/llocalhost:631/printers
Bbi6paTb 516 L T 15032013 BesbimAHHbIA1 JLOCAL A4 Ypanutb
L=
Puc. 6

Ha naHenu «YnpaBneHue neyartbio JOKYMEHTOB» CXxeMaTU4ecku B BUAE OTAENbHbIX 3Ta-
noB (LuaroB) oTobpakaeTcs NOpsaoK yNpaBreHNsa nevaTblo JOKYMEHTOB. OTarbl BbIMNOMHAKTCS
nocnepoBatensHo, HaunHas ¢ nepsoro (11.7.2). Tekywwmit aTan BbINONHEHUS BbiAenseTcs LBe-
TOM, a NnNog CXemaTnyecknm nsobpaxeHnem atanoB oTobpakaeTcs NOPsiAKOBbLIA HOMEP TEKYLLEero
aTana u ConyTCTBYIOLLMA KpaTKMA KOMMeHTapuin. [Nepexon Ha cnegylowmin atan ynpasneHus
OCYLLECTBIAETCA aBTOMATUYECKM.

Ha pabGouyei naHenn BHM3Y OTOOpa)KatoTCsi COOTBETCTBYHOLLME 3Tany COMyTCTBYoLLas
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NHOopMauus, napamMeTpbl Anst YCTAHOBKN U KHOMKW YrpaBrieHust.

11.7.2. 3tan 1: BbIOOp 3apaHusA U3 CNUCKa

Ha nepBom aTane BbINOMHAETCS YCTAHOBKA 3fIeMEHTa U3 CNncka 3agaHuin Ha neyatu.

Ha pa6oueli naHenun (cM. puc. [6) B TabnuyHoM Buae oTobpaxaeTcsi CUCOK 3afjaHui
Ha rneyaTb MO COCTOSIHUIO Ha yKa3aHHYH B 3arofioBke Tabnuupbl gaty n spemsi. Cnncok 3agaHum
obHoBnseTCA Kaxable NaTb cekyHa. Ecnn 3agaHnin Ha nevaTtb HET, TO NoABnsieTcs coodlieHne
«3agaHun Ha neyaTb HET» N NPOU3BOAUTCA aBTOMaTUYECKMIA 3anNpoc CNMcKa 3adaHni Ha nevatb.

[ns Kkaxxgoro anemeHTa cnucka (3agaHuna) B ctonbuax tTabnuubl otobpaxatorcs ceefe-
HUSA O 3agaHun: naeHTMduMKaTop 3agaHuns, nHopMaunsa o Nonb3oBartene, BpeMs Bblgadn, MMs
darna ¢ AOKYMEHTOM, yKasaTernb pecypca NpuHTepa, YpOBEHb CEKPETHOCTU, hopmaT Bymarn.
YnpaenstoLime KHONKN NS Kax4oro 3agaHus otobpaxarotcst ctonbuax tTabnuupi:

- «Bblbop 3apaHus» — [BblOpaTb], ycTaHaBnNMBaeTCs 3agaHne Ha nevyaTb 1 NPOUCXOAUT

nepexog ko sTopomy atany (11.7.3));

- «YpoanuTby» — [YAanuTb], aneMeHT crnvcka yaansercs.

11.7.3. Jtan 2: 3anonHeHne peKBU3UTOB AOKYMEHTa

Ha BTOpoM aTane ycTaHaBnMBalOTCHA PEKBU3UTBI ASI MapKMpOBaHUA OOKYMEHTa npu
neyaTn U OH OTNPABMSETCA Ha nevaTb. PEKBM3UTLI JOKYMEHTA YCTaHaBNNBAKTCH B COOTBETCTBUN
C TpeboBaHNAMM CEKPETHOrO Aenonpon3BoacTBa.

Paboyasi naHenb (puc. [7) cogepxuT:

8=

@ YMPABJIEHVE MEYATHIO - Mozilla Firefox @astra

Oain_ Opaska Bua Kypran 3aknal
] ¥TIPABIIEHME MEHATEIO

) ﬁv Google @

NpocMoTp perncTpaunmn
BblBOJa AOKYMEHTOB Ha nevyatb

& [@ localhost/printcantral/printcontral. php

YNPABNEHWUE NEYATBIO JOKYMEHTOB

3anonHeHue
PeKBU3IUTOB
AOKYMeHTa
2-14 war: 3anonHute PEeKBU3UTbI AOKyMeHTa 411 €ro MapKnpoBKU NpU nevyatu

Bbl6paH0 3ajaHne Ha nevyartb

test 16:52:21 u I . ;
OTnpaenTtb m (3 T ) 15022013 ipp:/llocalhost:631/printers/LOCAL - OTMeHNTb

PeKkBM3UTbI AOKYMEHTa AN neyatm

YueTHbIi HOMEPZ‘MG

Konnuectso aKaeMI'IJ'IFlp()BZ‘l

Homep I'IOMELLtEHMﬂI‘
Agpeca paccbikm - 1:\3K3.1 - B agpec
-2:5k3.2 - B meno

WenonHutens: ‘test
TenedoH:; ‘
OTtnevaTan: ‘root

OTnpaenTb OTMeHNTb
Puc. 7
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- «BbibpaHo 3agaHue Ha neyaTb» — B TabnnyHoM Buae otobpakatoTcs cBegeHnsa ob

ycTaHoBneHHoM 3agaHum (cm. [11.7.2)) n ynpasnsioLwme KHonkn B ctonbuax:

- «OTnpaBuTb Ha neYyaTb» — [OTNPaABUTL], YCTAHOBMEHHbIN JOKYMEHT W YCTaHOBMEH-

Hble PEKBM3WUTbI OTNPaBMAIOTCA HA NeYaTb M NPOUCXOAUT Nepexos K TpeTbeMy aTany

(11.7.4);

- «OTMEHUTb» — [OTMeHVITb], YCTaHOBJ1E€HHbIE PEKBU3UTbLI OTNPABIIAKTCA Ha NMevaTtb

N npomncxoguT nepexos K Tpetbemy atany (11.7.4);
- «PekBM3nTbI JOKYMEHTa Af1s nevyatmy»:

- qaopma C noJiaMn BBoAa, B KOTOPbIX YCTaHaBIINMBAETCA.

«YYeTHbIN HOMEP» — YYETHbIN HOMEP AOKYMEHTA;

«KonnyecTBo aK3eMnnAsipoB» — KONMYECTBO IK3EMMNIISIPOB AOKYMEHTA;
«Homep nomeLlleHnsa» — Homepa NOMELLEHNS;

«Agpeca paccbiiku» — 0 MATU agpecoB PacChIfKy;

«McnonHutens» — MM UCNOMNHUTENS OOKYMEHTA;

«TenedoH» — HoOMep TenedoHa;

«OTnevyaTtan» — NMs UCMONHUTENS NeYaTw;

- ynpasendwowne KHOMKU:

«OTnpaBuTb Ha nevyatb» — [OTAPaABUTL], YCTAHOBMEHHbIN JOKYMEHT U YCTAHOB-

JIeHHble PEKBU3NTbLI OTMNPABIIAIOTCA Ha ne4vaTtb U NPOUCXoOuUT nepexon K TpeTbemy

arany (11.7.4) ;

«OTmMeHa nevyaTn» — [Yp,anMTb], yCTaHOBJ'IeHHbII7I OOKYMEHT OTnpaBIid€TCA Ha

neyatb M NpoucxoauT nepexop Kk Tpetbemy atany (11.7.4).

11.7.4. 3tan 3: ne4yaTb AOKYMEHTa U PEKBU3UTOB

Ha TpETbEM 3Tane BbINOJIHAETCA BblAa4Ya Ha neyaTb yCTaHOBJTIEHHOIO KOJIM4eCTBa 3K3EM-

nnapoB AOKYMEHTa U ero peKBM3NTOB Ha O6OpOTHOl7I CTOpPOHE nocrsiegHero nucra.

Paboyas naHenb (puc. [8) coaepxuT:



262
PYCBE.10015-01 95 01-1

(@ YMPABNEHVE MEYATBIO - Mozilla Firefox @astra O

©aiin [paska Brg JKypHan 3aknagkv MHCTPYMeHT Cripaska

I YNPABNEHME NEYATLIO &

& [ @ Iocalnost/printcontral/printcontral.php ~ O [~ coogle & €

nEDCMDTE pervcrpauvun
BbiBOoJda AOKYMEHTOB Ha nevyarb

YMPABINEHUE MNMEYATBEIO JOKYMEHTOB

Meyath
AOKyMeHTa
W peKBU3UTOB
3-11 war: HaneyaralTte 3aaHHOe KONMYECKBO 3K3eMMNNAPOB JOKyMeHTa
W ero peKBU3UTOB Ha 060POTHON CTOPOHE NMocneAHero nucTa

BblﬁpaHO 3ajaHne Ha ne4vyaTb

test 15:52:21 i feree o 2

CMNKWCOK 3K3eMMNNAPOB AOKYMeHTa 1 peKBU3UTOB AM1A nevyartu

Meyathb 519 mot"}‘;:‘tnm 15:03:39  1-it ak3. COJIEPYXKUMOTO IOKYMEHTA Yaanue
MeyaTb 520 mot;‘;ﬁ"tnm 15:03:39  1-i ak3. PEKBM3WTOB Ha o6opoTHOIi cTOpoHe nocnefHero nucta Ynanutb
Puc. 8

- «BblBGpaHo 3aaaHue Ha nevyatb» — B TabNUYHOM BuAe OTOOPaXaeTca CNUCOK CBEAEHUIA

06 ycTtaHoBneHHOM 3agaHum (cm. [11.7.2);

- «Cnuncok JK3EMMIIAPOB OOKYMEHTa U PEKBU3UTOB OJ14 ne4yatmn» — B TabnmyHom Buae

0T06pa>KaeTc9| CMNUCOK 3K3EMIITIAPOB OOKYMEHTa N PEKBU3NTOB AJ14 neyarTu. [na kaxgo-

ro areMeHTa cnmcka B ctonoéuax Tabnuubl oTobpaxalTcs cBeAeHus: naeHTMdukaTop,

nHdopmauus o nornb3oBaTene, BpeMs Bblgaum U coaepXxmnmoe nevatn (HOMep 3K3eM-

nnsipa AOKYMeHTa WUu ero pekBu3nToB). YNpaensitoLme KHOMKM AN KaX4oro anemMeHTa

oTobpakatoTcsa ctonbduax Tabnuubl:

- «[evatb 3agaHus» — [lMeyaTts], Bblgavya Ha NeyaTb COOTBETCTBYHOLLErO 3K3eMmnnsapa

OOKYMEHTa Ui ero peKBM3NTOB, 3JIEMEHT yaarAaeTCcAd U3 Crncka,;

- «OTmeHa nevatn» — [YaanuTb], aNemMeHT yaanseTcs U3 crnucka.

Mocne 3aBeplueHnss 06paboTKN BCEX NIEMEHTOB CrMCKa NPOUCXOAUT Nepexos Ha YeTBep-

Tbin atan (11.7.5).

11.7.5. 3tan 4: 3anonHeHne y4eTHON KapTOYKMU

Ha 4yeTBepTOM 3Tarie B COOTBETCTBUN C Tpe6OBaHI/IFIMI/I CEeKpeTHOoro genornpon3soacrtea

3anoNHAKTCA non4d yquHon KapTO4YKM OOKyMEHTa.

Paboyas naHenb (puc. [9) conepxur:
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Jo/ed

@ YNPABSIEHVIE MEYATEIO - Mo;

©afin_ Opaska Bua MypHan 3ak

{1 YNPABMNEHWE NEYATEIO

0 @ coou- W

nQOCMOTQ perncTpauuvu
BblBOJla NOKYMEHTOB Ha Nne4varb

3anonHeHue
y4eTHoi
KapTo4Kku

& [@ tocalhost/printcontrol/printcontro

YMPABINEHWE NEYATBHO AOKYMEHTOB

4-11 war: 3anonHMTe MorsA y4eTHOWN KapTo4KK JOKYMeHTa

O6paboraHo 3agaHUe Ha nevartb

test 15:52:21 = o . :

BeeauTte 3Ha4eHUA Nornen y4eTHOMN KapTOYKN LOKYMeHTa

HaTta Ebmaqw:\lS.OB.ZOlB
Bpems Bbigaun:|15:52:21
YeTpoiicTso BeigauM:|ipp://localhost:631/printer
YyeTHbIi# Homep:|MO

KpaTkoe cogepxkaHue:

YpoBeHb KoHUAEHLMANBHOCTU;
NpeHTudrkaTop cybsexTa fgocTyna:|test

damnnua nonb3oBaTens: ‘test

KonuuecTtBo nucTos: ‘

KonuuecTso konuia: ‘ 1

PesynbTaT Bbigauu: \ycneLu HO
Bpak: \

3anoMHUThL He 3anomMuHaTh

Puc. 9

- «ObpaboTaHo 3agaHue Ha neyaTtb» — B TabnnyHOM Buae otobpaxarTca ceeageHus oo
ycTaHoBrieHHoM 3agaHnum (cm. [11.7.2);
- «BBeaunTe 3Ha4yeHMa nonen y4eTHOM KapTOUKM JOKYMEHTOBY:
- ¢hopma c nonsmMu BBOAA, B KOTOPbIX YCTaHaBMBAETCS:
- «[aTa Bblgaun» — gata Bblgauu;
- «Bpems Bblgaum» — BpeMsi Bblaauu;
- «YCTPOWNCTBO Bblgaun» — ykasaTenb pecypca NpuHTepa;
- «YYeTHbI HOMEeP» — YYETHbIN HOMEP AOKYMEHTa;
- «KpaTtkoe cogepaHuney» — KpaTKnuin KOMMEHTapui;
- «YpOBeHb KOHMAEHUNANBHOCTUY — CTENEHb CEKPETHOCTY;
- «MpeHTndmkatop cybbekta goctyna» — naeHTugunkatop cybbekta goctyna;
- «®amunus nonb3oBatens» — aMunusa nonbL3oBaTens;
- «Konun4ecTtBO NMCTOB» — KOMMUYECTBO NINCTOB B JOKYMEHTE;
- «Konun4yecTtBoO KONUN» — KONMMYECTBO 3K3EMMNSAPOB;
- «PesynbraTt Bblgaum» — pesynsraT Bblgadn Ha nevartb;
- «bpak» — oTmeTKa o 6pake;
- yNpaBnAwoLmMe KHOMKK:
- [3anoMHuTBL] — y4eTHasa kapTodka coxpaHsieTcs B dhanne permctpaumm BelBoga
AOKYMEHTOB Ha neyaTb, NPOUCXoanT nepexon Ha nepsbiv atan (11.7.2));
- [He 3anoMuHaTb] — nponcxoauT nepexon Ha nepsbiit atan 6e3 coxpa-
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HEHWUsI Y4ETHOMN KapTOUKM.

11.7.6. NMpocmoTp perucTpaumm BbiBoAa JOKYMEHTOB Ha ne4yatb
LLlenykom neBon KHOMKX MbIlWK Ha ccbifike «lMpocMoTp pernctpauun BbiBoga 4OKYMEHTOB
Ha neyaTb» OTKPbIBAETCS BKNagka, B KOTOPOW 0TOBpaxarTcs 3anvcn U3 xXypHana permctpaumm

BblBOAA AOKYMeHTOB Ha nevatb (puc. [10).

@ PEMMCTPALIVA BLIBOAA AOKYMEHTOB HA NEYATL - Mozilla Firefox @astra E]@]
Pafn Opaeka Bwg  MypHan 3aknagkk  WHCTpyMeHTol CNpagka
{_i ¥TIPABIIEHME MEYATHID &3 | CIPEMMCTPALIMA BEIROAA AOK... &3 | o |
localhost/printcontrol/protocol.php R+ ‘-‘" Google L
PEM’MCTPALIMA BbIBOOA OOKYMEHTOB HA MNMEYATB no coctosaHuio Ha 15:13:14 23.04.2013
[lata v Bpema Bbigaqn: 15.03.2013 16:03:27 T[ons3cpaTent: test CTpaHnL; PesynsTaT Bolgadl: YenewHo
YYeTHeIA HoMep: MB Gamunua; test  SkemnnApoe: 1 Epak
KpaTkoe cogepwanue; MNpuHTep: ipp:lllocalhost:631IprintersiLOCAL
[lata v Bpema Bbigaun: 15.03.2013 15:52:21 T[ons3ceaTent: test CTpaHnL; Pe3ynsTaT Bolgadun: YenewHo
YYeTHeIA HoMep: MB Gamunna; test  Sk3emnnApoe: 1 Epak
KpaTkoe cofepwaHue: MpuHTep: ipp:lllocalhost:631/printersiLOCAL
[lata v Bpemd Bbinaqn: 05.03.2013 15:52:42 T[lonb3obaTents test CTpaHuLy PeaynsTaT Bolgadu: YenewHo
YYeTHsIA HoMep: MB ®amunua: test  Sk3emnnApoe: 1 Bpak
KpaTkoe cofspwanue: MpuHTep: ipp:lllocalhost:631/printersiLOCAL
[ata v Bpema Bbigaqn: 05.03.2013 15:37:48 T[lons3opaTent: test CTpaHnL; PesynsTaT Bolgadl: YenewHo
YYeTHeIi Homep: 1 damunvA; test  Skzemnnapoe: 1 Epak
KpaTkoe cofepxadue [MpuHTep: ipp:lllocalhost:631/printersiLOCAL
[lata v Bpema ebigaqn: 01.01.1970 00:00:00 [lons3ceaTens: 1234 CTpanny, 1234 Pe3ynsTaT Beldaqn. YenewHo
YYeTHuIA Homep: 1234 damunna: 1234 Sk3emnnApos: 1234 Epak. 0
KpaTkoe cogepxanue; 1234 MpuHTeR: 123
Puc. 10

[na kaxgoro OOKYMEHTa yKa3blBaeTCA AaTa U BpeMd BblAadn Ha neyartb, yquan?l HOMep
N KpaTKoe copeprkaHune, Korn4eCcTBO CTpaHUL U SK3EMMITAPOB AJ1A neYaTun, pedyrnbraT BblAa4vyn Ha

neyaTtb, a Takke y4eTHoe UMS 1 hamuims nonb3oBaTens U ykasaTenb pecypcoB NpuHTepa.
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12. SALMLLEHHAA CUCTEMA YIMNPABJIEHUA BA3AMU OAHHbIX

B kauectBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, nopabotaHHas
B COOTBETCTBUM C TpeboBaHmem nHTerpauum ¢ OC B YacTM MaHOATHOrO ynpaBrneHns OCTYNoM
K Hgopmauuun. OnucaHne peanusaumm MaHaaTHOroO yrnpaereHust JOCTYNoM K MHdopmaumm B
sawuweHHon CYB[ PostgreSQL npuseaeHo B PYCB.10015-01 97 01-1.

CYB[ PostgreSQL npegHasHayeHa Ans co3gaHna v ynpasneHus penaunoHHbiMn B v
NpeaoCTaBnseT MHOrOMOb30BaTENbCKU JOCTYN K PaCcrnonoXeHHbIM B HAX OAHHbBIM.

[aHHble B pensiumoHHon B1 xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOSALWMX U3 CTPOK U
cTon6buos. Npn 3TOM eanHULEN XpaHEeHUS 1 JOCTYNa K JaHHbIM ABMSETCS CTPOKa, COCTosALWasa ns
nonen, naeHTUmLMpyemblx MMeHammn ctonduos. Kpome Tabnuy, cyecTBytoT apyrme obbekTol B
(Buabl, Npoueaypbl 1 T.M.), KOTOpble NPEAOCTABNAST AOCTYN K AAHHLIM, XpaHALWMMCS B Tabnuuax.

MogpobHoe onucaHne pabotbl ¢ 3awmuweHHon CYBL npuBeneHo B LOOKYMEHTE
PYCB.10015-01 95 01-2.
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13. SALLULLEHHBIA KOMMNEKC NPOrPAMM 3JIEKTPOHHOW NOYThI

B kayecTBe 3alUMULLEHHOrO KOMMSIEKca NporpamMm areKTPOHHOW MOYTbI UCNONb3yeTcs cep-
BEP 3NEeKTPOHHOW MOYTbl, COCTOSLLNIA U3 areHTa nepeaadn arnekTpoHHOM noyTbl Exim4, areHTa
AOCTaBKM 3rneKTpoHHOM no4vTbl Dovecot n knueHTa anekTpoHHom noyTbl Thunderbird, gopaboTak-
HbIX 49 peanu3aunn cregyowmx JONONHUTENbHbIX QOYHKLUNOHANbHbIX BO3SMOXHOCTEN:

- umHTerpaumm ¢ agpom OC un 6a3oBbiMK GubNMoTekamm ana obecnedeHnst pasrpaHUYeHns

AocTyna;

- peanusauun MaHLaTHOro yrnpasreHust 4OCTYNOM K MOYMTOBbIM COOBLLEHUAM;

- aBTOMaTU4YECKON MapKMPOBKN CO34aBaEMbIX NOYTOBbIX COOOLLEHNI, OTPaXatoLwmx ypo-

BEHb UX KOHUAEHUMANBbHOCTY;

- perucTpauum nonbITOK OCTyNa K NOYTOBLIM COOBLLEHUAM.

AreHT nepegaym dneKTPOHHOW NoYTbl ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHne cnegyroLwmx 3anauq:

1) AocTaBKy Mcxoasiwen NoYTbl OT aBTOPU3OBaHHbLIX KIMEHTOB 0 cepBepa, KOTOpbIn

ABNsaeTcd uenesbiM Ans 06paboTkm NOYTOBOrO JOMEHa nonyyaTens;

2) npyemMm n obpaboTKy MOYTOBbLIX COOOLLEHNA OOMEHOB, ANSA KOTOPbLIX OH SABMSETCS

LeneBbIM;

3) nepegady BXogsLWMX NOYTOBbLIX COOBLEHUN Ansa 06paboTkn areHTOM JOCTaBKU arnek-

TPOHHOM MOYTbI.

AreHT 4OCTaBKM 9NEKTPOHHON NOYThbl NpegHa3Ha4YeH aAns peLlleHus 3agad no obenyxm-
BaHMIO MOYTOBOrO Karasiora n NpeaocTaBreHus yaaneHHoro 4octyna K noYToBoMy SILLMKY MO
npotokony IMAP.

KnneHT anekTpoHHOM nouyTbl — 3TO npuknagHoe O, yctaHaBnMBaemoe Ha paboyem
MecCTe nonb3oBaTtens n npegHasHayeHHoe Ons NofyYeHUs, HanncaHusi, oTNpaBkuU U XpaHEHUS

coobLeHnn SHGKTpOHHOﬁ NMOYTbI NOJb30BaTENA.

13.1. CocTaB

3alMLEeHHbIM KOMMMEKC NPOrpaMm 3reKTPOHHOW NOYTbl COCTOMT M3 CneayroLwmnx NakeTos:
- exim4-daemon-heavy — areHT nepegayn coobuweHun C3II (MTA) Exim4.
exim4-daemon-1ligth He nogaepxmBaet paboTy ¢ MaHOATHBIMU METKAMU, OTIINYHBIMU
oT 0:0;

- dovecot-imapd — areHT goctasku coobuieHnn C3IN (MDA) Dovecot. PaboTaeT Tonbko
no npotokony IMAP, npotokon POP3 otkntoyeH. CepBepHas Yactb C3l1 B 3awimileH-
HOM MCMONHEHUM UCNoNb3yeT B KadecTBe novytoBoro xpaHunuwa MailDir (mailbox He
nogaepxmeaet paboTy ¢ MaHO4aTHbIMUM METKaMU, OTIIMYHbIMK OT 0 : 0);

- thunderbird — knuneHt CIAI (MUA) Mozilla Thunderbird.
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13.2. HacTpouka cepBepHOM 4YacTm

HacTponku no ymonyaHuio:

1) npuvem no4ytel no npotokony SMTP, Tonsko oT MUA 13 gomeHoB relay-domens U 13

noaceTw;

2) oTtnpaska no4tbl No npotokony SMTP B cootBeTcTBMM C DNS;

3) xpaHeHue nokanbHon noytbl B MailDir B /var/mail/%u, rge $u — nokanbHas 4yacTb

agpecara;

4) Bblgaya nokanbHown no4vtbl No npotokony IMAP.

BHUMAHMUE! [1ns o6ecneyeHns HopmanbHoW paboTbl NONb30BaTENs C CETEBLIMU CEPBU-
caMu JOMKHbl BbITh SIBHO 3aaHbl Anana3oHbl ero MaHOaTHbIX YPOBHEW U KaTeropun ¢ NOMOLLbIO
COOTBETCTBYIOLUNX YTUIUT, AaXe ecnun eMy He OOCTYMHblI YPOBHWU U kaTeropun Bbiwe 0. [JononHu-
TenbHasa nHopMauusa npueedeHa B gokymeHte PYCB.10015-01 97 01-1.

BHUMAHMUWE! PepaktupoBaHue KOHUrypaumoHHbIX dannoB 1 BbIMNOMHEHWE KOMaHA no
HacTpowke HeobXxoaMMO BbINOMHATL OT UMEHWN YYETHOW 3anncu agMMHUCTpaTopa C UCMOSb30BaHK-

eM MexaHu3ma sudo.

13.2.1. HacTtponka areHTa AOCTaBKM COOOLLEeHNN

HacTpowka areHTa goctaBku coobuennn C3I (MDA) Dovecot ocyulecTBnsieTcsa nytem
npaBkM KOHUrypaunoHHoro danna /etc/dovecot/dovecot.conf U KOHMUrypaunoHHbIX
dannos B kaTanore /etc/dovecot/conf.d.

B danne /etc/dovecot/dovecot.conf He0OGX04MMO 3a4aTb CMMCOK MHTEPENCOB, C
KOTOpbIX ByAyT NPUHMMATLCS COeaMHEHNs, U ycTaHoBUTbL npoTtokosn IMAP, Hanpumep:
protocols = imap
listen = 192.168.2.55

[ns HacTponkn ayTteHTUpmnkaumm ¢ ncnonb3osaHnem PAM B KOHpUrypaumoHHom anne
/etc/dovecot/conf.d/10-auth.conf HEOBGXOANMO YCTAHOBUTL:
disable plaintext auth = no
auth mechanisms = plain

AreHT goctaBku coobieHun C3IIN (MDA) Dovecot ana PAM-ayTeHTMdUKauumn ncnonbsyet
cueHapun PAM, cogepxawumncsa B KOHpUrypaumoHHomMm cpanne /etc/pam.d/dovecot. PAM-
cueHapun gnsa Dovecot BkntoyaeT common-auth M common-account. Mo ymonyanuio B8 OC
ana doukcaumm ymcna HeBepHbIX NOMbITOK BXo4a norib3oBartenien npumensietca PAM-moaynb
pam_tally. icnonb3oBaHne pam_tally B cekumm auth B panne /etc/pam.d/common-auth
obecneynBaeT yBennyeHMe CYETYMKA HEBEPHbIX MOMbITOK BXOA4A MONb3oBaTend Npu Hadvane
npouecca ayTeHTudukaumn. [na cbpoca cyeTymka HEBEPHbIX MOMbITOK BXo4a NOSib3oBaTesns
nocne ycnewHon ayteHTMdurkaumm B Dovecot Heobxoaumo B cueHapuin PAM, cogepxawmics B
KOHpUrypaumoHHom cpanne /etc/pam.d/dovecot, 4o6aBUTb NCNONb3oBaHMe pam_tally B
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cekumn account.PAM-cueHapun ona Dovecot 6ygeTt nmeTtb crnegyowmnn Bua:
@include common-auth
@include common-account
@include common-session
account required pam tally.so

B cnyyae korga SSL He 6OyoeT umcnonb3oBaTbCA B KOHUrypauuMoHHOM danne
/etc/dovecot/conf.d/10-ssl.conf, HEOOXOANMO YCTAHOBUTb:
ssl = no

[Ona HacTtpoukn BcTpoeHHoro B MDA Dovecot cepsepa SASL, k kotopomy 6yaet o6-
pawaTtbca MTA Exim4 gna ayteHTuukaumm nonb3oBateneun, B KOHUrypaumoHHoOM chawnrne
/etc/dovecot/conf.d/10-master.conf B CEKUUIO service auth Heobxoaumo fobaBuTh:
unix listener auth-client {

0600

mode

Debian-exim

user

}
lMepesanyctute MDA Dovecot, BbINONHMB KOMaHAy:

systemctl restart dovecot

13.2.2. HacTtpouka areHTa nepegadm coobweHunmn

[nsa HacTpounku areHTa nepegaym coobueHnn CIIN (MTA) Exim4 Tpebyetca nHuumnm-
poBaTb NepekoHUrypmpoBaHne naketa eximd4-config, 4Na 3TOro BbINOSHUTL B SMyNATOpe
TepMmnHana KomaHay:
sudo dpkg-reconfigure eximd4-config

B nosiBvBLUEMCS OKHE HACTPOMKM ANS yKa3aHHbIX HbKe NapaMeTpoB HEOBX0OUMO YCTaHO-
BUTb criegyroLime 3HavyeHus:

- 00WMI TMN NOYTOBON KOHAPUIYpaALMK: MHTEPHET-CANT; NMPUEM M OTNpPaBKa NoYTbl HanNps-

Myt0, ncnonb3ysa SMTP;

- NOYTOBOE UMS CUCTEMbI: UMSI_LOMEHa;

- |IP-agpeca, c KoTopbIX cnegyet oxuaatb BXOAsLWME cOequMHeHUs: IP-anpec_cepBepa

(Hanpumep, 192.168.32.1);

apyrme mecta HasHad4eHunA, Ojsa KOTOpbIX AO0JKHA NMPUHNMAaTbCA NoYTa: uMsi_ OOMEHa,

OOMeEHbI, A4 KOTOPbIX AO0CTYyMNMHa pene|7|Ha;| nepenada noYTbl. OCTaBUTb MYCTbIM;

KOMIMbIOTEPDbI, ANA KOTOPbIX OO0CTYyMNHa peneﬁHaﬂ nepenada noYTbl: OCTaBUTb MYCTbIM;

cokpawatb konmyectso DNS-3anpocoB A0 MuHUMYyMa: Her;

METOA 4OCTaBKW NOKanbHOW MoYThl: Maildir — dpopmaT B AOMALUHEM KaTanore;

- pas3genuTb KoHUrypauuio Ha maneHbkue dpannbl: Ja.

Ecnn BO3HUMKINA HeobXxoaAnMoCTb N3MEHUTb pacnoroxeHune Katanora
/var/spool/eximd, ybegutbcs, 4TO KaTtanor exim4, nogkatanorn db input, msglog,
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dannbl db/retry, db/retry.lockfile numeroT MeTkm 6e3onacHoctn 0: : : EHOLE. Ecnu 310
He TaK, YCTaHOBUTb COOTBETCTBYIOLLUME METKN Ha YKa3aHHbIEe KaTtanorn u gansbl KoMaHgamu:
sudo cd new_dir
sudo pdpl-file 0:::EHOLE . db input msglog db/retry db/retry.lockfile
Ecnun Bo3HUKNa HEOOX0AMMOCTb U3MEHUTbL PaCMOSIOXKEHME KaTarnora XpaHunuiia rokarb-
HOWM NoYThbl /var/mail, y6eauTbcs, YTO Ha HOBbIM KaTanor yCTaHOBMNEHbI NpaBa 1777, ecnn 3T0
He TaK, YCTaHOBUTb KOMaHAOMW:
sudo chmod 1777 new_dir
[ns HopmanbHoM paboTbl exim4-daemon-heavy HeobxogMmo B Katanore /var/mail
yaanntb dpann ¢ UMeHeM Mnorb3oBaTesisi, CO34aHHOro Npu yCTaHOBKE CUCTEMBI.
B katanore /etc/exim4/conf.d/auth Heobxogumo co3gatb dann C UMEHEM
05_dovecot_login 1 cnegylowmm coaepXMMbIM:
dovecot_plain:
driver = dovecot
public name = plain
server_socket = /var/run/dovecot/auth-client

Sauthl

server_set_id
Onsa 3anpeta otnpaBkn nucem ©0e3 ayTeHTUdUKaumm B KOHUTypaLMOHHOM
danne /etc/exim4/conf.d/acl/30_eximd4-config check rcpt B Hayano cekuumu
acl_check_rcpt Ao6aBuUTb CTPOKMU:
deny
message = "Auth required"
hosts = *:+relay_ from hosts
lauthenticated = *
HacTtpoliky CKBO3HOW aBTOpMU3auMn Ons cepBepa u KnveHTa, paboTtatrowmx B pamkax EMM,
cm. B[13.4]
HactpouTtb aBTOMatudeckui 3anyck cryxosl MTA Exim4, BbINonHWB KOMaHAay:
sudo systemctl enable eximé
Mepesanyctute MTA Exim4, BbINOMHMB KOMaHAY:

systemctl restart dovecot
13.3. HacTponka KNMeHTCKUn 4actu

MepBuyHOE co3gaHue gna nonb3oBatens ydetHoum 3anmcu C3IAI B MUA Mozilla
Thunderbird gOrmMKHO NPOU3BOAUTLCSA B HYNIEBOM MaHOATHOM KOHTEKCTe (3HauYeHue YypoBHS —
0, kateropun — ue). [lanee Ans Kaxxgoro KOHKPETHOro MaHAaTHOrO KOHTEKCTa (3HaYeHue YpoBHS
n Habop KaTeropuin) cosgaHue y4eTHoOM 3anmcu HeobxoanmMo NOBTOPUTD.

Mpwn co3gaHnm yyeTtHom 3anucu nonb3osatend C3MN B MUA Mozilla Thunderbird Heobxo-

AnmMo BbIbpaTb TMN ucnonb3yemoro cepBepa Bxogsawen noytsl IMAP. Mpn HacTponke y4eTHON
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3anncu ycTaHOBUTL B NapaMeTpax cepeepa U napameTpax cepeepa UCXOAALLEN NOYTbI:
- 3aluTa coeauHeHns: Her;

- MUCnonb30oBaHWe MeToAda ayTEeHTUUKALUUN: OBLIUHEI [1apOoJlb.
13.4. HacTpounka ana pa6otbil B ENMN

[nsa obecneveHuns coemectHom pabotbl COIN ¢ ALD npegnaraetcs ncnonb3oBaTth €€ B
cnegyrollem cocTtaBe:

- areHT nepegadn coobuweHnn C3IAI (MTA) — Exim4, yCTaHOBMEHHbLIM M3 nakeTa

exim4-daemon-heavy;

- areHT gocTtaBkm coobueHunn CII (MDA) — Dovecot, yCTaHOBMEHHbIM M3 MakeTa

dovecot-imapd;

- naket dovecot-gssapi nogaepxkn GSSAPI-ayteHTudumkauum ana MDA Dovecot;

- knneHT C3IN (MUA) — Mozilla Thunderbird, ycTaHOBNEHHbIN U3 nakeTa thunderbird.

MpennoxeHHas koHdurypauma C3Il npegoctaBnaeT BO3MOXHOCTb OpraHM3aumm coB-
MecTHou paboTbl ¢ ALD ¢ ncnonb3oBaHnem ansa ayteHTudukaumm nonb3oBartenen nocpeacTsomM
Kerberos metoga GSSAPI Ha ocHoBe BcTpoeHHoro B Dovecot cepsepa SASL.

[Onsa obecneyeHns coBmecTHoM paboTbl CIOl1, cocToswEen U3 NEPEYMCIIEHHbIX BbILUE
cpeacts, ¢ ALD Heo6xoanmMo BbINOSTHEHME CREayHLWMX YCIOBUN:

1) Hanuumne B cuctemax, Ha KoTopbix pyHkunoHmpytoT MTA, MDA n MUA, ycTaHOBREHHOMO

naketa knmeHTta ALD — ald-client;

2) paspelueHne MMeH OOMKHO BbiTb HACTPOEHO TakMM 06pa3oM, YTOObI UMSA CUCTEMBI pas-

pellanock, B NepByo o4yepedb, Kak NorHoe uMs (Hanpumep, myserver .example. ru);

3) knuneHT ALD gormxeH GbITb HAaCTpoeH Ha ucnonb3dyembin ALD gomeH (cm. [7.2.3);

4) B npouecce yctaHoBkn MTA Exim4 HeobOxoauMO yKkasaTb, UTO ANt XpaHeHUsA Coob-

LLIEHMI 3NEKTPOHHOM NMOYThl AOMKEH ObiTb MCNOMb30BaH popmaT Maildir B JOMALLHEM

KaTanore un KoHpUrypaumsa pasgerneHa Ha HebonbLuve dannbl.

[nsa nposegeHusa onepaumi no Hactporke ALD 1 agmuHucTpupoBaHuto Kerberos Heobxo-

AMMO 3HaHue naponen agMmmnHuctpatopos ALD u Kerberos.

13.4.1. CepBep

[na obecneyeHns pabotbl cepeepa CII1, skntovatowero MDA Dovecot, ycTaHOBMEHHbIN
n3 naketa dovecot-imapd 1 HacTpoeHHbin (13.2.1)), 1 MTA Exim4, ycTaHOBMNEHHbIN U3 NakeTa
exim4-daemon-heavy 1 HacTpoeHHbin (13.2.2)), Heobxoanmo:

1) cosgatb B B[ ALD ¢ nomowbto ytunutbl agMmHucTpuposanna ALD npuHuunana, coot-

BeTcTBYtoLWero ycraHosneHHoMmy MDA Dovecot. [NpuHUunan co3gaeTcs ¢ asToMaTnyeckm

CreHepupoOBaHHbIM CryYanHbIM KIHOYOM:

ald-admin service-add imap/server.my_domain.org
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2) BBECTWM CO34aHHOINO MpuHUMNana B rpynny CEPBUCOB mac, UCMOMb3ysa cneayroLlyro

KoMaHay:

ald-admin sgroup-svc-add imap/server.my_domain.org --sgroup=mac

3) BBECTM CO34aHHOro NpuHumMnana B rpynny cCepBMCOB mail, UCNOSb3YS cneayoLyro

KoMaHay:

ald-admin sgroup-svc-add imap/server.my _domain.org --sgroup=mail

4) cospgatb ¢pann knoyva Kerberos ana MDA Dovecot ¢ TOMOLLbIO YyTUNUTLI agMUHUCTPU-

poBaHuA ALD ald-client, ucnonb3ys crieqytoLyto KomaHay:

ald-client update-svc-keytab imap/server.my domain.org

--ktfile="/var/lib/dovecot/dovecot.keytab"

5) cospatb B B[] Kerberos npuHumnana, cooTBeTcTBytoLero ycraHosreHHoMy MTA Exim4.

MpuvHUMNan cosgaeTcsa ¢ aBTOMATUYECKN CreHEPUPOBAHHBLIM CITy4YanHbIM KITHOYOM:

ald-admin service-add smtp/server.my_domain.org

6) BBECTM CO34aHHOrO NpuHUMNana B rpynny CepBUCOB mac, UCMOMb3ysa cnegyroLyro

KoMaHay:

ald-admin sgroup-svc-add smtp/server.my domain.org --sgroup=mac

7) BBECTM CO34aHHOIO NpuHUMnana B rpynny cCepBUCOB mail, UCNOMb3Ys cneayoLyro

KoMaHay:

ald-admin sgroup-svc-add smtp/server.my_domain.org --sgroup=mail

8) cosgatb dann knoya Kerberos anss MTA Exim4 ¢ noMmoLybio yTUNNTbI agMUHUCTPUPO-

BaHNA ALD ald-client, ncnonb3ys CrieqyoLLyo KoOMaHay:

sudo ald-client update-svc-keytab smtp/server.my domain.org
-—-ktfile="/var/lib/dovecot/dovecot.keytab"

9) npepoctaBuTb nonb3oBaTtento dovecot nNpaBa Ha YTeHue dann knwoya Kerberos,

BbIMNOSIHMB KOMaHAb!:

sudo setfacl -m u:dovecot:x /var/lib/dovecot

sudo setfacl -m u:dovecot:r /var/lib/dovecot/dovecot.keytab

10) B KOHUrypaumoHHom panne /etc/dovecot/dovecot.conf OTKNIOYMTL UCNOSb-

3oBaHue npotokonos POP3, yctaHOBMUB:

protocols = imap

11) B KOHUrypaumoHHoMm dpanne /etc/dovecot/conf.d/10-auth.conf yctaHo-

BUTb:

auth_krb5 keytab = /var/lib/dovecot/dovecot.keytab

12) Ans OTKMAYEeHUS nepefayv npu ayTeHTUduKaumm napossi OTKPbITbIM TEKCTOM B

KOHdourypaumoHHoM dhanne /etc/dovecot/conf.d/10-auth.conf yCTaHOBUTb:

disable_plaintext_auth = yes

13) Ana HacTpovku ayTeHTudukaumm nocpencrsom Kerberos ¢ ucnonbsoBaHnem me-

Toga GSSAPI B koHUrypaumoHHoMm gpanne /etc/dovecot/conf.d/10-auth.conf
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YCTaHOBUTb:

auth_mechanisms = gssapi

auth_gssapi_hostname = server.my_domain.org

14) ona Hactpownkn BcTpoeHHoro B MDA Dovecot cepsepa SASL, k koTopomy Gyaet
obpawatbea MTA Exim4 gns ayTeHTUMKaummn nonb3oBaTenen, B KOHPUrypaLMOHHOM
danne /etc/dovecot/conf.d/10-master.conf B CeKUuo service auth Heobxo-
anmo gobasuTeb:

unix listener auth-client ({

0600

mode

Debian-exim

user
}
15) nepesanyctute MDA Dovecote, BbINONHMB KOMaHAY:
systemctl restart dovecot
16) ona  HacTpowkum ayTeHTudukaumm nonb3osatenen B MTA Exim4 no-
cpeactBom Kerberos ¢ wucnonb3oBaHnem mMmetoga GSSAPI n BCTpoeH-
Horo B Dovecot cepBepa SASL cosgatb  KOH(UrypauuoHHbIN  dhann
/etc/eximd4/conf.d/auth/33_eximd4-dovecot-kerberos-ald cO cnegyloLmm
COOEPKUMBIM:
dovecot_gssapi:
driver = dovecot
public _name = GSSAPI
server_socket = /var/run/dovecot/auth-client

server_set id = $authl
Ecnu paHHee MTA Exmin4 6bin HacTpoeH anga ucnonb3oBaHns PAM-ayTeHTUdMKauuuy,
TOo Heobxogumo B KaTanore /etc/exim4/conf.d/auth yganutb ann ¢ UMeHem
05_dovecot_login
17) ans 3anpeta oTnpaBku nucem 6e3 ayTeHTUdMKaLmMm B KOHUrypaumoHHoM dan-
ne /etc/eximé4/conf.d/acl/30_eximd4-config_check rcpt B Havasno cekuyumu
acl _check_rcpt Aob6aBuUTb CTPOKMU:
deny

message = "Auth required"

hosts = *:+relay_ from hosts

lauthenticated = *
18) nepesanyctutb MTA Exim4, BbINOMHMB KOMaHAY:

systemctl reload eximé

13.4.2. KnueHnt
[na obecneveHns BoamoxxHocTn pabotel MUA Mozilla Thunderbird ¢ EMNM Heobxoanumo
co3aaTtb YYEeTHYH 3anuckb nornb3osartens B ALD, Hanpumep, npy noMoLLM KOMaHAbI:
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ald-admin user-add userl

lMepBnyHOE co3gaHve ons nonb3oBaTens userl ydetHoun 3anucu C3l B MUA Mozilla
Thunderbird gormkHO Npon3BoaUTCA B HyfIEBOM MaHOATHOM KOHTEKCTe (3HaveHue ypoBHs O,
katerpuin HeT). lanee Ansa Kaxgoro KOHKPETHOrO MaHOAaTHOMO KOHTEKCTa (3Ha4YeHne YPOBHSA U
Habop KaTeropun) co3gaHne y4eTHOn 3anmucn HeobxoaMmo NOBTOPUTD.

Mpu cos3paHum ydeTHoM 3anncu nons3osarensd C3MN B MUA Mozilla Thunderbird Heobxo-
AuMo BbIbpaTb TUN Ucnonb3yemoro cepeepa Bxoadiwen noydtel IMAP. MNpu HacTponke y4yeTHOM
3anucu:

1) ycTaHOBUTb B NapameTtpe «3alinta coeanHeHus» Ons cepBepa u cepeepa ncxogsiiemn

NnoYTbl 3Ha4YeHne «Hety;

2) yCcTaHOBUTb B NapameTpax cepsepa 1 napamerpax cepBepa Ucxogsilen noyTbl uc-

nonb3oBaHue metoaa ayTeHTudukaumm «Kerberos/GSSAPI».
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14. CPEACTBA KOHTPOJIA LENNOCTHOCTHU

[na peweHns 3agay KoHTpons uenoctHocTn B OC peannsoBaHbl:

- CpeacTBO nogcyeTa KOHTPOSbHbIX CyMM dparnoB u ontuyeckmux Hocutenen (14.1);

- CPEeACTBO nofcyeTa KOHTPOSbHLIX cymMm dhainos B deb-nakeTax (14.2

- CPEeACTBO KOHTpons cooTBeTcTBUS AncTpubyTusy (14.3);

- cpencTBa pernaMeHTHOro KOHTposns uenocTtHocTu (14.4);

- cpencTBa OrpaHMYeHns NpPorpaMMHoON cpeabl (Co30aHNSA 3aMKHYTON NPOrpaMMHON cpe-
apbl) (cm. PYCB.10015-01 97 01-1).

14.1. CpeacTBO noAcyeTa KOHTPOSbHbLIX CyMM (PannoB U ONTUYECKUX HOCUTEnen

[nsa nogcyeta KOHTPOSibHbIX CyMM bansioB M onTuyeckux Hocutenen B coctaB OC
BKITHOYEHA yTUNIMTa KOMaHOHOM CTPOKN gostsum. [1na BbiIBOAA UHOPMaLUM O ee CUHTaKcuce
Heo6X0AMMO BbIMOMHUTL KOMaHAY:
gostsum -h

CWHTaKCUC yTUNUTbI KOMaHOHOW CTPOKM:
gostsum [KJIIOU]... [@AWI]

MapameTpbl yTUNUTBLI KOMaHAHOW CTPOKW NpuBeaeHbl B Tabnuue (55,

Tabnwuua 55
Mapametp OnwcaHue
-—gost-94 YctaHaBnuBaer, uTo 6yaet ucnonb3osaH anroputm NOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yaet ucnonb3oraH anroputm FOCT P 34.11-2012 ¢

OJIMHON X3LW-Koda 256 6uT (Mo ymon4yaHuio)

YctaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOW X3aLw-koda 512 6ut

-b YcTaHaBnvBeaeT pasmep 6rokoB, KOTOpbIMK ByAeT cumTbiBaTbCA hann
o 3apaeT uma darna gnsa BbiBo4a KOHTPOSIbHOW CyMMbl (MO YMOSTYaHUIO —
CTaHOapTHbIN NOTOK BbIBOAA)
q 3apaet ums hbarna ycTponcTea YTeHUs onTUYeckux AnckoB (cdanna ¢ obpa-
30M OMTMYECKOrO ANCKA) AN1s NogcyeTa KOHTPONBbHOMW CyMMbI
-t TecTupoBaHWe anropuTMoB NOACHETA KOHTPOSbHbBIX CYMM
TecTnpoBaHue anropuTMOoB NogcyeTa KOHTPOSbHbLIX CYMM B MHOTOMOTOYHOM
P cpege
-h [--help] lMokasaTb 3Ty cnpaBKy U BbINTH

Mpumep
lMogcyeT KOHTPOSIbHOM CYyMMBbI OMTUYECKOro HOCUTENSA

gostsum -d /dev/cdrom



275
PYCBE.10015-01 95 01-1

14.2. CpeacTBO noAcyeTa KOHTPONbHLIX cyMmm channoB B deb-naketax

[nsa nogcyeta KOHTporbHbIX cyMMm dhannoB B deb-naketax B coctaB OC Bknto4veHa
yTunuta KOMaHgHou CTpoku gostsum_from_ deb. [Ang BbiBoOga MHOpPMaLUU O CUHTaKcuce
yTUNnTbl gostsum_from_deb HeO6GX0ANMMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CUWHTaKCcUC yTUnNuUTbl KOMaHOHOW CTPOKN:
gostsum_from_deb [gostsum aprymenTr] [-d nupektopusa] [-p deb-maker]

MapameTpbl yTUNUTBLI KOMAHAHOW CTPOKW NpuBeeHbl B Tabnuue (56|

Tabnunua 56
Mapametp OnucaHue
-—gost-94 YctaHaBnuBaer, 4To 6yaet ucnonb3osaH anroputm MOCT P 34.11-94
——gost-2012 YctaHaenueaert, 4to byaet ncnonb3osaH anroputm MOCT P 34.11-2012 ¢

AJIMHON X3LW-Koga 256 6uT (Mo ymon4yaHuio)

YctaHaenuBaer, 4to 6yget ucrnonb3oBaH anroputm FOCT P 34.11-2012 ¢

~-gost-2012-512 AJIMHOW XaLl-kogda 512 6uT

gostsum arguments | APrymeHTbl YTUNUTbLI gostsum

3apaet um4a katanora, cogepxatlero deb-naketbl, Ans dannos B KOTOPbIX

-d gupexkTOopus
BbIHYMNCNAKTCA KOHTPOJIbHbIE CYyMMbI

3apaet ums deb-naketa, Ans ¢annoB KOTOPOro BbIYUCIIAKTCA KOHTPOIbHbIE

-p deb-naxker
CYMMb

14.3. CpeacTBO KOHTPONA COOTBETCTBUA AUCTPUOYTUBY

CpencTtBo KOHTPONSA COOTBETCTBUSA AUCTPUBYTUBY NpeaoCcTaBnseT BO3MOXHOCTb Al KOH-
Tponga cooteeTcTBUA 06bekToB PC OC guctpudytmney OC. [1ns obecrnedeHns KOHTPOrs LenocT-
HocTn o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
drannos, BxogdWMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbays rpadpuyeckyo yTunuTy
fly-admin-int-check, MOXHO MPOBECTU BbIYUCIIEHNE KOHTPOSbHbLIX CyMM (hbansioB cucrte-
Mbl 1 NPOBEPKY COOTBETCTBUS MOSMYYEHHbIX KOHTPOSMbHbBIX CyMM (pannoB CUCTEMbI 3TarlOHHbIM

KOHTPOnbHbIM cymmaMm. bonee nogpobHoe onnucaHne yTunnTbl CM. B SNEKTPOHHOW CripaBke.
14.4. CpeacTtBa pernamMeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHunsaunsa pernameHTHoOro KoHTpons uenoctHoctn OC, npuknagHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmHbIX cpeactB Ha ocHoBe «Another File Integrity Checker». B
yKka3aHHOM Habope peanu3oBaHa BO3MOXHOCTb AN NpOBeaeHNsi Nepmnoamyeckoro (C Mcnonb3oBa-
HMEM CUCTEMHOrO NMIaHNPOBLUMKA 3a4aHUN cron) BbIYUCIIEHUSI KOHTPOSbHbLIX CyMM (pannoB 1

COOTBETCTBYIOLLMX UM aTpUBYTOB paclLuMpeHHo nogcuctemsl 6esonacHocT PARSEC (MaHAaTHbIX
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aTpmnbyToB 1 aTpMbyTOB pacLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUSA) C NOCNEaYLWMM cpaB-
HEHMEM BbIYUCMNEHHbIX 3HAaYeHU C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMMHbIX CpeacTs
peanu3oBaHO Ucnonb3oBaHne 6ubnmnotekn libgost, obecneymBaroien NogcHeT KOHTPOMbHbIX
cymm B cootBeTcTBuM ¢ NTOCT P 34.11-94.

OTanoHHbIe 3HAYEHNSA KOHTPOSbHbIX CyMM M aTpnbyToB ¢hanoB xpaHsaTtca B B[. basa
KOHTPOJbHbBIX CYMM M aTpubyToB MOXET ObITb CO34aHa npu NOMOLLU KOMaHAb!:
afick -1i

[ns BblYMCNEHNA KOHTPOMNbHLIX CYMM MOTYT ucrnonb3oBatbca anroputmbl: MD5-Digest,
SHA1 n FOCT P 34.11-2012 ¢ anvHon x3w-koaa 256 6urT.

14.4.1. Hactpomka

[1na HacTponKM JOCTAaTOMHO NapaMeTPOB, KOTOpble YKa3aHbl B KOHUrypaunoHHOM dpanne
no ymonyaHuio (etc/afick.conf). Kpome pasnuyHbix nyTen, Hanpumep, kK dannam b/:
database:=/var/lib/afick/afick
rae COOAEPXUTCH yKasaHne o TOM, Kakme dannbl/katanorn NogBepraTcs KOHTPOSMKO LIENTOCTHOCTH
N C KaKnMK1 NpaBuriamu.

lMpaBuno PARSEC BbIMSANT Creayowmm obpasom:
PARSEC = p+d+i+n+utg+s+b+md5+m+e+t
roe p+d+i+n+u+g+s+b+md5+m 03HA4YaET CNeXeHne 3a BCEMU CTaHAAPTHbIMKU aTpnbyTammn dan-
na n ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LEeNOCTHOCTbIO CO4EPKUMOTO
dannoB. +e+t 03HA4YaET KOHTPOMb pacLUMPEHHbIX aTpnbyTOB: MaHAATHON METKM 1 chnaros ayauTa,
cootBeTcTBeHHO. KoHTponb ACL ocyulecTBnseTca npu yctaHoBKe ¢hnara +g.

MpaBuno GOST BbIMSANT Creayowmm odpasom:
GOST = p+d+i+n+utg+s+tb+gost+mte+t
roe p+d+i+n+u+g+s+b+gost+m O3HAYaET CreXxeHne 3a BCEMU CTaHAAPTHbIMU aTpubytamm
danna n ncnonb3oaHne xaw-gpyHkuum NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 out ans
CIeXeHns 3a LEeNOCTHOCTbIO COAEPXKMMOro hannos. +e+t 03HA4YaeT KOHTPOSb PacCLUMPEHHbIX
aTpmnbyToB: MaHOaTHOM MeTKM 1 donaroB ayauTa, cootBeTcTBeHHO. KoHTponb ACL ocyliecTBnsieTcs
npu yctaHoBke ¢nara +g.

MpaBuno onsa kartanoros:
DIR = p+i+ntu+g

[MpaBuno o3Ha4yaeT cnexeHwne 3a npasamun JOCTyna, MeTagaHHbIMWU, KONMMYECTBOM CCbINOK
W ApyrumMun ctaHgapTHbIMK aTpubytamn (nogpobHee cMm. /etc/afick.conf).

B cpanne koHurypauum sagatotca nyty K dpannam n katanoram, KOHTponvpyemblix afick,
Hanpumep:
/boot GOST
/bin GOST
/etc/security PARSEC
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/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1ib64/security PARSEC
/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC

Kpome ToOro, Ha Bbl6Op agMuHUCTpaTopa NpeAcTaBrieH psg OOMOMHUTENbHbBIX NyTEN
¢ npasunamu. CooTBETCTBYIOLLUME CTPOKM MOMEYEHbl 3HAKOM KOMMeHTapus # U MOryT ObiTb
aKTMBMPOBAHbI CHATUEM 3TOrO 3HakKa.

Mpun 3anycke afick ¢ napameTpom -i:
afick -1i
Oynet cospaH chann /var/lib/afick/afick, kotopbin siBnsetrca B dopmata ndbm. B[
coaepXuT Habop CTPOK, Kaxaas U3 KOTOPbIX COCTOUT U3 MMeHU dparna u Yyepes npoben ero
aTpunbyTbl N CUrHATYpbI.

B[]l 3awmLLaeTca cCUCTEMOM pasrpaHNYeHns 4ocTyna.

Mpun 3anycke afick aBTOMATUYECKN YCTAHOBUT eXeaHeBHOe 3afaHue Ang cron. ®ann c
3agaHmeM Haxoautca B /etc/cron.daily/afick _cron.

MapameTp report_url:=stdout 3agaetr mecTononoxeHue anna-oryera.

B KoH(urypaunoHHom ganse ectb NPOCTOM SA3blK MaKpOCOB, KOTOPbIA UCMNOMb3yeTcs npu

onpeaeneHnn nepemMeHHbIX and 3aaHNU1 CUCTEMHOrO nnaHnpoBLUUKa 3ajaHuun cron.
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15. CPEACTBA LUEHTPAIIUSOBAHHOI'O NMPOTOKOJIMPOBAHUA U AYOAUTA

15.1. Ayaurt

Ona ayanta OC MoryT ncnonb3oBaTbCA CUCTEMHbIE NOr-goannbl pasnuyHbIX Cnyxo n
nporpamm. OCHOBHOE pacnosoxeHne aTux annoB — CUCTEMHbIN KaTanor /var/log.

AyanT coBbITUN NOCTAHOBKU/CHATUA C KOHTPOMSA LENOCTHOCTU UCMNOMHAEMbIX MOAyNnen n
dannoB gaHHbIX, @ Takke COObITUIN HEYAAYHOrO 3arnycka HEMOANUCaHHbIX DaNIoB OCYLLECTBNSAET-
CHA B CUCTEMHOM XypHane /var/log/kern.log #n fly-admin-viewaudit.

AyanTt cobbITnin cosgaHus/yaaneHnsa/m3ameHeHnst HaCTpOeK YYETHbIX 3anucein nonb3oBaTe-
nen n Ha4ana/oKoH4YaHusa ceaHCcoB PabOoTbl YYETHbIX 3anncen norb3oBaTenen OCyLEeCTBNAETCS B
CUCTEMHOM XypHane /var/log/auth.log.

AyauT coBbITUN M3MEHEHNSA NONTHOMOYUIW ANS YYETHLIX 3anMcen No 4ocTtyny K MHdopma-
MU OCyLLEeCTBNAETCA B CUCTEMHOM XypHane /var/log/auth.logun fly-admin-viewaudit.

AyanTt coObITUI CMEHbI ayTEHTUMLMPYIOLLEN MHPOPMaLMM YYETHBIX 3anncen oCcyLecTB-
naeTcs B CUCTEMHOM XypHane /var/log/auth.log.

Ayout cobObiTMA BblgayM nedvatHbIX (rpauyeckmx) AOOKYMEHTOB Ha OyMakHbIn
HOCUTENb OCYLLECTBMAETCA B CUCTEMHbIX XypHanax /var/log/cups/page_log w
/var/spool/cups/parsec.

AyanT oTcrnexumBaHus yoaneHus XXypHanoB ayauTa parsec OTobpaxaeTcs nepBon 3anu-

Cbl0 B TOM Xe panne xypHana fly-admin-viewaudit.
15.2. CpeacTBa LeHTPanNuM30BaHHOIO NMPOTOKONMPOBaHUA

[nsa peweHnsa 3agad LEeHTPanNM3oBaHHOIO NPOTOKONMPOBAHUS 1 aHanm3a XXypHarnoB ayau-
Ta, a TakKe opraHnsaumm pacnpegeneHHoro MOHMTOPUHra CeTu, XN3HeCcnocobHOCTU U LENOCTHO-
CTWN CepBepPOB UCMONb3yeTcs NporpammHoe pelleHne Zabbix, peanusosaHHoOe Ha web-cepBepe
Apache, CYB[ (MySQL, Oracle, PostgreSQL, SQLite) n a3bike cueHapues PHP.

Zabbix npegoctaBnsieT rmbkuin mexaHnam cbopa gaHHbIX. Bce oTyeTbl U cTtatucTuka
Zabbix, a Takke napameTpbl HACTPOMKN KOMMOHEHTOB Zabbix JOCTYNHLI Yepe3 web-uHTtepgenc.
B web-nHTepdence peanusoBaH cnegyowmm yHKLUNOHAN:

- BbIBOA OTYETHOCTU N BU3yanm3aumnsa cobpaHHbIX AaHHbIX;

- co3gaHue npaBun 1 WabnoHOB MOHUTOPUHIA COCTOSAHUS CETU U Y3IOB;

- onpeaeneHne AonyCTUMbIX rPaHnUL, 3Ha4YEeHUIN 3afaHHbIX NapamMeTpoB;

- HacTpouKa ONoBELLEHUN;

- HacTpoWnka aBTOMaTU4eCcKoro pearmpoBaHus Ha cobbiTus 6e3onacHoCTy.
15.3. ApxuTtektypa

Zabbix cocTouT 13 crneayoLwmx OCHOBHbIX MPOrpaMMHbIX KOMMOHEHTOB:
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1) cepBep — sBNSAETCA OCHOBHLIM KOMMOHEHTOM, KOTOPbI BbINOHAET MOHUTOPWHT, B3a-
MMOLENCTBYET C MPOKCU N areHTaMu, BbIYUCNAET TPUITEPbI, OTMNPAaBseT ONOBELLEHMS.
ABnsieTca rmaBHbIM XpPaHUIULLIEM AaHHbIX KOHUrypauumn, CTaTUCTUKK, a Takke onepaTmB-
HbIX OAaHHbIX;

2) areHTbl — pa3BopayvMBalOTCA Ha HabngaemMbiX cUCTEMaxX AN akTUBHOIO MOHUTOPUHIa
3a NoKanbHbIMM pecypcamu MU MPUNOXKEHUAMU U ONs OTNPaBKM COBPaHHbIX AaHHbIX
cepBepy Unu Npokey;

3) Npokcu — MOXET cobupaTtb AaHHbIE O NPOU3BOANTENBHOCTU N LOCTYNHOCTM OT UMEHU
cepBepa. Npokcu sasnseTca onumoHanbHON YacTbio Zabbix 1 MOXET MCnonb3oBaTbCs AS1s
CHWXXEHMA Harpy3kn Ha cepBep;

4) 6a3a gaHHbIX — BCS MHopMaumst 0 KoHurypauum, a Takke cobpaHHble Zabbix
AaHHble, XpaHATcA B 6ase gaHHbIX;

5) web-nHTepdenc — ncnonblyetcs ans goctyna k Zabbix n3 noboro mecta u ¢ nobon

nnaTtgopmbl.
15.4. CepBep

Ons yctaHoBku cepBepa ¢ CYB[ PostgreSQL BbINONHUTL KOMaHAy:
apt-get install zabbix-server-pgsql zabbix-frontend-php
[ng co3gaHns 6a3bl JaHHbLIX cepBepa NCMOMb3YTCA CKPUMNTbI NO co34aHnto 6a3bl AaHHbIX
ansa PostgreSQL, Hanpumep:
psql -U <username>
create database zabbix;
\q
cd database/postgresql
psgl -U <username> zabbix < schema.sql
psgl -U <username> zabbix < images.sqgl
psgl -U <username> zabbix < data.sql
[anee Heobxo4MMO NMMNOPTMPOBATL MCXOOHYHK CXEMY U AaHHbIE cepBepa Ha PostgreSQL:
zcat /usr/share/doc/zabbix-server-pgsql/create.sql.gz | psgl -U <username> zabbix
[ns HacTponkn 6asbl AaHHbIX cepBepa OTKOPPEKTUPOBATL KOHUTNYPaALMOHHbIN chains

zabbix server.conf.

Mpumep
vi /etc/zabbix/zabbix_server.conf
DBHost=localhost
DBName=zabbix
DBUser=zabbix

DBPassword=<mnapoib>
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B napameTtpe DBPassword yKkasbiBaeTcsl naposnb nonb3oBatens PosgreSQL.

OcHoBHble NapameTpbl KOHUrypaLroHHoro daina cepeepa npveeaeHsl B Tabnuue [57]

Tabnwunua 57
MapameTp OnmcaHune

AllowRoot PaspelueHne cepBepy 3anyckatbCcs OT MMeHU nonb3oBaTtens root. Ecnu
He paspelleHo (3HadveHne «0») n cepBep 3anyckaeTrca OT UMEHU root,
cepBep NonpobyeT NepekntounMTbCA Ha nonb3oBaTens zabbix. He Bnuser,
€Cnu cepBep 3anyckaeTcst OT UMeHM O0ObIYHOrO Nonb3oBaTtensi. 3HavyeHne
no ymosn4yaHuio — 0

CacheSize Pa3mep kawa koHdurypaumm B 6antax Ans XxpaHeHust 4aHHbIX Y3110B CeTH,

3NEMEHTOB JaHHbIX N TpurrepoB. BoamoxkHble 3HaveHus oT 128 Kb go
8 I'b, 3Ha4eHne no ymonyaHuwo — 8 Mb

CacheUpdateFrequency | YacToTa BbINOMHEHUS Npoueaypbl OOHOBMNEHUS Kalla KOHUrypauum, B ce-
KyHOax. BosamoxHble 3HadeHus oT 1 go 3600 cek, 3Ha4YeHne no yMmonyaHuio

— 60 cek

DBHost Mms xocTa 6a3sbl gaHHbIX. B criyuyae nycton ctpokn PostgreSQL Gyaet
ncnonb3oBaTh COKET. 3HadyeHne No ymonyaHmio — localhost

DBName O6sazaTtenbHbIi napameTp. Mimsa 6asbl AaHHbIX

DBPassword Maponb k 6a3e gaHHbIX

DBPort MopT 6asbl AaHHbIX, Korga He ncnosnb3yetcs localhost. 3HavyeHne no
ymonyanuio — 3306

DBSchema Nma cxembl

DBUser Monb3oBaTenb 6a3bl JaHHbIX

HousekeepingFrequency| YacToTa BbINOMHEHUS aBTOMATMYECKOM NpoLUeaypbl OYMCTKN Basbl JaHHbIX
OT ycTapeBLlen nigopmaumm, B Yacax. BoamoxHble 3HayeHnst ot 0 0o 24 v,
3Ha4yeHne no ymonyaHuw — 1

CepBep paboTaeT Kak 4eMoH. [1nga 3anycka cepsepa BbINOSHUTbL KOMaHAY:
systemctl start zabbix-server

COOTBETCTBEHHO A1 OCTAaHOBKM, Nepe3anycka 1 NpoCMOTpa COCTOSHUSA cepBepa UCNosb-
3yl0TCA crieqyoume KoMaHabl:
systemctl stop zabbix-server
systemctl restart zabbix-server
systemctl status zabbix-server

BHUMAHMUE! [1nsa paboTtbl cepepa Heobxogmma UTF-8 nokanb nHade HeKoTopble Tek-
CTOBbIE 3NIEMEHTbI AAaHHbIX MO ObITb MHTEPNPETUPOBAHBI KOPPEKTHO.

B Tabnuue |58| npnBeneHbl OCHOBHbIE NapaMeTpbl, UCMOMb3yeMble NPU yNpaBneHumn cep-

BEPOM.
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MapameTp

OnucaHue

-c —--config <panm>

Myt k dpanmny koHdurypauun. 3Ha4yeHMe No  YMOSYaHUIo
/usr/local/etc/zabbix_server.conf

-R —--runtime-control
<omnuus>

BbinonHeHne agMMHNCTPaTUBHBLIX (PYHKLWI

config cache reload

MNepesarpyska KaLla KoHdurypauuu. UrHopupyeT-

c4, ecnm KoL 3arpyxaertcs B DaHHbIN MOMEHT:

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
config_cache_reload

housekeeper_execute

3anyck npouenypbl  ouMcTkMm  ©asbl  AaHHbIX.  UrHopupyetcs,

ecnu npouegypa OYMUCTKA  BbIMOMHAETCA B [AaHHbIA  MOMEHT

zabbix_server -c /usr/local/etc/zabbix server.conf -R
housekeeper execute

log level increase[=
<ienp>]

YBenunyeHne ypoBHS XypHanuvpoBaHus, OEWACTBYET Ha BCe MpoLecchl,

ecnu uenb He ykasaHa. B kayectBe uenn MOXeT ObiTb ykas3aH MAeEH-

TudmkaTop npouecca, TUM MpoLecca UNM TUN U HOMep npoLlecca:

zabbix_server -c /usr/local/etc/zabbix server.conf -R
log level increase

zabbix_server -c /usr/local/etc/zabbix_ server.conf -R
log level increase=1234

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
log level increase=poller, 2

log_level_decreasel[=
<uene>]

YMeHbLIEHME YPOBHA >XYpPHanupoBaHWd, OEWCTBYET Ha Bce mnpoLlec-

Cbl, ecnn uUenb He ykasaHa. B kayecTBe uenu MoxeT OblTb yKasaH

naeHTudumkaTop npouecca, TMn npolecca unu TN 1 HoMep npouecca:

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
log_level decrease="http poller"

15.5. AreHTbl

AreHTbl MOTYT BbIMOJTHATb NAaCCUBHbIE N aKTUBHbIE MPOBEPKN.

Mpwn naccuBHO NPOBEPKE areHT OTBeYaeT Ha 3anpoc OT cepBepa WU MPOKCU.

I'Ip|/| aKTUBHOWM npoBepkKe areHT rnosfiy4aeT OT cepBepa nepedveHb AaHHbIX 45119 MOHUTOPUHIA,

3aTeM OCyLlleCTBIndEeT 060p AaHHbIX COrmMacHO nony4YeHHoOMY nepeyHto n nepmnoandeckn oTnpasndeTt

cobpaHHble gaHHbIE CEpBEpY.

Bbibop mexxay nacCuBHOM M aKTUBHOW NMPOBEPKOWN OCYLLIECTBISIETCA BbIGOPOM COOTBET-

CTBYHOLLEro TMMNa anemMeHTa gaHHbIX. AreHT obpabaTtbiBaeT anemMeHTbl AaHHbIX TUNoB «Zabbix

areHT» n «Zabbix areHT (aKTUBHbIN)».

[na yctaHoBku areHTa B UNIX-cuctemax BbINOMHUTL KOMaHAY:

apt-get install zabbix-agent

OcHoBHble NapamMeTpbl KOHUrypaunoHHoro danna areHta UNIX npuBeaeHsl B Tabnum-

ue (591
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Taobnuuya 59
MapameTp Onmcanune
AllowRoot PaspeLlueHne cepBepy 3anyckatbCcsl OT MMEHU nonb3oBatesns root. Ecnu

He paspelueHo (3HadveHne «0») n cepBep 3anyckaeTcs OT UMEHU root,
cepBep nonpobyeT NnepekniounTLCA Ha noneb3osaTens zabbix. He Bnuser,
€Cnu cepBep 3anyckaeTcs OT MMeHU 06bIYHOro nonb3oBarens. 3HadeHne
no ymonyaHumo — 0

EnableRemoteCommands

YkasblBaeT paspeLleHbl N1 yaaneHHble KoMaHabl ¢ cepBepa:
- 0 — He pa3spelueHbl;
- 1 — paspeLueHsl

Hostname

YHUKanbHOe, PErMcTpo3aBUCUMOE UMsi MaluMHbl. TpebyeTcs Ans akTme-
HbIX NPOBEPOK U OOMKHO COBMNaaaTbh C UMEHeM MalLUHbI, yKasdaHHbIM Ha
cepBepe

ListenIP

Cnucok IP-agpecoB, pasgeneHHbiX 3ansiToil, KOTopble areHT OOMMKeH Cry-
watb

ListenPort

MopT, KoTOpLIN HEOOXOANMO CnyLaTh AN NOAKMYEHN C cepBepa

LogFile

Nma danna xypHana. ObsisaTenbHbIi NapaMeTp, eCcnv TUM XXypHana yka-
3aH file (cM. napameTp LogType)

LogType

Tvn BbIBOAA XypHana:

- file — 3anucb XXypHana B cann, ykasaHHbI B napaMmeTpe LogFile;
- system— 3anucb XypHana B syslog;

- console — BbIBOA XypHana B cTaHO4apTHbI BbIBOA

Server

Cnuncok IP-agpecoB nnn uMeH cepBepoB, pasferneHHbIX 3ansaton. Bxoas-
lwme coeamHeHnsa 6yayT NpMHMMAaTLCA TONMbKO C aApecoB, YKa3aHHbIX B
napamertpe

TLSAccept

O6sa3artenkbHbIi NapameTp ecnuv 3agaHbl TLS-cepTudmkat nnm napametpbl
PSK, B NnpoTMBHOM crlydae — HeT. YKasblBaeT Kakme BXoasiLme noaKnto-
YeHus npuHUmatoTes. Micnonb3yetcs naccMBHbIMU nposepkamu. MoxHO
yKa3sblBaTb HECKOMNbLKO 3HaYeHU, pasferneHHbIX 3andaTou:

- unencrypted — NPUHUMATL NOAKMIOYEHNS, HE NCMOMb3YHOLLNE KPUMTO-
rpacpmyeckme Kroum (Mo ymonyaHui);

- psk — NpuHUMaTh nogkntoveHus ¢ TLS n pre-shared kntouom (PSK);

- cert — NpuHUMaTL nogkmnodeHnst ¢ TLS n ceptudmkatom

TLSConnect

Ob6sa3artenkbHbI NapameTp ecnuv 3agaHel TLS-cepTudmkat nnvu napameTtpbl
PSK, B npoTMBHOM criydae — HeT. Kak areHT OOrmKeH COeAnHATBCA C
CepBepoM Mnu Npokcu. McnonbayeTcs akTUBHbIMKU NpoBepkaMmn. MoxHO
yKasaTb TOMbKO OOQHO 3HAYEHMeE:

- unencrypted — noaknoyaTbcsa 6€3 ncnonb3oBaHUs KpunTorpadguye-
CKMX Kntoyen (no ymonyaHumio);

- psk — nogkntodatbcs, ucnonbdyst TLS u pre-shared kntoy (PSK);

- cert — nogkniovaTtbes, ucnonb3ys TLS n ceptucmkat
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OkoHyaHue mabnuuysb! 59

MapameTp Onuncanue

User Wcnonb3oBaHue npuBUneruii ykasaHHOro (CyLLECTBYIOLLErO) NMonb3oBaTens
cucTembl. 3HaYeHne No yMonyaHuio — zabbix. AKTyanbHO TONbKO ecnu
3anyckaeTcsl OT MMHU MNonb3oBaTensi root U napameTp AllowRoot He
paspeLueH

AreHT UNIX paboTaeT kak 4eMOH, 45 3anycka BbIMOSHUTL KOMaHAY:
systemctl start zabbix-agent

CooTBeTCTBEHHO AN OCTAHOBKM, nepesanycka 1 npocMmotpa coctosaHnsa areHta UNIX
NCMNonNb3yTCA cnefyroume KoMaHabi:
systemctl stop zabbix-agent
systemctl restart zabbix-agent
systemctl status zabbix-agent

B cpene Windows areHT paboTtaet kak cnyxba. AreHT Windows pacnpocTpaHseT-
cqd B Buae zip-apxuBa. AreHT bin\win64\zabbix agentd.exe u rann KoHdUrypaumu
conf\zabbix agentd.win.conf 13 zip-apxmBa HeOOXOAMMO CKOMMPOBATb B OOUH KaTanor,
Hanpumep, C: \ zabbix.

Mpun HeobxoaumocTn OTKOpPEKTUPOBATb KOH(UrypaumoHHbIN dann
c:\zabbix\zabbix agentd.win.conf.

OcHoBHble napaMeTpbl KOHUrypaumoHHoro anna areHta Windows npuBegeHsl B Tab-
nuvue [60]
Tabnunuya 60

MapameTp Onuncanuve

EnableRemoteCommands | YKasblBaeT paspeLleHbl N1 yaaneHHble KoMaHabl ¢ cepBepa:
- 0 — He paspeLleHbl;
- 1 — paspeLueHsbl

Hostname YHUKanNbHOE, PermcTpo3aBnMCcUMoe MMs MalunHbl. TpebyeTca onga akTme-
HbIX MPOBEPOK U AOIMKHO coBNafaTb C UMEHEM MallUWHbI, yKa3aHHbIM Ha
cepsepe

ListenIP Cnuncok IP-agpecoB, pasgeneHHbiX 3ansiToN, KOTOpble areHT LOIMKEH CIy-
watb

ListenPort MopT, KoTOpbIN HeoBXoAUMO cnyLlaTb AN NOAKMYEHU C cepBepa

LogFile Uma dpanna xypHana. Obs3aTenbHbI NapaMeTp, ecnu TUM XypHana yka-

3aH file (cM. mapameTp LogType)

LogType Twun BbIBO4A XXypHana:

- file — 3anucb XXypHana B ¢hain, ykasaHHbl B napameTpe LogFile;
- system— 3anucb XypHana B XXypHan cobbituin Windows;

- console — BbIBOA XXypHana B CTaHOAPTHbLIN BbIBOA
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OkoHyaHue mabnuub! 60

MapameTp Onuncanue
Server Cnuncok IP-agpecoB nnn uMeH cepBepoB, pasferneHHbIX 3ansaton. Bxoas-
lwme coeamHeHus 6yayT NpMHMMAaTLCA TOMbKO C aApecoB, YKasaHHbIX B
napamertpe
TLSAccept O6sa3aTtenkbHbI napameTp ecnuv 3agaHsl TLS-cepTudmkat nnu napameTtpbl

PSK, B NpOTMBHOM crly4ae — HeT. YKa3blBaeT Kakne BXOAsiLMe NogKIio-
YeHus npuHUMatoTes. Mcnonb3yetcs naccMBHbIMU nposepkamu. MoxHO
yKa3sblBaTb HECKOJSIbKO 3HAYEHWI, pasferieHHbIX 3andTou:

- unencrypted — NPUHUMATL NOAKMIOYEHNS, HE NCMOMb3YHOLLNE KPUMTO-
rpaduydeckue Knum (No yMonyaHuio);

- psk — nNpuHMMaTh nogknioveHns ¢ TLS n pre-shared kntouom (PSK);

- cert — npuHUMaTh nogkntodeHns ¢ TLS n ceptudmkatom

TLSConnect O6sasartenbHbIN NapameTp ecnu 3agaHbl TLS-cepTudpmkat unu napameTpbl
PSK, B npoTMBHOM criydae — HeT. Kak areHT OOMmKeH COeAnHATBCA C
cepBepoM Mnu npokcu. NicnonbdyeTcs akTUBHbIMKU NpoBepkaMmn. MoxHO
yKasaTb TOMbKO OOQHO 3HaYeHue:

- unencrypted — nogknoyaTbcsa 6e3 ncnonb3oBaHUs KpunTorpaduye-
CKMX Kntoyen (no ymonyaHuio);

- psk — nogkmnoyartbes, ucnonedysa TLS un pre-shared kntovom (PSK);

- cert — nogknitovatbes, ucnonb3ysa TLS u ceptudmkar

User Mcnonb3oBaHWe NpuBUNErnii ykasaHHOTO (CyLLECTBYIOLLIEr0) Nosfib3oBaTens
CUCTEMbI. 3HaYeHne Mo YyMon4yaHuio — zabbix. AKTyarlbHO TOMbKO ecnu
3anyckaeTcsi OT UMHUM Mnornb3oBaTtensi root U napameTp AllowRoot He
paspeLueH

[nsa yctaHoBkn areHTa Windows kak cny0bl UCNonNb3yeTca crneaylouias KomaHaa:
C:\> c:\zabbix\zabbix_agentd.exe -c c:\zabbix\zabbix agentd.win.conf -i

B Tabnuue [61| npnBeaeHbl OCHOBHbIE NapaMeTpbl, UCMOMNb3yeMble NpU ynpaBreHnn areH-

TOM.
Tabnuuya 61
MapameTp Onucanune
AreHT UNIX 1 Windows
-c —--config MyTb K danny KoHdurypaumm, pasmelleHHOMY B KaTtanore, OT-
<Painn_xoHuUryparumu> NUYHOM OT 3agaHHoro no ymonydaHuto. B UNIX nyte no ymon-
YyaHmo /usr/local/etc/zabbix_agentd.conf. B Windows —
c:\zabbix_agentd.conf
-p --print BbIBOA, M3BECTHBIX AaHHbIX U BbIXOS,
-t --test TecTnpoOBaHME YKa3aHHOIO afleMeHTa AaHHbIX U BbIXO4
<KJ'IIO‘-I_3J'IeMeHTa_J1aHHI>IX>
AreHT UNIX
-R --runtime-control BbinonHeHne agMMHUCTPATUBHbLIX (PYHKUUN ANS U3MEHEHUS! YPOBHS
<omuwus> XXypHanupoBaHus y NpoLeccoB areHTa
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MapameTp Onuncanue
log _level increasel[= YBenuyeHne ypoBHS XXypHanupoBaHWd, OeWCTBYyeT Ha BCe npouec-
<uens>] Cbl, €cnv LUenb He ykasdaHa. B kavecTtBe uenu moxeTt ObiTb ykasaH

noeHTMdumkaTop npouecca, Tun npouecca Unn Tun 1 Homep npouecca:
zabbix agentd -R log level increase

zabbix agentd -R log_level_ increase=1234

zabbix agentd -R log level increase=listener,?2

log_level_decreasel[= YMeHbLUIEeHME YPOBHS XypHanupoBaHUs, OEeNCTBYET Ha BCe npouec-
<yenb>] Cbl, ecnun uUernb He ykasaHa. B kadecTtBe uenn MoxeT ObiTb yKasaH
naeHTudmKaTop npouecca, Tun npouecca Unm TMn n HoMep npouecca:
zabbix agentd -R log level decrease="active checks"

AreHT Windows

-m --multiple-agents Mcnonb3oBaHne HECKOMbKUX 3K3eMNspoB areHTa (¢ -i, -d, -s, -x
PyHKUMAMK). [Ina oTAeneHns UMeHN 3K3eMnnAapoB criyxb kaxagoe nvs
cnyx6bl 6yaeTt B 3HaYyeHUN Hostvalue U3 ykaszaHHOro dainna KoHdu-

rypaumm
-i --install YcTaHoBKa areHTa kak crnyxobl
-d --uninstall YnaneHue cnyxobl areHTa
-s --start 3anyck cnyx6bl areHTa
x —--stop OcTtaHoBKa cnyb6bl areHTa

15.6. MNMpokcu

[ns npokcu TpebyeTca otaenbHas 6a3a gaHHbIX. [ns yctaHoBkM Npokeu ¢ PostgreSQL
BbINOSTHUTbL KOMaHAYy:
apt-get install zabbix-proxy-pgsqgl
[na co3paHns 6a3bl AaHHBIX NPOKCU MCMOMb3YTCS CKPUNThLI MO CO3A4aHnio 6a3bl 4aHHbIX
ansa PostgreSQL, Hanpumep:
psql -U <username>
create database zabbix;
\q
cd database/postgresql
psqgl -U <username> zabbix < schema.sql
[anee HeobxoAMMO MMNOPTMPOBATL MCXOOHYO CXEMY U AaHHble Npokcu Ha PostgreSQL:
zcat /usr/share/doc/zabbix-proxy-pgsql/create.sqgl.gz | psqgl -U <username> zabbix
[Ona HacTtponka 6asbl [OaHHbIX MPOKCU WU3MEHUTb KOHMUIypauuoHHbIn  dann

zabbix_proxy.conf.

Mpumep
vi /etc/zabbix/zabbix proxy.conf
DBHost=localhost



DBName=zabbix
DBUser=zabbix

DBPassword=<mnapoinb>
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B napameTpe DBPassword yKkasaTb naposib nosnb3osartens PosgreSQL.

OcHoBHble NapameTpbl KOHUrypaLmroHHOro dhaiina Npokcy NpueeaeHsl B Tabnuue [62]

Tabnuua 62
MapameTp Onuncanue

AllowRoot PaspelueHne npokcu 3anyckatbCa OT MMEeHU nonb3oBaTtens root. Ecnu
He paspelueHo (3HadeHne «0») 1 MPOKCU 3anycKaeTcs OT UMEHU root,
NpPOoKcK NonpobyeT NepekmnioYnTbCS Ha nonb3oBaTtens zabbix. He Bnuser,
€CNnK NPOKCK 3anyckaeTcs OT UMeHM 0ObI4HOrO Nornb3oBatens. 3HadeHne
no ymon4yanuio — 0

CacheSize Paamep kawwa koHurypauum B 6anTtax ons XpaHeHus AaHHbIX Y3roB ceTw,
3MIEMEHTOB AaHHbIX N TpurrepoB. BoamoxkHblie 3Ha4veHust oT 128 Kb go
8 I'b, 3Ha4eHne no ymonyaHuio — 8 Mb

ConfigFrequency YacTo nonyyeHuns AaHHbIX KOHUIypaumum oT cepeepa, B cekyHaax. MNapa-
MEeTP aKTUBHOIO Npokcu. rHopupyeTcs naccMBHbIMU NPOKCK (CM. napa-
MeTp ProxyMode). BoamoxHble 3HadeHus oT 1 0o 604800 cek, 3HayeHue
no ymonyaHuio — 3600 cek

DBHost Mms xocTa 6a3sbl gaHHbIX. B criyvyae nycton ctpokn PostgreSQL Gyaet
ucnonb3oBaTb COKET. 3HayeHne No ymonyaHumio — localhost

DBName Ob6s3atenbHbin napameTp. ma 6asbl gaHHbIX. [JormkHa oTnnyaTtbes OT
0a3bl JaHHbIX cepBepa

DBPassword Maponb k 6ase gaHHbIX

DBPort MopT 6a3bl AaHHbIX, KOoraa He ucnomnbdyeTrca localhost. 3HavyeHme no
ymonyanuio — 3306

DBSchema Nms cxembl

DBUser Monb3oBaTenb 6a3bl JaHHbIX

DataSenderFrequency

YacTtoTa oTnpaBkmn cobpaHHbIX 3HAa4YEHUIN cepBepy, B cekyHaax. Mapamertp
aKTMBHOIO NpoKcu. NrHopupyeTcs nacCuBHbIMU MPOKCKU (CM. napameTp
ProxyMode). BoamoxHble 3HadeHusi o 1 go 3600 cek, 3HayeHue no
yMonyaHuto — 1 cek

Hostname

YHukanbHoe perncTpo3asmcnmmoe NmMmsa rnpokcu

HousekeepingFrequency

YacToTa BbINOMHEHNS aBTOMaTUYECKOW NpoLeaypbl 04UCTKM 6a3bl AaHHbIX
OT ycTapeBLlen nicgopmaumm, B Yacax. BoamoxHble 3HayeHns ot 0 0o 24 v,
3HayeHue no ymonyaHuwo — 1

ProxyMode Pexxum paboTbl Npokcu:
- 0 — NpoKcK B aKTUBHOM peXMME;
- 1 — MPOKCK B MACCUBHOM pexunme
Server IP-agpec vnn ums cepsepa Anga AOCTyna K AaHHbIM KOHJwUrypauum c

cepsepa. [NapameTp akTMBHOIO MPOKCU, UTHOPUPYETCS NAaCCUBHBLIMM MPOKCK
(cMm. ProxyMode)
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MapameTp

OnuncaHune

TLSAccept

Ob6sa3aTtenkbHbI NapameTp ecnuv 3agaHsl TLS-cepTudmkat nnm napameTtpbl
PSK, B NpOTUBHOM crly4ae — HeT. YKa3blBaeT Kakne BXOAsiLLMe NOOKITH-
YeHus NPUHMMatOTCs OT cepBepa. cnonb3yeTcs NacCMBHBIM NPOKCU, Ur-
HOPUPYETCS aKTUBHbLIM MPOKCU. MOXHO yKa3biBaTb HECKOMbKO 3HAYEHUN,
pasgeneHHbIX 3ansiToun:

- unencrypted — NpUHUMATL NOAKMIOYEHNS, HE NCMOMb3YHOLLNE KPUMTO-
rpagomyeckme Kn4m (Mo yMon4aHuio);

- psk — nNpyHMMaTh nogkntoveHns ¢ TLS n pre-shared kntovom (PSK);

- cert — npuMHMMaTb NoakndeHnsa ¢ TLS u ceptndunkaTom

TLSConnect

O6sa3artenkbHbI NapameTp ecnuv 3agaHbl TLS-cepTudmkat nnv napametpbl
PSK, B NpoTuBHOM crniydae — HeT. Kak NpokCcu OOSMKEeH COeanHATLCS C
cepBepoM. cnonb3yeTca akTUBHBIM NPOKCU, UTHOPUPYETCS NaCCUBHbIM
npokcn. MoXxHO ykasaTb TOSbKO OAHO 3HaYeHue:

- unencrypted — nogknoyaTtbca 6e3 ncnonb3oBaHUa Kpuntorpadude-
CKMX Kntoyen (No ymomndaHumio);

- psk — nogknwyaTtbes, ucnonbaysa TLS u pre-shared kntovom (PSK);

- cert — nogkntovartbes, ucnonb3ys TLS n ceptndmkar

npOKCVI pa60TaeT Kak geMoH. [Ins 3arycka npokcu BbIMOJIHUTb KOMaHAY:

systemctl start zabbix-proxy

CoOTBETCTBEHHO A1 OCTAHOBKM, nepesarnycka n npocmMoTpa COCTOAHUA NMPOKCKU UCNosib-

3yHTCS crneayoume KomaHabi:

systemctl stop zabbix-proxy

systemctl restart zabbix-proxy

systemctl status zabbix-proxy

B tabnuue [63] npvBeaeHbl OCHOBHbIE NapamMeTpbl KOMaHOHOW CTPOKU zabbix-proxy.

Tabnuuya 63

MapameTp

OnucaHwne

-c —--config <pan>

Myt Kk dhanny KoHpurypaumm. 3Ha4YeHMe MO  YMONYaHuIo
/etc/zabbix/zabbix_proxy.conf

-R —--runtime-control
<onuusa>

BbinonHeHne agMUHNCTPATUBHBLIX (PYHKLUIA

config_cache_reload

Mepesarpyska  kawa  KoHdurypaumn.  WrHopupyetcs,  ecnu

Kol 3arpyaetcs B [JaHHbIi MOMEHT. AKTMBHbIA NPOKCU Noa-

KMIOYNTCA K CcepBepy UM 3anpocuT [aHHble KOHurypauumm:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
config_cache_reload

housekeeper_execute

3anyck npoueaypbl o4MCTKM  Gasbl  AgaHHbIX.  MrHopupyetcs,

ecnu npouegypa OYUCTKM BLIMOSMHAETCS B AaHHbIA - MOMEHT:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
housekeeper_execute
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MapameTp Onuncanue
log _level increasel[= YBenuuyeHne ypoBHS XypHanMpoBaHus, OENCTBYET Ha BCe NMpoLeCChl,
<uens>] ecnn uenb He YykasaHa. B kadectBe uenun MoxeT ObiTb yKasaH

naeHTudmkaTop npouecca, TUM npoLecca unm Tun n Homepa npouecca:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log_level_increase

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level increase=1234

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level increase=poller, 2

log_level_decreasel[= YMeHbLUEeHMEe YPOBHS XXypHanvpoBaHud, 0eNCTBYET Ha BCe NPOoLEecChl,

<uenb>] ecnu uenb He ykasaHa. B kadectBe uenu moxeT OblTb yKasaH

naeHTudukaTop npouecca, TUM npowecca unm Tun 1 Homepa npouecca:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log_level decrease="http poller"

15.7. Web-untepdenc

Hactponka wn ynpaBneHue paboton Zabbix ocywecTtBnaercsa nocpeactesoM web-
UHTepdenca.

YctaHoBKa web-nHTepdenca npomsBoanTCs NyTeM KONMpPoBaHUS php-hannos B nanky
HTML web-cepBepa. [lanee Heobxoanumo:

1) BBectn URL Zabbix http://<ip_unu_uma_cepeepa>/zabbix B Opaysepe — OT-

KpoeTcsl nepBasi CTpaHuLa NOMOLLHUKA YCTaHOBKN web-nHTepdelica;

2) ykasaTb JaHHble Ons nogknoyeHus Kk 6ase gaHHbIX. ba3a gaHHbIX AOMmKHa ObiTb

co3faHa;

3) ykasaTb JaHHble cepBepa;

4) noaTBepauTb AaHHbIE ONs1 HACTPOWKY;

5) ckayaTb KOHMUrypaunoHHbIA hann n NOMecTUTb ero B katanor conf/ (ecnn web-

cepBep UMeeT NpaBo Ha 3anuchb B katanor conf/, pann 6yaeT coxpaHeH aBTOMaTUYECKM);

6) 3aBepWwnTb YCTAHOBKY.

[nsa Bxoga no yMONn4yaHuo ncnonb3dyeTcs Mg nonb3oBaTend Admin M naponb zabbix.
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16. CPECTBA PA3IrPAHUYEHUA OOCTYNA K NOOKIIOYAEMbIM YCTPOUCTBAM

B OC c ncnonb3oBaHeM reHepaumv npaBuin MeHeaxepa yCTpoMUCcTB udev OCYyLLEeCTBIS-
eTcsa pasrpaHuyeHne 4ocTyna K CUMBOSIbHBIM U BfI0YHBIM YCTPOMCTBaM, A5 KOTOPbLIX B KaTanore
/dev cosgatotcs pannbl YCTponcTB. [Npn pasrpaHMyeHnmn SOCTyna K yCTpoOMCTBaM Tuna BUL4EOKapT,
CeTeBbIX KapT M T.4. AaHHbIN MEeTo He UCMONb3yeTCs.

[nsa peweHus 3agadn pasrpaHnU4eHns SOCTyna K yCTpoMUCTBaM Ha OCHOBE reHepauumm
npasun MmeHegxkepa yctponcTts udev B OC peanusoBaHbl:

- CPeAcTBa pa3rpaHUyeHust 4oCTyna K ycTpoicTBam Ha ocHoBe npasun udev (16.1);

- cpencTsa pernctpauum yctpouncts (16.2).

CpepncrtBa pasrpaHMyeHus 4ocTyna K yCTpOMCTBaM Ha OCHOBe reHepauumu npasus udev
obecnevnBaloT UCKPELMOHHOE U MaHAaTHOe ynpasneHMe OCTYNOM norb3oBaTenien K ycTpon-
CTBaM, NoAKN4YaembIM, B NEPBYLO ovepenb, Yepes nHtepgenc USB: ckaHepam, CbeMHbIM Hako-
nuTenam, Bugeokamepam u T. 1.

CpenctBa peructpaumm yCcTpoucTs obecnevmBaroT yveT nogkrniovaemMbliX YCTPOUCTB U
CbEMHbIX HOCUTENEN B CUCTEME, YCTAHOBKY ANUCKPELIMOHHBLIX U MaHAaTHbIX aTpmMbyToB gocTyna
nonb3oBaTenen K yCTPONCTBaM U co3faHue AOMNOMHUTENbHbIX NpaBuil 4ocTyna K YCTPONCTBY

(Hanpumep, orpaHnUYeHne Ha NOAKIIYEeHME YCTPOMUCTBA TOMbKO B onpeaenenHbin USB-nopT).
16.1. PasrpaHnyeHue goctyna K ycTpoMcTBaM Ha OCHOBe reHepauuu npasun udev

PasrpaHnyeHne goctyna K yCTPOMCTBaM Ha OCHOBE reHepauum npasui MeHeoxepa
YCTPOWCTB udev OCYLLECTBASAETCH OS5 CUMBOSIbHbIX U BNOYHbIX YCTPONCTB NOCPEACTBOM aBTO-
MaTU4ecKomn reHepauumn npasun. NeHepaums ocyLLeCcTBNAETCA C UCNONb3oBaHMEM Ba3bl ydeTa
YCTPOWCTB, BeayLLencs B nokansHon cucteme (dpann /etc/parsec/devices.cfg) unu B ALD
(cm. paspen 7).

PasrpaHnyeHne goctyna K yCTPOMCTBY OCYLLECTBISIETCA Ha OCHOBE COOTBETCTBYHO-
lero npaesuna Ona MeHemkepa YCTPOMUCTB udev, KOTOPOE XpaHUTCA B (pawure B katarnore
/etc/udev/rules.d. Na ycTPONCTB, yunTbiBaeMbIxX B nokanbHol 6ase (cm.[16.2)), reHepauus
npaBuna OcyLwecTBNAETCs Npu coxpaHeHnn nHgopmauum o6 yCTponucTBe C UCMONb30BaHNEM
yTunuThl £ly-admin-smc. [nsi yCTPOWCTB, yunTtbiBaembix B 6ase ALD (cm. [16.2), reHepauus
npasun ocyuwectenaetrcd PAM-mogynem pam_ald_mac npu BxoAe nornb3osaTtens B cuctemy. [Npu
3TOM MpaBuna reHepupyrTCa Ana BCeX YCTPOUCTB, y4TeHHbIX B 6a3e ALD, BHe 3aBUCMMOCTH OT
MMEHW Nonb3oBaTenNs, OCyLLEeCTBNAOLEro BXo4 B CUCTEMY, U HAMMEHOBAHNA XOCTa, Ha KOTOPOM

BbINOJTHAETCA BXOA.

Mpumep
Mpasuno ansa cbemHoro USB-HakonuTens
ENV{ID_SERIAL}=="JetFlash_TS256MJF120_ OYLIXNA6-0:0", OWNER="user",
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GROUP="users" PDPL="3:0:f£:0!:" AUDIT="0:0x0:0x0"

B npumepe pgna cbemHoro USB-Hakonutenss € CEPUNHbLIM HOMEpPOM
JetFlash_TS256MJF120_OYLIXNA6-0:0 pa3pelieHo e€ero ucnonb3oBaHWe BnagesbLy
yCTpoMcTBa (Monb3oBaTemnto user) W MOMb30OBaTenNnsiM, BXOAAWMM B rpynny users. [Ons

YCTPOWCTBA YCTAHOBEHbI MaHAaTHbIE aTpubyThI:

YPOBEHb KOH(PMAEHLMANBHOCTU — 3;

YpPOBEHb LernocTtHoctn — 0;

kaTeropumn — f;

ponu 1 agMMHUCTPATUBHBIE PONN OTCYTCTBYHOT,
a dnarn ayguTa He yCTaHOBMEHbI.

Mpy MOHTMpPOBaHMM BNOYHBIX YCTPONCTB UCMNONb3yeTCHa yTUnNnTa mount, MoagnduLmpo-
BaHHasi ANs MOHTMPOBAHWS YCTPOMCTBA BriagernbLeM MUn norb3oBatenem, BXOAALMM B rpynny, ¢
NCNoNb30BaHMEM PErynsipHbIX BblpaXXeHuin. B npouecce MOHTMPOBaHMSI OT UMEHW NoNb3oBaTens
oXuaaetcda ABa napamMmeTpa: KOHKpeTHOe HauMeHoBaHWe hanna yCTPoMCcTBa N KOHKPETHOE Haume-
HOBaHWME TOYKM MOHTUPOBaHUA. pn 3ToM MOHTUpoBaHME PC CbeMHbIX HakonNuTenem ot UMeHU
nonb3oBaTens (B T.4. C UCMNONb30BaHNEM rpadumyeckon yTunutbl £1y-£fm) ocyllecTBNAeTca B
Katanor /run/user/$uid/media. [1na npegocTaBrneHuns nokasnbHbIM NoSib30BaTeNAM BO3MOX-
HOCTU MOHTMpoBaHUss PC cbeMHbIX HakonuTenen HeobxoaMmo Hanuune B anne /etc/fstab
cnegyroLlen sanucu:
/dev/s* /home/*/media/* auto owner,group,noauto,noexec,iocharset=utfs,
defaults 0 0O

[na npegocraenenus nonb3osatenam ALD (cm. pasgen 7)) BO3MOXHOCTU MOHTMPOBaHUSA
®C cbeMHbIX HakonuTenen HeobxogMmo Hannuue B hanne /etc/fstab cneayrowen 3anmcu:
/dev/s* /ald _home/*/media/* auto owner,group,noauto,noexec, iocharset=utf§,
defaults 0 0O

[lnsi ogHOBpPEMEHHOro NpeaoCcTaBreHNs fioKanbHbIM NONb30BaTENSIM M NONb30BaTENSAM
ALD (cm. pasgen BO3MOXHOCTU MOHTUpoBaHnA PC CbEMHbIX HakonuTenem Heobxogmmo
Hanun4yne B hanne /etc/fstab cneayowen sanncu:
/dev/s* /*home/*/media/* auto owner, group,noauto,noexec,iocharset=utfs,
defaults 0 O

Mo ymonuaHuo ans MOHTMpoBaHMsA pasnnyHbix OC, cogepkalmxcs B yYTEHHbIX pasgenax
Ha 6noyHbIx ycTponcteax USB-Hakonutenewn, B pann /etc/fstab . pdac BKAOYEHbI cCnegyowne
3anucu:
/dev/*fat /run/user/*/media/* auto owner,group,noauto,nodev,noexec,

iocharset=utf8,defaults 0 0

/dev/*ntfs* /run/user/*/media/* auto owner,group,noauto,nodev,noexec,
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iocharset=utf8,defaults 0 O

/dev/sd*ext* /run/user/*/media/* auto owner,group,noauto,nodev, noexec,
defaults 0 O

Mo yMOn4aHuto AnAa MOHTUPOBaHUA Pa3fiMyHbIX q)C, coaepXalmnxca Ha y4TeHHbIX KOMMaKT-
n DVD-guckax, B cbann /etc/fstab.pdac BKNOYEHbI criegyrowme 3anucu:
/dev/s*udf /run/user/*/media/* udf owner,group,nodev,noexec,noauto,

defaults 0 O

/dev/s*is09660 /run/user/*/media/* 1s09660 owner,group,nodev,noexec,noauto,
defaults 0 O

Mo ymonyaHuio MoHTUpoBaHne ®C, cogepXalnxcsl B HeYYTEHHbIX pasfenax Ha BrnoYvHbIX
yctponcteax USB-HakonuTenen, paspelleHo nosib3oBaTensam, Bxoasawmum B rpynny floppy. B
AaHHOM Crnyyae MOHTMpoBaHMe ByaeT OCyLecTBNATLCA B COOTBETCTBUM CO CriefytoLen 3anmcbo
n3 panna /etc/fstab.pdac:

/dev/sd* /run/user/*/media/* auto owner,group,noauto,nodev,noexec,
iocharset=utf8,defaults 0 0

Vcnonb3oBaHmne ykaszaHHOW 3anucu HeBO3MOXHO and ®C Ext*, nockonbKy Anst HUX He
nogaepXumBaeTtca onuua MOHTUPOBaHUA iocharset=utf8.

[Onsa moHTUpoBaHunA nonb3oBatenamu C, cogepXalmnxcst Ha Hey4TEeHHbIX KOMMaKT- U
DVD-aunckax, B KoHel, darnna /etc/fstab He06XoANMO BKMOYMTL CNeayoLLyH 3anuch:
/dev/sr* /*home/*/media/* udf,is09660 wuser,nocauto 0 0

BHUMAHMUE! lNpu moHTnpoBaHum ®C, nogaepxmeatowen atpudytel UNIX n pacumpen-
Hble aTpubyTbl, NpaBa 4OCTyNa Ha ann y4TeHHOro yCTponcTBa He ByayT coBnagaTb C npaBaMu
poctyna B ®C. Ncnonb3oBaHme MaHAaTHbIX aTpubyToB ByaeT orpaHMyeHo atpubytamm, yCTaHOB-
NeHHbIMKU ANSa dpanna ycTponucTaa.

BHUMAHMUE! Vicnonb3oBaHue yd4teHHoro USB-Hocutens ¢ ®C VFAT BO3MOXHO TONMbKO
npu Bxoge B CUCTEMY Ha TOM YPOBHE KOH(PMAEHUNANbHOCTU, KOTOPbLIW Ha3Ha4YeH agMUHUCTpaTo-
pOM Ans 3TOro YyCTPOMCTBA.

BHUMAHMUE! lNpu BkntoveHUn pexnma paboTbl C OTHY>KAAEMbIMU HOCUTENSMU C KOHGU-
AeHumarnbHOM nHdopmaunen Bce HeNnpUBMIEerMpoBaHHble Nofb3oBaTeny AOMKHbI ObITb UCKITHOYe-
Hbl U3 rpynnbl £1loppy.

BHUMAHMUE! Mpwn BkntodeHnn pexnma pabotel ¢ CD/DVD-guckamu ¢ KoHpmaeHumnans-
HOW MHOpMaLMeENn BCe HENPUBUIIENMPOBaHHbIE NOMNb3oBaTENN AOSKHbI ObITb UCKMIOYEHbI U3

rpynnbl cdrom.
BHUMAHMUE! Vcnonb3oBaHne yyteHHoro USB-HocuTtens ¢ ®C EXT4 (EXT3) BO3MOXHO
nonb3oBaTeNAMM Ha pasHbIX JOCTYMNHbIX UM YPOBHSX KOHMAeHUnaneHocTu. MNpu aTtom agmu-
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HUCTpAaToOp AOIMKEH 3aperncTpupoBaTb HOCUTENb ONs AaHHOro Nnorfb3oBaTens Ha Tpebyemblix
YPOBHSIX 1 co3aaTb Ha ®C HocuTens cUcTemy KaTanoroB ¢ HeO6Xo4MMbIMU YPOBHAMU KOHU-
AeHumnanbHocTu. Hanpumep, ans paboTbl Ha HECKOMNbKNX ypoBHAX Ha USB-Hocutene ¢ ®C EXT4
aAAMUHUCTPATOP MOXET UCMNOJb30BaThb CrieayrLlyo nporpaMmmy, 3agaB HeO6XO,D,I/IMbIe nepemMeHHble
USERNAME 1 DEVICE):

#!/bin/bash

USERNAME="user"

DEVICE="/dev/sdcl"

mkfs.ext4 $DEVICE

mkdir -p /media/usb

mount $DEVICE /media/usb

#multilevel

pdpl-file 3:0:-1l:ccnr /media/usb/

mkdir /media/usb/{0,1,2,3}

pdpl-file 0:0:0:0 /media/usb/0

pdpl-file 1:0:0:0 /media/usb/1

pdpl-file 2:0:0:0 /media/usb/2

pdpl-file 3:0:0:0 /media/usb/3

chown -R ${USERNAME} :${USERNAME} /media/usb/{0,1,2,3}

ls -la /media/usb/

pdp-1s -M /media/usb/

umount /media/usb
16.2. Perucrtpaums ycTpoucTB

Pernctpauus ycTponcTs B fiokanbHou 6ase yyeta yCTPOMUCTB OCYLLECTBISAETCHA C UCMOSb-
30BaHMeM rpacmnyeckon yTunuTbl ynpasneHusi NoNnTukon 6esonacHoctn £ly-admin-smce.

Pernctpauusa yctponcTs B 6a3e yyeta yctponcts ALD (cm. pasgen |7)) ocywiecTBnseTcs ¢
NCnonb3oBaHMeM rpadnyeckon yTUnnTbl ynpasneHus nonutukon 6esonacHoctn £ly-admin-smc
(fly-admin-ald) unm yTunntbl KOMaHAHOW CTPOKM ald-admin.

YcTponcTBa ngeHTUnumnpyoTca Ha OCHoBe aTpubyTOB MeHeXepa yCTpoMCTB udev. B
BOoNbLUMHCTBE CNyYaeB OCTAaTOMHO MCMOMNb30BaTh CEpPUNHLI HoMep ID_SERIAL. B cnyyae, korga
NCnonb3oBaHue Ans MAeHTUMMKaLmMmM yCTpOUCTBa CEPUNHOIO HOMEpPa HEBO3MOXHO, He0bxoanmo
BblOpaTb OOMH UM HECKOSMBKO ApYrMx aTpubyTos, obecnevmBatoLmx naeHTUMMKaLmMo YCTPOUCTBA.

[na npegoctaBneHnsa nonb3oBartensam goctyna k yctponcrtsam (USB-HakonuTenu, ckaHe-
pbl, ONTUYECKNE HOCUTENN) U3 KOHTEKCTa MaHOAaTHOro ceaHca HeobXxoaMMO BbINOMHUTL Crieayto-
Lee OencTBUS:

1) 3anycTuTb OT UMEHU agMUHUCTpaTopa Yepe3 MexaHM3M sudo YTUNUTY ynpasneHus

nonuTukon 6esonacHocTn fly-admin-smc (CM. SNEKTPOHHYIO CNpaBKy) U BbibpaTb B
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aepese 06bEKTOB B 6OKOBOW NaHenn «YCTpONCTBa 1 NpaBuna — YCTPONCTBaY;
2) HaxaTb KHorky [Co3aaTb HOBbLIW 3fIeMeHT] Ha NaHenun MHCTPYMeHTOoB. [loXxaaTbes no-
SIBNEHUs rpaddU4eCcKoro OkHa 1 NOAKMHYUTL YCTPOMCTBO O4HUM M3 CriegyoLmx cnocoboB
B 3@aBMCUMOCTU OT TuMa yCcTpouCTBa:

- nogkntounte USB-HakonuTtenb kK USB-nopTy koMnbloTepa;

- nogkntounTb kKabenbs USB-ckaHepa k USB-nopTty koMmnbloTepa;

- BCTaBUTb ONTUYECKUIN HOCUTENb B YCTPONCTBO YTeHns CD/DVD-anckos.
3) B nosiBMBLLEMCS NepedHe BblIbpaTb YCTPOMCTBO U OTKPbITb ero « CBONCTBa;
4) B crnvcke CBOMCTB YCTPOWCTBA AOMKHbI ObITb OTMEYEHbI CTPOKM CriefytoLero snaa:

- ana USB-Hakonutenen (0TMeYeHO Mo yMOMYaHuIo):

ID_SERIAL 3HaueHUue

- ONdA ckaHepoB (OTMEYEHO MO YMOSYaHWUIO):

ID_SERIAL 3HaueHUue

PRODUCT 3HaueHUue

- AN oNTUYEeCKUX HocuTenen (0TMeYEeHo No YMONMYaHUIo):

ID_SERIAL 3HaueHHue

Mo3BonseTr naeHTMUUMpPOBaTbL YCTPONCTBA, HA KOTOPbIX BydeT OoCyLeCTBNATbLCSA

paboTa ¢ oNTUYECKUMU HOCUTENSMM.

ID _FS_LABEL 3HaueHUue

[MosBonser ngeHTUULMPOBaTbL ONTUYECKUIA HOCUTENb.
Mpn HeoBXxo4MMOCTM MOXHO BblOpaTh Apyrne CBOMCTBA;
5) no6aBunTb YyCTPONCTBO, HaxkaB kKHoMky [Aal;
6) B none «HanmeHoBaHMe» ykasaTb HaMMeHOBaHWE YCTPOMUCTBA,
7) Bo BKknagke «O6wue» HeobxoguMmo BbiGpaTb norb3oBaTens, rpynny (Bnagensua
YCTPOWCTBA) M 3a4aTb NpaBa AocTyna N4 nonb3oBaTens, rpynnbl U BCEX OCTasbHbIX;
8) ykasaTb MaHAaTHbIN YPOBEHb, Af1s aToro Bo Bknagke «MPO» BblibpaTe MaHOaTHbIN
YPOBEHb 1 yKa3aTb HAbop MaHOaTHbIX KaTeropui;
9) HasHauMTb NapamMeTpbl pernctTpaunm cobbiTUi, CBA3AHHbLIX C YCTPONUCTBOM. [1n1s aToro
BO BKIlagke «AyauTt» Heobxoammo BbiOpaTb cobbiThe n peaynberat («Ycnexy», «OTkasy),
noanexatime permcrpaumu;
10) Ha3Ha4MTb JONOSNHUTENbHbIE HAbOPbI NpaBun ANA YCTPOMCTBA U3 CNUCKa npasusl,
CO3[aHHbIX BO BKraake 60koBov naHenu «YcTtponcTea u npasuna — lNMpasunax» (B 4aHHOM
BKnagke cosgaetcsi Habop npaBun Ans MeHemxepa ycTponcts udev (cm. [16.1);
11) NPMMEHUTb U3MEHEHNS, HaXxaB KHOMKY [[IpUMeHUTb u3aMeHeHusA] Ha NaHenn NHCTpy-
MEHTOB.

Mocne nepenoakrioyeHnA yCTpOIZCTBa Bl1iageneu yCTpOIZCTBa nnn nonb3oBatesnin U3 rpyn-
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Mbl CMOTYT MOHTUPOBATb YCTPONCTBO, MPU 3TOM Ha TOYKY MOHTMPOBaHUA ByayT yCTaHaBNMBaTbLCA
yKasaHHble MaHAaTHbIA YPOBEHb N KaTeropun.

BHUMAHUE! B cnyyae ecnu BKMOYEeH MaHOATHbIA KOHTPOMb LENOCTHOCTU, TO OeWn-
CTBUSA NO NpeaoCTaBreHuIo Norb3oBaTensaM JOCTYNa K yCTPOUCTBAM AOMKHbI OCYLLECTBNATLCH OT
aZlIMUHUCTPATOpa Ha BbICOKOM YPOBHE LIeSTOCTHOCTM (MO yMOoryaHuio 63).

BHUMAHMUE! Y4eT pa3genoB cbeMHbIX HakonuTenen, cogepxawiumx oannoByo CUCTEMY
NTFS n gpyrne dannosble CUCTEMbI, MOHTUPYEMbIE C MUCMNOSb30BaHWeM TexHornormn FUSE
(Filesystem in Userspace — daninoBasi cuctema B Nofb30BaTerbCKOM NPOCTPAHCTBE), OOIKEH
OCYLLECTBIISETCA TOMbKO C HyNeBbIM MaHAaTHbIM ypoBHEM U 6e3 kaTeropui. [Nonb3oBartens,
KOTOpPbIN AOMmKeH paboTaTb ¢ NoA0OHbIM pa3genomM, HeobxoaUMO BKIOYUTL B NOKArbHYO rpynny

fuse.
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17. NOAOEPXKA CPEACTB ABYX®AKTOPHOWU AYTEHTU®UKALUU

[MoBbILWEHNE HAAEXHOCTM ayTEHTUUKALUN BO3MOXHO NyTEM NMPUMEHEHMS MHOrodakTop-
HOW ayTeHTUdMKaUun, T. e. ayTeHTUdurKaLmm, B Npouecce KOTOPOW UCMONb3YTCH ayTeHTUdUKa-
LIMOHHbIE (DaKTOPbl HECKONbKUX TUMOB.

K dakTtopam, KoTopble MOryT 6bITb MCMOSb30BaHbI, OTHOCATCS:

- BBog napons unu PIN-koga;

- BBOJ OOHOPAa30BbIX Napornemn (CKpaTy-kapThbl);

- npepocTasneHne Pu3ndecKoro yCTpomcTaa Unm HOCUTENS, coagepallero ayteHTuduka-

LIMOHHYIO MHopMaunto (cmapTt-kapTta, USB-TokeH 1 T.1.);

- npegocTaBneHne buomeTpmnyeckon nHpopmaLmm (oTneyvaTkm nanbLeB, N3obpaxeHune

ceTyaTKu rnasa v T.n.).

Ha npakTtuke B 60NnbLUMHCTBE CryYaeB UCNOMb3yeTca AByx(akTopHasa ayTeHTudmKaumns
Ha OCHOBE BBOAA Naposns ¢ 0O4HOBPEMEHHbBIM NMPEeAOCTaBNEHNEM NoSb3oBaTenemM pPuanyeckoro
YCTPOWMCTBA UNN HOCUTENS, cofepKallero JONONHUTENbHYIO ayTEeHTUMUKALNOHHY HGOpMa-
uuto. [lononHUTENbHOM ayTeHTUMOUKALNOHHOM MHpOpMaUnen B 3TOM criydae 0bbl4HO ABRsieTcs
pasMeLLeHHbIN Ha YCTPOUCTBE cepTudmkaT nonb3oBaTerss.

[nsa obecneveHuns aByxakTopHOM ayTEHTUMDUKALUK C MOMOLLbIO BHELUHETO HOCUTENS
NCNonb3yTCA creayrowme cpeacrTsa U TEXHOSOIMMK:

- PKCS (Public Key Cryptography Standard) — rpynna ctaHgaptoB kpuntorpadum ¢ oT-

KPbITbIM KMOYOM, B YacTHOCTU, cTaHgapTel PKCS-11, PKCS-12, PKCS-15, oTHocswWwmecs

K paboTe ¢ KpunTorpacmyecknmm ToKeHamu;

- X.509 — ctaHaapT, onpegenaowmn popmMatbl aHHbIX U Npoueaypbl pacnpegeneHms

OTKPbITbIX KINOYEn ¢ NOMOLLbI0 cepTUdMKATOB C LM POBLIMU NOLANUCAMU, KOTOPbIE NPEAOo-

CTaBMSAKTCA yaocToBepsowmmMmn ueHTpamm ceptudukaumm (Certification Authority (CA));

- OpenSC — Habop nporpaMMHbIX YyTUNUT U Bnbnuotek ana paboTbl ¢ HOCUTENAMM

ayTeHTMdUKaLMOHHOM NHpopmaLmm nonb3osBartens (cmapTt-kapTel, USB-TokeHbl), cogep-

Xaiume pyHKUMKM ayTeHTumkauumn, kpuntorpadpumn n umdgposon noanucu. Nogaepxusaet

ctangaptel PKCS-11, PKCS-15;

- OpenCT — Habop gpanBepoB YCTPONCTB OS5t paboTbl C HOCUTENSIMU ayTeHTUdUKaLM-

OHHOW MHpopMauun (ycTapeBLunin);

- OpenSSL — nporpammMHoe cpeacTBo Ansd paboThl ¢ KpunTorpadny4eckumMm NPOTOKOIOM

SSL/TLS. lNosBonset cosgasatb kntoun RSA, DH, DSA v ceptudukatel X.509, nognuchl-

BaTb UX, popmmpoBaTth annel ceptudpmkatoB CSR n CRT. Takke nmeetcsi BO3MOXHOCTb

TectmpoBaHusa SSL/TLS coeanHeHnun. MNogaepxneaer MexaHU3M gMHAMUYECKN NOAKITHO-

Yyaembix bnbnmoTtek ariropuTMoB 3aLLMUTHOIO I'IpeO6p830BaHVIFI OaHHbIX, T.e. MeXaHU3M
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MOAKMIOMEHNSA BHELLHUX MOAYIEN, coaepKalumnx AononHUTeNbHbIe anroputMbl. C ncnonb-
30BaHMEM YyKa3aHHOro mMexaHmama obecnevmBaeT paboTy C anropMTMamu 3alMTHOro
npeobpasoBaHus gaHHbIX B cooTBeTCTBMU € TpeboaHnamum FOCT (nakeT 6Gubnmnotekn
anroputmoB NOCT libgost-astra);

- PC/SC — Habop cneundmkaunn ona goctyna K cMapT-KapTaw;

- PKINIT (Public Key Cryptography for Initial Authentication in Kerberos) — ctangapt mc-
NONb30BaHMA KPUNTOrpadun ¢ OTKPLITHIM KINKOYOM B KayecTBe hakTopa ayTeHTudunkaumm
B npoTokorne ayteHTudukauum Kerberos (cm. [7.1.4).

[ByxdakTopHasa ayTeHTUUKaLMa MOXET NPUMEHATLCA Kak B cryvyae UCnorb30BaHNA

nokanbHOW ayTeHTUMKauum, Tak 1 B criydae ucnonb3osanuna ENMM.

17.1. AyTeHTU(MKaUMAa C OTKPbITbIM KINOYOM (MHpaACTPYKTypa OTKPbITbIX

KIHo4Yen)

Mpun pocTtyne Kk pecypcaMm MHAPOPMALMOHHbLIX CUCTEM YACTO UCMONb3YKTCHA KpUNTorpa-
domyeckne MexaHu3Mbl, OCHOBAHHbIE HA aCCUMETPUYHBLIX KpunTorpaduyecknx anroputMmax u
cepTudmMKatax oTKpbITOro knoda. NpumMeHeHne ykasaHHbIX MeXaHU3MOB B MH(OPMaLUMOHHbIX
cuctemax obecnevmBaeTcsa MHPACTPYKTOPOM OTKpbIThIX Kntoden PKI, koTopasa BKIoYaeT B ce-
65 Habop annapaTHbIX U NPOrpaMMHbIX CPEACTB, NONUTUK U NpoLeayp CO34aHUS, yrpaBreHus,
pacrnpocTpaHeHus1, UCNOMNb30BaHUSA U OT3biBa LMPPOBLIX CEPTUIUKATOB.

B ocHoBe PKI nexuTt ncnone3oBaHue kpuntorpagouyeckon CUCTEMbI C OTKPbITbIM KIHOYOM
N HECKOINbKO OCHOBHbIX MPUHLMMOB:

- 3aKpbITbIN KITHOY U3BECTEH TOSbKO ero BnagernbLy;

- YOOCTOBEPSAIOLNA LIEHTP CO34aeT cepTUdmKaT OTKPbITOro Krkya, Takum obpasom ygo-

CTOBEPSAA 3TOT KoY,

- HUKTO He OOoBepsieT Apyr Apyry, HO BCe AOBEPSIOT YAOCTOBEPAIOLEMY LEHTPY;

- YOOCTOBEPSIOLWNA LEeHTP NOATBEPXKAAET UMM ONpoBepraeT NPUHaAANEXHOCTb OTKPbLITOrO

Knova 3agaHHOMY nuuy, KOTOpoe BrnageeT COOTBETCTBYHOLUM 3aKpPbITbIM KITHOHOM.

AyTeHTUMPUKaALNA HA OCHOBE KITHOYEN UCMONb3YyeT ABa Krtova, OAUH «OTKPbITbINY (Ny6-
FNINYHBIN KIKOY), KOTOPbIA JOCTYMNEH KaXXaAoMy, N BTOPOW «3aKPbITbINy (CEKPETHLIN KIHY), KOTOPbIN
AOCTYyMNeH ToNbKO Bnagensuy. B npouecce ayteHTUdMKaUMN UCMNONb3YOTCH KpunTorpadguyeckme
anropuTMbl C OTKPbITBIM KIKOYOM 41151 TPOBEPKM NOANMHHOCTM Nonb3oBatens. [1pn 3ToM CEKPETHbIN
KINOY HaxoauTCA HEMOCPEeACTBEHHO Y NOMb30BaTenNs, a OTKPbITHIN KITHOY MO 3alUULLEHHbIM KaHanam
CBS3U NnepefaeTcs B Te CUCTEMbI, KOTOPble JOMKHbI C €ro MOMOLLbIO MPOBEPATL MOANMMHHOCTb
nonb3oBaTens.

B kayecTBe 3neKTpoOHHOro NpeacTaBieHns KnioYen NCnonb3yrTea LMgpoBblie cepTudgun-

kaTbl. CepTudmkaTt aBnsieTcs yaocToBepeEHMEM NPUHAANIEXHOCTM OTKPLITOro Kntoya. Lindpposon
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cepTudukaTt ycTaHaBNMBaET U rapaHTUPYET COOTBETCTBME MEXAY OTKPbITbIM KITHOHOM M €ro Bna-
aenbueM. CepTudumkatbl BblAatoTCs cneumanbHbIMU YNOTHOMOYEHHbIMU opraHu3aunamm — CA.
CepTudukaTtbl MOryT ObITb UCMOMB30BaHbl HE TONBLKO AS1S ayTeHTUgmKaumm, Ho 1 ons npegocTas-
neHus n3buparternbHbIX NpaB AOCTyna, B TOM YXCHe 1 Npasa Nnoanucu Apyrux ceptnukaTos.

B pamkax nsonmpoBaHHOM MHOPMALMOHHOW CUCTEMbI CPEACTBOM BbIpabOTKM U NOAMMUCHI-
BaHMS LMPPOBbIX CePTUPUKATOB MOTYT BbITb NCNOMb30BaHbI pa3nnyHble NPOrpaMMHble CPeacTBa,
Hanpumep, openssl. B 3TOM crnyyae Takoe cpeacTBO MOXET BbICTynaTb B POMW NIOKanbHOro
YOOCTOBEPSIOLLErO LieHTpa A5 CO34aHusA KNoYeBbIX Nap 1 cepTuduKaToB KIIMEHTOB U CEpBEPOB

CUCTEMDbI.
17.2. CocTaB cpeaAcTB noaaepXku AByxdakTtopHon ayTeHTUMKaUmm

B coctaB OC BxogaT HeobxoauMble NporpaMMHbIe MHCTPYMEHTbLI 1 BubnunoTteku, peanu-
3yloLme nepeyncrnieHHble cpeacrsa u TexHonornn. CeegeHnsa o cogepXallumnx nx nporpaMmmHbIX

naketax npviseaeHsl B Tabnuue [64]

Tabnuuya 64
HavmeHoBaHue OnucaHue

opensc Habop nporpaMmmHbIx ytunut n 6ubnmortek OpenSC

pcscd Cnyxba goctyna k cmapT-kapTam yepes PC/SC

libpcsclitel Bubnnoteka goctyna Kk cMapT-kaptam Yepes PC/SC
Habop apaliBepoB yCTpONCTB paboThl C HOCUTENSAMU ayTEHTUGU-

openct .
KauunoHHon nHdpopmaumm (OpenCT)

libopenctl Bubnnoteka ApanBepoOB yCTPOICTE paboTbl C HOCUTENSIMK ayTeH-
TudumkaunoHHon nHgpopmaumm (OpenCT)

libocid PC/SC gpaieep ans CCID coBmecTMMbix USB ycTponcTB paboTbl
C HOCUTENSMU ayTeHTUMUKaLMOHHOM MHopMaLnK
- -

openssl pOrpaMMHOE CpeACTBO reHepauuu Kroden n ceptudmkaTos

OpenSSL

libengine-pkcsll-openssl

Pacwunpenne OpenSSL gnst nogaepxkn mogynen PKCS-11

1libpll

Bubnuoteka nogaepxkn PKCS-11

libpam-pll

MNoarpyxaembln MOAyMb ayTeHTUdUKALUM C MOMOLLBIO CMapT-
kapt PKCS-11

libpam-pkcsll

IMNonHodyHKUMOHaNbHbIN NOArpyXaemMbli MOAYIb ayTeHTUdUKa-
LUK ¢ nomoLLblo cmapT-kapT PKCS-11

krb5-pkinit

Pacwupenne MIT Kerberos V5 gna nogaepxkn PKINIT

Bonee nogpo6Hoe onucaHue cM. B pyKOBOACTBE man.
BHUMAHMUE! lNepen ucnonb3oBaHnemM cpeacTB ABYX(aKTOPHOW ayTeHTUUKaLUN OOMmx-
Hbl BbITb YCTAHOBMEHbI NepedYncrneHHble NakeTbl. M3 nocnegHux Tpex nakeToB OOSMXKHbI 6bITb

BblGpaHbl MMEHHO Te, KOTopble ByAyT NPUMEHSATLCS AN OpraHM3aunn NokanbHOro Bxoaa Mnosib-
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3oBaTens (libpam-pll unu libpam-pkcsll) MnyM AOMEHHOIO BXoAa Mornb3oBaTens B criyyae

ncnons3oBanus EMNM (krb5-pkinit).
17.3. YnpaBneHue ceptucpukatamm

[Ons obecnevyeHnsa ayTeHTUMKALUN C OTKPbITBIM KITHO4OM B MHPOPMAaLIMOHHOW cUcTeme
HeobxoaMMo UMeTb Habop KITYEBLIX Nap U CEPTUANKATOB PECYPCOB CETU (CEPBEPOB MK CIyX0)
N ee KNNeHToB (nonb3osaTtenen). dopmMupoBaHne 1 nognucbiBaHne cepTudUKaToB BbIMOSTHAETCA
C MOMOLLbK YAOCTOBEPSAIOLWEro UeHTpa MHgpopMaumMoHHoN cucteMmsbl. [poueaypa nosyyYeHus
Heobxo4MMoro Habopa cepTUdUKaATOB 3aKNYAETCH B CeayHLEM:

1) dbopMUPYOTCS KNOYM N KOPHEBOW CepTUdMKAT YyAOCTOBEPSAIOLLENO LEHTPA;

2) Onsa Kaxgoro cepeepa WUnm KrveHTa reHepupyeTca KrodeBasi napa;

3) Ha OCHOBe MOMNyYEeHHOWN KYeBOWn napbl OpMUpYeTCH 3asiBKa (3anpoc) Ha cepTudu-

Kar;

4) c NOMOLLbIO YOOCTOBEPSIOLLErO LIEHTPa MO 3asiBKe BbINUCbIBAETCA CepTUdUKAT;

5) nonyyeHHas KrodeBasi napa n cepTudukaT COXpaHaTCA B COOTBETCTBYOLLME MecTa

CUCTEMBI.

MpumeyvaHue. NeHepaumsa KnYeBbIX Nap U POPMUPOBAHNE 3aSIBOK MOXET BbINOMHAT-
CSl KaK NporpaMMHbIMU CpeacTBaMu, Tak M C MOMOLLbIO annapaTHO-NPorpamMMHbIX BO3MOXHOCTEN
YCTPOWCTB ayTeHTUdunKaumm.

BHUMAHME! B otnnumne oT reHepauum KnoyYeBbIX Nap 1 OpMUPOBaHUS 3asiBOK, KOTO-
pble, Kak NpaBuno, BbIMOSHAKTCA Ha paboyeM MecTe KMeHTa, BbiNUCbiBaHME cepTudunkaTos

OOJTKHO NMpon3BoanTCdA Mo MECTy paclnofioXKeHNA yaoCToBepALWEro LeHTpa.

17.3.1. Co3paHune kopHeBoro ceptudukata CA

KopHeBown cepTudmkaT aBnseTcs cepTuduUKaTtomMm camoro yaoCcToBepsowero LeHTpa n
ncnosb3yeTcs Ans Nnognucn n yaoctoBepeHus NOASIMHHOCTU APpYrMxX cepTudumkaToB. ABnseTcs
camMonoanucaHHbIM.

leHepaums Kn4YeBOW Napbl YAOCTOBEPSIOLLErO LIEHTPa N CO34aHNsa ero caMonoanncaHHo-
ro ceptTudumkara ¢ NoMoLLbI openssl BbINOMHAETCA creaywmm o6pa3omM (MCnonb3yeTcs KIou
RSA anvHon 2048 6ur):
openssl genrsa -out cakey.pem 2048
openssl req -key cakey.pem -new -x509 -out cacert.pem

BHUMAHMUE! KopHeBon cepTtudukat sisnaetcsa Hanbdonee CeKpeTHbIM 3f1IEMEHTOM UH-

hpacTpyKTypbl OTKPbITbIX KMOYEN 1 OOMmMKeH OblTb HAAEXHO 3aLUMLLEH.

17.3.2. NeHepauua KnrYeBbIX Nap
eHepauus Kro4eBor Napbl MOXET BbIMOMHATCA C MOMOLLbIO openssl (MCNOSb3yeTcA
kntod RSA anuHon 2048 6ur):
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openssl genrsa -out key.pem 2048
[Mpy HanNU4MM COOTBETCTBYIOLLETO YCTPOUCTBA UIM HOCUTENS reHepauns KnioveBon napsbl
AormkHa 6bITb BbINOMHEHA ¢ ucnonb3oBaHneM PKCS ytunut:
pkcsl5-init --generate-key rsa/2048 --auth-id 02 --id 45
Mpn aTOM yKasblBaeTCA YHMKarNbHbIM naeHTudmnkatop ceptudukata id n sanpawmsaetca PIN-koa

nofib3oBaTtenda-siagernbLa TOKeHa.

17.3.3. Co3paHue 3asiBKM Ha cepTtudmkar

[ns nonyyeHHbIX C NOMOLLBIO openssl KNKOYen 3asBKa Ha cepTudukaT cosgaercs cne-
ayowmm obpasom:
openssl req -new -out client.req -key key.pem
[Mpn aTOM yKa3bIBAeTCH NOMNyYeHHbIN paHee hann Kroyen key . pem.

B cny4yae ncnonbsoanus yctponcte PKCS-11 cosgaHue 3asaBku Ha ceptudukart Tpebyet
AONONHUTENBHOrO B3aMMoaencTBus openssl ¢ YCTPOUCTBOM. [locrne 3anycka openssl:
openssl
HeobxoaMMo noarpysuTe Moaynb nogaepxkn PKCS-11:

OpenSSL> engine dynamic -pre SO _PATH:/usr/lib/ssl/engines/engine_pkcsll.so
-pre ID:pkcsll -pre LIST_ADD:1 -pre LOAD -pre MODULE_PATH:opensc-pkcsll.so

(dynamic) Dynamic engine loading support
[Success]: SO_PATH:/usr/lib/ssl/engines/engine_pkcsll.so
[Success]: ID:pkcsll
[Success]: LIST ADD:1
[Success]: LOAD

Loaded: (pkcsll) pkcsll engine

3aTeMm BbINOMHUTL KOMaHAY CO34aHnsA 3asiBKM Ha cepTudumKkar:

OpenSSL> req -engine pkcsll -new -key 1:45 -keyform engine -out client.req
-subj "/C=RU/ST=Moscow/L=Moscow/0O=Aktiv/0OU=dev/CN=testuser/
emailAddress=testuser@mail.com"

engine "pkcsll" set.

PKCS#11 token PIN:

OpenSSL>

Mpu aTOM yKasblBaeTCsa YHUKanbHbIM naeHTudukaTop ceptudukara v sanpawmsaercs PIN-koa

BnagenbLua TokeHa. [ns npuBA3KN K CyObekTy MHAPOPMALMOHHOM CUCTEMBI YKa3blBaeTCs ero

NnofHoe nUms.

MpumeyvyaHune. NMapameTp —-key 1:45 ABNseTCS yKazaHMEM cnota cMapT-KapTbl U
naeHTudgukatopa B Buae <slot>:<id>.

MpnumeyaHue. Cnocob hopmmnpoBaHus 1 3agaHus NOHOMO UMEHU KNWeHTa 3aBUCUT

OT peanu3aumm KOHKPETHON MHAOPMAaLIMOHHOM CUCTEMBI. 3a4acTyto Ans atoro ncnonodyetcs DN
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(Distinguish Name) nonb3oBartensi B cucteme.

[Mony4yeHHbIN 3anpoc COXpaHAeTcH B (panne client. req.

17.3.4. BoinucbiBaHne ceptudumkara

MonyyeHHas paHee 3asiBKa Ha cepTudukaT JormkHa ObiTe nepegaHa B CA ns BbinucbiBa-
HUs cepTudumkara.

Mpn BbINUCbIBaHUN cepTudmKkaTa MOryT ObiTb MCMONb30BaHbl CheunanbHbIn dannbl
pacwmpeHun OpenSSL, B KOTOPbLIX YKa3blBalOTCA AOMNOSTHUTENbHbIE UCMONb3yeMble NOoNs cep-
Tndukatos. Hanpumep, B crniyyae ucnonb3oBaHusa PKINIT, koHQurypauma sagaetca doannom
pkinit_extensions (cMm.[17.5.5), B koTOpOM ykasaHbl 4ONONHUTENbHbIE NOMS CEPTUCDUKATOB,
ucrnonb3dyemblx B Kerberos:

- Extended Key Usage (EKU) — ngeHtncukatop (OID), ykasbiBaloLwmi Ha TO, Kak niaHu-

pyeTcsa ucnornb3oBaTb cepTudukar;

- otherName — none, 3agatouiee npuvHuunana Kerberos, a4ns KOTOporo BbINUCbIBAETCA

cepTudukar.

BHUMAHMUE! [Mepepn BbinncbiBaHMEM cepTUUKaTa MOXeT notpeboBaTbCcs ykasaHue
cybbekTa, Ansa KOTOpOro BbINOMHAETCS MNOANMUCH C NOMOLLLIO NapaMeTPOB OKPY>KEHUS1, Hanpumep:
export REALM=AKTIV-TEST.RU
export CLIENT=testuser

BbinuceiBaHne ceptudurkaTta BbINOMHAETCA cregyowen KomaHaon openssl:
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem

-out client.pem -CAcreateserial
Mpn aTom gna dhopMnpoBaHNA NOLNUCK 3a0aeTCA KOPHEBOW cepTUdUKar.

MpumevaHue. NapameTp —~-CAcreateserial CNyXuUT ANA CO34aHUA CEPUNHOIO HO-
Mepa HOBOro cepTudukarta. Micnonb3yetcs Tonbko Npu ooOpMMpoOBaHNK NepBOro ceptudukaTa,
3aTeM ncnonb3yetca napameTp —CAserial cacert.srl And yBenuyeHUa JaHHOro Homepa.

Mpun ncnonesoBaHMn annoB paclUMpPeHU yKasbiBaOTCA AOMNOSTHUTENbHbIE NapamMeTpbl,
Hanpumep:
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem -CAcreateserial

—extensions client cert -extfile pkinit extensions -out client.pem

Wcnonb3osaHne PKINIT n dopmupoBaHue ceptudumkatos B Ell paccmaTtpuBaetca
B[7.5

lMocne nony4eHus rotoBOro cepTudurkara OH COXpaHAETCs Ha TOKEHe N B AarbHeNLWwem

MOXET ObITb CYUTAH C HEro aAns pa3mMeLleHnda B Cnnckax goBEepPEeHHbIX CepTVId)VIKaTOB.

17.3.5. NMpoBepka cepTudunkara
MpoBepka cepTudmkaTa MoOXeT ObiTb BbINONHEHA KOMaHAOW verify YTUNUTbI openssl:

openssl verify -CAfile cacert.pem client.pem
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Mpn aTOM HEOBXOOMMO yKa3aTb KOPHEBOW cepTUdMKaT.

17.3.6. CoxpaHeHue cepTucpukata Ha TOKeHe

CoxpaHeHue cepTudukaTta Ha cmapT-kapTe PKCS-11 BbinonHsieTca ¢ nomoubio PKCS
yTUnnT:
pkcsl5-init --store-certificate client.pem --auth-id 02 --id 45 --format pem
Mpn 9TOM TakKe yKasblBaeTCsl YHUKANbHbIN MAEHTUMKaTop cepTudmkara id n 3anpalinBaeTcs

PIN-kog nonb3oBaTens-snagensua.
17.4. HacTtpomnka nokanbHoro Bxoga

[lna opraHunsaumm nokanbHOro BXoda nosib3oBartenen ¢ nomoubio cmapT-kapt PKCS-11
MOryT BbITb UCMOSb30BaHbI CrieayloLmne NoArpy>Kaemble MOAYNn ayTeHTumkauuu:

- Pam_p11 (1ibpam-pll) — noarpy>xaembii Mogyfib ayTeHTUdMKaUmMmM ¢ NOMOLLbHO

cmapT-kapt PKCS-11;

- PKCS#11 (1ibpam-pkcsl1l) — NOMHOYHKUMOHAMNBHbLIA NOArpYXaeMblii MOAYMb ayTeH-

TudmKaumm ¢ nomoubio cmapT-kapt PKCS-11.

17.4.1. Ucnonb3oBaHue moaynsa ayteHTudpukaumm Pam_p11

MakeT nogrpy>kaemoro mogynsa ayteHtTudgpukauyum Pam_p11 libpam-pll cogepXuT B
CBOEM COCTaBe [Ba Moayrnsi ayTeHTUdunkaumm:

- pam_pll_ openssh — noarpyxaembln MoAyJSb ayTeHTUMKaLUKM NoNb3oBaTens ¢ no-

MOLLbIO dhanna Knven openssh, pacnosioKeHHOro B ~/ . ssh/authorized keys;

- pam_pll_ opensc — MOArpy>Xaembll MoOAyfb ayTeHTUUKaumum nonb3oBatens c

NMOMOLLIBIO CMNCKA [OOBEPEHHbIX CepTUUKaATOB MNOSib3oBaTesis, PacrofioXXeHHOro B

~/.eid/authorized certificates.

[na ncnonb3oBaHus ayTeHTUMKaLMM ¢ nomoLlblo cMmapT-kapT PKCS-11 B cekumm auth
COOTBETCTBYIOLLETO CLieHapusa ayTeHTUdukaumm B katanore /etc/pam.d Heo6xoaMMo ykasaTtb
ncnonb3oBaHne Moaynsa n ero napameTpbl. Hanpumep, B oblem cueHapun ayteHTUdmkaumm
/etc/pam.d/common_auth BO3MOXHO crieqytoLliee ykasaHue:

# here are the per-package modules (the "Primary" block)
auth [success=ignore default=die] pam tally.so per_user deny=10
auth [success=2 default=ignore] pam pll opensc.so \

/usr/1ib/x86_ 64-linux-gnu/opensc-pkcsll.so
auth [success=1 default=ignore] pam_unix.so nullok secure try first pass
34ecb B NepBy0 ovepeib yKasaHO UCMonb3oBaHWe Moaynsa ayTeHTUupukaumm pam_pll opensc.
B kavecTBe napameTpa 3agaetcs NyTb K bubnuoteke opensc-pkcsll. so. Ecnv ayteHTuduka-
umsa ¢ nomouubio yctponrctea PKCS-11 He Gbina ycnewHo npomnssegeHa unm yCTpoucTBo He BbIno

NOAKMIOYEHO, YKa3aHO NPUMEHeHMe cTaHgapTHOM npouenypbl ayTeHTudukauum Linux.



302
PYCBE.10015-01 95 01-1

BHUMAHME! [ins 3agaHus NpuHygMTENbHOIMO UCNONb30BaHNA ayTeHTUdmKaumm ¢ nomo-
b0 CMapT-KapT B CUeHapun ayTeHTUUKaUnmn He JOMKHO BbITb yKa3aHO MHbIX MOAyNen ayTeH-
Tudmkauum, Kpome pam_pll opensc.so. B aTom cnyyae, ecnv ayteHTMdMKaLUA C MOMOLLbHO
yctponctBa PKCS-11 He Gbina ycnewHo npon3BeaeHa nnu ycTponcTBo He BbIfio NogK4EHO,
BXO4 B cucteMy GyneTr HEBO3MOXEH.

[omkHbl ObITb CHOPMUPOBaHbLI BCE HEOOXOAUMbIE CepTUdMKaTLI U NOATOTOBMEHbI NepCo-
HarnbHble HOCUTENU ayTEHTUMPUKALMOHHON NHJOPMaLINN.

[na BO3MOXHOCTM BXOA4a Norb3oBaTens He06XoaUMO COXpaHUTb cepTuduKaT C ero nep-
COHarnbHOro HocuTens (CMapT-KapTbl) B CNNCKE JOBEPEHHbIX cepTudukaToB. CNMCoK JOBEPEHHbIX
cepTudUKaToB Nonb3oBaTens ykasbliBaeTcs B (panne authorized certificates, pacnono-

>XEHHOM B nogkararnore ~/ .eid ero gomallHero karanora.

Mpnumep
mkdir ~/.eid
chmod 0755 ~/.eid
pkcsl5-tool -r 45 > ~/.eid/authorized_certificates

chmod 0644 ~/.eid/authorized certificates

[Mpn aTOM yKa3bIBaeTCa YHUKanNbHbI naeHTudukaTop ceptudumkaTa (B npumepe — 45) n
3anpawmBaetcs PIN-kog Bnagensua TOKEHa.
Mocne BbINONMHEHHbIX AENCTBUN AaHHbBIA NOfb30BaTENb MOXET OCYLLECTBNATL fTOKalbHbIN

BXOZ C NMOMOLLIbIO CMapT-KapTbl, COAEPKaLLEN COXPAHEHHbIN cepTudukar.

17.4.2. Ucnonb3oBaHue moaynsa ayteHTudgpukauumn PKCS#11

MakeT nogrpykaemoro mogyna ayteHTugukaumm PKCS#11 1ibpam-pkcsll cogepXxuT
B CBOEM COCTaBe MoAynb ayTeHTUduKauumn pam_pkcsll n Habop mogynen otobpaxeHus nonewn
cepTudurKaTta B MMS Nosib3oBaTens CUCTEMbI:

- subject — oTobpaxeHune nons Subject cepTudumkara B MMs nonb3oBarens;

- pwent — oToOpaxeHune nonsa CN B Nond login unm gecos pesynbrata getpwent () ;

- 1ldap — oTobpaxeHune nongd Subject cepTudukaTa B y4eTHYH0 3anncb LDAP;

opensc — C NMOMOLLbIO CMMCKA OOBEPEHHbIX CEPTUdUKATOB MNoNb3oBaTend, pacnosio-
XeHHoro B ~/ .eid/authorized certificates;

- openssh — C nomMouwbk @anna Kwden openssh, pPacnornioXeHHOro B
~/.ssh/authorized keys;

- mail — cpaBHeHue nonen email cepTudukaTa;

- ms — ucnonb3oBaHune paclumpeHns Microsoft Universal Principal Name;

krb — cpaBHeHME C UMeHeM npuHuMnana Kerberos;

- cn — cpaBHeHue nomnsa CN;
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- uid — cpaBHEHMWE YHUKanbHbIX NOAEHTUHUKATOPOB;

digest — oTobpaxkeHue LndpoBon Nognucu ceptudukaTa B UMS nonb3osaTens;

- generic — HacTpaumBaemMoe O0TobpaXeHne coaepXXmMmoro ceptudukara;

- null — o6paboTka HeayTEHTUDULMPOBAHHLIX Nofb3oBaTenen (NULL, nobody).

Moaynb oTobpaxeHns oTBe4aeT 3a U3BMNEYEHNE COOTBETCTBYIOLLErO Nomns ceptudurkaTa un
CpaBHEHME NOSTy4EeHHOro 3Ha4YeHUs C pasnNUYHbIMU BUAAMU NOEHTUOUKALNMOHHOW NHpopMaLnn.
Mpn atom gns 6onblIMHCTBA MOAYyen MOryT BbITb MCNOMNb30BaHbI COOTBETCTBYOLIME hansbl
oTobBpaxxeHus.

[nsa npoBegeHns npouenypbl ayTeHTUdMKaUMM MOXeET BbITb yKazaHa Lenoyvka ucnonbaye-
MbIX Mogynen otobpaxeHus. Mpn aToMm Moaynb null AommKeH ObITb yKa3aH NOCNeaHUM.

[na HacTporkn mogyns Ucnonb3yeTca KOHPUrypaunoHHsin dansn pam_pkcsll.conf,
KOTOPbLIM MO YMOSYaHUIO OOMMKEH ObITb pacnonoXeH B Katanore /etc/pam_pkcsll. B atom
e Kartanore no ymonyaHuio AOSMKHbI pacnonaratbCa U dannbl 0ToOpaXxeHua aAns moaynen
oToOpaXkeHus.

KoHurypaumoHHein cpann pam_pkcsll.conf No3BonseT 3agartb napameTpbl MOAyNA
ayTteHTMdurkaumm, cnocob pabotkl ¢ yctponctesom PKCS-11, cnocobbl npoBepkn ceptudukaTa u
ncrnonb3yemMmble Mogynu otobpaxeHus. [na kaxxgoro 3 Mmoaynen otobpaxeHus nnu padoTbl C
ycTponctesom PKCS-11 B KOHbUrypaumoHHom danne npeaycMoTpeHbl CBOM CEKLMM napamMeTpoB.

BHUMAHMUE! [Mepen vcnonb3oBaHMEM MOAYNs ayTeHTUdMKauMmM OOMKEH ObiTb Co-
30aH katanor /etc/pam_pkcsll, B KOTOPOM OO/MKEH ObiTb CO34aH M COOTBETCTBYHOLLMM
obpa3om HacTpoeH hanmn pam pkcsll.conf u3 wabnoHa /usr/share/doc/libpam -
pkcsll/examples/pam_pkcsll.conf.example.

[na ncnonb3oBaHns ayTeHTUMKaLMmn ¢ nomoLlbto cmapTt-kapt PKCS-11 B cekumm auth
COOTBETCTBYIOLLETO CLieHapus ayTeHTUduKaumm B katanore /etc/pam.d Heo6xoaMMo ykasaTtb
ncnonb3oBaHne Moaynsa n ero napameTpbl. Hanpumep, B obliem cueHapun ayTeHTUdmKkaumm
/etc/pam.d/common_auth BO3MOXHO crieqytoLiee ykasaHue:
# here are the per-package modules (the "Primary" block)
auth [success=ignore default=die] pam tally.so per_user deny=10
auth [success=2 default=ignore] pam_pkcsll.so
auth [success=1 default=ignore] pam_unix.so nullok secure try first pass
34ech B rnepByto ovepeb yKkazaHo MCMorb3oBaHWe Moayns ayTeHTudukaumm pam_pkcsll. Ecnu
ayTeHTUduKaumsa ¢ nomoLbio yctponctea PKCS-11 He Bbina ycnewHo nponssBeaeHa unm ycTpon-
CTBO He ObIfI0 NOAKMNIYEHO, YKa3aHOo NPUMEHEHNE CTaHAAPTHOM Npoueaypbl ayTeHTUdUKaLnmn
Linux.

BHUMAHUE! [1na 3agaHus npyHygUTENBHOIO UCMOMNb30BaHNA ayTeHTUUKaumm ¢ no-

MOLWbKO CMapT-KapT B CLUeHapum ayTeHTI/Iq)I/IKaLI,I/II/I He OOMKHO OblTb YKa3aHO MHbIX MO,D,yﬂeIZ
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ayTeHTuduMKaumm, kpome pam_pkcsll.so. B atom cnyyae, ecnu ayteHTUMKaUUA ¢ NOMOLLbLIO
yctponctea PKCS-11 He Gbina ycnewHo npovsseaeHa unu ycTponcTeo He BbIfio NogKtoveHo,
BX0[, B cucteMy byaet HEBO3MOXKEH.

[omkHbl BbITb chopMMpOBaHbl BCe HEOBXOAMMbIE cepTudmKaTbl U NOATOTOBEHbI NepPCco-
HamnbHble HOCUTENU ayTEHTUMPUKALMOHHON NHGOPMALINNA.

17.4.2.1. Hactpownka poctyna K yctponctsy PKCS-11

[Ona wucnonb3oBaHUs pasnuMyHbiX BapuvaHTOB peanusauumM Moayrnen B3anmoaen-
ctBua ¢ yctponcrBamm PKCS-11 B kOH(urypaumoHHoM dhanne npenycMoTpeH napamerp
use_pkcsll module, 3Ha4eHMEM KOTOPOro AOMKHO ABMATLCA UMS pasgena KoH(UrypaumoHHo-
ro panna, onucbiBatoLLEro NapaMeTpbl KOHKPETHOIO MOAYIISi B3aMOLENCTBUS C YCTpOMUCTBaMu
PKCS-11.

OOHUM 13 BapuaHTOB SABNSAETCA CTaHOAaPTHLIM MOoAynb opensc. [1na ero ncnonb3oBaHns
HeobxoamMmo 3agaTth cnegyrolmne napameTpbi:
use_pkcsll module = opensc
pkcsll module opensc {

module = /usr/lib/x86_64-linux-gnu/opensc-pkcsll.so;

description = "OpenSC PKCS#1l1l module";

slot_description = "none";

ca dir = /etc/pam pkcsll/cacerts/cacert.pem;

cert _policy = ca,signature;

token_type = "Smart card";
}
B kayecTBe napameTpoB 3agaetcs nyTb K 6ubnmnoteke PKCS-11, nyTb K KOPHEBOMY cepTuUdmkaty
n cnocob NpoBepkn cepTudmkata nonb3osaTens.

OnucaHne napamMeTpoB U NX BO3MOXHbIX 3Ha4YeHU NpuBeaeHoO B WabrnoHe KoHdurypa-
LMoHHOro channa. Takke B WabnoHe NpMCcyTCTBYOT NPUMEpPbI UCNOMNb30BaHUA APYrMX MOAyen
B3ammopgencTeums ¢ yctponcteamum PKCS-11.

17.4.2.2. HacTtpounka ayTeHTUdUKALMM NO CNUCKY AOBEPEHHbIX cepTucdunkaToB

AyTeHTuumKaums No CNNCKy OJOBEPEHHbIX CEPTUUKATOB, aHanorMyHas npuMeHsiemMon B
mMoayrne ayTeHTudpmkaumm Pam_p11 (cm. [17.4.1)), peanusyetcsi mogynem otob6paxkeHns opensc.
[nsa ero ncnonb3oBaHMs HeOBXoAUMO 3a4aTh criefytoLlme napameTps:
use_mappers = opensc
mapper opensc {

debug = false;
module = /lib/pam pkcsll/opensc_mapper.so

[1ns BO3MOXXHOCTM BXO4a norib3oBaTesnisi Heobxoanmo COXpPaHUTb CepTVICbI/IKaT C ero nep-
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COHanNbHOro HocuTens (CMapT-KapTbl) B CNUCKE JOBEPEHHbIX cepTudmnkaTtoB. CNMCoK JOBEPEHHbIX
cepTUdUKaToB Nonb3oBaTens ykasbliBaeTcs B (panne authorized certificates, pacnono-

»XEHHOM B nogkararnore ~/ .eid ero gJomallHero karanora.

Mpumep
mkdir ~/.eid
chmod 0755 ~/.eid
pkcsl5-tool -r 45 > ~/.eid/authorized certificates

chmod 0644 ~/.eid/authorized certificates

Mpn aTOM yKa3bIBaeTCa YHUKanNbHbI naeHTudukaTop ceptudukaTa (B npumepe — 45) n
3anpawwmsaetcs PIN-kog Bnagensua TokeHa.

lMocne BbINOMHEHHBLIX AENCTBUIA AaHHbIN NOMNb30BaTENb MOXET OCYLLECTBIIATb SfIOKanbHbIN
BXOZ C NMOMOLLIbIO CMapT-KapTbl, COAEepPKaLLeNn COXPaHEHHbIN cepTudukar.

17.4.2.3. HacTtpouka ayTeHTUMKauum no nonsam ceptudpukara

[Mopsagok HaCTPOKMKKM ayTeHTMdUKaLMM MO NONsSM cepTudmkaTa onnucaH ganee Ha npumepe
MCNOJSIb30BaHMA nosnsa Subject.

AyTeHTudmkaumna no nonto Subject cepTudmkata peanmayetcs Mogynem otobpaxKeHus
subject. [1pu npoBegeHun ayTeHTUdUKaLMM N3 ceptTudurkaTa nssnekaercs none subject, no
3HaYeHNIo KOTOpOoro 13 parna otobpaxeHus /etc/pam_pkcsll/subject_mapping Bblibupa-
eTcsa MMA nonb3oBaTens.

[na ncnonb3oBaHna Moaynsa otobpaxeHus subject HeobxoaMMo 3agaTb crneayrowme
napameTpsbl:
use_mappers = subject
mapper subject {

debug = false;
module = internal;
ignorecase = false;

mapfile = file:///etc/pam pkcsll/subject _mapping;

dann otobpaxeHusa /etc/pam_pkcsll/subject_mapping MMEET crnegylowmnn Bna;
# Mapping file for Certificate Subject
# format: Certificate Subject -> login
#
/C=RU/ST=Moscow/L=Moscow/0O=RBT/CN=testuser -> testuser
AHanornyHbIm o6pa30M HacTpanBaeTCA Ucnosib3oBaHNE OpPYyrnx Mo,u,yne|7| OTO6pa)KeHI/1$I

(mail, cn w gp.).
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17.5. HacTtponka gomeHHoro Bxoga (EIMM)

Mpwn ncnonssosanuu ElNMN ana ayteHTUdUKaumm nonb3oBarenen NpuMeHsieTcs 4oBepeH-
Has ayTeHTudmKkaums Kerberos (cm. [7.1.4). Mo ymonyaHuio ayTeHTUdMKaLum nponsBoanuTcs no
naporo norb3oBaTterns. B Toxe BpemMs CyLleCcTBYyeT cTaH4apT UCMNoMnb3oBaHUA Kpuntorpadpum ¢ oT-
KpbITbIM KMHOYOM B KayecTBe (pakTopa ayTeHTUmKaumm B NpoTokone ayteHTugukaumm Kerberos
PKINIT (Public Key Cryptography for Initial Authentication in Kerberos). 3Tto nossonseTr npumeHsiTb
ceptudmkatbl U, cnegoBaTensHo, yctponctea PKCS-11 gna ayteHTudukaumm no Kerberos.

[ns ncnonb3yemoro BapuaHta Kerberos (MIT Kerberos V5) BoamoxHoctn PKINIT pea-
NN3YTCA NakeToM pacwmpeHnsa krb5-pkinit. [Npu aTOM Ang npoBegeHus ayTeHTudukaummn
NCnonb3yeTcs NoArpy>KaeMbli MOAyNb ayTeHTudukaumm 1libpam-krb5.

BHUMAHMUE! [lepen HacTponkon OOMEHHOro BXxoda C MOMOLLLH cepTUdUKaToB C
ycTponctB PKCS-11 gomkHbl ObiTb BbINOSHEHbI CreAyOLMe YCOBUS:

1) ycTaHOBReHa 1 cooTBETCTBYOLWMM 06pa3om HacTpoeHa cnyx6a ALD (cwm. [7.2);

2) HacTpoeH gomeH ENMN 1 cosgaHbl HeO6XoanMbIe MOnb3oBaTesu;

3) Ha KOMMblOTepbl AOMEHa YCTaHOBMEH NakeT pacwmpeHms krb5-pkinit;

4) nony4yeH unu cosgaH kopHeson ceptudukat CA (cm. |[17.3.1).

17.5.1. Co3paHune kno4a u ceptucpukata KoHtponepa aomeHa KDC

CosgaHune kntoyda n ceptudukara kKoHTporniepa gomeHa KDC BbINOMHAETCS COrnacHo

anropuTtmy, onncaHHomy B(17.3.2}|17.3.3|n(17.3.4], cnegyowmm obpasom:
1) cosgaHue knoyeBon napbl KDC:

openssl genrsa -out kdckey.pem 2048
2) cosgaHue 3asBKM Ha cepTudmkar:
openssl req -new -out kdc.req -key kdckey.pem
FIpM 3TOM B none CN yKa3blBaeTcd UM JOMEHaQ;
3) BbINUCbIBaHWE cepTudumkaTa:
export REALM=<pgomMeH>
export CLIENT=<uMmsi cepBepa>
openssl x509 -req -in kdc.req -CAkey cakey.pem -CA cacert.pem
-out kdc.pem -extfile pkinit_extensions -extensions kdc_cert
-CAcreateserial
[nsa BbinucbiBaHUsA cepTudurkara HeobxogmMmo Hannume danna pkinit _extensions
(cm. 1 3a@aHHbIX 3apaHee 3HaYeHUN NepeMeHHbIX OKPY)XeHUA REALM M CLIENT.
B kauyecTBe KnneHTa B 3TOM crny4yae BbICTyNaeT nMsi cepBepa LJOMeHa.
MpumevaHue. NMNapameTp —~-CAcreateserial CRYXUT ANA CO34aHUS CEPUNHOIO HO-
Mepa HOBOro ceptudukara. icnonb3yetcsa Tonbko Npu oopMMpoBaHNK NepBoro ceptudukaTa,

3aTeM uncnonb3yeTcs napameTp —CAserial cacert.srl Ans yBeNMYeHUs aHHOMO HoMepa.
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17.5.2. Co3paHue Kno4ven u ceptudumkaTtoB nonb3oBatenen ENMM

CospgaHue kntoyen n ceptudukatoB nonb3oBatenen ENMNM BbINONHAETCS cornacHo anro-

putmy, onncaHHomy B([17.3.2, [17.3.3n[17.3.4]

BHUMAHMUE! Bce onepaumn no reHepauunmn knoven n oopmMmpoBaHuIo 3asiBOK Ha cepTu-

douKaTbl OMKHbI BbIMNOMHATLCA C UCMOMb30BaHMEM MEPCOHarbHbIX HOCUTENEN ayTeHTU(UKaLMUOH-
HOW MHGOpMaLMKM Nonb3oBaTenen.
BbinucebiBaHne ceptudmrkaTta BbINOMHAETCA cnegyowmm obpasom:
export REALM=<pgomMmeH>
export CLIENT=<uMs IOJIbL30BaTeJIsI>
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem
-extensions client cert -extfile pkinit_extensions -out client.pem
[ns BbinncbiBaHus cepTudumkaTa Heobxogmmo Hanuuue panna pkinit_extensions
(cm. N 3afaHHbIX 3apaHee 3Ha4YeHWU NepemMeHHbIX OKpYy)XeHust REALM n CLIENT. B

KadyecCTBe KIMMeHTa B 3TOM Clly4Yae BbICTyMNaeT MMA Nonb3oBaTtend JOMeHa.

17.5.3. Hactpouka cepBepa EIM
Mony4yeHHble paHee Knoum n ceptudunkatbl KoOHTporiepa gomeHa KDC aomkHbl 6biTb
nomeLleHbl B Katanor /var/lib/krb5kdc/:
- kdckey.pem — cekpeTHbIn Kkrtod KDC,;
- kdc.pem — ceptudukat KDC;
- cacert.pem — KOpPHEBOMW cepTuukKar.
B koHurypaumoHHom dpamnne cepsepa Kerberos /etc/krb5kdc/kdc.conf AOMKHbI
ObITb YKa3aHbl MyTU K UCNOSb3YyEMbIM KItoYaMm 1 cepTudukatam:
[kdcdefaults]
kdc_tcp ports = 88
pkinit_identity = FILE:/var/lib/krb5kdc/kdc.pem, /var/lib/krb5kdc/kdckey.pem
pkinit_anchors = FILE:/var/lib/krb5kdc/cacert.pem
Takke Anst BHOBb CO34aBaeMbIX Mofb30oBaTenen JoMeHa HeobxoaMmo BKOYNTL donar
preauth B COOTBETCTBYHOLLEN CEKLMMN KOHUrypaunoHHoro anna /etc/krb5kdc/kdc. conf,
Hanpumep:
[realms]

TEST.RU = {
default_principal flags = +preauth

BHUMAHMUE! Kerberos npuHumnanbsl nonb3oBaTenen goMeHa OOSMKHbl MMeTb donar
requires preauth.

Mocne 3aBeplUeHUs HAcTpoek crybbl Kerberos gomkHbl ObITh NepesanyLuUeHsb!.



308
PYCBE.10015-01 95 01-1

BHUMAHUE! [ns coxpaHeHWs HacTpoeK npu nepevHuumanunsauum OOMeHa YyKa-
3aHHbIE W3MEHEHUs1 OOMMKHbl OblTb BHECEHbl M B LWAGMOH KOHMUrypauuoHHoro danna

/etc/ald/config-templates/kdc.conf.

17.5.4. HacTtpouka pabounx mect

Ha komnbloTepax gomMeHa, rge npegnonaraeTcs UCNonb3oBaTb ayTeHTUdUKauuo ¢ nomMo-
wbto yctponctB PKCS-11, gomkeH 6bITb co3naH katanor /etc/krb5/, B KOTOPOM HEOBX0AUMO
pa3MecTUTb KOPHEBOW cepTudmKaT cacert . pem M NpM HEOOXOOUMOCTU cepTudmKaTbl NOb30Ba-
Tenemn.

Takke B KOHUrypaumoHHom anne /etc/krb5.conf AOMKHbI ObiTb YKa3aHbl NyTH K
KopHeBomy ceptudumkaty CA un mogynto B3anmogenctena PKCS-11:

[libdefaults]
default_realm = TEST.RU
pkinit_anchors = FILE:/etc/krb5/cacert.pem
pkinit _identities = PKCS11l:/usr/lib/x86 64-linux-gnu/opensc-pkcsll.so

BHUMAHUE! [ns coxpaHeHus HacTpoeK npu nepevHuuuanun3aumm OoMeHa Yka-
3aHHble W3MEeHeHUs [OOIKHbl OblTb BHeceHbl M B WabnoH KoHdurypaunoHHoro danna
/etc/ald/config-templates/krb5.conf.

[Ona peanusaumn ayteHTUdUKaumm Kerberos ncnonb3lyetcs Mogysnb ayTeHTUdUKaumm
pam_krb5. so, pacnonoxeHHbl B nakeTe 1libpam-krb5.

Mpu ncnonssoeaHuu PKINIT cylecTByeT BO3MOXHOCTb YKa3aHUA AOMNOSHUTENbHbIX na-
pameTpoB Moaynsa ayTeHTudukaumm pam_krb5.so B ¢anne /etc/pam.d/common-auth B
CTPOKe, OTHOCSILLEeNCs K pam_krb5. so:

- try_pkinit — pexum, npy KOTOPOM OCYLLECTBSETCS NOMNbITKA ayTeHTudmkaumm ¢ no-

moLubto yctponTteB PKCS-11. B cnyyae npoBana nonbITkWU NPeaoCTaBnseTcsi BO3MOXHOCTb

BXo4a C NoMoLLbo Kerberos napons nonb3oBaterns;

- use_pkinit — pexum, Npyu KOTOPOM TpebyeTca ayTeHTUdMKaLNS C NOMOLLbIO YCTPOMNT-

cB PKCS-11. B cnyyae npoBana npouecc Bxoda npepbIBaeTcs;

- pkinit_prompt — BbIBOA NpurnawieHna onsa nogkntodeHns yctponctea PKCS-11

nepeq BbINONMHEHNEM MNOMbITKX BXoAa.

Bonee nogpobHoe onucaHne cM. B pyKOBOACTBE man.

17.5.5. Npumep pkinit_extensions

MNpu BbINUCbIBaHUK cepTuUdmKaTa, Kak NpaBusio, NCNoSb3yKTCA cneunarnbHble doannbl
pacwunpeHnint OpenSSL, B KOTOPbIX YKa3biBAKOTCS OOMONHUTENbHbIE UCNOSb3yeMble MOss cep-
TndpukaTtoB. Hanpumep, B crnyyae ncrnons3osaHus PKINIT koHdurypauus 3agaetca dansiom
pkinit_extensions, B KOTOPOM yKa3aHbl AOMNOMHUTESbHbIE MO CepTUdMKATOB, NCNOSb3ye-

MbIX B Kerberos:
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- Extended Key Usage (EKU) — ngeHtndukatop (OID), ykasbiBatoLwwmii Ha TO, Kak NiaHu-
pyeTcsa ucnonb3oBaTb cepTudukar;
- otherName — none, 3agatouiee npuHumnana Kerberos, anst KOTOPOro BbiNUCLIBAETCS

cepTudukar.

Mpumep

®ann pkinit_extensions
[ kdc_cert ]
basicConstraints=CA:FALSE

# Here are some examples of the usage of nsCertType. If it is omitted

keyUsage = nonRepudiation, digitalSignature, keyEncipherment, keyAgreement

#Pkinit EKU
extendedKeyUsage = 1.3.6.1.5.2.3.5

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer
# Copy subject details
issuerAltName=issuer:copy

# Add id-pkinit-san (pkinit subjectAlternativeName)
subjectAltName=otherName:1.3.6.1.5.2.2;SEQUENCE: kdc_princ_name

[kdc_princ_name]

realm = EXP:0, GeneralString:${ENV::REALM}
principal name = EXP:1, SEQUENCE:kdc_principal_ seq
[kdc_principal_seq]

name_type = EXP:0, INTEGER:1

name_string = EXP:1, SEQUENCE:kdc_principals
[kdc_principals]

princl = GeneralString:krbtgt

princ2 = GeneralString:${ENV::REALM}

[ client_cert ]

# These extensions are added when ’‘ca’ signs a request.

basicConstraints=CA:FALSE
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keyUsage = digitalSignature, keyEncipherment, keyAgreement

extendedKeyUsage = 1.3.6.1.5.2.3.4
subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer

subjectAltName=otherName:1.3.6.1.5.2.2;SEQUENCE:princ_name

# Copy subject details
issuerAltName=issuer:copy

[princ_name]
realm = EXP:0, GeneralString:${ENV::REALM}
principal name = EXP:1, SEQUENCE:principal_seq

[principal_seq]
name_type = EXP:0, INTEGER:1l
name_string = EXP:1, SEQUENCE:principals

[principals]

princl = GeneralString:S${ENV::CLIENT}

17.6. NMpumeHeHne Rutoken ECP

OnekTpoHHbIN naeHtTudukatop Rutoken — ato komnakTHoe ycTponcTteo B Buge USB-
Openoka, KOTopoe CRyXWUT AN aBTopu3aunm NonNb3oBaTens B CETU UK Ha fIOKanbHOM KOMMboTe-
pe, 3alnTbl ANEKTPOHHON nepennuckn, 6esonacHoro yaaneHHoro 4octyna K MHopMaLMOHHbIM
pecypcam, a TaKke HaJeXHOro XpaHeHNsA nepcoHarnbHbIX JaHHbIX.

Onepaunn ¢ TOKEHOM OCYLLECTBIIAKTCA NyTeM BbINONHEHUA komaHg PKCS ytunut ko-
MaHAHOW cTpokM (Buga pkcsl5-* n pkcsll-*).

BHUMAHMUE! [na dyHKkumoHmpoBaHusa Rutoken ECP Heobxoanmbl nporpamMmHbie nake-

Tbl: 1ibccid, pcscd, libpcsclitel.

17.6.1. UHMumanusauma TokeHa

[Onsa nHnumanmsauum TokeHa HeobxoaMMo NocreaoBaTernbHO BbIMOMHUTL Crieayrowime
KOMaHAb!:
pkcsl5-init --erase-card

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
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pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
--puk "" --so-pin "87654321" --finalize
lMepBasa koMaHaa BbLINOSTHAET MOMHOE CTUpaHue HocuTens. Bropasa dopmaTtupyer Hocu-
Tenb B cootBeTcTBUN ¢ PKCS-15 ¢ 3agaHuem PIN-koga agMunHucTpatopa, a nocrnegHsas oopmMupy-
et PIN-kog nonb3oBarens-BnagenbLa HocuTens, Kotopbin ByaeT ncnonb3oBaTbCs BNOCNEACTBUN

ANs noaTBepXXOeHUst onepauunii ¢ HocUTenem.

17.6.2. Co3paHue cepTucmkata Ha TOKEHe

MNMonyyeHne roToBoro ToKeHa Mosfib30BaTensi NPOU3BOAUTCS B COOTBETCTBUM C ONMUCAHHBLIM
paHee anropuTtMoM ¢ nomoubto yTunut PKCS u yTunutel openssl:

1) reHepauus kntoyeBol napbl nonb3osatens (17.3.2);

2) cosnaHue 3asBku Ha cepTtudukart (17.3.3);

3) BbinuceiBaHne ceptudukarta (17.3.4);

4) coxpaHeHue nomnyyeHHoro ceptudukata Ha TokeHe (17.3.6).

BHUMAHMUE! NMpu paboTte ¢ TOKkeHOM crnefyeT y4nTbiBaTb COT, K KOTOPOMY NOAKMOYEHO

yCTpOIZCTBO, 7 I/I}J,eHTI/I(bVIKaTOp nomnb3oBartend, KOTOPpoOMY NpuUHaanexxXmT TOKEH.



312
PYCBE.10015-01 95 01-1

18. COOBLUEHNA AOMUHUCTPATOPY

Mpn BO3HMKHOBEHWUM Npobnem B npouecce pyHKunoHnposaHns OC noseBnawTca guarHo-
CTUYecKMe CoobLLEeHnsa Tpex TUMNOoB: MHOPMaLUUWOHHbIE, Npeaynpexaatwme n coobuieHna ob
owwmbkax (Mpumepbl NpuBeaeHb! B Tabnuuax 65167, cooTBeTCTBEHHO). AOMUHUCTPATOP OOIKEH
npoaHann3MpoBaTb AMAarHOCTUYECKME COOBLLEHNSA U NPUHATL Mepbl MO YCTPAHEHMUIO NOSIBUBLLUMXCA

npobnem.

Tabnunuya 65— MIHopmaumoHHble coobLLeHus

Coobuenne OC OnucaHwune dann
Setting hostname to <> YcTaHOBKa MMEHM xocTa <> hostname
Setting domainname to <> YcTaHoBKa MMEeHN AOMEHa Kak <> hostname
Statistics dump initiated BblBOAO CTaTUCTUKM 3anyLUeH named
Query logging is now on Peructpauna ovepenen BkroyeHa named
Query logging is now off Peructpauna ovepenein BbiknoyYeHa named
Unknown host HeunsBecCTHbIN XOCT dnsquery
Non reloadable zone He nepesarpyxxaemasi 30Ha named
Reconfig initiated lMepeKkoHpurypmpoBaHme 3anyLeHo named
Zone not found 30Ha He HangeHa named
Tabnuua 66 — Npegynpexaatowime coobLueHns
€MNCTBMS MO YCTPaHEHMIO .
CoobueHne OC OnucaHne a yerp dann
npobnemsl
<>: You can’t change the
) , ) HesepHoe ucnonb3oBa- | icnonb3oBaTb COOTBET-
DNS domain name with this hostname
HVe KoMaHAbl CTBYHOLLYIO KOMaHAy
command
Could not find any active | AKTUBHbIE CceTEBbIE NUH- | AKTUBUPOBaTbL CETEBOW sendmail
network interfaces Tepdencebl He HangeHsbl | MHTepdenc
HepocTtatouHo  npaB
You must be root to A P O6patntbcst K agMUHK- | dnsdo-
ONa U3MEHEHNSA UMEHMU .
change the host name XOCTa cTpaTopy mainname

Tabnuuya 67 — CoobueHnsa ob owmbkax

[enctensa no yctpaHeHuto

dann
npo6nemsl

Coobuenmne OC OnucaHue

HenssectHaa owwunbka

N3meHnTb NpaBa goctyna | d
cepBepa pasa Rocty asquery

Unknown server error

BHyTpeHHAs owwmnbka

pesonbBepa WsmenuTb npasa Aoctyna | dnsquery

Resolver internal error
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OkoHyaHue mabnuusi 67

encTBUSA MO YCTPaAHEHUIO .
Coobuenne OC OnucaHue A yerp dann
npo6nemsbl
Superblock last mount HegepHasi cTaHoBKa
time (3HaueHHe BpPEeMEHH) P y Cwm.[18.1 Cm. [18.1
. . BpemMeHu
is in the future

18.1. HeBepHasa ycTtaHOBKa BpeMeHMU

Ecnu B BIOS Setup yctaHoBuTb Bpems Ha byaywyto aaty, 3arpy3untbecs B OC, a notom
YyCTaHOBUTb BEPHOE Tekyllee Bpems, unu cpasy BoicTaBuTb B BIOS Setup Bpems «n3 npownoroy,
TO BO3MOXHa LMKIn4yeckasa nepesarpyska KoMmnbloTepa.

Bo Bpems 3arpysku OC, korga Ha akpaHe NOoSIBNSETCS 3acTaBka ¢ MepuatoLlen Haanucobo
«Astra Linux Special Edition», Heobxogmumo HaxaTb knasuwy <Esc>. Ecnu cpegu coobuieHnin
€CTb, Hanpuvep:

/dev/sdal: Superblock last mount time (Wed Feb 15 12:41:05 2017,
now = Mon Feb 15 12:45:37 2016) is in the future.
TO npobrnema cBsidaHa C HEBEPHOW YCTAHOBKOW BPEMEHMN.

[ns ee pelweHuns Heobxoanmo 3anT B MeHto HacTponku BIOS vnn UEFI n npoBeputb
HaCTPOWNKN CUCTEMHOIO BpeMeHn. Ecnn cuctemHoe Bpems OTCTaeT OT pearnbHOro, ToO BO3MOXHO
3TO CBA3aHO C annapaTtHOW HeUCNPaBHOCTLIO KOMMboTepa (0TKa3 GaTapenkm cCUCTeMHOW nna-
Tbl). B aToMm cnyvyae Heobxoammo 3ameHnTb BaTaperiky Ha CUCTEMHOWN nnaTte B COOTBETCTBUM C
YKa3aHUSMUN MHCTPYKLMM K TEXHUYECKOMY CPeACTBY U YCTAHOBUTb CUCTEMHbIE Yacbkl HA TeKyLlee
BpeMS.

Ecnn cuctemHoe Bpems B MeHto HacTpoek BIOS nnu UEF| yctaHOBNEHO BEPHO, HO LMK-
nnyeckne nepesarpyskn NpoaosKartTCs, TO HEUCNPAaBHOCTbL MOXET ObITb CBA3aHa C HEBEPHbLIM
nepeBogoOM BpeMeHM Ha byayulyto gaty u obpaTtHo. B aTom cnyyae Heob6xogmmo yCTaHOBUTL
CUCTEMHOE BpeMS Ha Kakon-HMbyab MOMEHT B Byayuiem (nos3)e Toro MOMeHTa, KOTOpbIn yno-
MuHarnca B coobuweHnn ob owmnbke npu 3arpyske), 3arpy3nts OC 1 BbINOMHUTL crnegyouime
JencTBus:

1) cospatb hann /etc/ef2fsck.conf C coOAEPXKUMbIM:

[options]

broken_ system clock = true

2) cosgatb hann /etc/initramfs-tools/hooks/e2fsck-conf.sh C cogepxu-
MbIM:
#!/bin/sh

PREREQ=""

preregs ()
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echo "$PREREQ"

case $1 in

prereqgs)
preredgs
exit O

esac

/usr/share/initramfs-tools/hook-functions
CONFFILE=/etc/e2fsck.conf
CONFDIR=‘dirname "S$SCONFFILE"‘
if [ -f "SCONFFILE" ]
then
mkdir -p ${DESTDIR}${CONFDIR}
cp SCONFFILE ${DESTDIR}S${CONFDIR}
fi
3) BbINONMHUTL KOMaHAY:

sudo update-initramfs -u

4) nepe3sarpy3auntb OC 1 yCTaHOBUTb TEKyLLEe BPEMSI B KA4ECTBE CUCTEMHOTO.
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NMEPEYEHb COKPALLEHUA

B — 0asa gaHHbIX

EMnM — eQMNHoe NPOCTPAHCTBO MNofib3oBaTenen

KC3 — KOMMJIEKC CPEACTB 3aLUnTbI

nBC — nokKanbHaga BblYUCIUTENbHAS CeTb

MKL|, — MaHAaTHbIA KOHTPOMb LEeNnoCTHOCTH

HCL — HECaHKLUMOHNPOBaHHbLIA JOCTYN

o3y — onepaTUBHOE 3anoMuHaloLLEee YCTPONCTBO

OoC — onepaumMoHHasi cuctema

no — nporpaMmmHoe obecneyeHne

C3n — cpeAcTBa 3awWuTbl MHdopMauum

C30C — ceteBas 3awmuweHHas dannosas cucrema

cno — crneumanbHoe nporpaMmHoe obecnevyeHne

CYB  — cuctema ynpaBneHnsa 6aszamu JaHHbIX

Carl — cuctema obmMeHa CoOOLLEHNAMN SNEKTPOHHOW MOYThI

oC — dhannosas cuctema

AD — Active Directory (cnyx6a karanoros)

ACL — Access Control List (cnncok koHTpons goctyna)

ALD — Astra Linux Directory (egmMHoe npocTpaHCTBO Norb3oBaTenemn)
API — Application Programming Interface (nporpaMmHbIn MHTEPdENC NPUITOXEHNS)
ARP — Address Resolution Protocol (npoTokon paspelueHns agpecos)

BOOTP — Bootstrap Protocol (npoctoi npoTokon AUHaMUYeCKon KOHUrypaumm xocra)

BSD — Berkeley Software Distribution (nporpammHoe nsgenve KanmgopHUNCKOro yHMBepcu-
TeTa)

CA — Certification Authority (yaoctosepstoLwmin LeHTp)

CephFS — Ceph File System (cdannosas cucrema Ceph)

CIFS — Common Internet File System (o6wwmin npoTtokon goctyna k dbannam VHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTokon guHamuyeckon KoHdurypaumm xocTay)

DIB — Directory Information Base (MHdbopMmaunoHHas 6asa kaTtarnora)

DIT — Directory Information Tree (MHdOpMaUNOHHOE AEPEBO KaTanora)

DN — Distinguished Name (yHuKanbHoe nms)

DNS — Domain Name System (cnyx6a 4OMEHHbLIX UMEH)

FTP — File Transfer Protocol (npoTtokon nepeaayun cannos)

GID — Group ldentifier (ngeHTndumkatop rpynnbl)



HBA
HTTP
ICMP

IDE
IMAP

IP
IPA

IPC
KDC
KRA
LDAP

LPR
LVM
MAC
MDA
MDS
MON
MTA
MTU
MUA
NFS
NIS
NSS
NTP
OSD
PAM
PKI
POP3
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— Host-based Authentication (ayTeHTUduKauma Ha oCHoBe agpecoB Y3rnoB CETK)

— HyperText Transfer Protocol (npoTokon nepegayn runepTekcToBbIX dannos)

— Internet Control Message Protocol (npoTtokon ynpaBnswowmx coobueHnin B cetn
NHTepHeT)

— Integrated Drive Electronics (BCTpO€HHbIN MHTEpdENC HaKonuTenen)

— Internet Message Access Protocol (npoTokon goctyna k coobueHnam B cetu VHTep-
HeT)

— Internet Protocol (npotokon NHTepHeT)

— ldentity, Policy, and Audit (cuctema no ynpaeneHuo naeHTugukaumen nonb3oBaTenen,
3agaHunda NoNUTUK JOCTyna n ayguTta ans ceten Ha 6ase Linux 1 Unix)

— InterProcess Communication (mexnpoueccHoe B3aMmogencrame)

— Key Distribution Center (ueHTp pacnpegeneHus Kno4en)

— Key Recovery Authority (cnyx6a BocCTaHOBNEHNSA Kntoven)

— Lightweight Directory Access Protocol (nerkosecHbI IpOTOKON AOCTYNa K cepBucam
KaTtanoros)

— Line Printer Remote (yoaneHHbI IMHENHbIA NPUHTEP)

— Logical Volume Manager (MeHemxep norn4ecknx ToMoB)

— Mandatory Access Control (MaHgaTHOe ynpasneHue 4oCTYnoMm)

— Mail Delivery Agent (areHT fOCTaBKM 3N1EKTPOHHOM MOYTbI)

— Metadata Server (cepBep MeTagaHHbIX)

— Monitor (MoHuTOP)

— Mail Transfer Agent (areHT nepecbInkn coobLeHnin)

— Maximum Transfer Unit (MakcnmanbHas egnHuua nepegaydn)

— Mail User Agent (KnneHT anNeKTPOHHOW NOYThbl)

— Network File System (ceTeBas (pannosas cucrtema)

— Network Information Service (ceTeBast HpopmaumnoHHasa crnyxba)

— Name Service Switch (gucnetyep cnyx6bl UMeH)

— Network Time Protocol (ceTeBon NpoTOKON BpeMEHN)

— Object Storage Device (yCTpONCTBO XpaHEHUS OOBLEKTOB)

— Pluggable Authentication Modules (noarpyxaemble ayTeHTUOUKALNOHHbIE MOAYIIN)

— Public Key Infrastructure (MHppacTpykTypa OTKPbITbIX KITHO4YER)

— Post Office Protocol Version 3 (no4toBbIn NpoTokon, Bepcus 3)

RADOS — Reliable Autonomic Distributed Object Store (6e3oTkazHoe aBTOHOMHOE pacnpeae-

RBD
RFC

NEeHHOE XpaHunuuie oObHLEKTOB)
— RADOS block device (bno4Hoe ycTponcTBeo)

— Request For Comments (obwee Ha3BaHMe TEXHUYECKUX CTaHOApPTOB ceTn NHTepHET)



SASL

SCSI
SMB
SQL
SSH
SSL
SSSD

TCP
TOS
TTL
UDP
uib
uTC
VFS
VRRP
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— Simple Authentication and Security Layer (npoctas ayteHTMdumkaumsa n cnon 6es-
OMacHOCTK)

— Small Computer System Interface (cuctemMHbIn MHTEPKENC ManbIX KOMMNBIOTEPOB)

— Session Message Block (6nok ceCCMOHHbIX COOBLLIEHNI)

— Structured Query Language (513blK CTPYKTYPMPOBaHHbIX 3arnpoCoB)

— Secure Shell Protocol (npoTtokon 3awmiieHHon nepegadm nHdopmMaumm)

— Secure Sockets Layer (MpoTokon 3alunLLEHHbBIX COKETOB)

— System Security Services Daemon (CMCTEMHbI 4EMOH, YNpaBnsawoLWmMii JOCTYNOM K
yAaneHHbIM AUPEKTOPUAM U MeEXaHU3MaMm ayTeHTUrkaumm)

— Transmission Control Protocol (npoTokon nepegayn gaHHbIX)

— Type of Service (Tun cepsuca)

— Time To Live (Bpems xun3Hmn IP-naketa)

— User Datagram Protocol (npoTokon nonb3oBaTenibCknx gentarpamm)

— User Ildentifier (ngeHTMdmMKkaTOp nonb3oBaresns)

— Universal Time Coordinated (yHnBepcanbHOe CKOOpPAMHMPOBaHHOE BPEMS)

— Virtual File System (BupTyanbHas dannoBasi cuctema)

— Virtual Redundancy Routing Protocol (ceTeBor NpoTokon BUpTyasribHOMo pe3epBupo-

BaHNA MapLipyTmn3aTtopos, npeuHasHaquHbM angd ysennyeHua ,D,OCTyI'IHOCTI/I)
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