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1. ObLLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmin [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jucnetyep noaxkaOUeHMM BUPTYasnbHbIX paboumx mect Termidesk» (panee - Termidesk).
JoKyMeHT npegHasHa4veH ong agMUMHUCTPATOPOB CUCTEMbI U CETU.

B 3ToM pykoBOACTBeE NMpMBEAEHO Ha3HaueHMe, YCTaHOBKA M HacTpomka komnoHeHTa «LLnto3» (panee -
Wnto3). Ona Toro, 4tobbl NOAY4YMTE MHPOPMALMIO O MeCTe KOMMOHEHTa B MpPOrpaMMHOM KOMIJieKce,
HeobxoaMMo 06paTUTLCA KO BTOPOM 4YacTU pyKOBOACTBa aaMuHMcTpatopa - CJIET.10001-02 90 02

«PyKkoBoACTBO afMUHUCTpaTopa. HacTpolka nporpaMMHOro KoMrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»

LLinto3 oTBeyaeT 3a TyYHHENMPOBAaHWE MPOTOKOJIOB AOCTABKM, UCMOJIb3YHOLMX TPAHCMOPTHbLINA MPOTOKON
TCP, obecneumBas oTaeneHne MHbPaCTPYKTYpbl BUPTYaNnbHbIX pabounx Mect (BPM), Haxoasawmxcs Bo
BHYTPEHHEW JIOKANIbHOM CETU, OT BHELLHMX JTIOKAJIbHbIX CETEN MW FN0BaNbHbIX CETEN.

Wnto3 sBnseTcs oToenseMbiM KOMMOHeHTOM Termidesk M Mo)keT yCTaHaBAMBATLCA KaK COBMECTHO C
KOMMOHEHTaMN «YHUMBepCasbHbI aucrnetyep», «MeHemkep paboumMx MecT», Tak M OTAENbHO Mpu
HeobxoaMMOoCTM 0becnevmTb pacnpenesieHHYH KOHhUIypaLmto.

Mecto LWnto3a B apxutektype Termidesk npeactaBneHo B pokymeHTe CJIET.10001-02 90 02

«PykoBoACTBO afMUHUCTpaTopa. HacTporka nporpaMMHOro KoMrekca».
1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

TpeboBaHMs K annapaTHOMY M MPOrpaMMHOMY 0BecrneyYeHMto COOTBETCTBYIOT TpeboBaHMaM K Termidesk,
npuBegeHHbIM B gokyMeHTe CJIET.10001-02 90 01 «PykoBoacTBo aAMMHMCTpaTopa. YCTaHOBKA

NPOrpaMMHOr0 KOMMJieKca».

1.4 . Tunorpadckue cornawieHus

B HacToaLwEeM [OKYMEHTE MPUHATBI CieaytoLme Tunorpadckme cornalleHms:

" MOHOWWMWPWUHHBIA WPUDT — UCMONb3yeTcs A[As BbloeneHus ¢GparMeHToOB TekCTa Mporpamm,
HaMMeHOBaHMW dannoB M MNanok (OMPeKTopwui), NyTer MepeMeELLEHMs, CTPOK KOMMEHTapueB,
Pas/INYHbIX MPOrPaMMHbIX 31eMeHTOB (0OBEKT, Knacc, TMM, NepeMeHHasi, KoMaHaa, Makpoc U T. 4.),
a Takyke BBOAMMOIO M BbIBOAMMOIO TEKCTA B PEXXKMME KOMaHAHOM CTPOKMU;

" KKaBblYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBblYKM, UCMOMb3yeTCs A/ 0003Ha4YeHMs HaMMEHOBaHWM
LOKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, NyHKTOB MeHO, HAMMEHOBAHUIM OKOH, BKI3[OK,
nosien, Apyrux 3neMeHTOB rpaduyeckoro nHTepdenca, a Tak)ke BBOAUMOIO U BbIBOAMMOrO TEKCTA

B pexkmme rpaduyeckoro nHTepdenca;
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" [KBa,qpaTHble CKOGKVI] — TEeKCT, 3aKJIHOYEHHbIA B KBagpaTHblE CKO6KM, ncnonb3yeTca Aansd
HanMeHOBaHMA 3KpaHHbIX KHOMOK;
» <yrioBble CKOBKU> — TEKCT, 3aKJIIOYEHHbIN B yrnosblie CKO6KM, ncnonb3yeTca onigd HamMeHoBaHUA

KnaBuLl KnaBmatypbl.
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2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . YcraHoska LLinto3a

MoaroToBka K YCTaHOBKE M HeMmoCpencTBEHHO ycTaHoBka LLinto3a B pasHbix koHurypaumsax Termidesk
npuBepeHa B gokymeHTe CJIET.10001-02 90 01 «PykoBoacTtBo aAMMHMCTpaTopa. YCTaHOBKA
MporpaMMHOro KoMriiekca».

[na 3kcnepuMeHTanbHOro Mcronb3oBaHWs gobasneH HoBbln LLnto3 termidesk-gateway, koTopbiM B

CNefyroLmMX BepCUsIX 3aMEHUT CyLLLeCTBYOWMIA termidesk-wsproxy.

& WVcnonb3osaHue Hosoro LLnro3a asnsaerca JKCNepUMeHTAaJibHbIM, €ro YCTaHOBKa PEKOMEeHAYETCA
TOJIbKO B O3HAKOMUTENbHbIX Lenax!

IOns yctaHoBkm Hosoro LU nto3a Heobxoanmo:

* OCTaHOBUTb CNyX6by ncnonbsyemoro LLnto3a:
:~$ sudo systemctl stop termidesk-wsproxy

* OTKJOUYUTb aBTOMATUUYECKUI 3anyck CJ'Iy)K6bII
:~$ sudo systemctl disable termidesk-wsproxy

* BbIMOMHUTb YCTAHOBKY termidesk-gateway U3 nogkato4eHHoro penosutopus Termidesk:
:~$ sudo apt install termidesk-gateway

MpoBepka cocTosiHUSA CNy>kObl termidesk-gateway BbIMOJHAETCS KOMaHOOM:
:~$ sudo systemctl status termidesk-gateway
Crpoka «Active» oTObpaaeT COCTOsIHME CepBMUCA, FAe CTAaTyC «active (running)» CBUAETENbCTBYET

06 ycrnelHoMm 3anycke termidesk-gateway.

[Ons npocmoTpa yctaHoBneHHou Bepcum LLnto3a termidesk-gateway HY>XXHO BbIMONHWUTB:

:~$ termidesk-gateway -v

2.2 . YpaneHue LLnio3a

DevicteBua no ypaneHuto LLnto3a maeHTUYHBbI pgencTBusM no yaaneHuto Termidesk u npuBeneHbl B
pokymeHTe CJIET.10001-02 90 01 «PykoBoacTBo agMMHUCTpaTopa. YCTaHOBKA MPOrpaMMHOI0
KOMIneKca».

Lnsa yonaneHna Hosoro LLnto3a termidesk-gateway He06X0AMMO BbIMONHUTD:
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* yoanuTb be3 noaTBepxaeHMsa termidesk-gateway:
:~$ sudo aptitude purge -y termidesk-gateway

" OYUCTUTb OCTaBLUUNECA 3aBNCUMOCTU U KOHd)VIpraLI,VIVIZ
:~$ sudo aptitude purge ~c -y

Ecnm nocne ypaneHus Hosoro LLnto3a HeobxopuMo BKIOUMTb paHee WCMOMb30BABLLYHOCS BEPCUIO
(termidesk-wsproxy), Hy>Ho:

* [06aBUTb cNy>kby termidesk-wsproxy B aBTO3arpysky:
:~$ sudo systemctl enable termidesk-wsproxy
* BbINOJIHUTb 3aNyCK CNYXObl termidesk-wsproxy:

:~$ sudo systemctl start termidesk-wsproxy

2.3 . O6bHoBneHue LLinto3a

Henicteua no ypganeHuto LLnro3a naeHTUYHbI gencTemaM no obHoeneHuto Termidesk v npueegeHbl B
pokymenTe CJIET.10001-02 90 01 «PykoBoacTBO aAMWMHMCTpaTopa. YCTaHOBKA MPOrpaMMHOro
KOMIMJIEKCa».

O6HoBNEHME 3KCMEepUMeHTaNlbHOro mnpotoTMna HoBoro Llnto3a termidesk-gateway BbinosHaeTcs

npoLefypon yCTaHOBKM HOBOM BEPCUM.
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3. HACTPOMKA KOMMOHEHTA

3.1 . MpuHUMNBbI HaCTPONKU U GYHKLIUOHUPOBAHUSI KOMMOHEHTA

LOns pabotbl Lnto3a Heobxoanmo 0o6aBUTL B aBTO3arpy3Ky M 3anycTUTb CNyxby termidesk-wsproxy

KOMaHAaMu:

:~$ sudo systemctl enable termidesk-wsproxy
:~$ sudo systemctl start termidesk-wsproxy

& Tlpu pabote Hosoro LUnto3a HeobxogMMo WMCMoNb30BaTb CAYOy termidesk-gateway,
npeaBapuUTENIbHO OCTAHOBUB U OTKJIHOUMB CNYXKOY termidesk-wsproxy:

:~$ sudo systemctl stop termidesk-wsproxy
:~$ sudo systemctl disable termidesk-wsproxy

3pecb u panee termidesk-wsproxy - paHee yctaHoBneHHbln ¢ Termidesk LLnto3, termidesk-
gateway - 3KCNepUMeHTaNIbHbIM HOBbIW LLInto3.

LLInto3 MOXeT 6bITb BbIHECEH B AEMUINTAPU30BAHHYO 30HY CETEBOM MHPPACTPYKTYpbl NpeanpuaTus.
Ons paboTbl noakntoveHus nonb3osatener K BPM yepes LLUnto3 HeobxoanMo obecneynTb AOCTYMNHOCTb
CnefyroLmMX CEeTEBbIX MOPTOB:

= 80 (HTTP);

= 443 (HTTPS).

Mo ymonuanuio LLnto3 npocnywmeaet nopt TCP:5099 Ha MHTepdence localhost (127.0.0.1). Ona
M3MEHEHMS MOPTa NPOCNYLLUMBAHUSA CNTY>KObl HEOBXOAUMO BHECTU M3MeHeHUs B (aisibl 3amycka Cy>bbl
termidesk-wsproxy v koH$pUrypaummn seb-cepeepa apache.

B cnyyae akcnepvMeHTaNbHOro MCNosib3oBaHUs HoBoro LLnto3a 3T napaMeTpbl MOTyT 6bITb U3MEHEHDI

yepes dann koHdurypaumm (cM. nogpasaen MapameTpbl KOHPUrypUPOBaHUSA KOMMOHEHTA).

MexaHu3M B3auMomencTBUs Beb-cepepa apache u LLinto3a BbirnsauT cnepyrowmm obpasom:
* 3aMpochbl Ha NOAKJIHOYEHUS NMPUHUMAET Beb-cepBep apache no noptam 80 unu 443;
= Beb-cepBep apache nepeHanpaensieT 3anpocbl LWnw3y Ha ykasaHHbIM B MapaMeTpe
WSPROXY_BIND_ADDRESS IP-agpec Ha nopt WSPROXY_PORT (cMm. noppasgen [lapametpbl
KOH(UrypupoBaHUS KOMIMOHEHTA);

» nanee LLinto3 HanpaensieT 3anpocbl M60 Ha NOCTaBLUMK PECYPCOB, MO0 B BUPTYasIbHYHO MaLLMHY.

Bbinyck ot utoHs 2023 7



@ TERMIDESK

3.2 . MNapaMeTpbl KOHPUrypUPOBaHUS KOMMOHEHTA

CNET.10001-02 90 05

MapameTpbl Lnto3a 3apatoTca nepeMeHHbIMKM, OMUCAHHbIMKM B danne /etc/opt/termidesk-vdi/

termidesk.conf, a Tak)xe apryMeHTaMmn KOMaHAHOW CTPOKM.

I'Iepequb AOCTYMHbIX NepeMeHHbIX U apryMeHTOB NpmuBeLeH B Ta6nmu,e (cm. Tabnuua 1).

& Vudopmanus B Tabnuile OTHOCUTCA K paHee ycTaHoBeHHoMy ¢ Termidesk I1Tmo3y termidesk-wsproxy.

Tabnuua 1 — JocTynHble nepeMeHHble LLinto3za

HauMeHoBaHMe nepeMeHHOM 3HayeHue no
YMOJIYAHUIO

OnucaHue

AprymeHT
KOMaHaHOM
CTPOKU

WSPROXY_PORT 5099

MopT npocnyLwimBaHms
CNy>06bl

He 3apgaH

WSPROXY_BIND_ADDRESS "127.0.0.1"

Appec npocnyLmnBaHus
cnyx6bl. Mpu
pacnpeaeneHHoOW yCTaHOBKe
HeobXxoaMMO UCMOo/b30BaTb
3HayeHue "0.0.0.0", yTobbI
nopT 5099 npocnywmeancs He
TOoNbKO localhost, ecnun
NaaHMpyeTCcs MPUHUMaTb
3anpocChbl Ha NOAKOYEHUS C
BHELLUHMX cucTeM (Hanpumep,
c 6aNlaHCMpPOBLUVKOB
Harpyskm)

He 3apgaH

WSPROXY_HEALTH_CHECK_PORT 8101

MopT Beb-cepBepa ans
obcnyxxueanusa API-3anpocos
no coctosiHuio LLinto3a
(healthcheck).

Mo ymonyaHuto nepemMeHHas
He ncrnonb3yeTcs
(3aKOMMeHTMpoBaHa)

He 3agaH

WSPROXY_HEALTH_CHECK_CERT /etc/opt/
termidesk-vdi/
WSProxy-
healthcheck.pem

MyTb Kk cepTudukaty
(OTKpbITOMY KNHOYY), KOTOPbIH
MCNoNb3yeTcs 4NN 3aLUUTbI
noakntoveHusa APl-3anpocos
no coctosiHuto LLinto3a
(healthcheck).

Mo ymMonuyaHuto nepemMeHHas
He UCnosb3yeTcs
(3aKoMMeHTUpoBaHa)

He 3apgaH
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HauMeHoBaHMe nepeMeHHOM 3HayeHue no OnucaHue AprymeHT
YMOJYaHUIO KOMaHAHOM
CTPOKMU
WSPROXY_HEALTH_CHECK_KEY /etc/opt/ MyTb K 3aKpbITOMY K/tOYY, He 3apaH
termidesk-vdi/ KOTOPbIV UCMONb3yeTCs A
WSproxy- 3alWmTbl nogkaroveHua API-

healthcheck.key

3anpoCcoB MO COCTOSAHUIO
LLnto3a (healthcheck).

Mo ymMonuyaHuto nepemMeHHas
He ucnonb3yeTcs
(3aKoMMeHTUpoBaHa)

Bbinyck ot utoHs 2023
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HaumeHoBaHMe nepeMeHHOM

3HaueHue no
YMOJTHaHUIO

OnucaHue

AprymeHT
KOMaHaHOM
CTPOKU

LOG_LEVEL

INFO

AprymMeHT KOMaHAHOMW CTPOKM
NPUMEHSIETCS AN U3MEHEHUS
ypoBHsi nornpoBaHus LLinto3a.
M3HauvanbHO ypoBeHb
JIOrMpOBaHUSl MPUMEHSIETCS U3
3HaYeHUs NepeMeHHOM
LOG_LEVEL
KOHbUrypauuoHHoro damnna /
etc/opt/termidesk-vdi/
termidesk.conf. [nga Toro,
4YTOObI NPUMEHUTL YPOBEHb
JIOrMPOBaHUS U3 apryMeHTa
KOMaHAHOW CTPOKM,
HeobxoAMMO OTpeaaKTUPOBaTb
unit-dann cnyx6bbl LLntoza:

" OTKPbITb ANA
penakTupoBaHus dann /
lib/systemd/system/
termidesk-
WSproxy.service;

* HaWUTW CTPOKY,
HaYMHAIOLLLYHOCS C
ExecStart u nobasuTb
kntoy --loglevel ¢
HY>XHbIM YPOBHEM.

Mpumep cTpoku:

ExecStart=/opt/
termidesk/share/
termidesk-vdi/venv/bin/
python wsproxy.py --
verification-key=/etc/
opt/termidesk-vdi/
wsproxy/id_rsa.pub --
host=$
{WSPROXY_BIND_ADDRESS}
--port=${WSPROXY_PORT}
--loglevel=INFO

3aTeM BbIMOMHUTL Nepe3anyck
KOHbUIrypauum 1 ciny>kobi:

* BbINOJIHUTb KOMaHAY
sudo systemctl
daemon-reload;

* BbINOJIHUTb KOMaHAY
sudo systemctl
restart termidesk-
WSpProxy.

--loglevel

Bbinyck ot utoHs 2023
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& [anee nHdopMauma oTHOCUTCA K HOBOMY (3KcnepuMeHTanbHoMy) LLnto3y termidesk-gateway.

MapameTpbl KoHpUrypupoBaHua Hoeoro LUnto3a 3apatoTcs M3 KOHUrypauMoHHOro darina

termidesk/termidesk-gateway.conf.

[ns 3apaHusa napaMeTpoB KoHPUrypuposaHusa Hosoro LLnto3a us danna Heobxoanmo:

* co3paTb nycTton damn /etc/termidesk/termidesk-gateway.conf:

:~$ sudo touch /etc/termidesk/termidesk-gateway.conf

* OoTpefdakTMpoBaTb dhann termidesk-gateway, ykazaB Heob6xoaMMble 3HaYEHMS AJ19 NapaMeTPOB:

# Agpeca, Ha KOTOpbIX MPUHUMATb BXOASLLME NOAK/THUYEHUS

wsServerIP=0.0.0.0

# TMpocnylnBaeMblii NOPT A5t BXOASLUMX NOAK/HOUEHWA

wsServerPort=5099

# Apgpec 6pokepa, MO KOTOPOMY OyAeT OCYLLEeCTBASATLCS NPOBEpKa Nosib30BaTeIbCKMX NOAK/IHUEHWNIA
urlCheckToken=http://127.0.0.1:8000/api/wsproxy/vl/verify

# Pexum XypHasmpoBaH

H H H

na.

* BbIMOJHUTb Nepe3arpysKy CAy>xobi:

gatewaylLogMode=-1 - BKMOUYNTb OTNaAKy ypoBHA INFO.
gatewaylLogMode=-d - BKNOUUTb OT/IAAKY YPOBHA DEBUG.
MycToe 3HaveHve napaveTpa gatewaylLogMode= - BbIK/IOUYUTb OTNIAAKY .
gatewaylLogMode=-1

:~$ sudo systemctl restart termidesk-gateway

CNET.10001-02 90 05

/etc/

,ﬂ,OCTyI'IHbIe napaMeTpbl, a TaKXXe apryMeHTbl KOMaHAHOWM CTpOKM Ona HOBOIo LLintoza npmueeneHbl B

Tabnuue (cm. Tabnuua 2).

Tabnuua 2 — JocTynHble nepeMeHHble HoBoro LLinto3a

BXOASALWMX noaktodeHmn. Mpu
pacnpeneneHHoM yCTaHOBKeE
HeobxoaMMO UCMOJIb30BaThb
3HayeHue "0.0.0.0", yTobbl
nopT 5099 npocnywmsancsa He
TONbKO localhost, ecnu
naaHMpyeTcs NMpUHUMATb
3anpocChbl Ha NOAKJIFOYEHUS C
BHELLHWUX cucTeM (Hanpumep, C
6anaHCMpPOBLLMKOB Harpysku)

HaumeHoBaHue | 3HauyeHWe NoO yMonyaHuio OnucaHue AprymeHT
nepeMeHHOMU nocne ycraHoBku LLntoza KOMaHAHOWU CTPOKMU
wsServerPort 5099 MopT npocnyLnMBaHUS CNy>K6bl He 3asaH
ANS BXOAALLMX NOAKITHOHEHUIA
wsServerIP 127.0.0.1 Appec npocnyLimBaHus He 3agaH

Bbinyck ot utoHsa 2023
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HaumeHoBaHue | 3HauyeHWe NO yMonyaHuio OnucaHue AprymeHT
nepeMeHHOMU nocne ycraHoBku LLntoza KOMaHAHOWU CTPOKMU
urlCheckToken http:// Appec amcnetyepa Termidesk He 3agaH

127.0.0.1:8080/ap1i/ |ona obcnyxxueaHusa API-
wsproxy/vl/verify |3anpOcOB MO COCTOSIHUIO

LWntoza
gatewaylLogMode Het AKTMBALUS U NEPEKIIFOYEHME -d
peXxmMa >XypHaanpoBaHus. -1

3HaueHue 3agaeTca Yepes dann
termidesk-gateway.conf.

Mpu 3Ha4eHUN «-d»
aKTUBMPYETCS NOAPOOHbIN
pexxum yposHs DEBUG, npu
3HaYeHUM «-1» aKTUBUpYeTCA
MeHee NoapPOOHbIN pexxum
ypoeHsi INFO. MNycToe
3Ha4yeHWe napamMeTpa NpUBOAUT
K OTKJTFOYEHUIO pexKMMa
YKYPHaNMpoBaHUsl.

AKTUBUPOBATb PEXXMM MOXKHO
TaKXXe yepes aprymeHT
KOMaHAHOW CTPOKW, ANst 3TOro
BbIMOJIHUTD:

:~$ termidesk-gateway
<3HaueHue>

Mpumep:

:~$ termidesk-gateway -1

MHbopmauma byaeT BbiBOAMTCS
B CTaHZApPTHbIN BbIBOL (B
MHTepdenc KOMaHaHOM
cTpoku). Ons npekpatieHus
BbIBOJA U OTKJIIOYEHUS pexxuMa
HeobxoaMMO HaykaTb coyeTaHue
knasuuw <Ctrl>+<C>

3.3 . )XypHanupoBaHue

XXypHan pabotbl LLinto3a pacnonoxeH B danne /var/log/termidesk/wsproxy.log.
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4 . MEPEYEHb COKPALLEHUM

CokpalyeHue MosicHeHue

BPM BupTyanbHoe pabouee MecTo

API Application Programming Interface (uHTepderic npuknagHoro
NporpaMMmpoBaHUS)

HTTP HyperText Transfer Protocol (npoTokon nepepaym runepTekcTa)

HTTPS Hypertext Transfer Protocol Secure (pacwwmpeHune npoTtokona
HTTP ana nopaep>xku windposaHus)

IP Internet Protocol (MexceTeBon npoTokon)

TCP Transmission Control Protocol (npoTokon ynpasneHus nepenayen
JAaHHbIX)

Termidesk MporpaMMHbIN KoMMnieke «ducneTyep NoaKAHOYEHWUM
BMPTYasbHbIX paboumx MecT Termidesk»
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