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BeHpoopckoe obnako

Astra Cloud — BeHpopckoe obnako
C SKOCUCTEMOU CepBUCOB Ha 6a3e npoayKToB AcTpa

JKCnepTmsa

[MONHbIA LMKN NOAAEPXKKN KIINEeHTa
Nno paboTe C NPOAYKTaMu U

NHPPACTPYKTYPOI
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JKOCUcCTeMa

[apa HTUPOBaHHAaA
COBMEeCTUMOCTDb NPOAYKTOB

DHTepnpaus

BO3MOXXHOCTb cobniogeHus
compliance BbicOYauLLEro ypoBHS



BeHpoopckoe obnako
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IKocucrTrema

O6nako Astra Cloud noctpoeHo Ha 6ase
npoaykToB «[pynnbl ACTpa», YTO rapaHTupyeT
COBMECTUMOCTb BCEX pPeLUeHnn 1 NO3BONAEeT
co3paBaTb euHYI0, 6e30nacHyo 1
oTKazoycton4ymeyto UT-uHOpacTpyKTypy

©

Be3onacHoOCTb

CooTBeTCcTBME POCCUNCKUM
TpeboBaHMAM MHPOPMaLMOHHOU
6e3onacHocTu (Bknoyasa MC Kl u
NCMNOH Y3-1)

[Touemy Astra Cloud?

e

Mbkun nopxopn,

Mbl NpefocTaBisemM HalnM 3aKasvynkam
BO3MOXXHOCTb MCMNOMIb30BaHUS HalMX CEPBUCOB KaKk
no mopenu Off-Premise (SaaS), Tak n no mopenwu
Hosted, ncxona s KOHKpeTHbIX 3agay busHeca

®

LleHoo6pa3oBaHue

Bbl nnatute ToONbKO 3a UCMNONb30BaHWE PecypCcoB
6e3 HeobxoaMMOoCTU NpuobpeTeHus
N 06Cny>XmBaHmna cobCcTBeHHOro obopyaoBaHms

&

PaclwumnpeHHblie BO3SMOXHOCTHU

Mbl NnepeocMbICTUAM NOAXOA CePBUC-NPOBaNEPOB
K NpefocTaBneHnio SaaS-cepBmUcoB U npeanaraem
HalWMM 3aKa34YnKaM paclunpeHHblIe BO3ZMOXXHOCTH
No ynpasneHunio NpogyKTamMu, naberas
CTaHOapPTHbLIX OrpaHn4YeHnn SaaS-nHcTannauun

&)

KoMnnekcHas nogaepxka

EnnHoe OKHO Oans BCexX TeXHUYECKUX BOMNPOCOB:
” No obnaky, n No npoaykTam. lNomMmoxxem c
MUrpaumen gaHHbIX, a TakKe aKcnayataymen
BCEW MHOPACTPYKTYpPbI




O npopaykTe
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MouTOBbIN CEpBUC KOPNOpPaTUBHOIO Knacca
oT «['pynnbl AcTpa» ¢ UHCTpyMeHTaMu Mmurpauum ns MS Exchange

[MpoBavgep ynpasnsetT UHPPaCTPYKTYPOU, BKKOYas cepBepbl,
XpaHunuua n cetu, obecneymsaeT 06HOBNEHUS M HACTPOUKY cpebl

RuPost, a Takxe npenocTasnaeT Nogaep)KKy U yCTpaHeHe Henonaaok.
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[MpUBbIYHDbIU

OYHKLLUMOHA NOYTbI

O6MeH NucbMaMm

OTnpaska, NnonyyYyeHue 1 opraHnsauus
3NEKTPOHHOW KOppeCcnoHOeHUUN B
paMKax KopnopaTtmBHOro gomMeHa

KaneHpapb
U BCTpEe4M

OnaHunpoBaHue cobbiTUiA,
HasHa4YeHne BCTpeY, CUHXPOHU3aUus
C paboymmMmn KaneHgapsamm

YTo Takoe RuPost KopnopaTtuBHasa noyta RuPost,
KaK cepBuc? pa3BepHyTasa B obnake Astra Cloud
KOHTaKTbI Bno)xeHus
U appecCcHblIe KHUrum n GUNbTPDbI

EquHasa cuctema afpecaTos,
NnoaaepXKa BHYTPEHHMX KaTanoros

COTPYAHMKOB

Mogpep)xka BNOXeHWn, cnam-
buneTPayMs, COPTUPOBKA Mo
npasunam




KopnopaTtuBHasa no4yrta B obnake

RuPost Kak cepBuc cnpoeKkTupoBaH A5 NNErKou
MUrpaLmm n ygobHou paboTbil

BbiCTpbIN HapgeXxHo Yao6Ho
cTapT paboTaeT MCNONb30BaTb

| oT0BaA NpeHacTpoeHHaA MHCTanALMS « OTKasoycTon4MBasa KOHOUrypaLus * HacTpoiika rpynnoBbIX MNOMUTUK U

RuPost B obnake Astra Cloud B Cpok MOYTOBOrO cepBepa npaBun, UICXOANA U3 3afa4y 3aKa3uyumka
0o 5 pabouunx gHeun

* BO3MOXHOCTb MHTErpaLmm * [lonHoe ynpasneHne NpoayKToM
c Nb-cnctemamu 3aKa34yMKoM

* COBCTBEHHbIV NMOYTOBbIV KITUMEHT

 [Mopgaep)Ka NonynsapHbIX NOYTOBbIX
KITMEHTOB




Mmrpauvm NOYTOBOWN CUCTEMBI

Murpaumnsa NOYTOBbLIX ALMKOB

- o [MnaBHbIU Nepexop,

— — =SS S c Exchange
o 5 e * JIy4WMIA Ha PbIHKE MHCTPYMEHT MUTrpaLmm

* Pexxum cocyuieCrBOBaHWA

+ OpgHoBpeMeHHas paboTta ¢ pasHbiMu LDAP u
OC

* VIHTerpaumsa «1M3 KOpobKu» C pasHbiMU
cnyx6amu katanoros (AD, ALD Pro,
FreelPA)

* Bpay3epHbii KNMEHT U NogaepPXKKa
NONyNSPHbIX MOYTOBbLIX KIMEHTOB
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Be30onacHOCTb

[loppepixka
cucrem b

[logpep)xka cuctemM Ub «n3 KopobKn»

IHomeHbl LDAP

MopT

& KoxTponb gocTyna Uma KouTponnep Cnyw6a NOAKNIOYEHHA K
] pomeHa Craryc AOMeHa KaTtanoroe LDAP YuukansHoe umsa (DN) chyxebHoi yue THOR 3anuck

2=

2" Hactponku

8 Kouburypauum O rpostiocal QEUSEIEED FreelPA 389 uid=1ldapbind, cn=users, cn=accounts, dc=rpost, dc=1oc
[lob6asneHne pnomeHa LDAP
& Moytosbie gomeHnb

B Lomenb LDAP

A BHumaHue!

M3MeHeHMe faHHbIX NapaMeTpoB NoTpebyeT pPyYHOro nepepasBepThbiBaHUA KOHDUrypauuu

bBasoBbii WabnoH KoHdpurypaumm + Kaspersky Ums pomeHa LDAP@  testlocal

Pepakyus wabnoua: Bepcua cxembl wabnoua: Onucanue: CraTtyc gomena O AKTuBEeH v
b Standard 9 baszoebii Wabnox koHOUrypayuum Muterpauuns c Kaspersky
Secunty no Milter npoTokony
Tun wabnowa: Larta cospanna wabnowHa: Wmeka y3nos KoHTponnepos IcO1 test
- Romera @
Mopaepxusaembie OC: WMuTerpaumns RuPost ¢ BHelwHnM Relay-cepsepom. Tun cnyx6ui katanoros @ | Active Directory .
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MNogknouyeHue K LDAP-gomMeHy
yepes SSL O
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YTO BXOOUT B CEepBUC?

g KOMMep4YeCcKuUX 3aKa34mKoB

NHcTannauua Off-Premise

1. OTKasoycTonuymBan BbigeneHHas
uHctannauusa RuPost, passepHyTas nop
3aKa34yMmKa B Ny6/IM4YHOM CErMeHTe
nHpacTpykTypbl Astra Cloud, B 3alMLLEHHOM
ceptudmnymposarHHom LIOde Tier IV

5. MoHUTOpPUHT, o6HOBNEeHuMe [0,
ynpasneHme 6a3oBo MHPPaACTPYKTYpPOMU,
BK/IlOYas CepBepsbl, XpaHUIULLA U CETEBLIE
pecypchl, HaxoguTca Ha ctopoHe Astra Cloud

2. Bkno4yeHHbIK 06beM xpaHeHusa 3 I'b
Ha nonb3oBaTens (MOYTOBbLIN ALMK)

M BO3MOXXHOCTb NpuobpeTeHuns
OononHuUTenbHoro oovema I['b

npu HeOBXOAMMOCTHU

6. Nomolyb Npu MUrpauum us gpyrux
NMOYTOBbIX CUCTEM

oT139 P

3a Nnonb3oBaTend
B MecsL

3. TexHuyecKaa nogpepxka 24/7

4. apaHTupoBaHHbIM SLA Ha OOCTYMHOCTb
MHPpaCTPYKTYypbl 99,95%

7. YnpaBneHue, agMUHUCTPUPOBaHME,
HaCTpoOMKa NporpaMMHoOro obecrnevyeHus

RuPost HaxoauTCcHa Ha CTOPOHE 3aKa34vunKa




YTO BXOOUT B CEepBUC?

g KopnopaTUBHbIX 3aKAa34YMKOB

NHcTannauma Hosted

N5 3aKa34MKOB, NPeabABASIOLMX MOBbILEHHbIE TPe60BaHUA K 6830MacHOCTU, OTKa30yCTONYMBOCTU MoHUTOPUHT, cbHoBAEHUe T10, ynpaeneHue

6a30BOU MHPPACTPYKTYPOU, BKIKOYAA

n npomn3BoanNTesIibHOCTUM NMOYYTOBbLIX CEPBUCOB, Astra Cloud npoennaraeT NosIHOCTBIO BblAENIEHHYIO NOYTOBYHO
CepBepbl, XpaHUNuLLa N CETEBbLIE PECYPCHI,

H adCTPVYKT Ha OUN3NYHECKUX cepBepaxX B CepPpTUONUNPOBaAHHBIX AaTa-UeHTpaXx oBHSA Tier IV
ep PYKTYRY ¢ PBEP RIRUHOE A 4 Paxyp HaxoguTca Ha ctopoHe Astra Cloud

KnroyeBble 0CO6GEHHOCTU peLueHuns

BbiaeneHHble dusnyeckue MHAMBMnyaanaﬂ APXUTEeKTYyPpa ® CTOMMOCTb NPOeKTa
CepBepr paccynTbiBaeTCd MHOMBMUAOYAJNIbHO
- PasMelleHne Ha N30NMPOBAHHOM * [lpoekTnpoBaHMe Noa KOHKPEeTHbIe * VIHTerpauusa c KopnopaTtMBHbIMM CUCTEMaMU
o60pyaoBaHnUK TpeboBaHUsA 3aKa34ynka (Active Directory, CYB[, SIEM)
+ BO3MOXXHOCTb BblGOpa KOHGUIrypaLmm + OTKa3oyCcTONYMBOCTb U pe3epBHOE * AyTeHTudukKauusa
CPU/RAM/guckoB nopg Harpyaky KonnpoBaHue .

3aumTta gaHHbIX
(B T.4. NVMe Ons BbICOKOW CKOPOCTU

+ Pe3epBupoBaHMe KaHanoB CBA3MU
PaboTbl C MOYTOBLIMU ALLMKAMM)

ATTecTauus Ons COOTBETCTBUSA
TpeboBaHUAM PerynaTopos
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OcHoBHble pasnun4uua mexxgy SaaS n Off-Premise nogxogom

SaaS Off-Premise

YnpasneHue n nogpgepxka Ha cTopoHe nposangepa Ha cTopoHe npoBanaepa
MHPPACTPYKTYpPbI

ApXUTEKTypa peLueHus Multi-tenant (obLas) Single-tenant (BblaeneHHas)

YnpaBneHue n HacTPoUKa OrpaHuyeHo obwmnmm HacTporkamu Multi-tenant [MonHasa (MCXo[A U3 BO3MOXHOCTEN NPoayKTa)

NPOAYKTa rnop, 3a4,a4m VHCTannauumm nposangepa

ObusHeca

UnTterpaumsa c C OrpaHn4yeHo obLwmmm HacTponkamu Multi-tenant [MonHasa (Mcxoas U3 BO3MOXHOCTEN NPOoAYKTA)

CUCTeMaMMm 3aKa34ymKa MHCTannauum nposaviaepa

TpeboBaHus BHyTpeHHero Ub OrpaHunyeHo o6LWMMM HacTporkamu Multi-tenant BosmoxHa uHTerpauus ¢ Mb-cuctemamm 3akasuvka
MHCTaNnsALMM NpoBaiaepa

SLA Ha cTopoHe npoBangepa Ha cTopoHe npoBangepa
TexHun4Yeckas nogaepxka Ha cTopoHe npoBangepa Ha cTopoHe npoBanjepa
TexHU4yeckue cneumanucTsbl He TpebytoTca (nnmbo ¢ MUHUManbHoOW KBannoukawmnen) TpebytoTcsa (ANna ynpasneHns NPoAYyKTOM)

3anyck cepBuca B TeueHune 3 yacos (B cpefiHeMm) [lo 5 pabounx LHei, Tak KaK Ans 3aKa3ymka Co3aaeTcs
BblAeNleHHas UHCTaNNALMS C NPOAYKTOM




CLLeHapMVI NCroJib30BaHUA

na KoMMep4YeCcKux
3a Ka 3‘-' M Ko B (Microsoft, Google Workspace)

Ha oTe4vyecTBeHHOEe peleHune

[lepexop, ¢ peleHnn 3anagHbiX BEHO0POB

e : N OTcyTCTBME CAaHKLLMOHHbBIX PUCKOB U PUCKOB NpeKpaLLeHus paboTbl
NceTannaiiuva () rr-2 F -
VIHCTanNnNns LLNA VT Premise NPOoAyKTa, NoAAePKKa OT POCCUIMCKOro BeHAopa

KoMnaHum ¢ pacnpepneneHHbiMuM KOMaHaaMum

yOaneHHble COTPYAHUKU, ppurnaHcepsbl

ToNbKO NMOYTa M HUYEro NUMLLHero

KnueHr nony4vyaer NOYTOBbIU cepsuncC 6e3 U3NULLHUX KOMMOHEHTOB

Jlokanusauusa n ynpasnsaeMocCTb

IaHHble xpaHaTca B Poccuun, MCNonb3yoTCcs MeXaHU3Mbl
LWndpoBaHUSA U AOCTYN MO KOPMNOPATUBHLIM CTaHOAPTaM

KoHTponb BMecTo nybnmnyHoro obnaka

ASTRA O6na4vHbi RuPost no3BonseT 3anyckatb M yrpaBnaTb BCeW

RH%ST >< A CLOUD NOYTOBOM CUCTEMOW KaK CBOeW, HO 6e3 3aTpaT Ha cepBepbl,

obcny)xmBaHue U nepcoHan




CLLeHapMVI NCroJib30BaHUA

g KopnopaTUBHbIX
3a Ka 3‘-' M Ko B :j;::;s:ﬂ CUCTEeMa pa3BOpaYMBaETCs B BblOeNE€HHOM

PELRLEs T =
HCTAJlJls LJL NMA MOSte T———

YnpaBnseMbiv N30JIUPYEMbIN KOHTYP

BepeHune xypHanos, ynpasneHue goCcTyrnom

NHTerpaumusa ¢ KOpnopaTUBHOM CUCTEMOM

NMNoopepxxka LDAP, nogkntovyeHne K BHyTPeHHUM
cucTemMam

[lepexon Ha Moaenb NOAMNUCKMU

CHwxeHue 3artpar 3a cyet mogenu OpEx n otcyrtcreus
HeobxoguMocTu B nokanbHoun UT-nopgaepxke

[lo4yTa KaK Ba)KHbIW CEPBUC

[apaHTUpoOBaHHas AOCTYyNHOCTb, SLA, pesepBupoBaHue
N MOHUTOPUHT

ASTRA
RURIST X J\ &Loup




[lononHUTEeNbHbIE YCnyru

& 63

Murpaums ¢ TekyLlen Nno4YToBou NHTerpaumsa c LDAP

IHononHUTEenbHbIE

ycn y r M CUCTEMBI n Active Directory

@0 2

pQBGDBHOG KOornmpoBaHue ['IpoeKTmpOBaHme N NnNoCTpoeHne
AaHHbIX NMOYTOBOW CUCTEMDI NMNOYTOBbLIX CUCTEM MO
nHOMBUAYaJIbHbIE 3allpOChl




[ononHuTenbHble ycnyru

DESKTOP X

[TonHOPYHKUMOHaNbHbIN

Kpocc NnaToOpMeEHHbI
NOYTOBbIN KJSTMEHT

[enernpoBaHHble KaneHaapu, HeorpaHUYeHHbIe Nno
pasmMepy afpecHble KHUM

KpoccnnatdopmeHHocTs (Windows, Astra Linux)
Bo3MO)XHOCTb paboTkl B o nanH

3HaKOMBbIN UHTEpdEnC

PaboTaeT co BceMu nonynspHbiIMU NOYTOBLIMU

cUCTEMaMU Yepe3 COBCTBEHHbIV cepBep
yrnpaBneHus
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CepsBucbl Astra Cloud

RURIST KOpI'IOpaTI/IBHaFI [MO4YTa

@moesk  BUPTYasbHble pabodne mecta VDI

fantor MalHa 6a3 NAHHbIX

XData

Qastravisk  KOPMopaTMBHOE XpaHUuLLe GanoB

J\ Goup HacTHoe 06/1aKo KaK CepBUC




3awmTta web-
Ub-ycnyru NPUIOXKEHUN

ASt 'a CIOUd CepBUC 3almTbl BU3HEC-

NPUITOXEHUN 3aKa34MKa OT aTaK

HOVBMAYabHadA NPOeKTHad Tvna DDoS n OWASP top10
peannsaung

[locTpoeHue 3alUnLLLEeHHOrO
YaCTHOro obsaka

CepBuMC MO NOCTPOEHUIO YAaCTHOIo ob1aka B COOTBETCTBUM C TPEeOOBaHUAMMU
PCTIK/DPCBE Poccum Ha uMopToHe3aBucuMbIX C3U 1 pelueHnsx
«[ pynnbl ACTpa»

YnpasrneHue
YySA3BUMOCTSAMM

CepBuUC No ynpaeneHuo
yassMocTamm [10 1 BblipaboTKe
KOMMEeHCUpPYILWNX Mep,
HarnpaB/IeEHHbIXN Ha CHMXEHME
BEPOATHOCTU 3KCMNyaTaunm
YA3BMMOCTEN B MHPPACTPYKTYpE
3aKa34yuMKa

3aLluTa ceTu

CepBUC NO 3allMTe NepmMeTpa
MHPPACTPYKTYpPbI 3aKa34vMKa



) ASTRA
=0 CLOUD

YTO6bl 06CYAMTL Ball NPOEKT UNK
NpPOTECTUPOBAaThL MNOYTOBLIN CEPBUC,
NO3BOHUTE HaM UNN OTCKaHUPYUTE
QR-KofO 1 OCTaBbTe 3asiBKY Ha cauTe

+7 495 741-85-07

astracloud.ru
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