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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

PykoBogctBo no KC3 cocTtouT 13 gByx YacTten:

- PYCB.10015-01 97 01-1 «OnepaumoHHasa cuctema crneymnanbHOro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacTteo no KC3. Yactb 1»;

- PYCB.10015-01 97 01-2 «OnepaunoHHas cmctema cneumanbHoro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. YacTtb 2».

B nepBon yactn pykoBoacTBa npuBeaeHbl obwwme ceegeHus o KC3, paccMOTpeHbl MAEHTU-
dukaums n ayteHTMdUKaumns, UCKPELNOHHOE 1 MaHOaTHOEe ynpaBneHne JOCTynoMm, 3almTa na-
MSATW, N30NSALMS NPOLIECCOB, 3alumMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKITIOYEHNST CbEMHBIX MaLUMHHBLIX HOCUTENen nHopMaLmn, CONoCTaBneHne Nonb3oBaTens ¢
YCTPOMCTBOM, permcrpaumsa cobbitun 6e30nacHOCTH, HageXXHoe PyHKUMOHMPOBaHME, uUnbTpauns
CEeTEBOro NOToKa, KOHTPOIb LENOCTHOCTU, reHepauunsa KC3, pexxrm Knocka 1 nopsiaok 3anycka u
npumeHeHuns OC.

Bo BTOpOW YacTu pykoBoacTBa npueedeHo onvcaHune tectos KC3.
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1. OBLLME CBEOAEHUA

COCTaBNSoLLIME rOCYAapCTBEHHYIO TaliHy.

KC3 (nogcnctema 6e3onacHoctn PARSEC) npeaHasHayveH gns peanusaumm gyHkunn OC

no 3awmTte uHdpopmauumn ot HCLl n npenocraeneHms agMmuHucTpaTopy 6esonacHocTn nHdopma-

LMK CPeaCTB ynpaBneHus yHKunoHmposaHunem KC3.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPaAKTMBHbIM BXO4 B CUCTEMY Cyneprnofib3oBartens
root MO ymonyaHuto 3abnoknposaH. Co3agaBaemblin NpU YCTaHOBKE ONepaLmoOHHON CUCTEMBI
nonb3oBaTerb BKOYAETCA B rpynny astra-admin. [lonb3oBaTensam, BXOASLWNM B HAa3BaHHYHO
rpynny, 4epes mexaHnsam sudo NPeaoCTaBnAaTCA NpaBa 4515 BbINOIHEHWUS AENCTBU NO HACTPOKKe

OC, Tpebytowmx npusunerin cynepnonb3oBatend root. [lanee no TEKCTY TakoW Nonb3oBaTenb

UMeHyeTCs aAMUHUCTPATOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytoLwimne OCHOBHbIE MOACUCTEMBI:

moaynu nogcuctemol 6e3onacHoct PARSEC, Bxogsawue B coctas sigpa OC;
onbnunoTteky;

yTUNUTLI 6€30NacHOCTY;

noacuctemMa npoToOKONMpOBaHUS (perncTpauun);

MOAYNN ayTeHTUMKauuu;

rpadomyeckas nogcmcrema;

KOHCOIbHbIN BXOA4 B CUCTEMY;

cpeacTBa KOHTPONMS LIENOCTHOCTY;

CcpeacTBa BOCCTAHOBIEHMS;

CpeacTBa pasrpaHMYeHns OOCTyna K NOAKNIYaeMbIM YCTPOUCTBAM;

cpeacTtea pasrpaHndeHnd Ooctyna K BupTtyaribHbIM MallMHaM.

1.2. KoHTponupyembie ¢pyHKLUMU

KC3 obecneunBaet peanusaumio cnegyowmx pyHkunn OC no 3awmrte nHgpopmMaumm ot

HCO:

naeHTMdurKaumo n aytTeHTudnkauuio;
ANCKPELIMOHHOE ynpaBneHne goCTynoMm;
MaHOaTHOe ynpasrieHne A0CTYMNomM;
pernctpaumto cobbiTnin 6e3onacHoCTy;

orpaHmyeHune ﬂpOFpaMMHOVI cpenbl,
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- M30MALMI0 NPOLECCOB;
- 3aWmTy NamsTu;
- KOHTPOSib LeNTOCTHOCTMU;
- obecneyeHne HageXHOro YHKLUMOHNPOBAHWS;
- omMnbTpaunio CETEBONO NOTOKA;
- MapKUPOBKY JOKYMEHTOB;
- 3aWmTy cpeabl BUpTyanuaaumm;
- KOHTPOSb NOAKIMHOYEHUS CbEMHbIX MALUMHHBIX HOCUTENEN MHGOPMaLU.
Peanunsauunsa nepeyncneHHbix Bbllle (OYHKLMA OCHOBAHA Ha CrneayrLwwmx OCHOBHbIX NOMo-
XEHUAX:
1) € KaxgblM NOnb30BaTeENEM CUCTEMbI CBA3AH YHUKASbHbIA YUCIEHHbIN MAEHTUMKATOP
— npgeHtudukatop nonb3osarens (UID), koTopbi ABNSIETCA KITHOHOM K COOTBETCTBYIOLLEN
3anucu B B[] nonb3oBartenen, cogepxawen nHpopmMaumo O nonb3oBaTendx, Bkovas
X pearnbHble N cUCTEMHbIe MMeHa. B[] nonb3oBaTenen nogaepXmnBaeTca 1 ynpaenseT-
cqa cucteMHbIM agmuHucTpatopom. UID asnaetcsa spnblikom cybbekta (HOMUHArbHbIN
CcyOBbEeKT), KOTOPbIM CUCTEMA MONb3yeTCs Anda onpeaenenus npae gocrtyna. b nonb3o-
BaTenen B OC MoXeT ObITb Kak NoKanbHOW AN CUCTEMBbI, Tak U ABNATbCS YacTtbio ENMM,
dyHKUMOHMpYoLLero Ha ocHose npotokosna LDAP;
2) Kaxgbl Nonb3oBaTeNnb BXOAUT B O4HY unu 6onee rpynn. pynna — 3To CAMCOK NOMb30-
BaTenen cuctemsbl, nMetowmnn cobcTeeHHbI naeHTudmkartop (GID). Mockonbky rpynna
obbeauHsEeT HECKONbKO Nonb3oBaTesien CUCTEMbI, B TEPMUHAX NONUTUKK 6e30nacHOCTU
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID sBnserca sprbikoM MHO-
KECTBEHHOro CybbekTa, KOTOPbIX Y HOMUHANBHOIO CyObekTa MOXeT OblTb Gonee ogHoro.
Takum o6pasom, ogHomy UID cootBetctByeT cnncok GID;
3) ponb gencTBuTenbHOro (paboTatwero ¢ obbektamun) cybbekta urpaet npouecc. Kax-
AOMY npoLeccy npuceaneaeTca egMHCTBEHHbIM UID, sasnaiowmnca ngeHTmgunkatopom
3anycTMBLUEro NPOoLIECC HOMUHANbLHOIO cyobekTa, T. €. nonb3oBaTens. [pouecc, Nopox-
AEHHbIN HEKOTOPLIM NpoueccoM nonb3oBartensd, Hacnegyet UID poguTtenbckoro npolecca.
Takum obpasom, BCce NpoLecchl, 3anyckaemMble nosib3oBaTeneM, UMeKT ero naeHTuduka-
Top. Bce npouecchl, npuHaanexawme nonb3oBaTento, o6pasyroT ceaHC nonb3oBaTens.
MepBbIN Npouecc ceaHca NonNb3oBaTeNsa NOPOXAAETCA MNOCIE NPOXOXAEHUSA npoueayp
naeHTudmKaummn n ayteHtTudukaumn. Npu obpallieHnmn npouecca Kk 06bekTy 40CTYyN Npego-
CTaBngaeTcs Mo pesynbratam npoueaypbl aBTopusauumn, T. e. 06paboTkm 3anpoca Ha OCHoBe
MaHOaTHbIX U ANCKpeunoHHbIX MPL;
4) mexannam NP peanusosaH B agpe OC, uto obecneunBaet ero npaBunbHoe yHKLMNO-

HUpoBaHME npun NcnoJjib3oBaHMn NtoBbIX KOMMNOHEHTOB, npeanoctaBlideMblX OC. Peanuza-
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LUMs MaHOATHOrO ynpaereHne AOCTYrNoM 3aTparMBaeT Bce NOACUCTEMBI 94pa, B KOTOPbIX
peanM3oBaHO ANCKPELMOHHOE yrpaBreHne goctynoMm. [Npu atom oba Bnaa ynpasneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenibHo, He BNUASA Ha NPUHATUE peLueHnA Opyr apyra
(HenpoTuBOpPEYNBOCTL). [1OCTYN pa3peluaeTcs B TOM Ciyyae, eCfiv OH BO3MOXEH OTHO-
CUTENbHO AUCKPEeUMOHHbIX U MaHaaTHbIX [NPL. 3anpelwaetcs B cnyvae, ecnu gOCTyn

3anpeLleH OTHOCUTENbHO NBOro N3 MexaHM3MoB.
1.3. CpeactBa opranusauum ENMM

Opranusaumsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTeHTUdUKaLmIO B CETH;

- LUeHTpanusaumio xpaHeHnsa nHgpopmaumm ob okpy>keHun nonb3oBaTenem;

- LeHTpanusauuio XxpaHeHus HacTpPoek CUCTEMbI 3almTbl MH(bopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LeHTpanM3aunsa XxpaHeHns nHgopmMaumm ob OKpy>xeHuu
nonb3oBaTensa nogpasymMmeBaeT NCNOSb30BaHWE OBYX OCHOBHbIX MEXaHW3MOB: NOAAEPXKKN KPOCC-
nnaTopMeHHbIX CepBEPHbLIX NpuUnoxeHnn onsa obecnevyeHns 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyrnen (PAM). CkBo3Has ayTeHTUukauusa B ceTu peanuasyercs Ha
OocHOBe npoTtokona Kerberos ¢ ncnone3oBaHmem cny6bl katanoros LDAP B kauecTBe MCTOYHUKA
AaHHbIX Ansa 6a30BbIX CUCTEMHbIX cepBUcoB Ha 6a3e mexaHnamoB NSS 1 PAM. MNMogo6HbIv noaxon
obecneunBaeT LeHTpanMsaumo XpaHeHust Hopmaumm ob oKpyXeHun nosb3oBaTenen (B TOM
yucne npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHns 4OCTYNOM):

- CywlecTBylOLMe B CUCTEME MaHOATHbIE YPOBHU N KaTeropuu;

- MWUHUMarbHbIE U MaKCUMarbHble MaHOaTHbIE YPOBHU, AOCTYMHbIE MOSb30BaTENAM Mpu

BXO4e B CUCTEMY;

- MUHUMarsbHbIE Y MaKCUMarnbHble HAabopbl MaHOATHbLIX KAaTeropumn, 4OCTYNHbIE NOMb30Ba-

Ternsam npu Bxoge B CUCTEMY;

- YrieHbl NPUBUIIENMPOBAHHBIX FPYNM, KOTopble MOryT nony4datb u3 Bl cnyx6bl katanoros

LDAP onpeneneHHyto MHpopmMaumio o nons3oBartensx.

Kpome Toro, ¢ ncnonb3osaHnem C3®dC CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHune
AOMaLLHMX KaTanoros nofnb3oBaTenen.

[Onsa cHwkeHna Harpysku Ha ceTb U MnoBblWeHna npomnssoguternbHocTu B ENMM moxet
NPUMEHSTLCS KI3LWMPOBAHNE peaKo U3MEHAEMON NHOPpMaLMN B JIOKANIbHOM KaLLe.

BHUMAHUE! WV3ameHeHHass Ha cepBepe WHOpMaUUA MOXET nonactb B JloKalb-
HbIM K3W C 3agepxkkon. lNepuog OOHOBNEHMsI NOKANbHOrO Kawa 3agaetcs napamMeTpom
CACHE_REFRESH_PERIOD B KOH(buUrypaunoHHoMm panne /etc/ald/ald.conf.

Bonee nogpobHoe onucaxne ENMM npueeaeHo B PYCB.10015-01 95 01-1 «OnepaunoHHas

cucTema crneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBogcTteo agmuHmucTparopa.
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YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbIO KOTOPbIX CUCTEMHBIV aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy ayTeHTudmnkauum
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hou B[l nonb3oBaTenen /etc/passwd. MHGopmauma, kotopas xpaHuTtcsa B /etc/shadow U
ncnosnb3yetca ans nonb3oBatenien B nokanbHon BI. B OC peanusoBaHa BO3MOXHOCTb Xpa-
HeHUs1 ayTeHTUMPUKaLUNOHHON MHOPMaLUUK nonb3oBaTenen, NoNy4eHHON C UCMONb30BaHNEM
xewl-cpyHkummr no NOCT P 34.11-94 n no NOCT P 34.11-2012.

Mpw ncnonbsoBanun ENMM ayTeHTUMKaLmMs nonb3oBaTenen ocywecTBASeTCAa LeHTpanu-
30BaHHoO o npotokony Kerberos. [1ns 3awuTbl ayTEHTUOMKALNOHHON MH OPMALUK NO YMOMYaHUIO
NCcnonb3yTcs oTevecTBeHHble anropuTMbl No NOCT 28147-89 n TOCT P 34.11-2012.

B EINlN B kayecTBe UCTOYHMKA JaHHbBIX OS89 naeHTUuKaumm n ayteHTuukalmm nosb3o-
BaTenen npumeHsaTcs cnyxobbl katanoros LDAP. B pesynksraTte Bca cnyxebHas nHgpopmaums
nonb3oBaTenen cetTm MOXET pacnosfaratbCa Ha BblAeNeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [lobaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npounsBo-
ANTCH LleHTpanu3oBaHHO Ha cepBepe cryxbbl katanoroB. CeTeBble CEPBUCHI, NOAAEPXKMBatOLLME
BO3MOXHOCTb ayTeHTudukaunm nonb3osartenen (web, FTP, noyta), MorytT BMeCTO JfloKanbHbIX
YYETHbIX 3anMcen ncnonb3oBaTb TOT e kaTtanor LDAP nposepku ayTeHTUMKaLNMOHHON MHGOP-
Maumn. ADQMUHUCTPATOP CETU MOXET LeHTPann3oBaHHO ynpaBnaTb KOHUrypaumnen cetu, B T. 4.
pasrpaHmymBaTb AOCTYM K CETEBbIM CEPBUCAM.

bnarogaps npenoctasnenunto nHdopmaunmn LDAP B nepapxumyeckon apesosuaHon oopme
pasrpaHudeHue gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBeOEHUN
AOMeHOB. B kayecTBe gomeHa B JaHHOM criydae OyaeTt BbiCTynaTb NoA4epeBO ChyXObl kaTa-

noroe LDAP. Cepsucbl LDAP nosBonstoT pasrpaHnymBatb AOCTYN NOSib30oBaTenen K pasHbiv
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nogaepeBbsAM Kartanora, Xxotd no ymonyaxdmo B OC peanuayetca cxema ogHOro AoOMeHa.

[nsa ynpaesneHnsa nonb3oBatensamu, rpynnaMm n HacTporkaMmm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smc. OnncaHume rpadpuyeckon yTunnTbl CM. B NEKTPOHHOM
crnpaske.

Ona ynpaenenna B[l ALD B pexmme KOMaHOHOW CTPOKU MUCMONb3yeTcs yTunuta
ald-admin, nogpobHoe onncaHue KOTOpoWn npmeBeaeHo B man ald-admin.

MpumeyvaHue. lNpn cosgaHnmn nokanbHbIX Nonb3oBaTenen nnu nons3osarenen ENMM
Heobxoammo obs3aTenbHO yCTaHaBNMBaTh AN HUX AMana3oHbl A0NYCTUMbIX MaHAATHbIX YPOBHEN
N KaTeropun: MUHUManbHbIN U MaKCUMarbHbIM MaHOAaTHble YPOBHWU, MUHUMASbHBIN N MaKcu-
MarbHbIi Habopbl MaHAATHBIX kaTeropuii (pasgen ). OTcyTcTBMUE YCTaHOBNEHHBIX AOMYCTUMbIX
AnanasoHoOB MaHOaTHbIX aTpubyToB NPUBOAMT K 3anpeLleHnto oCcTyna npu obpalieHnn K ce-
TEBbIM CEPBMCAM 3alLULLEHHbBIX KOMIMIEKCOB NporpaMm rmnepTekcTtoBon 06paboTkM OaHHbIX,
AneKkTpoHHoW noytel, CYB[] n nevatn.

Mo ymonyaHuio B cueHapun /etc/pam.d/common-auth, coaepxallem obLime ansa sBcex
cnyx6 HacTPOWKM 1 NPeaoCTaBnALWEM CEPBUC A8 BXoAa B cuctemy, ucnonbadyetcs PAM-moaynb
pam_tally.so. JaHHbin PAM-Mogynb npu Havane npouenypbl ayTeHTudunkauum nonb3osaTterns
yBeNUYMBaET CHETUMK HEYCMNELLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBartens Ha eguHuuy. Ymcno
HeycCneLHbIX NOMbITOK ayTEHTU(UKALMN NONb3oBaTeNnst MOXET ObITb MPOCMOTPEHO crieayroLLemn
KOMaHOOoMW:
$faillog -u user_name

lNocne ycnewHoro 3aBepLUeHUs MNOMbITKM ayTeHTUUKauumM nonb3oBaTensa CYeTyYuK
HeyCneLUHbIX NONbITOK ayTeHTMdMKaumMm nonb3oBartensa copacbiBaeTcs B HoMb. MakcumanbHoe
4YUCIIO HEeYCMNELLHbIX MONbITOK ayTeHTUduKaumnm nonb3oBartens onpeagenserca ytunuton faillog
N 3Ha4YEeHNAMM NapameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMmeTpa per_user O3HAYyaeT, YTo Npu yctaHoBke yTunuton faillog
MaKCMMarnbHOIo 3Ha4eHUs1 HeycneLlHbIX MOMbITOK ayTeHTUUKaunm gnga nonb3oBartens, He paBs-
HOro 0, NPMMEHSIETCA yKa3aHHOe 3HadeHue. MIHade npuMeHsieTcs 3HayeHue, onpegensemoe
napameTpom deny. [1py OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTCH 3Ha-
YyeHue napametpa deny.

[nsa cbpoca cyeTUmKa HeyCneLLHbIX NONbITOK ayTeHTUMKaumMm HeobxoaMMo BbINOMHUTb
cnegyoLyro KoMaHay:
faillog -r -u user_name

Bbonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam_tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UMeHoBaHHbIM 00bekTaMm. Peannsauma mexaHnama anckpeumoHHbix MNP obecneunBaet
Hanuune ons Kaxaomn napbl (CyobekT-06beKT) ABHOE N HEOBYCMbICNIEHHOE NepeyncneHne paspe-
LUEHHbIX TUNOB AO0CTYyna.

[NCKPELMOHHBIA KOHTPOMNb AOCTYNa NPUMEHSIETCA K KaXXO0MYy OObEKTY U KaKaoMy CyOb-
eKTY W 3aKn4vaeTca B TOM, YTO Ha 3aluulaeMble MMEHOBaHHblE OObEKTLI YCTaHaBNMBaKOTCA
(aBTOMaTM4eckm npu nx cosgaHmm) 6asosblie MNP B Buae naeHTMdnKaTopoB HOMUHASBbHBLIX Cy6b-
ektoB (UID n GID), koTopble BnNpaBe pacnopshkaTtbCa SOCTYNOM K AaHHOMY OGbekTy M npas
aocTtyna K ob6bekTy. OnpegenstoTca Tpu Buaa goctyna: YteHune (read, r), 3anuck (write, w) n uc-
nonHeHue (execution, x). NMpaBa fOoCTyna BKNOYAKOT CMMCOK (OMTOBYHO MacKy) U3 A4EBATU NYHKTOB:
no Tpu BUAa AOCTyna Angd Tpex KnaccoB — nornb3oBaTtensd-snagensua, rpynnbl-enagensua n Bcex
ocTanbHbIX. Kaabii MyHKT B 9TOM CMMCKE MOXET ObiTb Mnb0o pa3pelueH, nmbo 3anpeLleH (paBeH
1 vnn 0).

Mpun obpaweHnn npouecca K 06beKTY (C 3anpocoM 4OCTyNa onpeaeneHHoro Buaa, T.e. Ha
YyTeHue, 3anncb UM UCNOMHEHME) CUCTEMA NPOBEPSIET COBNageHne naeHTnnKaTopos Bnagenb-
LeB npouecca 1 BnagensueB danna B onpegerneHHom nopsiake, U B 3aBMCMMOCTM OT pesyrbrara,
NPUMEHSET TY UNN MHYLO Fpynny npas.

MpaBa goctyna ¢annoBoro o6bekTa MOryT OblTb U3MEHEHDI, €CIN 3TO pa3peLLEHO (CaHK-
LMOHMPOBAHO) TEKYLLMMM NpaBunamMm pasrpaHnyeHmns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegenset Brnagenbla 06GbEeKTOB B KaTasnore.

Korga nonb3oBatenb nnm npouecc 3anyckaeT UCnonHseMbl dann ¢ OgHUM U3 YCTaHOB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckatb ¢pannbl OT UMEHM Cynepnonb3oBaTens.

Katanor ¢ yctaHOBNeHHbIM Sticky-OMTOM O3Ha4aeT, YTo yaanutb dann u3 aToro Kkata-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTensi C UCnonb3oBaHMeM MexaHuama sudo. Sticky-buT kaTanora octaeTcsa oo Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannoBbix cuctem. C ncnonb3oBaHneM ACL MOXHO OOMNOMHUTENbHO AN KaKaoro obbekTa
3agaBatb NpaBa Ha AO0CTYN CyObEKTOB K HEMY.

ACL coctont n3 Habopa 3anucen. lNpaBa goctyna kK O6beKTy Ans nonb3oBaTens-
Bnagenbua, rpynnbl-Bnagensla u BCex OCTalnbHbIX UMEKOT COOTBETCTBYHOLEE NpeacTaBneHme
B ACL B Buge otgenbHbix 3anucen. ACL cootBeTcTBytowmin 6aszosbim MNP Ha3biBaeTcs MUHK-
manbHbIM ACL. Takum obpasom, K Kaxxgomy 06bekTy JOCTyna Bcerga ConocTtaBnseTcs MMHMMarb-
HbIi ACL, BKnovatoLwmi Tpy 3anvcu: Ans nonb3oBaTtens-Brnagensya, rpynnbli-enagensua n Bcex
ocTanbHbIX. [MpaBa gocTtyna ona 4ONOMNHUTENbHBIX CYOBHEKTOB ONpeaenstoTcs B AONONMHUTENbHbIX
sanuncax ACL.

ACL skntovatowmm 6onee Tpex 3anucen HasbiBaeTcsa pacumpeHHbiM ACL. OH gononHu-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- UMEHOBaHHbIN NoNb3oBaTeNb (TEKCTOBOE NPeACTaBMEHNE: user : User_name : rwx);

- rpynna-enagenbua (TEKCTOBOE NpeAcCTaBleHMe: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Macku 4ocTyna Ucnonb3yeTcst Anst orpaHNyYeHns pacnpoCcTpaHeHMs npae gocTyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHuame agnckpeumoHHbix MNP peanu3oBaHo oTobpaxeHne npaB AoCTyna K 0ObekTy,
yKa3aHHbIX B GBUTOBOW Macke A5is Tpex KrnaccoB (nonb3oBatensa-snagensua, rpynnbi-srnagensua um
BCEX OCTasbHbIX) B cooTBeTcTBytowme 3anmcu ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaxarTca B MOEHTMYHbIE NpaBa goctyna 3anucm ACL Tuna nonb3oBaTenb-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oToGpaxarTca B MAEHTUYHbIE nNpaBa Agoctyna 3anmcu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
0ObeKTy BbINOMHAETCA B ABa aTana. Ha nepsom atane Bblbupaetcsa 3anucb ACL, cooTBeTCTBY!O-
wasa cyobekty goctyna. 3anucu ACL ansa obbekTa goctyna npocMaTpmuBatoTCA B Cnegyolem
nopsgke:

1) 3anucb ona nonb3oBaTensa-snagensLa;

2) 3anuMcm UMEHOBAaHHbLIX NONb30BaTENEN;

3) 3anucb rpynnbl-Bnagensua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anucb Ansa Bcex ocTarbHbIX.

PeleHne o goctyne npMHMMaeTcs TONbKO Ha OCHOBE ogHoW BblOpaHHom 3anuncu ACL. Ha
BTOPOM 3Tarne nposepsietcs, 4To 3anucb ACL cogepXut Heobxoanmble npasa gOCTyna.

AnropuT™M NpoBEPKU NpaB AOCTyNa UMEET CreayoLwnin BUA:

1) npoBepsieTcs, ABNAETCS N cybbekT AocTyna nonb3oBaTenem-BrnagensLeM obbekTa.

Ecnu cybbekT goctyna He siBngeTcsa nonb3oBaTtenem-snagensuem obbekta, To NpoBepka

npogormkaetca. Ecnn cybbekT goctyna aBnsieTcs nosnb3oBaTenem-snagensuem oobekTa,

TO NPOBEPSIETCA pa3peLLeH N B COOTBETCTBUM C BbiOpaHHOM 3anncbio ACL 3anpoLueHHbI

cybbekTom Bua goctyna. o pesynsratam NpoBepku JocTyn nmbo paspeluaetca nmbo

3anpeLyaercs;

2) nposepsieTcsa ABNSETCA Ny cybbekT 4oCTyna OgHUM M3 UMEHOBAHHbIX Nofb3oBaTenen,

ykasdaHHbIX B 3anuncax ACL. Ecnu cybbekT goctyna He ABNSeTCs UMEeHOBaHHbIM NoMb30Ba-

Tenem, ykasaHHbiM B 3anmcax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSAETCS MMEHOBaHHbIM Mosib3oBaTernemM, TO NPOBEPSETCH paspeLleH N B COOTBETCTBUU

¢ BblbpaHHom 3anucbio ACL 1 3anmnceio mackm goctyna ACL 3anpoLleHHbI CyObekToM

BMA goctyna. Mo pesynstatam npoBepku JOCTyn nNnbo pa3peluaetcs nnbo 3anpeLLaercs;

3) npoBepsieTcs, ABNSETCA N ogHa u3 rpynn cybbekTa JOcTyna rpynnon-srnagensua

obbekTa. Ecnn H1 ogHa u3 rpynn Cy6'beKTa OOCTyna He ABNAeTCA rpynnoﬁ-snap,enbua
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obbekTa, TO NpoBepka npogormkaeTcs. Ecnu ogHa mn3 rpynn cybbekT AocTyna ssnserca
rpynnon-snagensua obbekTa, TO NpoBepseTcs paspeLleH nn B COOTBETCTBUM C BbIOpaH-
How 3anuncbto ACL 3anpoLlleHHbI cyObekToM BuA gocTtyna. 1o pesynsratam npoBepKu
aoctyn nnbo paspellaetca nMbo 3anpeLuaeTcs;
4) npoBepseTcH, ABNAETCA M 0fgHa U3 rpynn cybbekTa JocTyna OgHOM M3 MMEHOBAHHbIX
rpynn, ykasaHHblx B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekTa focTyna He aBnseTcs
MMEHOBaHHOM rpynnown, ykasaHHon B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn
ofHa u3 rpynn cybbekT AgocTyna ABMAsSieTCS MMEHOBAHHOW rpynmnoun, TO npoBepsieTcs
paspeLLeH N1 B COOTBETCTBMM C BblbpaHHON 3anmncbio ACL 1 3anncbio macku goctyna
ACL 3anpoweHHbI cybbekToMm Bua aoctyna. o pesynsratam npoBepku Aoctyn nmbo
paspellaeTtcs nnbo 3anpeLlaercs;
5) npoBepsieTcs, pa3peLleH N1 B COOTBETCTBMM € 3anmcbio ACL ans Bcex octanbHbIX
3anpoLUeHHbI cybbekToM BMA goctyna. o pesynsratam npoBepku 4OCTyn nmbo paspe-
LwaeTtca nuMbo 3anpeLuaeTcs;
6) ecnu goctyn He 6bin paspeLleH Npyu NpoBegeHUN NpeablayLWwmnx NpoBepokK, To 4OCTyN
3anpeLyaercs.
PeanunsoBaHHbin B OC mMexaHn3am guckpeumoHHbix [NPL npegycmatpmuBaeT Hanuvyme y
obbekToB-KOHTenHepoB ACL, ucnonbdyemoro no ymondanuto. HassaHHbin ACL Hacneayetca
obbekTamu, cosgaBaemMbiMU B OObEKTE-KOHTENHEPE.

OGbekTaMmy OoCTyna SABNSATCA:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHu3mbl IPC (pasgensemasn namaTb, odepean coobLeHnn n ap.).

MexaHn3m, peannayoLmnin ANCKPELMOHHOE yrnpaBneHne JoCTyrnoM, obecneymBaeT BO3-
MO>XHOCTb CaHKLMOHMPOBAHHOIMO U3MEHEHUs1 CNKCKa Nonb3oBaTernien M Cnucka 3alnuaemMblxX
dannoBbiX OOBLEKTOB.

MpaBo nameHeHus MNP npegoctaBneHo BblaeNeHHOMY CyObeKTY - cyneprnonb30oBaTento
root (nonb3osatento ¢ UID, nmetownum 3HaveHune 0). ADMUHUCTpATOP MOXET M3MEHATL Npasa
C ncnonb3oBaHnemMm mexaHmama sudo. Kpome Toro, npaBa gocTtyna K 00bekTy, Kak yKasaHHble
B GUTOBOM Macke Ansi TPeEX KraccoB (Mornb3oBartens-Bragensua, rpynnbi-Bnagensua u BCex
ocCTarbHbIX), Tak yka3aHHble B 3anmcax ACL MoryT ObiTb U3MeHeHbl Cy6beKTOM SBMSOLWNMCS
nonb3oBaTenemM-snagensuem obbekra.

Peanusauma B OC mexaHmama guckpeunoHHbix MNP o6ecneymBaeT HENPOTMBOPEUYNBOCTb
npaBun U3MeHeHNa anckpeunoHHbix MPL.

Mpu ncnonb3oBaHun Ans od6bekTa MmHMMmarnbHoro ACL npamoe 1 obpatHoe otobpaxeHune
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MPL obecneunBaeTcs crnegyowmm obpasom:
1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-
TUYHLIM 06Pa3oM U3MEHSAITCA NpaBa AoCTyna AN nosfib3oBartens-snagernsua B 3anucu
ACL,;
2) Npu U3MeHeHMn NpaB gocTyna Ansa nosib3oBatens-snagensua B 3anmcu ACL naeH-
TUYHBbIM 06pPa3oM M3MEHAITCH NpaBa JOCTyna B BGUTOBOM Macke AnNs nonb3oBaTens-
BnagenbLua;
3) npw nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM
00pa3om M3MeHsTCA NpaBa AoCcTyna Ansa rpynnel-enagensua B 3anucn ACL;
4) npun U3amMeHeHUn Npae g4ocTyna ansg rpynnbl-srnagensua B 3anucu ACL ngeHTUYHbIM
0bpa3om M3MeHsTCA nNpaBa JocTyna B GUToBOM Macke Ans rpynnbl-Bnagensua;
5) npu nameHeHun nNpae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalnbHbIX NOEHTUYHbBIM
00pa3omM M3MeHsTCA NpaBa AoCcTyna Ansa Bcex octanbHbiX B 3anucn ACL;
6) Nnpu n3amMeHeHnn npaB ocCTyna Ans Bcex octanbHbiXx B 3anucn ACL MAEHTUYHbIM
0bpa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.
Mpun ncnonb3oBaHun ons obbekTa pacwmpeHHoro ACL npsmoe n obpaTHoe oTobpaxkeHue
MNP obecneunBaeTtcsa crneayowmm odbpasom:
1) npu n3meHeHnn npae JocTyna B GBUTOBOM Macke ANns nonb3oBaTtens-snagenbua naex-
TUYHLIM 06pPa3oM U3MEHSATCA NpaBa AoCTyna AN Nosfib3oBaTens-enagensua B 3annucu
ACL,;
2) npu U3aMeHeHUn NpaB JOCTyna Afis norb3oBaTens-snagensua B 3annucy ACL ngeH-
TU4YHBbIM 06pPa3oM M3MEHAKTCA NpaBa 4OCTyna B GUTOBOM Macke Ans nonb3oBaTensd-
BnagenbLa;
3) npu nameHeHun npae AOCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM
obpa3omM nameHsieTcst macka gocrtyna B 3anvcu ACL;
4) npun n3ameHeHun mackum goctyna B 3anmcm ACL naeHTnYHbiM 06pas3om M3MeHsTCs
npaBa goctyna B OMTOBOM Macke Ans rpynnbi-Bnagensua;
5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afisi BCEX OCTalbHbIX NOEHTUYHbBIM
00pa3oM U3MeHsTCA NpaBa JocTyna Ansa Bcex octanbHbIX B 3anmcn ACL;
6) Npyn M3aMeHeHUn npae AoCcTyna ANna BcexX ocTanbHbiXx B 3anncy ACL naeHTUYHbIM
00pa3om M3MeHsTCA NpaBa AOCTyna Ans BCeX OCTalnbHbIX B GBUTOBOM Macke.
Taknm obpasom, peanunsoBaHHbii B OC mMexaHu3M, perynvpyrowmn OUCKPELNOHHbIN
NPUHLMN KOHTPONSA JOCTyna, NnpeaycMaTpuBaeT CaHKUMOHUPOBAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPO, Bkntoyasi CaHKLUMOHUPOBAHHOE M3MEHEHME crnncka CyObeKToB U CMMCKa 3aluuiaemMbix

OOBbEKTOB.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npuBunernmn, onmcaHHble B obecneumBatoT paboTy ¢ MEXAHU3MOM MaH-
AAaTHOro ynpasneHue A0CTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsigok ynpaeneHuns npusunernsimm onucax B [4.9]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

CwnHTakcuc:
chown [OPTION]... OWNER[:[GROUP]] FILE...
chown [OPTION]... :GROUP FILE...
chown [OPTION]... --reference=RFILE FILE...

KomaHaa chown namMeHsieT BrnagenbLa u/vnu rpynny, BnageroLLyto KaxabiM U3 yKazaHHbIX
dannos, cornacHo 3agaHHbIM apryMeHTam, KOTopble UHTEPNPETMPYIOTCA B NOCNeA0BaTENbHOM
nopsgke. Ecnv 3agaHo Tonbko MMsi nonb3oBaTtens (UK ero YMCroBOW MAEHTUdUKATOP), TO
AaHHbIN NoNb3oBaTeNb CTAHOBUTCA BNaferbLeM KaXaoro u3 ykasaHHbIX ¢hannos, a rpynna
aTnx hannos He nameHsieTcs. Ecnm 3a umeHem nonb3oBartensi Yepes ABOETOUME crneayeT nvs
rpynnbl (UAN YNCNOBOW naeHTUdmMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna dannos. Ecnv gBoetoune nnm Touka cnegyet 3a UMEHEM MOSb30BaTenNsi, HO
rpynna He 3agaHa, TO AaHHbIA NoNb30BaTeNb CTAHOBUTCA BNnagenbLeM ykaszaHHbIX dannos, a
rpynna ykasaHHbIX pannoB N3MEHSETCS HA OCHOBHYIO rpynny nonb3oBaTens. Ecnv onyweHo nvs
nonb3oBaTensi, a ABOETOUME UNN TOYKA BMECTE C rpynnon 3agaHbl, To 6yaeT naMeHeHa TONbKO
rpynna ykasaHHbIX 0anroB; B 3TOM criydae chown BbINOMHAET Ty Xe (PyHKUMIO, YTO U chgrp
(3.3.2). KomaHpa chown u3MeHsieT BnagenbLua u/unu rpynny Kaxaoro FILE Ha OWNER w/vnu
GROUP.

Onuumn npuseaeHbl B Tabnuue [1]

Taobnuuya 1

Onuusa OnucaHwne

To xe, YTO N ——verbose. NogpobGHO onucbiBaTb TONbKO hannbl, Yen

-c, -—changes .
BnageneL AencTBUTENbHO U3MEHAETCS

MNameHuTb Bnagensua darnna, Ha KOTopbI YKasbliBaeT CUMBOSbHas

—-—-dereference . .
CCblJ1IKa, BMeECTO CaMOUN CMMBOJIbHOU CCbIJTKAN

PabotaTb ¢ camMMMn CUMBOJTbHBIMW CCbINKamu, a He ¢ dbarnamu, Ha Ko-
-h, --no-dereference TOpble OHM yKa3bIBalOT. [laHHas onuusa OOCTyMnHa, TOMbKO eCNn MMEETCS
CUCTEMHbIN BbI30B 1lchown

M3meHnTb Bragenbua w/vnn rpynny Kaxgoro danna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coBnagaetr c
CURRENT_OWNER :CURRENT_GROUP. Kak rpynna, Tak v Bnage-
nevw, MoryT BbITb ONyLLEHbI, B 3TOM Cly4Yae coBnageHue ansi aHHOro
aTpubyTa He o6si3aTenbHO

——from=CURRENT_OWNER:
CURRENT_GROUP

He BbiBOANTb coobLLeHNs 06 owmnbkax Ha hannbl, Yen Bnageney He

-f, --silent, -—quiet
MOXET ObITb U3MEHEH

BmecTo 3agaHHbIX 3Ha4eHMn OWNER : GROUP ncnornb3oBaTh BriagenbLa

--reference=RFILE N
n rpynny danna, Kotopble UMeT RFILE

-R, -—-recursive PeKkypcuBHO M3MEHSTb BriagenbLia KatanoroB 1 BCEro NX COAEPXMMOro

--help BbiBecTu cnpaBky 1 BbINTH
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OkoHyaHue mabnuusi 1

Onumsa Onucanune

--version BbiBeCTM MHpOpMaLINIO O BEPCUN U BBINTY

Bnageneu He N3MeHSIETCSH, eCnN OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, eciin He 3aaH rnoJib3oBaTeslb.

3.3.2. chgrp
CuHTakeuc:
chgrp [OPTION]... GROUP FILE...
chgrp [OPTION]... --reference=RFILE FILE...

KomaHga chgrp U3MeHsieT rpynny, BagetoLLyto KaxabiM U3 ykazaHHbIX dainos FILE, Ha
rpynny GROUP, KoTopasi MOXeET ObITb 3a4aHa UMEHeM rpynrbl UM YACTNOBLIM MAEHTUDMKATOPOM
rpynnbi.

Onuumn npuseaeHbl B Tabnuue [2]

Tabnuuya 2

Onums OnucaHwune

To xe, 4To U ——-verbose, HO BbIBOAUTb COOBLLEHNE TONLKO TOrAa, Koraa

-c, -—changes . .
AencTBUTENbHO Oblna n3aMeHeHa rpynna danna

M3meHuTb Bnagensua canna, Ha KOTOpbIN YKasbiBaeT CUMBOSIbHAs CCbif-

—-—dereference . .
Ka, BMECTO CaMOW CMMBOJIbHOWN CCbINKU

MN3meHnTb BragenbLa CMMBOSIbHOW CCbINIKM, @ He Bnagensbua ganna, Ha
-h, -—no-dereference | KOTOPbI yKa3biBAET 3Ta CCbIfKa (4OCTYMHA TOMbKO HA CUCTEMAX, MMEIOLLNX
CUCTEMHBbIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHNS 06 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cganna FILE Ha Ty, YTO BrageeT dannom RFILE

-R, -—recursive PeKprVIBHO N3MEHATb BJlaferibla KaTtajioroB " nx coaepxmmoro

BbiBOOUTb AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn Bragenbsla ans

-v, ——verbose .
Kaxgoro ¢pavna

--help BbiBecTu cnpaBky ¥ BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.3. chmod
CwuHTakcuc:
chmod [OPTION]... MODE[,MODE]... FILE...
chmod [OPTION]... OCTAL-MODE... FILE...
chmod [OPTION]... —--reference=RFILE FILE...

KomaHaa chmod M3MeHsiIeT npaBa AOCTyna ykasaHHoro dainna FILE B COOTBETCTBUM

C NnpaBaMun O0OCTyNa, yKasdaHHbIMU B NapameTpe MODE, KOTOprIZ MOXET ObITb npencTtaBnieH Kak
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B CMMBOSIbHOM BUAeE, Tak U B BUAe BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByo Mmacky
HOBbIX NpaB gocTyna.

dopmaT CMMBOSBHOIO pexuma:
[ugoa...][[+-=][rwxXstugo...]...1[,...]

Kaxkabih apryMeHT — 3TO CMMCOK CUMBOSIbHbIX KOMaHA U3MEHEHUS NpaB AOoCTyna, pas-
AeneHHbIX 3ansaTbiMn. Kaxgasa Takas koMmaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHauMa KOTOpbIX YKasbliBaeT, YbW NpaBa gocTyna K cdanny 6yayT nameHeHbl: nonb3oBartens,
Bnagetowero gpamnom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOofb3oBaTenen, He
BXOOSALMX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). bykea a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn dyaeT ncnonb3oBatbeda OykBa a, HO GUTHI,
yCTaHOBSEHHbIE B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndeT BbiOpaHHbIE NpaBa AOCTyMNa K y)Ke UMEHLLMMCH Yy Kaxgoro
danna; «-» ygansier 3Tu npasa; a «=» NpucBaMBaeT TOSbKO 3TW MpaBa KaXgoMy yKazaHHOMY
danny.

BykBbl rwxXstugo BbIOMpalOT HOBbIE NpaBa 4OCTyna Ansa nonb3oBaTensd, 3a4aHHOro oa-
HoW 13 ByKB ugoa: YTeHue (r); 3anncb (w); UCNONHEHNE (UK JOCTYN K KaTtanory) (x); BbINOSIHEHWE,
ecnun dann ABNAeTCHa KaTtanoroMm Unun yxe MMeeT NpaBo Ha BbINOSMIHEHUE AN Kakoro-HMbyab
nonb3osarens (X); setuid- nnn setgid-6uThbl (s); sticky-6uT (t); ycTaHoBKa AN ocTarnbHbIX Taknx
Xe npas AoCTyna, KOTopble MMEET Morb3oBaTenb, Bnageowmmn aTum gansiom (u); yctaHoBKa ans
OCTanbHbIX TAKKX Xe NpaB 4OCTyna, KoTopble UMeET rpynna darna (g); ycTaHoBKa Ans octarnb-
HbIX TaKUX XXe nNpaB 4OCTYyNa, KOTOpble MMEIT OCTasrbHble NoMNb3oBaTeNu (He BXxoadalme B rpynny
danna) (o). (Tak, chmod g-s file cHUMaeT GUT set-group-ID (sgid), chmod ug+s file
ycTaHaBnuBaeT 6uTbl suid M sgid, B TO BpeMsi Kak chmod o+s file HMYero He Aenaer.)

UncnoBomn pexmmM COCToUT 13 He Bornee YeTbipex BOCbMEPUYHbIX LUdp (OT Hyns Ao cemu),
KOTOpble CKnaabiBatoTcst N3 6UTOBbLIX Macok 4, 2 n 1. Jltobble NnponyLLeHHbIE pa3psiabl 4ONOMHAKTCA
nnaupytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annce
(2) n ncnonHexmne (1); Tpetbsa undpa BbibMpaeT npaea 4ocTyna Ans Nonb3oBaTenen, BXoAALWmnNX
B J@HHYHO rpynny, C TeM e CMbICIIOM, YTO U Yy BTOPOM Undpbl; N YeTBEPTLIN pa3ps BbiOMpaeT
npaea 4OCTyna 415 ocTanbHbIX NOfb3oBaTeNnen (He BXOOALWMX B JAHHYIO rpynny), onNaTb C TEM Xe
CMbICIIOM.

KomaHaa chmod HUKOrAa He N3MEHSET NpaBa Ha CUMBOJSIbHbIE CChISKK, T. K. 3TOro He gena-
€T CUCTEMHbIV Bbl30B chmod. JTO He sBnsieTca Nnpobrnemoin: npaBa CUMBOJSIbHbIX CCbIIOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ANA KaKA0W CUMBOSIbHOW CCbISKK, 3aaHHOM B KOMaHAHOW CTPOKe,

chmod UrHOPUPYET CUMBOJSIbHbIE CCbINIKM, BCTPEYatoLLMecs BO BpeMsi peKypcuBHON 0b6paboTku
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KaTanoros.
KomaHga chmod M3MeHsIeT npaBa AocTyna kaxaoro gpavna FILE Ha MODE.

Onuumn npuseneHbl B Tabnuue 3|

Tabnunua 3
Onumsa Onucanune
o changes To Xe, 4YTO U ——verbose, HO BbIBOAUTb COOOLLEHMEe TONbKO Toraa, Koraa
! 9 ObInn Npon3eeaeHbl U3MEHEHUS
-f, --silent, He BblgaBatb cooblieHnsa o6 owmnbkax Ha Te ansnbl, Ybu Npasa He MOryT
-—quiet ObITb U3BMEHEHBI
-v, --verbose Moapo6Ho onuckiBaTh M3MEHEHHbIE NpaBa AocTyna

--reference=RFILE | VIamMeHUTb NpaBa AocTyna K (anny Ha Te npaea, YTo umeeT RFILE

-R, --recursive PekypcuBHOE M3MeHeHMe npaB 4OCTyna A5 KaTanoroB U UX COAepXMMoro
--help BbiBeCTu cnpaBky 1 BbIATH
--version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATH

Kaxxgbin MODE npeacTaBnsieT cobon KombuHaumio 13 ogHoro nnmn 6onee CMMBOMOB ugoa
B Hayane v OfuH U3 CUMBOJMOB «+», «-», «=», 3aTeM OfHa NN HECKombKo OYKB N3 rwxXstugo.

CvmBonbHas chopma npveeaeHa B Tabnuue (4]

Tabnuua 4
Onuusa Onucanue
u Monb3oBaTens (BNageney daina) — ot user (nonb3oBaTterb)
g lpynna — ot group (rpynna)
OcrtanbHble nonb3oBartenu — ot other (octanbHble)
a Bce nonb3oeatenu — ot all (Bce)
+ [o6aBnTb paspelueHns K TekyLmnm npasam gocryna

- YoanuTb paspelueHunst U3 TeKyLwux npae gocTtyna

= YcTaHoBUTb pas3peleHnda BHe 3aBUCMMOCTU OT TEKYLLUX npaB AocTtyna

r Pa3spelueHne Ha 4yTeHne — oT read (4Yntath)

w PaspelueHne Ha nameHeHve — ot write (nmucaTtb)

X PaspelueHne Ha ucnonHeHne — ot execute (BbIMNOMHATL)

1 BnokupoBka danna ana gpyrux nonb3osaTtenen npu Joctyne
3.3.4. umask
CwuHTakcuc:

umask [-p] [-S] [macka]

lMonb3oBaTenbckaa Macka co3gaHus d)a|7|na yCTaHaBJINBaAETCA paBHOVI aprymMmeHTy macka.
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Ecnn macka HaumMHaeTcsa ¢ undpbl, OHa MHTEPNPETUPYETCHA Kak BOCbMEPUYHOE YUCIIO, NHaYe —
Kak Macka B CMMBOSIbHOM dpopmate, aHarorMyHoM Mcrnornb3yemMomy B KomaHae chmod (cm. [3.3.3).
Ecnn macka He ykasaHa unu 3agaHa onuusa -S, Bbl4aeTcs Tekyllee 3HadyeHne macku. Onums -S
BbI3blBaET Bbl4ayy Macku B CUMBOSIbHOM bopmaTe; N0 YMOMYaHUIO BblJAeTCs BOCbMEPUYHOE
yucno. Ecnu ykasaHa onuusa -p, a Macka He 3agaHa, pe3ynbraTt BblAaeTca B BuAe, KOTOPbIN
MOXHO MCMonb30BaTh BO BXogHoM komaHae. Ctatyc Bbixoga — 0, ecnn macka 6bina ycnewHo
N3MeHeHa Unun He ykasaHa, n 1 — B NPOTUBHOM Clyyae.

KomaHga umask pacno3HaeTcs 1 BbINOnHAETCst 060no4kon shell.

KomaHgy umask uenecoobpasHo BKNIOYMTE B NOb30BaTENbCKUI pro-chann. Torga oHa
OygeT aBTOMaTMYeCKU Bbi3bIBaTbCHA MPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA pEXUM AOCTyna K

co3gaBaeMbiM doannam 1 Katanoram.

3.3.5. getfacl
CwuHTakcuc:
getfacl [-dRLP] odann
[na kaxpgoro cdanna getfacl BbIBOAUT UMS hanna, Bnagensua, rpynny-srnagensua n
ACL. Ecnu katanor nmeet ACL-no ymon4yaHuio, 7o getfacl BbiBOgMT Takke ACL-no ymonyaHuio.
dannbl He moryT umetb ACL-no ymonyaHuio.
dopmart BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #teffective:r-x

6 group: : rwx #teffective:r-x

7 group:cool:r-x

8 mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx feffective:r-x

12: default:group::r-x

13: default:mask:r-x

14: default:other:---

Ctpokn 4, 6 n 9 oTHOCATCS K TpaguuMoHHbIM BuTam npae goctyna K danny, cooTBeT-
CTBEHHO, AnA Bnagenbua, rpynnbl-Biiagernbla U BCEX OCTallbHbIX. TN TPpWU ANemMeHTa ABJIAI0TCA
6a3oBbiMU. CTPOKM 5 1 7 aBNSOTCS aneMeHTaMn Ans oTAeNbHbIX Nonb3oBaTens u rpynnbl. CTpoka
8 — Macka appeKTUBHbIX NpaB. TOT ANEeMEHT orpaHnYnBaeT aPeKTMBHbLIE NpaBa, NpegocTas-

ideMble BCEM rpynnam n otaenbHbIM MOJ1b30BaTENAM. Macka He BnusieT Ha npasa And snagernbLa
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danna n scex gpyrux. Ctpokn 10-14 nokasbiBatoT ACL-no ymonyaHmio, accounmpoBaHHbIN C
AaHHbIM KaTarnorom.

KomaHga getfacl BbiBognT ACL dhaninoB n katanoroB no yMOnyYaHuio.

[Ona 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHblie nycTbiMn
cTpokamu. Pesyneratbl KOMaHObl getfacl MOryT UCNOSb30BaTbCH KaK BXOAHbIE AAHHblE AN

komaHabl setfacl (3.3.6).
Onuuun npuseneHbl B Tabnuue Bl

Tabnunua 5
Onuwms OnucaHue
--access BbiBecTn Tonbko ACL dhanna
-d, -—-default BbiBecTn Tonbko ACL-no ymonyaHuio
--omit-header He nokasbiBaTb 3aronoBokK (Mms danna)
-—all-effective MokasaTb BCce ahPeKTMBHbIE NpaBa
--no-effective He nokasbiBaTb ahheKkTnBHbLIE NpaBa
--skip-base MponyckaTb dannbl, UMetoLne TONbKO OCHOBHbIE 3anncu
-R, --recursive [ns nogkatanoroB pekypCuBHO

CrnegoBaTb MO CUMBOJSIMYECKMM CCbINKaMm, Mo yMon4yaHno cMmMBoJ1In4eCKNE

-L, ——logical .
CCblIJ1KK, HE YKa3aHHble B KOMaHOHOWU CTPOKE, NTHOPUPYHTCA

He cnepoBaTtb MO CUMBOSIMYECKUM CChIflkaMm, Aaxke ecrin OHU YKa3aHbl B

-P, —-physical .
KOMaHOHOW CTpPOKe

--tabular Mcnonb3oBaTtb TabynnpoBaHHbIN hopmaT BbiBOAA

—-—-numeric Moka3sbiBaTb YNCIIOBbIE 3HAYEHUS I'IOJ'Ib3OBaTeJ'IFI/prI'II'IbI

--absolute-names He ynanaTe Beagywime «/» u3 nytu canna

--help BbiBeCcTy cnpaBky 1 BbIATH
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.6. setfacl
CwuHTakcuc:
setfacl [-bkndRLP] { -m|-M|-x|-X ... } Qawnn

OTa komaHaa usmeHsiet ACL k dparnam nnu katanoram. B komaHOHOW CTpOKe 3a rno-
cnepoBaTeribHOCTbIO KOMaHA naeT nocrnegoBaTenbHOCTbL hansioB (3a KOTOPOK, B CBOK ovepeab,
Takke MOXEeT UaTu nocrnefoBaTenbHOCTb KOMaHa U T. 4.).

Onuumn npueeaeHbl B Tabnuue [6]

Tabnunua 6

Onuwms Onucanue

-m, —-modify=acl MameHnTb Tekywmun ACL gna daina
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Onumsa

OnucaHwune

-M, -—-modify-file=file

Mpountatb 3anucmn ACL ana mogudukaumm ns danna

-xX, ——remove=acl

Yoanute 3anucn ns ACL danna

-X, ——-remove-file=file

Mpountatb 3anncu ACL ana yganeHusa us danna

-b, -——remove-all

Ypanutb Bce paclumpeHHble 3anuncu ACL

-k, ——remove-default

Yaanute ACL-no ymon4yaHuio

-—-set=acl

YctaHouTtb ACL ans danna, 3ameHus Tekywmn ACL

—--set-file=datei

Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna

--mask

Mepecuntatb Macky acpeKTUBHLIX NpaB

-n, -—no-mask

He nepecuntbiBaTh Macky addeKkTUBHbIX npas, 0bbIYHO setfacl ne-
pecynTbIBaeT MacKy (Kpome criyyas ABHOro 3afjaHusa Macku) Ans Toro,
YTOObI BKMOUYMTL €€ B MaKkcMMarbHbIn Habop npas JocTyna anemMeH-
TOB, Ha KOTOpble BO34eNCTBYET Macka (AN BCex rpynn v oTaerbHbIX
nonb3oBarenen)

-d, -——default

MpumennTe ACL-N0 ymonyaHuio

-R, ——recursive

[lns noakaTtanoroe pekypcuBHO

-L, --logical

CnepoBatb MO CUMBOSIMYECKUM CCbISIKaM, MO YMOSYaHMUIO CCbINKU, He
ykasaHHble B KOMaHLHOW CTPOKe, UTHOPUPYHOTCS

-P, —-physical

He cneposaTb N0 CUMBOSIMYECKUM CChIfIKaM, AaXXe eCrii OHU yKa3aHhbl
B KOMaHAHOW CTpoKe

—--restore=file

BoccTtaHoBUTL pe3epBHYIO KOMUIO NpaB AOCTYyna, CO34aHHY KOMaHAon
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartano-
roB BOCCTaHaBMBAOTCS, UCMOMNb3Ysl 3TOT MexaHn3m. Ecnn BBogmmble
AaHHble coaepXaTt aneMeHTbl Ana Bnagenbua unuv rpynnbl-enagensua
N komaHaa setfacl BbINOMHAETCH NONb30BaTeNeM C UMEHEM root,
TO Bragernew u rpynna-snagenel Bcex annos Takke BOCCTaHaBMU-
BalOTCA. JTa OMNUMS HE MOXET UCNONb30BaTbCA COBMECTHO C ApYrumMu
ONuMSMU, 3a UCKITKOYEHNEM oNumMmn —-test

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

Mpn ncnonb3oBaHMM oNUMN —-set, -m U —x AOMKHbI ObITb NepeyncrneHbl 3anucn ACL B

KomMaHaHowm cTtpoke. AnemeHTbl ACL pasgensaTca oguHapHbIMU KaBblYKaMu.

Mpu yteHnn ACL n3 parina npu nomowm onumm —--set-file, -Mu -X KOmMaHga setfacl

NPUHNMaET MHOXECTBO 3J1IEMEHTOB B q)opmaTe BbiBoga getfacl. B CTpOKe 00blyHO coaepXunTcA

He 6onblue ogHoro anemeHTa ACL.
3.3.6.1. AnemeHTLI ACL

KomaHga setfacl ucnonb3yeTt criegyowmne opmatbl arniemeHToB ACL:

1) [dlefault]:]

[u[ser]:]Juid [:[+|"]perms]
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lMpaBa gocTtyna oTgenbHoro nomnb3oBartens. Ecnu He 3agaH uid, TO npaea goctyna

Bnagenbua dganna.

2) [dlefault]:] glroupl:gid [:[+|~]perms]

MpaBa goctyna oTaenbHOM rpynnbl. Ecnn He 3agaH gid, To npaBa gocTtyna rpynnbl-

Bragenbua.

3) [dlefault]:] m[ask]:[+|"] perms

Macka adppeKkTUBHbIX Npas.

4) [d[efault]:] o[ther]:[+|"] perms

lMpaBa goctyna Bcex ocTanbHbIX.

AnemeHT ACL aBnsietcs abcontoTHbIM, eCnn OH COAEPXKUT NoNe perms U ABMSETCS OTHO-
CUTENbHbIM, €CIN OH BKNIOYAET OAMH M3 MOAMMUKATOPOB: «+» UK «*». ABCOMIOTHbIE 3NEMEHTbI
MOryT MCMNOMb30BaTbCA B onepauusax yctaHoskn unn mogudukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. NMpaBa goctyna aons
OTAerNbHbIX Norb3oBaTenen, rpynnbl, He CoaepXaLlue HUKaKMX Noren nocne 3HavYeHun uid, gid
(none perms nNpu 3TOM OTCYTCTBYET), UCNOMb3YIOTCA TONBKO ANSA yOaneHUs 3NeMeHTOB.

3HaveHus uid un gid 3agaroTcsa UMeHeM unu Ynucnom. lNone perms MoxeT ObITb Npea-
CTaBneHo kombuHaumen CMMBONOB r, w, X, — Unu undp (0-7).

3.3.6.2. ABTOMaTU4eCKM co3faHHble NnpaBa AocTyna

M3HavanbHO dhannbl 1 Katanorn cogepaT Tonbko Tpy 6a3oBbix anemeHta ACL: gns
BnagenbLa, rpynnbl-Bnagensua u Bcex ocTanbHbIX Nonb3oBatenen. CyliecTByeT pag npasun,
KOTOpble criefyeT BbIMOSHATD:

1) He MoryT 6bITb yaaneHsl cpasy Tpy 6a30BbIX anemeHTa. [JomkeH NpucyTCcTBOBaTb XOTA

Obl OOWH;

2) ecnu ACL cogepxuT npaBa gocTtyna ansa otTaenbHOro nosib3oBatens unm rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnn ACL cogepxunt kakne-nmbo anemeHTbl ACL-no ymonyaHuo, To B NocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBaTb TpU 6a30BbIX anemeHTa (1. e. NpaBa AocTyna no ymonya-

HWIO ANSA Bnagenbua, rpynnbl-Bnagensua n Bcex ocTasbHbIX);

4) ecnn ACL-no ymonyaHuio cogepXXuT npaea AocTyna Ans otaenbHbIX Nosfib3oBartenem

unu rpynn, To B ACL Takke gomkHa NpMcyTCTBOBaTb Macka a(OEKTUBHbIX NpaB.

[Onsa Toro 4To6bl NOMOYb MONbL30BaATENIO BbLIMOMHATL 3TU Npasuna, setfacl co3gaer
npaBa JOCTyna, UCMNOSMb3yH YXKe CYLLEeCTBYHOLME, COMMAcHO cneayowmm YCroBUSIM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unu rpynnesl gobasnexsl B ACL, a
MacKu npaB He CyLLecTBYyeT, TO CO31aeTca Macka C npasBamu JOCTyna rpynnbl-Bragensua;
2) ecnu co3gaH anemeHT ACL-no ymonyaHuio, a Tpex 6a3oBbiX 3f1IEMEHTOB He 6bIno,

Torga Aenaetcs ux konust u oHn gobaenstotcs B ACL-No ymon4yaHuio;
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3) ecnn ACL-no ymon4yaHuio coaepXuT Kakme-nmbo npasa gOCTyna Afst KOHKPETHbIX
nonb3oBaTesis UNu rpynnbl U He COAEPXKUT MacKy npaB JOCTyna o yMON4aHuto, To Npu

co3gaHuMM aTa Macka OyaeT MMeTb Te XKe npaea, YTo 1 rpynna no ymMosryaHuio.
3.4. AnuckpeuunoHHoe ynpaBneHue goctynom B CYB PostgreSQL

B kauectBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopabotaHHas
B COOTBETCTBUU C TpeboBaHneM nHrerpauumn ¢ OC B YaCcTU MaHAaTHOroO ynpaBneHust AOCTYNOM K
UHdopmMaLunu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-pENSALMOHHON. Ha HM3KOM ypOBHE faHHble Xpa-
HATCA B OTHOLWeEHMAX (Tabnuuax, Bugax), U 4oCTyn K AaHHbIM pa3rpaHUYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

[aHHble B penaunoHHon B xpaHaTca B OTHOWeEHUNAX (Tabnuuax), COCTOSALWMX N3 CTPOK U
cTon6buos. Npn 3TOM eanHULEN XpaHEeHNS 1 JOCTyNa K JaHHbIM ABMSETCS CTpOKa, COCTOoALWasa n3
nonewn, naeHTUUUUpyemMblx meHamum ctonbuos. Kpome tabnuu, cywectByroT gpyrme o6bekTbl
B (Buabl, npoueaypbl U T.M.), KOTOpPblEe NPEOCTaBNSAT AOCTYN K AAHHbIM, XPaHALWMMCA B
Tabnuuax.

C kaxabim Tnom obbvekToB B accounnpyetca onpeaeneHHbin Habop TUNOB AocTyna
(BO3MOXHbIX onepauuin). [1ns kaxgoro ooGbekTa S\BHO 3a4aeTCs CNMCOK pa3peLLEHHbIX ANs KaXaoro
N3 NOMMeHOoBaHHbIX cybbekToB B[l (monb3oBaTtenen, rpynn unu ponen) TmnoB goctyna (T.e.
ACL). N B panbHenwem npu pasbope 3anpoca k B[] ocywecTBnaeTcs npoBepka BO3MOXHOCTU
npegocTaBreHnsa goctyna cybbekrta K 06beKTy Tuna, COOTBETCTBYIOLLEIO 3anpocy.

B PostgreSQL o6bektamm ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cTon6ubl
Tabnuubl, NOCKONbKY OHWM O4HO3HAYHO MOEHTUMPULMPYIOTCA MO COCTaBHOMY MMEHW Tabnuubl 1
ctonbua, T.K. uMsa cTonbua BHYTpU Tabnuubl ABASETCA YHUKAIbHbIM.

B T0 xe Bpems, oTaenbHasa cTpoka Tabnuubl He ABNSETCA OOHO3HAYHO naeHTuduumnpye-
MbIM 06BLEKTOM 1 B 06LLEM CnyyYae ANCKPELNOHHbIE U Ntobble ApyrMe npasuna pasrpaHnyeHuns
AOCTyNa K HeW NpUMeHeHbl 6biTb He MoryT. MocKonbKy Kaxaasi CTpoka MaeHTUpMLMpyeTca TONbKO
HabopoOM coOepXMMOro CBOMX Mornen, To paspaboTynky notpebyercs BblIGpaTb Ty UMAN UHYLO
npoueaypy naeHtudukaumm ctpok B b1, Takyto, Hanpumep, Kak co3gaHne NepBUYHOrO Kroya unm
co3faHne U3n4ecKoro YHMKanbHoro ngeHtudukatopa ctpoku B b/.

[ononHutensHo Ans orpaHudeHnst Habopa AaHHbIX, BblAaBaeMblX MOb30BaTEND, MOXHO
npuMeHATb Bxoadawwyto B PostgreSQL cuctemy cpunstpaumm ctpok (POLICY) nog HassaHnem ROW
LEVEL SECURITY, dunstpoBaTb CTPOKM, BblAaBaemMble U3 Tabnuubl ykazaHHOMY NOfb30BaTenNto
(nonb3oBarernsiM) Ha OCHOBaHUU BblYUCIEHNSA 3a4aHHOIO NIOMMYECKOro BblpaXKeHus!.

B pamkax guckpeumoHHbix MNP onpegeneHsl crneaytowme onepaunm Hag Tabnuuamm mn

XpaHAWMMUNCA B HUX JaHHbIMU!
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- SELECT — YTEHME OaHHbIX 13 Tabnuubl;

- INSERT — BCTaBKa HOBbIX JaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKoTopbIX/BCcexX AaHHbIX B Tabnuue;

- UPDATE — U3MEHEHWE aHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHNe AaHHbIX Tabnuubl ANs BHELUHUX KIHOYEN;

- TRIGGER — CcO3aHue 1 Ha3Ha4yeHue Ans Tabnvubl TpUrrepos;

- TRUNCATE — oyucTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeaeHb! crnegytolme o6bekTbl, K KaXaomy
N3 KOTOPbIX TaK e CyllecTByeT Habop onepauuni:

1) BMO — cnocob opraHuMsauuu npegBapuTesibHO NOArOTOBMEHHbIX 3anpocoB. Habop

ornepauun coBnagaeT ¢ Habopom onepaunn ansa Tabnuuy, 3a UCKNIOYEHNEM CO3aaHus

TPUITEPOB U BHELUHMX KITHOYEN:

SELECT — YTeHne gaHHbIX U3 BUaa,

INSERT — BCTaBKa HOBbIX AaHHbIX B BUA,;

DELETE — yAarieHMe HEKOTOPbIX/BCEX AAHHbIX B BUAE;

UPDATE — U3MEHEeHNe OaHHbIX B BUAE;
2) nocnepfoBaTtenbHOCTb — CNOCcob NoNyyYeHUst YHUKanbHbIX 3HavyeHun (cveTtuumk). Onpeae-
NeHbl creayloume onepauuu:

- SELECT — YTeHWe 3Ha4YeHUs CHETUUKa;

- UPDATE — yCTaHOBKa 3Ha4YeHUs1 CHETUMKA,;

- USAGE — BbINOMHEHMEe YHKLUUIN MaHUNYNMPOBAHNS CHETYUKOM;
3) B[l — cnocob opraHunsauum obnactu AaHHbIX, cogepXallmnx Bce ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl cneayrowme onepauum:

- CREATE — co3ganue b[;

- CONNECT — ycTaHOBKa coeauHeHus ¢ b[;

- TEMPORARY/TEMP — co3gaHune BpeMeHHbIX Tabnuy, B B[;
4) yHKLMA — NpOrpaMmHbIN KO4 MaHUNyNUMpoBaHUa AaHHbIMU Ha cepeepe. OnpegeneHa
onepaunsa EXECUTE — BbINOSIHEHNE (PYHKLNY;
5) A3bIK — A3blKk HanNUcaHusa yHKUMn Ha cepBepe. OnpegeneHa onepauus USAGE —
MCNONb30BaHWE A3blKa A5 HanucaHusa yHKUNIA;
6) cxema — cnocob opraHm3aumm o6bLEKTOB B nNpeaenax otaensHon BI. OnpegeneHbl
cnegyowine onepawmu:

- CREATE — co3faHne OObeKTOB B yKa3aHHOW CXeMe;

- USAGE — 1CNOnb30BaHNe 0ObEKTOB YKa3aHHOW CXEMb;
7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B C OC. OnpegeneHa onepa-

umst CREATE — co3gaHne o6bekToB B YKa3aHHOM TabnnyHom NpPoCTpaHCTBE.
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8) BuHapHbIN 06bEKT — cnocob XpaHeHUs BoNbLUMX OBONYHBLIX O6BLEKTOB (dhannos, 4OKY-
MeHTOB, dpoTorpadmn, u 1.n.) B . OnpeaeneHsl criegyowme onepaunn:

- SELECT — 4YTeHue buHapHoro oobekTa;

- UPDATE — u3MeHeHne buHapHoro obbekTa;

9) B B[ moryT npucyTCcTBOBaTb AOMNOMHUTENbHbLIE 0OBbEKTDI, AN UCMOMb30BaHNS KOTOPbIX

onpegereHa onepauuns USAGE.

[ns KOHTpONS BbLINONHEHUS BCEX NMEPEUYNCNEHHbIX onepauumn auckpeunoHHsix MNP cyuwe-
CTBYIOT COOTBETCTBYHOLLME NpaBa Aoctyna. [1paBo Ha npegocTaBneHne npae AocTyna Kk obbektam
He MOXeT ObITb NPeAOCTaBNEHO APYrMM NOMb30BaTENAM U LOCTYMHO TONMbKO aaMuHucTpatopy b
(Npu COOTBETCTBYIOLLIMX HACTPOMKAxX cepBepa MOXET ObITb NpeoCcTaBneHo 1 BnagenbLly obbekTa).

Kpome paccMoTpeHHbIX (aenermpyemMbix) npaB AOCTyNa, CyLecTByeT pag npae, KoTopble
BCeraa npuHagnexar Brnagenbuam o6bekToB n agMmuHuctpatopam CYB[. 3Ty npasa He mMoryT
ObITb AenervpoBaHbl U oTMeHeHbl cpeactBamm CYB[. K Takum npaBam OTHOCATCA: yAaneHue u
Moaudukaumnsa obbekTa n HasHayYeHne nornb3oBaTenam genermpyemMblx Npas 4ocTyna K oGbekTam.

Cpaay e nocrne co3gaHusa obbekTa TONbKO ero Brnageney u agmumHuctpatopbl CYB[
MOTyT UCNONb30BaTb €ro Kaknum-nmbo obpasom. [1ns Toro 4tobbl ¢ 3TMM 0OBLEKTOM MOrnM paboTaTb
Apyrve nonb3oBartenu, Bnageney obbekta unn agmmuHnctpartop CYB[ pomkeH aBHO NpegocTaBuTb
UM COOTBETCTBYIOLLME OANCKPELMNOHHbIE NpaBa AoCTyna.

Mopgudumkaumsa metTagaHHbIX BO3HUKAET KaXabli pa3 npyu U3aMeHeHun cTpykTypbl B, 4To
BKNIOYaET B cebsa co3gaHne, moandumkauuio n yganeHne oobektos Bl.

PasrpaHunyeHue goctyna K nepedncrieHHbIM onepaumam Ha yposHe CYB[] Tak xe peanu-
3yetcsa npuMmeHeHneM auckpeumoHHbix MPL. [Ona atoro ncnonb3yerca npaBo BNageHUsi OObEKTOM,
npaBo Ha co3faHne 0bbekToB. NpaBo BnageHnsa o6bekTom npeaocTaBnseT BnagensLy obbekTa
BO3MOXXHOCTb MoauduumpoBaTb 1 yaanate o6bekT. Kak npasBuno, BnagenbLem sBNSETCA Co-
3naTtenb obbekTa unu cynepnonb3oBatenes (agMmuHuctpatop bl). Npaso Ha co3gaHue (CREATE)
cywecTtByeT K obbektam B[], aBnsowmMxcs KOHTenHepamu ONa ApYrnx oObEKTOB, @ MMEHHO:
HenocpeacTBeHHo cama Bb[l, cxema, TabnmyHoe NpoCTPaHCTBO.

Mpu BbINONHEHMKM Ntoboro 3anpoca nonb3oBartens (cyobekra B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBrieHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na KaXKaon BbINOMHAEMON onepaumm Npon3BOANTCA NPOBEPKa HaNMymns
npaea y nonb3oBaTens Ha BbINOfIHEHWE AAHHOW KOHKPETHON onepaunn.

[uckpeunonHblie MNP npumeHstoTca nocne pasbopa 3anpoca nosnb3oBaTtens u nocrpoe-
HUS NfiaHa ero BbIMOSTHEHWS.

OunckpeunonHbie MNP k ctonbuam obbekTa NPUMEHSAIOTCS TONMBLKO NPU OTCYTCTBUMN SIBHOIO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyNa K 0ObEKTY SBNAIOTCA

OOMUHNPYHOLWNMNA. I'Ip|/| 3TOM Npn OTCYTCTBUUN ABHO 3a[jaHHbIX MNMpaB Ha 06bEKT Henb3s ckasaTtb
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onpegeneHHo O NpefocTaBrieHMy JocTyna OO0 Tex nop, noka He GyayT npoBepeHbl NpaBa Ha
ctonbubl obbekTa.

B CYBL PostgreSQL napameTp KoHdurypaumm ac_enable trusted_owner NO3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagernbLlam o0bekToB nepeaasaTtb nNpasa Ha JOCTYN K HAM
apyrnm nonb3oBatenam CYB[l. B cnyyae ycTaHOBKM 3HAYEHUS 3TOW NEPEMEHHON KOHUrypaumum
B FALSE pacrnpegeneHue npas goctyna Kk oobektam B[] paspelueHo ToNbKO agMuHuUcTpaTopam
CybA.

MapameTp koHurypauum ac_allow_grant_options no3Bonder agMUHUCTPATopy
3anpeTnTb nepefady yxe WMMEKLWMXCS NpaB [ocTyna Ha oObekT gpyrum ponsam. Ecnn
ac_allow_grant_options ycTaHoBneH B FALSE, TO 3anpeLwaeTcsa UCnosib3oBaTb KOMaHOy
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM ponsaM Takxe
3anpewaetcs. N3bsatne (REVOKE) npusunernm GRANT OPTIONS paspeluaetcs Bcerga.

MapameTp KOHuUrypaumm ac_allow_admin_options NO3BONSET agMUHUCTpATOpPY 3a-
NpeTUTb Nepefady npas YneHcTBa ponu apyrum ponsam. Ecnv ac_allow_admin_options ycrta-
HoBMNeH B FALSE, TO 3arnpeLiaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegada npae YrieHCTBa APYrMM ponsM Takke 3anpeldaercs. N3batue (REVOKE) npuBunerum
ADMIN OPTIONS paspeluaeTcs Bcerga.

MapameTp KoOHUrypaumm ac_enable_truncate NO3BONSET agMUHUCTPATOPY 3anpe-
TUTb BNagenbuamMm o6bekToB 1 NobbIM Nonb3oBatenam, obnagaroLwmnmM CoOoTBETCTBYHOLWUM NPaBoM
TRUNCATE, BbINOSIHATb yAaneHne Bcex 3anucen na tabnuy. B cnyyae yctaHOBKM 3HaYeHUs
3TON NepeMeHHON KoHdurypauuu B FALSE BbINofHeHME KomaHabl TRUNCATE 3anpeLyeHo BCeM

noJsib3oBaTendam.

3.4.1. CpeactBa ynpaBneHus pauckpeuuoHHbiMu [P0 k obbektam B CYB[
PostgreSQL

[nsa ynpaenenuna guckpeumoHHbimn MNP k o6bektam B CYB[ PostgreSQL ncnonbayetcs
rpadouyeckas ytunuta pgadmin3.

[na penernpoBaHnst ANCKPELMOHHLIX NpaB AOCTyna K 0GbeKkTam UCMNOonb3yeTcs kKoMaHaa
SQL GRANT, a gna oTMeHbl — KOMaHga REVOKE. Hanpumep, ecnn B cucTeme CyllecTByeT
nonb3oBaTtenb ivanov, TO eMy MOXET ObiTb NPeaocTaBreHo NpaBoO Ha M3MEHEHWE AaHHbIX B
Tabnvue CueTa C NOMOLLbBIO CrieayroLwen KoMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[nsa npegocrtaBneHust npaeB AocTyna K 06bekTy cpasy BCEM MNOSb30BaTeSIsiM CUCTEMBI
CYLLIECTBYET cneumanbHoe «MMsa nonb3oBaTtensa» PUBLIC, a Ans NpegoCcTaBreHnst BCex npaB —
cneumanbHoe «npaso» ALL. Hanpumep, 4ToObl AaTb BCEM MNOSb30BaTENSAM MOMHbLIA AOCTYN K
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Tabnuue Cuera, CrieQyeT UCNOMb30BaTh CreayoLyo KoMaHay:
GRANT ALL ON "Cuera" TO PUBLIC

Mpy HeobxoaAMMOCTH NpaBO AOCTYyNa MOXET ObITb NPEAOCTaBIIEHO NONb30BaTENO (HO He
rpynmne) ¢ BO3MOXHOCTbIO AeriernpoBaHusl JaHHOro npasa ApyrMM ponsiM. [1ns 3Toro ucronb3ayercs
KntoyeBasi (ppasa WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnageney o6bekta MOXeT OTMEHUTb COBCTBEHHbIE AenernpyemMble npasa, Hanpumep,
nepeBeas OOBLEKT B PEXUM «TOMbKO ANs YTEHUsI» Ans ce6sl, Tak e Kak U AN BCeX OCTarnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHbIE YNPABJIEHUE OOCTYMNOM U KOHTPOJIb LUEJIOCTHOCTH

4.1. O6wune cBegeHus

MaHgatHoe ynpaBneHne AOCTYNoOM BKItoYaeTca aBToMaTtuyeckum npu yctaHoBke OC.
[MopsiAoK BKMAOYEHMST MaHL4aTHOro KoHTpons uenoctHocty (MKL) onuncaH B (4.31

MexaHn3mbl MaHOaTHOroO yrnpasfieHNs AOCTYNOM U MaHOATHOrO KOHTPOSIS LEeSTOCTHOCTH
peanusoBaHbl B aape OC. [Npn 3TOM NPUHATME pPELLEHUs O 3anpeTe U paspeLlleHnn goctyna
cybbekTa K 0ObekTy NMPUHUMAETCS Ha OCHOBe Tuna onepaunn (4TeHue/3anucb/UCrnonHeHue),
MaHAaTHOro KoHTeKkcTa 6e3onacHocTM cybbekTa u MaHA4aTHOM METKN OObekTa.

MexaHn3Mbl MaHOaTHOroO ynpasieHUs AOCTYNOM U MaHOATHOrO KOHTPOSIS LEeSTOCTHOCTH
3aTparmBaloT crnegyroume nogcucTeMb:
MexaHu3msbl IPC;
ctek TCP/IP (IPv4);
®C Ext2/Ext3/Ext4;
ceteBble PC CIFS;
@C proc, tmpfs.

MaHngaTHaa MeTka onpefensercs ypoBHEM LIeNOCTHOCTU (KaTeropuamm LerTIOCTHOCTU)
N KknaccudurKkaLuMoOHHON METKOW (onpeaensercs ypoBHEM U Kateropusimn). Npasmna NnpuHATMS
peLleHnst 0 NpefoCTaBMNeHNN AOCTYNa Ha OCHOBE MaHAATHOW MeTku onvcaHbl B [4.2]

OC nosBonsieT ncnonb3oBatb 256 3HaYEHUN AN Mepapxm4ecknx ypoBHEN KOHpUaeHUmM-
anbHocTh (uenble Yncna ot 0 ao 255) n 64 pasnuyHbIX HENMEPaPXMYECKUX KaTeropui (Nnpeacras-
NEHHbIX B BUAE pa3psigoB OGUTOBOW Mackm).

MpumeyvyaHune. B M"HPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM YNpaBneHneM 4OCTYNOM
Kak NpaBuno NPUMEHSIIOTCA METKM KOH(UAEHLNANBbHOCTU, B KOTOPbIX UCMONb3YeTCsl TONbKO 4
YPOBHS KOHMAaeHumansHocTn ot 0 go 3 n 64-6utoBas macka C pasnnyHbIMKU COYETAHUAMM
KaTeropum.

B OC ucnonbayetcsa pelueTka ypOBHEW LIENTOCTHOCTU (aHanor peLeTkn Hemepapxmyeckmx
KaTteropui) B gnanasoHe 3HadeHun ot 0 go 255. 3ToT gmManas3oH cogepxmt Habop HecpaBHUMbIX
mexay cobon ypoBHen LenoctHoctn (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOpPLIE
MOryT ObiTb 3a4€NCTBOBaHbI AJ151 CUCTEMHbIX CEPBUCOB (HanpMMep, YpoBeHb LIeNoCTHOCTM 8 3ape-
3epBupoBaH Ansa rpaduyeckoro cepeepa Xorg). Mpu yctaHoBke OC no ymonyaHuio npegnaraeTcs
MaKCUMarnbHbIA YPOBEHb LenocTHocTn 63 (B aBomnyHon cucteme 0b00111111), MMHUManNbHbIA ypo-
BeHb Bcerga 0. MakcMmanbHbIMU YPOBHSAMM LIENOCTHOCTM B CUCTEME MOTYT ObITh YMCNA, Y KOTOPbIX
OGuToBas Macka BKIHOYaET OMTOBbIE MACKM BCEX OCTalbHbIX MCMOMb3yeMbIX YPOBHEWN LLENOCTHOCTH
B cucteme (Hanpumep, 63=0b00111111, 127=0b01111111, 191=0b10111111 n 255=0b11111111).
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BHUMAHME! YctaHaesnmBaTh Ans nonb3oBaTesisi O4HOBPEMEHHO BbICOKMN YPOBEHb KOH-
duaeHUManbHOCTH (KnaccurKaumoHHY METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE peKoMeH-

ayetcs.
4.2. NpaBnna npumeHeHUs

[MycTb KOHTEKCT 6e30nacHOCTN cybbekTa COAEpPXUT YPOBEHb KOHMAEHUMANbLHOCTH LO,
YpOBEHb LEeNnocTHOCTM 1iL0 n kateropum CO, a MaHAaTHasi MeTKa oObeKTa COaepPXUT YPOBEHb
KOHmaeHUumnanbHoCTK L1, ypoBeHb LeNnoCTHOCTN 1Ll n kateropmm C1. Onepaunmn cpaBHEHUSA
YPOBHEN N KaTeropmn 1 AocTyna cyObeKkToB K o6bekTaM onpeaensaiTcsa cnegyowmm obpasom:

1) ypoBeHb L0 MeHblle ypoBHS L1 (LO<L1), €crim YnCrneHHoe 3HadeHne LO MeHbLue

YNCMEHHOrO 3Ha4YyeHus L1;

2) ypoBeHb L0 paBeH ypoBHt L1 (LO==L1), eCnu YncrieHHble 3Ha4yeHmsa LO un L1 coBna-

Aator;

3) ypoBeHb LenocTHOCTM 110 MeHblie ypoBHS 1Ll (1L0<iL1), ecnu Bce Gutbl Habopa

iL0 gBRAKOTCA NOAMHOXECTBOM Habopa 6ut iLl;

4) ypoBeHb LEeNOCTHOCTM 1L0 paBeH YPOBHIO LENOCTHOCTM iL1l (1L0==1iL1), ecnv 3Ha-

yeHnda iLO M iL1 coBnagaoT,;

5) kateropuun CO MeHbLUe KaTteropumn C1 (C0<C1), ecnu Bce 6uTbl Habopa CO aBnATCA

NogMHOXeCTBOM Habopa 6ut C1;

6) kaTeropumn CO paBHbl kaTteropusim C1 (C0==C1), ecnu 3Ha4yeHus CO n C1 coBnagator;

7) onepauus 3anucu paspelleHa, ecnm LO==L1, iL0>=iL1l n C0==C1;

8) onepaumna YTeHus paspelleHa, ecnu LO>=L1, CO>=C1, ViLO0, ViL1;

9) onepauus ucnosHeHus paspelleHa, ecnm LO>=L1 n C0>=C1, ViLO0, ViLl.

B oTHoWweHnn atpnbyToB AoCTyna AENCTBYIOT creayolmne npasunia HacneaoBaHus:

- €CIn B CEeCCMU NOPOXAATCH ApYrMe nNpoLecchl, TO OHU HacneaytT METKY LenoCTHOCTH

N KOHPUOAEHUNANBHOCTY;

- npouecc Ha nNboM ypoBHE LIENOCTHOCTU co3aeT OObEKT TOMbKO C HYNEBbIM ypOB-

HeM LenioCTHOCTU. [oBbICUTE YPOBEHb LENOCTHOCTU MOXET TOSNbKO CYyOBHEKT C BbICOKUM

YPOBHEM LIENTOCTHOCTU U C Hanuynem npmsunernn PARSEC_CAP_CHMAC;

- npouecc co3gaeTr 06beKTbl TONLKO NOSTHOCTLIO HAcreayst CBOK METKY KOHuAeHumM-

anbHOCTU. I3MEHUTb ee MOXET TONbKO NPUBUIIEMMPOBAaHHbINA NPOLECC C NpuBuniernen

PARSEC_CAP_CHMAC.

B OC npenycmMoTpeHo cyLLeCcTBOBaHNE CTPYKTYPMPOBAHHBLIX 06BbEKTOB AOCTYNa — KOHTEN-
HepoB (Hanpumep, katanoros ®C), T.e. 06bEKTOB JOCTYNA, KOTOPble MOryT cogepXaTb Apyrue
06bekTbl focTyna (katanorn unu anel). MeTka KoHTenHepa onpeaenseT MakCuMmaribHy METKY

BITOXXEHHbIX 00bekToB AocTyna. KoHTenHepbl N 06bEeKTbI UMEIT AOMONHUTENbHbLIE aTpUbyThI
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ynpaBneHnsa OCTyNnoM — TUM METKMU.

Tvn MeTKn MOXeT UCNonb30BaTbCA ANS U3MEHEeHUs npaBuna 4ocTyna K KoHTenHepam 1
obbekTam Mo cregyrLwmm npasunam:

- TMN METKM ccnr NPUMEHSIETCA K KOHTEMHEPaM U ONpeaerssieT, YTO KOHTEMHEP MOXET

cogepxaTb OObEKTbI C pPasnMYHbIMU KnaccudukaumMoHHbIMN METKAMN, HO HE BonbLLUMMN,

yeM ero cobcTBeHHas knaccudukaumoHHas MeTka. MaHaaTHble NpaBunia ans YTeHus

KOHTENHEepa UrHOPUPYOTCS, HO MPU YTEHUM KOHTENHEpa CyObeKTY BUOHbI NULb OObEKTbI

C KnaccmndmrkaumMoHHOM MeTKon He BonbLuen, Yem ero cobCTBEHHAsA KrnaccudunkaunoHHas

MeTKa;

- TUM METKN ccnri NPUMEHSAETCH K KOHTEMHepaM 1 onpeaernsieT, 4TO KOHTeMHeEpP MOXET

cogepxaTb 0ObEKTbI C Pa3fIMYHBLIMU YPOBHAMM LIENOCTHOCTU, HO HE BONbLUMMK, YEM ero

COBCTBEHHbIN YPOBEHbL LIENTOCTHOCTMU;

- TMN METKM ehole MPUMEHSIETCA K NPOCTbIM OoO6bekTaM (chanmnam) ¢ MUHUMAarbHOM

MaHOaTHOM METKOM N NPUBOLUT K UTHOPUPOBAHUIO MaHAATHbLIX NpaBun pasrpaHn4yeHns

aoctyna K HuM. MNpeaHasHayeHa onst 0GbEKTOB, U3 KOTOPbIX CYOBbEKT HE MOXET NPOoYUTaTb

AaHHble, 3anMcaHHble B HUX cybbekTammu ¢ 6onee BbICOKOW KIaCcCUUKALMOHHOM METKOMN,

4YyeM ero cobcTBeHHas knaccugukaumoHHas MeTka (Hanpumep, /dev/null);

- TUN METKM whole NMPUMEHSIETCA K NPOCTbIM 0ObekTam (hpannam) ¢ MaHOaTHON METKOM

N paspeLluaeT 3anncb B HUX cybbekTam ¢ 6onee HU3KOro YpoBHA KOHUOEHLMANbHOCTH.

Tvn MeTKn MoXeT ObITb YCTAHOBMEH TONbKO NPUBUIIErMPOBaHHbLIM npoueccom. K camum
npoueccam aTpubyT TUN METKU HenpuMeHuM. NepedncneHHble TUMbl METOK NS KOHTENHEPOB
MOrYT MCNONb30BaTbCA COBMECTHO. Takum obpa3om, KOHTEMHEP MOXET UMETb TUN ccnr, ccnri,
4YTO IKBMBANEHTHO Oo6beauHsoLwWeMy TUny ccnra. [pocTton 06bekT (darnn) MoXeT UMEeTb TUN
nunbo ehole, NM6o whole.

[nsa co3gaHus B KOHTENHEpe, UMeLWEM TUM ccnr, BNOXEHHOro o6bekta C YypoBHEM
N KaTeropusiMm MeHbLUMMWU, YEM Y KOHTenHepa, Heobxogumo obnagatb cneumanbHbIMU Npu-
BUnernsimm PARSEC_CAP_IGNMACCAT n PARSEC_CAP_IGNMACLVL (cm.[4.5). ins co3paHus B
KOHTeWHepe, MMEIOLLEM TUMN ccnri, BNOXEHHOro obbekta ¢ YypOBHEM LEMOCTHOCTU MEHBLLMM, YEM
y KOHTenHepa, Heobxoaumo obnagaTb crneunanbHon npusunerner PARSEC_CAP_IGNMACINT
(cm. [4.5).

BHUMAHUE! Ecnn B 3arpy3umke OC ykasaTb 3HayeHMe napameTpa sgpa
parsec.ccnr_relax=1, HENPUBUIIErNMPOBAHHbLIN NOSIb30BaTENb CMOXET NPOM3BOAUTL 3annchb
dannoB ¢ pasHbiM YPOBHEM KOH(MOEHUNANBHOCTU B KOHTENHEpP (KaTanor) ¢ yCTaHOBMEHHbIM
donarom cenr.

BHUMAHUWE! MaHgaTtHble aTpubyThl Ha KOpHE hansioBon CUCTEMbI ONPEAENnsIOT MaKCu-

MarnbHbIN MaHOATHbIA KOHTEKCT Be3onacHocTh obbekToB. MaHaaTHble aTpubyThl, ycTaHaBnNuBae-
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Mbl€ MO YMOSYaHWUIO Ha KOPeHb (PafoBON CUCTEMbI U PSA BIOXEHHbIX 0GHLEKTOB, OnpeaeneHbl B

cueHapun pdp-init-£fs, KOTOpPbIA pacnosioXkeH B Katanore /usr/sbin.
4.3. MaHAaTHbLIA KOHTPOSb LLeNIOCTHOCTU

4.3.1. BknovyeHne MaHOATHOroO KOHTPONA uenoctHoctn Ha OC

B npouecce yctaHoBkn OC pexum MKL, ana OC Bkntovaetca no ymonyaHuwo. [na cu-
cTemMHoro napametpa agpa B 3arpysdnke OC Grub ycTtaHaBnmMBaeTcsl 3Ha4YeHNEe max_ilev=63 —
MaKCMManbHbIN YPOBEHb LIENOCTHOCTU NO ymMonyaHuio. Bce npouecchl, HauMHas oT init Ao
yTUnnTbl rpadnyeckoro Bxoga B cucteMy f£ly-dm, 6yayT 3anyckaTbCsl Ha AaHHOM YPOBHE Lie-
FNIOCTHOCTW.

BHUMAHMUE! MNpadumyeckuin cepsep Xorg no ymonyaHuto paboTtaeT OT nonb3oBaTens Ha
BblE€NTEHHOM YPOBHE LIeNIOCTHOCTM 8.

Ecnu pexxum MKL], 6bin BbikntodeH (cM. [4.3.3)), To ero NoBTOpPHOE BKIOYEHWE BbIMOSTHSETCS
C NOMOLLIbIO KOMaHAb!:
astra-mic-control enable
Unm ncnosnbaysa rpaguyeckyto ytmnuty fly-admin-smc (CM. 3NIEKTPOHHYIO CNPaBKY).

Mocne BkntoyeHna MKLL Heobxoanmo nepesarpysutb OC.

4.3.2. Bkno4yeHMe MaHOATHOrO KOHTPOSA LIeNOCTHOCTU Ha hannoBon cucteme

Onsa npasunbHoro dgyHkunoHnposaHust MKL, npu pabote OC HeobxoauMo yCTaHOBUTL
aTpubyTbl MKL| Ha kopHeBou hannoson cucteme (Nogaep>xmeatoTcs pannosble cuctembl Ext2,
Ext3, Ext4, XFS). Cpasy nocne ycraHosku OC atpnbyTtbl MKL| Ha KopHeBoW dansioBon cucteme
HyrneBble N JOSMKHbI ObITh BKHOYEHbI aA4MUHUCTPATOPOM Mocne 3aBeplueHnst Bcex HacTpoek OC n
yctaHoBku [10. MNMepeg BkntoveHnem pexkuma MKL, Ha parinoson cucteme Heob6xoanMMo NPoOBEPUTD,
410 pexxum MKL| BkntoyeH B OC. [Insa aTOro BbINOMHUTL KOMaHAY:
cat /proc/cmdline | grep "parsec.max ilev"
B BbiBOOe pesynbrata BbIMNOMIHEHUS KOMaHAbl HEHyrneBoe 3HadeHuMe napameTtpa
parsec.max_ilev O3HaAYaeT, YTO PEXNM BKITHOYEH.

BkntoueHne MKL Ha dannosBon cucteme BoinosnHsetcss Ha OC nyTeM BbINOSIHEHWUST KOMaH-
apl:
set-fs-ilev
Unm ncnosnbays rpaguyeckyto yTunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

MNocne BkntoveHnss MKLL Ha dhannoBon cucteme nNosiBNsiETCA BO3MOXHOCTb 3agaBaTb

YPOBHM LIeNOCTHOCTM ANS OTAerbHbIX MPoLeccoB 1 dainos B cootseTcTBum ¢ [4.4]

4.3.3. BbiknroyeHne MKL
BeikntoyeHne MKL, Ha dhannoBor cucteme BbINOMHAETCA NyTeM BbIMOMHEHUS KOMaHAbI:
astra-mic-control disable

UM ncnonb3ays rpaduyeckyto ytunuTy £ly-admin-smc (CM. SNIEKTPOHHYIO CrpaBky).
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Mepen BbikntodeHnem pexunma MKLL pekomeHayeTcs CHATb aTpubyThl LENOCTHOCTU C
00BbEKTOB (hannoBon CUCTEMbI KOMaHAOW:
unset-fs-ilev
UM ncnosnbays rpaduyeckyto yTmnuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

Mocne BbikntoyeHns MKLL nepesarpyauts OC.

BHUMAHMUE! BoikntoveHne MKL kpanHe He pekomeHayeTcs, T.K. MHOrMe MexaHu3Mbl
3aWmTbl CBSA3aHbl C BKAOYEHHbIM pexumoM MKL|, a nmeHHo: 6noKknpoBka MHTEPNPETaToOpOB,

nochmodx, 6rokMpoBKa AocTyna ¢ KoHUAeHUManLHoON nHdopmauun 1 T.4.

4.3.4. AaMmuHuctpupoBaHue OC npu BKnovYeHHoOM pexume MKL

HenpuBnnernpoBaHHbIN NONb30BaTeNb MOXET BbIMOMHATbL BXOA, B CUCTEMY TOSMbKO Ha
HW3KOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHOCTH). Mpusunern-
POBaHHbIN NOMb3oBaTeNb, MNP HAaNMYMU COOTBETCTBYIOLLEro NpaBa, MOXET BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENTOCTHOCTU (COOTBETCTBYET MakCUMaribHOMY YpOBHO LieriocTHocTn OC) n
TONbKO ANSA BbINONHEHNS 3a4ay No KoHdurypmuposaHuio OC.

Ilo6as HacTporka OC npu BkntovYeHHOM pexxume MKL, BbinonHAETCA Npu BXxoge B CUCTEMY
Ha BbICOKOM YpPOBHE LernoCcTHOCTU. OBbIYHbIN peXxnMm paboTbl OCYLLECTBNSETCA HA HU3KOM YPOBHE
LleNOCTHOCTW.

AOMUHUCTpaTOpP, CO3AaHHbIN Npu ycTaHoBke OC, MOXET BbINONHATL BXO4 B CUCTEMY C
BbICOKMM YPOBHEM LIENOCTHOCTM (MO YMOMNYaHUIO 63) UMK C HU3KUM YPOBHEM LIENOCTHOCTH.

Mpun rpadhnyeckom BXo4e B CUCTEMY AN Takoro agMUHUCTpaTopa no yMmonyaHuo BbibpaH
BbICOKUIN YpOBEHb LIeNoCTHOCTU. [padmyeckmin paboynin CToN Ha BbICOKOM YPOBHE LIENIOCTHOCTH
UMEET KpacCHbIN (OOH.

Mpw KOHCONMBbHOM BXOAE B CUCTEMY afMUHUCTPATOP AOSMKEH BPYYHYIO BbICTaBMSATb Ypo-
BEHb KOHTPOSIS LLENOCTHOCTU (41151 BbICOKOro YpoBHSA — 63, Ans Hu3koro — 0 nnu nponyctuTb

AaHHbIN Lwar).
4.4. 3anyck cnyx6 systemd ¢ ypoBHEM LLeNIOCTHOCTU U KOH(PMAEHLUMANBbHOCTU

[ng 3anycka cnyx6bl systemd noa ypoBHeM KOH(UAEHUMANbHOCTU HEOOXOANMO B KOHU-
rypaumMoHHOM dhanse (IoHUTe) COOTBETCTBYIOLLEN CryxXObl (<uMsi_toHuTa> . service) B pasgene
[Service] fobaBuTb cneayloWmin napameTp:

[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHb LeJIoCTHOCTU>:<KaTeropuu>

dopmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ncknioveHmem
nons TMna METKM — MeTKa CnyXObl He MOXET MMmeTb dnaroB (Hanudmne cnaroB ccnr/ccnri n
ehole/whole HegonycTumo). bonee nogpobHas nHpopmaumsa o opmate METKM AOCTyMNHA B
BblBOAE KOMaHAb!:
pdpl-file --help
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[nsa MeTkn pekomeHayeTCcs UCMonb30BaTh YMCOBbIE 0603HAYeHNS, Tak Kak nNpu paspeLue-
HUW UMEH MOTYT OKasaTbCs 3aeNCTBOBaHbI ceTeBble pecypcbl, Hanpumep, LDAP-kaTtanoru, 4Tto
MOXET NPMBECTU K owmbkam KOHUrypauum, KOTopble CROXHO ANarHOCTUPOBaTb.

[nsa HasHadveHus cnyxbe PARSEC-npusunerui, npusegeHHbIX B 4.5, B COOTBETCTBYIOLLEM
lOHUTE (<uMsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:
[Service]
CapabilitiesParsec=PARSEC_CAP PRIV SOCK, ...
rae JYepes 3andatyro moryT 6biTb nepeuncnensl PARSEC-npusunernn.

Mocne pegakTMpoBaHus KOHUrypaumoHHoro cdanna cnyxbbl Heobxoaumo nepesany-
CTUTb systemd 1 COOTBETCTBYIOLLYHO CIy>K0y, BbIMNOMHMB KOMaHAb!:
systemctl daemon-reload
systemctl restart <umsa_cnyx6w>.service

[ns npocmMoTpa MeTkM cry>0bl BbINOSTHUTL KOMaHAY:
pdpl-ps <pid>
roe <pid> — ngeHTudumkaTop crnyxobi.

[ns npocmMoTpa ycTaHOBNEHHbIX Ha cnyk6e PARSEC-npuBunernii BeinofHATL KOMaHAy:
pscaps <pid>

[nsa onpeneneHnsa <pid> cnyx6bl nCNonb3yeTca KomaHaa:

systemctl status <umsa_cnyxbu>.service

4.5. PARSEC-npuBunerum

PARSEC-npuBunernmn takxe, kak u Linux-npusunerum (cM. [3.2)), Hacnenytotcsi npouecca-
MW OT CBOMX «poguTerneny. MNMpouecckl, 3anyLeHHble 0T UMEHW cynepnorb3oBaTtens, He3aBUCMMO
OT HaNU4Ms y HUX NPUBUIETMIN, UMEKOT BO3MOXHOCTb OCYLLIECTBNATE BCE NEepeYnCcrieHHble NpuBU-
nernpoBaHHble JEeNCTBUS.

PARSEC-npusunerun npuseneHsl B Tabnuue [7]

Tabnunua 7

butosas
MpuBnnerus ATpunbyT Onucanue
Macka

Nocbinatb cMrHanbl npoueccam,
PARSEC_CAP_SIG pcapsig 0x40:0x0 MrHopupys OUCKPELMOHHble 1
MaHOaTHble npasa

N3meHUTb MaHOaTHY0 METKy M

PARSEC_CAP_SETMAC pcapsetmac 0x4:0x0
YCTaHOBUTb Apyrme npmuBunernm

MeHsTb MaH4aTHbIe METKU dhan-

PARSEC_CAP_CHMAC pcapchmac 0x8:0x0 0B

PARSEC_CAP_AUDIT pcapaudit 0x2:0x0 YnpaeneHue nonuTukon ayauta
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Mpuennerus

ATpubyT

ButoBas
macka

OnucaHne

PARSEC_CAP_READSEARCH

pcapreadsearch

0x200:0x0

NrHopupoBaTb MaHAaTHYHO Nomnu-
TUKY NP YTEHUM N NOUCKe dhal-
noB (HO He NMpu 3anucK)

PARSEC_CAP_PRIV_SOCK

pcapprivsock

0x100:0x0

CosnaBaTb NpYBUNErMPOBaHHbIN
COKET U MEHATb ero MaHaaTHYyo
MeTKy. IMpuBunernpoBaHHbIn Co-
KeT MO3BONSAET OCYLLECTBNATL ce-
TEeBOE B3anMOAeNCTBME, UTHOPU-
pys MaHOaTHYHO MONUTUKY

PARSEC_CAP_UPDATE_ATIME

pcapupdateatime

0x80:0x0

N3meHsTb BpemMs gocTtyna K dan-
ny

PARSEC_CAP_IGNMACLVL

pcapignmaclvl

0x10:0x0

MrHopupoBaTb MaHaaTHYH nonw-
TUKY MO YPOBHSIM

PARSEC_CAP_IGNMACCAT

pcapignmaccat

0x20:0x0

NrHopupoBaTb MaHAaTHYHO Nonu-
TUKY NO KaTeropusim

PARSEC_CAP FILE_CAP

pcapfilecap

0x1:0x0

YcTtaHaBnvBaTtb NpMBUNErNA Ha
hannbl

PARSEC_CAP_CAP

pcapcap

0x400:0x0

YctaHaenuBaTb nobon HenpoTu-
BOpEeYMBbLIN Habop npuBUMErni
nna Apyroro npouecca

PARSEC_CAP_MAC_SOCK

pcapmacsock

0x800:0x0

CMeHa MaHOaTHOM METKU TOYKU
coeHeHs

PARSEC_CAP_UNSAFE_SETXATTR

pcapunsafesetxat

0x1000:0x0

YcTaHaBnuBaTb MaHOaTHble aT-
pubyTbl 06bekToB PC Ges yyeTa
MaHOaTHbIX aTpubyToB poau-
TenbCKOro 06bEeKTa-KOHTENHepa.
MpuBnnerus ucrnonb3yeTcs
NSt BOCCTaAHOBMNEHUS1  O0b-
ektoB PC un3 pesepBHbIX
konun (cm. [10.2) wn TOMBKO
nocrne yCTaHOBKM 3HadeHusa 1
\ana napametpa /parsecfs/
unsecure_setxattr

PARSEC_CAP_IGNMACINT

pcapignmacint

0x2000:0x0

NrHopupoBaTb MaHaaTHYH nonwu-
TUKY MO YPOBHSIM LIENTIOCTHOCTU

PARSEC_CAP_SUMAC

pcapsumac

0x4000:0x0

3anyckaTb npouecchl nog apy-
MMM YPOBHEM KOHbUAEeHUManb-
HOCTM

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak u Linux-npusunernn.

Mopsigok ynpaeneHuns npusunernsimm onucax B [4.9]
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4.6. CeTeBoe B3anmogencrTeme

B kavecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas sBnsietca paclumpeHmem
SMB u nogaepxmBaet atpndytel PC UNIX n nmeeT orpaHMyeHHy0 NoaaepXkKy paclumpeHHbIX
aTpunbyToB. [JaHHaa PC WMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (noaaepxu-
BaeTcs mHorummn OC), a Takke nogaepxmBaeT ayteHTudumkauuio cpegctsamm PAM n Kerberos.

B3anmogencrtesue npm nomoLum ceteBoro npotokona IPv4 ocyuwiectBnaeTca yepes npo-
rpaMMHbIN MHTepdenc 06 bEKTOB AOCTYNA, ABMSKOLWMXCS fIEMEeHTaM MEXMNPOLECCHOro 1 ceTe-
BOro B3aMMOOEeNCTBUS (HanpmMmep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT 0OMEH AaHHbIMN
MeXxay npoueccamm B pamkax ogHon nnun Heckonbkmx OC, 06beanHEHHbIX B NOKarbHY BbIYMC-
NUTENbHYIO CETb.

[Onsa nogoepXkn MaHgaTHOro KOHTPONsS OCTyna B ceTeBble MakeTbl npotokona IPv4
BHELPAITCA KnaccudukaumoHHble MeTKU. [opsaok NPUCBOEHNST KNacCUUKaLMOHHBIX METOK U UX
dopmat cooTBeTCcTBYET HaumoHanbHoMmy ctaHgapty F'OCT P «3awmTta uHgpopmaunn. YnpasneHue
noTokaMmn MHgopmaumm B HPOPMaLNOHHON cucteme. dopmat KnaccumKauMOHHBIX METOKY.
Mprem ceTeBbIX NakeToB NoguMHseTcs maHaatHeiMm MNPO. Cnegyet oTMETUTb, YTO METKa CokeTa
MOXET UMETb TUM, NO3BOSISAOLLNA CO30aBaTb CETEBbLIE CEPBUCHI, MPUHUMAIOLLME COEANHEHNS C
nto6bIMN YPOBHSIMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepxalle-
ro KnaccuukaumMoHHyo METKY, OMyCKaeTcsa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueeneHo B gokymeHte PYCE.10015-01 95 01-1.

OTcyTCcTBME METKM Ha 06beKTe JOCTyna 9KBMBANEHTHO HYNEeBON MaHAATHOW MeTKe. Takum
obpasom, aapo OC, B kKoTopon Bce 06beKTbl U CyObeKTbl 4OCTYyNa MMEKT YPOBEHb CEKPETHOCTU
«HECEKpPETHO», YHKLMOHMPYET aHanormyHo craHgaptHomy sagpy OC Linux.

[nsa psga ceteBbix cepBucoB (cepeepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYnTb BO3IMOXHOCTb UX paboTbl C KNIMEHTAMKN, UMEIOLLIMMW Pa3HbIN MaHAAaTHbBIN KOHTEKCT 6e3onac-
HOCTW, ©6e3 BHECEHUSA U3MEHEHUIN B UCXOAHbIE TEKCThI cepBuca. [1ns npegocTtaBneHnsa Ha3BaHHON
BO3MOXHOCTM B nogcucrteme 6esonacHoctn PARSEC peanu3oBaH mexaHn3m 3anycka CEeTEBbIX
CEPBMCOB C UCMONb30BaHWEM NPUBUNErNMPOBAHHOIO COKEeTa ANst OXMAAHMSA BXOAALWMX COeQNHEHUN

(MexaHu3m privsock), onucaHHbIn B |4.6.1]

4.6.1. MexaHun3m privsock

MexaHunam privsock npegHasHayeH gnsa obecnevyeHms OyHKLMOHMPOBAHUSA CUCTEMHbIX
CETEBLIX CEPBMCOB, HE OCYLLECTBNAIOLWMNX 00paboTKy MHOpMauun ¢ NCNOoMb30BaHMEM MaHOATHO-
rO KOHTEKCTa, HO B3auMOAENCTBYOLWMX C Npoueccamu, paboTarownumMm B MaHOATHOM KOHTEKCTe
cybbekTa gocrtyna.

[ns ero ncnonb3oBaHus Npu YHKLMOHNUPOBAHMM CETEBOrO cepBurca Heobxoanmo OT-
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pefakTupoBaTb (hann /etc/parsec/privsock.conf, Ao6aBMB B HErO CTPOKY, COAEPXKALLYHO
NONHbIA NyTb K UCnonHsemomy canny cepsuca. [anee npusegeH npumep CTpoku u3 channa
/etc/parsec/privsock.conf gnsa 3anycka DNS-cepBepa ¢ MCNOMb30BaHMEM MeXaHu3ma

privsock.

Mpumep
/usr/sbin/named

[Ons ncnonb3oBaHNa MexaHu3Ma privsock HeobxoguMmo, 4YToObl NnepemMeHHass PATH,
ncnonb3yemas npuv 3anycke cepsuca, Coaepxana creayowmn nyTb:
/usr/lib/parsec/bin

D,anee npmeengeH npumMmep 3agaHms Tpe6yeM0ro nyTtn B nepemeHHon OKPYy>XeHuna ansd

3anycka DNS-cepBepa.

Mpumep

YcTaHOBKa 3Ha4YeHNss NEPEMEHHON OKPY>XeHUS1 PATH MOXET ObITb BbINofnHeHa AobaBneHu-
eMm B hann /etc/default/bind9 crneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne mexaHmama privsock NpMBeeHo B man privsock.
4.7. llluHa mexnpoueccHoro B3aumogeucteusi D-Bus

D-Bus no3songeTt opraHn3oBaTb B3aMMOAENCTBUE NPOLIECCOB C UCMONb30BaHMEM COOb-
LWEeHU 1 obwmx WuH. na nepegayn coodLLeHns Mexay npoLeccoM M LLUMHOW UCnonb3yeTcs
MEXaHN3M COKeTOB. BbloensoT ABa Tuna LUMH: CECCUMOHHbIE LWMHBI (Session bus) n cuctemHas
lWwnHa (system bus).

CeccuoHHas WuHa co3gaeTcs ANnsa KaXa4oW nosib30BaTeSNIbCKOW ceccum npu ee 3anyc-
ke. OHa paboTaeT ¢ MaHOaTHONM METKOW NOJSib30oBaTeNsl CUCTEMbI U BCE B3anMOAENCTBYHOLLME
yepes3 Hee NPOLIECCHI TaKkKe MMET AaHHYK MaHAaTHY MeTKy. Baanmoagencrteme npoueccos
C MHOW MaHOaTHOM METKOW He npoucxoauT. [JononHUTENbHbIE CECCUOHHbLIE LUNHBLI MOTYT ObITb
Cco3gaHbl C Ucnonb3oBaHneM yTunuTbl dbus-launch, KOTopas NO3BONSAET 3anyCTUTb NPOLIECC
O HOBPEMEHHO C CO31aHNEM HOBOW CECCUOHHOM LUMHbI. [1pn 3TOM nmMeeTcs BO3MOXHOCTb yKasaThb,
Ncnosb3ysa nepemMeHHyto DBUS _SESSION_BUS_ADDRESS, Kakyk M3 CECCUOHHbBIX LUMH AaHHbIN

npouecc 6yneT BOCNPUHMUMATb KaK CECCUOHHYH LLNHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£874cb94£fd70c984eff1d8857d24781

AHanorn4Ho (byHKLl,VIOHVIpyeT CUCTEMHas WnHa. [JaHHas WwWuHa co34aeTcs TONbKO B OAHOM

aksemnnape npu ctapte gemoHa D-Bus v yepes3 Hee B3anMogencTBYHOT NPOLECChl pasfnuyHbIX
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YPOBHEWN.
Mogyrnb dbus-daemon peanu3yeT U CECCUOHHbIE, N CUCTEMHYIO LUNHBLI, MO3TOMY Mexa-

Hu3m MPL ncnonb3yeTcs BO BCeX LUMHAX.

4.7.1. Bugbl coobweHnn

D-Bus nogaepxuBaet crneayrowme BUabl COOOLLIEHNI:

- method_call — BbI30B MeToaa. [pouecc TpebyeT Bbi3oBa MeToaa, peann3oBaHHOro

apyrmm npoueccom. [JaHHoe cooOLlueHne MMeeT KOHKPETHOro agpecata U COAEPXUT

NHpopMaLmto 06 NCTOYHMKE COOBLLEHNS;

- method return — Bo3Bpart. Kak npaBumio nocrne Bbi30Ba MeETOAA AAaHHOE coobLleHme

ncnonb3yeTcs Afs BO3BpaTta 3HadyeHud. AgpecaTtoM COOOLLEHUS ABMSETCA UCTOYHUK

MCXOAHOro coobLLeHus;

- error — owwmbka. Ecnu npu Bbi3oBe npousowuna owmnbka, BMECTO BO3BpaTa MOXET

GbITb OTNpaBneHo coobuieHne 06 owmnbke. AgpecaTtoM coobLLeHNA ABNAETCSH NCTOYHUK

NCXOAHOro coobLLeHs;

- signal — curHan. [laHHoe coobLeHne MMeEeT UCTOYHMK, HO KaK NPaBuio HE UMEET KOH-

KPETHOro agpecara n pacchbifiaeTcs LWMHOW BCEM, KTO MOANMUCAH Ha JaHHOe coobLueHmne

(c ncnonb3oBaHnem match-counsrpa). Ecnu ykazaHo umsa cepsuca, To coobLleHne Ha-

NpaBnsieTcsa TONbKO onpeaeneHHOMY CoeaUHEHUIO (T. e. NepBUYHOMY BnagensLy AaHHOro

cepsuca).

Bce coobueHnsa aBnaTcs OgHOHaNpaBneHHbIMU, MOTYT UMETb Ha3Ha4YeHne, a Takke
MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBET, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_ return. (DyHKLI,VIOHaJ'I oTnpaBuTena 1 nonyyarena OormkKeH ObITb CcOrnacoBaH.

4.7.2. MNpouecc B3anmMmogencTBmA C LUMHOMN
Ona noeHTndmkaumm coeanHeHns Ha LWMHE NCNONb3YHTCA NapameTpbl, NpUBeaeHHbIE B
Tabnuue (8]

Tabnuua 8

MNapameTp OnucaHue

unique connection name (UCN) | YHuUKanbHoe nmsi coeaMHeHNs — NaeHTMduKaTop cCoeanHeHns

org.share.server O6LensBecTHoe UM4 (cepBuC) coeguHeHus. [laHHoe umsa uc-
nonb3yeTcsa Ans npuema coodLleHns OT APYrUX KNMEHTOoB (T. €.
Mo 3TOMY UMEHU KIMMEHTbI MOTYT HalUTWN AaHHbIN NpoLecc)

/org/share/server/object HaHHbIn NyTb aBnseTcs nmeHem obbekta. Kaxabin cepBuc
MOXeT co3gaBaTb HECKONbKO 06EKTOB

com.share.interface Nma nHtepdperica. CooTBETCTBYET HEKOTOPOMY Habopy mMeTo-
O0B (B TOM YMCe CTaHOApTHbIM MeTo4aM, obLwmM ans oobek-
TOB), KOTOPbIE AOMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6HLEKTOM
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OkoHyaHue mabnuusi 8

MapameTp OnucaHune

GetMyName Mma metoga obbekTa nnu nHtepgenca, KoTopbli MOXHO Bbl-
3BaTb

[ns Bbi3oBa MeToga Heobxoanmo:

- yKasaTb 0OOLLen3BeCcTHOe MMSA coeauHeHusi, Ms obbekTa, nmMs nHTepdenca n mva

mMeToaa;

- chopmupoBaTb Habop aprymeHToB;

- BbIMOMHUTb BbI3OB.

[na o6paboTkm pesynsrata He0BX0ANMO NPUHATE OTBETHOE COOOLLEHME (KOTOPOE MOXET
ObITb Kak coobLUeHEM TUNa BO3BpaT, Tak U OLNOKON). Takke CyLecTBYHT LWNPOKOBELLATENbHbIE
CO00LLEHMS-CUTHASbI, KOTOPbLIE OTMNPAaBASOTCA NPOLIECCOM Ha LUMHY, rOe nepeagpecoBbIBaOTCS
BCEM COEAMHEHNAM, KOTOPbIE HA HEro MOAMMUCAaHbI.

Kaxgbin npouecc ans pabotbl Yyepe3 D-Bus nogknoyaeTcsa K 3afaHHOW wuHe (npu
3TOM CO34aeTcs YHUKanbHoe coeanHeHne ¢ MMeHeM Buga : 1. 8) ¢ ncnonb3oBaHneM yHKLNN
dbus_bus_get (). Mpn aTOM Npu NOAKNKOYEHNN OCYLLECTBNSAETCA MEXAHM3M ayTEeHTUdUKaLNN
KNMeHTa C UCMNONb30BaHMEM AaHHbIX COKeTa. [locne aToro KNMeHT MoxeT paboTaTb C LWMHOW C

NCMNOoNb30BaHNEM COOOLLEHWUN.

4.7.3. lNMpouecc coeANHEHUSA C CUCTEMHOMN LULMHOMN

lMocne ayTeHTUdMKaUUKN KNMEHT oTnpasnseT coobueHne Tuna method_call Hello
cepBepy D-Bus. [lanee npoBepsieTcA BO3MOXHOCTb AOCTaBKM OAHHOIO COOBLEHMS C UCNOSb-
30BaHMe pdp M selinux QyHKuun. Ona toro 4tobbl D-Bus mMor obpabotaTb AaHHbIA BbI30B
C HEeHyrneBblX YpOBHEN HeobxoauMO Afsi HEro yCcTaHOBUTb COOTBETCTBYOLME npuBunerun. B
4YaCTHOCTW, 3TO peanu3oBaHo 3a cyeT ycTaHoBkM npusunernn 0x30 (Ignore Lev & Cat) Ha cepsuc
org.freedesktop.Dbus. [laHHble NpUBMAErMn NO3BONSAOT NpoLeccam (coeanHeHnam) c bonee
BbICOKMM YPOBHEM BbINOSTHATE OYHKLUMM MPOLECCOB C HU3KNMM ypoBHeEM (dbus), 4TO He npeny-
cMaTtpuBaeT MaHAaTHoe ynpasrieHne JOCTYNOM, HO paspeluaeTcs npusunernsamm 0x30, KOoTopble
noseonstoT cybbekTy (dbus) urHopmpoBaTb METKY COEANHEHUS, MbITAKOLWErocsi BbiMOSHUTL €ro
MeToA.

Mocne atoro chopmupyeTca oTBETHOE coobuleHne Tuna method_return, KOTOpOe BO3-
BpallaeT OTBETHbIA cTaTtyc 06 ycnewHOM co3fjaHum coeuvHeHnsa ¢ WwnHon. OgHOBpeMEHHO
NpouCXoanT yCTaHOBKa BnagernbLua cepsuca. log cepBMCOM NOHMMAETCH UMSA Ha LUMHE, KOTOpoe
COOTBETCTBYET HEKOTOPOMY coeavHeHuto. [pu aToM BnagenbuamMm yHUKasnbHbIX UMeH (Buaa : 1. 6)
MOryT ObITb TONTbKO CaMu coeanHeHus. Ecnm ncnonb3yeTcsa nosib3oBaTenbCKoe M4, Hanpumep,

org.share.linux, TO ero BnagenbLUemM MOXeT ObITb COeANHEHME C HEKOTOPbIM YHUKallbHbIM
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nmeHeMm. [lpyrne npouecchl (COOTBETCTBEHHO C APYIMMU YHUKASbHBIMU UMEHAMU COeQUHEHWIA)
Takke MOryT 3anpocuTb 4OCTYN BNageHus aHHbIM UMEeHeM. B 3aBUCMMOCTM OT HAacCTPOEK MOXET
NPOU3OMTN KaK 3aMeHa BragesnbLa, Tak U ycTaHoBKa ero B odepeab Ha BnageHue. MNpu atom
Korga Tekylmi Bnagernew, ocBoboauT AaHHoe UMSA (OTKITHOYMTCA OT LWKHBI), TO BNaenbLuemMm cTaHeT
cnegytoLlee rno Cnucky coegnHeHue (ecnuv Takue ectb). BaxxHo, 4TO MMeHHO Bnageneu, T. e. coean-
HeHue 1 COOTBETCTBYIOLLNIA eMy npouecc, byaet obpabaTtbiBaTe agpecoBaHHOE AAaHHOMY UMEHN
(cepsucy) coobueHne. B gononHeHne K OTBETY MCTOYHUKY coobuieHna method _call Hello
npoucxoant bopMupoBaHue curHana signal. D-Bus popmupyet curHan NameAquired (T.e.
ncrovyHukom sienaetca D-Bus), koTopbii coobuiaeT, 4to nms (B aaHHoM cnydae UCN) nonyyeHo.

Hanee ans nonyyeHus BnageHus HEKOTOpbIM NMeHeM (cbyHKUMA
dbus_bus_request_name) dopmMmupyetca coobuweHne method _call RequestName
cepsepy D-Bus. Npu aTom MoryT ncnonb3oBatbCca crnegyouwme dnaru:

- paspewmnTb 3ameHy Briagenola. OTHOCUTCS K JaHHOMY CepBUCY — eCnu Apyroe coeau-

HeHne noTpebyeT 3aMeHUTb BnagenbLua, To 3TOT chnar paspeLumT BbIMNOMHUTD CMEHY C

y4eTOM METOK U LeNOCTHOCTY;

- 3ameHuTb Bnagenbua. Ecnu paspelleHa 3ameHa, To oH ByaeT 3aMeHeH y paHee co3faH-

HOro cepBuCa;

- He CTaBuTb B o4epenb, eCcnv Bnagensla Hemnb3s cenvac 3ameHuTb. VIHade gaHHoe

coefiHeHWe BCTaHEeT B KOHeL, oyepean, u korga byayt ocBoboxaeHbl BCce Bragernblbl —

OHO CTaHeT BragerbLuem.

Ecnn 3ameHa BO3MOXHa, TO Bbl3blBaeTCH ApanBep-dpyHKUMS RequestName. [locne cme-
Hbl Bnagenbua cepBuca opmupyetca curHan NameOwnerChanged. Nocne ocBoboxaeHus

UMeHn popmupyeTtcsi curHan NameLost.

4.7.4. OO6BbEeKTbl U CYyOBbEKTbl CUCTEMDI

B pamkax D-Bus obbektamun un cybbektamu ABNAIOTCS CYLLHOCTW, COMNOCTaBEHHbIE C
UMEHaMWN COeAUHEHUIN U CEPBUCOB (T. €. YHUKANbHbIMWU UMEHAMU U OBLLEN3BECTHBIMU UMEHAMM).
CoOTBETCTBEHHO, KaXxgoe coequMHeEHNE NMEET CBOKD MeTKy. Kpome aToro, npu cosgaHumn cepeuca
(mony4eHust uUMeHun Yepes dbus_request_name), a Takke CO34aHUN YHUKASTbHOrO UMEHN MpPo-
ncxoauT HasHayeHue um MeTku. CBefeHNs 0 MeTKax coaepKaTcs B Xalw-Tabnuue, rae Kaxgomy
MMEHWN COOTBETCTBYET MeTKa. Npn 0cBOOOXAEHNN NMEHN, KOrAa NocnegHUn Brnagenew yxogut
N3 oYepean NN KNUEHT OTCOEOMHSIETCA OT LUMHBI, BbINMOMHAETCSA yaaneHne COOTBETCTBYOLLEN
3anucu Tabnuubl (Npn cnonb3oBaHUM LOCKED-HACTPOMKM MeTKa OCTaeTcs).

lMpoBepka pdp AOCTyNa OCYLECTBASETCSA NPU CregyoLwmnx cobbITUsX:

- MPUHATUE peLUEeHust O AoCTaBKke coobLeHMs B 3aBUCUMOCTM OT ero Tuna;

- Mony4YeHne BnageHusi CEpBUCOM;

- BbINonHeHust metoagoB AemoHa D-Bus.
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Kaxgoe coeguHeHne npy cBoem co3gaHum (MonyYeHUn YHUKanbHOro UMEeHW) nonyyaet

COOTBETCTBYHOLLYHO METKY UCXOOA U3 METKU COKETa.

4.7.5. ANroputm npoBepKn MEeTOK ANS pa3fMYHbIX COOOLEHNN U PEXMMOB PaboTbl

B3anmopgencteune no wnHe D-Bus MOXHO pa3genuTb Ha aBa Tuna:

- Cco0obLEeHNa Mexay cepBmcamMmm N COEANHEHNAMM;

- coobuieHus, agpecoBaHHble aemoHy D-Bus. 3aecb npeacraBneHbl CepBUCHbIE COObLLIE-

HWS, KOTOPble NO3BOSIAIOT NOMyYaTb MHAOPMAaLMIO O APYIUX CEPBUCAX U COEANHEHUSIX Ha

wuHe. T. e. B napameTpax CoobLLEHNA MOXET ObITb YKa3aH 3afaHHbIN CepBUC, UHOPMa-

LU0 O KOTOPOM HEODXOAMMO MONyYnThb.

Onsa coobuweHnn mexagy cepBucaMm U COEAUHEHUAMU UCMONb3yeTcs  (yHKUNA
bus_pdplinux_allows_send(). [Npu wmnpokoBeLlaTENbHON pacchifike CUrHanoB Takke npo-
NCXoOUT NPOBEPKA KaXOoro coobLLEHNS.

Ona coobLLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, MCronb3yeTcs CHa-
Yyana dyHKUMS bus_pdplinux_allows_send(). OHna onpegenaetr BO3-
MOXHOCTb  OTMNpaBKK cooOLeHns Ha D-Bus. 3arem Bbl3blBaeTcs dyHKUNSA
bus_pdplinux_service_allows_connection_to_service ¢ 3agaHHbIMM napameTt-
pamu, KoTopasa onpeaensieT BO3MOXXHOCTb BbINOSTHEHNSA TEX UMN UHbIX METOA0B.

Onsa metoooB service exists, get_service owner, list_queued_owners,

get_connection unix user, get_connection unix process_id,
get _adt_ audit session data, get connection selinux security context,
get_connection pdplinux_security_ context helper, introspect,

bus_driver_ handle_get_id u Ap. B 3aBUCUMMOCTM OT HACTPOEK MPOBEPSAETCA BO3MOX-
HOCTb gocTyna READ (TOS_READ) K 3a4aHHOMY CEPBWUCY.

[na metoga 1ist_queued_owners BbIBOOAATCA TOMNbKO Te BnagenbLbl, METKa coeuHe-
HUS KOTOPbIX MEHbLUE, YeM Y COeAUHEHNS, co3aaBLIero AaHHoe coobLleHune (T. e. BbI3BaBLLENO
mMeTon). Hannume npueunernin MoxeT paspellaTb aHHbIN BbI30B B Cllyvae HEBbIMOMHEHUS MO-
cnegHero ycriosus.

[na metoga list_services BbIBOAMTCA MHpOPMALUSA TOMBKO MO TEM cepBUcCaM, MeTKa
KOTOPbIX MEHbLLE, YeM Yy COeANHEHWs], CO3AaBLUero JaHHoe coobLleHne (T. e. Bbi3BaBLLEE METOL).
Hanuuyne npusunernin MoryT paspeluaTtb AaHHbIA BbI30OB B Cllydae HeBbIMNOMNHEHUs nocnegHero
yCIOBUS.

[Onsa nonyvyeHus BnageHusi cepBuUCOM B MeTofdax acquire_service, add_owner,
swap_owner  (QYyHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3blBAETCA C YyKasaHuMeM nceBaoaocTyna ETOS_ADDOWNER (Ons acquire_service
ncnonb3dyercsa ETOS_ADDOWNER ACQUIRE_SERVICE), KOoTOpas B 3aBUCMMOCTU  OT

HacTpoeK napametpa KOHoUrypaumm <pdplinux_allow_different_ owners>
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(BUS_CONTEXT PDPLINUX_GET pdplinux_allow_different_ owners) NpoOBEpsieT Hanu-
4ynme noTeHumanbHbIX BNagensueB B o4yepean C MEeTKOW, OTIIMYHOW OT MEeTKU cepsBuca. Ecnu
napametTp pdplinux_allow_different owners YyCTaHOBSIEH, TO BO3MOXHO MoOfyyYeHne
BNageHnsa CepBUCOM.

[1ns HenocpeaCTBEHHOW MPOBEPKN BO3MOXHOCTM 3aMeHbl BriagenbLa cepsuca moanuum-
poBaHa (pyHKUMS bus_service_get_allow_replacement (), KOTOpasi BbINOMHAET NPOBEPKY
LeNOCTHOCTU M He NMO3BONSAET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeHY B Criyvae, ecrnv LenocTHOCTb
cepsuca BbllLe LIeNOCTHOCTU HOBOIO BriagernbLua.

Mpun nepecbinke coobLueHnn Hapaay ¢ nofyvatenemMm coobLleHns MOXET NPUCYTCTBOBaTb
coeanHeHne eavesdroping. Npn aToM coobLieHne agpecyeTcs He TONMbKO UCTUHHOMY nosnyya-
Ten, HO N NepeHanpaBnAeTca Ha JOMNOMHUTENbHOE COeaUHEHWE, KOTOpoe MOXET BbITb co34aHo,
Hanpumep, nporpammMmon dbus-monitor.

Onsa kaxgoro Tuna cooblweHna ¢opMupyeTcss COOTBETCTBYHOLWMIA BuA [OCTyna.
Ona method_call npuMeHsieTcAa OoOCTyn exec. [AnA 9TOro cpaBHMBAKOTCA METKM WUCTOY-
HUKa COOBLIEHNA W COOTBETCTBYIOLLErO CepBuUCa, COBMaJaloLero C ero TeKywum Bra-
penbuem. Ecnn MeTkM paBHbl, TO OOCTyn paspellaetcs. WMHaye Bbi3blBaeTcs YHKUMS
bus_pdplinux_allows_execution(), KOToOpasa paspellaeT HU3KOYpPOBHEBbIM OObEKTaM 3a-
nyck (pyHKUMN oBbekTa BGoree BbICOKOrO ypoBHS. Ecnn 3anyck 3anpelieH, TO NpoBepsatTCs
npusunerun. Hanpnmep, ecnun cepeuc, MeToL KOTOPOro 3anyckaeTcs, MMeeT npusunermm 0x30,
TO 3anyck paspeluaetcd. Takke cyllecTByeT BO3MOXHOCTb 3anycka MeTtoga, ecnu coeguHeHue
nony4arens nmeet MeTky ehole B yHKUMN bus_pdplinux_allows_execution_helper().

[Ons method_return, error, signal nony4yartenb COOOLEHNSA CUUTBIBAET AaHHbIE U3
NCTOYHMKA. TakuM 06pa3oM OHU MEHSIOTCA MecTaMu (nonyyarernb SABRSeTcs CyObeKkToM, NCTOUYHUK

— 0OGbeKkToM) 1 A0CTYN Ha3HavyaeTcs paBHbIM read. MpoBepka pdpl permission().

4.7.6. NMpusuneruu npouecca dbus-daemon

YcTtaHoBKa npusunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapamMeTpa cbop-
KW ——enable-audit/--disable-audit. OTo Bne4eT 3a cobon define: HAVE_ LIBAUDIT
(--enable-libaudit).

B cnyyae, ecnu HAVE_LIBAUDIT onpegerneH, To Bcrneactene [opaboTkm pyHk-
umMn dbus_change_to_daemon_user B annie audit.c B TOYKY CHUTbIBAHUA MPUBU-
nermn CAP _AUDIT WRITE pgo6GaBneH KoAa cyYMTbiBaHMA PERMITTED (CAPNG_PERMITTED)
npuBMUnernn npouecca B nepemMeHHble dnaroB have cap_ override, have cap_ptrace,
have_cap_admin (4ns COOTBETCTBYIOLNX NpuBmunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOMU3BOAMTCA ycTaHOBKa CAP_DAC_OVERRIDE, CAP_SYS PTRACE, CAP_SYS_ADMIN
npueunerun anga npouecca dbus—-daemon. BeinonHserca ans obecnevyeHns BO3MOXHOCTU LOCTY-

na dbus-daemon K MMeHaM NpoOLLeCCOB.
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B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHkuMm  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [lpn atom pobaBneH yHKUMOHAM, MO3BONSAIOWMUNA CKOMU-
poBaTb BCe NpuBWUMernu npouecca u3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu ycnosuu,
41O dbus 3anyuleH oT UMeHU nonb3oBaTens root). [NpeanonaraeTcs nonyyeHve NpuBUNErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE ANl CYUTbIBAHUS UMEHW MpoLecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMBAKOTCA C WUCMNOMNb30BaHMEM systemd B
KOH(urypaumoHHom canne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn mMoMeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBAHbLI U UCnonb3yeTca HAVE_LIBAUDIT. Takke npuv ucnonb-
30BaHUM HOBOro systemd BO3MOXHO ucrnonb3oBaHne PARSEC npusunernn gns npouecca
dbus.socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.7.7. PaclumpeHHoe ynpasreHme noniMTuKkamu
4.7.7.1. KoHcdurypaumoHHbin chann
OCHOBHbIMU CeEKUMAMU KOHPpUrypaunoHHoro ¢anna D-Bus system.conf aABNAKOTCA

<busconfig> (KOpHeBasi cekuus), <type> u <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">
<!-- Allow root to connect -->
<allow user="root"/>
<!-- Allow everything to be sent -->
<allow send_destination="*" eavesdrop="true"/>
<!-- Allow everything to be received -->

<allow eavesdrop="true"/>
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<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send_interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterDeviceEventListener"/>

<deny send_ interface="org.ally.atspi.DeviceEventController" send member=
"GenerateKeyboardEvent" />

<deny send_ interface="org.ally.atspi.DeviceEventController" send member=
"GenerateMouseEvent" />

<deny send_interface="org.ally.atspi.Document" send member=
"GetAttributevValue"/>

</policy>

Cekuma <policy> onpegensier nonutuky 6e3onacHocTun, KoTopasi AOMMKHA NPUMEHSTLCA
K KOHKPETHOMY Habopy NOAKIYeHUn K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). [NonnTtuka, Kak npaBumo, 3agaetca And CUCTEMHOWN LUWHbI U
ncnonb3yeTcsa Ansa paspewenuns nmbo 3anpeta nepegadm coobLLEHNI.

CuctemMHasa WwmHa MMmeeT NONUTUKY NO YMOSYaHUIo, KOTopas 3anpeLlaeT OTnpaBky CO-
obuweHun Tvna method_call u nonyyYyeHue BnageHusi cepencamm Ha wmHe (own). OcTtanbHble
AENCTBUS, B YaCTHOCTU, OTBETbI Ha coobLLeHns (reply), NONyYeHNe oWmnboK (error) U CUTHANoOB

(signal) No ymOnyaHuio B MOMUTUKE paspeLLeHbl.



50
PYCB.10015-01 97 01-1

Takum o6pa3oM, NpeanodTUTeNnbHee peann3oBbiBaTb CUCTEMHbIE CMYXObl B Buae HeEGOsb-

KX, LeNneBbIX Nporpamm, KoTopble paboTatoT B ogHOM npolecce v TpebytoT ogHoro obLensBecT-

HOIMro MMeHn (I/IMeHI/I cemeca) Ha wuHe. B pesynbrate and onpeageneHnd norintTukn 4oCtaTto4yHoO

Oynet co3gatb <allow>-npaBuna Ans paspeLlleHnin Tuna own, YTobbl NO3BONMTL NpoLeccamM co-

3a0aBaTb COOCTBEHHbIE CepBUCHI, 1 06aBUTE NapameTp send_destination, 4Tobbl paspelwmnTb

Tpaq)vn( OT HEKOTOPbIX UJTN BCEeX nosib3oBaTtenen K JaHHbIM cepBucam.

Cekumm <policy> HazHa4yaeTcs OOMH M3 YeTbIpeX NapameTpoB:

- context — BO3MOXHble 3Ha4YeHud: default, mandatory;

at console — BO3MOXHble 3Ha4yeHUd: true, false;

- user — M4 NOoJib30BaTeENIA UJnN ero I/I}J,eHTI/I(bVIKaTOp;

- group — WUMs rpynnbl NN ee naeHTMduKaTop.

MNonutukun NPUMEHATCA K cCoenHeHNAM B crieayrLliem nopdagke:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

nOpﬂﬂ,OK NPpUMEeHeHNA NONMNTUK NSMEHAETCA B TOM Cllydae, Koraa noJiImTukKn nepecekaroTcA

No YCNoBusiM NpUMeHeHNSA. HeCKonbKO NOMNTUK C TEM XXe NoSib3oBaTenem/rpynnon/KOHTEKCTOM

NMPUMEHAIOTCA B NopsAagke nx nodsrieHUdA B KOHd)I/IpraLI,VIOHHOM q)al7|r|e.

Bo3moxHble napameTpbl NpaBun NONUTYK NpvBeaeHsl B Tabnuvue [9) MapameTpel npasun

<deny> onpeaensoT Heo6X0AMMOCTb 3anpeTa ykasaHHOro B NapaMeTpax CooBLLEeHNS.

Tabnuua 9

MapameTp

OnucaHue

send_interface

Mms nHTepdeinca otnpaBuTens coobLeHus

send_member

Nmsa meToga unm curHana otnpaBuTenst coobLleHns

send_error

imsa omnodkm

send_destination

B kayecTBe 3Ha4YeHUs yKkasblBaeTCs UMSI.

[ns npaBuna <deny> napameTp O3HaA4aeT, YTO COOOLLEHUSA HE MOTYT
ObITb OTNPaBneHb! BriagenbLeM JaHHOTO MMEHU, a He AaHHOMY CEPBUCY.
To ecTb, ecnun coeguHeHne Bnageet cepsucamum A, B, C, n otnpaeka K
A 3anpeLleHa, To oTnpaeka k B nnu C Takke OygeT 3anpelyeHa

send_type

Bo3mMoxHble 3HauyeHud: method call, method return, signal u
error.
3agaeTt TMN ucxogsaLlero cooodLeHns

send_path

MyTb BMOa /path/name oTnpaButens coobLueHns
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MNapameTp

OnuncaHue

receive_interface

Nma nHtepdenca nony4yaTtenst coobLleHns

receive_member

Mmsa metoga unu curHana nony4varensa coobLeHus

receive_error

Nmsa ownbku

receive_sender

B kayecTBe 3HaA4YEHUs yKa3biBaETCH UMSI.
[ns npaBuna <deny> napameTp O3Ha4aeT, YTO COOBLLEHNS He MOTyT
OblTb NOMyYeHbl BNagenbLeM AaHHOrO MMEHU, a He AaHHbIM CEPBUCOM

receive_type

Bo3moxHble 3HayeHus: method_call, method return, signal u
error.
3apaet Tmn nony4yaemoro coobLeHus

receive_path

MyTb BMAa /path/name nonyyarens coobeHns

send_requested_reply

BoamoxHble 3HayeHud: true, false.

MapameTp paboTaeT aHanorM4HoO napameTpy eavesdrop: pa3peLwiaeT
unu 3anpewaet (<allow> unm <deny>) coobLieHune, nofy4yeHHoe B
KayecTBe oXugaemoro oTeeTa (requested_reply), COOTBETCTBEHHO,
npegllecTsyeT aToMy coobuieHne BbidoBa MeToda (method_call).
[aHHbIV NapamMeTp akTyarneH TONbKO OIS OTBETHbLIX COOOLEHWI (error
W method_return) U urHopupyetca ons Apyrnx TUNoB COOBLLEHNIA.
Ona npasuna <allow> 3Ha4vyeHune napameTpa
send_requested_reply="true" 4dBNdeTcA 3HayYeHWUeM 1o
YMOMYaHUIO M YyKasblBa€T Ha TO, YTO TOMbKO 3arnpoLUeH-
Hble OTBETbl paspelweHbl MpaBurioM. 3HadyeHue napameTpa
send_requested_ reply="false" 0O3HayaeT, YTO NpaBuUIo MO3BO-
nsaet nobon OTBET, AaXKe ecnv OH He oXugarncs.

Onsa npasuna <deny> 3HayeHue napametpa
send_requested reply="false" 4dBndeTcd 3HayYyeHMemM Mo
YMOMYaHUIO M YyKasblBaeT Ha TO, 4TO npasuro paboTaer Tonb-
KO korga OTBeT He Obil  3anpolweH. 3HadyeHMe napamMeTpa
send_requested_reply="true" yKasbiBaeT Ha TO, 4YTO Tnpa-
BUNNo paboTtaeTr Bcerga, He3aBUCUMO OT COCTOSAHUSA OXuAaHUA
oTBeTa

receive_requested_reply

AHanorn4yHo napameTpy send_requested_reply
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OkoHyaHue mabnuusi 9

MNapameTp Onuncanune

eavesdrop Bo3amMoXHble 3HaveHus: true, false.

MpocnywwmeaHne (Eavesdropping) BO3HUKAET, Koraa npunoXxeHue no-
ny4aet coobLleHne, agpecoBaHHOE CEpPBUCY, KOTOPbIM He Bnageet
NPUNOXeHNe, UM OTBET Ha Takoe coolLLeHMne.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBAET Ha TO, YTO NPaBUIIO OyOEeT NPUMEHATLCS aXe Korda OCyLlecTB-
naetcsa npocnywmueaHne. 3HayeHve napameTpa eavesdrop="false"
3a4aHOo MO YMOMYaHM0 U O3HAYaET, YTO NpaBMMo paspeLlaeT Te coob-
LLIeHUS, KOTOpble JOCTaBNSATCA TOMNBbKO yKazaHHOMY nory4aTernto.
Ona npaeBun <deny> 3HadyeHue napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBurnio OyaeT MNPUMEHSATbCS TOMbKO TO-
raa, Korga BbINOMHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO MO YMOJIMAHMIO N O3HAYAET, 4YTO Npa-
BUNO NPUMEHSIETCS BCeraa, Aaxe Korga He ocyLecTBnsAeTcs Npocny-
LUMBaHMe.

MapameTp eavesdrop MOXHO KOMOUHMPOBATL TOMBKO C NpaBuiamMm
TMna npuema v nepefayvn (send_* u receive_*)

own Nmsa

own_prefix B kauecTtBe 3Ha4eHUs YKa3blBaeTCA UMA.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
MMEeHeM a.b unu nobbiIM MMEHeM, HaduHawwmMMmca ¢ a.b, Ha-
npuMmep, 9TO BbINONHAETCA And a.b.c unm a.b.c.d, HO He
BbINOSHAETCA ANA a.bc WM a.c. AKTyanbHO, KOrga CepBUCHI,
Hanpumep, Telepathy U ReserveDevice, onpegensaiT 3Haye-
HUS CepBUCOB AN nopaepeBbeB OOLLEN3BECTHbIX WMEH, Hanpwu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE INIPOOOJIKEeHUue> 7 org.freedesktop.
ReserveDevicel .<npou3BOJILHOE MNPOLOOJIKEHUED>

user B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS Nosib3oBaTens.
lNpaBuna <deny> 0O3Ha4aloT, YTO AaHHbLIA NOMb30BaTENlb HE MOXET
NOAKIMIOYNTBLCSA K LLUMHE COOBLLIEHNI

group B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS rpynnbl.
[encrtemne napameTpa aHanorMyHo napameTpy user

He nmeet cmbicna 3anpeluarb norb3oBaTens unn rpynny BHYTPU cekuuun <policy>
— 3anpeT nonb3oBaTensa/rpynnbl MOXeT ObiTb TONbKO B NONUTUKE context="default" mnnu
context="mandatory".

OTtaoensbHoe npasuno <deny> MOXeT coaepxaTtb KoMBUHaumnu na-
pamMeTpoB. B JaHHOM cnyyae 3anpet BbIMOSTHAETCA TOJTbKO Torga, KO-
roa BCE napameTpsbl COOTBETCTBYHOT COO0LLEHNIO. Hanpumep, npasuno
<deny send_interface="foo.bar" send destination="foo.blah"/> 3anpeLla-
eT COO6LU,eHI/1$I C I/IHTepC*)eI;ICOM foo.bar n ykazaHHbIM nMeHeM cepBuca foo.blah.

Henb3ga BKoyaTb OAHOBPEMEHHO NapameTpbl send_* U receive_* B OAHO NpasBuIio.

HeobxoanMMo C OCTOpPOXHOCTbIO WMCMNONb30BaTb nNapameTpbl send_interface wn
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receive_interface, T.K. none uHtepgenca B coobLieHnax He sBnsetca obasarenbHbiM. B
YaCTHOCTU, HeNb3sA yKasbiBaTh <deny send_interface="org.foo.Bar" /> — gaHHoe npasu-
N0 NpMBEAET K TOMY, YTO coobueHnsa 6e3 nHtepdenica byayT 3abnokMpoBaHbl Ans BCEX CEPBUCOB.
Bcerga Heobxoaumo ncnonb3oBaTtb NpaBuIio B cneayrowen dopme:

<deny send_interface="org.foo.Bar" send_destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.7.7.2. DopMupoBaHUe KIMEHTCKUX MOSINTUK U3 NOSIUTUK LUUHbI
O6paboTtka hanna koHdurypaumm n cantbiBaHme annoB HaCTpoeK, B TOM Yucrie no-
NUTUK B parent. Ecnu B 06paboTymke BO3HMKAET owmnbKa, TO PyHKUMS BOo3BpaliaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHUTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpabotyunka B pyHKUMN XML, _SetElementHandler:

expat_StartElementHandler -> bus_config parser start _element ->
start_policy child -> append _rule from element

Mpn aHanmse BbI30BOB (hOPMMPOBAHME MOMUTUK MPOUCXOANT crieaytowmm obpasom:
bus_driver handle_hello ? bus_connection_complete
process_config every time ? Dbus_connections reload policy
bus_connections reload policy umnu bus_connection_ complete ->
bus_context_create_client_policy -> bus_policy_create_client policy

OyHKUMA bus_policy_ create_client_policy pasbupaeT MONUTUKA  LUKHbBI

BusPolicy * M co3gaeT BusClientPolicy* ncxoga n3 coeanmHeHna DBusConnection *.
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Takum ob6pasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.8. CpeacrtBa ynpaBneHusa maHaatHbimu MNP

[na ynpaBneHus maHgaTtHeiMu [P ncnone3sytoTca cnegyowmne rpadouyeckne yTunnTbl:
- fly-fm («MeHemxep dannoB») — ynpaBneHme MmaHgaTHbIMM aTpnbytamm annos;

- fly-admin-smc («YnpaBneHne nonuvtukon 6e3onacHoCcTu») — ynpasneHne npoTo-
KonupoBaHWeMm, NpuBUnerusMn u MaHgaTHbiMn atpmbytamu nons3oBarenen, pabora ¢
nonb3oBaTensamMu 1 rpynnamu.

Bonee nogpobHoe onucaHne yTUNnT CM. B 3NEKTPOHHOWN CrpaBkKe.

[nsa ynpaeneHust maHgaTtHeiMu MNP B pexrme KoMaHOHOW CTPOKM UCMNOSNb3YTCA crneay-

owne ytTunnTbl:

pdpl-£file — ynpaBneHue MaHaaTHbIMU aTpubyTamu daiinos (cm. [4.8.1);
- pdp-id — oToBpaxeHne MaHAaTHbIX aTpnbyToB ceccun nonbaosatens OC (cwm. 4.8.2);
- pdp-init-£fs — CKpUNT MHMUMANU3aLMN MaHgaTHbIX atpudyToB OC (cm. [4.8.3);
- pdp-1s — BbIBOJ aHanornMyHo cTaHg4apTHOM KomaHAe ls uHgopmauumn o dannax c
oToGpaxxeHnem mMaHgaTHbIX aTpmbyToB (cm. (4.8.4);
- pdpl-ps — ynpaeneHve MaHgaTHelMK aTpubytamm npoueccos (cum. 4.8.5);
- pdpl-user — ynpasreHue AONyCTUMbIMA MaHAATHbIMU YPOBHAMMU U KaTeropusiMu
nonb3oBateneit OC (cm. [4.8.6);
- sumac — 3anyck npouecca ¢ 3agaHHbiIMM MaHAaTHbIMW YPOBHEM U KaTeropmemn B OT-
AenbHol rpacuyeckon ceccum (cm. [4.8.7);
- userlev — uameHeHne b[] maHgaTHbIX ypoBHen (cm. 4.8.8));
- usercat — n3MeHeHue B[] MaHaaTHbIX kaTeropuii (cm. [4.8.9).
[na coBmectumocTu ¢ npeablaywmnmm sepcnamm OC coxpaHeHbl cnegyowime yTunuThbl

KOMaHAHOW CTPOKM Ans ynpaBneHna maHgatHeivu MNPO:
- chmac — ynpaeneHve MaHaaTHbIMK atpubytamu daiinos (cm. 4.8.10.1);
- 1sm — BbIBOA aHaNoOrnM4yHo cTaHaapTHOM KoMaHae 1s uHdopmaumm o hannax ¢ otob-
paxeHneM mMaHaaTHbIx atpubytos (cMm. [4.8.10.3);
- macid — oTobpaxeHVe MaHAaTHbIX aTpubyToB ceccum nonbaosatens OC (cm. [4.8.10.2);
- psmac — ynpaBsneHne MaHgaTHbIMU atpubyTtamu npoueccos (cm. [4.8.10.4);
- usermac — ynpasfeHne ONyCTUMbIMU MaHAATHBIMU YPOBHAMU MU KaTeropmusiMu Mosib-
3oBatenen OC (cwm. [4.8.10.5);
- getfmac — nonyyeHne MaHOaTHbIX METOK (panroBbix 06bekToB (cMm. 4.8.10.6);
- setfmac — M3MeHeHVe MaHAATHbIX MeToK daiinoBbix obbekToB (cMm. [4.8.10.7).
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4.8.1. pdpl-file
CuHTakcuc:
pdpl-file [omnuu]...[ypoBeHb] [ :ypoBeHb lenocTHOCTHU[ :kaTeropus|:@marul]] [damnn]
KomaHaa pdpl-file nameHseT mangaTtHele atpubyThl cpannos OC, KoTopble BKOYaoT
MaHAaTHY0 METKY U cneunanbHble MaHaaTHble aTpubyThl dhanna.

Onumn npuseaeHsl B Tabnuue [10]

Taobnuuya 10
Onuusa OnucaHne
-f, --silent, -—quiet | He BbiBOANTb cooOLLeHM 06 oLmnbkax
-v, ——verbose BbiBOAUTb AMarHocTudeckue cooblleHns ans kaxanoro darnna
-c, --changes To Xe, YTo U ——verbose, HO coobLaTh TONbKO 00 N3MEHEHUAX
-u, -—unite O6beanHNTb TekyLLyo METKY dhanna ¢ 3agaHHOM B KadecTBe aprymeHTa
-s, ——-subtract BbluecTb 13 TekyLlen MeTKK charna 3agaHHyo B Ka4eCTBE apryMeHTa
-R, -—recursive MpuMeHNTb pekypcmBHO
-r, ——reverse Cravana danrnbl B AMpekTopun, NOTOM OUPEKTOPULO
-h, --help BbiBeCTM cnpaBkKy 1 BbINTU
--version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU

ypOBeHb N Kateropunda MmoryTt ObITb 3a4aHbl UMEHEM UMK wectHaguatepnyHbiM 3Ha4YEHNEM.

Mpumep
pdpl-file -Rv Cekperno:0:KaTeropus_ A /tmp

[aHHas KkomaHOa pekypcuMBHO AN Bcex bannos KaTanora /tmp M3MEHUT YPOBEHb Ha
CeKpeTHO M KaTteroputo Ha KaTeropus_A (YPOBEHb U KaTeropmnsa OOMKHbI ObIiTb ONpeaeneHsb! B
cucrteme).

®narn ccnr, cenri, ehole n whole (cm. MoryT ObITb 3a4aHbl 3HA4YEHMEM UNN UMe-
HamMu vyepes 3anaTtyro. [Ans covyetaHus ccnr M cenri dnarm moryT 6bITh 3a4aHbl NCEBAOHNMOM

CCNRA.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

4.8.2. pdp-id
CuHTakcuc:
pdp-id [omnuuu]
KomaHga pdp-id BbIBOOUT MaHAaTHble aTpubyThl ceccumn nonb3osartens OC.

Onuuun npuseaeHsl B Tabnuue [11]
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Tabnuuya 11
Onums OnucaHue
-1,--level BbIBECTM TOMNBKO MaHAATHbIA YPOBEHb KOHUAEHUNANBHOCTH
-i,—-ilevel BbiBECTM TONLKO MaHOaTHbIV YPOBEHb LLENOCTHOCTU

-c,——-categories BblBECTM TOMBKO MaHOaTHYH KaTteropmmn

-r,-—categories | BbiBecTn TONbKo ponu

-n,--name Onsa onuuin -1c BLIBOAUTL UMEHA BMECTO YNCITOBbIX 3HAYEHUN
-h,--help BbiBECTM CnpaBKy 1 BbINTH
--version BbiBeCTV MHpopmaLmio o BEpCUKN U BbINTH

|_|pl/l OTCYTCTBUM onuunn BbIBOAUT CTPOKY TeKyLnX MaHOAaTHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb KOHP: CexpeTHO YpoBeHb LejsyiocTHoCcTu: 0 KarTeropum: Kareropus_ A
B aTomM nprmepe TekyLiaa ceccusi norb3oBaTtenil UMeeT YPOBEHb CEKPETHOCTU CeXpeTHO,

MWHUMAaIbHbIA YPOBEHb LIENTOCTHOCTU U KaTeropuio KaTeropus_A.

4.8.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKpunT uHMUmManmsaumm maHgatHbix aTpubytoB ®C pdp-init-fs Bbi3blBAeTCA Npu
MHULManmM3auumn 1 nepesanycke CUCTEMbI AN YCTAHOBKM KOPPEKTHbLIX MaHAATHbIX aTpnbyToB Ha
cucTeMHble (hbannoBble 06beKTbl (annbl U kKaTanorun), HadmHa ¢ KopHsa OC.

CkpuvnT pacnonaraetcs B Katanore /usr/sbin 1 JOCTyNeH AN npasBku TONbKO agMUHU-
cTpaTtopy.

BHUMAHUE! HacTtossiTenbHO He pekoMeHOyeTCs BHOCUTb M3MEHEHUS! B yKa3aHHbIN
ckpunTt 6e3 HeobxoaNMoCTU. MI3ameHeHNs1 TPeBYHTCA TONMLKO B ClyYae M3MEHEHNST MakCUMarnbHOro

YPOBHA KOH(bI/I}J,eHLI,I/IaJ'IbHOCTI/I nnn UernocTHOCTN B CUCTEME.

4.8.4. pdp-Is

CuHTakcuc:
pdp-1ls [onuuu] [umsa Qarnnal

KomaHga pdp-1s BbIBOAUT aHaNoOrmM4yHo ctaHgapTHOW KOMaHAe 1s MHgopmauuio o dhan-
nax (No ymon4yaHumio — O TeKyLleM Kartarore).

Mcnonb3oBaHne gaHHOM KOMaHAbl B LLIENOM He OTNMYaeTcst OT MCMNosib30BaHUs pdp-1s,
3a VICKIIOYEHNEM CrieayroLmnX 0COBeHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO K HUM go6aBnseTCs CUMBOI «+;
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- ecnu Ha danne yctaHOBMNeHa HeHyneBasi MaHgaTHast MeTka, To K ACL gobaensetcs
CUMBON «M;
- ecnv Ha (panne ycTaHOBMEHbl CUCKM NpoTokonnpoBaHus, To K ACL gobasnsetcs
CUMBON «ay;
- 0OCTyMNHa onums -M, KoTopasa MOXeT BbITb MCNONb30BaHa ANd NPoCMOTpa MaHA4ATHbIX

METOK Ha dhannoBbIX OObeKkTax.

4.8.5. pdpl-ps

CwuHTakcuc:
pdpl-ps [-nzhv] <upgeHTHUPUKATOP HpOolecca>

KomaHga pdpl-ps NO3BONSIET cYMTATb MaHAATHbIA KOHTEKCT 6e30nacHOCTM C Npouecca,
3aJaHHOro napaMmeTpom (naeHTudmkaTop npouecca).

Tonbko aOMUHUCTPATOP MOXET yCTaHaBiMBaTb U CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6e3-
OonacHoOCTK NpPOn3BOJIbHOIO Nnpouecca, 0ObIYHbIV NONb30BaTENb MOXET TONbKO CYMUTbIBATb KOHTEKCT
C COBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkeH MMeTb HyJ1ieBOE 3Ha4YeHune.

Onuuun npusegeHbl B Tabnuue [12]

Tabnunua 12

Onuusa Onucanwune

-n, ——numeric BbiBecTu |/|H¢)opmau,mo O KOHTEKCTEe B YNCIieHHOM BUae

Ecnn meTka GesonacHOCTM HyrneBasi, TO 3aBepLUMTLCS C
-z, --iszero koZoM 0, MHaye 1, ecrnv He yaanochk nonyYnTb MeTky 6e3-
onacHocTV npouecca, To 74

-h, —-help BbiBeCTM cnpaBKy v BbIATH

--version BbiBeCTM MHOpPMaLINIO O BEPCUN U BBINTU

4.8.6. pdpl-user
CwnHTakcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHMN :MakKCHUMaJIbHHN YPOBEHB KOHPUOEHIIMAJIbHOCTH ]
[-i MakcuUMalNbHHEE YPOBEHB II€JIOCTHOCTH ]
[-c MuHMMarNIbHAs KaTeropusd:MakCHMaJlbHas kareropus]] <noynb3oBaTeslb>
KomaHpa pdpl-user otobpaxaeT n yctaHaBnmBaeT JONYCTUMbIE MaHAATHbIE YPOBHU U
KaTeropum nosnb3oBatenen OC.

Onuuu npuBeneHbl B Tabnuue .

Tad6bnuua 13

Onuwus Onucanune

—-d, ——delete YpanuTb CTPOKY nonb3oBaTtens us ganna
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OkoHyaHue mabnuuei 13

Onuwms OnucaHue
-z, ——Zero O6HYNNTb 3Ha4YeHMs YPOBHEN U KaTeropun
-1, —-levels YCcTaHoBUTbL AOMYCTUMbIE YPOBHM KOH(PMAEHUNANBHOCTH
-i, --ilevel YCTaHOBUTb MakCMManbHbIN YPOBEHb LIENOCTHOCTH

-m, --maclabels TO Xe, yTon -1 (MCHOJ’Ib3yeTCF| and COBMeCTVIMOCTVI)

-c, ——category YCTaHOBUTb JONYCTUMbIE KaTeropmm
-h, —-help BbiBecTu cnpaBky 1 BbIATH
-v, -—version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATU

Ecnu B kayecTBe napameTpa KIo4el —-m UMM —c yka3aHO OOHO 3HA4YeHWe UMM OfHO
3Ha4YeHne ¢ NpeaLecTBYOLWMUM ABOETOMMEM, 3TO 3HAYEHNE NHTEPNPETUPYETCS Kak MakcMarnbHoe
3Ha4eHue, ecrim OHO 3HaYeHue ¢ NocneayLWnM ABOETOMNEM — KaK MUHUMATbHOE.

KomaHpa pdpl-user Npu yCcnewHoM BbINONTHEHMWN BCErAa BbIBOAWUT 3HAYEHUS YCTaHOB-
NEeHHbIX JOMYCTUMbIX MaHAATHbIX METOK.

YT106bl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKW, BbINOMHUTL KOMaHAy 6e3 kntoyen:

pdpl-user nonb3oOBaTEIb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga anga nonb3oBaTens userl YCTAHOBUT:

- MUHMMarbHbIN YpOBEHb — YpoeeHb_0(0);

- MakcumarsbHbI YypOBEHb — YpoBeHb_3(3);

- MakcuMarsbHbI/ YPOBEHb LENOCTHOCTU — MuHuManbHHH (0) ;

- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropui);

- MakcumarnbHYlo KaTteropuo — 0x2(2).

YpoBHU YposeHnb_0, YpoBeHb_ 3, KaTteropust Kareropus_2 AO0MKHbI OblTb onpeaenexbl

B cuctemMe. 3Ha4yeHns ypoBHEN 1 KaTteropmin MoryT ObiTb 3agaHbl B YMCOBOW hopMe.

4.8.7. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1l, --level=] [-c, --category=]
[-1, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-x, --xauth] [command]

KomaHga sumac ncnonb3yeTtcs Ans 3anycka npowuecca ¢ 3agaHHbiMM MaHOaTHbIMU YPOB-
HEM U KaTeropuen B OTAENbHOM rpadmyeckon ceccum C UCNofib30BaHMEM BUPTYarnbHOro rpa-
domyeckoro cepsepa Xephyr. Nonb3oBaTenib MOXET 3anyckaTb Mpouecc TOMbKO B npegenax
paspeLUeHHbIX eMy YPOBHEW N KaTeropum.

BHUMAHMUE! [1ns 3anycka nporpamMm Ha ypOBHE, OTSIMYHOM OT YPOBHSA TeEKyLleun cec-
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CUN, He OOMKHa CTOATb BNOKMPOBKA UCMONb30BaHNA KOMaHAbl sumac B rpacuyeckon ytunute
fly-admin-smc (CM. 3NEKTPOHHYIO CNpaBKy) 1 NOMb3oBaTento JoMKHa ObITb Ha3Ha4YeHa NpuBK-
nervusi PARSEC_CAP_SUMAC (cm. 4.5).

Ecnn ykasaHHbIN MaHOaTHbIN YPOBEHb Bbllle TEKYLLUEro, T.e. MPOUCXOAUT YBernmyeHne
YPOBHSI, TO NEPEMEHHbIE OKPYXXEHUA HacneayrTCcs OT TeKyllero npouecca. Ecnu nponcxogut
YMeHbLUEHWe MaHOaTHOro YPOBHS, TO TEKYLLME NepeMeHHbIe OKpYXXeHUs copacbiBatoTcs, YTOObI
n3bexarb yTeukn nHopmMmaumm. AHanorM4Ho Npy NOPOXAEHNN HOBOIO NpoLecca 3aKpbIiBalOTCA BCE
dhannoBble OECKPMNTOPbI, MaHAAaTHasA MeTKa KOTOPbIX He COBMagaeT C yKa3aHHOM B KOMaHAHOM
cTpoke. B ToM 4yncne 3akpbiBaloTCca stdin, stdout, stderr. [lepeHanpaBuTb CTaHOAPTHLIN
BBOJ M BbIBOZ, AN HOBOMO NpoLecca MOXHO C NMOMOLLbIO onuun —i, —o, —e And stdin, stdout
N stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca C NOHWXEHNEM MaHAATHOIO YPOBHS UM C COKpaLLEHNEM
Habopa MaHOaTHbIX KaTeropui 3anpeLleH ansa NnpeaoTspalleHns yTeukn nHpopmaumm Ha 6onee

HU3KNEe ypOBHU CEKPETHOCTMU.

Mpumep
3anyck rpaduyeckoro npuioXKeHust xterm C MaHAaTHbIM YPOBHEM 2 U KaTeropmen
Oxffff

$ sumac -1 2 -c Oxffff xterm

Onuuun npuseaeHsbl B Tabnuue [14]

Tabnuuya 14
Onuwms Onucanue
-1 , --level= 3anyctuTb Npouecc ¢ ykasaHHbIM MaHAaTHbIM YPOBHEM
-c , --category= 3anycTntb NpoLecc ¢ ykasaHHOM MaHOAaTHOW KaTeropuen
-i , --stdin= MepeHanpaBuTb stdin 3anyLleHHOro rnpouecca B ykasaHHbI hainn
-o , --stdout= MepeHanpaBuTb stdout 3anyLEeHHOro npouecca B ykasaHHbI dhann
-e , --stderr= MepeHanpaBuTb stderr 3anyLWEeHHOro NpoLecca B yKasaHHbINn cain
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaum npepsaTtb
BbINOMTHEHWe npouecca
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, --version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATH

4.8.8. userlev

CuHTaKkcuc:
userlev [-d, —--delete] [-a, —--add<sauaueHue>] [-r, --rename<ums>]
[-m, —--modify<sunauenue>] [-h, --help] [--version] <ypoBeHBL>

KomaHga userlev cryxuT ans npocMoTpa n nsmeHeHuss B b maHgatHbIX ypoBHen. [Ans
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nNpocMOTpa BCEX YPOBHEN KOMaHAy criefyeT 3anyckatb 6e3 napameTpoB. BHOCUTbL n3mMeHeHus B
Bl ypoBHEN MOXET TONbKO aMUHUCTPATOP.

Onuuun npuBeaeHbl B Tabnuue [15]

Tabnwunua 15
Onuusa OnucaHve
-d, -—delete YnanuTe ypoBeHb n3 B[
-a, ——add<sHaueHue> [o6aBnTb HOBbIM ypoBeHb B Bl
-r, ——-rename<HOBOE UMs> MepenmeHoBaTb CyLECTBYIOLNA YPOBEHD

-m, —-modify<HoBoe 3HaueHUe> N3MeHUTb 3Ha4YeHne ypoBHS

-h, --help BbiBeCTM cnpaBky 1 BbINTH

--version BbiBeCTV MHpopmaLnio 0 BEpCUUN U BINTH

4.8.9. usercat

CuHTtakcuc:
usercat [-d, --delete] [-a, —--add<s3HaueHue>] [-r, --rename<ums> ]
[-m, --modify<3uauenue>] [-h, --help] [--version] [xaTeropwus]

KomaHga usercat cnyXuT gng npocMmoTpa n nsmeHenus bl kateropun. ina npocmort-
pa BCEX KaTeropui komaHay crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B[
KaTeropum MOXeT TOINMbKO aiMUHUCTPATOP.

Onuuun npuBeaeHbl B Tabnuue [16]

Tabnuua 16
Onuus Onucanune
—-d, ——delete Yoanutb kaTeroputo u3 b
-a, -—add<sHaueHue> [o6GaBuTb HOBYtO KaTeroputo B B[]
-r, -—rename<HOBOE HMI> lMepenmeHoBaTb CyLLECTBYIOLLYHO KaTEroputo

-m, —-modify<HoBoe 3HaueHUue> M3MeHUTb 3Ha4YeHne kateropum

-h, --help BbiBECTM cnpaBky v BbINTK

--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

4.8.10. YcTtapeBLIMe YTUNUTbI yNpaBneHna masHaaTtHbimu MNMPL

[ns coBmectumocTu ¢ npeablaywmmmn Bepcnamm OC coxpaHeH psag yTUIIMT KOMaHaHOW
CTPOKW ANig ynpasneHna maHgatHeimu MPO.

BHUMAHMUE! HactoaTenbHO He pekoMeHayeTCsa NPpUMEHATb ycTapesLune yTunutel. [an-
Hble YTUANTbI HE NO3BONSAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOGpaxalT MaHAaTHbIe

aTpubyTbl B (hopmaTte npegbiayimx sepcuin OC.
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4.8.10.1. chmac
CuHTakcuc:
chmac [onuuu] [ypoBeHb][:kaTeropus|:crneuuanbHee aTpubyrTu]] [uma dara]
KomaHga chmac nameHsieT maHgatHble atpubyTbl dpannos OC, KoTopble BKAKOYAOT
MaHAaTHY0 METKY U cneunanbHble MaHaaTHble aTpubyThl dhanna.

Onumn npuseaeHsl B Tabnuue [17]

Tabnuuya 17
Onuusa OnucaHne
-f, --silent, -—quiet | He BbiBOANTb cooOLLeHM 06 oLmnbkax
-v, ——verbose BbiBOAUTb AMarHocTudeckue cooblleHns ans kaxanoro darnna
-c, --changes To Xe, YTo U ——verbose, HO coobLaTh TONbKO 00 N3MEHEHUAX
-R, -—recursive MpyMeHNTb pekypcnBHO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

ypOBeHb n Kateropmna MmoryTt ObITb 3agaHbl UMEHEM UITN LLeCTHaauaTepnyHbIM 3Ha4YEeHNEM.

Mpumep

chmac -Rv CekperHo:KaTeropusi A /tmp

[aHHasa komaHaa pekypcuBHO ONA BCex (pannos katanora /tmp M3MEHUT YpPOBEHb Ha
CekpeTHO M KaTteroputo Ha KaTeropusi_A (YpOBEHb U KaTeropnsa SOMKHbI ObITb ornpeaeneHs! B
cucteme).

CneuuanbHble atpubyTbl MOryT ObITb 3a4aHbl 3HAYEHWEM UNN CTPOKOWM CUMBOSIOB rWwXIrwX,
B KOTOPOWN NoBOMN 13 CUMBOSMOB MOXET ObiTb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYHIOLLIErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[daHHaa komaHga ons kaTtanora /tmp YCTaHOBUT UTHOPUPOBaHWE MaHOaTHbIX YPOBHEN U
KaTteropui nNpu BbINOSIHEHUM OnepaLymi YTEHNUS, 3anMcy 1 UCNONHEHNS.

Mpun 3agaHum cneumanbHbiX aTpubyTOB BMECTO rwx MOryT ObiTb MCNOMb30BaHbI Cneayto-
LMe COoKpaLLeHUs:

- equ — UrHOPUpPOBaHWE MaHAATHbIX YPOBHEWN N KaTEropuin Npu BbINOSTHEHUM OnepaLnn

YTEHMS, 3anNnUCK U UCMNOMHEHMS,

- equ_w — UrHOpUpoBaHMe MaHOaTHbIX YPOBHEN 1 KaTeropuim npu BbINOMHEHUM onepaunm

3anucu;

- low — UrHOpPUpPOBaHNE MaHAATHbLIX YPOBHEWN N KaTEropuin Npu BbINOSTHEHUM OnepaLnn
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YTEHMS U UCTONHEHMS.

BHUMAHUE! B HacTosiLee BpeMsa UCNOMb3yeTca Apyron Habop cheuuvanbHbIX aTpu-
OyToB. [laHHas yTunuTbl He No3BonseT pabotatb ¢ HUMU. CyLLecTBYeT COOTBETCTBME MeEXAY
cTapbiM aTpubyToM equ (rwxrwx) U HOBbIM ehole. Takum ob6pa3om, pasgensHoe ynpasreHmne

cneumanbHbIMM aTpubyTaMn BUAaa rwxrwx He npeaycMOoTpeHo.

Mpnumep
chmac 0:0:equ /tmp

4.8.10.2. macid
CuHTakcuc:
macid [omiuu]
KomaHga macid BbIBOAUT MaHaaTHble atpmbyTbl ceccum nonb3oBatensa OC.

Onuuun npueeaeHsbl B Tabnuue [18]

Taobnuuya 18
Onuus OnuncaHue
-1,--level BbIBECTM TONBKO MaHAATHbIA YPOBEHb

-c,--categories | BblBECTM TONbKO MaHAATHYHO KaTeropumio

-n,--name Onsa onuuin —-1c BLIBOAUTL UMEHA BMECTO YNCIIOBbIX 3HAYEHWUN
-h,--help BbiBeCTM cnpaBky 1 BbINTH
--version BbiBeCTV MHpOpMaLNIO O BEPCUUN U BBINTU

|_|pl/l OTCYTCTBUN onuunin BbIBOAUT CTPOKY TEeKYLLUNX MaHOaTHbIX CBOWCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) Kareropus=1(Kareropus_A) IllpuBunerun=0

B aTom npumepe TekyLas ceccusa nonb3oBartens UMeeT YPOBEHb CEKPETHOCTU CeKpeTHO
N Kateroputo KarTeropus_A.

4.8.10.3. Ism

CuHTakcuc:
lsm [onuuu] [umsa dawna]

KomaHaa 1sm BbIBOOUT aHanorMyHo ctaHgapTHOM KoMaHae 1s nHgopmaumo o hannax
(MO ymOnyaHuio — O TeKyLeM KaTtanore).

Vcnonb3oBaHne JaHHOW KOMaHAbl B LIENIOM He OTNuyaeTcs OT UCMornb3oBaHuA 1s, 3a
UCKIOYEHMEM crneayoLwmx 0CobeHHOCTEN:

- ecnu Ha channe yctaHosneHsl ACL, TO K HUM go6aBnsieTcst CUMBOI «+;

- ecnu Ha danne yctaHoOBMneHa HeHyneBasi MaHgaTHas MeTka, To K ACL gobaensetcs
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CUMBOM «MY;

- ecnu Ha hanne ycTaHOBMEHbI CANCKN NpoTOKonupoBaHuda, To K ACL gobaensietcs

CUMBOI «ay;

- OOCTYyMHa onuusa —M, KoTopasi MOXET ObITb MCNONb30BaHa A4S MPOCMOTPa MaH4aTHbIX

METOK Ha dhannoBbiX OObeEKTax.

4.8.10.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<UOeHTHPUKATOp Ipolecca> [MaHOaTHas MeTKa... ]

KomaHaa psmac No3BonsieT MUBMEHATb UMM cYMTaTb MaHLATHbIN KOHTEKCT 6e30nacHOCTH
BbIGpaHHOro npouecca. Ecnn B kayecTBe aprymeHTa He yka3aHa MeTka, TO KoMaH4a CYMTbIiBaeT
MaHAaTHbIN KOHTEKCT C npoLlecca, 3agaHHoro napameTpom (ngeHtudukaTop npouecca).

Ecnn aprymeHT-meTKa NpucyTCTBYET, TO KOMaHAaa yCTaHaBnMBaeT 3aaHHY0 MaHOaTHYHo
MeTKy Ha npouecc. MaHgaTHas meTka 3agaeTcs B BUAE:
<YpoBeHb> [ : <KaTeropuu> ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, TaK U1 B CUMBOSIbHOM
Bnge. CnoxHole <KaTeropuu> MOryT ObiTb 3afaHbl B BUAE CMMCKa CBOMX COCTaBNSAIOLLNX.

Tonbko agMMHUCTPATOP MOXKET YCTaHaBMMBATL M CYNTbLIBATb MaHAATHbIN KOHTEKCT 6e3-
ONacHOCTU NPON3BOSIBLHOIO Npouecca, 0bbIYHbINA NOMb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT
€ coBCTBEHHOrO Npouecca, AN 9TOro napaMeTp AOMKEH UMETb HyfeBoe 3Ha4YeHue.

Onuuun npuseaeHsbl B Tabnuue [19]

Tabnuuya 19
Onuwms OnucaHue
-d, —-delete OOGHYNUTL MaHAATHLIN KOHTEKCT 6e30MacHOCTM npoLecca

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEeKCTe B YNCIlieHHOM BUae

-h, —-help BbiBECTM cnpaBKy U BbIATH

--version BbiBecTu nHopmaunio o Bepcun 1 BbITU

4.8.10.5. usermac
CuHTakcuc:
usermac [-dzhv [-m MHHUMAJIBHHMP YPOBEHDL:MaKCHMAaJlbHHNE YPOBEHD ]
[—C MHHHMMAaJIbHaA KaTeropud:MaKCHMaJIbHadA Ka'I‘el"OpHFI] ] II0JIL30BATETIb
KomaHga usermac U3MeEHSET JONYCTUMble MaHA4ATHbIE YPOBHU U KaTeropmm nonb3oBare-
nen OC.
Onuuun npuBeaeHsbl B Tabnuue [20]
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Taobnuuya 20
Onuwms OnucaHue
-d, —-delete Ynanutb CTPOKY nonb3oBaTtens u3 canna
-2, ——Zero OBHYNUTL 3HaYeHWNs1 YyPOBHEN U KaTeropum
-1, --levels YCcTaHOBUTL JONYCTUMblEe MaHOATHbIE YPOBHU KOHUAEHUNANLHOCTH
-i, ——-ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIeNIOCTHOCTU

-m, —-maclabels TO Xe, yTon -1 (I/lCI'IOJ'Ib3yeTCF| and COBMGCTVIMOCTVI)

-c, -—category YCTaHOBUTbL JONYCTUMbIE KaTeropmm
-h, --help BbiBecTu cnpaBky v BbIATH
-v, —-version BbiBECTM MH(pOpMaLMO O BEPCUN U BbIATU

Ecnu B kayecTBe napameTpa KIo4el —-m UM —c yka3aHO OOHO 3HA4YeHWe WM OfHO
3HaYeHne ¢ NpeaLecTBYOLWMUM ABOETOMMEM, 3TO 3HAYEHNE NHTEPNPETUPYETCS Kak MakcManbHoe
3Ha4yeHue, ecnv o4HO 3Ha4YeHNe ¢ NocneayLnM JBOETOYMEM — KakK MUHUMATbHOE.

KomaHaa usermac npu ycrnewHoOM BbIMOSNIHEHUW BCEraa BbIBOAUT 3HAYEHWUSI YCTAHOBIEH-
HbIX AOMYCTUMbIX MaHAATHbIX METOK.

YT106bl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKW, BbINOMHUTL KOMaHAy 6e3 kntoyei:

usermac IIOJIb30OBaTeEJIb

Mpumep

usermac - HECEKPEeTHO:CEeKPeTHO -C KaTeropus A:kaTeropus_B userl

[aHHasa komaHga ansa nonb3oBaTens userl YCTAHOBUT:

- MUHUMarbHbIA YPOBEHb — HECEKPETHO;

- MakcuMarnbHbI/ YPOBEHb — CEKPETHO;

- MUHUMAarnbHYIO KaTeropuio — xaTeropusi_A,;

- MaKCUMarnbHYH KaTeropuio — kareropusi_B.

YPOBHU HECEKPETHO, CEKPETHO U KaTeropum xareropusi_A, kaTeropusi_B AOIKHbI
ObITb onpegerneHsbl B cucteMme. 3Ha4yeHus1 YpoOBHEN U KaTeropuin MoryT ObiTb 3aaHbl B YACITOBOM
dopme.

4.8.10.6. getfmac

CuHTakeuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, —-—-absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, —--version] Qamne u/uiu KaTajioru

KomaHgoa getfmac CnyXuT AN NONyYeHUs MaHAaTHbIX METOK (panrnoBbiX OOBHLEKTOB.

MHdopmauma o MeTKax MoCbiNaeTcs Ha CTaHA4apTHbIN BbIBOO U MOXET SABNATLCA BXOAHbLIMU
AaHHbIMK An1s KoMaHabl setfmac (cm. |4.8.10.7)).
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Onuuun npueeaeHsbl B Tabnuue [21]

Tabnuuya 21
Onums OnucaHwune
-R, —-recursive [ns nogkatanoroB pekypcuBHO
-L, --logical CnepnoBaTb NO CUMBOSIMYECKMM CCbISIKaM
-P, —-phisical He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam
-n, ——numeric BbiBoanTb MHOpMaLMO O KOMAOHEHTaxX METKN B Lndposon dopme

-p, ——absolute-names | ABCOMOTHbIE UMEHa

-c, ——omit-header He nokasbiBaTb 3aronoBok (MMs charna)
-s, ——skip-empty MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBECTM cnpaBKy 1 BbINTH

-v, --version BbiBeCTV MHOpMaLINIO O BEPCUN U BBINTY

4.8.10.7. setfmac
CuHTakcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, --recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [MaHOaTHas MeTKa] Pamsie M/UIM KaTaJIoOT'H
KomaHga setfmac ycTaHaBnuBaeT MaHOaTHble METKM Ha haunbl. MeTku 3agatoTca
U B KOMaHOHOW CTpoke (napameTpbl -s, -m), Unun B hanne (napameTtpbl -S, -B). [Npu aToMm,
Gannbl MOryT 6bITb ChOpMUPOBaHbLI C MOMOLLIBIO NMepeHanpaBneHns BbiBO4a KOMaHabl get fmac

(4.8.10.6).

MaHpaTHaa meTka 3agaeTcs B BUAeE:
<YpoBeHB>|[ : <KaTeropuu>|[ :<Tum>] ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3a4aHbl Kak B YACIIEHHOM, TaK U1 B CUMBOJSIbHOM
Buae. CrioxkHble <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CMMCKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
Tonbko agMUHUCTPATOP MOXET yCTaHaBnMBaTb MaHAaTHbIE METKN Ha haunrbl.
BHUMAHMUE! C nomoulbto JaHHOM KOMaHAbl HEBO3MOXHO YCTAHOBUTb MaHOATHYO METKY
Ha bannoBbl 0OBHLEKT-COKET.

Onuuun npuBegeHbl B Tabnuue [22]

Tabnunua 22
Onuwms OnucaHue
-s, —-set YCTaHOBUTb MaHAATHYIO METKY U3 KOMaHAHOW CTPOKU
-m, ——-modify M3MeHUTb MaHOaTHY0 METKY M3 KOMaHAHOW CTPOKM
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OkoHyaHue mabnuuei 22

Onuwms OnucaHue
-S, —-set-file YcTaHoBUTL MeTKM 13 harina
-B, —--restore BocctaHoBUTL METKU 13 (haina

-R, --recursive | [Ins nogkaTtanoros pekypcuBHO

-L, --logical CnepoBatb N0 CUMBOSIMYECKUM CCbIfNIKam
-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbINKam
-h, —-help BbiBecTu cnpaBky 1 BbIATH

-v, -—version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATU

4.9. CpeacTtBa ynpaBreHUs NpMBUIerMsiMm nonb3oBaTtesien U NpoLeccos

[na ynpaBneHns npMBunernamun nonb3oBarenen n NnpoLeccoB NCNOoNb3yeTca rpaduye-
ckast ytunuta fly-admin-smc («YnpaBneHne nonutnkon 6esonacHoctn»). bonee nogpobHoe
onucaHune yTUnuTbl CM. B 3NIEKTPOHHON CrnpaBkKe.

Takke Ona ynpasneHus npuBunerMsMyn norb3oBaTtenen U npoLeccoB UCMNOMb3YTCA
WHCTPYMEHTblI KOMaHAHOM CTPOKN usercaps, execaps U pscaps, ONMcaHHble, COOTBETCTBEHHO,
B(4.9.1,4.9.2n[4.9.3

BHUMAHMUE! YnpasneHue npusunernsamun rnonb3oBartenen BbiMONMHAETCH TOSbKO cynep-

nornb3oBaresieM ¢ MakCMmalsibHbiM YPOBHEM LENNOCTHOCTH, YCTAHOBJIEHHbIM B OC.

4.9.1. usercaps
CwnHTakcuc:
usercaps [-d, --delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, --parsec]
[-1, --Linux] [-M, --PARSEC] [-n, --numeric] [-h, --help] [-v, --version]
II0JIbL3OBATETIb
KOMaHﬂ,a usercaps MNo3BOoJNAET npocMmatTpmnBatb U yCTaHaBIIMBaTb NpuBuiiermmn nosib3oBa-
Tene|7|, JOImKHa UCcnonb3oBaTbCA TONbKO agMUHUCTPATOPOM Yepesd MexaHU3M sudo.
usercaps [-[1l cTpoka MomuduUUPOBaHUA linux-NIPUBUIIEIHH ]
[-[m cTpoxa momuduuupoBaHusa PARSEC-npuBunerui] [dzLMnfhv]] nonbzoBaTenb
CTpOKa MOﬂ,I/I(bI/ILWIpOBaHI/IFI I'IpI/IBI/IJ'IeFI/IIZ COCTOUT U3 CIIOB, pa3desiEHHbIX «,» UIMN «»,
Kaxxgoe CroBO MOXET ObITb CTpOKOI7I B BEpXHEM WUITM HUXHEM perncTtpe min 4Yncriom, nepen
KOTOPbIM CTOUT 3HaK «+» UNN «-». Cnucok BO3MOXHbIX I'IpMBI/IJ'IGFI/II7I C COKpalweHHbIMN nmMeHaMn 1
YyyucnamMmm MOXHO yBUAETb, BBEOA OJ1A LinUX-I'IpI/IBMJ'IeFI/IIZZ
usercaps -L
ansa PARSEC-npusunerui:
usercaps -M
BepxHun pernctp anga crioB 1 3Hak «+» AN Ynucen yctaHasnmBaeT dnar ans cooTseT-

CTBYIOLLEN NPUBUMErnn, HUXKHUIN PErUCTP U 3HAK «-» CHUMAET €ero.
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usercaps <IMOJIb3OBaATEJNIbL> BbIBOOUT BCe npmBunernn nornb30BaTernd;
usercaps -L <nomse3oBaTenb> WIN usercaps -M <nosme3oBaTernib> BbIBOOAT TOIb-

Ko Linux- unu toneko PARSEC-npusunermm.

Onuuun npuBegeHbl B Tabnuue 23]

Tabnuuya 23
Onuusa OnucaHne
-d, -—delete Ynanute CTPOKY nonb3oBaTens u3 canna npvsunernm
-z, -—Zero CO6pocuTb BCe NpMBUIETrAM MOMb30BaTENS
-f, -——full MpucBoUTL BCE BO3MOXHbIE NPUBUIIErMM NonNb3oBaTento
-1, --linux M3meHunTb Linux-npueunernn nonb3oBaTens
-m, —-parsec NameHnTe PARSEC-nprBMnerum nonb3oBaTtens
-L, --Linux BbiBECTN CNWUCOK BO3MOXHbIN Linux-npnBunernn
-M, —-—PARSEC BbiBeCTM cnncok Bo3amoxHbIX PARSEC-npusunerni
-n, -—numeric BbiBecTu npmBuneruun B WecTHaguaTepmyHom dopmare
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, --version | BbiBeCTn MHGOpMaLUIO O BEPCUM U BBINTH

4.9.2. execaps

CuHTaKcuc:
execaps [-v, --version] [-h, --help] [-c,--capability (npuBunerumu)] [--]
KoMaHga

KomaHaa execaps MOXET ObITb MCNONb30BaHa aAMUHUCTPATOPOM AN 3anycka npouecca
C 0OQHOBPEMEHHOM ycTaHOoBKOM BbibpaHHbix PARSEC-npusunerni.

execaps -c <BEeKTOp MNPUBUJIETUN> —--— <IporpaMMa X €e apryMeHTs>
rlpl/IBI/lJ'IeFI/IVI 3a4alTcdA B Buage 4Yucna — outoBOM Macku (KaK npasumno, B

wecTtHaguaTepmnyHom BI/I,Ele). CooTtBeTcTBME OTAEMbHBLIX OUT MNOSTHOMOYMAM npmneBegeHo B

man parsec_capset(2).
Mpumep

execaps -c¢ 0x100 -- /etc/init.d/dbus restart

Byp,eT BbIlMOJIHEH TrMepe3anyck cepBuca dbus cC yCTaHOBJ'IeHHOI7I I'IpVIBI/IJ'IGFI/IGVI
PARSEC_CAP_PRIV_SOCK.

Onuuun npuBegeHbl B Tabnuue [24]
Tabnuuya 24

Onuwms OnucaHue

-c, —--capability YcTaHOoBUTL NpuBUnernm
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OkoHyaHue mabnuubi 24

Onuusa Onwucanune
-f, --force Bbi3BaTb nporpammy, gaxke ecriv He yaanocb yCTaHOBUTL NpUBUNErnn
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version BbiBeCTM MHOpMaLNIO O BEPCUN U BBINTYH
4.9.3. pscaps
CuHTakcuc:
pscaps [--version] [-h, --help] [gencTByomUe MIOJITHOMOUMNS

[pa3pemeHHEEe NOJIHOMOUMS [HaCJlegyeMHe IIOJIHOMOUUsS] ] ]
KomaHp,a pscaps MOXeT ObITb UCMoNb3oBaHa Onda npocMoTpa n sSMeHeHunsa (B YACNEHHOM
snge) PARSEC-nonHomounin npouecca.

pscaps [effective caps [permitted caps [inheritable caps]l]]

Ecnn B kayecTBe aprymeHTa ykasaH TOMbKO MOEHTUUKaTop npouecca, To KoMaHaa
MOKa3blBaeT Ha60p NOMHOMOYNIA 3aaHHOrO rnpouecca, B NPOTUBHOM Clly4ae MnblTaeTCcqd YCTaHOBUTb
3adaHHble B KOMaHLlHOIZ CTpOKe B Bnae wectHaauartepmvHbiX Yncesl NoJIHOMOYUA.

Onuuun npuBegeHbl B Tabnuue [25]

Tabnuuya 25
Onuwms OnucaHue
-h, --help BbiBecTu cnpaBky v BbIATU
-v, --version | BbiBeCTn MHdopMaLuio 0 BEPCUM U BbINTH

4.10. MangaTtHoe ynpaBneHue goctynom B CYB[l PostgreSQL

B kauvectBe 3awumuieHHon CYB[] B coctaBe OC ucnonbayetca CYB[ PostgreSQL Bep-
cumn 9.6, popaboTaHHasi B COOTBETCTBUM C TpeboBaHmeM nHTerpauum ¢ OC B 4actm MaHgaTHOro
ynpaBreHnsa gocTynom K nHdopmMauum u cogepxawias peanmsauuto [lN-mogenun ynpaesneHums
AOCTYNOM 1 MHPOPMaLMOHHbIMKU NoTokamu. [aHHasa [1-mMofens onucbiBaeT BCe acnekTbl ANCKpe-
LMOHHOro, MaHA4aTHOro 1 poneBoro ynpasneHns JOCTYNoM ¢ y4eTom 6e30nacHOCTU MHdopMaLum-
OHHbIX MOTOKOB.

B ocHoBe mMexaHM3Ma MaHAaTHOro yrnpasreHus AOCTYNOM NEXNUT yrnpaBneHne 4oCTynom
K 3awmaemMbim pecypcam bl Ha OCHOBE nepapxnuyecknx n Hemepapxmieckmx MeTok AocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHneM pasrpaHudeHnst gocTyna
nosib3oBartenen K sawuiaemoiMm pecypcam Bl n ynpaeneHne notokamu nHgopmauuun. B ka-
4YeCTBE MepapxXnYEcKnX U Hemepapxmdeckmx METOK gocTtyna npu ncrnons3osaHun CYBL B OC
NCMonb3yTca METKN KOHpUaeHUManNbHOCTU nnn MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT cOBCTBEHHOIO MeXaHMU3Ma Ha3Ha4YeHus1, XpaHeHUs U MOau-
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duKaumMm METOK Nonb3oBaTeNnen U NCNonb3yeT Anst 3Toro mexaHnambl OC.

CornacHo [lM-mogenu B 4acTn peanuaauun MaH4aTHOrO yrnpasneHnsa JOCTYNOM JOMNOMHU-
TenbHO K MaHOaTHOM MeTKe KOHMAEeHUMANbHOCTU BBOAUTCS MOHATUE OO BEKTOB-KOHTENHEPOB
(obbekToB, KOTOpbIE MOrYT cogepxatb Apyrnme obbekThl). [na 3agaHus cnocoba goctyna K
obbekTaM BHYTpPM KOHTEMHEPOB Mcnonb3dyeTcss MaHaaTHbi npudHak CCR (Container Clearance
Required). B cnyyae korga oH yCTaHOBIEH, AOCTYN K KOHTENHEPY M €ro coaepXXuMomy onpegens-
eTCHa ero MaH4aTHOW METKON KOH(MAEHLUMANbHOCTH, B MPOTUBHOM Cllydae JOCTYN K COAEPXKMMOMY
paspeLleH 6e3 yyeTta ypoBHS KOHPUAEHLNANTBHOCTM KOHTENHEpPA.

B kauyecTtBe rmaBHOro KoHTenHepa BblIbpaHo TabnmyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3gaeTcs O4HO Ha knacTtep 6a3bl JaHHbIX. Takum obpa3om, Knactep SABAsSeTCA COBOKYMHO-
CTbto ponen, 6a3 gaHHbIX N TabnMYHbIX NPOCTPAHCTB.

BHUMAHMUE! [il1-mogenb HaknagblBaeT OorpaHMYeHne Ha MaHOaTHYO METKY KOHUAEH-
LUnanbHOCTM ob6bekTa: MeTka 06bekTa He MOXET NpeBbIWaTb METKY KOHTENHEpPA, B KOTOPOM OH
cogepxutca. Takmm obpasom Ans HazHayeHUss METOK JaHHbIM, CHayana AoSMKHbl ObITb nocne-
AoBaTteribHO 3afaHbl MakCuMaribHble METKUM COOTBETCTBYIOLLNX KOHTEMHEPOB: Knactepa, 6as3bl
AaHHbIX, TabrMYHOro NPOCTPaHCTBA, CXeMbl 1 Tabnuubl.

B pensumoHHOM Moaenu B KadecTBe CTPYKTypbl, obnagarowen MeTKON, eCTeCTBEHHO
BbIOGpaTb KOPTEX, NOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanu3aumm OCyLLeCTBSTCS onepaumm
yTeHusa/3anncn nHgopmauum B CYB[. NMpn 3TOM, MECTOM XpaHEHUS METKN MOXET ObiTb BbiOpaH
TONbKO CaM KOPTEX, TONbKO Tak MeTKa ByaeT Hepa3pbiBHO CBsid3aHa C AaHHbIMU, CoaepX)allnummncs
B KOpTeXe.

B kauyecTtBe MHOXecTBa cyLiHocTeN (06 HEKTOB U KOHTEMHEPOB) C 3afjaHHON Ha HEM nepap-
XNYECKON CTPYKTYPON paccMaTpmBatoTCA HocsLWwme NogobHbIn xapakTep 06bekTbl peNnALMOHHBbIX
6a3 gaHHbIX, npumeHsemble B CYB[] PostgreSQL. MNpu aToM, NOCKONbKY 3anmucun 6a3bl AaHHbIX
cofepxaT B CBOEM COCTaBe MaHAATHbIN YpOBEHb KOH(PMAEHLUMANBbHOCTU — OHW paccMaTpuUBaroTCS
B MOAenun B KadyecTBe 0OBLEKTOB, a cogepalme nx Tabnuubl, COOTBETCTBEHHO, — B KayecTBe
KOHTEMNHEPOB.

CuctemMHbIN KaTanor (MeTagaHHble) paccMaTpuBaeTcd Kak camoctoaTensHas bll, pea-
nun3oBaHHas ¢ nomMmoLubto cpeacts CYB[. MNpu aTom Bce onepauumn ¢ aton Bl ocywecTBnaoTCS
nmMbo € NOMOLLLIO cneunarbHbIX KOHCTPYKUUIM s3blka 3anpocoB SQL unv npvBmMnernpoBaHHbIM
nonb3oBaTenem B cneunanbHOM pexume. Takum obpa3om MaHaaTHOe ynpasreHne 4oCTYnoM
npuMeHsieTcs Ko BceM obbekTam Bl. MeTkn cucTteMHbIX 06 bEeKTOB pacnosiararoTcs B 3anncsx
Tabnuvu cMcTemMHOro KaTtanora, HenocpeacTBEHHO OMUCHIBAKOLLMX 3aLlMLLaeMbli OOBEKT.

Tak Kak MaHOaTHbIA KOHTPOrb JOCTyNa MOXET ObITb onpeaeneH ToNbKo A4S BUAOB OOCTY-
na Ha YTeHWe 1 Ha 3anucb MHOPMaLUKN, BCE MHOXECTBO onepaLui C JaHHbIMW B 3aliMLLaeMblX

obbekTax npnBoanUTCA K HUM crnegyroLinm o6pasoM:
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- INSERT — JOCTYynN Ha 3anunce;

- UPDATE, DELETE — nocriegoBaTefibHoe BbIMOfMIHEHME OCTyna Ha YTeHne U 3anucb

MHdopMaLnK;

- SELECT — OOCTYynNn Ha YTeHue.

Mpu obpalweHnmn nonb3oBatens Kk bl onpegensoTca ero 4oNyCTUMbIA AMana3oH METOK
N Habop cneumarnbHbIX MaHAATHbLIX aTpubyToB. ECnn nonb3oBaTtento He NPUCBOEHa MeTKa, TO
OH MONy4YaeT Mo YMOSIHaHUIO HYNEBYHO METKY, COOTBETCTBYIOLLYIO MUHMMArbHOMY YPOBHIO A0-
ctyna. MakcnmanbHaa MeTka onpenenserca no 3agaHHOM rnpu perucTpaunm nosib3oBaTens B
OC. lNMockonbky cepBep Bl Tak xe MOXeT UMeTb METKY, MpW NPeBbILLEHNN METKM Nonb3oBaTens
MEeTKM cepBepa emy ByayT paspeLleHbl TOMNbKO onepaumm YTeHus. Tekywas MeTka nosb3oBaTens
onpegernsieTcs no ycraHOBEHHOMY COeANHEHUNIO U MOXET BbITb yCTaHOBIEHA B Npedenax ero
AOMyCTUMOro AmanasoHa MaHAaTHbIX aTpubyToOB NPy HaNM4MM COOTBETCTBYIOLLEN NPUBUIETNN.

MpumeHeHne maHgaTHbIx MNP ocywecTBnsaeTca Ha ypoBHe gocTtyna Kk o6bektam B[ 1 Ha
YpOBHE JOCTyna HeNnoCpeacTBEHHO K AaHHbIM (Ha YpOBHE 3anucen).

lMpoBepka MaHAaTHbIX NpaB AOCTyna K o6bekTam OCyLLUeCTBNAETCA OOHOBPEMEHHO C
NpPOBEPKOV ANCKPELIMOHHbIX NpaB AOCTyNa K HUM, nocne pasbopa n NOCTPOeHNs NiaHa 3anpoca,
HenocpeaCcTBEHHO nepen ero BbliNONIHEHUEM, Korfda onpeaeneHbl Bce Heobxoaumble Ans npoBep-
KN JaHHble N NpoBepsieMble 06beKTbI. Takum ob6pa3om, 4OCTYN NpefoCTaBsSeTCsa TOMNbKO Npu
OLHOBPEMEHHOM CaHKLMOHUPOBaHUU aUCKpeLMOoHHbIMU MNP/,

lMpoBepka MaHAaTHbIX NpaB 4OCTyNa K 3anucsm Tabnuu, ocyLecTBRAsieTcs B npoLecce
BbIMOMHEHNS 3anpoca npv nocregoBaTeNlbHOM U MHAEKCHOM CKaHMPOBAaHUW AAHHbIX.

Bce 3anucu, nomewaemoble B Tabnumubl, A5 KOTOPbIX YCTAaHOBMEHA 3alumMTa Ha YPOBHE
3anucen, HacnegywT TeKyLwy MeTKy nornb3oartens. OGHOBNSEMbIE 3annUcy COXPaHSAIT CBOKO
METKY nNpu nameHeHun. [1ocTyn K CyLeCTBYIOLMM 3annucsMm N BO3MOXHOCTb MX OGHOBIEHMUS U
yaaneHus onpeaensitoTcsa ycTaHOBEHHbIMU MaHA4aTHBIMU NpaBuiamu.

Ona agmuHucTtpatopa bl npegycMoTpeHbl CUCTEMHbIE MPUBUIIErMU UTHOPUPOBAHUA MaH-
AaTHOro ynpasneHus OOCTYNOM, TOMbKO TakuM obpa3omM MOXHO NPOU3BOAUTL pernameHTHbIe
paboTbl ¢ B[] (HanpMmep, BOCCTAHOBIIEHNE Pe3EePBHON KOMUM), T. K. 9TO TpebyeT yCTaHOBKN METOK
AaHHbIX, COXpPaHEHHbIX paHee.

[nsa HacTponkn paboTbl cepBepa C MaHOATHbIM YynpasBrneHnem LOCTYNOM Cylle-
CTBYET pPsf KOHUIypauMOHHbLIX NapamMeTpoB, yKasblBaeMblX B KOHurypaunmoHHoMm dansne

postgresqgl.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [26).
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MapameTp

OnucaHwune

ac_ignore_socket maclabel

Onpegensiet, 6yaet nu cepsep CYB[ ncnonb3oBatb MeTKYy BXOASA-
LLero coeanHeHns. Ecnu aToT napameTp ycTaHoBNeH B FALSE, TO
MeTKa BXoAgdLlero coeanHeHust byaeT yumThiBaTbCA Npu onpeae-
NeHnn MakcMMarnbHOW SOCTYNHOW METKM CECCUM U MOCe NOAKMo-
YyeHusa BygeT AOCTYMNHa TONbKO MHAPOPMAaLMS C METKOWN He BbiLLe
METKWN BXogsLero coeguHenms. MNpu yctaHOBKe 3TOro napamert-
pa B TRUE MeTKM ceaHca ByayT onpeaensaTbCa MakCUMarnbHOW
MEeTKOWM nonb3oBaTens, nonyvyeHHon na OC.

ac_ignore_server_maclabel

Onpegensert, oyaet nu cepeep CYBL AONONHUTENBHO NCMNOSb-
30BaTb CBOK METKY (MeTKy nonb3oBaTens postgres) Npu onpe-
AeneHun npas Nonb3oBaTend Ha 3aHeceHue, yaaneHme n Moau-
dukaunio gaHHbIX UnNu HeT. Ecnn aToT napameTp ycTaHOBMEH
B FALSE, TO MeTKa cepBepa ucnonb3yetcs ang 6rnokmposaHus
3aHeceHua B b1 nHdopmaumm ¢ METKON, NpeBbILIaoLLEN METKY
cepBepa. Ecnu atoT napameTp yctaHoBneH B TRUE, TO MeTKa
cepBepa He y4YuUTbiBaeTCs.

ac_enable trusted owner

OnpegenseT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npaea
Ha JOCTYN K HUM Apyrum nonb3oBatenam. Ecnun atot napameTtp
yCTaHoBMNeH B 3HayeHne FALSE, TO NpaBO Ha3HayaTb NpaBa Ha
AoCTyn K NnobbiM o6bekTam B[] MMeloT Tonbko cynepnonsb3oBaTe-
nn. OT0 NpeaoTBpaLlaeT HEKOHTPONIMPYEMOE pacnpocTpaHeHme
npae Ha gocTyn K nHdopmMauuun. Ecnm aToT napameTp ycTaHoOB-
neH B TRUE, TO, KpOMe cyneprnonb3oBaTenen, Kaxabln BnageneL,
obbekTa MOXET HasHadaTb NpaBa Ha AOCTYN Mosfb3oBaTeNnen K
«CBOEMY» ODObEKTY.

ac_enable_grant_options

Onpegenset, MoryT nu ponu nepefaesaTb NpaBa Ha [Ado-
CTyn ¢ onumen WITH GRANT OPTIONS Apyrum ponam. Ec-
M ac_allow _grant_options YycTaHoBneH B FALSE, TO
3anpellaeTca Ucnonb3oBaTb KomMaHAy GRANT C npuBuneru-
e WITH GRANT OPTION. Ecnu y ponu ectb npusunerna
GRANT OPTIONS M ac_allow _grant options = false, TO
nepegada npas goctyna ApYrMM ponsaM Takke 3anpeliaeTtcs.
N3baTtne (REVOKE) npmBunermn GRANT OPTIONS paspeluaercs
Bceraa.

ac_enable admin options

OnpegenseT, MOryT nNn ponu nepegasaTtb NpaBo YeHCTBA po-
nv gpyrmm ponam. Ecnn ac_allow_admin_options YCTaHOB-
neH B FALSE, TO 3arnpeLlaeTca Ucnornb3oBatb GRANT ¢ NpuBuU-
nerven WITH ADMIN OPTION. Ecnu y ponu ecTb npusunerus
ADMIN OPTIONS U ac_allow_admin_options = false, TO
nepegaya npas YNEHCTBA APYrMM ponisiM Takke 3anpeLlaercs.
N3baTue (REVOKE) npusunerum ADMIN OPTION paspeluaetcs
Bcerga.

ac_enable_ truncate

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
NOSfTHeHNs1 KomaHabl TRUNCATE.
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OkoHyaHue mabnuuei 26

MapameTp Onuncanve

Mpwn ycTaHoBKe 3TOr0 NapameTtpa B TRUE paspeLuaeTcsi Mnosb3o-
BaHue npu3Haka CCR gna nocnegoBaTenibHOCTEN aHaNornM4yHo
Tabnmuam 1 Bugam, B NpOTMBHOM criydyae npusHak CCR ans
nocrieqoBaTeNbHOCTEN CYUTAETCH BCEraa YCTaHOBIEHHbIM.

ac_enable_ sequence_ccr

Ecnuv napametp koHdurypaumm yctaHosrneH B TRUE, paspeluaeT-
ac_enable dblink mac cs ucnornb3oBaHue dblink 1 BHEWHUX Tabnuy, FOREIGN TABLE
B YCINOBUSAX MaHOaTHOro yrnpasneHUa OOCTYMNOM.

Ecnn napametp koHdurypaumm yctaHosneH B TRUE, paspeLua-
eTCs aBToMaTnyeckas yCTaHOBKa METOK KOHTenHepoB. lNpume-
HAETCA NpU BOCCTAHOBMNEHUS pe3epBHbIX KOMWIA, CO3AaHHbIX B
npeablaywmx sepcuax CYB[,.

ac_auto_adjust_macs

BnokupyeT (FALSE) unm pasdnoknpyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file nonHeHns KoMmaHabl COPY € BbIBOAOM pe3ynbratoB B dhann, oo-
cTynHbI cepepy CYB[.

Bpemsi Xun3Hn nHdopmaLmm B CEKyHAax O NPUBUIIENMSAX MOMb30-
BaTens nogcuctembl 6esonacHoctn PARSEC (onpegensiet Bpems
XU3HU KIWMpOBaHHOM MHGopmaumm o PARSEC-npusunermsix
ac_caps_ttl Nonb30BaTensi; YMeHbLUEHNE 3HAYEHUS NPUBOOUT K YBENTNYEHUIO
yucna obpalleHun cepeepa CYB[ k nogcncteme 6e3onacHOCTU
PARSEC un kak cnefgcreme — K CHMXEHUO NPON3BOaUTESNbHOCTH
cepsepa CYB/L).

Ecnu yctaHoBneH B TRUE, Ao6aBnsieT B XXypHan cepepa oTna-
AOYHY0 MHGOPMaLMO 0 paboTe MEXaHWM3MOB 3aLUUThI.

ac_debug print

[nsa 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnMHTakcmMc KOHUrypaumoHHOro
danna pg_hba.conf onuuen ignore_socket _maclabel. [laHHbIN napameTp MOXeET ObITb
yKasaH nocrne metoa ayTeHTudukaumn.

MapameTp ignore_socket_maclabel=1 NO3BONSET NOMb30BaTENSAM MOAKNKOYATHCS K
0a3aM gaHHbIX C UTHOPUPOBAHMEM METKU COKEeTa coeauHeHus. Ecnun aToT napameTp He yKkasblBa-
eTCH B KOHpUrypaumoHHoM hanne pg_hba.conf unm yctaHoBrieH B 0, TO UTHOPUPOBAHNE METKM
cokeTa ans 3Toro NOAKNIYEHUs He NPOUCXOOUT.

B OC kaxabln nonb3oBaTesib MOXET UMEeTb MHOXECTBO METOK, KOTOpOe 3aJaeTcs Mu-
HUMaribHOM N MakcMMaribHOW MeTkamu gumanasoHa. Ytobbl nogaepxats 3Ty mogens B CYB[]
PostgreSQL kaxgon ceccum nNonb3oBaTensa HasHa4arTCa TPU METKU: MakCuMarnbHasi, MUHUMarb-
Has 1 Tekywasa. Nx HavanbHas nHMumnanmsaumsi OCyLecTBAAEeTCS Mo cregyowemMy anroputmy:

1) nocne npoxoxaeHus nonb3oBaTenemM CTaHA4apTHOW nNpoueaypbl ayTeHTUMUKaLmMm cep-

Bep cuntbiBaeT 3 OC 3Ha4YeHus1 MakcMmanbHOM U MUHUMASbHOWM METOK Nofib3oBaTens n

NPUHUMAET UX KaK MakCUMarbHY0 U MUHUMarbHYO MeTKu ceccun. lNpu aTtom, ecnu 3a-

MNCb O METKax ANns nonb3oBaTtens He HangeHa, TO MakcMmaribHas U1 MUHUMarnbHas MeTKN

NMPUHNMAKOTCA paBHbIMA HYJTHO. CnepoBaTtenbHO, Norb3oBaTenu, 3apermcTpmpoBaHHbie
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Tonbko B cepepe CYB[ PostgreSQL n He umetowme yvetHom 3anmncm B OC cepsepa,

BCerga UMerT MUHMMarbHbBIA YPOBEHb JOCTYNa K MHopmaLmu;

2) ecnu napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, CHATbIBAEeTCs MeTKa BXOASALEro COeAMHEHUs, 1, ecrnin OHa nornagaeTt B Aua-

Na3oH METOK, cuMTaHHbiX U3 OC, TO MakcMmarbHas MeTKa ceccun yCTaHaBNMBaeTCsH

paBHOM MeTKe BXOAsLlero coeguHeHus. MNpu aTom, ecrnm MUHUManbHas MeTka Takoro

nonb3oBaTtens B OC cepBepa Bbllle HyNeBOW, TO OH BOOOLe He ByaeT aonylleH K pabote

c bA;

3) ecnn napameTp KoHdurypaumm ac_ignore_server_maclabel YyCTaHOBMNEH B

FALSE, TO CYMTbIBAaeTCsA MeTKa CepBEepHOro npolecca W, ecrimn oHa He coBMecTuMma

C MakcuMmarbHOW METKOW ceccuu, TO npouecc ayTeHTUdumKaumm npepbiBaeTcs;

4) TeKkyllen METKON CECCUM CTAHOBUTCA MakcMMarnbHasi MeTka COOPMUPOBAHHOIO TakuM

o6pasom gmanasoHa.

Ecnu Ha ntobom n3 aTnx atanos BO3HUKAET CUTyauUUs C HECOBMECTUMOCTbIO METOK Ui
BbIXOOOM 3a Nnpeaernbl Auana3oHa, To NPoLecc ayTeHTUMUKALMM KIMeHTa nNpepbiBaeTcs u 4oCTyn
k B[] 6nokunpyertcs.

Ecnu nonb3oBatenb MMmeeT MaHOaTHbIN aTpubyT ac_capable_setmac, TO OH MOXET
N3MEHSITb CBOIO TEKYLLYIO MaHAATHYH METKY B AMana3oHe OT MUHMMAabHOW 4O MakCUManbHOMN.

CYB[ PostgreSQL npegocTtaBnsaeT nonb3oBaTesisiM BO3MOXHOCTb CO34aBaTb (OYHKLMK
(v, cnepoBartenbHO, TpUrrepbl), ykasbiBasi Npy 3TOM, OyayT N OHW BbINOMNHATLECA C YPOBHEM
AoCTyna nonb3oBaTens, NPSAMO UM KOCBEHHO Bbl3BaBLLero oyHKUui (SECURITY INVOKER), unu
C YPOBHEM [0CTYyNa nonb3oBaTens, co3fasLuero aTy yHkumo (SECURITY DEFINER). [1pu aToM
B MOHSATME «YPOBHSA JOCTYNa» BXOAAT Kak ANCKPELMOHHBIN YPOBEHb AOCTYNa, Tak U MaHAAaTHbIN,
KOTOpbIM B AAHHOM Crlyyae onpegensieTcs TekywmMmn MaHgaaTtHbiMn aTpubytaMmm nonb3oBatens
CYB[, Bbi3BaBLUErO UNKU co3gaBluero yHKUMI0, COOTBETCTBEHHO. [1py 3TOM METKM TeKyLuen
ceccuun nonb3oBaTtens, Bbl3BaBLUEro PYHKLMIO, HE UBMEHSIOTCS.

[Mpu aTOM cneayeT yunTbiBaTb, YTO:

1) npw onpegeneHnn oyHKUUN Kak SECURITY DEFINER oHa GydeT Bceraa Bbi3biBaTbCSA

C NnepeycTaHOBKOW MaHOaTHbIX aTpubyToB Ha aTpubyThl CO3aaBLLEro ee Nnofnb3oBaTens;

2) npv onpegeneHnn pyHKuumM kak SECURITY INVOKER OHa Bcerga b6yaeT BbIMOMHATLCA

6e3 n3aMeHeHns1 TekyLero 3Ha4yeHnss MaHaaTHbIX aTpubyToB;

3) nNpu Bbi30Be (PYHKUUN B Ka4eCTBe Tpurrepa BbINOSHATCSA creayrowime npasvna B

OOMNOSNHEHNe K yKa3aHHbIM:

- nepea BbI30BOM B KayecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TEKyLUM
MaHOaTHbIM aTpubyTam Bcerga gobaensatoTtca narm ac_capable _ignmaclvl un

ac_capable_ignmaccat, YTOGbl 06ECNeYnTb NOMHOLIEHHYO NPOBEPKY CCbINOYHOM
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uenoctHocTn B[;

- nepe BbI30OBOM B Ka4eCTBe Tpurrepa He BCTPOEHHON PYHKLUMM B Ka4eCTBe TeKyLUnX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnmMBalTCs MaHAaTHble aTpmbyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKumMen-
TPUIrepoM MNofb30BaTeNS C HA3KUM YPOBHEM J0CTYrNa BbICOKMX NPUBUNETNA B Criyvae
KackagHOro Bbl30Ba TPUITEpPOB.

lMocne Bo3BpaTta ynpaBneHns n3s PyHKUUM 3HaYEHNA TEKYLUMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAKOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKUNN) 3HAYEHUS.

@OYHKUUKM, HAaNNCaHHbIE Ha A3blKax HU3KOro YPOBHS, NOCME UX NOOKITOYEHUS UMEKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx moandurumposatb. Kpome aToro, moCKorbKy OHU BbINOMHAKOTCS B paMKax npolecca cepsepa,
OHM MMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpeae (OyHKUMOHUPOBAHUA
cepepa. MIMeHHO NO3TOMY NpaBa Nosfb30BaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXxoaMMO CBECTU K He0BXOOMMOMY MUHUMYMY, MUHYS KakOW-NMBO KOHTPOSb C ero CTOPOHbI
(BKIOYasa Tekywme maHgaTHble atpubyThl).

lMockonbky B npouecce paboTbl ¢ AaHHbIMU B CYB[] BO3MOXHO M3MEHEHNE opraHu3aumnm
UX XpaHeHUsi NyTeEM U3MeHeHNs cxeMbl 06beKTOB Bl (MeTagaHHbIX), K NO4OOHBLIM onepauusm Tak
Xe npumeHstotca MNPL.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET Kaxabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4To
BKINtoYaeT B cebda cosgaHne, moandumkauuio n yganeHne oobektos bBl.

Tak Kak HeKoTopble O4eNCTBUA Hag obbekTamu B MoryT BRMsATb Ha XpaHALWMXCS B HUX
AaHHbIX (Kak NpaBuio, Mogudurkauusa unu yaaneHme obbekta unm ero 4acTtu), npy UCNonb3oBaHuUm
MaHOATHOro ynpaBfeHnsa AOCTYNOM K AaHHbIM o6bekTa Heobxoaumo pasrpaHmymBaTth M 4OCTYN K
N3MEHEHNI0 MeTafaHHbIX B YaCTU, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauusim ¢ AaHHbIMWU: AeUCcTBMA ¢ obbekTtamun B oomkHbI ObITb NprBe-
AeHbl K Buaam OOCTyna Ha YTeHue 1 Ha 3anncb MHopMaLMn ON9 BO3MOXHOCTU NMPUMEHEHUS
K HUM MaHgaTHbIx MPO. Bce MHOXecCTBO onepaumi ¢ MeTagaHHbIMU MOXET ObiTb NpuBEeAeHO
cnegyowmm obpasom:

- CREATE, ADD — AOCTYN Ha 3anuchb;

- ALTER, DROP — nocriegoBaTeribHOe BbIMOSIHEHWE AOCTYNa Ha YTEHWE U 3anucb NHAOP-

Maumu;

- ucnonb3oBaHue nnu obpatleHne Kk obvekty B apyrux SQL-komaHgax — OOCTyn Ha

yTeHue.

lMpoBepka MaHOaTHbIX NpaB AOCTYNa K MeTadaHHbIM OCYLLECTBNAETCS O4HOBPEMEHHO C

I'IpOBepKOI7I ONCKPeUMOHHbIX npaB A0CTyna K HAUM Mnocre paa6opa M NOCTPOEHNA MNJlaHa 3aripoca
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HenocpeaCcTBEHHO Nepen ero BbINOMIHEHMEM, KOrda onpeaeneHbl Bce Heobxoaumble Ans NpoBep-
K1 JaHHble N npoBepsieMble 06bekTbl. Takum obpasom, 4OCTYN NpefoCTaBsSeTCa TOMNbKO Mpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUN ANCKpeunoHHbimu MNP,

HekoTopble onepauumn Hag o6bekTaMn, Takme kak DROP Bcero oobekta unu ero cronbua
n TRUNCATE BReKyT 3a cobon yaaneHue aaHHbix. B cnydae 3awuTbl MeTkaMu 3anmncen obbekTa
CYLLECTBYIOT OrpaHNYeHunsi Ha BbIMOMHEHNE 3TUX onepaLun.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANN4YMK pasHbiX METOK Ha 3anucsx, T. K. onepaums
NPUMEHSETCS KO MHOXECTBY CTPOK. OTO CBA3AHO C TEM, YTO onepauus yaaneHus MHTepnpeTmnpy-
€TC4d KaK nocnegoBaTefibHOEe NpeaocTaBieHne AoCTyna Ha YTEHWE U Ha 3anucb, YTO BO3MOXHO
TONBLKO NPU paBeHCTBE METOK CybbekTa u obbekTa. B crnyvae, Korga CTPOKM MMEIOT pasHble METKH,
AaHHOE yCrioBMe BbINOSTHUTLCA HE MOXET.

Onepaums yaaneHus gOCTynHa TONbKO ANs agMUHUCTpaTopa M nonb3oBartenen, obnaaa-

wnx npunsnnernaMmmn UrHOPNpoBaHNA MaHgaTHOro yripasJieHUA JOCTYMNOM.

4.10.1. CpeactBa ynpaBneHna maHaaTHbimu MPL kK o6bektam B

Ons ynpaenenus mangatHbimu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckasn ytunurta pgadmin3.

Mpun co3gaHmn maHgaTHas meTka obbekTa bl yctaHaBnuBaeTcsi paBHOW TEKYLLEN MaH-
AaTHOW MeTKe cOo3daBLUero ero nonb3oBaTensd, MaHaaTHbIn npu3Hak CCR npu aToM BbiCTaBnsieTcs
B 3Ha4eHue ON.

Ecnu nonb3oBaTtens MMeetr maHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MEHATb MaHOATHY0 METKY NpuHagnexawmnx eMy o6bLekToB B npeaernax CBoero agnanasoHa MaH-
AaTHbIX METOK C MOMOLLbIO creyolen KomaHabl:

MAC LABEL ON Tumn_obbekTa uMa_obbekTa IS HOBOE 3HAUEHWE MaHIATHOW MEeTKH;

B kayecTtBe TMna obbekTa ykasbiBaeTca Tvn obbekta BJl, Hanpuvep DATABASE, TABLE,
FUNCTION.

AHanormyHbiM 06pasom AN 00bEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON Tun_ obwekTa umsaA_obwerkra IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TUM 06bekTa — knactep CLUSTER. [Jns1 yCTAHOBKU METKM

Ha KnacTtep MUCNosib3yeTcH crnegyroLmmn 3anpoc:

MAC LABEL ON CLUSTER IS HOBOE_3HaueHHe_ MaHOATHON MEeTKH;

4YTO ABNSETCA CUHOHMMOM K KOMaHae

MAC LABEL ON TABLESPACE pg_global IS HOBOe_ 3HaueHMHE MaHOATHONW METKU;

[na nameHeHua maHgatHoro npusHaka CCR knactepa ucnonb3yeTcs cregyowas KoMaH-
aa:

MAC CCR ON CLUSTER IS { ON | OFF };
4YTO ABNSIETCA CUHOHMMOM K KOMaHae
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MAC CCR ON TABLESPACE pg global IS { ON | OFF };

3HayeHus MaHgaTHbIX METOK OOBbEKTOB codeprkaTcs B Nonsx maclabel Tabnuy cuctem-
HOro KaTtanora, OTKyaa MOryT ObiTb BbiOpaHbl COOTBETCTBYIOLLMM 3aMpPOCOM.

3Ha4veHuna maHgaTtHoro npudHaka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayoLLMX
nonsax Tabnuu, cMcTeMHoOro Kartanora:

Ans 6a3 gaHHbIX - datmacccr CUCTEMHOM Tabnuubl pg_database;

AJ151 CXeM - nspmacccr CUCTEMHOWN Tabnuubl pg_namespace;

AnNa TabnmyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANS OTHOLUEHWUN - relmacccr CUCTEMHOM Tabnuubl pg _class.

[na npocmoTpa MmaHgaTHoro npu3Haka CCR knactepa MoOXeT ObiTb MCNONb30oBaHa cneay-
oad KoMmaHaa:

SELECT cluster_macccr;

Mo YMOJTHaHNIKO 3alfncn co3gaBaeMbiX Ta6J'II/ILI1 He 3alunueHbl MaHOaTHbIMX METKaMW.
ﬂ,J'IFl TOro 4YTo0bI co30aTb Ta6J'II/IL|,bI C 3alimueHHbIMKU MEeTKaMK 3anncqamMmu, cregyet ncnosrnb3oBaTb
cnegyoLwmin BapnaHT kKomaHabl CREATE TABLE:

CREATE TABLE wums_Tabmnuuer (

-- coucox_cTonbuos
) WITH ( MACS = true, ... );
|_|pl/l 9TOM BC€ BCTaBlideMble 3arnnMcu rno ymMord4aHuio HacneaywT TeKkywme MaHOaTHble MET-
KW cosgaBlmx MxX nonb3oBaTenien. [lonb3oBatenu, UMerowmne YCTaHOBMEHHbIM MaHOaTHbIN
aTpubyT ac_capable_chmac, MOryT $IBHO 3ajaTb 3HA4YeHWe MaHOaTHOW METKM BCTaBhnse-
MOW 3arnucu. Sap,aBaemaﬂ MeTKa OOJ1KHa OblTb B npegenax agmanasoHa MeTOK Morib30Ba-
TEen4d, nmbo nonb3oBaTesnb OOIMKeH NMEeTb anVI6yTbI UrHOpMpoBaHNA MaHOATHOIO KOHTPOINA
ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbK BapuaHTa KoMaHAbl
INSERT:

INSERT INTO umsa_oTHomeHus (maclabel, ... CHOHUCOK cToJbIOB)
VALUES (3HaueHWe MaHOATHOW METKH, ... 3HAUEHUA CTOJOIOB)

[na 3awuTbl 3anncen yxxe cosaaHHblx Tabnuy, 6e3 maHaaTHbIX METOK CrieQyeT UCMNosb30-

BaTb criegyowun BapnaHT KomaHabl ALTER TABLE:

ALTER TABLE ums_Tabrnuus SET WITH MACS;

Nocne ncnonHeHnsa aTon KOMaHAbl BCe 3arncu Ta6J'II/ILI,bI aBToMaTn4eCckn nosny4dat TeKyLYy METKY
Tabnuupl.

ﬂ,]’lﬂ TOro, YTOOBbI y6paTb 3auunTy 3anncen MaHOaTHbIMWA METKaMu, crnenyeT Ucnosrb3oBaTb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:
ALTER TABLE wmsi_tTabnuum SET WITHOUT MACS;

,D,J'IFI M3MEeHEHUA MaHOaTHbIX METOK CYLLECTBYHOLLUNX 3anucen nornb3oBaTesnun ¢ anI/I6yTOM
ac_capable_chmac MOryt ucnonb3osaTtb KomaHay CHMAC:

CHMAC ums_orHomeHuss SET maclabel = HOBOe_ 3HaueHUWe MaHOATHON MeTku WHERE
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CoBokynHasa meTka 3anucen Tabnuubl (MakcumarbHasi N0 MaHAAaTHOMY YPOBHIO U Hau-
©onee nonHasa No MaHO4ATHbLIM KaTeropusiM) MOXeT ObITb NONy4YeHa C MOMOLLbIO arpervpyoLen
dyHKUMU supmaclabel:

SELECT supmaclabel (maclabel) FROM uMs_OTHONEHHUS;

[MpocMoTpeTb 3Ha4YeHUss MaHOATHbIX METOK OOCTYMHbIX 3arnnce MOXHO C MOMOLLbIO
KoMaHgbl SELECT:

SELECT maclabel FROM uMs_OTHONEHUS

B komaHgax INSERT 1 CHMAC 3Ha4eHUss MaHAaTHbIX METOK He 00s13aTenbHO AOMKHbI ObITb
3agaHbl B ABHOM Buae. [1na 3agaHus MEeTKM AONYCKaeTCHa UCnonb3oBaHue noboro ckansipHoro
BblpaXXeHWs1, BO3BpaLLatoLero pesynsrat, NPMBOANMbINA K TUMY MaHLATHON METKN.

[ns Toro 4Tobbl COXpaHUTL 3anMcK BMECTE C UX METKAMU B apX1BE W B AanbHENLWeM 3arpy-
3UTb X 06paTHO, NPeayCMOTPEH cneuunanbHbii donar MACS komaHabl COPY. BbiBECTUM OOCTYMHbIE
nonb3oBaTento JaHHble BMECTe C MeTKaMu MOXET ntobon nonb3oBaTenb, 3arpy3nTb ke 06paTHO
— TONbKO NOMb30BaTerb C YCTAHOBMNEHHbIM MaHOaTHbIM aTpubyToM ac_capabel_ chmac. [Npwu
3TOM METKM 3arpykaemMblx 3anucen OOrMKHblI HAXOOAUTLCS B npeadenax Aguana3oHa MeToK Nonb30-
BaTens, NMbo nonb3oBaTeNb AOMKEH UMETb aTpMbyTbl MTHOPMPOBaHMUS MaHAATHOrO KOHTPOSS
ac_capable_ignmaclvl U ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3a-
rpy3ka AaHHbIX U3/B Tabnuubl test MOXET BbIMMSAAeTb Tak:

COPY mumsa_oTHomeHus1 TO stdout WITH MACS
COPY wumsa_oTHomeHusi FROM stdin WITH MACS

Mcnonb3oBaTtb KoMaHgy COPY 6e3 ykazaHusa MeTOK MOXeT fitobon nonb3oBatesb. 3arpy-
XEHHbI€ TakuM 06pa3omM AaHHble ByayT MMETb METKU, paBHbIE TEKYLLIE METKE CECCUM MONb30Ba-
Tens.

[MapameTtp KOoHuUrypaumm cepeepa ac_enable_copy_to_file paspellaeT BbINOMHATL
KomaHy COPY C BbIBOAOM pe3ynbratoB B hann, 4ocTynHbln cepsepy CYB/. [Ins aToro oH JOMKeH

ObITb yCTaHOBMEH B TRUE.

4.10.2. LlenocTHOCTbL MaHAaTHbIX aTPMOYTOB Knactepa 6a3 AaHHbIX

B CYBL PostgreSQL [lM-mogenb HaknagbiBaeT OorpaHUYeHuMe Ha MaHOaTHYH METKY
KOHGmaeHUmnanbHOCTU obbekTa: MeTka o6bekTa He MOXET MpeBbILLATb METKY KOHTenHepa, B
KoTopoM oH cogepxutcs (4.10).

[ns BbiBOOa MHopmaumm o cobnrogeHun ArN-mooenu mexay o6bekTaMmn-koHTENHeEpaMm
N HaxogsAWMMKUCS B HUX obbekTammn peanmsoBaHa SQL-pyHKuMs check _mac_integrity, KOTO-
pasi BbIBOAUT MHpOPMaLMO B cnegyolem Buae:

- objid — NaeHTndumkarop obbekTa;

- classid — VpgeHTndukaTtop knacca obbekTa;

- cobjid — MaeHTudumkaTtop KOHTenHepa, CoaepKaLlero oobeKT;

- cclassid — VigeHTudumKkaTop Knacca KOHTENHepa, coaepallero o6beKT;
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- status — Pesynkrat npoepkn. MoxeT NnpMHMMaTh crneayrowmne 3HadyeHus: OK(mogenb

cobniogaetca Ans obbekTa n KoHTenHepa) u FAIL(moaens He cobnopaetcs Ana obbekra

N KOHTENHepa).

MpunmevyaHune. MHdopmauma o cobniogeHnn Mogenu BbiBOOUTCS TOMbKO ANs OT-
HoweHun (Tabnuy, npeacTaBneHnn, NnocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Ona mncnpaBneHnss HEKOPPEKTHO YCTAaHOBNEHHOW MaHOATHOW METKUM OTHOLLEHUs, Ha-
npumep, Mpu BOCCTAHOBIMEHUW pPEe3epBHOM KOMUWU KnacTepa paHHUX BEpPCUN, UCMONb3yeT-
ca SQL dyHkuma fix mac_integrity. [JaHHas yHKUMS MOXET ObiTb MCMOMHEHa TOslb-
KO nonb3oBaTtenieM C npaBaMn agMUHUCTpaTopa, a Takke Npu yCTaHOBNEHHOM MapamMeTpe

ac_auto_adjust_macs = true B KOHpUrypaunmoHHoMm anne postgresql.conf.

4.10.3. Ccbino4yHas LenoCTHOCTb MaHAAaTHbIX aTpMOyTOB
CpeacrtBa obecrnevyeHus LenocTHOCTU B pensiuMoHHbIX B npeactaBnsaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM NoAAEPKKN CUCTEMBI NPaBUI, ONPeaenaoLWLmnX 4oNyCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JAaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSTbKO BUOOB:
- OrpaHn4YeHne LENOCTHOCTM NONen OaHHbIX — OrpaHUYEeHMsl, HaKNaabiBaeMblE Ha UCMOSb-
3yemMble B OTHOLUEHMN OOMEHbI (3agaHne paspeLlleHHbIX AnanasoHoB 3HA4YEHUI, 3anpeT
Hannumna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHun No yMOmYaHuio) unm
OorpaHMyeHust HenocpeacTBEHHO Tabnuubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHmyeHmne
YHUKaNbHOCTKN NO BblIOpPaHHbIM CTON6GLAaM, BblYMCASIEMbIE 3HAYEHUSA CTONBLOB 1 YCNOBUSA
AONYCTUMbIX COMETaHUM 3HA4YeHU B cTonbuax);
- [eKnapaTuBHas CCbINOYHasi LLENOCTHOCTb — OMMUCaHne 3aBUCUMOCTEN MeXay pasHbiMu
OTHoWeHuAMN B B[l (Hanuunsa B 04HOM OTHOLLEHMM BTOPUYHOIO Krto4a, CCbinaroLierocs
Ha NepBUYHbIA KNoY B apyrom). NogobHble 3aBUCUMOCTU MOTYT ObiTb BbISIBIIEHbI MpU
aHanuae npegMeTHOM obnacTn Mexay ee CyLWHOCTAMM UM Npu npoekTnposaHuu b B
npouecce Hopmanusaumm (B 3TOM criydae ogHa CyLLUHOCTb NpeaMeTHON obrnactun MoxeT
COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LENOCTHOCTb peanuayeTca nyTeM onuca-
HUS OrPaHNYEHNIN Ha 3HAYEHNS BTOPUYHBIX KITHOYEN B OOHOM OTHOLLUEHUM U NpaBui Ux
00paboTkM B criydae namMeHeHusi NePBUYHbIX KINOYen B OPYroMm;
- ANHaMKn4ecKasi CCbINNOYHasi LeNnoCTHOCTb — TpUrrepa, HasHa4yaemble s BbINOSTHEHUS
npv peanus3aumm 3a4aHHoro Buaa A0CTyna K KOHKpeTHon Tabnuue. Tpurrep npeacraBnsaeT
cob0MN MCMNOMNHAEMbIN KOA, KOTOPbIN MOXET ANHAMUYECKM NPOBEPUTL 3aaHHbIE YCIOBUSA
KOPPEKTHOCTU BLINOSHSAEMON onepaunun, n npu HeobxogMmMoCcTn BHECTU U3MEHEHMUS B
apyrve tTabnuupl.
B npuBegeHHOM onpegeneHnn oTCyTCTBYIOT MaHAaTHble aTpubyThbl, Tak Kak B obwem

cnyvyae Mexay KJ'IaCCVI(bI/IKaLI,I/IOHHbIMI/I MeTKaMu 3anucem Pa3HbIX Tabnuy MoXeT He ObITb 3aBUCK-
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mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YACTHbIN Crly4an CCbINTIOYHON LIENOCTHOCTU, 06pa3oBaHHbIN
mMexay Tabnvuamu, SBhsWLMMUCS YacTAMU OOHOW CYLHOCTU nNpegMeTHoM obnacTu, YTo MoXeT
BO3HUKHYTb B NnpoLiecce HopManusauum.

[ns obecnevyeHnsa LenoCTHOCTM MaHAaTHbIX aTpMbyTOB CNUCOK COBLITUIN AN orpaHuye-
HWI LLeNOCTHOCTU Hapsagy C CyLeCTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwmpeH cobbiTueM M3MeHeHus MaHaaTHbIX aTtpnbyTtoB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3aHne orpaHnyeHne CCblfI0O4HOM LIENOCTHOCTU crieaytowmm obpasom:

ALTER TABLE wumsa_Tabmnuieil ADD CONSTRAINT uMsa_ OrpaHUUEHUS
FOREIGN KEY (cnucox_mnoJseitl) REFERENCES wumsa_ Tabiuuu2 (CHOMCOK_IOJen2)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHn3am genCcTBUA TaKoro orpaHMyYeHust LeNnoCTHOCTU aHanornyeH MexaHnsmy 4encTauns
nogo6bHOro orpaHnyeHnsa ans cobbiTna ON UPDATE ANS AaHHbIX: MPU U3MEHEHUN MaHOATHbIX
aTpnbyToB 3an1cy B 04HON Tabnuue MOXHO yKkasaTb KackagHoe U3aMeHeHne MaHaaTHbIX aTpubyToB
CBSAI3aHHbIX 3anMcen BTOpon Tabnumubl, NMOO0 3anpeT BO3MOXHOCTb TAKOro MU3MEHEHNS.

AHanNOrM4yHoO CyLLLECTBYET BO3MOXHOCTb CO3[4aHUSA TPUITEPOB A1 YKa3aHHOro cobbiTms
N3MeHeHnsa MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER umsa_Tpurrepa

BEFORE CHMAC ON wums_Tabiuis

FOR EACH ROW

EXECURE PROCEDURE wumsa_mnpouenyps ()
Takum xe obpazom MoryT ObITb 3a4aHbl U Npasuna Ans BUOOB:
CREATE RULE wums_mnpaBuia

AS ON CHMAC TO umMmsa_BHOa

DO ALSO
CREATE RULE ums_mnpaBuia

AS ON CHMAC TO umMms_BHOa

DO INSTEAD

B aTom cnyyae npu nameHeHnn maHaatHbIX aTpubyToB 3anmcu 6yayT Bbi3biBaTbCSA COOT-
BETCTBYHOLLME DYHKLUM N NpaBuna, YTo AaeT BO3MOXHOCTb 3anporpaMmMmmnpoBaTb NPOU3BOSIbHYHO

nornky obecrnevyeHns LenoCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.10.4. OcobeHHOCTM co3aaHUA NpaBusl, CUCTEMbI PUNLTPaLUN U TPUIrepoB

B CYB[ PostgreSQL npasuna (RULE), cuctembl ounstpaumnmn (POLICY) U TpuUrrepsbl
(TRIGGER) HacnegywT MeTKy Tabnuupbl, Anst KOTOPOW OHM co3aaHbl. OTU 00bEKTbI MOTyT ObITb
co3aaHbl Nonb3oBaTenem-enagensuemM Tabnuubl (MeTka Kotoporo 6yaet coBnagaTb C METKOW
Tabnuubl), NMGO Nonb3oBaTeENAMM C NPUBUNETMAMU UTHOPMPOBaHUS MaHaaTtHoOro gocrtyna. B

NPOTUBHOM Crnyyae reHepupyeTcs owmbka gocTyna.
Ecnu Tpurrep ncnosnb3yeTt TpUrrepHyo yHKUMI0, MeTKa KOTOpoW OTnKnyHa ot {0, 0}, TO
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npv UCMONTHEHUN TpuUrrepa Anga Tabnuupbl co cOpoLLEeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLleHusi B paboTe TpurrepoB. 3TO 06YCNOBNEHO TEM, YTO 3aMUCb TPUITEPHOWN PYHKLNN MOXET
ObITb HE OOCTynHa Ana nomnb3oBatens B cea3u ¢ MIMPL. B Takux cnydasx Oyget BbiBeOEHO
cooOuleHue:

cache lookup failed: BHyTpeHHsAs omubKa WM OTCYTCTBYIT HEOOXOOUMEHE MaHLOATHHE
aTpubyTH

Bo nsbexxaHum aToro HacToATENbHO PEKOMEHOYETCA YCTaHaBNMBaTb MaHO4ATHYIO METKY
TpUrrepHon pyHKUMN B 3Ha4veHne {0, 0}.

Cuctembl ounbetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, moryT AONOnHATb
BCTPOEHHblE MEXaHU3Mbl pasrpaHNUYeHnsa OocTyna nytemMm godaBneHnsa fornMku, peanunusyroLllen
npasuna Bblga4ym CTPOK nonb3oBaresnto. Punerpaums MOXET OCHOBbLIBATLCA Kak Ha AaHHbIX CTPOKM,
TaK U Ha BHELLHMX dpakTopax (Hanpumep, TEKYLLEM BPEMEHMW).

4.10.4.1. OCOGEHHOCTM UCNONb30BaHMUA MpeACTaBNeHUNn U MaTepuarm3oBaHHbIX
npeacraBneHUn

MpenctaBneHns (VIEW) U MaTepuanu3oBaHHble NpeacTtaBneHns (MATERIALIZED VIEW)
He MOryT UMETb METKN Ha CTPOKaX, MOCKOSMbKY BbIMNOMHAKT arperaumio AaHHbIX U3 OPYrMX UCTOY-
HUKOB AaHHbIX (Tabnuu n npegcraBneHni).

MpnmedaHue. lNpegcraBneHnss co3aaroTcs ¢ ycTaHoBreHHbIM donarom CCR, noatomy
npw nonbITKe A4OCTyNa K HEMY OT MMEHMU Nonb3oBaTeNnd, MaH4aTHaA METKa KOTOPOro He NPeBOCXO-
ANT METKN NpeacTaBrneHns, 3To npeacTaBneHne He ByoeT «BuagHo» nonb3osaTento B cuny MIPL.
[nsa Toro, 4ToGbl NONbL30oBaTeNb MMEN AOCTYN K TAKOMY NpeacTaBreHnto, Heobxoammo copocnTb

mMaHaaTHbI npusHak CCR npeacTtasneHus.

4.10.5. dyHKUMM cpaBHEeHUA Ans Tuna maclabel

B CYB[] PostgreSQL n3ameHeHo noBegeHne crneayrowmx yHKUMA onsa Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykaszaHHbIX (PyHKUMSX BMECTO MHAEKCHOIO CpaBHEHUSI NCNOSb3yeTCs
CpaBHeHVe MaHAaTHbIX METOK COOTBETCTBYHOLUMMUN onepaTopamm =, <>, <, <=, >, >=,

[ns npoBepKkn Ha HECPABHUMOCTb MaHAATHbLIX METOK UCMONb3yeTcst (PYHKUMA nc.

OnepaTopbl MHOEKCHONO CpaBHEHUS MEPEUMMEHOBaHbl B maclabel idx_eq,
maclabel idx_ne, maclabel idx_1t, maclabel idx_le, maclabel idx_gt,

maclabel idx_ge.

4.10.6. Cucrema npusunerun CYB[l n ynpasneHue mmm

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepegayun OTAernbHbIM
nonb3oBaTensaM npaeB BbIMOMHEHUST ONpeaeneHHbIX aadMUHUCTPaTMBHbLIX AencTBuin. OBbIYHbIN
Nnonb3oBaTeNb CUCTEMbI HE UMEET AOMNOSTHUTENbHbIX NPUBUMETNN.

MpuBnnernn snsaTCa nogknaccom atpmbytoB nonb3oBatens CYB[ PostgreSQL.

Mpueunermmn OC, wucnonb3yemble B CYB[l PostgreSQL, «kpome atpubyTta
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ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C noMowbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHnctpaTtopamu CYB[:
- ac_session_maclabel — Tekyuwass MaHgaTHaa MeTka ceccum nonb3oBatens CYB/.
OTa meTKa onpeaensieT 4OCTYMNHble nosnb3oBaTento 06bekTol B 1 aBnserca meTkon no
YMOSYaH1Io Ons co3gaBaeMbix nonb3oBartenem oobekToB. [pn coeanHeHnn nonb3oBare-
nga ¢ CYB[] 3HaveHune aToro atpmbyTta ycTaHaBNMBaETCS paBHbIM METKM COEOUHEHUS Unn
ac_user_max_maclabel;
- ac_user_max_maclabel — MaKkCcumMarnbHO BO3MOXHO€E 3Ha4yeHne  Onga
ac_session _maclabel;
- ac_user _min maclabel — MUHUManNbHO BO3MOXKHOE 3Ha4yeHne  Ong
ac_session_maclabel;
- ac_capable_ignmaclvl — NO3BOMSET MOMb30BaTENO UIHOPUPOBATL MaHOATHbLIN
KOHTPOJSIb MO YPOBHAM;
- ac_capable_ignmaccat — no3BondeT Nosfib30oBaTeNtd UrHOPUpPoBaTb MaHAATHbLIN
KOHTPOJSIb MO KaTeropusm;
- ac_capable_mac_readsearch — no3BongdeT nonb3oBaTento MrHopmposaTtb MaHaaT-
HbI/ KOHTPOSb MO YPOBHAM U KaTEropusam rnpu YTEHUU OaHHbIX;
- ac_capable_setmac — NO3BOMNAET NOSMb30OBATENO U3MEHATL TEKYLLYIO METKY CBOEN
ceccun B npepenax, 3agaHHbiX ee MUHUMarbHbIM U MakCUMasibHbIM 3Ha4YeHNEM;
- ac_capable_chmac — N03BONSAET NOMb30BaTENO N3MEHATbL METKM 0ObekToB B/.
B cnyyae, ecnu nonb3oBatens CYB[ He 3apeructpupoBaH B OC Ha cTopoHe cepBepa
CYB[, Bce ero maHaaTHble aTpubyTbl UMEIOT HyrneBoe 3HavyeHne. AgmumHuctpatopam CYB[ go-
nonHuTenbHO K nx atpubytam us OC Bcerga gobaensatTtca atpubyThl ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.
Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadou-
yeckasa ytunmta pgadmin3.
[MpocMOTpETb TEKYLUME 3HAYEHNS NpuBunierun (aTpnbyToB Nonb3oBaTensi) MOXHO C NOMO-
b0 KOMaHAab!:
SHOW attr_ name
YCTaHOBUTb HOBOE 3HadeHue aTpubyTa ac_session_maclabel MOXHO C MOMOLLbLO
KomaHA:
SET ac_session maclabel = HOBOe_ 3HaueHUE MeTKHU
SELECT set_config (’ac_session_maclabel’, nHoBasa_wmeTka, false);
B nepson hopme B Ka4eCTBE HOBOrO 3HAYEHUSI METKN MOXXHO MCMOSMb30BaTb TOSTbKO SIBHO
3aJaHHble 3Ha4YeHUss METKN, BO BTOPON— 3HAYEHME METKU MOXET ObiTb NOObIM BblpaXKeHnem,

BO3BpallarwmMm cKkandapHoe 3Ha4vyeHune, npuBoanMoe K Tuny MaHOaTHOWN METKM.



82
PYCB.10015-01 97 01-1

4.11. ManHpaTHoOe ynpaBneHue AOCTYNOM B KOMIJeKcax nporpamMmm

rMnepTekcToBorm o6paboTKM AaHHbLIX U ANEKTPOHHOWU NOYTHI

O6GecneyeHne MaHAaTHOrO ynpaeneHus 4OCTYNOM B KOMMeKcax NporpaMm rmnepTekcTo-
BOW 0OpaboTKM JaHHbIX N SNEKTPOHHOW MNOYThl peann3oBaHO HA OCHOBE NPOrpPaMMHOrO MHTEp-
denca 6ubnumotek nogcmnctemol 6e3onacHoctn PARSEC.

Ha cepBepax KOMNNEeKCoB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SNEKTPOHHOWN
no4yThbl Npy 06paboTke 3aNPOCOB HAa COeANHEHNE BbIMOTHAETCSA NOMyYeHne MaH4aTHOrO KOHTEeKCTa
COefVHEeHUs, yHacnegoBaHHOro ot cybwekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeavHeHne, paboTaeT B KOHTEKCTE npoLecca, MMeKLWEro NpuBUNernio ans npuema
COEeAMHEHUN C NIObIMK YPOBHAMMN CEKPETHOCTW.

lMocne ycTaHOBKM COEAMHEHMS U YCNELLIHOMO NPOXOXAEHUs npoueaypbl naeHTudmnkaumm
n ayTeHTMdUKaumMm nonb3oBaTensi NpoLuecc cepeepa, obpabaTtbiBaloWwmin 3anpockl Nonb3oBaTens,
NnepeknyaeTcst B KOHTEKCT Ge3onacHOCTM nonb3oBaTtens, copacbiBaeT npmsunerum, obpabartoia-
eT 3anpochbl NoNbL30BaTenNs N 3aBepLUAETCS.

B komnnekce nporpamm runepTekCcToBon 06paboTku AaHHbIX NOMb3oBaTeNb nonyvaet
AOoCTyn K pecypcam, apnaowmxca obbektammn ®C. Komnnekc nporpaMmm 3reKTPOHHOW NOYThl
NCNonb3yeT TEXHOMNOrM maildir, o6ecneunBaroLlyto XpaHEHME NOYTOBLIX COOOLLEHNIA B BUAE
oTaenbHbix 06bektoB PC. CoszgaBaeMble hannbl NOYTOBLIX COOBLLEHNA MAaPKMPYOTCS MaHAaTHbI-
MW MeTKaMW, yHacnegoBaHHbIMUK OT npolecca-co3aartens. Takum obpa3om, B 060ux koMnnekcax
NporpamMmm pecypcbl, K KOTOPbIM OCYLLIECTBNSAETCS AOCTYN OT UMEHU CepPBEPHbIX NPOLIECCOB, 00-
pabaTbiBalOLMX 3anpockl nonb3oBarenen, aenaTtca oobektammn PC. CnegoBartenbHO, 4OCTYN
K 3awuwaemMbliM pecypcam npu npueme n obpaboTke 3anpocoB Norb3oBaTernen B npouecce
PYHKLUMOHNPOBAHNS CEPBEPOB KOMIMIIEKCOB NPOrpaMm rmnepTekcToBor 06paboTkn AaHHbIX K

3NIEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM P/,
4.12. HacTtpowuka 3arpy3umka Grub

Mocne yctaHoBkn OC npu HEOBXOANMOCTU N3MEHEHNE HacTpoek 3arpy3dnka Grub ocy-
LLIeCTBNSAETCA C UCNOMNb30BaHNEM rpadmnyeckon yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYHO
crnpaeky).

B 3arpysumke Grub Bo3amoxHO 3agatb napametpbl sgpa PARSEC, npuBeaeHHble B Tabnu-

ue 27|
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max_ilev
(Maximal Integrity Level)

3agaeT MakcMarbHbIV ypOBEHb LIENTOCTHOCTN B CUCTEME HA MOMEHT cTapTa
(BOCNPUMHUMaEMbI MOAYNSAMU).

Honyctumble 3HadeHuns ot 0 go 255. Mpwu yctaHoBke OC 3agaetcda no
YMOISYaHUI0 3Ha4YeHue 63.

BHUMAHMWE! Ecnn B cucteme npucyTCTBYIOT hannbl ¢ METKAMN, NUMEIO-
LMW YPOBEHb LIENOCTHOCTU Bbille 3aaBaeMoro B JaHHbIi MOMEHT, 3TO
MOXET BbI3BaTb OTKa3 AOCTYNa K AaHHbIM harnam (coketam, Katanoram u
T.4.)

parsec.ccnr_relax

Mpy 3agaHHOM 3Ha4YeHUN 1 NO3BONSAET HENPUBUNENMPOBAHHOMY MOMb30Ba-
Ter BbINOMNHATL 3anuUch (hansioB ¢ pasHbIM YpOBHEM KOHUAEHLNANBHO-
CTM B KOHTEeNHep (KaTamnor) ¢ ycTaHOBMeHHbIM dniarom ccnr (3HadeHue no
ymorn4danuio 0)

reset_ilev_on_chroot
(Reset Label on chroot)

C6poc (0BHyneHue) ypoBHsSI LIENTOCTHOCTU METKM Yy [OYEepHUX Mnpolec-
COB NPU UCMOSb30BaHNN POANTENBCKUM NPOLECCOM CUCTEMHbIX BbI30OBOB
chroot(2) npivot_root(2).

Tekywme 3Ha4yeHne LenoCTHOCTU HUKaK He BNUSAET Ha NOBeAEHME.
Jdonyctumele 3Havenns 0/1, y/n n 1.4. 3HaveHne no ymonyaHuio true (o6Hy-
nser)

noload_files
(Reject load at low integrity
level)

3anpet 3arpy3ku moaynen sigpa, firmware, obpasoB kexec, KIHO4YeEN U
ceptucpmkatos X.509 npmeunernpoBaHHbIM nonb3oBatensam (root, uid=0)
C HU3KMM YPOBHEM LENOCTHOCTH.

Jonyctumble 3HadeHuns 0/1, y/n n T.4. 3Ha4eHne no ymon4yaHuio true (3anpe-
LLIEHO)

ccnr_reject
(Disallow root to
CCNR* flags)

set

3anpet yctaHoBKM nara ccnr NPUBMIIETMPOBAHHBLIM MOMb30BaTENSAM
(root, uid=0).

Honyctnmble 3HadeHuns 0/1, y/n n T.4. 3HadeHne no ymonyaxumio 0 (paspe-
LLIEHO)
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

PaboTta B cpege BupTyanusaumu OCYLLECTBNSETCS Npyu 00A3aTeNbHOM NMPOXOXKAEHUM
npouenypbl ayTeHTUduKaumMm Ha cepeepe BupTyanusaumm libvirt n B ycnoBusix npyumeHeHus
ANCKPELMOHHBIX N MaHOATHbIX NpaBui pasrpaHn4yeHns ocTyna.

HacTtponka cepBepa BupTyanusaumm libvirt ans pabotel B EMNIM OC CH, a Takke naek-
TMdmKauma n ayTeHTUduKaums npm 4ocTyne K cepBepy BupTyanusaumm n K paboyemy crony

BUPTYyaribHbIX MaLWH BbiNonHAeTcs B cootBeTcTBun ¢ PYCB.10015-01 95 01-1.
5.1. InckpeunoHHOe ynpaBrieHMe [OCTYNOM K BUPTyarlbHOW MalUuuHe

Mpun B3anmogencTenmn ¢ cepsepom BUpTyanuasaumm libvirt ocywectenseTcs UCKpPeLnoH-
HOe yrpaBneHne JOCTYMNOM K YNpaBrieHUIo BUPTYyarnbHbIMU MaliMHaMn. PasrpaHmnyeHne BbINonHsA-
eTcq ApanBepoM A0CTyna parsec, crneumanbHO pa3paboTaHHbIM C UCMOMb30BaHUEM NPUKIAAHOro
nporpamMMHOro nHtepdgenca agpareepoB goctyna libvirt. OcHoBaHMeEM ANs NPUHATUS peLleHns
O NpefocTaBreHnn O0CTyna SBMSETCS CpaBHEHWE ANCKPELMOHHbIX aTpubyToB BUPTYyanbHOWM
MaLUVHbl U ANCKPELIMOHHBIX aTpubyTOB NONb30BaTeENs C YY4ETOM BbINOMHAEMOWN onepaumu.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

Onepaunn No N3amMeHeHuto cocTaBa UM KOHUrypaumm BUpTyarbHbIX MalnH TpebytoT
BXOXOEHUA Nonb3oBaTtens B crieumarnbHyo NoKarbHY0 aAMUHUCTPATUBHYO rpynny. Ma agMuHm-
CTpaTUBHOWM rpynnbl 3agaeTcs B KOHUrypaunoHHom cdanne /etc/libvirt/libvirtd.conf
napameTpomMm admin_group = "libvirt-admin".

[na kaxgon BupTyanbHOW MaLlWHBI 3a0aeTcsa CMCOK KOHTPOMNs 4OCTyna, B KOTOPOM yKa-
3bIBalOTCH CyObekTbl oCcTyna (Nonb3oBartenu u rpynnel), obnagatomne JOCTYNOM K BUPTyarbHON
MawunHe. PasnuyatoTcs Tpy Tuna SOCTyna K BUPTyanbHOW MalUvHE:

- «[MpocMoTp CBONCTB» — BUOMMOCTb BUPTYasibHOM MaLUWHbI B CMIUCKE U NPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHMe» — NPOCMOTP CBOWCTB, 3anyck n paboTta ¢ BUPTyarilbHON MaLUNHOW;

- «AOMWHUCTPUPOBaHME» — MOMHbIA OCTYN K BUPTYanbHOW MalluHe, BKOYasa 3anyck,

N3MEHeHMe ee CBOUCTB U ynpasrieHne rnpasamu JOCTyna K Hew.

[Monb3oBaTenu BUAST B CNUCKE BUPTYarbHbIX MaLLVH TOSbKO Te BUPTYyarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

Mocne cosgaHus BUPTYanbHOM MalUMHbLI CMIMCOK KOHTPOMA AocTyna nycT U JOCTyn K

BMPTYarbHOW MalLWHe pa3peLleH TONMbKOo YrieHam agMUHUCTPATUBHOM rpynnbl. [Mpu Hanuyum npaea
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NCNonb30BaHWs NONb30BaTENSAM NMO3BOMSAETCS 3anyckaTb BUPTyarnbHYO MalnHy U paboTaTtb C Hen.
Mpun aTOoM 3aBepwNTL PaboTy UM NPON3BECTU UHbIE paspeLUeHHble JEeNCTBUS C BUPTYyalibHOM
MaLUMHON MOXET TONbKO MOfb30oBaTerb, KOTOPLIN €€ 3anyCTusl.

UneHbl agMUHUCTPATMBHOW rpynnbl MOryT 3aBepLlaTh paboTy BUPTyanbHbIX MaLUWH OPYTMX
nosib3oBaTeneun.

B MOMeHT 3anycka BupTyanbHOM MalUMHbl MOAYNb NOAAEPXKKM OUCKPELNOHHOrO ynpasre-
HUS OOCTYNOM dac Ha3HavaeT BrnajerbleM BUPTYanbHOW MalUMHbI 3anycKatoLwero ee nonb30-
BaTens, a rpynnon — rpynny libvirt-gemu. 3TO OTpakaeTcs B BUAE Hann4nsa gMHaMUYeCcKomn
MeTkn 6e3onacHocTn mogenu dac 1 ngeHTudurkatopa Bnagenbua Kak npouecca BupTyarnbHOn
mawmnHbl B OC CH, Tak 1 HeobxogMMbIX YCTPOMCTB U (hann-obpa3os, NpuHagnexawmx supTyarb-
HoM MalumHe. MNpu nocnegyowmx onepaunsax gaHHast MHpopmauusa ncnonb3yercs Ansi NPOBEPKM

ANCKPELIMOHHOIO JOCTYNa K BUPTyarnbHON MalUUHe.
5.2. MaHpaTHOe ynpaBneHue AOCTYNOM K BUPTyasribHOW MalluuHe

Mpwn B3anmogencTemm ¢ cepesepoM BupTyanuaaumm libvirt ocywectengetTca maHgaTtHoe
ynpasreHme A0CTYNOM K YNpaBfeHUo BUPTYyanbHbIMKM MalMHaMu. PasrpaHnyeHme BbIiNONHAETCS
ApanBepoM AOCTyna parsec, cneuuanbHO pa3paboTaHHbIM C UCMOMb30oBaHWe MPUKNagHOro
nporpamMmMHoro nHTepdgenca gpaneepoB goctyna libvirt. OcHoBaHnemM gnga NpUHATUA peLueHnsa o
npegocTaBneHnn JocTyna aBngeTca CpaBHEHUE MeTKM 6e30MacHOCTN BUPTYanbHOW MaLlUHbI U
MaHAaTHOro YpOBHS JOCTYNa Nosib3oBaTesis C y4eTOM BbINOSIHAEMOW onepaumu.

Bce onepauumn ¢ BupTyanbHOM MalMHOW pas3fensanTcsa Ha onepaunmn YTEHUsS 1 3anucw,
HanpumMep, onepaunn NoNyyYeHNss Cnucka BUPTYyanbHbIX MaLIMH UNU MHOpMaLmMu 0 KOHUrypauum
KOHKPETHOM MalUWHbI SBASOTCA onepaumMsMu YTEHUS, a onepauun co3faHus, yaaneHusa unm
N3MeHeHNsa KoHdUrypawumm BupTyasnbHbIX MalIWH — 3anucu.

MaHgatHoe ynpasneHue OCTYNOM OCYLLECTBISAETCH criegyowmm obpasom:

- OCTaHOBMNEHHaa BMpPTyanbHas MalivMHa He obnagaet MaHgaTHbIMK aTpubyTamm (ecnm

ANs Hee He 3afaHa ctaTudeckas meTka 6esonacHoctn mogenu PARSEC);

- 3anyLleHHas BupTyarnbHas MalluHa Hacneayet MaH4aTHY0 METKY 3anycKaroLlero nonb-

3oBaTens;

- OOCTYN K OYHKLUNOHMpPYHOLLEN BUPTyanbHOW MallMHe NpedoCTaBnsieTCa TOMbKO Npu

paBeHCTBE MaHA4ATHOro YPOBHSA JOCTYNa Nnosib3oBaTtesisi MaH4aTHON MEeTKe BUPTYyanbHOWM

MaLUVHbI;

- 0OCTYN K NOMyYeHM0 MHpopMaL MM O BUPTYyanbHON MalUMHE U ee KOHdUrypauumn npego-

CTaBrsieTcs B COOTBETCTBMM C MaHOATHbIM YPOBHEM MOSb30BaTESNS.

B MomeHT 3anycka BMpTyanbHOM MallUHbI MOAYISb NOAAEPXKKN MaHAATHOrO ynpasneHus

AOCTYNOM parsec YCTaHaBNMBaeT BUPTYanbHON MalUMHE MaHOaATHbIA YPOBEHb, onpeaerneHHbIi
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Mo COeaANHEHMIO 3anyCKatoLLero nofb3oBaTens. 3TO OTPaXKaeTCs B BUAE Hann4mMs AMHaMuyecKom
meTkn 6esonacHoctn mogeny PARSEC n maHgaTtHOM MeTKM Kak npouecca BUpTyarbHOW MallUHbI
B OC CH, Ttak 1 HeobxoguMmbIx YCTPOUCTB U dpann-obpasos, npuHagnexawmx supTyasbHOM
mMawuHe. MNMpu nocneayrowmx onepaumsx gaHHas MHopMaUna UCnonb3yeTcs AN NpoBepKU
MaHOATHOro A40CTyna K BUPTYarlbHON MalluHe.

CyulecTByeT BO3MOXHOCTb 3afaHus ctatudeckon metkm 6esonacHoct mogenn PARSEC.
B atom cnyyae BupTyanbHas mMallimMHa MOXET ObiTb 3anyLleHa TONbKO Nog 3agaHHbIM MaH4aTHbIM
ypOBHEM AocTyna.

BHUMAHMUE! CywiecTtBylOT OrpaHn4eHns no KOH(UrypnpoBaHUIO BUPTyaribHOW MaLUHbI:
B KayecTBe CeTeBOro agantepa He MOXeT ObiTb BblI6paHO YCTPONCTBO virtio.

MpnumeyvyaHns:

1. B cnyyae ncnonb3oBaHus B kadecTtse rocteBon cuctembl OC CH BupTyanbHasi MalwmnHa

He OOMKHa 3anyckaTbCs B MaHAATHOM KOHTeKcTe. BmecTo 31oro Heo6xoanmo BbINOMHATD

yAaneHHbIn Bxod ¢ TpebyemMbiM MaHAaTHLIM ypoBHEM gocTtyna cpeactesamm OC CH.

2. HactoaTenbHO pekoMeHOyeTCs UCMOoNb30BaTh PeXUM « TONbKO YTeHWe» npu 3anycke

BMPTYyarnbHbIX MAlWH B HEHYNIEBOM MaHL4ATHOM KOHTEKCTE.
5.3. Pexxum 3anpeta moaucmkaumm cpannoB-o6pasoB BUPTyasibHOM MaLLIUHbI

B HekoTopbIX cnyyasix Tpebyetca obecnevyeHne HeM3amMeHHOCTU hbansioB-obpas3os BUp-
TyarnbHOM MallWHbI B Npouecce ee PYyHKLUMOHNPOBAHUS, YTO MNO3BOSISIET BbINOSTHATL MOBTOPHbLIN
3anyck 3apaHee NoaroToBreHHOW BUPTYyasnibHOWM MalluHbl M3 OUKCUMPOBAHHOIMO COCTOSIHUA. B
3TOM criydae Bce pesynbratbl paboTbl Nonb3oBaTens nocne 3asepLleHns OyHKLNOHNPOBaHNA
BUPTYyasribHON MalUWHbI YOansoTCA.

[aHHbIn pexnm paboTbl HasbiBaeTca «Pexnm TOMbKO YTEHUE» U peannudyeTca Tpems
cnocobamu:

- BPEMEHHbIN CHUMOK — CNocob (PpyHKLMOHMPOBAHUSA CPpeacTBa aMyNALUKM annapaTHoro

obecneyeHns QEMU, npu koTopom OCHOBHOW chann-obpa3s 3awmuaeTcs oT 3anucu, a Bce

pe3ynbTathl paboThbl NONb30BaTeNst PUKCUPYIOTCH BO BPEMEHHOM CHUMKE, CYLLECTBYIOLLIEM

TONbKO B npouecce OyHKLUNOHNUPOBAHNA BUPTYaribHON MalUUHbI;

- CHUMOK — BO BpeMsi 3arnycka BUpTyarbHOM MalUMHbl B 3a4aHHOM KaTariore co3gaeTcs

CHUMOK, yaansieMbl nocre 3aBepleHns QyHKUMOHNPOBaHNS BUPTYaribHON MalLVHbI;

- NonHas Konus — BO BpeMs 3anycka BUPTyanbHOM MalUWHbI B 3aaHHOM KaTanore cosaa-

eTcsa nonHasa konusa danna-obpasa, ygansemas nocne 3aBepLieHns yHKLMOHMPOBAHNS

BUPTYyasibHON MalUVHbI.

CosagaHne NosHOM KoMK MOXET 3aMeansaTb NpoLecc 3anycka BUPTyanbHOW MalUMHbI MO

NpuYnHEe KonupoBaHus hanna-obpasa 6onbLoro pasmepa. Ho gaHHbI BapnaHT NO3BOSSET UC-
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Nonb30BaTb BO3MOXXHOCTM MO COXPAHEHMIO COCTOSIHWUS BUPTYarbHOM MallmHbl 4115 NocneayoLero
€ero BOCCTaHOBMEHUS.

Mpn Mcnonb3oBaHMN CHUMKOB B criyyae fitoboro BbIKMHOYEHUS BUPTYaribHOM MalUWHBbI
BCNeACTBME BbIKITIOYEHUS UM annapaTtHoro cbosi cepBepa BUMpTyanuasaumm Bce pesynbrathl
paboTbl BUPTyanbHOW MalUMHbl ByQyT NOTEPSHbI.

KaTtanor pasmeLleHns BpemeHHbIX pansnioB 3afjaeTca B KOHMUrypauuoHHoOM daune
/etc/libvirt/gemu.conf cnegyowmmM KOHOUIypaunoHHbLIM NapamMeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peanusoBaHa pacluMpeHHas nogcmcrema npoTOKONMpOBaHUS, OCyLLEeCTBNALAN
perncTpaumio cobbITuii B ABOUYHbIE halinbl ¢ Mcrnonb3oBaHnem cepsuca parlogd. B[6.1] npu-
BEAEHO ONnucaHne HaCcTPOMKM NapamMeTpoB NPOTOKONMpoBaHus ans obbektoB ®C (dannosbin
ayaouT) 1 ansa nonb3oBatenen (ayaut npoueccos). NMpMMeHeHne HacTPOEHHbIX NapamMeTpoB ayau-
Ta npoueccoB ocyuwectenaerca PAM-mogynem pam_parsec_aud. 1o ymonyaHuio perucrpa-
LM HACTPOEHHbIX ANs Nonb3oBaTens cobbITU ayauTa NpoueccoB BkNodeHa B PAM-cueHapuu:
fly-dm, fly-dm-np, login, su, sumac, sumac.xauth. [Jna npoTokonMpoBaHus cobbiTui
ayauTa npoLeccoB NOnb3oBaTens, NPOXoasLlero ayteHTudukaumio Yyepes apyrne PAM-cueHapun,
Heo6X0AMMO BKIOYUTL B COOTBETCTBYHOLLME CLIEHapMM CTPOKY CriefytoLwero suaa:
session required pam parsec_aud.so

Takke B coctaB OC BxoguT nporpammMmHoe cpeacTtBo Zabbix, obecneumnBatoiee MOHUTO-
PWHT, LLeHTpanM3oBaHHbIN ayguT 1 NPOTOKONMPOBaHWE COBLITUI CETEBLIX PECYPCOB.

B 6mnbnunotekax nogcmuctemsl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
denc Ans NnpoToKONMPOBaHUA COBLITUM C UCNOSb30BaHWEM pPaCLUMPEHHOW NOACUCTEMBI NPOTO-
KONMMpPOBaHUS, NpuMeHsaeMbln ans pernctpaumm codbitnn B CYB[] PostgreSQL 1 komnnekce

nporpaMmm 3MneKTPOHHOW MOYThI.
6.1. CpeacTBa ynpaBreHusi MPOTOKONMpPOBaHNEM

[ns paboTbl ¢ NOACMCTEMOM NPOTOKONUPOBAHNEM MMEETCA psa rpaniecknx yTunur,
KOTOpble MOryT ObiTb MCNONb30BaHbI 4151 HACTPOWKM NapaMeTpPOB perncrTpaumm cobbiTui 1 Npo-
CMOTpa NPOTOKOSI0B:

- fly-admin-smc («YnpaBneHne nonuvtukon 6esonacHoCcTn») — ynpasneHne npoTo-

KonupoBaHneM, NpUBUNErMaSM1M N MaHaaTtHeiMn aTpubyTtamu nonb3oBarenemn, paboTa c

nonb3oBaTensiMn 1 rpynnamu;

- fly-admin-viewaudit («XKypHan 6e3onacHOCTN») — BbIBOPOYHbIN NPOCMOTP NPOTO-

KOMNoB ayguTa.

Bonee nogpobHoe onucaHne yTUnnT CM. B 3NEKTPOHHOM CrpaBke.

[anee paccMoTpeHbl cpeacTBa ynpaBneHns NpoTOKONMPOBaHMEM B PEXMME KOMaHAHOM

CTPOKM.

6.1.1. getfaud

CwnHTakcuc:
getfaud [-d, --default] [-R, --recursive] [-L, --logical] [-P, --physycall]
[-n, —--numeric] [-1, --long] [-p, --absolute-names] [-c, --omit-header]
[-s, --skip-empty] [-h, --help] [-v, --version] Qadnu u/unu KaTajoru

KomaHga getfaud cnyXxut ansa nony4vyeHusa CNUCKOB NpaBWui NMPOTOKONUpOBaHUA Haf
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dannosbiMn obbekTamun. CrnegytoLme cobbiTUS 4OCTYNHbI 4SS TPOTOKONNPOBAHUS:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

- X, exec — UCMNonHeHne danna;

- u, delete — yganeHue anna (B kartanore);

- r, acl — cmeHa ACL;

- n, chown — cMeHa BnagenbLa;

- m, mac — U3SMEHEHNE METKN;

- y, modify — naMmeHeHune danna;

- a, audit — M3MEHeHMe cnmcka perucTpupyemMblx cobbITun amna;
- d, chmod — n3amMeHeHue npas JocTyna K anny.

MH(bOpMaLI,I/Iﬂ O CMcKax nocblilaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABIMATbCA BXOAHbI-

MW JaHHbIMK ANg KomaHabl setfaud (6.1.2)).

Onuuun npuBeaeHbl B Tabnuue [28]

Tabnunua 28

Onuusa

OnucaHue

-d, -—default

Pa6oTaTb CO cnnuckom npasu1 NPOTOKONMMpPpOBaHNA MO yMONM4aHUKO

-R, ——-recursive

[ns noganpekTopuin pekypcmnBHO

-1, --logical

CnepoBaTtb NO CUMBOSIMYECKMM CCbISNIKaM

-P, ——phisical

He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam

-n, ——numeric

BriBOAUTb MHGOpMaUMto o dnarax permctpaumm cobbITuUn B LMdpOBOWN
tdopme

-1, --long

BbiBOOMTL chnarm perncrpauumn cobbiTuin B ANNHHOW hopme

-p, ——absolute-names

ADCONIOTHbLIE MMeHa

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMsa dpanna)

-s, ——skip-empty

MponyckaTtb dannbl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBecTun cnpaBky n BbINTK

-v, —--version

BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

6.1.2. setfaud

CwnHTakcuc:
setfaud [-s, --set] [-b, --remove] [-m, --modify] [-d, --default]
[-S, —--set-file] [-X, --remove-all] [-M, --modify-file] [-B, --restore]
[-R, —--recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [npaBusia HPOTOKOJIUPOBaHUA] Qawni. . .

KomaHpaa setfaud ycTaHaBnNMBaeT CIMCKU NpaBun NpoToOKONMpoBaHus Ha dannsl. Mpa-
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BuJ1a NPOTOKOJIMPOBAHNA 3a4al0TCA B BUAE:
[u:<nomne3oBaTenk>:<@ryaru NpPOTOKOJIMPOBAHUI> ]
[,g:<rpynna>:<dmnarm OpoTOKOJIUPOBAHUA>] [, o0:<Pjaru npoToxonmupoBaHUs>], ... ,

rae <nomnwb3oBaTeJsib> U <rpynrna> — CUMMBONN4YecKkmne nnn YncrieHHble I/I,D,eHTI/I(*)VIKaTOpr nonb-

30Batend v rpynnbl, u: O3Ha4YaeT rnpasuno A4 nonb3oBaTtesid, g: — O514 rpynnbsl, o: — AOJ14

OCTallbHbIX.

<$maru NpoTOKONMPOBAHUA> := <@yaru ycCHnemHex onepauui>|[[:<@rnaru HeyCIemHHX
onepauuin>], ...]

Mpn aTom chnarn onepaumin MOryT UMeTb BUA:
<+|-><uMsa IPOTOKOJIIUPYEMOr'O COOHTUSI>, ...
(Hanpumep, +exec, -open) Unu:
[+]-]1<umcrno>
nnu:
<COKpaleHHOEe UMs NPOTOKOJIMPYEMOrOo COOHTUA#1><COKpaLeHHOE WMs NPOTOKOJIMPYEMOIO
cobuTua#2>. . .
(Hanpumep, ou — +open, +delete).
YToObl NOCMOTPETL CMMCOK NPOTOKONMPYEMbIX COBbITUIA, HAbpaTb:
setfaud -h
lMpaBuna 3agatoTcsa UM B KOMaHOHOW CTpoke (napamMeTpbl —s, —m), Unn B dpannax (napa-
MeTpbl -S, -M, —-B). [pun aTOM, (hannbl MOryT ObITb CHOPMUPOBAHLI C MOMOLLLIO MepeHanpaBnieHus
BblBOAa koMaHAbl get faud (cm. [6.1.1).
TonbKo aAMUHUCTPATOP MOXET U3MEHSTb CMIUCKU NPaBui NPOTOKONNMPOBaHUSA y hannos.

Onuuun npuseaeHsbl B Tabnuue [29]

Tabnunua 29
Onums Onucanune
-s, -—set YCTaHOBUTL CMUCOK NPOTOKONMPOBAHNSA N3 KOMaHOHOW CTPOKN
-b, --remove YaanuTb BCe afeMEHTbI CrUcKa NPOTOKONMPYEMbIX COObITUN
-m, -—-modify N3mMeHuTb nnm gobaBuTb 3NEMEHTbI CNCcKa N3 KOMaHOHOW CTPOKU
-d, --default Pa6oTtaTb CO CMMCKOM NPOTOKONMPOBAHMS NO YMOSYaHUIO
-3, ——-set-file YCTaHOBUTbL CMUCOK NPOTOKONMPYEMbIX CODbITUN U3 dhanna
-X, --remove-all YoanuTb BCe CNUCKN NPOTOKONTMPYEMbIX COObITUI

, , M3meHnTb nnn 0o6aBuTb 3NIEMEHTbLI CMIUCKA MPOTOKONMPYEMbIX COBLITUI U3
-M, --modify-file

danna
-B, —-restore BoccTtaHoBUTb aTpubyThl U3 danna
-R, -—-recursive [ns noganpekTopuin pekypcmBHO
-L, --logical CnepoBatb N0 CUMBOSIMYECKNM CCbIfNIKaM

-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbIfNIKam
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OkoHyaHue mabnuusi 29

Onuusa Onucanune
-h, --help BbiBeCTM cnpaBky 1 BbIATH
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

6.1.3. useraud

CuHTakcuc:
useraud [-d, —--delete] [-n, —--numeric] [-1, --long] [-g, —--group]
[-0, —-other] [-m, —-—-modify] [-h,--help] [-v, —--version]

[mone30BaTeNnb/rpymna ]
KomaHga useraud no3BoOMsieT NnpocMaTpmBaTth U M3MEHATb NpaBuna NpoTOKONMPOBaHNSA
Orns nonb3oBaTenen.
useraud [-dnghvolm] [uMsa nomnb3oBaTensa(rpynmns) ] [rmaru DpoTOKOIIUPOBAHUA ]
rge <¢maru OpOTOKONUMPOBAHUA>: = <@jlarv yCIEeMmMHHX OIlepalui>
[[:<dmmaru HeyCHemHHX oIepanuu>], ...]
Mpwn aTom cpnarm onepaunn Moryt UMeTb BUA;:
<+ | -><UMSA MNPOTOKOJIMPYEMOI'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]<uucio>
unu:
<COKpalleHHOE WMsl MIPOTOKOJIMPYEMOIro COOHTHA#1><COKpaleHHOE WMs NPOTOKOJIMPYEMOI'O
cobuTUuA#2>. . .
(Hanpumep, ou — +open,+delete).
CnncoK COBLITUIA MOXHO NOMYYNTb U3 MOMOLLM KOMaHAbl (NapameTp —h, —-help).

Onuuun npuBegeHbl B Tabnuue [30]

Tabnuuya 30
Onuwms OnucaHue
-d, --delete C6pocuTb Npasuna NpoTOKONMPOBaHNS

-n, ——numeric BbiBecTu chnaru B WwectHaguatepuydHom popmate

-1, --long AOnvHHBIN bopmaT BbIBOoAa draros

-g, ——group Ana rpynnbl (N0 yMonyaHuio — ANg Nonb3oBaTens)
-0, -—other [nsa octanbHbIX (No6on nonb3oBaTtenb)

-m, -—modify M3meHnTb cyllecTBytoLLEE NpaBuno

-h, --help BbiBECTM cnpaBKy U BbIATH

-v, --version | BbiBeCTN UH(OPMALUIO O BEPCUM U BLINTH
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6.1.4. parselog
CwnHTakcuc:
parselog [-v, --version] [-h, --help] [-c, --count] [-f, --follow]
[-1, --syslog] [-s, --silent] [-b, --binary] [-a, --facility] [-e, --events]
[-t, --time] [-u, --status] [-x, --uids] [-y, --gids] [-z, --euids]
[-0..F, --arg0 ... --argF] [Qamnn-xypHai]
KOMaHﬂ,a parselog MOXeT ObITb UCMONb30BaHa anda aHann3a gBOUYHbIX Cb&VIJ'IOB ayauTa,
3anucaHHbIX ¢ NoMoLblo parlogd.
parselog [mapameTprl] [OBOWUHHN Qany ayguTa]
Ecnu B kKauecTBe aprymeHTta He yKa3aH CbaIZJ'I C AaHHbIMW XypHalia, TO AaHHble OXNOaloTCA
M3 CTaHAapTHOro BBOAA, TaAKUM 06pa30|v|, COBMECTHO C onu,meﬁ -b, no3Bonaa opraHM3oBbIBaTb
KOHBeWepbl.

Onuuun npusegeHbl B Tabnuue [31]

Tabnuua 31
Onuusa Onucanune
-c, ——count BbiBECTM CTATUCTUKY
-f, ——-follow OxunpaTtb NosiBNEeHUs HOBLIX 3anncen B anne
-1, --syslog 3anucbiBaTb BbIXOAHbIE AaHHbIE B CUCTEMY syslog (Kak cnyxb6a LOG_LOCALO)
-s, --silent He BbIBOANTbL HUYErO Ha KOHCOIb
-b, --binary BbiBOg, B ABOUYHOM chopmaTe (4ns KOHBeWepusaumm)
-h, --help BbiBECTM cnpaBKy v BbIATH
-v, --version | BbiBeCTU MHGOPMALUIO O BEPCUM U BBINTH

MapameTpbl-punsTpbl NprBeAeHbI B Tabnuue [32]
Tabnuuya 32

MapameTp-hunsTp OnucaHue

Cnucok cnyx6. [locTynHble cnyxbbl: user, proc, file, custom

-a, ——facilit
oty nnn aecatndHoe 4ymcno ot 0 go 15

Cnucok cobbituin. [na npocmoTpa cnvcka MMeH cobbiTui (3aBncuT

-e, ——events
OT NfarnHoB) Ncnonb3oBatb —e help

BpemeHHON ananasoH B chopmare:
-t, -—time <oT pmaTH>[-0O0 OaTh]
roe popmart gathl — $y [$m[$dA[$H[$M[%S]1111]

-u, --status Cratyc. [locTynHble cTaTychl: success, failed

-x, ——uids Cnucok nonb3oBaTenen (B CUMBOILHOM UM AeCATUYHOM dhopmarte)

-y, —-—gids Cnmncok rpynn (B CUMBOMbHOM UN OEeCATUYHOM dhopmaTe)
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OkoHyaHue mabnuuei 32

MapameTp-punestp OnucaHue

Cnucok ahhekTUBHbBIX MOAEHTUPUKATOPOB NOfb30BaTENEN B CUM-

-z, ——euids
BOJIbHOM UMM OecATNYHOM q)opmaTe

Mownck aprymeHTa (oT 1 oo 15) ¢ noMoLb PerynsipHbIX Bblpaxe-
HUIA. arg0 Bcerga COOTBETCTBYET NPOrpaMmMe-KOHTEKCTY COBbITUS.
Mpennonaraetcs, 4ToO BO3BpaLLaeMoe 3HayeHne — 310 NocneaHuin
aprymeHT cobbITns

-0..F, --arg0 ... --argF

6.1.5. kernlog, userlog

KomaHgbl kernlog 1 userlog npegHasHavyeHbl An4g aHanmsa ABOUYHbIX hannos Xyp-
Hana pernctpauumn codblTu agpa n cobbITU, NPUXOLALLMX OT Nonb3oBaTeNs, COOTBETCTBEHHO.
O6e komaHAabl UCMONb3YHT parselog (CM. N ABNAKOTCA HaaCTpoMKamu Hag Hen. KomaH-
Aa parselog npuvHuMmaeT ums obpabaTbiBaeMoro ABOUYHOroO panna B KadecTse napameTpa.
[ns komaHa-HagCcTpoek nMs aHanusnpyemoro dpavna npegonpeneneHo. [ns kernlog aHanu-
3upyembiM hannom aensaetca /var/log/parsec/kernel.mlog. B aTom danne peructpum-
pytoTca cobbiTna sgpa (cepBuc parlogd). ng userlog aHanuampyembiM hanmnom sBnseTcs
/var/log/parsec/user.mlog. B aTom danne pernctpmpyrorca cobbiTus, npuxogdawime ot
nonb3oBaTerbCKUX Npoueccos (cepBuc parlogd). B octanbHOM kOMaHabl kernlog N userlog

aHanorn4yHbl parselog ¥ NPUHMMAIOT TE XKE apryMeHTbl KOMaHAHoW CTpoku (cm. [6.1.4).

6.1.6. psaud
CwuHTakcuc:
psaud [-d, --delete] [-n, --numeric] [-1, --long] [-h, --help] [--version]
[mpaBuna NpOTOKONMPOBAHUA |
KomaHp,a psaud NO3BONIAET U3MEHUTb UINMN CYUTATb npaBuia NpoToKOJINpoOBaHUA Bbl-
6paHHOFO rpouecca. Ecnun npasuiia NpoToKosriMpoBaHUA He YKa3aHbl B Ka4eCTBe aprymeHTa, 1o
KOMaHda BbINOJIHAET X CHUTbIBaHME C npouecca, 3agaHHOro napamMmeTpom (I/I)J,eHTI/I(bI/IKaTOp
npouecca).
Ecnu aprymeHT npasuna npoToKkonMpoBaHUs NPUCYTCTBYET, TO KOMaHA4a ycTaHaBnmBaeT
npaeuna Ha npouecc. NpaBuna 3agatoTcs B BUAE:
<draru NpOTOKONUPOBAHUA> := <@jaru yCHIEmHHX
onepauuy>|[ [ :<pyaru HeyCHemHHX onepauun>], ...]
Mpwn aTom chnaru onepaunn Moryt UMeTb BUA;
<+|-><uMSA IPOTOKOJIUPYEMOr'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnw:

<COKpalleHHOE UMs [IPOTOKOJIMPYEMOrOo COOHTUA#1><COKpalleHHOE UMs IPOTOKOJIUPYEMOIO



94
PYCB.10015-01 97 01-1

coburua#2>. ..
(Hanpumep, ou — +open,+delete).
Cnncok coBbITUN MOXKHO MOMYYUTb N3 NOMOLLM KOMaHAbl (napaMeTp —-h, —-—help).
Tonbko agMUHUCTPATOP MOXET yCTaHaBNMBaTb U CYATbIBATbL NpaBuia NpOTOKONMPOBAHWUS
npoueccos. [paBmna NpoOTOKONMPOBaHNS HacneayTcs NOPOXAEHHBIMU NPOLIECCaMM.

Onuuu npuBegeHsl B Tabnuue .

Tabnunua 33
Onumsa Onucanune
-d, —-delete CHaTb Bce npaBmna NpoTOKONMPOBaHUS ¢ Npolecca

-n, —-numeric | BblBOgUTb MHOPMaLMIO O NpaBuiax NPOTOKONMPOBAHUS B YNCITIEHHOM BUAE

-1, --long BbiBOOUTL MH(pOpMaLMO 0 NpaBunax NPOTOKONUPOBaHUS B ANUHHOW bopme
-h, --help BbiBECTM cnpaBKy U BbIATH
--version BbiBeCcTV MHopMaLmio 0 BEpCUN U BbINTU

6.1.7. JlononHuTenbHble NapamMeTpbl CUCTEMbI NPOTOKONIMPOBAHUA COObLITUMN

[na tectupoBaHma OC Ha HOBbIX annapaTHbIX KOHPUIypauUUsaX MOXHO OTKITHOYUTL NPOTO-
KonnpoBaHne Habopa CMCTEMHbIX BbI3OBOB OOHUM M3 ABYX CreayLmx cnocobos:

1) OTKMOYEHNE NPOTOKONUPOBAHNS CUCTEMHBIX BbI3OBOB, HE UCMOMb3yeMbIX AN MaHAaT-

HOro ynpasneHnsa Joctynom. [1na atoro Heo6xoaAnMo BbINOMHUTL KOMaHAY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnun BbiBOO KOMaHAbI:

cat /parsecfs/disable-non-mac-audit

paBeH 1, TO MPOTOKONMPOBAHME CUCTEMHbIX BbI3OBOB, HE UCMOMb3yeMbIX ANS MaHOATHOro

ynpasneHns OCTYNoM, OTKINHOYEHO.

2) OTKNIoYeHMe NPOTOKONIMPOBAHUSA BCEX CUCTEMHbIX BbI3OBOB. [1na aTOro HeobxoamMmo

BbIMOSTHUTL KOMaHAy:

echo 1 > /parsecfs/disable-all-audit

Ecnn BbiBOO KOMaHAbI:

cat /parsecfs/disable-all-audit
paBeH 1, 10 NPOTOKONIMpOBaHNE BCEX CUCTEMHbIX BbIS3OBOB OTKJTHO4EHO.
M punmMmedyaHme. Ecnn HeO6XO,E|,|/|MO, YTOObI OTKMOYEHNE nponcxogunno npun 3arpys3ke

OC, TO yKasaHHble Bbllle KOMaHAbl Heo6XxoauMo NoMecTuTb B hann /etc/rc.local.
6.2. CpeacTBa LLeHTPanu3oBaHHOIO ayauTa U NPOTOKONUPOBaHUs

MporpammHoe peweHnne Zabbix npegocTtaBnseT yHKUMOHAN Ans HaACcTPowku, cbopa
AaHHbLIX 1 MOHUTOPUHIa COCTOAHNSA CETU, a TakkKe XXU3HECNOCOBHOCTU 1 LLeNTOCTHOCTU pecypcoB

cetn. OnncaHune yctaHoBKKU 1 HacTporkn Zabbix npusegeHo B gokymeHte PYCB.10015-01 95 01-1.
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6.3. Pernctpauusa co6bitun B CYB[] PostgreSQL

B CYB[ PostgreSQL ans HacTporikn pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
TUM UCMOMNb3YTCA KOHPUIrypaUMOHHbIN NapaMeTp ac_audit_mode ¢pavna postgresqgl.conf
(6.3.2). 3ToT NnapameTp MOXeET GblTb U3MEHEH TONBKO Nepe3anyckom cepepa. MNapameTp MoxXeT
NPVYHUMATL crnefyLmne 3Ha4YeHUs:

- internal — ANsa HAaCTPOWKK permctpaumm cobbiTMIN UCNOMb3YIOTCA COOTBETCTBYHOLMNE

komaHabl SQL, a HacTporku xpaHaTca B Tabnmue pg_db_role_settings;

- external — AN1sl HACTPOMKU UCMOSb3yeTCsl BHELIHWIA hain pg_audit.conf (6.3.1);

- external, internal — CcMeLaHHbIN pexnm. HacTponkun 6epyTcs cHavana u3 BHeL-

Hero ¢havna pg_audit.conf, Nnocne 4Yero OOMOSHAKTCA HacTponkamun M3 Tabnuubl

pg_db role_ settings;

- internal, external — CMeELLUAHHbIN pexum. HacTpoinku GepyTcsa cHadana ns Tab-

nmubl pg_db_role_settings, Nocne 4yero AOMNOMHAKTCA HACTPONKAMN U3 BHELLHErO

danna pg_audit.conf;

- none — NPOTOKONMPOBAHNE B AAHHOM PEXMME OTKITHOYEHO.

MpumevaHwne. B CYB[ PostgreSQL Bepcumn 9.6 nogcmucrema pernctpauumn cobbiTum

no ymoryaHuio paboTtaeT B pexxume internal.

6.3.1. Hactpouka chbanna pg_audit.conf gna perncrpauymsa coobITUN

HacTponka nogcuctemsl coobuweHnn ayamta B CYB[ PostgreSQL obecneunBaetcs KoH-
dourypaumoHHbiM pannom pg_audit.conf KOHKPETHOro Knacrtepa AaHHbIX, KOTOPbIA UMeeT
cnegyowmin oopmar:

- ayauTt gencteuin agMmuHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- ONnSA nonb3oBaTens sny BbIMNOMHATE PerncTpaumio TONbKO HeyCneLwHbIX 4eNCTBUN:

success events mask = 0 failure events mask = FFFFF user = sny

- ONg BCeX OCTalbHbIX MOMb30BaTeNnen BbIMOMHATL PerncTpaLmio BCEX HeyCneLHbIX Aen-

CTBUI N BCEX YCMELUHbIX AENCTBUI, KpOME AO0CTYNa K aHHbIM:

success events mask = F0707 failure events mask = FFFFF

B aTOM KOHGUMrypaLmMoHHOM dhaine 3agatTcsi CIMCKM YCNeLHbIX (success events mask) u
HeycnelwHbIX (failure events mask) TMnoB 3anpocoB Ha AOCTYnM, KOTOpble ByayT PerMcTpMpoBaTbCs
B )XypHane CYB[ n nogcucteme ayanta OC ansa otaenbHbIX Nonb3oBaTesien U no yMosidaHuio.
Cnuckn TMNOB 3anpoCcoB Ha AOCTYN 3a4aloTCcs B BUAE LWEeCTHaAUaTeEPUYHbIX YMCeS, B KOTOPbIX
Ka)kaomy TUny 3anpoca COOTBETCTBYET YCTAHOBIEHHbIN (ON18 perucTpupyemMbix 3anpocoB) Unu

cOpOLLEHHBIV (A5 HE perncTpupyembix 3anpocoB) 6ut (Tabnuua [34).
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Tabnunua 34
Tvn 3anpoca OnucaHune but meCTZaHgIJZLiquHoe
SUBJECT Tﬂ;6:ﬁm;er:3ﬁf1msmeHeHMe/ynaneHme nonb3oBa- 0 1
MN3meHeHne KoHurypauum, Bnnaowen Ha go-
CONFIGURATION | CTyn K AaHHbIM (3anpoc Ha U3MEeHeHue 3Haye- 1 2
HUA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHve npaB goctyna k oobektam B[ 2 4
CHECK_RIGHTS Moandumkaumsi npae goctyna k obbektam B[] 3 8
SELECT Bbibopka nHdpopmaumm ns b 4 10
INSERT Hob6asneHne nHdpopmauumn B B 5 20
UPDATE N3meHeHne nHdopmauuu B B 6 40
DELETE Ynanenue nHgpopmauuun ns b 7 80
TRUNCATE OuncTKka AaHHbIX 8 100
REFERENCES f::g)ar;zqc;on6ua Tabnuupbl B Ka4eCTBe BHELL- 10 400
TRIGGER [obaBrneHne Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMou npoueaypel Unu Tpurrepa 12 1000
USAGE VMcnonb3oBaHne obbekTa B[] 13 2000
CREATE CospaHue obbekToB B B[] 16 10000
CREATE_TEMP Cos3naHue BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YpaneHue obbektoB B[] 18 40000
ALTER M3meHeHne obbekTa B 19 80000
CONNECT CoegunHeHne nonb3oBaTensa ¢ B/ 30 40000000
DISCONNECT PasbeauHeHune nonb3osartens ¢ b1 31 80000000

MHdopmaumsa o coegmHeHnmn nonb3oBatenen ¢ Bl (CONNECT) 1 pasbeanHEHUN C HEWN

(DISCONNECT) pernctpupyertcs Bcerga, npu ycnoBum, YTo CMCOK COBbITUI He yCTaHOBMEH B 0.

6.3.2. HacTpomnka Mackum permcrpaumm coobITUN

B CYBL PostgreSQL Bepcun 9.6 macka pernctpauyum cobbiTU yCTaHaBnMBaeTCs B

npouecce aBTOpM3aLMM MOMb30BaTeNsi COrMacHO BbIbGpaHHOMY pexuMmy paboTbl NOACUCTEMBI

perncTpauumn cobblTUn N HaXo4UTCs B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayrLLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW 0a3bl A4aHHbIX;

2) HACTPOWKWM ONS KOHKPETHOW ponu;

3) HacCTPOWKM ON1s1 KOHKPETHOW Ba3bl AaHHbIX;
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4) pns Bcex ocTanbHbIX.

Macka perncrtpauunmn cobbITnin MMeeT BUA {YCIIEX: OTKA3}, rae YCIEX — CAUCOK ycnewl-

HbIX COBbITUI, OTKA3 — CMUCOK HeycneLHbIX cobbITun. OHa MOXET ObiTb 3a4aHa C MOMOLLbLO

OyKBEHHbIX KOOOB UMM C NMOMOLLbIO LLIECTHAAUAaTepPUYHOro Yncna. BeiBog Macku NnpovsBoanTCs B

TECTOBOM BUAe.

B tabnuue npnBeaeHo COOTBETCTBUE MeXAY cobbITUAMM, 6yKBeHHbIM N wecTtHaaguate-

PUYHbIM 3HAYEHMEM MACKN perncrpaumm cobbITUA.

Tabnuuya 35
CobbiTne Cumson | WecTtHaguatepuyHoe OnucaHune
3HayeHve

SUBJECT S 1 [obaeneHne/nameHeHne/yganenne nonb3opare-
new v rpynn

CONFIGURATION s 2 MN3ameHeHne KoHurypauum, BnusoLlen Ha ao-
CTYN K A@HHbIM (3anpocC Ha M3MEHEHWEe 3HaYeHUs
nepemMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b/l

CHECK_RIGHTS \ 8 MpoBepka npaB gocTyna

SELECT r 10 Beibopka nHdpopmauun ns b

INSERT a 20 [ob6aesneHue nHdopmaumm B B

UPDATE w 40 N3meHeHne nHcdopmaunm B b

DELETE d 80 Ypanenue nHdopmaumm ns bl

TRUNCATE D 100 OuncTka gaHHbIX

REFERENCES X 400 3agaHue ctonbua Tabnuubl B Ka4ecTBe BHELL-
Hero knova

TRIGGER t 800 [obaeneHne Tpurrepa K Tabnuue

EXECUTE X 1000 3anyck xpaHuMou npoueaypel Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHne obbekta b

CREATE C 10000 CosnaHue obbekToB B B/1

CREATE TEMP T 20000 Co3gaHne BpeMeHHoro obbekTa

DROP E 40000 Ypanenue obbekToB B[

ALTER M 80000 MN3ameHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4yano ceccum

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3ape3epBNPOBaHHbLIN | * COOF3DFF lMonHaa macka NpoTOKONMPOBaHUS

cMMBON

3ape3epBnpoOBaHHbIv | O 0 MpoTokonMpoBaHNe OTKITHOYEHO

CUMBOIJ1
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ATpuBYT ceccum ac_session_audit MOXET OblTb U3MEHEH TONBbKO agMUHUCTPATOPOM

C NMOMOLLIbIO KOMaHAb! SET:

SET ac_session_audit TO ’'HoBOe_3HaueHue'’;
N NMPOCMOTPEH C NOMOLLIbIO KOMaHAbI:

SHOW ac_session_audit;

ﬂ,J'IFI MPOCMOTpPa MacCKn ceCCum UCnoJib3yeTcd crieayrowlad KomaHaa:
SELECT session_audit;

ﬂ,J'IFI npocMoTpa TeKyLLl,eIZ MaCKM UCMNOJNb3YyETCA crnefyrulad KoMmaHaa:
SELECT current_audit;

[ns KoHBepTaumm mMackum NPOTOKONMPOBAHUA U3 TEKCTOBOro (OyKBEHHOro) B LUECTHa-
auatepuyHoe 3HavyeHne N M3 LWecTHaauaTepuyHoro B TeKCToBoe (OyKBEHHOE) UCMOMb3YyHTCs
SQL-pyHKUMM text_to_auditmask (TEXT) M auditmask_to_text (TEXT) COOTBETCTBEHHO.
Hanpumep:

Mpumep
SELECT text to auditmask(’ {ace:ce}’);
text to auditmask
{0xC0000020:0xC0000000}

(1 crTpoxka)

SELECT auditmask to text(’ {0xC0000020:0xC0000000}");
auditmask_to_ text
{ace:ce}

(1 crTpoxka)

6.3.2.1. HazHa4yeHMe CNUCKOB perncrTpauum coobITM B pexxume internal

ﬂ,J'IFI HasHa4YeHUss Mackm cobbiTu B pexunme internal ncnosrnb3dyetcd KoMaHAa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6a3w_pgaHuHux | SET
ac_session_audit TO HOBOe_3HAUEHUE;
ﬂ,J'IFI yaarneHna Crimcka peFI/ICTpaLI,I/Iﬁ cobbITNN ncnonb3dyeTcqd crnegyroulad KomaHaa:
ALTER ROLE { ALL | uma_pomu } [ IN DATABASE wuma_6a3e_paHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucXoamT aBToMatnyeckoe OO6HoBreHne atpubyTta

ac_session audit.

M punmMmedyaHuMe. [1na BbINONHEHUS npmBegeHHbIX KOMaH Tp86yIOTCFI npasa agMumMHN-
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cTparopa.
MpumeyaHwune. MNpn nHMumManusayumn knactepa 6as gaHHbIX aBToMaTnyeckn gobaens-
loTCA cnegyowme npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;
6.3.2.2. HazHayeHMe CNUCKOB perncrTpauum coobITM B pexnme external
[nsa HazHayeHWs Mackn cobbITUI B peXxnuMe external UCNOMNb3YETCA KOHPUNYPALMOHHbIN
dann pg_audit.conf cnegywouiero Bnaa:

success events mask = value failure events mask value user

UMsi_Tiojnib3oBaTensa database = umsa_6a3H_OaHHHX

success events mask value failure events mask value user

HMsA_I10JIb30BaTeEJIA

value

success events mask value failure events mask

MpumeyaHue. Jllobble nameHeHns aToro carna 6yayT NpMMEHEHbI TOMBKO Npu nepe-
3anycke cepsepa.

6.3.2.3. HazHayeHMe CMUCKOB perucTpauum coobITUW B pexummax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmMme external, internal AByx3TanHas:
CHayana BbINOMHAETCS 3arpy3ka Macku perucrpaumumn cobblTnii n3 darina, nocne 4ero onorHAeTcs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db role_ settings ectb 6onee TouHbIE
HacTponku. [Ina namMeHeHns Macku permcTpaumm cobbITUn ceccnm MoryT BbiTb MCMNOMb30BaHbI
koMaHabl 13[6.3.2.1]

AHanorn4yHo n onga pexmma internal, external.

6.3.2.4. HazHa4yeHMe CNUCKOB perncrTpaumm coobITUN B peXXume none

B pexvme none peructpaumsa cobbITUW OTKMKOYEHa, O4HAKOo, agMUHUCTPaToOp MOXET

N3MEHSTb MacKy pernctpaumm cobbITUin ¢ MOMOLLbLIO KOMaHa 13 (6.3.2.1]
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7. 130NAUNA NMPOLIECCOB

Anpo OC obecneymBaeT 4ns Kaxaoro npouecca B cucteMe cobcTBEHHOE M30NMPOBAHHOE
agpecHoe NpPoCTPaHCTBO. [laHHbIM MeXaHM3M MU30MSLUUM OCHOBAH Ha CTPaHUYHOM MexXaHu3me
3alWnTbl NAaMATH, a TakKe MeXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B unsnyeckui, nogaep-
XUBaeMbln Mmogynem ynpaeneHusi namstbto. OgHM 1 Te e BUpTyanbHble agpeca (C KOoTopbIMuU
n paboTtaeT npoueccop) npeodbpasyoTca B pasHble hunandeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. lNpouecc He MOXET HeCaHKUMOHMPOBaHHLIM 0Opa3oM NoNyyYnTb AOCTYN K MPOCTPaHCTBY
Apyroro npowecca, T. K. HENPUBUENMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULIEH BO3MOXHOCTHU
paboTaTb C M3MYECKON NAMATLIO HANPSAMYIO.

MexaHnam pasgensdemMon namsaTu ABASETCA CaHKLMOHUPOBAHHLIM CNOCOBOM MOnyyYnTb
HECKONbKMUM npoLeccamM AOCTYN K O4HOMY Y TOMY e y4acTKy NaMsiTu U HaXoAUTCA Nog, KOHTPONeM
OUCKPELUMOHHbIX 1 MaHaaTHbIx [MPL.

AppecHoe NpOCTPaHCTBO siapa 3alMLLEHO OT NPAMOro BO34ENCTBUSA NOSMb30BATENbCKUX
NPOLLECCOB C UCMOSIb30BaHMEM MEXaHM3Ma CTPaHUYHOW 3alnTbl. CTpaHuUbl NPOCTPaHCTBa aapa
ABNAIOTCA NPUBUIENMPOBAHHBIMU, N OOCTYN K HAM M3 HEMNPUBUNENMPOBAHHOIO KOAa Bbl3biBaeT
NCKNIOYEHNE npoLlieccopa, KoTopoe obpabaTbiBaeTcst KOPPEKTHbIM 0bpasom sagpom OC. Egnn-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM cnocobom goctyna k aapy OC 13 nonb3oBaTenbCKoW NporpamMmmbi
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI30BOB, KOTOPbIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTesieM TOSIbKO CaHKLMOHMPOBAHHbLIX ENCTBUMN.
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

[lononHuTenbHble BO3MOXHOCTM MO OYUCTKE OCTaTOMHOW MHpopmMaumm npenocTaBns-
eT sApo C ycuneHHon camosawmuTton Hardened. Habop nameHeHun n onumn sgpa Hardened
obecneymnBaer:

- OYUCTKY ocTaToyHOM NHopmaumm B agepHom cteke (STACKLEAK);

- O4YMCTKY ocTaTtodHou nHdopmaumm B saepHon kyde (PAGE_POISONING).

B OC peanusoBaH MexaHU3M, KOTOPbIN o4nLLaeT Hencnonbdyemble 6rnokn ®C Henocpen-
CTBEHHO Mpwu nx ocBoboxaeHnn. Pabota 4aHHOrO MexaHM3Ma CHUXXAET CKOPOCTb BbIMOMHEHUS
onepauun yganeHus n ycedeHusa pasmepa ¢avna. JaHHble nobbix yaansembix/ype3aeMbix
hannoB B nNpeagenax 3agaHHon ®C npeaBapuTesnibHO o4MLLAOTCA NpegonpeaeneHHon unm nces-
[0CnyYyanHoOM MacKupyroLLen nocnenoBaTenbHOCTLI0. MexaHn3am sBnaeTcs HacTpanBaeMbiM U
no3sonsieT obecneuntb padoty PC OC (Ext2/Ext3/Ext4) B 0o4HOM 13 CneayoLwmx peXMMOB:

1) o4MCTKa OCYLLECTBSAETCS NOCPEACTBOM nepesanuncy Kaxxagoro banta B ocBOOOXaaeMom

obnacTn nocpeacTBOM YeTbIpeEX cuUrHatyp cregywowero suga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHWe pexuma BKIloYaeTcs napamMeTpoMm secdel B

KOH(purypaumoHHom camnne /etc/fstab gnsa pasgena ®C, Ha koTopom Tpebyetcs

oynwate BrokuM namsaTh npyu nx ocsoboxgeHun (Hanpumep, /dev/sdal). B cnvcok

napamMeTpoB MOHTUPOBaHUA AobaBnsaeTca napameTp secdel.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4YmnCTKa OCYLLECTBMNSAETCA NOCPeaCTBOM nepesanncu Kaxxgoro 6anTta B ocBoboxaae-
Mon obrnacTu nocpeacTBOM YeTbIpex CUrHaTyp cnegywouwero syga: 11111111, 01010101,
10101010, 00000000. KonuyecTtso nepesanuncen onpegenderca agMnMHncTpatopom. Vc-
Nonb30BaHME peXxrMa BKINOYaeTCa YCTaHOBKOW 3HaYeHnsa napameTtpa secdel B KOH(pU-
rypaumoHHom cdanne /etc/fstab ana pasgena ®C, Ha kKOTopoM TpebyeTca ounwatb
6rokn namaT npu nx ocsoboxaeHuu (Hanpumep, /dev/sdal). lNpu yctaHoBKe Ynucna
nepesanucen 6osnblle YeTbipex CUrHaTypbl MCMONb3YKTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKe 4ucna nepesanncen, paBHOMY 6, NOCreAoBaTeNbHOCTb CUrHATYp, UCMOMb-
3yeMblx Ang nepesanucu, UMeeT cnegywowmin sua: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napameTpoB MOHTUpOBaHNA JobaBnseTca
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napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdel=6 0 2

3) o4uMcTKa oCyLLeCcTBNAETCS MOCPEACTBOM Nepe3anucu Kaxaoro 6anTta B ocBoboxgaemon
obrnactn nocpeaCcTBOM YeTblpex NceBaocryvarHblx curHaTyp. Micnonb3oBaHue pexvma
BKNtoYaeTca napameTpoMm secdelrnd B KOHUrypaumoHHom cainne /etc/fstab ana
pasgena ®C, Ha kKoTopom TpebyeTca oumwatb BroKM NamMATU Npu UX 0CBOBOXAEHUMU
(Hanpumep, /dev/sdal). B cnucok napameTpoB MOHTMPOBaHUA JobaBnseTca napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4ncTKa OCyLLECTBNSETCA NOCPeaCTBOM nepesanucu kaxaoro 6anta B ocsoboxaa-
emMoun obnactu nocpeacTBoM nceBaocnyyarHblx curHatyp. Konndectso nepesanucen
onpenensieTcs aAMMHUCTPATOPOM. Vicnonb3oBaHue pexrma BKII0YaeTcs YCTaHOBKOW 3Ha-
YyeHus napameTpa secdelrnd B KOH(UrypaumoHHom cpanne /etc/fstab anga pasgena
®C, Ha koTopoM TpebyeTcst ounwatb 6ok NamaTn Npym nx ocsoboXxaeHUn (Hanpumep,
/dev/sdal). Hanpumep, npu ycTaHOBKe 4ucra nepesanncen, paBHOMYy 6, B CAUCOK

napameTpoB MOHTMpOBaHUSA AobaBnsieTcsa napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

YcTaHoBKa napameTpa MOHTMPOBAHUSA ANt OYMCTKM BrIOKOB NMaMsATU Npu X OCBOBOX-
OeHUN MOXeT ObITb BbINOSIHEHA C UCMONb30BaHUEM rpaduyeckon yTunutbl £ly-admin-smc,
3anyweHHon agMuHucTpatopom. bonee nogpobHoe onucaHue yTUnnTbl CM. B 3NEKTPOHHON
crnpaBke.

[1nsa BKIOMEHMS OUYUCTKM aKTUBHbLIX pa3gernoB CTpaHM4YHOro ooMeHa Heobxoanmo ycTa-
HOBUTb B KOH(UrypaumoHHoM dpanne /etc/parsec/swap_wiper.conf Ona napametpa

ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

[Ons 3agaHus cnucka pasgenoB CTpaHNYHOIO obmeHa, onsa KOTOPbIX HE BbINOJTHAETCA
O4YMCTKA, MOXKET BbITb MCMONb30BaH napameTp IGNORE, 3Ha4eHUe KOTOpOro ABNAeTCsH CrMCKOM

nepeyncrieHHbIX Yepes npoben UrHopupyembix pasaernos CTpaHUYHOro obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"
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HacTpoiika o4nMcTkM pa3genoB CTpaHMYHOro obMeHa npu BbIKITFOYEHUM CUCTEMbI MOXKET
ObITb BbINOMHEHA C UCMNOSb30BaHNEM rpaddMyeckon yTunuTbl £ly-admin-smc, 3anyLleHHON

agMuHucTpaTopoM. bonee nogpo6Hoe onucaHue yTUnnUTbl CM. B 3NEKTPOHHOW CripaBKe.
8.2. CpepncTBa orpaHM4YeHust NpaB AOCTYyMNa K CTpaHULaM NaMATU

CpencTtea orpaHu4eHnsa npas AOCTyna K CTpaHULam namaTtn peanns3oBaHbl HA OCHOBE
CTaHAapTHbIX BO3MOXHOCTEN A4pa, a Takke Habopa M3MeHeHUn n ocobbix NnapameTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npegoctaBnaoT 3alunTy 3agadam sgpa m

npoueccamM nonb3oBaTenen Npu AOCTyne K CTpaHuuam onepaTMBHOM NaMsiTU:

3anpet 3anncu B obnacTtb namsaTu, NOMEYEHHYI0 KaK UCMOoJTHAEeMasd,

3aripetT co3gaHnAa UCTNoNHAEeMbIX obnacten namsTu;

3arnpeTt co3gaHnda UCrnoriHAEMOro CTeka,

paHaoMU3auunio agpecHOro NPoCcTpaHCcTBa npolecca.

BbinonHeHne nNpoun3BonbHOro koga obecnednBaeTcsl Ha OCHOBE KOHTPONS AocTyna K
CTpaHuLaM NamaTy No TUnam: YTeHune, 3anucb, UCMOMHEHME MU NX KOMOMHaLMK.

MprMmeHsTCA pasnUyHbie MeXaHNU3Mbl 3aLMTbl NAMSTH, KOTOPblE OCHOBaHbI HA aMYns-
LUuM unm annapatHon peanudaummn NX-6uta (6uta ncnonHeHust Ha ctpaHuuax namsatn) n PCID
(Processor-Context ID — ngeHTUdmkaTop KOHTEKCTA BbINOSIHEHUS), @ Takke TexHonormm ASLR
(paHaoMUu3aLms pacnonoXeHns BUPTYyanbHOro agpecHoro npoctpaHctea) n KASLR (paHaoomusa-
Lmnsa agpecHoro npocTtpaHcTea sagpa). MNpu Hanvyumu annapatHon nogaepxkn NX-6uta n PCID Ha
HOBbIX NpoLeccopax x86_64 Npon3BoaUTENBHOCTb BblYUCITUTENBHON CUCTEMbI HE YXYALLIAETCS.

Apnpo OC nmeet apxmtekTypy, obecneymBaroLLyto HEBO3MOXHOCTb €ro NeEpeEMELLEHNS B
dm3myeckoM agpecHOM NpoCcTpaHCcTBe, Npu aToM TexHonorna KASLR 3aget crnyyanHoe cmelleHne
HayanbHOro agpeca BbINOMHEHNS SA4pa NPU Kaxaon ero 3arpyske.

TexHonorna ASLR obecneunBaeTt criydamHbI Xapaktep (paHOOMU3aunio) CMELLEHUI
CErMeHTOB KoAa M AaHHbIX (B TOM YMCre CTeKa 1 Kydn) Npu UCMoSb30BaHUN CUCTEMHOIO BbI30BA
oToBpaxxeHnst B NamMsATb mmap () .

apaHTUa TOro, 4YTO agpeca C NPOU3BOSbHBIM JOCTYNOM He ByayT OOHOBPEMEHHO AOCTYM-
Hbl Ha 3annCb W BbINONIHEHWE, peanuayeTcsl MCNofib30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () Umprotect ().
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9. KOHTPOIJ1b LIEJTOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC
peanu3oBaHbl:

- CpenCTBO noacyeTa KOHTPOSbHbIX CYyMM ddannos 1 ontuyecknx amckos (9.1));

- CPEeACTBO nofcyeTa KOHTPOSbHbIX CyMM dhainos B deb-naketax (9.2]

- CPEeACTBO KOHTPOMs cooTBETCTBUS ANcTpudyTtrsy (9.3);

- CcpeacTBa perfiamMeHTHOro KOHTpons uernoctHoctu (9.4);

- cpefcTBa co3gaHnda 3aMKHYTOM nporpammHon cpeabl (16.1));

- cpepacTBo npoepku 31 (9.5).

[ns pelweHns 3agaq KOHTPONS LEeNoCTHOCTM NpeaHasHavyeHa 6ubnuoTteka libgost, B
KOTOPOW ANS BbIMUCIIEHUS KOHTPOSTbHBIX CYMM peann3oBaHbl (PYHKLUKN X3LLMPOBAHUSA B COOTBET-
ctBum ¢ FTOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 out n NOCT P 34.11-2012
C ANMHOM x3w-koda 512 6ut. HassaHHaa 6ubnmoTteka ncnonb3yeTcs B CPeAcTBax noacyeta
KOHTPOMbHbLIX CYyMM hanfnoB U ONTUYECKNX OUCKOB, KOHTPOMS COOTBETCTBUS OUCTPUBYTUBY Y
pernaMmeHTHOro KOHTPONA LEeNoCTHOCTU, MOAYNsSX ayTeHTUMKaunu.

B OC peanunsoBaH mexaHun3m, obecrnednBatonin NnpoBEPKY HEM3MEHHOCTU U NOASTNHHO-
CTW 3arpyxaemblx ucnosnHaemolx annos popmarta ELF. NpoBepka nponsBoanTcs Ha oCHoBe
KOHTPOMbHbLIX CyMM, Bbliucrnisembix B cootBeTctBum ¢ FOCT P 34.11-94 n TOCT P 34.11-2012
C AnuHowm xaw-koga 256 6ut, n Jl1, peannsosaHHon B cootBeTcTBUM ¢ TOCT P 34.10-2001 un
MOCT P 34.10-2012, koTopble BHeapeHbl B ucnonHaemble annbl dopmarta ELF B npouecce
cbopku OC. [laHHbI MexaHn3M NpeaHasHavyeH Ans BbISBNEHUA hakTOB HECAHKLMOHMPOBAHHOMO
N3MeHeHus ucnornHsiembix annos popmata ELF (B T. 4. oTHocsAwmxcsa k KC3) u npegoTtspalLeHus
NX 3arpysKku.

B OC peanusoBaH MexaHu3am, obecneymsaroLLmMii NPOBEPKY HEM3MEHHOCTU U NOASIMHHOCTH
annos. Nposepka NpPoM3BOANTCA HA OCHOBE KOHTPOSIbHbLIX CYMM, BblYUCIISIEMbIX B COOTBETCTBUM
c NOCT P 34.11-94 n TOCT P 34.11-2012 ¢ gnuHon xaw-koaa 256 out, n 31, peann3oBaHHON B
cootBetcTBUM ¢ FOCT P 34.10-2001 n NOCT P 34.10-2012, koTOpble BHEAPSAIOTCA B PACLUNPEHHbIE
atpmbyTbl hbannoBon cucTeMbl. [aHHbIM MeXxaHu3M npefHasHavyeH AN BbISBNEHMS (hakToB

HECAaHKUMOHNPOBAHHOIO N3AMEHEHUA UCTIONTHAEMbIX cbaﬁnos N npenorBpalleHnda NX OTKpPbITUA.

9.1. CpeACTBO noac4yeTa KOHTPOJIbHbIX CyMM Q)aﬁﬂOB n onTn4eCKnNX ANCKoB

,D,J'IFI nogcyeTa KOHTPOJIbHbIX CYMM (baIZJ'IOB n onNnTn4eCcKnx AMNCKoB B COCTaB OC Bknto-
YeHa yTunuTa KOMaH,D,HOIZ CTPOKU gostsum. ,D,J'IFI BbIBO4a |/|chopmau,|/||/| O CUHTaKCUce yTurnThbl
gostsum HeO6XO,D,I/1MO BbIMOJTHUTb KOMaHAOY:
gostsum -h

CuHTakcuc:
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gostsum [KJIIOU] ... [®AWI]

Onuuun npuBeneHbl B Tabnuue .

Tabnuua 36
Onuws OnucaHune
-—gost-94 YctaHaBnuBaer, uTo 6yaet ucnonb3osaH anroputm NOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4Yto 6yaet ucnonb3oeaH anroputm FOCT P 34.11-2012 ¢

OJIMHON X3LW-Koda 256 6uT (Mo ymon4yaHuio)

YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOW X3aLw-koaa 512 6ut

-b YcTaHaBnvBeaeT pasmep GrokoB, KOTOpbIMK ByaeT cumTbiBaTbCA hann

3apaeT uma darna gnsa BbiBO4a KOHTPOSIbHOW CyMMbl (MO YMOJSTYaHUIO —

-0 .
CTaHOapTHbIN NOTOK BbIBOAA)
q 3apaet ums barna ycTponcTea YTeHUs onTUYeckux AnckoB (danna c obpa-
30M OMTMYECKOrO ANCKA) AN1s NogcYeTa KOHTPONbHOMW CyMMbI
-t TecTupoBaHue anropnuTMOB MOACHETa KOHTPOMBbHbLIX CYMM
TecTupoBaHVe anropuTMoB noacyeTa KOHTPOSTbHbLIX CYMM B MHOFOMOTOYHOW
P cpene
-h [--help] nokasatb 3Ty CNpaBkKy W BbINTU

Hanee npmuBeaeH npnmMep nogcyeTa KOHTpOJ'IbHOI‘III CYMMbI ONTUYECKOro AncCKa.:

gostsum -d /dev/cdrom
9.2. CpencTBO noacyeTa KOHTPONbHbIX cyMMm channoB B deb-nakeTtax

[nsa nogcyeta KOHTpOribHbIX cyMMm hannoB B deb-naketax B coctaB OC Bknto4veHa
yTUnuTa KOMaHOHOM CTPOKU gostsum_from deb. [ng BbiBOAA MHMOPMAaLKUM O CUHTaKCUCE
YyTUNUTbLl gostsum_from deb HEOOGXO4MMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CuHTakKcuc:
gostsum_from deb [gostsum aprymentr] [-d pgupekTopusi] [-p deb-naker]

Onuuun npuseaeHsbl B Tabnuue [37]

Tabnwunua 37
Onuws Onucaxue
--gost-94 YctaHaenueaer, 4To 6yaert ncnonb3osaH anroputm MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yget ucnonb3oraH anroputm FOCT P 34.11-2012 ¢

OJNIMHON X3LwW-Koda 256 6uT (Mo ymon4yaHuio)

YctaHaenuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

__ -2012-512 -
gost-2012-5 ANUHOM XaLw-koaa 512 6uT

gostsum arguments | aprymMeHTbl YTUIINTbl gostsum
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OkoHyaHue mabnuusl 37

Onuusa Onucanune

3apaeT um4a katanora, cogepxatlero deb-nakeTbl, Ang annoB B KOTOPbIX

-d pupexTOopusa
BbIHUCNAKOTCA KOHTPOJ1bHbIE CYyMMbI

3apnaet nma deb-naketa, Ana ¢annos KOTOPOro BbIMUCNAKTCA KOHTPOIbHbIE

-p deb-naxker
CYMMbl

9.3. CpeAcTBO KOHTPONSA COOTBETCTBUA AUCTPUOYTUBY

CpenctBo KOHTPONS COOTBETCTBUA ANCTPMOYTUBY NpeaocTaBnser BO3MOXHOCTb Ans
KoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtusy. [1ns obecnevyeHnss KOHTPOssS LEenocT-
HocTh o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CMNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut gnsa Bcex
dannos, BXogsWMX B NakeTbl nporpaMmm Anctpubytmea. Mcnonb3dys rpadpuyeckyo yTUnmTy
fly-admin-int-check, MOXHO NPOBECTU BblYUCEHMNE KOHTPOSbHLIX CyMM (pansioB cucrte-
Mbl 1 NPOBEPKY COOTBETCTBUS MOMYYEHHbIX KOHTPOSMbHbBIX CYMM (pannoB CUCTEMbI STarlOHHbIM

KOHTpOrbHbIM cymmaM. bonee nogpobHoe onucaHne yTunnuTbl CM. B 3NIEKTPOHHOW CrpaBkKe.
9.4. CpeacTBa perfniaMmeHTHOro KOHTPOns LesIoCTHOCTHU

Opranunsaumsa pernameHTHoro koHTpons uenoctHoctn OC, npuknagHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmHbIX cpeacTB Ha ocHoBe «Another File Integrity Checker». B
yKaszaHHOM Habope peanu3oBaHa BO3MOXHOCTb 4S5 NPOBEAEHUSA NEPUOAMNYECKOTO (C CNOoNb3oBa-
HMWEM CUCTEMHOro NIIaHNPOBLUMKA 3aaHUN cron) BbIYUCIIEHUS KOHTPOSIbHbLIX CyMM (hanrnos 1
COOTBETCTBYIOLLMX UM aTpubyTOoB pacLumpeHHomn nogcuctemsl 6esonacHoctn PARSEC (MaHaaTHbIX
aTpubyToB M aTpnbyTOB pacCLLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUS) C NOCNeayoLWUM cpas-
HEHMEM BbIYUCNEHHbIX 3HAYEHUI C 3TaNoHHbIMU. B ykazaHHOM Habope nporpaMMHbIX CpeacTs
peanu3oBaHO Mcnonb3oBaHne 6ubnmnoTtekn libgost, obecnednBatoLen NOACHET KOHTPOMbHbIX
cymm B cootBetcTBuM ¢ NOCT P 34.11-94.

OTarnoHHble 3HaYEeHNSA KOHTPOSbHbBIX CyMM M aTpubyToB hanoB xpaHsaTtca B B[. basa
KOHTPOSbHbLIX CyMM U aTpMByTOB MOXET ObITb CO34aHa Npu NOMOLLM KOMaHAbI:
afick -1

[Nnsa BblMMCNEHUSA KOHTPOSTbHBIX CYMM MOTYT Ucnosb3oBatbes anroputmbl: MD5-Digest,
SHA1 n OCT P 34.11-2012 ¢ anuHon xaw-koga 256 ouT.

9.4.1. HacTtpouka

[na HacCTpoWKM OCTaTOMHO NapaMeTPoB, KOTOPble YKa3aHbl B KOH(UrypaLMoOHHOM danne
no ymon4yaHuio (etc/afick.conf). Kpome pasnuyHbix nyten, Hanpumep, K pannam b:
database:=/var/lib/afick/afick

rae CoOoepXXUTcA yka3aHne O TOM, Kakume Q)aplﬂbl/KaTaﬂOFM noaBeprarTcA KOHTPOJIHO LUEenoCTHOCTU
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N C KaKnmu npaBunamum.

MpaBnno PARSEC BbIMSANT Crieaylowmm obpasom:
PARSEC = p+d+i+n+u+g+s+b+md5+m+e+t
roe p+d+i+n+u+g+s+b+md5+m 03Ha4YaeT cnexeHne 3a BCeMU CTaHAAPTHbIMU aTpnbyTamun dan-
na v ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LENOCTHOCTLIO COAEPXKUMOTO
dannoB. +e+t 03Ha4YaET KOHTPOIb PACLUMPEHHbIX aTPUBYTOB: MaHA4ATHOW METKW 1 donaroB ayamTa,
cootBeTcTBEHHO. KoHTponb ACL ocyulecTBnseTca npu yctaHoBKe ¢onara +g.

MpaBuno GOST BbIMSAWT cnegyowmm obpasom:
GOST = p+d+i+n+u+g+t+s+tb+gost+mtet+t
roe p+d+i+n+u+g+s+b+gost+m O3HA4YaET cCrexeHne 3a BCeMU CTaHOapTHbIMU aTpubytamu
danna n ncnonb3oBaHne xaw-gyHkunm NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 out ans
CINEXEHUN 3a LENOCTHOCTLIO coaepXXnMmMoro ansnoB. +e+t 03Ha4YaeT KOHTPOSb PaCLUMPEHHbIX
aTpnbyToB: MaHOaTHOM MeTKM 1 donaroB ayauTa, cootBeTcTBeHHO. KoHTponb ACL ocylecTBnseTcs
npu yctaHoBke dnara +g.

lNpaBuno ans katanoros:
DIR = p+i+ntu+tg

[MpaBuno o3Ha4yaeT cnexeHune 3a npaBammn JOCTyna, MeTagaHHbIMWN, KONMMYECTBOM CCbINOK
W Opyrumn ctangapTHbeiMu atpubytamu (nogpobHee cM. /etc/afick.conf).

B dhanne koHdurypauum 3agarTtcs nyTn K bannam u katanoram, KOHTponupyembix afick,

Hanpumep:
/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1ib64/security PARSEC
/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC
Kpome TOro, Ha BblGOp agMuMHUCTpaTopa NpPeAcTaBrieH psA AOMONMHUTENbHbIX NyTen
C MnpaBusiamMu. COOTBeTCTByI'OLIJ,I/Ie CTPOKM nomMedyeHbl 3HakKOM KOMMEHTapUA #n MOTyT ObITb
AKTUBUPOBAHbI CHATNEM 3TOIo 3HakKa.
Mpu 3anycke afick c napameTpom —i:

afick -i
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Oynet co3faH pann /var/lib/afick/afick. 310 U ecTb B[] popmarta ndbm. Ecnv nocmoTpeTb

ee coaepXmmoe, To MOXXHO 0OHapYyXUTb HAbOpP CTPOK, Kaxkaas 13 KOTopbiX — UMA dpanna n ganee

yepes npo6er| ero anl/I6yTbI N CUrHaTypbl.

B[] sawumLiaeTca cuctemMon pasrpaHM4eHnsa gocTtyna.

Mpwn 3anycke AFICK aBTOMaTU4YeCKN YCTAaHOBUT exXedHeBHOE 3agaHue ans CRON. dain ¢

3agjaHuem Haxogutcs B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaeT MecTononoxeHune danna-otyera.

B koHdurypaumoHHOM dhanne ecTb NPOCTOM A3blK MaKpPOCOB, KOTOPbIA UCMONb3YyeTcs Npu

onpeageneHnn nepemMeHHbIX and 3aJaHun CUCTEMHOIO nnaHnpoBLUUKa 3ajaHun cron.

Heobxognmo obecneunTb ¢ MCNONb30BaHMEM annapartHo-rnporpaMmMHbIX Mo,qyneﬁ JoBe-

PEHHON 3arpy3kn 1 yTUNnTbl afick KOHTPOMb LENOCTHOCTU CreayoLlmnx oObeKToB:

1) dannbl obpasos agpa OC:

/boot/vmlinuz-*
2) dannbl obpas3oB BpeMeHHOMW ¢hannioBon cuctembl, ucnonbdyemon agpom OC npu
Ha4YanbHOW 3arpy3ke (0o06aBNsaTCA B CIMCOK KOHTPOMS LeNOCTHOCTM Nocre co3gaHus no-
cne BbINOMHEHNS BCEX HEOBXOAMMBIX Onepauuin No HacTpowke, Tpebyrowmnx obHOBNEHUSA
06pa3oB BpeMEHHOW hannoBon CUCTEMBI):

/boot/initrd.img-*
3) KOHGUrypaLumMoHHbIA harin MeHIo 3arpy3ymka grub:
/boot/grub/menu.lst
4) KogomrypauuoHHbIW hann, onpeaensowmm Ncnonb3yemMbli No yMonyaHuo rpagumye-
CKU gUCNNenHbln MeEHeoKep:
/etc/X11l/default-display-manager
5) koHUrypaumoHHbIA hann HacTPOMKN hannoBbIX CUCTEMBI, JOCTYMHbIX ANS MOHTUPO-
BaHus Yyepe3 NFS:
/etc/exports
6) KOHpUrypaunoHHbIn cans, cogepxawmm nHpopmMaumno 0 pasfnyHbIX YCTPOMUCTBaxX
XpaHeHusa n ¢annoBbIX cUCTEMax:
/etc/fstab
7) dpann, cogepxalumi nepedeHb fokanbHblx rpynn OC (nobaBnaeTcs B CIMCOK KOHTPOIS
LeNoCTHOCTKN Nnocrne co3aaHnsa Bcex HeobxoauMblx rpynn):
/etc/group
8) ckpunTbl AN 3anycka CepBMCOB B KaTasore
/etc/init.d/
9) kOHMUrypaumnoHHbIN hans, onpegensowmnn napameTpbl paboTsl NepBoro npouecca
NONb30BaTENbCKOrO peXxnumMa init:
/etc/inittab
10) koHGUrypauunoHHble dannel, onpeaenstowme nopsagok pabotel PAM-mogynen:
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/etc/pam.conf

/etc/pam.d/chfn

/etc/pam.d/chsh
/etc/pam.d/common-account
/etc/pam.d/common-account.pam-old
/etc/pam.d/common-auth
/etc/pam.d/common-auth.pam-old
/etc/pam.d/common-password
/etc/pam.d/common-password.pam-old
/etc/pam.d/common-session
/etc/pam.d/common-session.pam-old
/etc/pam.d/cron

/etc/pam.d/cups

/etc/pam.d/cvs

/etc/pam.d/dovecot

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

d/fly-dm

d/fly-dm-np

d/login
d/other
d/passwd

/etc/pam.d/polkit

/etc/pam.d/samba

/etc/pam.d/sshd

/etc/pam.d/su

/etc/pam.d/sumac.xauth

11) chann, cogepxawuim nepeveHb NokanbHbiX nonb3oBaTtenen OC (nobaensercs B
CMMCOK KOHTPONSA LEeNOoCTHOCTU Nocrne co3aaHnst BcexX HeobxoaMMblx nonb3oBaTenen):
/etc/passwd

12) cMMmBOMYECKME CChISIKKM Ha CKPUNTbI 4N 3arnycka CEpPBUCOB B KaTanorax:

/etc/rc*

13) KOH(pUrypaunoHHbI dann, onpegensaowmn nepedeHb TepMUHaNnoB, C KOTOPbIX Cy-
nepnonb3oBaTernb root MOXeT PerMcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) KOHUrypaunoHHbIn doans, onpeaensiowmii nepedyeHb permcTpmpyemMbix 060no4vex B
OC:

/etc/shells

15) KOHUrypaunoHHbIn dhann, cogepXxalluin 3HadyeHna napaMmeTpoB sapa:

/etc/sysctl.conf
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16) mogynu agpa, Bxogdwme B nogcmctemy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko
/lib/modules/*/misc/parsec.ko
/lib/modules/*/misc/parsec-cifs.ko

C nomouubto KomaHa 1smod 1 modinfo MOXHO onpenenuTb NnepedeHb Moaynen sapa,
nognexawmx KOHTPOso LUenocTtHocTu cpeactesammn ANMASE.

17) PAM-mogynu B katanore:

/lib/security/pam

18) cuctemHble ucnonHsiemble dannbl B Katanore:

/sbin/

19) ncnonHsiemble dannbl B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/
9.5. CpeactBo nposepku 3l

CpeactBo nposepkun 31 peanusoBaHo B BUAe pacwmpenus ansa ytunutel fly-fm v npego-
CTaBngaeT rpaduyeckuin nHTepdenc, obecnedmsarowmin 3anyck komarg MO kpuntonpoBangepa Ha
npoBepky un cosgaHue Al gokymeHTa. [1na ncnonb3oBaHMe 3TOro cpeacTsa Heobxoauma npensa-
putenbHas yctaHoBka coBmectumoro ¢ OC nporpammHoro obecneveHusi Kpuntonposangepa B
COOTBETCTBUM C AOKYMEHTaLNEN HA HEro.

[lononHuTenbHas nHdopmaumsa No ncrnonb3oBaHuio B cucteme O kpuntonpoBangepos

AOCTYMHa Ha opuumanbHOM canTe wiki.astralinux. ru.


wiki.astralinux.ru
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus ®C, koraa KOMMbOTEP HEBO3MOXXHO MNepesarpysuTb,
CyLLEeCTBYET BO3MOXHOCTb BocCTaHoBneHust 6e3 nepeyctaHoBkn OC. [1na atoro crnegyet ycTaHo-
BuTb DVD-guck ¢ auctpmbytnsom OC B ycTponcTtso YteHna DVD-anckoB 1 HayaTb npoueaypy
nepeyctaHoBkW. [loxaaTbCa NOSBNEHNSA Ha 3KpaHe MoHuTopa: «/Hdopmauma o JoKyMeHTaunmny»
N 0QHOBPEMEHHO HaxaTb knasuwn <Alt+F2>. [Tponsonger nepexoq B pexxnumM KOMaHOHOW CTPOKM
nog ynpaerneHnem siapa, 3arpyxeHHoro ¢ DVD-aguncka. 3atem BBeCTM KOMaHAY:
fdisk \-1

Ha akpaHe MOHWTOpa OOrmKHa NOABUTLCSA MHGPOPMAaUMA O pasgenax XeCTKoro Aucka.
(Ecnu B pesynbtaTe BBOAA KOMaHAbl HA 3KpaHe MOHUTOpPA HET MHAhOpMaUUKM O pasgenax gucka, To
NOBPEXAEHUS CIULLKOM Cepbe3Hbl N HeobxoamMma norHas nepeycraHoBka cuctemMel.) OnpegenuTb
UMs pasgena, B KoTopbin 6bina yctaHoeneHa OC, 1 BBECTU CrieaytoLLyo nocnenoBaTesibHOCTb
KOMaHA:
cd /mnt/
mkdir hard

mount /dev/umsa_paspena /mnt/hard
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B pesynbrate ykasaHHbIN pa3gen XXeCcTKoro aguncka byaet CMOHTUMPOBaH BO BHOBb CO34aH-
Hon ®C. 3aTeM BBECTU KOMaAHAY:
chroot /mnt/hard

lMocne aToro MoXHO GyaeT ncnonb3oBaTb KOMaHAHy 060no4ky OC 1 BbINONHUTL HEOG-
XoOuMble OENCTBUSA MO BOCCTAHOBNEHUIO (Hanpumep, peaaktnposaHue ganna fstab), nocne
Yyero BBECTU KOMaHAbI.
exit
umount /mnt/hard

MMepesarpy3ntb KoMnblOTEP.
10.2. CpeacTtBa pe3epBHOro KonupoBaHusa n BocctaHoBneHusa OC

PesepBHOe konupoBaHWe BbINOMHAETCS C LIeNbo NOMyYeHUst KOMUM AaHHbIX, COXpaHAeMbIX
Ha cry4an nx notepu nnu paspyLieHms. NogobHble KoNMM AoMKHbI CO3a4aBaTbCA NEPUOANYECKH,
B COOTBETCTBUWN C 3apaHee yCTaHOBMNEHHbIM rpacmnkomMm. Cxembl pe3epBHOro KONMpoBaHUs U3-
MEHSIOTCH B 3aBUCMMOCTM OT pa3MepoB U CTENeHU oxBaTa pe3epBHbIM konnposaHnem OC, a
Takxke OT BblABMraemMbIX TpeboBaHU N0 HAOAEXHOCTU COXPAHEHUS KN3HECTIOCOBHOCTM CUCTEMDI.
OneMeHTbl CUCTEMbI PE3EPBHOIO KOMMPOBAHUS AOMKHbI BKNOYaTb Heobxogmmoe obopynoBaHue,
HocuTenn pesepBHbIX konun n ClMNO. B kayectBe 0bopyaoBaHUs Afist pe3epBHOIO KONMPOBaHUS
B OC MOXeT 1Ucnonb3oBaTbCA AOCTATOYHO LWMPOKMA HAabop annapaTHbIX CPeAcTB, HaYnuHas ot
USB-Hakonutens n 3akaH4ymBas GMGNMOTEKON NTEHTOYHbLIX YCTPOUCTB. TUM N KONMMYECTBO HOCU-
Tenewn onpenensTca ncrnonb3yeMmsliM obopygosaHmeM, obbemammn obpabaTtbiBaeMbiX AaHHbIX
N BbIBPAHHOW CXEMOWN pe3epBMpoBaHUS AaHHbIX. MO pe3epBHOroO KONMPOBaHUSA, BKITHOYEHHOE B
coctaB OC, aBngeTcs o4eHb pa3HOPOAHbIM, HAa4YMHAsA OT NPOCTbIX KOMaHA Tuna tar, cpio, gzip
N 3aKaH4MBas pacnpeaerneHHbIMU CUcCTeMamMmn ynpaBneHnsa XpaHunuwamm AaHHbIX.

PesepBHOe konupoBaHue nHpopmaLmm Ncnosb3yeTcs ans:

- BOCCTaHOBMEHUs annoB, Cny4yamHo yaaneHHbIX nosfib3oBaTensaMm UM yTepsiHHbIX

N3-3a OTKa30B YCTPOMNCTB XpPaHEHMS;

- NONyYeHus nepuoguyeckn cosgaBaeMblXx MOMEHTarbHbIX CHUMKOB (snapshots) coctos-

HUA OaHHbIX;

- NONyYeHUs: AaHHbIX ANS BOCCTAHOBIIEHUS NOCIE aBapuii.

Cunctema pe3epBHOro KONMpoBaHUS SBMASIETCSH COCTAaBHOW YaCTbIO MiaHa BOCCTaHOBMEHUSA
CUCTEMBbI.

OcHoOBHas naest pe3epBHOro KONMPOBaHUSA — CO34aHMe KOMUIN KPUTUYECKOW YacTn coaep-
XaHna pesepsupyemon cucteMbl. OCHOBHbIMU UCKITIOYEHUAMU, KakK NPaBuio, He BXOASLLMMA B
npoueaypy pe3epBHOro kKonnpoeaHua dyHKumoHupytowen OC, aBnsaTCca KaTanorn, cogepxa-
LWne cnyxebHble AaHHble, MeHALWMecsa B npouecce PyHKUNOHUpoBaHus (/dev, /media, /mnt,

/parsecfts, /proc, /run, /sys, /tmp), a Takke ceTeBble KaTanorn (CMoHTMpoBaHHas NFS,
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Samba n npouyme BMAbl CETEBbLIX AAHHbIX).

B coctaB OC BxOguT MHOXECTBO cpecTB, 0becnevmBaoLLnxX peleHne pasnnyHbIX 3agaya
pe3epBHOro KOMMPOBaHUSA OaHHbIX. YTUNUTHLI tar, cpio, gzip NpeacrtaBnaloT cobon Tpaguum-
OHHble MHCTPYMEHTbI CO3AaHNs pe3epBHbIX Konun n apxmsuposaHma ®C. MNpun cozgaHumn apxmsa
KOMaHOamu tar U gzip nepegaeTcs CnMCOK hansioB U KaTarnoros, yKa3biBaeMblX Kak napameTpbl
KoMaHOHOM CTpoKu. JTiobon ykasaHHbIN KaTasnor npocMaTtpuBaeTca pekypcueHo. MNpu cosgaHnn
apxuBa C NOMOLLbIO KOMaHAbl cpio el NpeaocTaBnaeTcs CNUCoK O6beKTOB (MMeHa hansioB U
KaTanoroe, CUMBOSIMYECKME UMEHA NOObIX YCTPOUCTB, rHe3na aomeHoB UNIX, noMmeHoBaHHble
KaHanb! 1 T.n.). OnucaHne KoMaHa nNpuBefeHO B PYKOBOACTBE man AN KOMaHA tar, rsync,
cpion gzip.

YTunurta rsync npegocrasnser BO3MOXHOCTU ANS NIOKanbHOro 1 yaaneHHoro Konmposa-
HWUA (Pe3epBHOr0 KOMMPOBAHUS) NN CUHXPOHU3aLMK hansioB 1 KaTanoros, C MUHMMAasbHbIMU
3aTpaTtamu Tpaduka.

Kpome Toro B coctaB OC BxoguT KoMmnnekc nporpamm Bacula, npegHasHa4yeHHbIX gna
peLlleHnsa pasnuyHbIX 3a4a4y pe3epBHOro KONUPOBAHUA U BOCCTAHOBMNEHUSA OaHHbIX.

[ns BbINONHEHUSA onepauumii pe3epBHOrO KONMPOBAHNA N BOCCTaHOBIEHMST 06bekToB PC
C COXpaHeHneM 1 BOCCTaHOBMNEHMEM MaHAaTHbIX aTpubyToB n atpmbytos ayauta B OC MOXHO
ncnonb3oBaTtb KOMMEKC nporpamm Bacula, yTunuty rsync unm ytunuTy tar.

BHUMAHMUE! Pa6oTta ¢ maHaaTHbIMK1 aTpubytammn n atpubytammn ayamta npm Mcnosnb3o-
BaHUM PasfnUYHbIX YTUNNT CO34aHNS pe3epBHbIX KONuM TpebyeT onumin coxXxpaHeHns paclUMPEHHbIX
aTpubyToB (Kak npaBusio Buaa —xattrs).

BHUMAHMUE! [1na BoccTaHOBMEHUA MaHOaTHbIX aTpubyToB hansioB U3 pesepBHbIX KOMUI
HeobXo4MMO OT MMEHWN YYETHOW 3anMcn agMUHUCTPATOpa BbINOSTHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure setxattr

BHUMAHMUE! [1na BoccTaHOBNEHUS MaHOaTHbIX aTpubyToB hannioB U3 pesepBHbIX KOMU
npouecc gormkeH nmetb PARSEC-npusunernto 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna MoxeT BbITb NOMyYeHa C UCMOSb30BAHNEM YTUIUTLI execaps:
sudo execaps -c¢ 0x1000 tar .......

BHUMAHMUE! BoccTtaHoBneHne paclunmpeHHbIX aTtpnbyToB hannoB ¢ MCNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TONbKO B Cryyae, ecnv atpnbyTbl BOCCTaHaBNMBAKOTCA C MNo-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTeM yCTaHOBKM aTpubyTa security.PDPL. Acnonb-
30BaHMe unsecure_setxattr He BMMSET HAa BO3MOXHOCTb U3BMEHEHUS MaHAATHbLIX aTpubyToB
¢rannoB cucTteMHbiMU Bbl3oBaMu pdpl_set_path, pdpl_set_ fd.

[Mocne BocCcTaHOBNEHUSA U3 pe3epBHLIX KOnui hannoB ¢ MaHgaTHbIMKU aTpubyTammn Heob-
XOAUMO OT UMEHU YYHETHOM 3anncu agMuMHUCTpaTopa BbIMOMHUTE KOMaHA4Y:
sudo echo 0 > /parsecfs/unsecure_setxattr

PaCCMOTpI/IM npunMep co3gaHna n BOCCTaHOBJ1EHNUA pe3epBHO|7| Kornun ¢ ncnorib3oBaHnem
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YyTUNAUTBI tar.

BHUMAHWE! lNpeanonaraetcs, 4TO yXxe co3gaH nonb3oBaTenb userl, ANs KOTOPOro
3aJaHbl MaHAaTHble aTpuByThbl U NONb30BaTESb YXXE BbINOSHSM BXOA4 B CUCTEMY.

CosgaHue agMMHUCTPaTOPOM apXxmMBa AOMAaLLHEro Katasnora nosib3oBarterisi MOXeET ObiTb
BbIMOMHEHO C MOMOLLbI0 KOMaHAbI:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl

Onuma --xattrs O3HaA4YaeT BKOYEHME MNOOAEPXKKN paclUMpeHHbIX aTtpmbyTtos. On-
umMsa --acls o3Hadaet BknoveHne nogaepxkm POSIX ACL. Onuun -cvzf Heobxoanmbl Ans
co3daHnsa apxmBa (create), BKNIOYEHUA pexmma oTobpaxeHus obpabaTtbiBaeMbix ¢hannos
(verboze), NnpuMeHeHNa meTtoga cxatma (gzip), ykasaHus anna (file) COOTBETCTBEHHO.
MyTb /opt/home.tgz 3agaeT MeCTO PacrnofOXEHUs CO34aHHOro apxveBa U €ro ums, nyTb
/home/ .pdp/userl onpegensier, YTo UMeHHO ByaeT BMOXEHO B apXmB.

lMepepn BoccTaHOBNEHMEM HEOBXOAMMO BbINOMHUTL CReayLLY0 KOMaHAy, yCTaHaBnmBato-
LLYIO ANs napaMeTpa 3awnTbl annoBon cuctemol /parsecfs/unsecure_setxattr 3HayeHue
«1», paspeluatolLiee NPUMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:
echo 1 > /parsecfs/unsecure_setxattr

BoccTtaHoBneHWe BbINOMHAETCA C MOMOLLbIO KOMaHAbI:
sudo execaps -c 0x1000 -- tar --xattrs

--xattrs-include=security. {PDPL, AUDIT, DEF AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/

Onuma --xattrs-include=security.{PDPL,AUDIT,DEF_AUDIT} onpegenser
nogkno4yaembii WabnoH BOCCTAHOBIIEHNSA pacCLUMPEHHbIX aTpubyToB (MaHAaTHbIX aTpubyToB,
aTpmnbyToB ayouTa n aTpnbyToB ayamTa no yMOMYaHuo) ans knova xattrs. Onuun -xvEf Heob-
XOOMMbI 4NS U3BMNEYEHUS U3 apxmBa (extract), BKMOYEHUS pexnma oTobpaxkeHnss obpabaTtbiBa-
eMbIX pannoB (verboze), ykasaHus canna (file) COOTBETCTBEHHO.

Mocne BoccTaHOBNEHUSA HEOOXOAMMO BbINOMHUTL KOMaHAY, yCTaHaBNMBatoLL YO 3anpeT Ha
npumMmeHeHne npueunerm PARSEC_CAP_UNSAFE_SETXATTR (HacTporika OC no ymonyaHuio):

echo 0 > /parsecfs/unsecure_setxattr

10.2.1. Komnnekc nporpamm Bacula

Bacula npeacrtasnsaet cobon Habop nporpamm, NO3BOMAKOLWMIA CUCTEMHOMY agMUHN-
cTpaTtopy ynpaensTb fnpoLueccamu pes3epBHOro KONMpoBaHUS N BOCCTAHOBMEHNA OaHHbIX, @ Takke
NPOBEPSATb pPe3epBHbIE KOMUK, B T.Y. B TETEPOreHHbIX CeTHX.

Bacula — 3TO ceTeBas KIMEHT-CepBepHas cuctema pes3epBHOro KonvposaHus. Nporpam-
Ma obnagaet MHOXECTBOM BO3MOXXHOCTEN, MO3BONAOLLMNX NIENKO HAX0AUTb U BOCCTaHaBNMBaTb
yTpadeHHble Unn nospexaeHHble dansnbl. 3-3a cBoen MoaynbHOW apxXUTEKTYpbl Bacula MOXET

MaCLIJTa6VIpOBaTbCFI OT HEeBOMNbLINX aBTOHOMHbIX CUCTEM A0 BONbLUMX CETEN, COCTOSALLMX N3 COTEH
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KOMMNbIOTEPOB.

Bacula COCTOUT U3 crnegyroLwmnx COCTaBHbIX YacTen:

- Bacula Director service — UeHTpanbHasa nporpamMmma, KOOpAWHUPYHOLAs Bce

BbINOSHAEMble onepauun (pyHKUMOHMPYET B poHE);

- Bacula Console services — nporpamMmma, nossonsiowias agMUHUCTpaTopy B3au-

MOLENCTBOBATb C LieHTpasibHON NporpaMmmon;

- Bacula File services — KNMUEHTCKaa nporpamMmma, ycraHaBnmBaemasa Ha Kaxxgom

o6Cny>XMBaemMoM KOMMbIOTEPE;

- Bacula Storage services — nNporpamMmma, OObl4HO (PYHKUMOHMPYIOLWAA Ha KOM-

NnbOTEPE, K KOTOPOMY NPUCOEAVHEHbI BHELLHME YCTPOMUCTBA ONA XpaHEHNA pe3epBHbIX

Konuwu,

- Catalog services — nporpamMmma, oTBevarollas 3a UHAeKcupoBaHMe 1 opraHn3auuio

6a3bl pe3epBHbIX AAHHbIX.

Mporpamma Bacula obecrneynBaeT Noaaep Ky COXpaHeHUs pacluMpeHHbIX aTpubyTos
Katanoros u annos u, Npn He06XoANMOCTU, UX NocneayoLlee BOCCTAHOBIEHME.

BHUMAHUE! [na sBocctaHoBneHmsa obbektoB ®C C yCTaHOBMEHHbIMU MaHAATHLIMU
aTtpmbytammn HeobXxoaMMO 3anycTUTb KOHCOSMb ynpasneHns Bacula ¢ PARSEC-npuBunernen
0x1000, BbINONHMB KOMaHAY:

sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! lNocne BoccTaHoBneHusi 06bektoB PC ¢ yCTaHOBMNEHHBIMM MaHOATHLIMN
aTpmbytammn Heo6xoaMMO BbINOMHUTL NepeMoHTMpoBaHne ®C, B KOTOPOM BOCCTaHaBNUBaNUCh
00bekTbl, unu nepesarpysntb OC.

OnuncaHne ycTtaHOBKM M HacTpoukm Bacula npuBegeHo B OOKyMeHTe
PYCB.10015-01 95 01-1.

10.3. BocctaHoBneHune CYB[] PostgreSQL nocrne c6oeB n otkasoB

Bo nsbexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxmBmpoBaThbCS.

B cnyyae BO3HWKHOBEHMS OLLIMOOK B XPaHALUMXCA OAHHbIX, HAPYLUEHWUIO LLeSTOCTHOCTU
UNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl Heobxoammo nposeaeHve
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET
OCYLLECTBNATLCA Kak COXpaHeHme cyliecTBytoLllero knactepa b1, ¢ nocneayoowmnm ero BoccTa-
HOBMEHMEM, TaK N BOCCTaHOBMNEHNE 13 pe3epBHbIX KON, CO30aHHbIX B Npouecce perynapHoro
npoBeaeHnsa pernameHTHbIX paborT.

B PostgreSQL cyLiecTtBytoT Tpu (pyHAAMEHTanNbHO OTAMYaKLWNXCA NOAX0AA K pe3epBHOMY
KOMMPOBaHWIO OAHHbIX:

- SQL-pamn;

- pes3epBHOe KonMpoBaHue Ha ypoBHe OC;
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- HernpepbiBHOE apXUBMpPOBaHUE.

Bonee noagpobHoe onnMcaHme aTUX METOAOB U Npoueayp KONMpPOBaHUSA 1 BOCCTAHOBEHUSA
npueeaeHo B gokymeHTaumm Ha CYB[] PostgreSQL B nakete postgresgl-doc-x. x.

CYB[ PostgreSQL copoepXuT pag CTaHOapTHbIX CPeACTB pPe3epBHOr0 KOMMpoBaHUS
n BocctaHoBnenns BM. K Hum oTHocates ytunutel pg_dump (10.3.2), pg_dumpall (10.3.3),
pg_restore W, B TOM YUCIEe, UHTEPAKTUBHbIN TepMUHAN psgl, C NOMOLLbI KOTOPOro

MOryT OblTb BOCCTAHOBIEHbI PE3EePBHbIE KOMUKN, COXpaHEHHbIe B Buae ckpunta SQL.

10.3.1. Co3paHme wn BOCCTAHOBIIEHUE pe3epBHbIX Konunm ©0a3 [aHHbIX C
MaHAAaTHbIMU aTpubyTamm

[ns co3gaHus M BOCCTAHOBIEHMSI Pe3epBHbIX KOMM 6a3 AaHHbIX C MaHAaTHbIMU
aTtpmbytammn Heobxoaumo, 4ToObl nomnb3oBaTerb MMEN MPUBWUIIENMN parsec_cap_setmac,
parsec_cap_chmac.

B cnyyae co3gaHusa pe3epBHOM KONUU HEOBXOAMMO Ha3HaYUTb MakCMMarbHY0 METKY Ha
KaTanor, B KOTOpbI ByaeT BbirpyxeHa 6a3bl JaHHbIX (4119 HA3HAYEeHUss METKN Ha doans Konum).

B cny4ae BoccTaHOBEHNA NOMUMO YKa3aHHbIX NpuBuniernn Tpebyetca npasa agMnHK-
cTpaTtopa B 6a3e gaHHbIX (AN co3gaHnsa 06bEKTOB M HA3HAYeHUs MaHOaTHbIX aTpmubyToB).

[ns BoccTaHOBNEHMs kKonun 6a3bl AaHHbIX C MaHOaTHbIMK aTpnbyTamn B apyron 6ase
AaHHbIX, He0BX0AMMO:

1) Ha3Ha4MTb MaKCUMarbHYH METKY Ha KaTtarnor, B KOTopbl ByaeT NpoBOAUTLCA BbIrpy3ka

pe3epBHOM KONuu;

2) co3gaTtb pe3epBHY KOMUIO MCXO4HOWM 6a3sbl 4aHHbIX OT MMEHMW MONb30BaTENs C NPUBU-

nermamMmun parsec_cap_setmac U parsec_cap_chmac.

3) Ha UeneBOM KfacTepe Ha3Ha4yMTb MaHgaTHble aTpubyThl Ha KnacTep;

4) BOCCTaAHOBUTb pe3epBHYI0 KOMUO Gasbl AaHHbIX C MOMOLLbBIKO KNneHTa psgl (ecnu

pe3epBHasi KONnsa caenaHa B TEKCTOBOM BWAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas konus caenaHa B OMHapHOM BMAE) OT MMEHW Nonb3oBaTens agMuHucTpaTopa

6a3bl 4aHHbIX C NPUBUIEMNNAMM parsec_cap_setmac U parsec_cap_chmac.

MpumevyaHuns:

1. YTunuta pg_dump, noctaBngemasa smecte ¢ CYB[] Bepcun 9.6 BbIrpy>kaet KomaHgbl

MO YCTaHOBKE KOMMEHTapueB, METOK 6€30NacHOCTM M Ha3HAYeHN0 MaHA4aTHbIX aTpMbyToB

B criegyowemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’xoMmMmeHTapui’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS '...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’...';

MAC CCR ON DATABASE CURRENT DATABASE IS '...’;

Takas pe3epBHasi KONusi MOXXET ObITb BOCCTAHOBIEHA C YCTAHOBKON KOMMEHTaPMEB, METOK
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6e3onacHOCTN U MaHOaTHbIX aTpMOyTOB B Xenaemyto 6a3y gaHHbIX.

2. Ina BOCCTaHOBMEHUS pe3epBHbIX Konui ©0a3 [aHHbIX, cAenaHHbIX B npenbl-
aywmx Bepcusax, B CYB[ Bepcum 9.6 HeobxogMmo YCTaHOBUTbL MNapameTp
ac_auto_adjust_macs = true;

3. [lnsa nepeHoca knactepa ¢ npegbiaywmx sepcui CYB[ Ha 9.6 HeobxogmMmo BOCMOrb-
30BaTbCs yTUNUTamMm pg_upgradecluster unum pg_upgrade (CM. AOKYMeHT «Onepa-
LIMOHHas cuctema cneumanbHoro HazHadyeHus «Astra Linux Special Edition» PykoBogcteo

agMuHucTpartopa. Yactb 2»).

10.3.2. pg_dump

[ns cospgaHus pesepsHoun konun B B BUAe channa B TEKCTOBOM Unu apyrnx oopmatax

ncnonb3yetTcda yTunuta pg_dump, KOTOpasa co3gaeT CorfacoBaHHY KONUKO, gaxe ecnu b nc-

nonb3yeTcs, Npy 3TOM AOCTYN K HEW APYrMX Nofb3oBaTenen (Kak YnTaroLmx, Tak U NULWyLmnx) He

GnokunpyeTtcs.

danna.

PGSGDBHaﬂ Konma MOXeT CcOo3daBaTbCA B BMAE CKpUNTa UIA ¢)opM3Tax yrnakoBaHHOIo

CKpvnT pe3epBHOM KONuK npeacrtaBnsieT cobon TEKCT, coagepKaliui nocnegoBaTeribHOCTb

SQL-komaHg, HeobxoauMblx Ansi Bocco3gaHns b 4o coCTosHUSA, B KOTOPOM OHa Obinia coxpaHeHa.

[lna BoccTaHOBNEHMA 13 CKpunTa OH nogaeTcd Ha BxXo4 yTunutbl psql. CKpVII'IT MOXeT ObITb

ncnosnb3oBaH anga sBoccosganus bl gaxe Ha Opyrom cepsepe uinn apxmTektype un c HebonbLWNMK

nameHeHnsMun Ha apyrmux CYBU.

CuHTtakcuc:

pg_dump [OPTION]... [DBNAME]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [38

Taobnuuya 38
Onums OnucaHune
-f, --file=FILENAME Mmsa BbixogHoro channa
dopmart BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|t|p N
Bbli)
-v, —--verbose Pexum BbiIBOga Bcex cooOLLEeHU
-Z, —--compress=0-9 YpoBeHb cxaTtusa anst popmaToB cxatusd

—--lock-wait-timeout=TIMEOUT

3aBeplueHne owmnbKkon nocne oxunagaHna TIMEOUT anst Ornoku-
POBKM Tabnuupl

--help BbiBECTM CnpaBKy 1 BbINTU

--version BbiBeCTV MHpopMaLnio 0 BEpCUN U BBINTH

BbIBO/.

Ecnu He ucnonbsyetcsa -f£/--file, SQL-ckpunT OyaeT HanpasneH B CTaHO4apPTHbIN
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Onuumn ycTaHOBKM coeAMHeHWs NpuBeaeHsl B Tabnuue [39]

Taobnuuya 39

Onuwms Onucanue
-h, --host=HOSTNAME Mmsa cepsBepa B unu katanor COKeETOB
-1, --database=DBNAME | YkasaTb anbrepHaTuBHyto B[l — wiabnoH
-p, —--port=PORT Homep nopta cepeepa b
-U, --username=NAME CoeanHnNTbCs Kak ykasaHHbIW nonb3oBaTenb
-w, —--no-password He 3anpawwmBatb naponb

MpuHyanTEenbHbIA 3anpoc napons (OoMmKeH NPoUcXoauTb aBToMaTnye-

W, --password cx?x.) yA P pons (4 P a

[nsa nonyyeHus nonHOM MHdopmaumm o0 cnocobax MCNosb30BaHMA YTUNUTBI pg_dump

CM. PyYKOBOACTBO man And yTUNUT pg_dump U psqgl.

10.3.3. pg_dumpall

YTunuta pg_dumpall UCnonb3yeTca Ansi CO30aHnsa pe3epBHOM KONUKM BCEro KrnacTtepa B
BMOe ckpunra.

Ckpunt cogepxuTt SQL-koMmaHabl 1 MOXET ObiTb NOAAH B AarlbHENLIEM Ha BXO4 YTUMUThI
psqgl ansa socctaHoBreHus. Onepaunsa ocyLecTBNSEeTCS nocnegoBaTesibHbIM BbI30BOM YTUMUTI
pg_dump Anga kaxgoun Bl knactepa. Kpome atoro, pg_dumpall coxpaHsaeT rnobanbHble 00b-
ekTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06bEKTHI HE COXpaHSEeT). [JaHHble 0OBLEKThI
BKNIOYaKOT B cebsa MHopmaumio O Nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
AocTtyna, npumeHsiemble anga scex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npusefeHbl B Tabnuue [40]

Taobnuuya 40

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro dhanna

3aBepLueHne owmnbkon nocne oxmnagaHna TIMEOUT ans Ornoku-

—--lock-wait-timeout=TIMEOUT
POBKM Tabnuupl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBeCTV MHpOpMaLnMo 0 BEPCUN U BBINTU

OnumKn yCTaHOBKN COEAMHEHUSI aHaNorM4Hbl komaHae pg_dump (cM. Tabnuuy [39).
[ns nonyyeHns nonHom nHgopmauum o cnocobax MCnonb3oBaHMs YyTUNUTLI pg_dumpall

CM. PyYKOBOACTBO man And yTUnuT pg_dumpall U psql.
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10.3.4. pg_restore

[1na BocCcTaHOBNEHUSI apXMBOB pe3epBHbIX konun B1, NonyYeHHbIX C NOMOLLLIO YTUNUTLI
pg_dump, UCcnonbayeTcs yTunuta pg_restore. OHa BbINOMNHAET KOMaHAabl, HeobxoamMmble ANs
BoccosaHna bl 4O COCTOSAHUS HA MOMEHT BPEMEHWU COo3[aHus pe3epBHON Konun. ApXMBHbIE
dhannbl Tak e No3BONAT BbiOMpaTh C MOMOLLLIO YTUNTLI pg_restore, YTO UMEHHO BOCCTaHaB-
nuBaTtb, U Jaxe MeHATb NOPSAA0K BOCCTaHaBNMBaeMbIX 3neMeHToB. Pannbl apxnBos paspaboTaHbl
NepeHoOCMMbIMU MEXAY PasHbIMU apXUTEKTYPaMM.

YTnnura pg_restore MOXeT (PyHKUMOHMPOBATL B ABYX pexumax. [pu ykasaHnmn B[]
apxuB BOCCTaHaBIMBAETCA HENOCPeLCTBEHHO B Hee. B apyrom criydae, ckpunT, cogepkallmnn
Heobxoaumble ans nepeco3ganma b SQL-komaHabl, co3gaeTca M BbiBOAUTCA B hann unm
CTaHOapPTHbIN MOTOK BblBOAA. Pe3ynsTUpyoLmMin CKpUNT 3KBMBaNeHTeH doopmMmaTty TEeKCTOBOro
BblBOA4A YTUNUTbI pg_dump. Bcrneacteme 3Toro HEKOTOpbIE OMNUUK, YNPaBnsolWne BbIBOAOM,
aHanorn4yHbl onuusm pg_dump (cm. (10.3.2)).

CuHTakcuc:
pg_restore [ONIUA]... [PAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [41]

Tabnunua 41
Onuwms OnucaHue
-d, --dbname=KMMsA MoacoeanHnTbCS K ykazaHHon B[
-f, --file=FILENAME Mmsa BxogHoro dpanna
-F, --format=c|t dopmat danna pesepBHOM KONUKU (JOMKHO OblTb aBTOMATUYECKM)
-1, --list Hane4aTtaTb UTOroBoe orraeneHne apxuea
-v, --verbose Pexxnm BbiBOaa Bcex coobLueHumn
--help BbiBecTu cnpaBky ¥ BbINTU
--version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

[ns nony4yeHns nonHon nHdopmaumm o cnocobax UCNonNb30BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man AN YTUNUTbl pg_restore.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadomKa, NpPoXoasiLero Yyepes AaHHbIN KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTpaunto NakeToB BbINOSHAET (PUNBLTP NAaKeTOB Ha OCHOBE TEXHOSOMU iptables.
[aHHbIN PUNBTP NO3BONSET BLIMOMHATL Crneayowne 3agayu:

1) cbmnbTpaumio NakeToB — 3TO MEXAHU3M, KOTOPbIA, OCHOBbLIBasiCb Ha HEKOTOpPLIX Mpa-
BUNax, paspeLlaeT unu 3anpeLlaert nepegady MHdopmaumm, NPOXoasLLEN Yepes Hero,
C LENbo orpaxkgeHmsa HEKOTOPOW NOACETU OT BHELLHEro AOCTyna, Unn, HaobopoT, Ans
HeJonyLeHns Bbixoga HapyXy. PUnsTp naketoB MOXET onpeaensaTbs NPaBOMEpPHOCTL ne-
peaayn nHopmMaumnm Ha OCHOBE TOMbKO 3arosioBkoB |IP-nakeToB, a MOXeT aHannanpoBaTb
N UX COAEPXKUMOE, T. €. UCNOSb30BaTb AaHHbIE MPOTOKOOB 60Mnee BbICOKOro YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOoMnbloTepoB 3alumiaemon JIBC, a Takke gnsa opraHmsaumm goctyna us JIBC ¢ komnbto-
Tepamu, He nmerLwmMn peanbHbiX IP-agpecos, k rmobanbHon ceTu;

3) Npo3payYyHOe NPOKCUpOBaHME — ITO Nepeagpecauns naketoB Ha OPYron nopt KOM-
netotepa. O6bIMHO ncnonb3yeTcs Ans Toro, YTobbl 3acTaBuTb nornb3oBatenen ns JIBC

Monb30BaTbCS Proxy-cepBepom MaplLupyTusatopa 6e3 4oMNOoNHMTENBHOTO KOHGUIyprpoBa-
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HUA X KIMTMEHTCKUX NPOorpamm.
HaCTpOVIKa PacCMOTPEHHbIX MEXaHN3MOB (CbVIJ'IpraLI,I/IFI nakeToB, TPaHCIALUNA CETEBbIX

aZlpecoB M Npo3payHoe NPOKCUPOBaHME) BbINOSHAETCA KOMaHAoON iptables.
11.3. PopMmupoBaHue npaBun

Kaxxgoe npaBuino — 3710 CTpoka, cogepxawlasn B cebe kputepum, onpegensiowme, nogna-
AaeT N1 NakeT nog 3agaHHoe nNpaBuIio, N OENCTBME, KOTOPOEe HEOBXOOMMO BbIMOSHUTL B Criy4yae
BbINOSTHEHNSA KPUTEPUA.

lMpaBuna 3anuckiBaloTCA cnegyowmm obpasom:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BknNioyaeTca cneuudukaTop [-t table], TO NO ymMonyaHuo npea-
nonaraeTcs ucnornb3oBaHue Tabnuupl £ilter, €Cnu xe NpeanonaraeTcsl UCNofb30BaHME OPYrown
Tabnuupl, To 3TO TpebyeTcs ykasaTtb ABHO. CrneundukaTop Tabnuubl Takke MOXHO yKa3blBaTb B
nobom mMecTe CTPOKM npasuna, ogHako bonee unm MeHee ctaHgapTHbIM CHMTAETCS yKasaHue
Tabnvubl B Hayane npasuna.

[anee, HenocpeACTBEHHO 3a MMEHEM Tabnuubl, AOMKHA CTOATb KOMaHaa. Ecnu cne-
umcukatopa Tabnuubl HET, TO KOMaH4a Bcerga AOMmKHa CTosATb nepBon. KomaHga onpenenser
Aenctene iptables, HanpuMmep, BCTaBUTb, 406aBUTb B KOHEL, LLENOYKN UMW yOanuTb NpaBumo u
T.N.

Pasgen matches 3agaeTt KpUTEPUM NPOBEPKU, NO KOTOPbLIM onpeaensieTcs, nognagaet
N NakeT nopg, AenCcTBMe 3TOro npasuia unm Het. 34eCb MOXHO yKasaTb CaMmble pasHble KpuTepum
— 1 IP-agpec UCTOYHMKA NakeTa Unu CeTn, U CETEBON MHTepdeNc, 1 T. 4.

MapameTp target ykasblBa€eT, kKakoe OENCTBME OOMKHO ObiTb BbIMOIHEHO NPU YCOBUN
BbINOSTHEHMA KpUTEPUEB B NpaBune. 34eCb MOXHO 3acTaBUTb AP0 nNepeaaTtb NakeT B APYryto
LenoYyKy npasun, «COpPOCUTbY NakeT M 3abbITb NPO HEro, BblAaTb Ha UCTOYHUK coobLeHne 06

oLnodKe un T.n.
11.4. NMopAAoOK NpoxoXAaeHUsa Tabnuy U Leno4vek

Korga naket npuxoaut Ha ceTeBon UIbTP, TO OH CHavyana nonagaeTt Ha ceTeBoe YCTPOou-
CTBO, NepexBaTbiBaeTCA COOTBETCTBYIOLLMM ApaiBEPOM U Aaree nepegaercs B 94p0. 3artem
nakeT NPOXoAMT HECKONbKO Tabnuy 1 nocne nepegaetcs Mo NnokanbHOMY NPUITOXEHUI0, NMMb6o

nepenpaensieTcst Ha Apyroin kKomnbtoTep. MNopsaok cnepoBaHus naketa npuesoauTcs B Tabnuue [42]

Tabnuuya 42
War | Tabnuua Llenoyka OnucaHue
1 = = KabGenb

2 = = CeteBol uHTepdenc (Hanpumep, eth0)




OkoHyaHue mabnuuei 42
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LWar

Tabnuua

Llenoyka

OnucaHune

mangle

PREROUTING

Wcnonb3yetcst Ans BHECEHMS1 UBMEHEHMWIN B 3arofoBokK NakeTa, Ha-
npumep, Ans n3MeHeHust BUToB TOS U np.

nat

PREROUTING

McnonbayeTca anga TpaHcnsumMm ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSETCA No3aHee, B Apyron uenodke. Jltoboro poga dpunsrpauns
B 9TOM LIENOYKE MOXET NPON3BOAMTLCH TOSMbKO B UCKIIOYUTENBHbIX
cnyyasx

MpuHATME pelleHns O AarnbHenwen MapLipyTnsaumm, T.e. B 9TOM
TOYKe peluaeTcs, Kyoa nonaet naketT — foKanbHOMY NPUOXEHUIo
Wnn Ha Apyron ysen ceTu

filter

FORWARD

MonagaloT TONbKO Te MakeTbl, KOTOpble NAYT Ha APYrov KOMMbLo-
Tep. Bes domnbTpauna TpaH3MTHOrO Tpaduka JOMKHA BbINONMHATLCS
34ecb. Yepes 3Ty LenoyKky npoxoamnT Tpaduk B 06oMx Hanpaene-
HUAX, NO3TOMY 06513aTENBbHO YYNTbIBATL 3TO OOCTOATENBCTBO NpU
HanncaHum npasun puneTpaumm

nat

POSTROUTING

MpegHasHaveHa B NepByo ovepenb Ana SNAT. He ucnonb3oBaTb
ans unerpaumm 6e3 ocobon HeobxoanMocTU. 34€eChb Ke BbINOSHS-
eTCcs U MackapaguHr

BbixogHon ceTeBon nHTepdenc (Hanpumep, ethl)

Kabenb

MakeT NPOXoAMUT HEeCKOSbKO 3TanoB, Npexae Yem oH byaeT nepenaH aanee. Ha kaxaoom

N3 HMX MaKeT MOXET OblTb OCTAHOBIIEH. Ll,enquy FORWARD npoxoaAaT BCe MaKeTbl, KOTOpble

OBNXYTCA 4epes ceTeBOw CbMJ'Ipr. B tabnuue npencTtaBneH nopAaoK ABUMXEeHUA NnakeTa,

npegHasHa4YeHHOro fokanbHOMY MpoLUeCCy/NMPUIOXKEHUIO.

Tabnuuya 43
War | Tabnuuya Llenoyka Onucanue
1 = = KabGenb
2 = = BxogHon ceteBou nHTepdenc (Hanpumep, eth0)
OO6bIYHO MCnoMnb3yeTcsa AN BHECEHMS U3MEHEHWUIA B 3arofloBOK Nnake-
3 | mangle | PREROUTING
Ta, Hanpumep, Angd ycTaHoBkM 6UToB TOS 1 np.
MpeobpasoBaHne agpecoB DNAT. ®dunsTpaunsa nakeToB 3gecb A0-
4 | nat PREROUTING peobp Ap pau A A
nycKaeTCs TONMbKO B UCKIIOUUTENbHBIX CRy4Yasx
5 = = MpuHATNE peLleHns 0 MapLupyTusauum
dunbTpauusa BxogsLlero Tpaduka. Bce Bxogdawme naketbl, agpeco-
6 filter | INPUT BaHHbIE NoKanbHOMY NPUOXKEHUIO, NMPOXOAAT Yepes 3Ty LEenouKYy,
He3aBMCKMMO OT TOro, C Kakoro nHtepdernca oHM NoCTynunu
7 = = JlokanbHbIN NpoLecc/npunoxeHue

Ba)xHO MOMHUTD,

4YTO MakeTbl MAyT Yepeld uenodky INPUT, a He 4Yyepe3 FORWARD. B

Tabnuue (44| npegctaBneH Nopsiook ABMXXEHUS NaKeToB, CO3A4aHHbIX NoKanbHbIMU NpoLeccamu.
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Tabnuuya 44
War | Tabnuua Llenoyka OnucaHue
1 = = JlokanbHbIN npouecc
2 mangle OUTPUT BHeceHne naMeHeHui B 3arofnoBok naketa. dunsrpauus, BeliNonHse-
filter Mas B 3TON LienoYvke, MOXeT UMEeTb HeraTuBHbIE NOCNeacTBUs
4 | = _ MpuHATHE pelueHna o0 MapLupyTusaumn. 30echb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aechb BbiNonHAeTca SNAT. He cnegyet B 9ToW Lenodke Npon3BoanTb
UNbTPaLUIo NakeToB BO n3bexaHue HexenatenbHbIX No6oYHbIX ad-
5 nat POSTROUTING ® pall ®
dekToB. OgHaKo 1 34eCb MOXHO OCTaHaBNUBATb NaKETbI, MPUMEHAS
NONUTUKY NO YMONYaHmio — DROP
6 | = = CeteBown uHTepdeiic (Hanpumep, eth0)
7 = = KabGenb
mangle

B aton Tabnuue He cnegyeT npomsBoanTb NOOro poga omneTpauuo, MackKMpoOBKY Mn

npeobpasoBaHune agpecos (DNAT, SNAT), B HEW JOMNYCKAETCH BbINOMHATL AEWCTBUS, MPUBEAEHHbIE

B Tabnuue (45|
Tabnuuya 45
HenctBne Onuncanue
T0S BbinonHseT yctaHoBKY 6MTOB nons TOS. OTO none Ucnonb3yeTcst 4ns HazHaYeHus CETEBON
NONUTUKM OOCNYXMBAHUSA NAKeTa, T. €. 3a4a€ET XenaeMbli BapuaHT MapLipyTusaumum
TTL Wcnonb3yeTtcst Anst yCTaHOBKM 3HaYeHMs nonst TTL nakeTa
YcTaHaBnuBaeT creumanbHylo METKY Ha MakeT, KoTopas 3aTeM MOXET ObiTb NpoBepeHa
MARK OpyrMMin npaennamMmu B iptables unm gpyrummu nporpaMmmamu, Hanpumep, iproute2. C

NOMOLLbKO METOK MOXHO ynpaBndTb MapmpmisaumeVl nakeToB, OorpaHN4YnBaThb Tpad)I/IK n
T. M.

Tabnuua nmeeT aBe LenoYvKu:

- PREROUTING — UCMONb3yeTca Ons BHeCeHUd N3MEHEHUIN Ha BXOAE B CETEBOM CbI/IJ'Ipr

nepen npuHATUEM peLlleHnAa O MapLipyTm3aunm;

- OUTPUT — Ansi BHECEHUS UBMEHEHMWI B NAKETbI, NOCTYNatoLLMe OT NPUMOXEHUA BHYTPU

ceTeBon uUnbeTp.

nat

Tonbko I'IGpBbII7I nakeT U3 NOTOKa NpoxoanT Yepes Leno4kun 3TOM Tabnumubl. TpaHCJ'IFILI,MFI an-

pecoB Ui MaCckKMpoBKa NMPUMEHAKOTCA KO BCEM NnocneayrLinM naketam B NoOTOKE aBTOMATUYECKN.

Ans atoi Tabnuubl xapakTepHbl AeACTBUS, NpuBedeHHble B Tabnuue [46]
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Tabnuuya 46

HenicTtBue OnucaHune

MpownsBoauT nNpeobpasoBaHe aapecoB Ha3Ha4YeHNs B 3arofloBkax naketos. Opyrumm
DNAT crnoBamu, 3TUM OENCTBMEM NepeHanpaBnsTCs NakeTbl Ha Apyrne agpeca, OTNnYHbIe
OT YyKa3aHHbIX B 3arofioBKax NakeTtos

MCI‘IOJ’Ib3yeTCFI OnAa NSMeHeHNA NCXOOHbIX agpecoB NMakeToB. C nomoLubto 3TOro aen-

SNAT .
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNTOKasnbHOW CEeTU
IMpuMeHsieTcst B TEX XKe Lensix, 4To U SNAT, HO B OTNIMYME OT NocregHen gaet bonee
CUIMbHYIO Harpysky Ha cuctemy. lNponcxoguT aTo NOTOMY, YTO KaXAbl pas, koraa Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B 0ENCTBUM CETEBOro UHTepdenca, B TO BpeMsd Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeET pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnuua nmeet ABe LENOYKN:

- PREROUTING — MUCMNOMb3yeTcs AN BHECEHUS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBOM

ouneTp;

- OUTPUT — 1cnonb3yeTca Ansa npeobpasoBaHnsi NAKeETOB, CO3A4aHHbIX NPUMNOXKXEHNAMMN

BHYTPWU CeTeBOro ounbstpa, nepeq NpUHATUEM peLLEHUST O MapLUpyTU3aLUuu.

filter

B aTon Tabnuue cogepxatca Habopbl NpaBus 4N BbINOMHEHUS hunbTpauum nakeTos.
[MakeTbl MOryT nponyckaTtbca ganee nMbo oTBepraTbCs B 3aBUCMMOCTU OT UX COOAEPXKUMOTO.

B tabnunue filter MOXHO BbINONHUTL DROP, L.OG, ACCEPT unn REJECT 6e3 kaknx-nmbo
CNOXHOCTEN, Kak B Apyrnx Tabnuuax. Imeetca Tpu BCTPOEHHbIX LENOYKM:

- FORWARD — mcnonb3yetcsa Ang punstpaumm naketos, MayLmx TPaH3MTOM Yyepes ceTe-

BOV (punbTp;

- INPUT — NpOXOASAT NakeTbl, KOTOpble NpeAHa3HayvyeHbl NoKanbHbIM MPUoXeHuam (ceTe-

BOMY huneTpy);

- OUTPUT — ucnonb3yeTcs ansa punbstpaumm Ncxogsawmx naketoB, CreHepMpoBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (PUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU coeaUHEHUN

MexaHn3m TpaccupOoBKN COEANHEHNIN ABNSIETCA YaCTb CETEBOro ounbtTpa iptables u
YCTPOEH Tak, YToObl net filter MOr NONYYNTb MHOPMALMIO O COCTOSHUM KOHKPETHOIO COeanHe-
HUSA. Hanuume 3Toro mexaHmama no3BosseT co3gaBatb 6onee HagexHble HAbopbI NpaBun.

B npegenax iptables coeguHeHMe MOXET UMETb OQHO U3 YeTbIpeX 6a30BbIX COCTOSHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHus nakeTamm Ha OCHOBE UX COCTOSAHMS
NCNosb3yeTcs KpUTeEPUn —-state. TpacCcMpoBLUKMK onpeaensaeT YeTblipe OCHOBHbIX COCTOSIHUS

kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepucTuku. na TCP- n
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UDP-naketoB — aT0 |IP-agpeca otnpaButens u nonyvarend, NopTbl OTApaBUTENS U Nosiyvatens.

TpaccupoBka npomsBoauTca B Lenodyke PREROUTING. OTO O3HavaerT, YTo iptables
NpPOM3BOANT BCE BbIMUCIEHUS, CBA3AHHbIE C ONpPeaerieHneM COCTOSIHUS, B Npedenax 3Ton LienoYku.
Korga oTnpaBnsaeTcst UHNLMUPYOLLMIA NAKET B NOTOKE, TO EMY NpUCBanBaAETCS COCTOsIHME NEW, a
Koraa BO3BpallaeTcs naket oTBeTa, TO COCTOSAHNE COeANHEHUSA N3MEHSIETCS Ha ESTABLISHED un
T. 0.

Tabnuua TpaccmpoBku

Tabnuuy TpaccupoBLLMKa MOXHO HanTu B hanne /proc/net/ip_conntrack. 3gecb
COOEPXKUTCA CMNCOK BCEX aKTUBHbIX coeanHeHnin. Ecnn moaynb ip_conntrack 3arpyxeH, TO
KoMaHga cat /proc/net/ip_conntrack AOMKHaA BbIBECTU:
tcp 6 117 SYN_SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B atom npumepe coaepxutcs Bca MHGOpPMaLmMs, KOTopas 3BECTHA TPACCUPOBLUMKY MO
KOHKpEeTHOMY coefuHeHuto. [lepBoe, YTO MOXHO YBUAETbL — 3TO Ha3BaHWE NPOTOKOMa, B JaHHOM
cnyvyae — tcp. [anee cnegyet HEKOTOpOE YUCNO B OObIMHOM [ECATMYHOM MNpencTaBfieHUN.
Mocne Hero criegyeT Yncno, onpeaensowee «KBPEMS XU3HNY 3anucun B Tabnumue (T. e. KoNMYecTBo
CeKyHf, Yepes KoTopoe uHdopmaums o coeanHeHnn ByaeT yaaneHa us tabnuubl). B npuBeaeHHOM
npumMmepe 3anucb B Tabnuue byaet xpaHuTbed ewe 117 ¢, ecnu Yyepes aTo coeanHeHne bornee
He npocreayeT HU OQHOro nakeTa, B NPOTMBHOM Crlydae 3TO 3HavyeHue OyaeT yCTaHOBIEHO B
3Ha4YeHMe Mo YMOSHaHUO Ans 3a4aHHOr0 COCTOSIHMA. OTO YUCMO YMeHbLUAaeTcs Ha 1 Kaxayto
CEeKyHy.

[anee cnenyeT (hakTnyeckoe COCToAHNE coegmHeHns. B npumepe aTo COCToAHUE nme-
€T 3Ha4yeHne SYN_SENT. BHyTpeHHee npeacrtaBneHuMe COCTOSAHUS HECKONbKO OTNn4aeTcst oT
BHeLUHero. 3Ha4yeHne SYN SENT roBOpuT O TOM, YTO Yepes JaHHOe coeaMHEHNe npocrenoBan
eauHcTBeHHbIN nakeT TCP SYN. [lanee pacnonoxeHbl agpeca oTnpasuTens v nornyyartens, nopThbl
oTnpasuTens n nonydarens. 34ecCb e BUOHO KNYeBoe COBO, KOTOPOe COObLLaeT 0 TOM, YTO
OTBETHOro Tpadurka 4Yepes 310 COeaAnHEHNe elle He BbIno.

MpuBogunTCca gononHuTenNbHas MHoOpMaLUnsa No oxmagaemomy nakety, ato IP-agpeca oT-
npasuTens/nonyyartens (Te e camble, TONbKO MOMEHSABLUMECS MECTaMMU, T. K. OKMOAETCS OTBETHbLIN
nakeT), TO XXe KacaeTcsi 1 NopTOB.

lMocne nonyyeHus nakeTtom OTBETA TPACCUPOBLLMK CHUMET donar [unreplied] 1 3ame-
HWUT ero ¢narom [assured]. OTOT dnar coobLlaeT, YTO COeaUHEHNE YCTAHOBIEHO YBEPEHHO, U
aTa 3anncb He ByadeT cTepTa No JOCTUXKEHUM MaKCMMaribHO BO3MOXHOIO KOfiMyecTBa Tpaccupye-
MbIX COeAMHEHUN. MakcMmManbHoe KONMYeCcTBO 3anncen, KOTopoe MOXET coaepxaTbca B Tabnuue,
3aBMCUT OT 3HAYEHUSA MO YMOSYaHUIO, KOTOPOE MOXET ObiTb YCTAHOBMEHO BbI3OBOM (OYHKLINK

ipsysctl.
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[nsa o6bema O3Y 256 Mb 3HayeHue cooTBeTcTBYET 16376 3anncam. MOXXHO NOCMOTPETb
N U3MEHUTb 3TO 3HAYEHME Yepes:
/proc/sys/net/ipv4/ip_conntrack max

CocTrosiHuA

CeTteBble nakeTbl MOTYT MMETb HECKOMNbKO Pasfn4yHbIX COCTOAHUIN B nNpeaenax sapa B
3aBUCMMOCTM OT Tuna npotokona. OgHako BHe Aapa UMEETCH TOSMbKO YeTblpe COCTOSIHUSA, Kak
ObINo0 ckasaHo Bbiwwe. [MapameTpbl, ONUCHIBaKOLWME COCTOSHME NaKeTa, UCMOMb3YIOTCS B KPUTEPUN
--state. [lonycTumMbiMn aBNSAOTCA: NEW, ESTABLISHED, RELATED n INVALID.

B Tabnuue (47| nogpobHO pacCMOTPEHbI KaXgoe U3 BO3MOXHbIX COCTOSIHUIA 1 NpuBeaeHbl

Heobxogumble KOMMEHTapun.

Tabnuuya 47
CocTtosiHne Onucanune
CoobuaeT 0 TOM, YTO MaKeT SIBMSiIeTCS NepBbIM ANt AaHHOrO CoeduMHeHud. JTo
NEW O3Ha4yaeT, YTO 3TO NEepPBbIN NakeT B AAHHOM COEAMHEHNN, KOTOPbLIN YBUOEN MOgyrb
TpaccupoBLLMKa
[oBOPUT O TOM, YTO 3TO HE MEPBLIN NAKET B coeaAnHeHUN. [1ns nepexoda B COCTOsIHUE
ESTABLISHED HeoGX0auMMO, YTOObI O4MH KOMMbBIOTEP nNepenarn naket u nostyyun Ha
ESTABLISHED

Hero OTBET OT ApYroro koMnbtoTepa. [locne nonyyeHnsa oTBeTa NpuU3Hak coeanHeHns
NEW 6yaeTt 3amMeHeH Ha ESTABLISHED

MosBnseTcs, ecnv aHHoe coeauHeHNe CBA3aHO C APYIMM COEAMHEHNEM, UMEIOLLIUM
RELATED npusHak ESTABLISHED, T.e. cOeAUHEHME VUHULMNPOBAHO U3 YXKe YCTaHOBIEHHOIo
coeguHeHud, nMmetrowero npusHak ESTABLISHED

[OBOPUT O TOM, YTO NakeT He MOXET ObITb MAEHTUMDULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3To0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
INVALID HanpuMep, NP1 HexBaTke NamMsaTyu unu npu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakoMy-nmbo N3BECTHOMY COeAMHEHMIO. Hanny4dwmm BapnaHTom
ObIr1o 6bl NpMMeHeHne gencTenst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucrnonb3dyemyo Tabnuuy. Mo ymonyaHuio mMcnonb3yerca
Tabnuua filter.

KomaHabl

B Tabnuue NPUBOOMTCA CMMCOK KOMaHA, KOTOpble UCMOMb3YyHTCA B iptables, 1
npaBuna ux ncnonb3oBaHus. NocpeacTBoM AaHHbIX KOMaHL iptables y3HaeT, YTo Heobxoammo
BbINONHUTL. OBbIMHO NpeanonaraeTcs O4HO U3 ABYX AEWCTBUN — 3TO fobaBneHne HOBOro npasuna

B LIEMOYKY MNN yaaneHue CyLLecTBYHOLLIEro npasuna u3 Ton Unm MHon Tabnuubl.
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Taobnuuya 48
KomaHpa Mcnonb3oBaHue

[lobaBnsetr HOBOe NpaBuIo B KOHeL, 3aaHHON LIEMOYKMN.

-A, --append Mpumep
iptables -A INPUT
YanansieT npasuno u3 uenoyvkn. KomaHga nmeet asa oopmara 3anmcu: nepsbii
— KOrga 3aJaeTcsl KpUTEPUIA CpaBHEHUS C onuMen —D, BTOPON — NOPSAKOBbI
HoMep npaBuna. Ecnun 3agaetcs KpUTepuin CpaBHEHUS, TO yaanseTca npasu-
no, KoTopoe NMEeET B cebe 3TOT KpUTepui, ecnu 3agaeTca HoMep npaBuna,

-D, --delete To BygeT yaaneHo npaBuio ¢ 3agaHHbIM HoMepoM. CYeT npaBuI B LenoYKax
Ha4YMHaEeTCAa C eANHULbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHME Nob30BaTENbCKONW Lenodkn. B npumepe ue-
noyka allowed BygeT nepenmeHoBaHa B Uenoyky disallowed. OTU nepe-
MMEHOBaHWSI HE N3MEHSIIOT NopsiaoK paboThl.

-E, —--rename-chain

Mpumep
iptables -E allowed disallowed

KomaHaa gomkHa 6bITb ykasaHa Bceraa

—-—flush

C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHou LenoYku (tabnuupl). Ecnu nvsa
LenoYkn u Tabnuupbl He yKka3sbliBaeTCd, TO yoansoTCca BCce npasusia BO BCEX
LienoYkax.

Mpumep
iptables -F INPUT

-—-insert

BcraBnsietT HoBoe npaBumno B Lenoyky. Yucno, criegytolee 3a MMeHeM Lie-
MOYKK, YKasblBaeT HOMep npasuna, neped KOTopbiM CreayeT BCTaBUTb HOBOE
npaBuno. B npumMepe Bhbille yKka3biBaeTCsl, YTO AAHHOE NPaBUIO AOMKHO ObiTh
nepBebiM B Lienoyke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

--list

BbiBOA cnvcka npaBun B 3aAaHHON LiEnoyke. B HxenpuBeaeHHOM npumMepe
npeanonaraeTcsa BbIBOA NpaBun U3 LieNnoYkn INPUT. Ecnmn nms LenoYkun He
yKa3blBaeTCs, TO BbIBOAUTCA CMMCOK MpaBun Ans Bcex Lenodek. dopmar
BbIBOAA 3aBUCUT OT HanM4mnsa JOMNONHUTENbHBIX KINoYel B KoMaHae, HanpuMep
-n, -v 1 np.

Mpumep
iptables -L INPUT

--new-chain

Cos3pgaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HUXXenpmuBegeHHOM npumepe co3fgaeTcd HoBas Lenoyka ¢ umMeHemM allowed.
NmMsa uenoykm omkHO BbITb YHUKaNbHBIM U HE JOMKHO CcoBnNaaaTh C 3apesep-
BMPOBaHHLIMW UMEHaMK LienoYdek 1 agenctsnin (DROP, REJECT u T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuubi 48

KomaHga Mcnonb3oBaHue

Onpepensert NOMUTKKY MO YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMUYaHWUI0 onpeaensieT AeiCTBMe, MPUMEHAEMOe K NakeTam, He NonasLmnmm
. noa AeViCTBME HU OOHOMO M3 NpaBurn B Liernovke. B kayecTse NonuTukm no
-P, --policy yMOM4aHuIo AonyckaeTcs ucrnonb3oBaTb DROP, ACCEPT M REJECT.

Mpumep
iptables -P INPUT DROP

[aHHasa komaHga 3aMeHsieT OgHO npasuIiio gpyrnuM. B ocHOBHOM OHa Mcnonb-

3yeTcs BO BpeMs OTnafKku HOBbIX npasun.
-R, --replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHOM LENOYKN U3 3a4aHHON Tabnuubl. Yoansemas Lenodka
He JOIMKHa UMETb NPaBum 1 He JOMKHO BbITb CCbINOK U3 APYrMX LienoYek Ha
yaansemyto Lenoyky. Ecnv ums uenodku He ykasaHo, To 6yayT yaaneHs! Bce
-X, --delete-chain| UeNoYku, onpeaeneHHble koMaHaoi N B 3aAaHHomn Tabnuue.

Mpumeptsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OG6GHyneHne BceX CHETYMKOB B 3agaHHOM uenodke. Ecnu nms uenodkn He
yKasblBaeTCs, TO Nogpa3yMeBaoTcs Bce Lenoyku. Mpu ncnonb3oBaHmMm Knoya
-V COBMECTHO C KOMaHAoW -1 Ha BbiBOA OyaAyT NodaHbl U COCTOSIHUS CYET-
-%Z, --zero YMKOB MAKETOB, MOMAaBLUMX MOA4 AENCTBUE Kaxkaoro npasuna. [onyckaeTtcs
COBMECTHOE UCMOoNb30BaHMe koMaHa -L u -Z. B aTom cnyyae 6Gyget BblaaH
CHayana Cnucok nNpasBuSl CO cYeTYMKaMK, a 3aTem npomnsonget obHyrneHne
CYETYNKOB

Knrouu
HekoTopble KOMaHAbl MOTyT UCMOSb30BaTbLCS COBMECTHO C AOMOMHUTENBHLIMU KINOYaMu.

MepeyeHb KnoYen 1 1x onucaHue npveegeHsl B Tabnuue 49

Tabnuuya 49
Knitou Onucanune
Mcnonb3yeTcsa BMecTe ¢ kKOMaHaaMn —--insert, -—append U —-replace
npy co3gaHUM HOBOIO NMpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6anT B
c, —-—-set-counters

3afjaHHoe 3Ha4veHue. Hanpumep, Koy -—set-counters 20 4000 ycTaHo-
BUT cYeT4YMK naketoB B 20, a cyetymk 6ant B 4000

Mcnonb3yeTca BMecTe ¢ KOMaHaon —-1ist, BKMAOYaAET PeXUM BbiBOAA HO-
—--line-numbers MEpPOB CTPOK MpY OTOOpaXeHUn cnmcka npasust komaHgon —-1ist. Homep
CTPOKM COOTBETCTBYET NO3MLMK MpaBuna B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KomaHay 3arpys-
--modprobe KM mMoadyns sigpa. [aHHblA KoY MCMonb3yeTcs B criyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

Mcnonb3yeTcst BMecTe ¢ koMaHaon —-1ist. 3acTaenser iptables BbIBO-
n, --numeric AnTb IP-agpeca n Homepa NopToB B YMACNOBOM BUAE, NPeaoTBpaLLas NonbITKMI
npeobpa3oBaTb NX B CUMBONMYECKME MMEHA
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Krnirou

OnucaHwne

-V,

—--verbose

Mcnonb3yeTcs BMecTe C kOMaHgamMnm --list, --append, --insert,
-—delete U -—replace ANs NOBbILEHMA NHPOPMATUBHOCTK BbiBoAaA. B cny-
Yyae MCMNonb30BaHMs C KOMaHAOMW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHOYaOT-
csl Takke UMs MHTepdenica, CHETYMKN NAKETOB M OalT AN Ka)4oro npasuna.
dopmart BbIBOAA CHETYMKOB NpeanonaraeT BbIBOA, Kpome Lmdp Yncna, ewle un
cumBOnbHblE MHOXMTENM K (x1000), M (x1,000,000) n G (x1,000,000,000). Onsa
TOro YTobbl 3aCTaBUTbL KOMaHAy --1ist BbIBOAUTL NoOfHoe vucno (6e3 yno-
TpebneHnsa MHoOXUTENEN), TpebyeTcs NPUMEHNATL KIoY —x, KOTOPbIA OnMcaH
Hwxe. Mpn ncnonb3oBaHUU ¢ 4pyrMMyM KOMaHgamu Ha BbiBog 6yaeT BbiaaH
NnoAapoOHLIA OTYET O NMPOM3BEAEHHOM Onepauun

_X,

-—exact

VMcnonb3yeTcs BMecTe ¢ kKoMaHgon ——1ist. [Ina Bcex ynMcen B BbIXOOHbIX
OaHHbIX BbIBOOSATCA MX TOUHbIE 3Ha4YeHWs 6e3 okpyrneHus n 6e3 npumeHeHns
MHOXUTENen K, M, G. BaxHO TO, YTO AaHHbLIN KITHOY NUCMOSMb3YyeTCs TOSMbKO C
KOMaHOoON —-1ist U He NPUMEHSIETCS C APYIMMW KOMaHOaMu

11.6. Kputepum BbiaeneHnsa nakeToB

BbloenswoTtca crieayowme Kputepum:

1) obwue — KpuTEpPUN, KOTOPbIE JOMYCTMMO YyNoTpebnsaTh B Ntobbix npaBunax. OHU He

3aBMCST OT TuNa NpoTOKofa U He TpebylT NoAarpy3ku Moayren paclumpeHusi. B aty

rpynny nobaeneH KpI/ITepI/Iﬁ --protocol, HECMOTPA Ha TO, YTO OH UCMOJSIb3YETCH B

HEKOTOPbIX cneundUYHbIX OT NPOTOKONa paclmnpeHnsx. Hanpumep, npu ncnonb3oBa-

Hun TCP-kpuTtepmsa HeobxoaMmMo UCNOoNb30BaTb U KPUTEPUA ——protocol, KOTOPOMY B

Ka4decTBe OOMOJIHUTESNIbHOIO Krto4va nepegaetcd Ha3BaHune npoTtokosia — TCP. OgHako

—-—-protocol cam no cebe asnsietcsa KPpUTEPUEM, KOTOprI‘/II NCcnofib3yeTca Ana ykasaHusa

TUNa npoToKoa;

2) HEeABHbIE — 3TO KPUTEPUN, KOTOPbIE NOArPyXarTCA HEABHO N CTAHOBATCA OOCTYIMHbI,

Hanpumep, Npu ykaszaHuu Kputepusi ——protocol. CywwecTByeT Tpu aBTOMaTU4ECK/ NOA-

rpykaembix pacmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHumn

MOXXET NPOM3BOANTLCS U IBHbIM 0O6pa3oM C MOMOLLBIO KNtoya —m, ——match, Hanpumep:

-m tcp

3) nepen ncnosrib3oBaHMeEM BbllLEONMUCaHHbIX pacmmpeHMVl OHW OOIMKHbI ObITb 3arpyxeHbl

SIBHO, C MOMOLLbIO Kntova —m unn ——-match. Tak, Hanpumep, ecrin NCnonb3oBaTb KPUTEPUN

—--state, TO criegyeT sABHO yKa3aTb 3TO B CTPOKe MNMpaBuiia —-m state nesee UCMNOJ1b3y-

€MOro Kpnutepu4. Bce otnnuune Mexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKitoHaeTCcdA

TOJIbKO B TOM, 4YTO NnepBble HeobxoaMmo noarpyxartb 4BHO, a BTOpPbIE MOArpy>xarTcA

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 310 yenovka INPUT) 1 ABUXEHWE nakeTa NPOLOIMKUTCS C npasuna, cnegyroLero
3a NpaBuIioM, Bbi3BaBLLEM nepexon. Ecnu k nakeTy Bo BroXXeHHOW Lenoyke 6yaeTt npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHadyeHus. B BbilwenpmBegeHHOM npuMepe BO BCEX MakeTax, nNpulleilmx Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu paboTe ¢ NPOTOKONOM TCP unu UDP, Npy HanNuynmn onumm ——protocol B KpUTEPUMN.

DROP

DROP cbpacbiBaeT nakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpOLLEHHbIE
nakeTbl NpeKkpaLLaT CBOE ABMXEHME MNOMHOCTLIO, T. €. OHWU HE NepefarTcsa B Apyrme tabnuupl,
KaK 3TO NpoucxoauT B crnyvae ¢ gencremem ACCEPT. CrieqyeT NOMHUTb, YTO AaHHOE AeNCTBue
MOXeT UMETb HeraTMBHblEe MOCIEACTBUS, MOCKOMbKY MOXET OCTaBMATb HE3aKpbITble COKEThI
Kak Ha CTOpOHe cepBepa, Tak U Ha CTOPOHE KMWeHTa, Haumyywum cnocobom 3awmTtel Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO Nnpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CnyXuT ANS XXypHanMpoBaHUs OTAErNbHbIX MNakeToB N cobbiTU. B XXypHan moryT
3aHoCcUTbCA 3arosnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauyus ms
XypHarna MoxeT ObiTb NpoYnTaHa ¢ NMOMOLLbI dmesg UK syslogd, NMBO C NOMOLLbLIO APYrnX

KOoMaHA.
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Kntoun gencteusa LOG npuBedeHsl B Tabnuue (50

Taobnuuya 50

Krito4 OnucaHne

Wcnonb3yeTca Ans 3afgaHvns ypoBHS XypHanuposaHus. MoxHo 3agaTe cneay-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KniouyeBoe CrioBo error O3Ha4yaeT TO Xe caMoe,
YTO N err, warn — warning U panic — emergqg. [lpnoputeT onpenendaer
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLeHNA 3aHOCATCHA B XypHarn cpeacteamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B hainne syslog.conf, T0o Bce C006-
leHus u3 iptables, ncnonbeaywuwme ypoeeHb info, 6yayT 3aHOCUTLCS B
dann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrue coob-
LeHnsa, nocTynatmoLwime 13 apyrux nogcnucTem, Kotopble UCNonb3yT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobuweHunsa co cneundudHbiM NpedrnKcom 3aTtemM Nerko Mox-
HO HaWTW, K NpuUMepy, ¢ NomoLlblo grep. lNpeduKkc MOXeT cogepxaTb A0

--log-prefix 29 cumBOnOB, BKIOYas npobensbi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHocUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence naeHTNMOUUNPYET KaXKabl NakeT B NOTOKe M onpeaenseT nopsi-
AOK COOpKM NOTOKa. ATOT KNoY NoTeHumnarnbHO onaceH ans 6esonacHocTn
CUCTEMbI, €CITN CUCTEMHbIN XXypHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi Y Y 6

nons3oBartensam. Kak n ntobon apyron xypHan, cogepxawum coobLleHus ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KIMOY HE UMEET AOMONHNTENbHbIX NapaMeTpoB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofnoB-
ka IP-naketa. Bo MHOrom cxox ¢ knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options

MARK
MARK MCMomnb3yeTcs AN yCTAaHOBKN METOK AS15 OnpeAeneHHbIX NakeTos. 3TO AelcTB1e Mo-

XKET BbINOJTHATBLCA TOJIbKO B npeaenax Tabnuubl mangle. YcTaHOBKa METOK 0ObIYHO ncnorb3yeTcd
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ANSA HY>XXO MapLUpyTM3auumn NakeToB MO pasnNnyYHbIM MapLupyTam, Ans orpaHn4eHns Tpadumka u T.n.
MeTka nakeTa cyLlecTByeT TOMNbKO B Nepuoa BpeMeHU, NoKa NakeT He MNOKMHYN GpaHamayap, T.e.
MeTKa He nepeaaetcs no cetn. Ecnv HeobxoanMMo Kak-To MOMETUTb NaKeTbl, YTOObI NCMONbL30BaTb
MapKUPOBKY Ha APYroM KOMMbKTEPE, TO MOXHO MaHUNynMpoBaTb Gutamm nonsa TOS.

Kntoy anga gencreust MARK — —-—set- — yCTaHaBNMBAET METKY Ha nakeT. [Nocne knto4a

--set-mark OOMXKHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapagunHr nogpasymeBaeT nonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 AenaeTca C MOMOLLbIO Kroya —-to-source B AENCTBUN
SNAT.

Henctene MASQUERADE MOXET OblTb MCNONb30BaHO BMECTO SNAT, JaXe eCnn MMeeTCs
NocToSAHHbIN IP-agpec.

MASQUERADE Ao0nycKaeTcs yKa3sblBaTb TOMbKO B Lenoyke POSTROUTING Tabnuubl nat,
Tak e Kak U gencrteme SNAT. MASQUERADE MMEET KIo4, MCNOMb30BaHWe KOTOPOro HeobszaTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNONb3yeTcs AN ykasaHuda nopra
WCTOYHMKA MUy guanasoHa nopToB ucxogsuwero nakera. MoXHo ykasaTb O4uH MOpPT, HanpuMep:
--to-ports 1025
UM guanasoH nopToB:

--to-ports 1024-3100
OTOT KI104 MOXKHO MCMNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepun cogepXuT siBHoe

ykasaHune Ha npotokon TCP nnn UDP ¢ nomoLybio Kntoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbIMNOMHSAET NepeHanpasneHne naketoB 1 NOTOKOB Ha APYron nopT TOro e
camoro KomMmnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatowme Ha HTTP-nopT, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb yOOOHO ANsi BbINOMHEHUS MPO3payvyHOro
npokcupoBaHua (transparent proxying), korga komnbetoTepbl B JIBC gaxe He nogospeBaloT O
CYyLLEeCTBOBaHUN NPOKCMU.

REDIRECT MOXET MCMOMb30BaTbhCs TOMbKO B Lienoykax PREROUTING un OUTPUT Tabnuubl
nat, a TaKkke BbINOMHATLCA B NOALENOYKaX.

Kntou ans geinctBus REDIRECT — —--to-ports — onpegensiet nopt uUnu auanasoH
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MOpTOB Ha3HayeHusi. bes ykasaHus kroda ——to-ports NnepeHanpasreHnsl He MPOUCXOAWT, T. €.
nakeT MOeT Ha TOT NopT, Ky4a W Obln Ha3HaYeH.

,D,J'IFI YKa3aHnAa oAHOro nopta HasHa4eHud BBECTU:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeobGxoanmo yKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KMNKY MOXHO MCMOMb30BaTb TOMbKO B NpaBunax, rae Kputepun coaepXkuTt siBHoe
ykasaHune Ha npoTtokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mMCnonb3yeTcs, Kak NpaBuso, B TEX e CaMbiX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BbigaeT cooblieHne 06 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka cyLlecTByeT TONbKO €AWNHCTBEHHbIN KikO4, yrnpaBnisaoLwmnini
nosegeHnemMm KomaHabl REJECT.

Knou ana gencteus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOXxoauMMO nepenaTtb B OTBET, €CMM NMAKET CcoBMan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTeM NakeT GygeT coOpoweH. [lonyckaeTca ncnonb3oBaTtb Creayrowme TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblleykaszaHHble TUMbI OTBETOB SABS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset UCNONb3Y-
eTcs Tonbko Anga npotokona TCP. Ecnu yka3aHo 3HadYeHue tcp-reset, TO gencTBne REJECT

nepegact B oTBeT naket TCP RST, KOTOpbIM UCnonb3yetcsa Ang 3akpbltnsa TCP-coeanHeHus.

Mpnumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN

RETURN MpekpallaeT ABMXKEHWE nakeTa Mo TeKyllelh Lenoyke npaBun 1 npoussoauT
BO3BpaT B BbI3blBAIOLLYIO LIEMOYKY, ECMN TeKyLLas Lenoyka Obina BNOXEeHHON, U1, ecnu Tekyluas
Lernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy 6yaeT npMMeHeHa
NoNMTUKa Mo yMon4daHui. B kayecTBe NONUTUKM NO YMONYaHUIO HasHa4aT AeACTBUS ACCEPT
nnu DROP.

SNAT

SNAT ucnonb3yeTcs Ans npeobpasoBaHusi CETEBbLIX aAPECOB, T. €. UBMEHEHWNE NCXOASILLETO

IP-agpeca B IP-3aronoBke naketa. SNAT JONYCKAeTCS BbINOMHATL TONbKO B Tabnuue nat, B Lenoy-
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ke POSTROUTING. [lpyrumu crioBamu, TONMbKO 3[€Cb JOMNYyCKaeTca npeobpasoBaHne UCXOOALLNX
agpecoB. Ecnu nepsbiii nakeT B coeANUHEHUN NoaBeprcs npeobpasoBaHnio NCXOASALEro agpeca,
TO BCe MocreayoLmne nakeTbl U3 3TOro e coeanHeHust ByayT npeobpasoBaHbl aBTOMATUYECKU U
He NovayT Yepes 3Ty LIernoyKy npasun.

Kntou ons genctens SNAT — --to-source — WUCMNONb3yeTcs ANSA yKasaHUs agpeca,

npnceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbi ByaeT nofcTaBneH B 3arofioBOK MakeTa B KadecTBe
ncxogswero. Ecnn Heobxoanmo nepepacnpeaennTb Harpy3Ky Mexay Heckosnbkumu bpaHamaya-
pamMn, TO MOXXHO YKasaTb AManas3oH afpecoB, rae HavasnbHbIM U KOHEYHbI agpeca ananasoHa
pasgensiTca geducom, Hanpumep:
194.236.50.155-194.236.50.160

Torga KoHKpeTHbI IP-agpec 6yaeT BbibupaTtbcsa M3 ananasoHa crny4davHbiM obpasom
AN KaXgoro HOBOro notoka. [ononHUTENbHO MOXHO YKa3aTb Anana3oH NopToB, KOTopble byayT
NCNoNb30BaTbLCA TONbKO ANSA Hy>Xa4 SNAT.

TOS

TOS Mcnonb3yeTca AN ycTaHOBKM 6uT B none TOS IP-3aronoeka. None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMOMb3YOTCA AN MapLpyTU3auumn NaketToB. ATO O4HO M3 HECKOMbKUX
nonewn, ncnomne3yemblx iproute2. [laHHOe nosne mMoxeT obpabaTbiBaTbCA Pa3fIMYHbIMU MapLLpY-
TM3aTopamu C Lenbio Bbibopa MapLipyTa ABmKeHUs nakeTa. Kak yxe ykasbliBarnoch Bbllle, 3TO
none, B OTnM4mMe oT MARK, COXpPaHAET CBOE 3HAYEeHWe Npu OBUKEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTM3aumm naketa. [laHHoe AeCTBNE A0MyCKaeTCsi BbINOMHATD TOSbKO
B npegenax Tabnuubl mangle.

Kntou ans gencreusa TOS — —-—set-tos — onpeaenseT YNCNOBOE 3HaYeHNE B ECATUYHOM

nnn wecTtHaguatepmn4Hom suae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

Mockonbky none TOS siBNseTcs 8-6UTHBLIM, TO MOXHO yKasaTb Yncno B AnanasoHe ot 0 go
255 (0x00—0xFF). BonbLIMHCTBO 3HAY€HWI 3TOrO NOMS HUKaK He ncnonb3yetcs. Jlyyie ncnons3so-
BaTb MHeMOHMN4Yeckne obo3HayeHms: Minimize-Delay (16 nnn 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnn 0x04), Minimize-Cost (2 nnn 0x02) unn Normal-Service (0
nnn 0x00). Mo ymonyaHuo 6ornbWNMHCTBO NakeToB nmetoT npusHak Normal-Service unu 0. Crnimcok
MHEMOHUK MOXXHO NOMNYYNUTb, BLINOMHUB KOMaHAy:
iptables -j TOS -h
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TTL

TTL UCNonb3yeTcs Ans naMeHeHus cogepxumoro nons TTL B IP-3aronoske. OanH n3 Ba-
PUaHTOB NPUMEHEHNSA 3TOr0 AENCTBUS — yCTaHaBNMBaTb 3HavyeHue nons TTL BO BCEX UCXOQALLMX
nakeTax B O4HO U TO e 3HaYeHue.

[encteme TTL MOXHO yKa3blBaTb TONbKO B Tabnuue mangle.

Kntoun ona genctena TTL npuBeaeHsbl B Tabnuue .

Tad6bnuua 51

Krnirou OnucaHune

YcTtaHaBnuBaeT nosie TTL B 3agaHHOE 3HAYeHMe. OnTuMmanbHbIM CYUMTAETCA 3HAYEHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-set 64

YMeHbLuaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, NycTb BXOOALWMIA NakeT
nMmeet 3Ha4vyeHne TTL, paBHoe 53, BbINOMNHAETCS KoMaHaa —-ttl-dec 3. Torga naket
NOKUHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON KOf aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenne TTL Ha 1, NoaTOMy dhakTUuecku nomyyaetcs: 53 - 3 - 1 = 49,

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumBaeT 3HadyeHue nonsa TTL Ha 3agaHHoe vncno. [ycTb noctynaeT nakeT ¢ TTL,
paBHbIM 53, Toraa nocne BbIMNOSIHEHUA KOMaHAbl —-ttl-inc 4 Ha BbIXOA4E C KOMMbO-
Tepa naket 6yger umetb TTL, paBHbIN 56, He CTOMT 3abbiBaTb 06 aBTOMaTUYECKOM
——ttl-inc | YMeHbLUeHUM nons TTL ceTeBbIM KOAOM SApa, T. €. (akTUYeCcKn rnorny4aeTcs BbipaxeHue:
53 + 4 - 1 = 56

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpefocTaBnsieT BO3MOXHOCTb XXypHanMpoBaHMs NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHSIET TpaaMLUMOHHOE AecTBNE LOG, 6asmpyoLieecs Ha CUCTEMHOM XXypHane.
Mpn ncnonb3oBaHMM 3TOrO OENCTBUSA MAKET Yepe3 COKETbl netlink nepegaercsa cneunanbHOMY
AEMOHY, KOTOPbIN MOXET BbINOMHATL OYEHb AeTarlbHOE XXYpPHanNMpoBaHWE B pa3fnnyHbIX hopmarax
(Hanprmep, OObIYHbIN TEKCTOBbLIN halsl) U K TOMY Xe NoAAepPXKMBaeT BO3MOXHOCTb Aobasne-
HUSA HaACTPOEK (NNarnHOB) Asst POPMUPOBaHMS Pa3fNUYHbIX BbIXOAHbBIX dhopMaToB U 06paboTkm
CeTeBbIX MPOTOKOOB.

Kntoun ans geiicteust ULOG npuBedeHbl B Tabnuue 62
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Krito4

OnucaHne

--ulog-nlgroup

CoobuaeT ULOG, B Kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectsyet 32 rpynnbl (0T 1 go 32). Ecnn Heobxoaumo nepedartb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

Mo ymonyaHuio ncnonb3yeTcs nepeas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

--ulog-prefix

MmeeT TOT XKe CMbICM, YTO M aHanornyHasi onuus B aencreum LOG. OnunHa
CTPOKM npedinKca He AOSMKHaA npeBbiwaTh 32 cMmBona.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

--ulog-cprange

OnpegenseT Kakyto onto naketa B 6antax Hago nepefaBatb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B Npumepe, To AeMOHY ByaeT nepe-
paHo Tonbko 100 b 13 nakeTa, 3TO O3HA4aEeT, YTO AEMOHY ByadeT nepenaH
3arosfioBOK MakeTa M HekoTopas YacTb obnactu AaHHbIX naketa. Ecnm yka-
3atb 0, TO ByaeT nepenaH Becb NaKeT, HE3ABUCMMO OT ero pasmepa. 3HavyeHune
no ymon4yaxuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

--ulog-gthreshold

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy bydepa, pasHon 10, Kak B npumepe, TO 54po Byaer HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaasatb B Nonb30Ba-
TenbCKoe NpOoCTpaHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gqthreshold 10

11.8. NMNoppepxka punbTpaLmum Ha OCHOBe KraccUUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTbl ¢ KnaccupmKkauMoHHbIMU MEeTKaMm

I'Iop,/:lep>|<|<a (bI/IJ'IpraLI,I/IVI Ha OCHOBe KJ'IaCCI/ICbVIKaLI,VIOHHbIX MEeTOK pearim3oBaHa C nomo-

b0 AOMONTHUTENBHOIO MOAYNSA TECTUPOBaHUS astralabel, ob6ecneynBaoEro TECTUPOBaHUe

3Ha4YeHWIn MaHOaTHbIX aTpMbYTOB C MOMOLLbIO MapaMeTpoB —-maclev U —-maccat.

Onsa paboTbl C KnaccuUKaUMOHHBIMU MeTKaMy HeobxoouMMo YCTaHOBUTb MakeTbl

iptables (M0 yMON4yaHuWiO NakeTbl HE yCTaHaBNMBAKOTCS):

- iptables-astralabel-generic — Ansa UcCnonb3oBaHUA ¢ 94pPOM generic;

- iptables-astralabel-hardened — Ans ucnonb3oBaHus ¢ aapom hardened;

- iptables-astralabel-common — obwwme anga generic n hardened mogynu.
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[1ns yCTaHOBKW NakeTOB BbIMOMHUTL KOMaHAbI:

- Ans agpa generic

sudo apt install iptables-astralabel-common iptables-astralabel-generic

- ans agpa hardened

sudo apt install iptables-astralabel-common iptables-astralabel-hardened

Mpun HeobxoagnmocTn Moaynu Anga generic n hardened mMoryT ObITb YCTAHOBMNEHbLI OAHO-
BPEMEHHO.

Mopaynb astralabel nogaepXmBaeT CTaHAAPTHBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-
nonb3yemMbll B iptables, a Takke OOMNOSHUTENbHbIE NapaMeTpbl ANS KOHTPOMNS MaHOaTHbIX

anI/l6yTOB ceTeBbIX NakeToB, NpmneBeaeHHbIE B Tabnunue

Tabnuuya 53

MapameTp OnuncaHue

YKasaHue Ha ncnonb3oBaHne Mmoayns astralabel gnst o00paboTkm CETEBOrO

-m astralabel
Tpaduka

MpumeHeHne NpaBuna K naketam, MMeKLUM yKa3aHHbIN nepapxmieckui
YpOBEHb KOHMAeHUManbHOCTU. [Na 3agaHnsa gnanasoHa ypoBHEN KOH(U-
AEHLManNbHOCTN YPOBHM YKa3bIBAlOTCA Yepe3 CUMBOST «:» BKMOYUTENBHO.

Mpumep
--maclev <ypoBeHB>| He npuHUMMAaTb NaKeTbl C UEPAPXMYECKUMI YPOBHAMU KOHUAESHLUMANBHOCTY
[ :<ypoBeHB>] ot 1103

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP
MapameTp maclev MOXET MPUMEHATLCA OOHOBPEMEHHO C MNapamMeTpoMm

maccat B 04HOM npaswune. Pesynstupyowmii punstp OyaeTt npeactaensitb
cobori o6beanHeHne UNLTPOB, 3aA4aHHbIX AaHHBIMKU NapameTpamum

3HaveHune punbTpa, 3agaBaemMoro napameTpoMm —-maclev, MOXET OblTb MH-
BEPCUPOBAHO C NOMOLLLIO Moandukatopa «!».

Mpumep

He nponyckaTtb ncxogduimne naketbl, nmerujne HeHyJ'IeBOl7I I/IepapXVI‘-IeCKI/IVI
YpoBEHb KOHCbI/ILI,eHLl,I/laJ'IbHOCTI/I

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[aHHoe npaBuno 6yaet nponyckaTb UCXOASALIME NAKETbI, UMEKLME HYNEBON
nepapxm4ecknin ypoBeHb KOHPMAEHUNANBHOCTN N HEHYNEBbIE Henepapxuye-
CKue kaTeropuu goctyna
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OkoHyaHue mabnuubl 53

MapameTp OnuncaHue

MpumeHeHWe NpaBuna K Naketam, MMeLLMM YKasaHHble Herepapxudeckue
KaTteropun KoHpuaeHunansHOCTU. 3ajaHme AnanasoHOB U UHBEPCUPOBaHUE
He nopaepxuBatoTcsa. B ogHOM npaBune MOXeT ObiTb yKa3aHO HECKOJSTbKO
napameTpoB maccat, B TaKOM criyqae npasuno 6yaet npuMeHATbLCSA TOMbKO K
nakeTam ¢ yCTaHOBIEHHbIMW OQHOBPEMEHHO BCEMU YKa3aHHbIMU KaTeropusmm
(butamn).

MpumedaHue. Hymepaums GUTOB KaTEropmn HaYMHAETCS C €ANHULIbI.

Mpumep

He nponyckKkaTtb ncxoasdiline naketbl C yCTaHOBIIEHHbIMU OAHOBPEMEHHO ourta-
MU kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2
-3 DROP

—--maccat
<bur_xaTeropumn>

MapameTp maccat MOXET MPUMEHATLCS OQHOBPEMEHHO C MapameTpoMm
maclev B 0gHOM npasune. Pe3ynstupytowmin ounstp OyaeT npeacTaBnsaTb
cobon obbegmHeHne PULTPOB, 3a4aHHbIX JaHHBIMW NapameTpamu.

Mpumep

He npvHumMaTh NakeTbl C YCTaHOBMEHHbIMW BuTamu kateropuin 1 u 2 u ypoBHeMm
KOHuaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHUWE! Ecnu napameTtpbl onsa ovnsTpaummn naketoB Ha OCHOBE Kraccudukaum-
OHHOW METKN He yKa3aHbl, TO NPaBUio NPUMEHSAETCS KO BCEM MakeTam, MMEIOLLUM HEHYIEBYIO
KraccunukaumoHHyo MeTky. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOAALLNE NaKeTbl, UMEOLME HEHYMNEBYHO KNacCUUKALNOHHYO METKY (T.e. Meto-
LLMe HeHYNeBOW YpOBEHb KOH(UOESHUNANBHOCTU U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHune mogynen iptables Ana ounsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOW METKM NpMBeaEeHO B PyKOBOACTBE man ANd iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw ana pabotbl ¢ KnaccMPUKaLMOHHLIMU MeTKaMu

B mexceTeBOoM akpaHe ufw BkntoyeHa nogaepxka paboTbl ¢ KrnaccugukaLMoOHHbIMU MeT-
Kamu No ymonyaHuo. [ing ynpaBneHus ceteBbIMU COEANHEHUAMW C YH4ETOM KNacCUUKaLMOHHbIX
METOK B MeXceTeBon akpaH ufw gobaBneHbl napameTpbl mac, maclev M maccat, N0 4ENCTBUIO
aHanornyHble napametTpam iptables.

[na Toro, 4tobbl AaHHble napamMeTpbl paboTann, B CUCTEME AOSMKEH OblTb YCTaHOB-
neH B cootBetcTBuM c [11.8.1] nakeT iptables-astralabel-common W OAMH W3 NaKeTOB
iptables-astralabel-generic unun iptables-astralabel-hardened, COOTBETCTBYIO-

LKA MCNoNb3yeMoMy SapY.
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Mpumepbl:

1. 3anpet otnpaBku Ha 80-n IP-nopT nakeToB ¢ HEHYNEBOW KIacCU(UKaLMOHHON METKON:
ufw deny out 80/tcp mac

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npoTtokon HTTP) ceTeBbIXx NakeToB, MUMEIOLLNX YPO-
BEHb KOHMAEHUMANLHOCTHU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAKeTOB, UMEOLLNX KaTe-
ropuio KOHUAEHUManNbHOCTN 3:
ufw deny out 80/tcp maccat 3

AHanormyHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP
Bo3MoOXHOCTb MHBEPCUN npasuil 1 BO3MOXHOCTb OAHOBPEMEHHOIO YKa3aHUA HECKOJTIbKUX

KaTeFOpMVI B O4HOM npaBure TeKyLLl,eVI peanmsau,mel‘/'l ufw He nogaep>XxXmBaroTCA.
Onuncaxune ufw gns CbI/IJ'IpraU,I/II/I NnakeToB Ha OCHOBE KﬂaCCM(bMKaLlMOHHOﬁ MEeTKU npmee-

JEeHO B pykoBoACTBE man And ufw.
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12. MAPKUPOBKA OKYMEHTOB

3almLLeHHbI KOMMMEKC NporpaMmM nevyaTtm 1 MapkMpoBKM JOKYMEHTOB obecneymBaet
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[OonONHUTENBbHO K OUCKPELMOHHOMY KOHTPOSM 4OCTYNna Ha OCHOBE MOSIMTUK cepBepa
CUPS uncnonb3yeTtcst MaHOaTHbIN KOHTPONb goctyna. MaHaaTHble atpmbyThl NopoXxaaemMblx 00b-
ektoB B CUPS HacnegytoT MaHaaTHbIM KOHTEKCT, NofyYaeMbli C CETEBOINO COeAUHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyaTn 4enstca Ha 2 rpynnbl: agMUHK-
CTpaTopOB 1 OBbIYHbIX NOMb30BaTENEN.

ALOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psd AeNCTBUMA N0 Mogudukaumm cepsepa
neyatu (gobasneHve/yaaneHne NpMHTEPOB, MOAUMUKALNS NX NAapaMeTPOB U T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMNLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

[Monb3oBaTensm paspellaeTcs BbIBOOUTb JOKYMEHTbI Ha rnevatb, BbINONHATL Mogudvka-
LU0 M NPOCMOTP 3aaHni CornacHo X MaH4aTHOMY KOHTEKCTY AaocTyna. B Tabnuue (54 npusegeHo

pasgerneHve onepauuii no rpynnam AocTyna U Tunam onepauuin gocTtyna.

Tabnuuya 54

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
Disable-Printer
Hold-New-Jobs
Release-New-Jobs
CUPS-Add-Modify-Printer
CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

CUPS-Get-Devices
AOMuHUCTpaTUBHbIE | CUPS-Get-PPDs
onepauun CUPS-Get-PPD
CUPS-Get-Policies
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OkoHyaHue mabnuusi 54

YTteHne 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions
Renew-Subscription
Cancel-Subscription

CUPS-Get-Printers
Get-Printer-Supported-Values
Get-Printer-Attributes

Create-Job
CUPS-Get-Default
. . . Send-Document
Get-Subscription-Attributes
HeagMuUHUCTpaTUBHbIE T Cancel-Job
Get-Subscriptions
onepaumu Hold-Job

Get-Notifications
Get-Jobs
Validate-Job
Get-Job-Attributes
CUPS-Get-Document

Release-Job
Restart-Job
Set-Job-Attributes
Cancel-My-Jobs
Close-Job
Cups—-Authenticate-Job
CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document

MpuHTEpPBLI K KNacchl ABRASATCA 00beKkTaMU-KOHTEMHEpPaMMX, B KOTOpPbIE NOMeLLaloTCA
3agaHusa. OHm obnagatoT atpubyTamMm mac-printer-mac-max M mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcMmarsnbHbIi MaHOATHbIA KOHTEKCT
3aflaHni, KOTOpble MOryT HaxXo4UTbCS B HEM.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManNbHbIW MaHOATHbIA KOHTEKCT
3a0aHUN, KOTOpble MOTYT HaXOAUTLCS B HEM.

Bce 3apaHusa, npuobpeTtatowne HeHyneBoW MaHOATHbIN KOHTEKCT 3afepXmBaloTca B
cepBepoM A0 NMpoBeAeHust creuunanbHbiM NpUBUIErMPOBaHHBIM MOMNb3oBaTeneM MapKUpOBKU
AokymeHTa. ®annbl 3agaHuni (B katanore /var/spoo/cups) MapKUpPYTCs COrMacHoO UX MaHaaT-
HOMY KOHTEKCTY.

KoHurypauuoHHele  napametpbl  cepBepa CUPS onpegeneHsl B haune
/etc/cups/cupsd.conf. [Ansa ynpaBneHuss KOHUrypaumMoHHLIMX MapamMeTpamu cepsepa
CUPS wncnonbayetca yTunuta KOMaHOHOW CTPOKM cupsctl, 3anyckaemas OT UMEHU agMUHUCTpa-
Topa 4yepe3 MmexaHusMm sudo. OnncaHne JaHHOW yTUNUTLI NPUBEAEHO B man cupsctl.

[ns paspewenuns cepsepy CUPS yaaneHHO npuHumaTth 3agaHus 1 KoMaHabl He06Xxoanmo
OT UMEHWN YYETHOW 3annucy agMUHUCTPATOPa BbINOMHUTL CReAyoLIne KOMaHabl:
sudo cupsctl --remote-admin --share-printers --remote-any
sudo cupsctl ServerAlias=*

[Ona paspewenus cepepy CUPS obpabatbiBaTb 3agaHua neyatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, HeoBXOAUMO OT MMEHWU YYETHOM 3annucu agMuHucTpaTtopa



143
PYCB.10015-01 97 01-1

BbINOSMHUTE CreayoLwmne KoMaHabl:
sudo cupsctl MarkerUser=ipp
sudo cupsctl DefaultPolicy=parsec

[ns paspelleHnsa nevyatn Ha nNpuvHTEpPe LOKYMEHTOB nonb3oBaTtenen, paboTtarowmx B
HEHyNeBOM MaHOATHOM KOHTEKCTe, He0BXOAUMO BbINOMHUTL OT UMEHWN YYETHON 3anncu agMmnHn-
cTpaTtopa criegylolme KoMaHbl:
sudo lpadmin -p <ums_npuHTepa> -0 printer-op-policy=parsec
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-min=LLabel
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-max=MLabel
rae LLabel — MUHUMArbHbIM KOHTEKCT 3aaHui, KOTopble pa3peLleHo rneyaTatb, a MLabel —
MaKCUMaribHbI KOHTEKCT 3a4aHun.

Ecnn ElMN He ncnonb3yeTcs, To KOMaHAbl BbIMOMHAKTCS OT UMEHW agMUHUCTPaTopa Yepes
mMexaHu3M sudo. Ecnu ElMMM ncnonb3yetca, To KoMaHabl BbIMOSHAKTCS OT MMEHU Nnorib3oBaTens,
BXOASLLEro B crneumnanbHylo rpynny agMuHucTpaTopoB nevatn B B cnyx6bl katanoros LDAP
(cm. gokymeHT PYCB.10015-01 95 01-1).

Mapk1poBKa OCyLLEeCTBNAETCS Ha OCHOBE MoaMduumpyemMbix aninos wWabnoHoB:

- /usr/share/cups/marker.template — onucaHue arieMeHTOB MapKepa, NpocTaBs-

nsemMblX Ha NepBON, KaXXaown, NocneaHen cTpaHuue n Ha obopoTe nocnegHen cTpaHuub;

- /usr/share/cups/psmarker/marker.defs — onucaHne NONoXeHNs 3rIeMEHTOB

MapKepa Ha CTpaHuue;

- /usr/share/cups/fonarik/fonarik.defs — onucaHme NONOXEHUS ANEMEHTOB

Mapkepa Ha obopoTe nocnenen CTpaHuubl.

[ns1 ycTaHOBKM 3Ha4YeHuin aTpubyTOoB, ONpeaeneHHbIX B MEPEYMCIIEHHbIX BbIlLe dannax
LWabnoHoB, UCNONb3yeTcs YTUNMTa KOMaHgHOW CTPOKU lpattr. [na npuMeHeHus ytunutel 6e3
EMM Heobxogmmo Hanuume nokansHow rpynnbl 1pmac B OC. [ns npyumeHeHns ytunutel B ENMMM
HeobxoanmMo Hanuyume rpynnbl 1pmac B B cny6bl katanoros LDAP. 3anyck yTunuTbl 4OMmMKeH
OCYLLECTBMATLCA OT MMEHM NOSb30BaTeNs, BXOASALWEro B rpynny lpmac.

OnuncaHne ytvmnutT lpadmin M lpattr npmBeAeHO B man lpadmin M man lpattr,
COOTBETCTBEHHO.

Ons ynpaesneHusa npuHTEPaMMn ncnosb3yeTcs rpacmnyeckas yTunuta

fly-admin-printer. NogpobHoe onucaHne yTUnuTbl CM. B 3NIEKTPOHHON CrpaBKe.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalUMHHbIE HOCUTENW MHGOPMaLMN MOTYT pacCcMaTpuUBaTbCA OTHOCUTENBHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBarternbHO, BBOA-BbIBOA OCTAETCA B paMKax KOHTPOSS 9TUX npaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MaLMK OOMKHbI UCNONb30BaTbCA TONbKO dpannoBble cuctembl Ext2/Ext3/Ext4, nopaepxusatoume
pacliMpeHHble (B T.4. MaHaaTHble) aTpmbyThl Nonb3oBaTtenen n obecneunsaroLLme rapaHTMpPOBaH-
HOE YHUYTOXeHMe (CTupaHue) nHdopmMaumu.

[Ons OC BO3MOXHOCTb CaHKLMOHMPOBAHHOMO MOHTUPOBaHMS KOHKPETHbLIM MOMb30BaTeNem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peanu3oBaHbl CpeacTBa pasrpaHMYeHuss OCTyna K noaknoyYaeMbiM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

YyeT HocuTenen n yrnpasneHme nx NpuHaaIexHoCTbo, NPOTOKONMPOBaHMEM U MaHOATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

PekomeHgauum no MCNONb30BAHUKD YKa3aHHbIX CPEACTB npuBedeHbl B [LOKYMEHTe
PYCBE.10015-01 95 01-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
COBMageHNN MapKUPOBKMN).

OC BkntoyaeT B cebsa mexaHn3m, obecnevnBaroLLMA HaaeXXHoe conocTaBrneHne maHgar-
HOrO KOHTEKCTa Nosib3oBaTtensl ¢ MaHAaTHbIM YPOBHEM U KaTeropusiMmn, yCTaHOBIEHHbIMWU A5
ycTponcTBa. Kpome Toro, MmexaHnam conocTaBrieHns Nonb3oBaTesisi ¢ yCTPOMCTBOM, peanv3oBaH-
Hboln B OC, obecnevnBaeT Npu NpoBepke coBnageHUsi MapkUMpOBOK HOCUTENS M NOSib3oBaTesns

npUMeHeHne anckpeunoHHbix MNPL.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepeepa ALD. Ha pabouynx mectax nonb3oBatenen B OC gomkeH ObiTb yCTaHOBMNEH
naketT ald-client WM BbINOMIHEHbI COOTBETCTBYIOLINE OENCTBUA MO HACTPOMKE (CM. JOKYMEHT
PYCB.10015-01 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop MaHOATHLIX YPOBHEN;

2) cospatb Habop MaHAaTHbLIX KaTeropui;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) ycTtaHoBUTb NapameTpbl ayauTa (npoTtokonnposaHus cobbituin) B OC.

BHUMAHMUE! [1na nameHeHMs MakCcMManbHOrO MaHAaTHOMO KOHTEKCTa 06bekToB (CM. 4.1))
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMManbHbI MaHAATHbIA YPOBHb;

- sysmaxilev — MakCUMarsibHbIA YPOBHb LENOCTHOCTY;

- sysmaxcat — MakCcMMarbHbIn HA6OP MaHO4aTHbIX KaTeropui.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
30BaTesfien, yctaHoBKa ANA HUX paspeLlleHHbIX MaHOaTHbIX YPOBHEN W KaTeropum, a B criyvae
Heo6XxoaAMMOoCTH, NnapamMeTpoB NPOTOKONIMPOBAHMS.

B pexume EIlN ykasaHHble OENCTBUSA BbLIMOMHAKTCA MNpU NOMOLWM rpaduyeckomn
yTunntbl fly-admin-smc UM NpU NOMOLUN YTUNUTbI KOMaHOHOW CTPOKM ald-admin (CM.
man ald-admin).

B nokanbHOM pexume ykasaHHble 4eNCTBUA BbINOMHANTCA NPy NOMOLLM rpaddnyecKon yTu-
nntbl £ly-admin-smc Unu Nnpu NOMOLM COOTBETCTBYIOLLNX YTUMNT KOMaHAHOW CTPOKK (CcM. 4.8)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (cMm. pasgen |1) Yepe3 mexaHusm sudo. bonee

nogpobHoe onncaHue rpanyecknx yTUNUT CM. B 3NIEKTPOHHOM CnpaBke.
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16. OTPAHUWYEHUE NPOrPAMMHOW CPE[bI

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

MHCTpyMeHTbI 3aMKHYyTOW nporpammHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb
BHeZpeHMa undpoBon nognucu B ucnonHsaemble cannel opmata ELF, Bxoasuwme B coctas
yctaHasnvaemoro CIMO (16.1.2), u B paclunpeHHble aTpubyThl (haitnoBoi CUCTEMbI.

MexaHn3M KOHTPOSIS LLeNOCTHOCTU UCMNONHAEMbIX hannoB 1 pasgensembix Gubnuotek
dopmata ELF npu 3anycke nporpammbl Ha BbINOfMHEHWE peanu3oBaH B moayne agpa OC
digsig_verif, KOTOpbIN ABNSETCS HEe BbIrpyXaeMbiM Moaynem sgpa Linux n mMoxet doyHK-
LMOHMPOBaTb B OOHOM U3 Cnefytowmnx pexmMoB:

1) ncnonHsiembiM harinam u pasgensembim 6ubnuotekam ¢ HeBepHon A, a Takke 6e3

Ol 3arpy3ka Ha ucnonHeHue 3anpeLtaeTcs (LWTaTHbIN PeXnM PYHKLUMOHNPOBAHUS);

2) ucnonHaemMbiM hannam u pasgendemoiM 6udnuotekam ¢ HeBepHoun A, a Takke 6e3

Ol 3arpy3ka Ha UCNOMNHEHNE pa3peLuaeTcs, Npy 3TOM BblgaeTcs coobuleHne o6 owmnbke

nposepkun 31 (pexxum anga nposepku 3l B Cl10O);

3) OI1 npwu 3arpy3ke ucnosnHsemMblx pannos n pasgensembix 6ubnnotek He NpoBepseTcs

(oTnapoyHbIn pexnm ansa TectupoBanus Cl0O).

MexaHn3M KOHTPOrs LIeNTOCTHOCTM (hainoB Npu Ux OTKPbITUK Ha ocHoBe 3l B paclumpes-
HbIX aTpubyTax pannoBon cucTembl Takke peanumsoBaH B mogyne aapa OC digsig_verif u
MOXET PYHKLMOHNPOBATbL B O4HOM U3 CriefyoLWmnX pexxmumMoB:

1) 3anpeLyaeTcs OTKpbITUE PannoB, NOCTABEHHbIX HA KOHTPOrb, C HeBepHoun 3l nnu

oe3 3lT;

2) oTKpbITUEe hannos, NOCTaBMAEHHbIX HA KOHTPOMb, ¢ HeBepHon Al unn 6e3 3l paspe-

LIaeTcd, Npu 3ToM BbigaeTcst coobLieHne o6 owmnbke nposepku Il (pexnm onsi NpoBEpPKn

Ol B paclumpeHHbIX aTpubyTax annoBor CUCTEMBI);

3) 3l npun oTKpLITUN PanoB He NPOBEPSETCS.

16.1.1. HacTtpouka moayns digsig_verif

HacTpowka pexuma yHKUNoHMpoBaHna Mmoayna digsig verif ocyulectnsieTcd no-
cpeacTBoM rpaduyeckon ytunutbl £ly-admin-smc («lMaHenb ynpaeneHms — besonacHocTb —
Monutnka 6e3onacHocTn — 3aMKHyTasi NporpamMmmHasi cpea») Unv nyTeMm peaakTupoBaHust KOHU-
rypaunoHHoro gavna /etc/digsig/digsig_initramfs.conf. OnMcaHue Ucnosib3oBaHus
YTUNUTbI NPUBEAEHO B 3NEKTPOHHOWN CripaBKe.

PepaktnpoBaHue KoHurypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
OCYLLIeCTBISAETCA crieqyowmm obpasom:

1) Ana ncnonb3oBaHWS OTMIAA0YMHOrO pexuma ans tectupoBaHus CIMO HeobxogmMmo

yCTaHOBWUTb AN1s1 NnapameTpa DIGSIG_ELF_ MODE 3HadeHue O:
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DIGSIG_ELF MODE=0

2) ansa ucnonb3oBaHus pexuma ansa nposepkn Al B CMNO HeobxognuMo yCcTaHOBUTL A1

napameTtpa DIGSIG_ELF MODE 3HayeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTATHOMO pexuma yHKUNOHMPOBaHMUS HEOBXOANMO YCTAaHOBUTb

Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! [locne BHeceHMA WM3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOXOAMMO OT WMMEHW YYETHOM 3anncu apg-
MUHUCTpaTOpa Yepe3 MexaHn3m sudo BbIMOSHUTb KOMaHAYy:
sudo update-initramfs -u -k all

B Mogynb digsig_verify BcTpoeHbl oTkpbIThle Krtoun AO «HIMO PycBNTex», koTopble
NCMonb3yTCA:

- OS5 NPOBEPKU MOAMNUCU UCMNONHAEMbIX (hannos;

- ONs NPOBEPKM NOANUCK OTKpbIBaeMbIX (DaNSioB B pacLUMPEHHbIX aTpubyTax;

- ONS  NPOBEpKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3

/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOW Habop (M3Ha4YanbHO Tpy BCTPOeHHbIX kntoda AO «HIMO PycBUTex») — ana

NpoBepKM NBLIX Noanucen;

- 0ONOSMHUTENbHBLIN HAabop (M3Ha4YanbHO MYCTON) — TONbLKO ANS NPOBEPKM NOAMNUCH OTKPbI-

BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.

Ecnu gononHuTtenbHbl HABop He COQEPXUT Krkoya, KOTOpbI UCnonb3oBancsa Ans noanu-
cu hanna B paclUMpeHHbIX aTpmbyTax, Mogyrb ULET NOAXOASALNA KITod B OCHOBHOM Habope.

Kartanor /etc/digsig/keys COAEPXUT  OTKpbITble KNuYM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSETCA OCHOBHOM Habop KnYen npwu 3arpyske cu-
cTembl. Kaxablii kntod, ucnonb3oBaHHbIM Ans nognuckiBaHus CMO (16.1.2), Heobxoaunmo
ckonupoBsaTb B KaTtanor /etc/digsig/keys/, Hanpumep, ¢ NCNOSIb30BaHNEM KOMaHAbI:
cp /<karamnor>/<dann kmoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacrnonaratbCs nepapxumyeckas CTpykTypa
kntoven. Kaxxabiv kntod AormkeH ObiTb NOANUCAH YXKe 3arpy>XeHHbIM KITlo4OM OCHOBHOro Habopa
B MOMEHT ero gobaeneHusi B oCHoBHoW Habop. Mepapxuma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, YTo:

- dhannbl knoyen B /etc/digsig/keys OOMKHbI ObITb NOANMCaHbl BCTPOEHHLIMU B

mMoaynb digsig_verify knodamu AO «HIMO PycBUTex»;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NoAgNUcaHbl U

BCTPOeHHbIMM Kntodammn AO «HIMO PycbUTex», n knoyamu n3 /etc/digsig/keys;
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- B LENIOM, Kaxabl KIod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb
nognucaH nMbo Kro4yoM 13 BblLLEeXallero katanora, Mnbo BCTPOEHHbIM Kritodom AO
«HMO PycbUTex».

Mpumep
/etc/digsig/keys/keyl.gpg - nybsuuHHE Kimod 1, NOANMCAHHHHN
Ha InepBUUHOM kinoue AO <<HIIO PycEUTex>>
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, OOLIHMCAHHHMN
Ha InepBUUHOM kinoue AO <<HIIO PycEUTex>>

/etc/digsig/keys/keyl/keyl-1.gpg - nyOJIMUHHE KJIOU, [NOOMNMCAHHHN Ha KJIoue

1

/etc/digsig/keys/keyl/keyl-2.gpg - NOybJIMUHHE KJIOY, [IOAMNMCAHHHN Ha kimoue 1
/etc/digsig/keys/key2/key2-1.gpg nybJIMUHEMN KJIOU, [IOAMNHWCAHHHE Ha Kjuoue 2
/etc/digsig/keys/key2/key2-2.gpg - NOyOJIMUHHE KJIOY, [IOAMNHMCAHHHN Ha Kinoue 2

[na npoBepKn UCNonb30oBaHNA OOMNOSTHUTESbHbBIX KOYen AN KOHTPONS LEenoCTHOCTH
ncnornHseMblx annos n pasgensembix bubnuotek popmarta ELF (go nepesarpysku OC) MOXHO
OT MMEHW YYETHOWN 3anucn agMuHUCTpaTopa Yyepes MexaHn3amM sudo BbIMOMHUTb KOMaHAb!:
cat /etc/digsig/key for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys

BHUMAHMUE! lNpu npoBepke 3l B paclumpeHHbIx atpmubyTax hannoson cuctemsl ycTta-
HOBKa Anga napameTpa DIGSIG_XATTR_ MODE 3HadyeHus 1 3anpeluaeTt OoTKpbITUE NOCTaBMEHHbIX
Ha KOHTpornb dannos ¢ HeBepHon 3l nnn 6e3 3.

HacTtpoiika pexunma (pyHKLMOHNPOBAHUSA MEXaHU3Ma KOHTPOSS LLeNoCTHOCTM (banroB npu
NX OTKPbITUK Ha ocHoBe 3l B pacluMpeHHbIX aTpnbytax ansioBon CUCTEMbI OCYLLLECTBIISETCSA
C NoMoLLbIo rpadudeckon yTunutbl £ly-admin-smc («lMaHenb ynpaeneHms — BesonacHocCcTb
— MNonuTtuka 6e3onacHoCcT — 3aMKHyTaa NporpamMHas cpefa») unn nytem pegakTMpoBaHUS
KOH(purypaumoHHoro camna /etc/digsig/digsig_initramfs.conf.

PepnaktnpoBaHue KOHurypaumoHHoro anna /etc/digsig/digsig_initramfs.conf
OCYLLECTBISAETCA cnegyowmm obpasom:

1) ANS BKNKOYEHUsI NPOBEPKN MOAMNUCEN B peXnMe 3anpeTta OTKPbITUA NOCTaBNEHHbIX Ha

KOHTponb hannos ¢ HeepHon Al unu 6e3 3l B pacwmpeHHbIx aTpubyTax dannoBom

CUCTEMbl HEOBXOAMMO YCTaHOBUTL ANS NnapameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR MODE=1

2) [ns BKOYEHMS NPOBEPKM NOAMMCEN B PEXMME BbIBOAA NpeaynpexaeHuin 06 oTkpbITUm
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NOCTaBMNEHHbIX Ha KOHTPOIb hannoB ¢ HeBepHon Al unu 6e3 3l B pacluMpeHHbIX aTpuby-

Tax pannoBon cucTemMbl HEOH6XOAMMO YCTAHOBUTL AN napameTpa DIGSIG_XATTR_ MODE

3HaveHue 2:

DIGSIG_XATTR MODE=2

3) ONS UrHOPUPOBAHUS OOMNONMHUTENBHbIX KNKOYEn, NCMOoSb3yeMblX TOMNbKO NPy NpoBepke

Ol B pacwmpeHHbIx atpubyTtax annoson, He06Xxo0AMMO YCTaHOBUTL ANSA NapameTpa

DIGSIG_IGNORE_XATTR_KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) Aanst HacTpoMKM WabnoHOB MMEH, Ucnosb3yembix npu nposepke 31 B paclumpeH-

HbIX aTpmbyTtax ®C, Heobxoaumo B panne /etc/digsig/xattr_control 3agatb UX

cnncok. Kaxkgast cTpoka 3agaeTt cBowm WabsioH B BUAE Macku NofnHoro nytu. Hanpumep,

cnegyowmn wWabnoH onpegensert, Yto byaet nposepsaTbes Il Bcex hannos B katanore

/bin, UMs KOTOPbIX HAYMHaeTCsa Ha lo:

\bin\lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITbIE KMouM B dopmarte
gnupg --export, KOTOPbIMW pacLUMpseTCs AONONHUTENbHbIA Habop Knoyen moayns (M3Ha-
YanbHO NycTon Habop, NCMONb3yeMbl TOSNbKO ANS NPOBEPKM MOANUCK B pacLUMPEHHBbIX aTpubyTax
danna). NMognucu Ha Kn4vax SOMONHUTENBbHOro Habopa He NPOBEPSAIOTCA.

Kaxxabl 4ONOSTHUTESbHBIN KITHOY, UCMOMNb30BaHHbIN ANA NognucbiBaHNA hannos B pacLuu-
PEeHHbIX aTpubyTax, HeobxoanMo cKkonmMpoBaTb B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHWEM KOMaHAbI:
cp /<kararsor>/<@amn kmoua> /etc/digsig/xattr keys/

B katanore /etc/digsig/xattr_keys/ MOXeET pacnonaratbCa nepapxmyeckas CTpyk-
Typa OOMNOMHUTENBHBIX KIToYen ANns KOHTPOnS LenoCTHOCTU (hannoB. B ykazaHHOW CTpyKType
OOHW AOMOSTHUTENbHbIE KYX MOTYT ObITb NOAMMCAHbI HA APYrMX ONONHUTENBHbIX Krtoyax. [pu
3TOM JONOSMHUTENbHbIE KITHYN OOMKHbI pacnonaraTtbCa B nogkaranorax Takum o6pasom, 4Tobbl

npu ux 3arpyske He HapyLuanach Lenovka npoBepKu Nnoanmncen.

Mpnumep
/etc/digsig/xattr_keys/keyl.gpg - nybmuusns kimou 1
/etc/digsig/xattr_keys/key2.gpg - nyOmnuuHem Kimou 2

/etc/digsig/xattr_ keys/keyl/keyl-1.gpg nybJIMUHEM KJIOU, NOONMCAHHHN Ha KJIoUe

/etc/digsig/xattr_keys/keyl/keyl-2.gpg nybJIMUHEM KJIOU, [NOONMCAHHHN Ha KJIOUe

1

1

/etc/digsig/xattr_keys/key2/key2-1.gpg nyONUUHEE KJIOU, OONNHCAHHHYE Ha Kimoue 2
2

/etc/digsig/xattr keys/key2/key2-2.gpg nybJIMUHEM KJIOU, [NOONMCAHHHN Ha KJIoue
,D,J'IFI npoBepKn UCnosib3oBaHUA OOMOJTHUTENIbHbIX Kro4ven Ona KOHTPOonA UesioCTHOCTU
dannos (0o nepesarpyskm OC) MOXHO OT UMEHU YYETHOWN 3anvcu afiMMHUCTPaTopa Yepes mexa-

HU3M sudo BbINOMHUTb KOMaHAabI:
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cat /etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr keys/key2.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/key2/key2-1.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_ keys/key2/key2-2.gpg >> /sys/digsig/xattr_keys
YnpaeneHne mogynem digsig_verif ocyulectBnsercd yepes nHtepdenc sysfs c
ncnonb3oBaHMeEM hansoB:
- /sys/digsig/elf_mode — NpOCMOTP U NepeknoyeHne pexmnma paboTbl Npy NposBep-
ke Al ncnonHsemblx dannoB n pasgensemMbolx oubnunotek oopmarta ELF;
- /sys/digsig/xattr_mode — NPOCMOTP U NepeksitdeHne pexunma paboTtbl Npu Npo-
Bepke 3l B pacwumpeHHbIx atpmbyTax ¢annoBon CUCTEMBI;
- /sys/digsig/keys — hann 3arpy3kn OONONHUTENbHbBIX KNtoden ans nposepku 3l
ncnosnHseMblx gpannos popmata ELF n 3l B pacwumpeHHbix atpubytax ©C;
- /sys/digsig/ignore_gost2001 — oTkntodeHme nposepkn Al no NOCT P 34.10-
2001;
- /sys/digsig/ignore_ xattr_keys —1;
- /sys/digsig/xattr_control — CNUCOK LWIABNIOHOB NMEH, UCMOMb3yeMbIX Mpu Npo-
Bepke 3l B pacwmpeHHbix atpmubytax OC;
- /sys/digsig/xattr_keys — dpann 3arpy3kv JONONMHUTENbHbIX KINoYeun, NCnonb3ye-
MbIX TONbKO npu npoBepke 3l B pacwmpeHHbix aTpnbytax ®C.
[MpoBepka pexnmoB paboTbl BbINOSHAETCS KOMaHAAMM:
cat /sys/digsig/elf mode
cat /sys/digsig/xattr_mode
BHUMAHMUE! [ns otkntoveHuns nposepkun 3l no NTOCT P 34.10-2001 HeobxoaMMo B KOH-
durypaumoHHom dpamnne /etc/digsig/digsig_initramfs.conf yCTaHOBUTb criegytoLlee
3HavYeHWe napameTpa:
DIGSIG_IGNORE_GOST2001=1
BHUMAHUE! [locne BHeceHMA WN3MEHEHUW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gna 3arpys3kum mogynem digsig_verif knwodeun
nocne ux pasmMmelleHusl B katanorax /etc/digsig/keys/ n /etc/digsig/xattr_keys/
HeobX0AUMO OT MMEHM YYEeTHOW 3anncu agMUHUCTpaTopa Yepe3 MexaHM3M sudo BbIMOMHUTb
KomaHay:

sudo update-initramfs -u -k all
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16.1.2. MognucbiBaHue

B mogyne agpa digsig_verif peanu3oBaH MexaHWU3M, MNO3BOSISAOLWNN NCMOMNb30BaTb
HECKONbKO Kro4ven npu nognucebiBaHnuu pannos dopmata ELF.

Mopsimok ncnonb3oBaHWs kntoven ong digsig_verif: 4ONONHUTENbLHbBIE KNKOYM 3anNUChl-
BalTCA B /sys/digsig/keys unu /sys/digsig/xattr_keys B nepapxmyeckom nocrnenoBa-
TENbHOCTU Lenovek nognmcen.

Bce gononHuTenbHbIe KNHYN AOMKHBI ObITb NOAMMCAaHbI FMaBHbLIM KITHOYOM UK OpYrM
AONOSTHUTENbBHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NPOBEPEHA (3a UCKITHOYEHMEM NEPBOrO
Kroya B KaTanore /sys/digsig/xattr_keys).

[na cosgaHus gononHuTenbHbIX Knoven ncnonssyetcs GNU Privacy Guard. Moguduum-
poBaHHbIN GNuPG BbiBOgUT MOCT P 34.11-94 B cnucke AOCTYMHbIX anropMTtMoB. s nonyyYyeHus

CrnnckKa OOCTYMHbIX arnroputMmoB HeO6XO£I,I/IMO BbIMOJTHNTb KOMaHOY:

# gpg --version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[loomepXUBaTCHA CJIEOYINEe aJil' OPUTMEL :
C OTKpHTEM KJnouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunsie : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-$yuxuuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHAS512,
SHA224, GOST_R34.11-2012, GOST_R34.11-94
AnropuTMel cCxaTus: Be3d cxarusa, ZIP, ZLIB,

BZIP2
Hanee npunBeneH npmnmMmep co3gaHna AoNONMHNTENbHOIo Kito4a U ero Ncnornb3oBaHNA A4

nognucbiBanma Cl10.

Mpumep
1) co3pgaeTtca knwo4veBass napa GOST R 34.10-2001 M coxpaHsieTcsl B KaTanore
~/ .gnupg. [Ina co3gaHusa kno4eBor napbl HEOOXOANUMO BbINONMHUTL NPUBEAEHHYIO Aanee

KOmMaHAay ¢ nocneayrowmm Bbibopom B MeHto gpg anroputma NOCT P 34.10-2001:
keys@debian:~$ gpg --full-generate-key
gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
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There is NO WARRANTY, to the extent permitted by law.

gpg: cos3paH kararnor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHUMAHUE: mapameTpH B ‘/home/keys/.gnupg/gpg.conf’ eme He axkTuBHH Ipu /
3TOM 3anycke

gpg: cos3paHa Tabmnuua kmmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3pmaHa Tabnuua kimouenn ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THII KIIOUA:

(1) RSA u RSA (o yMOJIUAHHIO)

(2) DSA u Elgamal

(3) DSA (TOJNBLKO OJIA IIOOIIHMCHU)

(4) RSA (TOJNIBLKO OJIS TMOOIIMCH)

(10) GOST R 34.10-2001 (TombKO LNy HOOIMUCH) yCTapeBIUHN

(12) GOST R 34.10-2012 (TOombBKO OJisg MOLMINUCH)

Bam BmHb60Op? 12

GOST keypair will have 256 bits.

BubopuTe CpOK LOENCTBUS KJIOUa.

0 = 6e3 orpaHHUeHUs CpOKa LEHCTBUS

<n> = CpOK HOEeHCTBUA - N OHEH

<n>wW = CPOK HOEeHCTBUS — N HeOeJlb
<n>m = CpOK HOEeNCTBHUA - N MECHLEB
<n>y = CpOK HOeHCTBHUA — N JIeT

Cpox gmemcTBusi kmoua? (0) O
Cpox IOeHCTBUSI KJoua HEe OI'PaHUUEH

Bce Bepuo? (y/N) y

I uoeHTHPUKAUMM Bamero ximoua HeobxonuMm 1D momnb3oBaTesd. [lporpamma coszpacT /
ero
u3 Bamero uMeHH, KOMMEHTapUA U ajpeca DJIEKTPOHHOM IIOUTH B BHUIOE:

"Baba Yaga (pensioner) <yaga@deepforest.ru>"

Bame HacTosmee mMmsa: Test GOST R 34.10-2012 Secondary Key
Ampec BJIeKTPOHHON IouThH: test@gost.secondary.key
KoMMeHTapui :

Bu Bm6panH criegyomuyi ID monb3oBaTesis:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"
Cmenutbt (N)Wmsi, (C)Kommenrapu#i, (E)agpec unu (O)Ipuusars/ (Q)Buxom? O
07T 3amuTH 3aKPHTOO KJloua HeOOXOOWM Napoilb.

BeepguTe naponb: [IAPOJIB

[loBTOopUTe naponb: I[IAPOJIb
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2) 3KCnopT Kritova B dparn OCyLLECTBNAETCA KOMaHAOM:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3) KoY nonb3oBaTenst MOXeT ObITb 3aBepeH C ncnosib3oBaHMeEM KoOMaHA4.:
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg --export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTternb NOAMNUCLIBAET Ha JaHHOM Krtode HekoTopbii hann dpopmarta ELF ¢
NCNONb30BaHNEM YTUNNTLI bsign (N0 YMOMYaHUIO NOANUCHL BHEAPSIETCA B TOM YMCIE U B

pacLnMpeHHble aTpubyThbl hanna):
keys@debian:~$ bsign --sign test_elf

5) nonb3oBatenb NOANUCLIBAET YTUNNTOM bsign HA JAHHOM KIHOY€E NPOU3BOSbHbLINA dhans

C BHEAPEHNEM NOAMNUCK TONbKO B pacLUMPEHHbIE aTpUBYThI:
keys@debian:~$ bsign --sign --xattr test_elf

[ononHuTenbHas MHopmaums npMeeaeHa B crpasBke Mo yTunute bsign;

6) ans npoBepku npasunbHocTU Al dhanna gpopmara ELF ncnonesyerca ytmnuta bsign:
keys@debian:~$ bsign -w test_elf

7) AOMNONHUTESbHbBIN K4 Nofb30BaTeNs, NOANUCAHHbIAN Ha FMaBHOM Krtove, KonmnpyetcA

B katanor /etc/digsig/ (cm.[16.1.1));

8) nognucaHHbIn hann oopmata ELF MoXeT BbINOMHATLCS:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

16.2. Pexxum Knocka

16.2.1. O6wme cBegeHus

Pexum Knocka crny>xut ansi orpaHu4eHns npas nosib3oBarenen B cucteme. [ns ncnonb-
30BaHMA OYHKUMOHASbHbLIX BO3MOXHOCTEN OAHHOIO pexmma HeobxooMmOo YCTaHOBUTb NakeT
parsec-cups.

CTteneHb 3TUX OrpaHMYeHn NpaB Nonb3oBaTenen 3agaeTca Mackon kmocka. Ee gencrene
aHanorM4yHo OEeNCTBUKO Mackm umask C TEM OTNIMYMEM, YTO €Cnn umask HaknagbliBaeTcda npu
co3gaHum HoBbIX 06bekToB PC, TO Macka KMocka HaknaabiBaeTca Ha npasa 4OCTyna K dpanny
npu Nobon nonbITKe Nonb3oBaTens Noy4YMTb AOCTY.

Macka knocka 3agaetcs B KOHUrypaumoHHom danne /etc/parsec/kiosk_mask n

Mo ymosnyaHuto paBHa 0000 (pexum Knocka BblkntodeH). Mpu macke, pasHon 0000, noBegeHne
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CUCTEMbI HE UBMEHSIETCS M Ha NpaBa A0CTyNa Nofb30BaTesis He HaknaablBalTCA OrpaHNYeHns.
Ecnu macka paBHa, Hanpumep, 0003, To A4n4a nonb3oBaTens 6nokupyeTca 4OCTyn rno 3anucu u
NCMOSTHEHMIO KO BCEM dhannam, He npuHagnexawmm emy, nnbo rpynne, B KOTOPYI OH BXOAMWT.
MonyunTb Tekywlyro MacKy KuMOCKa MOXHO, npoyuTaB coaepXxumoe danna
/parsecfs/mode_mask. Macka Kuocka NpUMEHSIETCS TONMbKO K OObl4HbIM dpainam. K
KaTanoram, coKkeTam U1 T. . Macka He NMpUMeEHSAETCA.
B pexume knocka (Macka no ymonyaHuio) nonb3oBaTterb He MMeeT BO3MOXXHOCTU 3any-

CTUTb HWU OOHY CUCTEMHYIO NPOrpaMMmy, T. K. 3TU OENCTBUSI 3aMaCKUPOBaHbI.

16.2.2. mkiosk

KomaHaa mkiosk nosBonsieT 3agaBaTb npasBa JOCTyNa Monb3oBaTesisi K KOHKPETHbIM
Gannam. OTu npaBa JOCTyna He NoaBepPXXeHbl 4ENCTBMIO Macku 1 peannsoBaHbl B Buge ACL Ha
cneuunansHble BupTyanbHble dannsl PC parsec, ABMASIOWMECH CCbINIKAMWU Ha peanbHble ansbl.
Mocne nepesarpyskun Bce yctaHoBneHHble ACL ByayT yTepsHbl.

Mpun 3agaHum npaB gocTyna K danny ykasbiBaetca abCcontoTHbIN NyTb K AaHHOMY dhanny
n Habop NpaB goctyna k Hemy. Hanpumep, npaBa TonNbKo Ha YTeHue ans cdanna /etc/hosts
3agarTca B BUae:

/etc/hosts r--

Mpun aTOM NyTb K Ghanny n Habop npas nepeaarnTca mkiosk Kak eaAMHbIN NapaMeTp 1 3aknoyaeTcs
B KaBblYKK, Hanpumep:

mkiosk -u ttt "/etc/hosts r—-"

Tak Kak 3agaBaTb BCe npaBa 4OCTyna B KOMaHAHOW CTpoke 6birio 6bl KparHe HeynobHo,
cyulecTtsyeT cuctema npodunen. lNpodunbs — aTto darn ¢ rotoBbiIM Habopom npas gocTyna
Ana 3anycka nporpammel. Hanpumep, npodune ans sanycka bash, npopuns ansg 3anycka ls
n 1. A. Npodunn xpaHATca B Katanore /etc/parsec/kiosk-profiles. [inga 3agaHuna npas
AocTyna nyTem Ucnonb30BaHUs Npodunsa HeobxoaMmMo B KOMaHOHOW CTPOKE NPU BbINOMHEHUN
KomaHAbl mkiosk BMeCTO npaB gocTyna K dpanny ykasatb npodpunb. KomaHaa mkiosk oTnuyaer
3agaHue hannos OT 3adaHusa Npoduns No HanNM4YMK NEpBOro cumeona / B UMeHun canna —
nmMeHa npodunen 3agatotca 6e3 ykazaHms abConTHOMO NyTN K HAM.

Mpodunb MOXeT cogepxaTb B cebe npaBa goctyna Ha 6ornee crnoxHble OENCTBUS,
4YyeM 3anyck ogHow nporpammbl. CyllecTByeT Takke npodusie ¢ UMeHeM default, KOTOPbLIN
NCNonb3yeTcs aBToMaTUYeCcKn Npu Kaxkaom 3anycke mkiosk. B Hem cogepxatca Heobxoanmble
BCerga npasa JocTyna, Hanpumep, NpaBo Ha MUCNONb30BaHWE ANHAMUYECKOW KOMMOHOBKMW.

[Onsa cosgaHna npodunen MOXXHO UCMNoNb3oBaTb KOMaHOy otrace B COOTBETCTBUU C
onucaHvem B[16.2.3

[ns aBTOMaTu3auuMu npouecca yCTaHOBKU NpaB JOCTyna AN KaX4oro nosib3oBaresns

CyLLleCTBYET KOH(PUrypaunoHHbIN doans, XxpaHawminca B katanore /etc/parsec/kiosk n co-
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aepxawmn Bce Heobxoagumble npaea goctyna. o cyTn 310 Takon e npodunb, Kak 1 B cnyyae

npodunen NnporpamMmm, HO OTHOCSALLMICS K KOHKPETHOMY Morb3oBaTento. ATOT dpani MOXET COo-

AepxXaTtb KakK dBHOE€ 3aaHune rnpae oCTyna K KOHKPETHbIM (*)aﬁﬂaM, TaK N CCbIJTIKMN Ha I'IpOCbI/IJ'II/I

nporpamm. [pn BXxoae nornb3oBaTesis B CUCTEMY NpaBa AoCcTyna nu3 KOHMuUrypaumoHHoro dpamna

oyayT

YCTaHOBIEHbI aBTOMaTUYeCKM Npun nomowm crneunanoHoro PAM-moayns.

MapameTpbl KOMaHAbl mkiosk NpuBeaeHbl B Tabnuue

Tabnuua 55
MapameTp Onuncanune
-h, --help BbiBecTu cnpaBky 1 BbIATU
-u , --user= YcTaHoBUTbL NpaBa 4OCTyna Ansl NOofb30BaTens

He ncnonb3oBaTh Npodunb ykazaHHOro nonb3oBaTens Afis YCTaHOBKM

-w, --without-profile| npaB goctyna. byayT ncnonb3oBaHbl TONBLKO NpaBa A4OCTyNa n3 KOMaHAHON
CTPOKM
YKkasaTb Macky kuocka. lNpaBa goctyna Ha dansbl Ans nonb3oBaTens
o mask OyoyT ycTaHaBnMBaTbCS TOMbKO B TOM Crny4vae, koraa Heobxoanmble GUThI
’ MacKupyloTCcs yKkazaHHOW mackow. Mo ymonyaHuio Ucnonb3yeTcs TekyLas
Macka Kuocka u3 pavna /parsecfs/mode_mask
Mpumephol:

1. YcTtaHoBUTb npaBa [oOCTyna Ansa nonb3oBaTtensa ttt, B3dATble U3 ero npoduns
/etc/parsec/kiosk/ttt:

mkiosk -u ttt

2. YctaHoBUTb NpaBa Ha 4YTeHue panna /etc/passwd Ang nonb3osartens ttt. Mpu
3TOM He yuyuTbiBaTb Npodhusib nonb3osatens. [Npegnonaraetcs, YTO CUCTEMHAS Macka
kKnocka paBHa 0003 1, COOTBETCTBEHHO, 3aMacKMpoOBaHbl NpaBa Ha 3anucb U BbiNONMHEHNE
dannos:

mkiosk -u ttt --mask=3 --without-profile "/etc/passwd r--"

16.2.3. otrace

KomaHaa otrace npegHasHadyeHa A5 NPOTOKONMPOBaHMSA (TPacCUpOBKM) NPOLIECCOB

OTHOCUTENIbHO CUCTEMHbIX BbI3OBOB open () U execve().

CuHTakcuc:

otrace [-h, --help] [-s, --silent] [-o0, --output=] [-k, --kiosk-dir=]

[_

p, --pid=] [-u, --user=] [-t, --trace] [-a, --audit-trace]

[-m, --merge] [-f, --trace-failed] [-e, --mask=] [command]

KomaHaa otrace mcnonb3yeTcs B MpoLEcCe KOHUIypupoBaHUS pexmma Kuocka U

CNYXWT Ans aBToMaTv3aumm co3aaHust npoduner npae gocryna.

MpnumevaHune. Ecnm B OC ycTaHoBneH naket parsec-kiosk2, T0 npouenypa Tpac-



157
PYCB.10015-01 97 01-1

CUPOBKU MpOoLIECCOB OCYLLECTBNAETCA B COOTBETCTBMU C ONMCaHneM, npmBeaeHHbIM B @

B pexmnme KMoCcKa (CTaHﬂ,apTHble HaCTpOﬁKM) nonb3oBaTesto 3anpeLlleHbl 3anmcb U Bbl-
NnoriHeHne C*)aVIHOB, He npuHagnexXxalwunx emy, nnoéo rpynne, B KOTOPyH OH BXOOUT. YT0o6bI NONb30-
BaTernb UMert BO3MOXHOCTb BONTU B cucremy, HGO6XOLI,VIMO ABHO yKa3aTb MnpaBa A0CTyna KO BCEM
dannam, NpssMo UM KOCBEHHO Y4acTBYHOLLUM Mpu 3Ton onepauunun. lNpaBa gocTtyna K dpannam
3agatoTca ¢ nomoLbto yctaHoBku ACL Ha cneunansHble dannbl-cebliikn B PC parsec. [pn aTom
npasa 4OCTyNa Ha peanbHble annbl He nameHsoTca. [Npu nepesarpyske cuctemol Bce ACL Ha
cneumanbHble dannbl-CCbifikn ByayT yTePSIHbI.

Utobbl obnerunTb 3agady  YCTaHOBKM  Nofib3oBaTensM npaB  [OCTyna, Wc-
nonb3ytTca npodunu npaB goctyna. CuctemHble npodunm XxXpaHAaTca B KaTanore
/etc/parsec/kiosk-profiles. [anee npuBegeH npumep npoduns, NO3BOSSIOLLNNA
3anycTuTb KOmaHay 1s:

/bin/ls r-x

/etc/group r--

/etc/1ld.so.cache r--
/etc/ld.so.preload r--
/etc/localtime r--
/etc/nsswitch.conf r--

/etc/passwd r--
/etc/selinux/config r—-
/lib/libacl.so.l r--
/lib/libattr.so.l r—-
/1lib/libc.so.6 r—-

/1lib/libdl.s0.2 r--
/1lib/libnsl.so.l r—-
/lib/libnss_compat.so.2 r--
/lib/libnss files.so0.2 r—-
/lib/libnss nis.so.2 r--
/1lib/libpthread.so.0 r--
/lib/librt.so.l r--
/lib/libselinux.so.l r--
/proc/mounts r—-
/usr/lib/gconv/gconv-modules.cache r-—-
/usr/lib/gconv/KOI8-R.so r—-
/usr/lib/locale/locale-archive r--
/usr/share/locale/locale.alias r--
/usr/share/locale/ru/LC_MESSAGES/coreutils.mo r--

/usr/share/locale/ru/LC_TIME/coreutils.mo r--
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/usr/share/locale/ru RU/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU/LC_TIME/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_TIME/coreutils.mo r—-
/usr/share/locale/ru_RU.UTF-8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_TIME/coreutils.mo r--

Onsa npuMeHeHust Npouns K KOHKPETHOMY MONb30BaTENO UCMONb3yeTcss KoMaHaa
mkiosk (cm.[16.2.2).

Ecnun npocunb cnyxXuT Ansa 3anycka nporpaMmmbl, OH JOSMKEH coepaTb npasa gocTtyna
He TONbKO K UCMOMNHAEeMOMY haunry, HO U KO BCEM MUCMonb3yeMbliM Bubnuotekam n dannam,
KOTOpble OTKPbIBAET NporpaMmma B npoLecce ucnonHeHnd. Takke Heobxogmmbl npaBa gocTyna
Ha ANHAMUYECKMA KOMMOHOBLLMK, KOTOPbIE HE NonagyT aBTOMaTUYECKM B NPpodunb, CO3AaHHbIN
komaHgon otrace (cm. [16.2.2).

Mpochunu moryT onuceiBaTh NpaBa gocTyna Ans 6onee CNoXxHbIX 3agadv, Yem 3anyck og-
HOW nNporpaMmmbl. YTo6bl 06nerynTe agMMHUCTPUPOBAHNE, MOXHO MCMONb30BaTh NPOUNIN BHYTPK
apyrmx npodunen. Ecnun BHYTpU Npoduns BCTpeyaeTcsl CTpoKa C UMEHeM Apyroro npouns, 1o
COAEPXUMOE yKa3aHHOro Npounsa NOMHOCTLIO 06begnHAETCA C COOEPXUMbIM TEKyLLEero npodu-
na. O6beanHeHne npodunen ocyLecTBngeTCcs pekypcuBHO. Ecnn cTtpoka B danne npodouns
Ha4yMHaeTCs He C CMMBOSa /, TO OHa paccMmaTpuBaeTca Kak nmsi npocpuns. Komanga otrace
Takke 3aHnmaeTcs obbeanHeHnem npodunen (CM. onuui —--merge).

HakoHel, cywecTBYyOT Npodunun, OTHOCSLWLMECS K OTAeNbHbIM Nonb3oBaTtensam. OHu xpa-
HATCA B KaTanore /etc/parsec/kiosk 1 3anonHATCA BPYYHYH Ha OCHOBE rOTOBbIX Npodunen
nNnBOo cTaHOapTHbIX CTPOK, ONUCHIBAKOLWMX NMpaBa AOCTyna K KOHKpeTHoMy doanny. Npu Bknto-
YEHHOM pEeXMMe KMocka Npodounin nonb3oBaTtenen aBToMaTUYECKU MPUMEHSIIOTCS NpU BXoae
nonb3oBaTensi B cMCTeMy. ATO peanu3oBaHo npu noMmowm crneymanbsHoro PAM-Moaynst 1 KomaHgb!
mkiosk (cm.[16.2.2).

KomaHpa otrace MOXET MCNONb30BaTb ABa PasfMyHbIX MEXaHM3Ma AS1s NPOTOKONMpoBa-
HWSA npoueccos. [NepBbl — 3TO NporpamMmma strace (onuma --trace). Bropon — nogcucrema
ayguta PARSEC (onuusa --audit-trace). lporpamMmma strace MMEET HEKOTOPbLIE OrpaHNYEHMS
Mo NUCNONb30BaHMIO, NOITOMY MPUMEHSATL MEXaHWU3M ——trace CrefyeT TONbKO AN NPOTOKONNPO-
BaHWSA NpocTbix, He SUID-nporpamm.

B pexnme —-trace Lernb NPOTOKONMNPOBAHUA MOXET ObITb 3agaHa NMMOO B KOMaHAHOM
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CTPOKe KOMaHAbl otrace B Ka4yecTBe napameTpa (Torga ykasaHHas nporpamma Oyger 3anyuieHa),
nnbo moxet 6bITb 3agaH PID yxe cywecTsyrowero npouecca (onuus —-pid).

B pexxume --audit-trace uenb NPOTOKONMPOBAHUS 3a0aE€TCA TaKKe, KaKk U B pexume
—-—trace. Ho KpomMe onncaHHbIX, eCTb eLle AONOSTHUTENbHbIN CNoCcob 3ag4aHus Lenn npoToKoNu-
poBaHUs — napameTp —-user. [1pn 3TOM BCEM CYLLECTBYIOLIUM NpoLieccam, NpUHaanexatinm
ykazaHHOMy nonb3oBaTernto, 6yayT BbiCTaBrneHbl cooTBETCTBYOWME drnarv ayauTta (cm. [6.1.6)).
Taknm obpasom, ByayT NpoOTOKONMPOBATLCA BCE AENCTBUS NonNb3oBaTend. Pexxum noneseH, ko-
raa HeobxoauMo cos3daTbh Npodunb, paspeLlarLLmMii NoNb30OBATENIO BbINOSHATL LEenbin Habop
CINOXHbIX OENCTBUM N NPOTOKONMPOBAaTb KaXayk nporpaMmmy B OTAEMNbHOCTU 3aTPYAHUTENBHO.

Ecnu ucnonbayetca pexum --audit-trace, TO B CUCTEME HE OOMMKHO ObITb CTOPOH-
HUX MPOLECCOB, Ha KOTOPbIX YCTaHOBMEHbI bnarn ayanTa. MIHade B npodunb MOXET nonacTb
MHOpMaLMs, MOPOXAEHHAA CTOPOHHUMM Npoueccamun. B pexnme npoToKONMpoBaHUst BCEX NPO-
LleCCOB YKa3aHHOro Nosb30BaTens 4OCTAaTO4HO, YTOObI B CUCTEME He Obino Apyrnx NpoLeccoB C
YyCTaHOBMNEHHbIMU briaramMmun ayamta n npuHagnexawmnx 3ToMy nosib3oBaTento.

KomaHga otrace No ymonyaHuio 3anucbiBaeT B Npouiib MHPOpMaLUO TOMNbKO O TEX
AencTBmax npouecca (open (), execve () ), KoTopble npownu ycnewHo. OgHako ans 6onbluen
YHUBEPCanNbHOCTN MOXHO UCMNOSMb30BaTh ONuuMio —-trace-failed, KOTOpasi MO3BONUT 3anucaTb
B Npounb Takke MHPOPMALMIO U O HeyAa4yHbIX NOMbITKax. OTO NOMe3HO, Hanpumep, ecrnu
npoLecc NbITaeTca OTKPbIBaTb KOHPUrypaunoHHble ansnbl. B MOMEHT NpoTOKONMpOBaHUS ann
MOXET HE CyLLEeCTBOBaTb, HO BNOCMEACTBUM OH MOXET MOSABUTLCS.

MapameTpbl kKOMaHAbl otrace NpvBeAeHbl B Tabnuue [56]

Tabnuua 56
MapameTp Onuncanue
-h, --help BbiBecTu cnpaBky 1 BbIATU
-s, --silent He BbIBOANTbL MHOPMAaLIMOHHbIE COOBLLEHUS
3anncaTtb pesyrnbraTbl NPOTOKONMPOBAHUSA B YKa3aHHbIN doann. Mo ymonya-
-o , —-output=
HUO — stdout
K Kiosk—dire YKkasaTtb nyTb K Katanory ¢ npopunamm kmocka. icnonesyeTtcs B onepauuu
! --. [lo ymonuaHuo — /etc/parsec/kiosk-profiles
id= TpaccupoBaTb NPOLIECC C YKa3aHHbIM MOEHTUMPUKATOPOM, a Takke BCe Mo-
B P POXAEHHbIE UM MPOLECCHI
a user— YKkasatb nma nonb3oBarens. Mcnonb3yetca COBMECTHO C -—audit-trace
! UNn —--merge
e trace Mcnonb3oBaTtb g NpPOTOKONMPOBaHMA NPOLIECCOB KOMaHAy strace. He
! MOXET ObITb UCMOMb30BaHa COBMECTHO ¢ ——audit-trace
, Mcnonb3oBaTb Ansi MPOTOKONMPOBAHUS MPOLECCOB MnoAcucTeMy ayguta
-a, ——audit-trace
PARSEC. He MOXeT GbITb NCMNofb30BaHa COBMECTHO C ——trace
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OkoHyaHue mabnuubl 56

MapameTp OnuncaHue

_m,

--merge ryT ObiTb ykasaHbl B SIBHOM Buae, B Buge npodwunen, B Buae

O6beomHATL BCe NpaBa [[OCTyMa, YKasaHHble KakumM-nnbo cnocobom
B eOWHblA MOTOK C YHMKanbHbIMM 3anucamu. [paBa pgoctyna Mo-

npocunsa nonb3oBaTenss M NPogWUNs, MCNonb3yeMoro no yMOnYaHuto
(/etc/parsec/kiosk-profiles/default)

-f,

--trace-failed | cTyna Kk aTum parinam OyayT 3afaHbl COrnacHo napameTpam, ¢ KOTOpbIMU

YuntbiBaTb HeydadHble NOMbITKM Bbi30Ba open () U execve (). MNpaBa go-

npouecc nbitaeTcd nony4ymnTb AOCTYN K HUM

—-e ’

YKkasaTb MacKy Knocka. 1o nosponsier obpabaTtbiBaTbk gaHHbIE COrMAcHo
--mask= 3TOW Macke M y4MTbIBaTb TOMbKO Te channbl, NpaBa 4OCTyna K KOTopbiM OyayT
OEeNCTBUTENBbHO 3amMackmpoBaHbl. 10 ymonyaHuio Macka pasHa 7

Mpumepbl:

1. 3anyctntb n npoTokonNMpoBaTth Npouecc 1s / € NMOMOLLbI KOMaHabl strace. 3anu-
caTtb pesynetar B pann /tmp/ls_trace

otrace --trace -o /tmp/ls_trace ls /

2. TpaccupoBaTb 3anyLLeHHblE NPOLIECCHI NONb30BaTENSA ttt N BCE BHOBb NOPOXAEHHbIE
MMM Npouecchl ¢ nomoLbio nogenctemol ayanta PARSEC. OTtcnexuBaTtb Takke MHGOpP-
MaLWo O Heyda4yHbIX NOMbITKaxX OTKPbLITUS dannoB K 3anycka npoueccoB. PesynbraTthl
NPOTOKOSIMPOBAHNSA BbIBECTU B stdout

otrace --audit-trace -u ttt -£f

3. O6beamHnTb cogepxmnmoe npoduna nonb3oBatena ttt, NPoduns ¢ UMEHeM 1s n3
KaTtanora /etc/parsec/kiosk-profiles n gobaBuTtb NpaBa Ha YTEHWE U BbIMOSIHE-
HWe (pavna /usr/bin/example. [lpegnonaraTb, YTO CUCTEMHASA MacKa KMOCKa paBHa 3
N, COOTBETCTBEHHO, YYNTbIBATb TOSIbKO Te dhannbl, 4NS KOTOPbIX Npasa AoCcTyna OOMKHbI
BKNIOYaTb NpaBa Ha 3anucb WUn BbINOSTHEHNE

otrace --merge --mask=3 -u ttt ls "/usr/bin/example r-x"

16.2.4. fly-admin-kiosk

Kpome cpencTts onsd pa6OTbI B pexnve KoMaHgHOM CTPOKK, B pacnopaxeHnmn agMmMHUCTpa-

Topa umeeTcs rpadunyeckas ytunuta £ly-admin-kiosk, KoTopas MOXeT ObiTb MCMONb30BaHa

Anst HACTPOWMKN N yNpaBneHnsi PEXMMOM KMocKa.

BHUMAHUE! Ecrnm B OC ycraHoBneH nakeT parsec-kiosk2, TO yTunura

fly-admin-kiosk CnyXuT ansa ynpasneHusi Tonbko pexmnmom Kuock-2 (cm. [16.3)). B atom
cnyyae paborta fly-admin-kiosk onucana B[16.3.4]

OnuncaHune YTUNnTbl NpunBegeHo B 3]'IeKTp0HHOI7I cripaBke.

BHUMAHMUE! NMepef ncnonb3oBaHNEM YTUNUTLI HEOBXOANMO caenaTh Pe3epBHYHO KOMUIO

BCEX CUCTEMHbIX Npodunen, HaxoasLwWwmxca B Katanore /etc/parsec/kiosk-profiles, ”
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cuctemHoro npodunsa £ly-dm B katanore /etc/parsec/kiosk. CucrteMHole npodunu, ycra-
HaBnMBaeMble MO YMONYaHWIO, HaXOASATCS B NakeTe parsec-kiosk.

MepemMecTuUTb CUCTEMHBLIN Npodhunb £1y-dm U3 KaTanora /etc/parsec/kiosk B KaTa-
nor /etc/parsec/kiosk-profiles, BbINOAHMB KOMaHAY:
mv /etc/parsec/kiosk/fly-dm /etc/parsec/kiosk-profiles

Cospgatb nonb3oBaTtenbckuii npoduns £1y-dm B Katanore /etc/parsec/kiosk, Bbl-
NOSHMB KOMaHAay:
echo fly-dm > /etc/parsec/kiosk/fly-dm

OTtpepaktnpoBatb cogepxumoe danna /etc/parsec/kiosk-profiles/default,
3aKITO4MB B KaBbIYKM MMeHa halinos:
"/1ib64/1d-1inux-x86-64.s0.2" r-x
"/1lib/x86_64-linux-gnu/ld-1linux-x86-64.s0.2" r-x

[anee moxHo ncnonb3oBatb yTunuty fly-admin-kiosk.

16.2.5. HacTpo#ka pexmnma KMocKa Ans nonb3oBatens

[ns paspeweHna Bxoaa Nonb3oBaTensd B peXuUMe TEKCTOBbIA KOHCOMM Heobxoaumo,
ncrnonb3ys MexaHusm sudo, OT MMEHU Monb3oBaTend root co3gatb hann npodpunsa ans
nonb3oBaTeNs uMsi_rnosnb3oBaTesiss B Katanore /etc/parsec/kiosk u gobaButb B hann
HMs_TIOJIb30BaTesisA NepeveHb npodunen, HeobxoauMbIX AN paspeLleHnst Bxoga nonb3oBare-
N4, BbIMNOMHMB KOMaHAb!:
echo default > /etc/parsec/kiosk/ums_nonb3oBaTerns
echo bash >> /etc/parsec/kiosk/umsa_nonb3oBaTerns

[ns pobaBneHnsa paspeLlleHHbIX Ansa nonb3oBaTtens KoMaHg Heobxoanmo:

1) BONTWN B CUCTEMY OT MMEHW YYETHOM 3anNMCK NOfb30BaTENSA HA OQHOW KOHCOMNU (Hanpwu-

Mep, ttyl);

2) BOWTU B CUCTEMY OT MMEHWU YYETHOW 3anucu agMuUHUCTpaTopa Ha OpYron KOHCOMu

(Hanpumep, tty2). Ucnonb3ya komaHay sudo -s, NEPEKITIIOYUTLCA B CECCUKO Cynepnosb-

30BaTens root WM 3anycTUTb NPOTOKONMPOBAHWE AENUCTBUIN MOMb30BaTens, BbIMNOMHUB

KOMaHAy:

otrace -a -o /etc/parsec/kiosk-profile/nosui_¢ann _npodunsa -f --mask=3

—Uu HMsA_IIOJIb30OBaATeEIIA

3) poxgatbca nepesarnycka cepBuca parlogd;

4) nepenTn Ha KOHCOMb NOSb30BaTesNs U BbIMOSHUTL BCE KOMaHAbl, KOTOPbIE AOSMKHbI

ObITb pa3pelLeHbl JaHHOMY NOfb30BaTENto;

5) 3aBepLUNTb CeaHC Nonb30oBaTenNs;

6) B KOHCOMM Nonb3oBaTtens root OCTAHOBUTb MPOTOKONMPOBAHWE, HaXaB KnaBuLLy

<Enter>;

7) NOAKMOYUTL MOSTYYEHHbIW HOBbIN NPOMUIb K NONb30BaTENO, BbIMNOMHMB KOMaHAY:
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echo mosmi_ Qaun npoduna >> /etc/parsec/kiosk/umsa_mnonbzoBaTers

8) B KOHCONW nomnb3oBaTtensd root BKIOYUTL PEXMM KMOCKa 1 nepesarpyants OC, BbINor-

HUB KOMaHObl:

echo 0003 > /etc/parsec/kiosk_mask

reboot

ﬂ,ﬂﬂ pa3peleHna BXxoga nosjib3oBaTesid B Fpa(*)I/I‘-IeCKOM pexunmve HeO6XOD,I/IMOZ

1) npoBepuTb Hannuyme npocuna £ly-dm B hanne /etc/parsec/kiosk/fly-dm;

2) nogknoumTb Npocunb £1ly K Npousito NonNb3oBaTeNs uMs_IoJib30BaTesIsA, BbIMOs-

HUB OT MMEHW NOoNb30BaTeNA root KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTersns

[nsa co3ganusa npoduns £1y Heobxoanmo:

1) BOWTM B CUCTEMY B PEXMME TEKCTOBOM KOHCOMN OT UMEHN aAMUHUCTPATOpPa, UCMOSb3Yys

KomaHay sudo -s, NEPEKNIYNTLCA B CECCUIO Cynepnonb3oBaTens root U OCTaHOBUTb

paboTy f1y-dm, BbINOHNB KOMaHAY:

service fly-dm stop

2) NpoBepUTb HaNU4Me NOrm4YeCcKom CCbifikn /usr/bin/x-session-manager, BbINos-

HMB KOMaHOY:

ls -1 /usr/bin/x-session-manager

3) yaanuTb ykasaHHyK NOrM4Yeckyto CCbIfKy M co3gaTb ApYryt ¢ cyddukcom .orig,

BbIMNOJIHNB KOMaHAbI:

rm /usr/bin/x-session-manager

ln -s /etc/alternatives/x-session-manager
/usr/bin/x-session-manager.orig

4) cospaTb TEKCTOBbIM (hann /usr/bin/x-session-manager CO CreaylLMM CoOaep-

KUMbIM:

#!/bin/bash

/usr/sbin/otrace -t -f -o /test/fly --mask=3
/usr/bin/x-session-manager.orig $Q &

sleep 20

/usr/bin/fly-wmfunc FLYWM EXIT

5) n3aMeHUTb NpaBa Ha co3faHHbIN hann, BbINOMHUB KOMaHAy:

chmod 777 /usr/bin/x-session-manager

6) YyCTaHOBUTb NaKeT strace, BbINOJIHNB KOMaHAY:

apt-get install starce

7) cosgaTtb KaTanor /test ¢ npaBamu 777, BbINOSIHUB KOMaHAY:

mkdir -m 777 /test

8) 3anyctuTb £1ly-dm, BbINOSTHMB KOMaHAY:

service fly-dm start
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9) BbINOMHUTL BXOA NMONb30oBaTenNs B rpadouyeckom pexunme n nogoxaats 20 ¢ 4O aBTOMa-
TMYECKOro 3aBepLUeHUsi ceccun nornb3oBaTens (MOXHO OTKPbITb CTapTOBYK MEHH-MaHesb
Fly, TepmuHan fly-term);

10) B ceccum cynepnonb3oBaTend root NPOBEpPUTbL Hannume npoduns £1ly B katanore
/test, BbINOMHMB KOMaHAY:

ls -1 /test/fly

11) ypanutb cbann /usr/bin/x-session-manager, BbIMOMHMB KOMaHA4Y:

rm /usr/bin/x-session-manager

12) cospaTb JIOrMYECKYH0 CCbIfIKy /usr/bin/x-session-manager, BbINOMIHUB KOMaH-
ay:

ln -s /etc/alternatives/x-session-manager /usr/bin/x-session-manager

13) OTKpbITb NONyYeHHbIN Npodunb /test/£1y B TEKCTOBOM pefakTope, yaanuTb CTPOKU
BMAa ... resumed ..., CTPOKM ANSA /proc U CTPOKU, cogepxalime nyTu, HaunHaroLm-
ecsac ./;

14) nepeHecTn Npodusb B Katanor npodunen, BoiMOSTHUB KOMaHAY:

cp /test/fly /etc/parsec/kiosk-profiles/fly

15) nogkntounTb Npodunb £1ly K Npoduno Nonb3oBaTens, BbIMOHNB KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTersns

16) BKMOUUTBL PEXMM KMocka n nepesarpy3ntbs OC, BbINOSHMB KOMaHAbI:

echo 0003 > /etc/parsec/kiosk_mask

reboot

17) BbINONHUTL B rpaddMyEeCKOM peXnMe BXoL B CUCTEMY OT UMEHU NONb30oBaTens;

18) ecnu ceccus He OTKpbIBaeTCH, TO NPOBEPUTL B KOHCOMMW NOMb30BaTeNs root coaepxu-
Moe panna /home/umsa_nonb3oBaTerns/ .xsession-errors, cogepxawero dannsl,
npaBa Ha KOTopble He BbICTaBneHbl B npodune £ly, n obaBuTb paspeLleHne Bpy4HYto.
Mpumep cTpokn u3 cana /home/umss_nonb3oBaTesnsi/ .Xsession-errors:
/etc/X11/fly-dm/Xsession : line 55 /bin/df: oTkazaHo B mOCTyIe

Mpumep pobaBneHnsa cTpoku B npodunb £ly:

echo '"/bin/df" r-x’ >> /etc/parsec/kiosk-profiles/fly

19) nocne n3aMeHeHUn NPUMMEHUTb NPOMUIIbL K NOSMb30BaTENHO, BbINOSIHUB KOMaHAY:
mkiosk -u user

20) npu Hanuuuu B (panne /home/umsi_nonb3oBaTesnsa/ .xsession-errors CTPOKHU,
coaepXxawien:

unable to create error file

npoBepuTb Hanuumne B npodune fly komaHg chmod, rm, cp U ¢pannoB XErrorDB,
/usr/lib/parsec/bin/x-session-manager W, npu HeobxoanmocTn, 4O6aBUTL B
Npodunb NOMHbIE MYTU K HAM.

[ns nobaBneHns norb3oBaTento paspeLleHnst Ha BbINOMHEHME KOHKPETHbIX NporpaMm
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(Hanpumep, firefox) Heo6xoaAMMO:
1) BBIKITOUYNTb PEXUM KMOCKA, BbINOMTHUB KOMaHAbI:
echo 0000 > /etc/parsec/kiosk_mask
reboot
2) BbINOMHUTBL B rpadpn4eckoM pexnme BXoq B CUCTEMY OT MMEHU Mosib3oBaTens;
3) BOWTM B CUCTEMY B pEXMME TEKCTOBOM KOHCONN OT UMEHU aaMUHUCTpaTOopa, UCNOSb3Ys
KOMaHgy sudo -s, NEePeKnioYnTbLCS B CECCUID root M 3anyCTUTb MPOTOKONUpPOBaHME
AEeNCcTBMI Nonb3oBaTens, BbIMOSTHUB KOMaHAY:
otrace -a -o /etc/parsec/kiosk-profile/firefox -f --mask=3
—Uu HMsdA_IIOJIBE3OBaATEIA
4) poxpaTtbcsa nepesanycka cepBuca parlogd;
5) nepenTtu B rpacmyecknin nHTepdenc nonb3oBaTens u 3anyctTuTb/3aBepwnTb firefox;
6) 3aBepLNTb CeaHC Nonb3oBaTens;
7) B KOHCONM nornb3oBaTenst root OCTAHOBUTb MPOTOKOSIMPOBaHME, HaXaB KnaBuLly
<Enter>;
8) nogkniyMTb Nony4YeHHbIn Npodune firefox ANs NONb30BATENS, BbINOMHUB KOMaHAY:
echo firefox >> /etc/parsec/kiosk/umsi_monb3oBaTerns
9) B KOHCONW NONb30BaTENSA root BKIOUYUTL PEXMM Knocka n nepesarpy3nts OC, BbINos-
HWB KOMaHAbI:
echo 0003 > /etc/parsec/kiosk_mask

reboot

16.2.6. Knock Fly

[nsa orpaHn4yeHns BO3MOXHOCTM 3anycka Nnporpamm fokanbHbIM Nonb3oBaTensiM agMuHK-
CTpaTop MOXET UCMOomb3oBaTh rpadnydeckyto ytunuty £ly-admin-smec. [Jns atoro Heob6xoammo
B HacTpoMKax nonmTukn 6e3onacHoCTK nonb3oBaTens rpacdpmyeckon yTunutel £ly-admin-smc
BO Bknagke «[lpacdunyeckun kmock Fly» yctaHoBuTb donar «Pexum rpaduyeckoro knocka Fly».
dnar BKNIOYaeT pexnM KMocka rnpu paboTte ¢ NnpunoxeHnsamun ns cnucka. Ecnu B cnvcke ogHo
NpUNoOXeHne, TO PEXNM KMOCKa BKIoYaeTcsa npu paboTe ¢ 3TUM npunoxeHnem. Ecnn B cnucke
HECKONbKO NPUNOXeHUIN, TO 3anyckaetcs Pabounn cton ¢ aTumMum npunoxexHuamun. Bce goctynHble
KaTtanoru, sipribiku 1 T. . yCTaHaBMMBAKTCA B COOTBETCTBMM C NPeaoCTaBNeHHbIM 4OCTYMNOM.

HacTponka pexuma Kmocka ¢ NoMoLLbo rpaduyeckon yTunutbl £ly-admin-smc OCy-
LLleCTBNSEeTCA aAMUHUCTPATOPOM Ha MaKCMManibHOM YPOBHE MaHOATHOMO KOHTPOMS LIENTOCTHOCTH,

yctaHoBneHHom B OC.
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16.3. Pexxum Kunock-2

16.3.1. O6wme cBepeHunA

Pexxum Knock-2 (parsec-kiosk2), npu ero yctaHoBke B OC, 3aMeHSAET pexmM Knocka
(cm. [16.2)). He pekomeHayeTcsi COBMECTHOE UCMONb30BaHUE PEXUMOB knocka u Kuock-2. Mpu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 pekOMeHOYEeTCHA MCMNOMNb30BaTh TOMbKO PEXUM

Knock-2.

16.3.2. Npocdnnu naketa parsec-kiosk2

MNpodomnn  nonb3oBaTenen parsec-kiosk2 pacnonaralwTcd B KaTanore
/etc/parsec/kiosk2 u cnyxar gnsg nNpuUMEHeHuUs OorpaHuYyeHUn OencTBUA nosib3oBaTe-
nen. MNpodunb nonb3oBaTena — 3TO TEKCTOBbIA pansi, UMS KOTOPOro coBnagaeT C MMeHeM
nonb3oBatens. OauH npodunb NoNb3oBaTENSA CNYXUT ANA YCTAHOBKM OrpaHUYEHU TONbKO AN
O HOro norb3oBarens.

Ecnu npu BkntovyeHHoM pexume Knock-2 B/etc/parsec/kiosk2 OTCyTCTBYET NpOoduUnb
nonb3oBaTens, To NpaBa gaHHoro nonb3oBatens B OC He orpaHn4MBatloTCS.

BHUMAHMUE! Ecnn ona nonb3oBatensa cos3gaH nycton npodunes, TO JaHHOMY Morb30Ba-
Tento 3anpeLleHsb! nobble AeCTBUS.

CuctemMHble npodounm parsec-kiosk?2 pacnonararoTcs B KaTanore
/etc/parsec/kiosk2-profiles W Takke cnyxaTr ANS MPUMEHEHUS OrpaHUYeHun aen-
cTBuin nonb3oBaTenen. Cogepxnmoe darna cCUcTemMHOro npoduns npeacraBndetT cobor CnrMcok
dannosB n npodunen NPUNOXKeHNN ¢ abCONOTHLIMN NN OTHOCUTENBHBIMW MYTAMU, @ TaKKe C
MHOPMaLMen o nNpaBax AoCTyna v Briagernbuax 3Tux gannos. CUCTeMHbIN NPOdUb MOXHO
Ao00aBuTb B NpOuUIv HECKONbKMX Monb3oBaTenen, Toraa ans Bcex 3aTnux nonb3oBarenen dyaet
AOCTYMHO UCMOSb30BaHME NPUITOXEHUA B COOTBETCTBUN C OrpaHUYeHNsMU B NpaBax goctyna u
Bnagenbuax, ykasdaHHbIX B CUCTEMHOM Npodune 4aHHOrO NPUNOXEHWS.

Mpodunun, cosgaHHble B pexuMMe KWoCKa W CKOMUPOBaHHbIE U3 KaTa-
nora /etc/parsec/kiosk nnu /etc/parsec/kiosk-profiles B Kartanor
/etc/parsec/kiosk2 wunn /etc/parsec/kiosk2-profiles COOTBETCTBEHHO, OyayT
KOPPEKTHO paboTaTtb B pexume Knock-2.

16.3.2.1. CunTakcuc npocunen pexuma Knock-2

Ona npodunen pexunma KUock-2 ncnonb3yetTcs CUHTaAKCUC, OTINYHLIM OT CUHTaKcuca
pexuma Knocka.

MpumeyaHwue. B cuHtakcuce npodunen pexunma Knock-2 MoxxHO MCronb3oBaTh Ku-
punnuuy.

CuHTaKcuc paspelueHnsa Ha gOoCTyn K channy:

+file rwc u/o: <umsa_danma>
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UNn Ha AOCTYN K CCbISIKe:

+1link rwc uo: <umsa_dania>

rae rwc — 3TO npaea Ha YTeHue (r), 3anucb (W) 1 co3gaHue (C), KoTopble yKa3sblBakoTCA Mnpu
HaNM4YnUM COOTBETCTBYIOLLEIO pa3peLleHus;
u/o — Bnageney (o) unu Heenagenewy, (u) danna;
<umsi_Qanna> — pansn, NnpaBa OCTyna K KOTOpoMy HasHa4daroTcs. [1py aTom uma danna
ANSA CCbINKM SOMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIBHOM cebifike. Llenesown dhann
ANs CCbINIKN, KOTOPbIA He 06A3aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npoguns, gobasnserca

B CMNCOK OOCTYMHbIX.

B cuHTakcuce Knock-2 takke mMoryT 6biTb MCMONMb30BaHbl METACMMBOJbI, HANPUMEP, B
nmeHn canna (cm. Tabnuuy [57).
BHUMAHMUE! MetacumBonsl B MeHN dparina Ans CCbIfIKU HEe MHTEPNPETUPYOTCS.

Tabnwunua 57
MeTtacumBon OnwncaHune
* ok Honb nnn 6onee Npon3BosibHbIX CUMBOMOB, BKMOYAs CUMBOI «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSIOB, UCKMOYasi CUMBOS «/»
? OAavH Npoun3BOoMbHbIA CUMBOI, UCKMOYAs CUMBON «/»

OpuH 13 cMmBONOB, NpMHagnexawmn Habopy. B Habope ntobble CMMBOMbI TEPAIOT
[Habop_cumporsios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMUTbL B HAOOP TOSMbKO Ha
nepBon NO3nunmn

\d OpHa gecatudHaga umdpa

\D OaHa vnn 6onee gecatnyHas undpa

\h OpgHa wecTHaguaTtepudHasa undpa

\H OpHa vnn bonee wecTHaguaTepyMyHasa undgpa
\ xNN BanT c 3agaHHbIM 3Ha4YeHMeM

MycTtasa cTtpoka unu nogctpoka (deleted), KoTopas gobaenserca K ew, He
CO3[aHHbIM UMW yXXe yaanHHbiM avnam. [JaHHas KOHCTPYKUUSA NCNonNb3yeTcs
npv ynpaesneHun cosgaHnem dainna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B atom cnyyae paspeluaeTtcs 4OCTYN Kak K panny example.conf (deleted),
Tak U K example.conf Ecnn ypanutb \z, TO AOCTyn K example.conf
(deleted) 6ygert 3anpeluH. OTKpbITUE cyLlecTBytOLWEro danna Ha 3annce byaet
ycnewHbIM, a8 co3gaHne HOBOro — HeT

\<rmo6oit_npyroit | COOTBETCTBYIOLMI CUMBON 6e3 crneumanbHON WHTepnpeTauun, Hanpumep,
__CUMBOIT> A\, \F)

[nsa sknoyeHus B npodunb Apyroro npoduns ncnonb3yetcd @include:

@include other-profile-name
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16.3.2.2. CuHTaKcuc, COBMeCTUMMbIN ¢ parsec-kiosk

B npodunsax pexuma Knock-2 KoppeKTHO pacno3HaKTCs CTPOKU, HANMMCaHHbIe MO CUHTAK-
CUCY pexuma Knocka.

Mpun ncnonb3oBaHMM CUHTAKCUCa pexnma Knocka B pexnme Kucok-2:

1) B UMeHu chainna crneucmMmBosibl HE MHTEPNPETUPYIOTCS;

2) noboe 13 npas Ha YTeHue (r) unn ncnonHeHune (x) npeobpasyeTcs B NpaBoO Ha YTeHMe

(r), a npaBo Ha 3anuck (W) npeobpasyeTcs B NpaBa Ha 3anuck (W) n cosgaHue (c);

3) NpaBuna oANHAKOBO NPUMEHSIOTCS ANA OCTyNna Kak BnagenbLues, Tak U HeBnagerb-

Lues,

4) cTpoka 0bsi3aTenbHO JOMKHA HAYMHATLCS C CUMBOA «"» Unn «/»;

5) ecnu dann npegcraBnseT CUMBOSIbHYIO CCbISIKY, TO pexum Knock-2 obpabatbiBaeT

Leneson dpann CCbISKu;

6) umsa Npomns OMKHO HAYMHATLCS TOMBbKO C NTAaTUHCKON BYKBbI, @ TaKkKe B HEM AOIMKEH

OTCYTCTBOBaTb CUMBOS «/».

Ecnn npodunb, co3agaHHbIN B peXuMe KMocka, otpeaaktmposatb B fly-admin-kiosk,

TO OH COXPaHUTCHA C UCMONb30BaHNEM CUHTaKcUca pexnma Knock-2.

16.3.3. PaboTta ¢ Knock-2 yepe3 KoHconb

16.3.3.1. BkniouyeHune n BbiknrovyeHmne Kuock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYUTL PEXMM KOHTPONS
poctyna KnMock-2 n NnpuMeHsaTb orpaHnyeHnsa Ha paboTty ¢ hannamu, Tpebyetcs BbINOSHUTD
KomaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[nsa BKMOYEHNA NPOTOKONMPOBAHMUS MOMNbITOK HAPYLUEHWA YCTAHOBMEHHbIX OUMBTPOB
A0CTyna BbINOMHUTL KOMaHAY:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMWE! Pe3ynbraTbl NpUMEHEHUSA OaHHbIX KOMaHa OyayT AeNCcTBUTENbHbI 4O nepe-
3arpy3ku OC.

[ns BbIKNOYEHNA pexxnma KOHTposns goctyna KMock-2 n npoToKoNMpoBaHUSA B COOTBET-
CTBYIOLLMX KOMaHOax Tpebyerca 3ameHnTb 1 Ha 0.

[ns BKNOYEHMA pexmnma KoHTpons goctyna Knock-2 n npoToKkonnmpoBaHUs ¢ COXpaHEHNEM
AAHHOro COCTOSIHUA Nocrne nepesarpy3kn TpebyeTcst BbINOMHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2 enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

PesynbtaThl NPMMEHEHNSA 3TUX KOMaHA OyayT aencteuTenbHbl nocrne nepesarpysku OC.

[ns Toro 4TobObl M3GMpaTEnbHO BKIOYATb PexMM KMOCK-2 1 MckoYaTh BblOpaHHbIX
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nonb3oBaTenen, TpebyeTcs:

1) cosgatb Katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B Kartanor disabled npogunu Tex nonb3oBaTenien, Onst KOTopbiX He

OOJTKHbI MPUMEHATLCA OrpaHNYeHus:

sudo mv <uMsa_noyb30BaTensal> <umsi_nonb3oBaTensa’l> disabled

3) BKNIOYUTb pexnm Knock-2:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

Mocne BbINONHEHNS OaHHbBIX OENCTBUIA, OrpaHnYeHns pexmnma Knock-2 6yayT npuMMeHEHbI
KO BCEM Monb3oBaTendm, KpoMe <uMs_Iojib30oBaTesisgl>, <uMs_IOoJIb30BaTesisg2> U TeX MOoJib-
3oBarerneun, Ans KoTopbix He 6 co3gaHbl npodunun. Mocne nepesarpy3kn OC pexunm Knock-2
BEPHETCH B COCTOSIHNE, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKtO-
YyeHun pexxmma KMOCK-2 UCKIIOYEeHNa ANA <uMms_Ionb3oBaTensdal>, <uMsa_ IoJb30BaTensa2>
N TeX Nonb3oBaTtenen, Anga KOTopbiX He ObinnM co3gaHbl NPOGUN, COXPAHATCA N OrpaHNYEeHns
AocTyna K HAM He OyayT NPUMEHEHbI.

16.3.3.2. MpoTokonupoBaHue npoueccos

[nsa Toro 4ToObl OorpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANUCH KOPPEKTHO 1 6e3
owmnbokK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (hansioB AaHHOro NpunoxeHus. Noatomy npu
CO30aHuUM CUCTEMHOrO NPOMUNA NPUMNOXKEHUS PEKOMEHAYETCA BbIMNOSTHUTL MPOTOKONMPOBaHME
npoueccoB npu pabote ¢ COOTBETCTBYIOLLNM MpUnoxeHnem. Pesynbstat npoToOKONMpoBaHUA Npo-
LLleCCOB MoOKa3bIBaeT BCe HEOOXoanMbIe hanrbl NPUIIOXKEHUS U NYyTU K HUM. [na BbINONHEHMUS
NPOTOKONMPOBaHUSA NPOLIECCOB TpebyeTcs:

1) BbIKNIOYNTL PEXUM KOHTpona goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKNIOYNTb PEXNM NPOTOKOSIMPOBAHUS MPOLECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cosgatb Npodurb Nonb3oBaTenNs:

true | sudo tee /etc/parsec/kiosk2/<umsa_nonbzoBaTens>

4) 3anyCTUTb CECCUI0 <uMsi_TIOJIL30BaTEIIS>!

su - <uMsA_IOJIb30OBaTEJIsA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUSIOXKEHME;

6) BbLINTU M3 CECCUMN NMOSb30BATESNSA <HUMS_I1OJIb30BaATETIA>:

exit

7) BBIKINIOYNTE PEXUM MPOTOKONIMPOBAHUSA NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nony4nTb CoobLEHMSA O 3anpeLLEHHbIX OnepaLmsix:
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sudo dmesg | grep PARSEC-UC:

16.3.3.3. CozpgaHue npocpuns

[na co3gaHnsa cMCTEMHOrO Npodunsa NPOTOKONMPYEMOro NpunoxeHust TpebyeTcs B KaTta-
nore /etc/parsec/kiosk2-profiles co3gatb ¢pann, 3agaB B Ka4eCTBe €ro MMeHU Ha3BaHue
NPUNOXEeHNd, U BNUcaTb B HEro BCe MyTU C YY4ETOM CUHTAKCMca U3 pe3ynbraToB BbIMOIHEHUS
koMaHabl dmesg | grep PARSEC-UC: B COOTBETCTBMM C nepeuncneHnem [8) Ha ctpanuue [168]

[ns cospgaHusa npoduns nonb3oBatensa Tpebyercsa B katanore /etc/parsec/kiosk2

co3fatb hain ¢ UMeHeM, coBnagaoLLMM C UMEHEM JAaHHOIO NoNnb3oBaTens.

16.3.4. Npacdhuyeckasa yTunurta ynpaBsneHus npocdpunnamu

Ona ynpaeneHus pexmmoM Kuock-2 n npodunsiMmn, pacrnofioXeHHbIMU B KaTanorax
/etc/parsec/kiosk2 u /etc/parsec/kiosk2-profiles, Ucnonb3yercs rpadumyeckas ytm-
nuta fly-admin-kiosk (cm.[16.2.4).

BHUMAHUE! Ecnn B OC ucnonb3oBarncs pexuMm Knocka parsec-kiosk, TO npu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 rpaduyeckas ytunuta fly-admin-kiosk
He OyaoeT pacno3HaBaTb NPOdMNKM, PacnosiokeHHble B KaTanorax /etc/parsec/kiosk
n /etc/parsec/kiosk-profiles. [Ana paboTbl C NpodunsMU pexuma KuMocka C UC-
Nonb3oBaHMEM YTuNnTbl fly-admin-kiosk HeobxoaumMo nepemMecTuTb UX B KaTanoru
/etc/parsec/kiosk2 U /etc/parsec/kiosk2-profiles naketa parsec-kiosk2 cooT-
BETCTBEHHO.

Ons 3anycka yTurnTbl BbIMOJIHUTb B KOHCOJTM KOMaHAy:

sudo fly-admin-kiosk
nnn nepentn «meHto «lyck» — MNaHenb ynpaeneHna — besonacHocTb — CUCTEMHBIN KUOCKY.
Ytunuta fly-admin-kiosk nossonsier:
1) BKMOYaTb U BbIKNOYATb peXMM Knock-2;
2) BKMOYaTb M BbIKIHOYaTh NPOTOKONMPOBAHME NPOLIECCOB B PEXMME «HACTPOViKa Tpaccu-
POBKM Mpouecca» Unm B «pexmm rnobanbHOn 3arpy304HOn 3annucuy (HasBaHue oTnuyaet-
CS B 3aBUCUMOCTU OT Bepcun £ly-admin-kiosk);
3) co3gaBaTb U pegakTMpoBaTb NPOUIIM C MOMOLLBIO:
a) BKIKOYEHUS B Npodurib Nonb3oBaTens CtaH4apTHbIX Npodunen;
6) reHepauun Habopa darinoB NPOTOKONMPOBAHNEM CUCTEMHOIO MIN BbINOTHAEMOrO
OT MMEHW Nonb3oBaTeNs NPUIOXEHNS;
4) konupoBaTb NPOUIM Nonb3oBaTenen;
5) yoanatb npocmnu nonb3oBarteneu;
6) BKIOYaTh U BbIKMNOYaTb NPOdUIIM NOMNb30oBaTeNen;
7) OBHOBMATL COCTOSIHME Npodunen;

8) OTMEHSITb MBMEHEHUSA B NPOUNISIX.
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Mpwn BbIkNOYEHMM NpodhmNa Nonb3oBaTens, Kak U Npu ero yganeHuu, npasa gaHHOro
nonb3oBaTens B CUCTEME He OrpaHUYMBalOTCH, HO,B OTNMYME OT yaaneHus, MHpopmauna od
orpaHnyeHunsx coxpaHsietcs. Npu BKoYeHMM Npouns Bce orpaHnYeHns NPUMEHSIIOTCA MOBTOPHO
C BKJIloMeHMEM pexnma Knock-2.

Mocne BbiNONHeHMs onepaummn ¢ npocdunamm B £ly-admin-kiosk Tpebyetcs coxpaHuTb

nameHeHus. OnucaHne nHTepdenca fly-admin-kiosk NnpuBeaeHoO B SNEKTPOHHOW CripaBke.
16.4. YcTaHOBKa CUCTEMHbIX OrpaHUY4eHUn

MNapameTpsbl CUCTEMHBIX OorpaHuU4eHnn 3aJaHbl B davne
/etc/security/limits.conf. YnpasrneHne CUCTEMHbLIMU OrpaHUYEHUSMU OCYLLECTB-
nseTca ¢ noMmoulbto rpadpuyeckon ytunntbl £ly-admin-smc UAN UHCTPYMEHTA KOMaHOHOM
CTPOKM astra-ulimits-control.

[ns BKIMOYEHUS CUCTEMHBIX OrpaHUYEeHNN UCNOSTb3YETCA KOMaHaa:
astra-ulimits-control enable

[ns BbIKNOYEHUS CUCTEMHBIX OrpaHUYEHNN UCNOSb3YETCA KOMaHaa:
astra-ulimits-control disable

[nsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ulimits-control

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- enabled — cuUCTEMHbIE OrpaHUYEHUSA BKIMHOYEHHI;

- disabled — CUCTEMHbIE OrpaHNYEHUA BbIKITHOYEHbI;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.
16.5. OrpaHu4yeHne fencTBMN Nonb3oBaTens

16.5.1. Pexxum 3anpeta ycTaHOBKM GUTa MCNONHEHUs

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMOMHeHus, obecneynsaroLmmn
npenoTBpaLlleHMe HeCaHKLMOHMPOBAHHOIO CO34aHNA Nosib3oBaTensaMu NN HenpegHamMmepeHHoro
CO34aHNsA agMUHUCTPATOPOM UCMOSMHSAEMbIX CLEHapueB Ans KoMaHaHON 000MouKu.

BkntoyeHne pexnma 3anpeta ycTaHOBKM GMTa NCNONMHEHMS OCYLLECTBNAETCS OT MMEHN
YYETHOM 3annucu agMMH1UcTpaTopa Yyepes MexaHmaMm sudo C UCMNOMb30BaHMEM CreayrLnX KoMaHa;
sudo echo 1 > /parsecfs/nochmodx
sudo echo 1 > /etc/parsec/nochmodx

NI KOMaHAbl:
astra-nochmodx-lock enable

OTKMNoYEHME pexrmMa 3anpeTta yCTaHOBKM BuTa MCNOMHEHNSA OCYLLECTBIIAETCA OT MMEHU
YYETHOM 3annucu agMmMH1UcTpaTopa Yyepes MexaHuaMm sudo C UCMNOMb30BaHMEM CeayrLnX KoMaHa;

sudo echo 0 > /parsecfs/nochmodx
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sudo echo 0 > /etc/parsec/nochmodx

NN KOMaHabl:
astra-nochmodx-lock disable

BHUMAHMUE! B pexume 3anpeTta ycTaHOBKM BuTa UCNONHEHNA JaHHaAdA onepauns 3a-
npelleHa ans Bcex nonb3osatenen OC, Bknoyaa agMUHUCTpaTopa 1 cynepnonb3oBaTens root.
YcTaHOBKa nakeToB nporpamm, cosgatowmx B PC dannbl ¢ Gutom ncnonHenuns, byaet 3aBepLuatb-
CS C OLLNOKOW.

lMpoBepka COCTOSHUA peXxnmMa 3anpeTta yCTaHOBKU BUTa NCMONHEHUs BbINOMHAETCH KO-
MaHOou:
cat /parsecfs/nochmodx

Pe3ynbraT BbIMNOMHEHUS KOMaHAbI:

- 1 — peXunm BKIHOYEH;

- 0 — peXUM BbIKINIOYEH.

[nsa ynpaeneHnsa pexxmMmom 3anpeTta yCTaHOBKM BUTa UCNOMHEHUS B rpacouyeckom pexmnve

ncnonbadyetcsa ytunuta fly-admin-smc (CM. 3NEKTPOHHYO CMpaBky).

16.5.2. BnokMpoBKa KOHCONU ANA Nosfib3oBaTerneun

BnokmMpoBka koHCONM Ans nonb3oBaTternen OCyLLEeCTBIISIETCA C NOMOLLbIO rpaduyeckomn
yTunntbl £ly-admin-smc UM UHCTPYMEHTaA KOMaHOHOMW CTPOKN astra-console-lock.

[ns BkoYeHUs BrIOKMPOBKN KOHCONWU ANSA nofib3oBaTenen Ucnonb3yeTca KomaHaa:
astra-console-lock enable

[ns BbIKIOYEHUA BIIOKMPOBKN KOHCONWN ANA Nonb3oBaTenen UCnonb3yeTca KomaHaa:
astra-console-lock disable

[nsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-console-lock

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- enabled — 6NOKMPOBKa KOHCONW A1151 NOfb30BaTenen BKNIOYEHa;

- disabled — GnoKMpOBKa KOHCONW ANsl Nofib3oBaTeNnen BblKNOYEHa;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.3. bnoknpoBKa UHTepnpeTaTopoB

B OC peanusoBaHa yHKLNsSI GNOKMPOBKM Creayowmx MHTepnpeTaTopoB:

Python;

- Perl;

Expect;
- Ruby;
- Dash.

Mpwn BKNHOYEHUN GNOKMPOBKN MHTEPNPETATOPOB ONOKMPYETCH HeCaHKLMOHUPOBAHHOE
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ncnonb3oBaHWe MHTepnpeTaTopa 4118 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU U 13
HenmmeHoBaHHOro kaHana (pipe). lNpu aTom cueHapumn U3 Katanora /usr/bin/, HaNUCaHHbIE ANA
3TUX UHTEPNPETATOPOB, BbINOMNHAKTCA B LUTATHOM peXume.

BrioknpoBka MHTepnpeTaTtopoB OCYLLECTBAAETCH C MOMOLLbLIO rpaddU4yecKon yTUNUTbI
fly-admin-smc UNn MHCTPyMEHTa KOMaHOHOW CTPOKU astra-interpreters-lock

[nsa BkntoyeHna 6roKMPOBKM MHTEPNPETATOPOB MCMNONb3yeTCa KoMaHaa:
astra-interpreters-lock enable

[ns BbIkMoYeHNs1 BrIOKMPOBKM MHTEPNPETATOPOB UCMONb3YEeTCS KOMaHAa:
astra-interpreters-lock disable

[ns npoBepKkn COCTOAHUSA UCNONb3yeTCs KoMaHaa:
systemctl is-enabled astra-interpreters-lock

PesynbraT BbIMNOMHEHUS KOMaHAb!:

- enabled — BnokMpoBKa MHTEPNPETATOPOB BKIIOYEHA;

- disabled — GNOKMpPOBKA MHTEPNPETATOPOB BbIKMIOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.4. BnoknpoBKa makpocoB

BriokmpoBka MaKpoOCOB OCYLLECTBNSETCA C MNOMOLLbIO rpaduyeckon yTUnuTbl
fly-admin-smc UNn MHCTPyMEHTa KOMaHOHOM CTPOKM astra-macros-lock.

[nsa BkntoyeHna 6roKMPOBKM MaKpOCOB MCNOMb3YeTCs KOMaHAa:

astra-macros-lock enable

ﬂ,J'IFI BbIKIMKO4YEeHNA 6J'IOKI/IpOBKI/I MaKpOCOB UCMOJIb3yeTCA KOMaHA4a:
astra-macros-lock disable

ﬂ,J'IFI MPOBEPKN COCTOAHNA NCMNOJIb3YyEeTCA KOMaHAa.
systemctl is-enabled astra-macros-lock

PesyanaT BbINOJIHEHNA KOMaHAbI:

- enabled — 6rOKMpPOBKA MaKpOCOB BKIHOYEHA;

- disabled — GMOKMpPOBKA MaKpPOCOB BbIKITHOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBMUPOBAH.

16.5.5. BnoknpoBKa TpaccupoBKu ptrace

BrioknpoBka TpaccmpoBku ptrace ocyLLeCTBAAETCS C NOMOLLbI rpadonyeckon yTUNnTbI
fly-admin-smc UNn MHCTPyMeEHTa KOMaHOHOW CTPOKN astra-ptrace-lock

[nsa BkntoyeHna 6GrMOKMPOBKM TpacCMpOoBKM ptrace ncnonb3yeTca KomaHaa:
astra-ptrace-lock enable

[ns BbIkMoYeHNs1 BrIOKMPOBKM TPaCcCUPOBKU ptrace ncnonb3yeTcs koMaHAaa:
astra-ptrace-lock disable

Ons MPOBEPKN COCTOAHNA NCMNOJIb3YyEeTCA KOMaHAa.
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systemctl is-enabled astra-ptrace-lock
Pe3yanaT BbINOJIHEHNA KOMaHAbI:
- enabled — 6rnoKMpoBKa TpacCUpPOBKM ptrace BKNHOYEHA;
- disabled — GnoOKMpOBKa TPaCCMPOBKWN ptrace BbIKMOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.6. bBnokupoBka knaBuw SysRq

BJ'IOKMpOBKa KiiaBuLl Syqu ocyllecTBrndaeTca C MNMOMOLbHO Fpa(*)l/l‘-IeCKOIZ YTUNAUTDbI
fly-admin-smc UMM MHCTPYMEHTA KOMaHL4HOW CTPOKU sysctl.

[nsa BknoyeHus 6rnokmpoBku knaeuw SysRqg ncnonb3yetca kKomaHaa:
sysctl -w kernel.sysrg=0

[ns BbIKNOYEHNA BGrOKMPOBKK Knaeuw SysRqg ncnonb3yetca KomaHaa:
sysctl -w kernel.sysrg=l1l

[1lnsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
cat /proc/sys/kernel/sysrqg

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

- 0 — 6rnokmpoBka knasuw SysRq Bkno4veHa;

- 1 — 6nokmpoBka knaBuw SysRq Bblkno4yeHa.
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17. 3AMNYCK OC

17.1. 3anyck

Mpw 3anycke OC nosiBnsieTcs OKHO, BUA KOTOPOTo NpeAcTaBneH Ha puc. [1]

GHU GRUE wersion 2

"y mode)
with
ith Li recovery mode)

efore hooting or &' for a command-line.

Puc. 1 — OkHo 3anycka OC

B okHe npuBeneH nepeyeHb pexumos 3arpy3ku OC. [1ng 3arpyskn B LUTATHOM pexume
HeobXxoauUMO B nepevHe BblbpaTb pexum generic. [nNsa 3arpy3kn B LensiX BOCCTAHOBNEHMUS
pabotocnocobHocTn OC MOXET UCNONb30BaTLCA PEXUM generic (single-user mode).

B npouecce 3arpyskm OC ocyLiecTBNSeTCsS MHULManMsauma mogynsa sapa u 3anyck
cepBucoB cuctembl 6esonacHocTn nHgopmaumm PARSEC.

Mo 3aBeplueHumn 3arpy3kmn OC nosiBnsieTcs OKHO, codepallee npurnalieHme ans ssoga
UMEHN 1 Naporns nonb3oBatens. B criyyae ycnewHoro NpoxoxaeHusa naeHTuukaumm n ayTeHTn-
dmkaummn nonb3oBaTento dyaet NpeanoxeHo BbibpaTb MaHAATHBIN YPOBEHb U KaTeropun, KOTopble
OyayT ucnosnb3oBaHbl NpU co3gaHuu ceaHca nonb3osatens B OC. Bbibop maHOaTHON MeTKU
OCYLLEeCTBNSETCA B COOTBETCTBMM C TEKYLLMMUN HACTPOMKaAMM MakCUMasibHOro 1 MMHUMarnbHOMo

YPOBHEW 1 MakCUMarbHOro 1 MMHMManbHOro HAbopoB KaTeropuii, YCTaHOBMNEHHbLIX ANS JAHHOIO
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nonib3oBaTend.

Bup okHa ans Beibopa MaHAATHON METKM (YPOBHSI U KaTeropwi) NpeacTaeneH Ha puc. 2

Brfiop MaHpaTHoOR MeTkK (test)

YPOEEHE! YpoBeHs_2 |~

prBEHh UENOCTHOCTH! low I'

Kateropma: Hert

Ly
Puc. 2 — OkHo BbIGOpa MaHOaTHON METKU

17.2. HacTtpounka napameTpoB, HeobxoaumbIix Ansa akcnnyartaumn OC

Mepen Havanom akcnnyataumm OC agmuHucTpaTop 6e3onacHOCTU AoMmKeH obecneunTb
BbINOSIHEHWNE CreayoLWMX YCNOBUIA:

1) MexaHn3M 3aMKHYTOW MNpOorpaMMHON cpeabl AOSKEH BbiTb HAacTpoeH Anga paboTsl B

wraTtHoM pexume (cm. [16.1));

2) ¢ ucnonb3oBaHWEM cpeacTB ynpaeneHus auckpeunonHsiMm MNP (cm. [3.3) nonb3osarte-

nsM JormkeH ObiTb 3anpeLleH JocTyn K 6ubnuoTteke libpcprofile. so;

3) ¢ ncnonb3oBaHWEM CpeacTB ynpasneHus mangatHeimu MNP (cm. BCEM OTYYyXaae-

MbIM HOCUTENSAM, UCNOSMb3YyeMbIM Ha 0ObEKTe IKCnIyaTtauuu, A0mKHbl 6bITb NPUCBOEHDI

MaHOaTHble METKW, COOTBETCTBYHOLWME rpudy obpabaTtsiBaemon nHgopmaummn. Bece otuyx-

AaeMble HOCUTENN OOMKHbI ObITh YYTEHbI PEXUMHO-CEKPETHBIM OTAENOM OpraHM3aumm,

3KCNyaTupyoLen aBToMaTU3MpoBaHHyO cuctemy. Micnonb3oBaHMe HEeyYTEHHbIX OTHYX-

AaeMbIX HocuTenen JOMKHO ObiTb 3anpeLleHo;

4) ¢ ucnonb3oBaHWEM CPEeACTB ynpaBneHmsa guckpeumoHHbivn MNP (cm. nonb3oBarte-

nsam, He obnagarowmmM NpuBMNerMsSMmn agMMHUCTpaTopa, AOMmKeH ObITb 3anpeLleH 3anyck

(ncnonb3oBaHMe) CpeacTB CO3A4aHUA CUMBOSTMYECKNX CChISNOK,;

5) cncnonb3oBaHUEM CpeacTB YrpaBneHns 3anyckoM CepBUCOB AOMKHa BblTb OTKIHOYEHa

cnyx6a gpm 418 NOaAEPXKKN MbILLIW B KOHCOSIbHOM PEXUME;

6) B criyyae paspelleHus MHTePaKTMBHOIO BXOAa Cyneprnonb3oBaTens root Ana NpeaoT-

BpalleHnsa nogbopa ero napons Heobxoanmo 3abnoknmpoBaTb BO3MOXHOCTb €ro yaa-

neHHoro Bxoga B OC nocpeacteom BktodeHUss PAM-moayns pam_securetty B chann

cueHapua /etc/pam.d/common-auth. [Insa satoro Heobxoanmo B «Primary block» B

yKasaHHOM (paine nepBon CTpoKon 4o6aBUTb:

auth required pam_securetty.so

7) ncnonb3ysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-

OMNacHOCTU»), 3anyLLEeHHYI0 OT UMEHW aAMUHUCTPaTopa Yepe3 MexaHu3m sudo (CM. anek-

TPOHHYIO CnpaBky), B kateropuun «MonnuTnkmn y4eTHon 3anncu» 3agaTb crnegyolme 3Hade-

HWA ON9 HAaCTPOMKM MNOMUTUKM Naponen:

a) «CnoxHocTb»:
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- «MuHumaneHaga gnuHa napons» — 8;

- ycTaHoBUTb bnar «MMHMMansHOe KOfIM4eCTBO CTPOYHbIX OYKB B HOBOM Mapo-
ney;

- ycTtaHoBUTb dnar « MMHUMarnbHOe KONMYecTBO 3arfnaBHbIX OykB B HOBOM Mapo-
ney;

- ycTaHoBUTb (pnar «MuHMMansHoe KonmyecTso LUMcp B HOBOM Naporey;

6) «Cpok gencreus»:

- ycTtaHoBuTb (hnar « MMHMManbHoOe KONM4eCcTBO AHEN MeXAy CMeHaMu Naposis»
1 B norne 3agatb 3HadyeHne «0 gHeny;
- ycTaHoBUTb hrar «MakcMmanbHoe KonNM4eCcTBO AHEN Mexay CMeHaMu naposns»
1 B none 3agatb 3HayeHmne «90 gHen»;

nnbo 3agatb HACTPOMKM NONIUTUKN NapOoren NyTeM KOPPEKTUPOBKM (hannos CLEHaPUEB:

a) B danne /etc/pam.d/common-password B CTpoke

password requisite pam cracklib.so yCTaHOBUTb 3HayeHMEe minlen=8 K

nobasuTb NnapameTpbl dcredit=-1, ucredit=-1 un lcredit=-1;

6) B hanvne /etc/login.defs Ans nepemMeHHon PASS MAX DAYS YyCTaHOBWUTb

3HaveHue 90.

[ononHuTenbHO HeobxoaMMOo 3anpeTnTb NOBTOPHOE UCMONb30BaHUE NOCNeqHUX YETbI-
pex naponemn, oTkoppekTuposas hann /etc/pam.d/common-password. [5s 9TOro B
yKaszaHHOM banrne B CTPOKE «. . .pam_unix.so» 4obaButb napameTp remember=4;
8) ucnonbays rpadudeckyto ytunuty fly-admin-smc («YnpasrneHue nonvtukon 6es-
ONacHOCTM»), 3anyLEeHHY OT UMEHN agMUHUCTpaTopa Yepe3 MexaHn3am sudo (CM. anek-
TPOHHYIO CnpaBky), B kaTteropun «MonuTnkM y4eTHON 3anucu» 3agatb criegyroline 3Have-
HUS1 ANS HAaCTPOWNKM BGNOKMPOBKMY:

- yCTaHoBUTb hnar «HeycnewHbIX NOMNbITOK» M B Norne 3agaTb 3Ha4YeHue 6;

- yctaHoBuTb chnar «lepnog 6nokMpoBKkM» K B none 3agatb 3HadeHne « 1800 cekyHay;
nmbéo  HacTpouTb  ONOKMPOBKY  YYETHOM  3anmMcK, OTKOppekTMpoBaB  hann
/etc/login.defs. [Ina aToro B ykasaHHOM danne ang nepemMeHHon LOGIN_RETRIES
YCTaHOBUTb 3Ha4YeHWe 6 U Ans nepeMeHHon LOGIN_TIMEOUT yCTaHOBWUTb 3HA4YeHue
1800;

9) ucnonb3ys rpaguyeckyto ytunuty £ly-admin-theme («lMporpamma «Tembl paboyero
cTonar), 3anyLeHHy OT UMEeHN agMUHUCTpaTopa Yepe3 MexaHn3M sudo (CM. 3NEeKTPOH-
HYH0 CnpaBKy), B pasaene «brnokmpoBka» ycTaHOBUTE cnar « bnokupoBatb akpaH vyepes»

N B nosne 3aaatb 3HaYeHne «15 MuH».
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17.3. YcnoBusa npumeHeHuUsA

17.3.1. YcnoBusa npumeHeHus OC

OC MOXeT ncnonb3oBaTbCsl B COCTaBe aBTOMAaTU3MPOBAHHbBIX CUCTEM, 0bpabaTbiBatoLmx
NMHpopmaumio, coaepallyo CBeeHUs1, COCTaBnsAoLLMe rocyaapCTBEHHYIO TalrHy, nNpu cobnoae-
HUWN YCIOBUIA N OrPaHNYEHUN, N3MOXEHHbIX B AoKyMeHTaumn Ha OC.

lMpoBepka uenoctHocTn agpa OC n gpyrmx KOMNOHEHTOB Npu 3arpy3ke/nepesarpyske, npu
HeobXo0ANMMOCTU, AOMMKHA OCYLLECTBATLCA NyTEM MPUMEHEHUS CePTUULMPOBAHHBIX annapaTHo-
NpPorpaMmMHbIX Mogynen JOBEPEHHOWN 3arpy3ku n/unm cpencTB JOBEPEHHON 3arpy3Kku.

[ns co3gaHna 3aluMLEHHON cpeabl BUPTyanu3auun nsgenue OOMKHO NPUMEHATLCS
COBMECTHO C annapartHbliM obecnevyeHneMm, nogaepXuBatoLLMM COOTBETCTBYHOLLME TEXHOSTOMMN
VT/SVM, B TOM 4ncne npm HeobxoaMMoCcTn NpegocTaBneHns 4OCTyna BUPTYyanbHbIM MallMHaM K
PM3NYECKUM YCTPOMNCTBAM.

Mpn ncnonb3oBaHun pasgenoB nogkadkn B OC HeobGxoamMmo akTMBMpoOBaThb B (hanne
/etc/parsec/swap_wiper.conf ux ouncTky cornacHo [8.1]

B kauyectBe (hannoBbix cuctem Ha HocuTensx nHopmaummn komnstotepos ¢ OC (B Tom
4yncrie CbeMHbIX MaLMHHbBIX HOCUTENSAX MHAPOPMaLMKN) OOSMKHBI UCMOMNb30BaTbCS TONMbKO hanno-
Bble cuctembl Ext2/Ext3/Ext4, nogaepxusatowime paclumpeHHble (B T.4. MaHAaTHbIe) aTpubyThl
nonb3oBaTenen n obecnevmsatrolime rapaHTUPOBaHHOE YHUYTOXEHUE (CTUpaHWe) nHopmaLmu.

MoHTpoBaHue ceTeBbIX ANCKOB B hannosyto cuctemy OC OOMKHO OCYLLECTBATLCA
TONbKO C ncnonb3oBaHnem dannoson cuctemol CIFS, nogaepxmBatollen paclumpeHHbie (B T.u.
MaHOaTHble) aTpmbyThl Nonb3oBaTenen.

B koH(urypaunmoHHom panne 3aliumuieHHOro cepsepa nedatu u3 cocrtaBa wu3ge-
nma /etc/cups/cupsd.conf He [onyckaeTcd YycTaHOBKa 3HayeHUA None nMapameTtpa
DefaultAuthType (OTKNIOYEHME ayTEHTUPUKALNN) U BHECEHNE U3MEHEHUI B NapameTpbl Nonu-
Tvkn PARSEC, He cOOTBETCTBYHOLLUX SKCMyaTauMOHHOM JOKYMEHTaLUUN.

Mpn wncnonb3oBaHuu 3awmuieHHoro cepBepa CYB[ un3 coctaa OC B pexunme
MaHOATHOro pasrpaHuYeHns OocTyna Heobxoammo B KOHdUrypaumoHHOM dhanne knacrepa
postgresqgl.conf onga napameTpa enable_bitmapscan ycTaHOBUTb 3HayeHue off n anga
napameTtpa ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHue false.

Mpu ncnonb3oBaHum 3awwmuieHHoro cepeepa CYB[ n3 coctaBa OC B pexxmme maHaaT-
HOro ynpaeneHnsa JOCTYNOM He JOMNYyCKaeTCs OTKoYaTh ayTeHTUMKaunio cybbekToB gocTyna
YCTaHOBKOWM B KOH(burypaumoHHoMm chawnne knactepa pg_hba.conf pexuma trust (6e3 ayTeH-
Tudukauun).

Mpun Mcnonb3oBaHUN 3aLLMLLEHHOrO KOMMeKca NporpaMmm 3MeKTPOHHOM MOYThbl U3 cocTa-
Ba OC B pexume MaHOaTHOro yrnpasreHust JOCTYNOM KOHUIrypaUMOHHbIE NapaMeTpbl areHTa

nepenayvn SﬂeKTpOHHOVI noytbl EXim n areHTa gocrtaBku 3]'IeKTp0HHOI7I noytel Dovecot He OOMKHBbI
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Aonyckatb OTNpPaBKy M NpMeM COODLLEHMIA ANTIEKTPOHHOM NOoYTbl 6e3 ayTeHTudmKkaunu.

Onsa wtatHon pabotbl OC He gonyckaeTcs OTKMYeHMe agMUHUCTPATOPOM CUCTEMBI
pacwmpeHns XPARSEC y X-cepsepa (Ucnonb3oBaHWe oTnagoyHon onuun XPARSEC=Disable B
KOH(purypaumoHHbix dannax X-cepsepa (cm. PYCB.10015-01 31 01).

lMpu ncnonb3oBaHUM nNakeTa gemu-guest-agent He OMNycKaTb 3anyck nNporpammbl
gemu-ga OT NPMBUNErMpOBaHHOIO Nosib3oBaTens (C ypoBHEM LENOCTHOCTU Bbille Hyns) ¢ na-
paMeTpoM -m unix-listen u napameTpamun -p U —t, ykasbiBalOLWMMN HA pannbl N COKETHI,
AOCTYMHbIE HENPUBUINEINMPOBaHHLIM CyObekTaM AocTyna (T.e. npoueccam C YPOBHEM LENOCTHOCTH,

paBHbIM HYIO).

17.3.2. YcnoBusa npumeHeHus MO
MO, obpasytoLee COBMECTHO C U3AENNEM AOBEPEHHYHO NPOrpaMMHYI0 cpeny, A0STKHO
NPUMEHATLCSA NpU cobnogeHnn cnegyowmnx yCrnoBuin:
1) HeobXOAMMOCTb M KOPPEKTHOCTL MCMNonb3oBaHns B O npuBunernin agMmHuCTpaTopa,
NpuUKNagHoro nporpaMmmHoro nHtepdenca nogcucremol 6esonacHoctn PARSEC, mangat-
HbIX NPUBUNErnn, PyHKUMOHMPOBAHUS B NPOCTPAHCTBE s4pa UNU TOMbKO Ha BbICOKOM
YPOBHE MexaHu3Ma MaHaaTHOro KOHTPONS LeNOCTHOCTU AOMKHbI 6biTb 060CHOBaHbI B
AOKyMeHTauumn Ha gaHHoe [10;
2) MO, nognexallee ceptudukaummn no TpebosaHnsam GesonacHOCTU MHOpMaLun 1
ncnoneaytowee nHtepnpetatopsl PHP, Perl, Python, TCL, Go n Ruby 13 coctasa nagenus,
AOIMKHO NPONTU CepTUDMKALMOHHbIE UCCNEAOBaHMSA COBMECTHO C HUMW. [py npoBeaeHum
Takux cepTudunKaumMoHHbIX nccnegoBaHnin JOMKeH ObiTb onpedeneH nepevyeHb cueHapu-
eB N0, ncnonHsiemMbix MHTEpNpeTaTopamMmm, 3apnKCUPOBaHbI X KOHTPOSbHbIE CYMMbI U
onpeaeneH perrnaMmeHT KOHTPONSA UX LeNoCTHOCTY;
3) MO npu obpaboTke 3anpoCOB MONb30BAaTENIEN HE OOIMKHO B3aMMOOEeNCTBOBaTb C
3awmweHHon CYB[ n3 coctaBa u3genus oT MMEHW nosib3oBaTens ¢ npuBuiernamm
PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC, NO3BOMSLWMMN UBMEHATbL MaHAATHbIE
aTpubyThl 3awmiiaembix obbektoB B CYB[;
4) MO, copepxallee ceTeBble cepBUCHI (MporpammMbl, obpabaTtbiBatoLme 3anpochl Nosb-
3oBaTenen ¢ npuMmeHeHnem npotokonos cteka TCP/IP), koTopble MCMOnb3yoT NpUBUNernm
(PARSEC_CAP_SETMAC n PARSEC_CAP_PRIV_SOCK) 1 NpuUKnagHomn nporpamMmmMHbIA UH-
Tepdenc nogencrtemol 6es3onacHoctn PARSEC 13 coctaBa usgenusi, 4OMKHO NPONTKH
cepTUPMKaUNOHHbIE UCCNeaoBaHNA, NoATBEPXKAALNE KOPPEKTHOCTb peanuaaummn yka-
3aHHbIX CEPBUCOB;
5) nporpamMmmHbIM KOMNOHEHT RabbitMQ He npumeHaTb Npu ogHoBpeMeHHOM 06paboT-
Ke OaHHbIX C pasfUYHbIMK YPOBHAMMU KOHpmaeHumMansHoCTU nnbo ana obecneveHns

B3anMOAENCTBNSA npoueccoB C pa3findHbiMMN YPOBHAMU OOCTYMA,
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6) ansa MO, ncnonb3yowero moaynb wsgi_mod ana Apache u3a cocrtaBa u3genus, B

AOKyMeHTaumn paspabotyuka MO gomkeH ObITb onpegeneH nepeyeHs cueHapues paboThbl

mMoaynsa wsgi_mod. Npu 3TOM JOMKHbI BbITb UCKMOYEHBI CLueHapum paboTbl wsgi_mod B

pexumax, npegycmatpmsarolimx paboTy BHE KOHTEKCTa Nofb3oBaTens U U3MeHSIoLWNX

npouecc ayTeHTUnkaumm;

7) MO, obpabaTbiBatoLlee OQHOBPEMEHHO AaHHbIE C PasnNYHbIMU YPOBHAMU KOHUAEH-

LManbHOCTN, He AOMMKHO MCMONb30BaTh NporpamMMHble nNakeTsbl Erlang.

MO, obpasytoLLiee COBMECTHO C U3fennem OBEPEHHYI0 NPOrpaMMHY0 cpeay, He AOMKHO
N3MEHATb anropuTM MPUHSATUSA peLleHns O NpegoCTaBneHn AOCTyna CyObeKkToB (nonb3oBatenem)
kK o6bektam OC 1 cogepkaTb CKPbITbIX UMW SIBHBbIX BO3MOXHOCTEN, NO3BONSAIOLLNX:

1) nogmeHATb dannbl obpasa agpa vmlinuz-*, Haxogswmecs B gupektTopun /boot,

hannbl Mogynen aapa, Haxoaswmecsa B gupektopumn /1lib/modules, u npodne danssl,

BXOAsLLMe B COCTaB u3genusi unu ctopoHHero MoO;

2) cTaTtuyeckn Unu gUHaMu4eckn 3MeHsITb Tabnuuy CUCTEMHbIX BbI3OBOB WM NOMSA CTPYK-

Typbl TUNa security_operations N UHLIX CTPYKTYpP TUNA *security*;

3) nepeonpenensTtb OCHOBHOW npowecc oC B KOHMrypaumoH-

HOM danne 3arpysdunka n3penus nytem YyCTaHOBKM napameTpa

init=<noyHHN_NOyTb_X MHCIOJIHAEMOMY_ Qamniny>;

4) N3MeHsATb NapameTpbl ayTEHTUdMNKALMM NONb30BaTENEN B KOHPUIYpaLMOHHBIX harnax

PAM-cueHapueB, Haxogdawmxcsa B katanore /etc/pam.d;

5) yctaHaBnuBaTb noarpyxaemsie mogynu ayteHtudpukaumm (PAM-moaynu), onpenens-

lowme maHaaTHble aTpubyThl ceccumn nonb3oBaTens ¢ ucnonb3oBaHnem dyHkunn API

6mnbnunotekn libparsec-mac nogcuctembol 6esonacHocTn PARSEC, nmeHa KoTopbixX

Ha4YMHaKTCA C NPednKCOB mac_set_, parsec_ UK pdp_;

6) yctaHaBnuBatb PAM-mogynu, onpegensitowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec—-cap NOACUCTEMbI

6esonacHocT PARSEC, nMeHa KOTopbIX Ha4MHaTCS ¢ NpedUKCoOB mcap UK parsec_;

7) ycTaHaBnuBaTb cepBepbl NevaTtu, No3BonsLmMe OCyLECTBUTb BbIBOA HA NevaTtb LOKY-

MEHTOB B 00X0A 3alUMLLIEHHOrO cepBepa nevatu n3 coctaBa usgenus;

8) ycTtaHaBnvBaTb MHTepnpeTaTopbl KOMaHA, 3aMeHSALWNe NHTEPNPETATOPbI, BXOASLMNE

B coctaB mnsgenus (bash, dash, PHP, Perl, Python, TCL, Go, Ruby);

9) nonyyaTb AOCTYN K namaTtu gpyrux npoueccos MO ¢ ncnonb3oBaHMeM nNpusunerum

CAP_SYS_ PTRACE M CUCTEMHOrO Bbl30Ba ptrace;

10) M3MEHATb CMCTEMHOE BpeMsi (ECNY Hannyme BO3MOXHOCTEN MO U3MEHEHNIO BPEMEHU

He NpeaycMOTPeHO OYHKUMOHAaNbHbIM HasHadYeHueMm [10);

11) ONHaMN4YeCKN U3MeHATb CerMeHT Koda Aapa OC n ucnonb3oBaTtb HEe3KCrnopTupyemblie
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cumeonebl agpa OC;

12) ocywecTBnATb AOCTYN K hanny ctl dannoson cuctemMol parsecfs Nnocpencrsom

CUCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnuoTek libparsec—*.

[nsa ynpaBneHus aBTopusaunen nonb3osatenen n obecneyeHnst paboTtbl CpeacTB pas-
rpaHMYEeHNsa OOCTyna B cCepBepe rmneprekctoBon obpaboTkm gaHHbix Apache2 mncnonbilyert-
cqa napameTp AstraMode B KOHUrypaUMoHHOM hanse /etc/apache2/apache?2.conf. o
YMOSYaHUIO PEXMM BKIOYEH, a napameTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3Ha4e-
HUIO AstraMode on. [InNA OTKNIOYEHUS pexmnma aBTopu3auum B KOHUrypaumoHHOM dhawnrne
/etc/apache2/apache?2.conf cnegyet 4o6aBnTb/M3MEHUTb NapaMeTp Ha AstraMode off.

BHUMAHMUE! Mpwn oTknioyeHHOM aBTOpM3aummn nonb3oBatenen Apache2 ocyuiectens-
€T BCe 3anpocCbl K CBOUM pecypcamM NocpeacTBOM TOSIbKO OQHOW CUCTEMHOW YYETHOU 3anucu
(no ymonyaHuto www-data), Kotopasa B criyd4ae HaCTPOEHHOW MOMUTUKM MaHAATHOrO KOHTpOns
LeNOCTHOCTN UMEET YPOBEHb LENOCTHOCTU paBHbIN 1.

Ona Hactponkn 6e3onacHon KoHdurypaumm cpegcts  3awmutel OC CH  pe-
KoOMeHOyeTcs yyuTbiBaTb MaTepuan cTpaHuubl  Astra  Linux Red-Book no agpecy

https://wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book.

17.3.3. YcnoBus UCKITIOYEHUA CKPbITbIX KaHanoB

[na MCKNoYeHUs CKPbITbIX KaHanoB (MHAPOPMAaLMOHHLIX MOTOKOB) NPWU 3aLiuTe OT Yrpo3bl
LIENOCTHOCTY UH(OPMAaLIMK UCTONb3YeTCsl MaHAATHBI KOHTPOMb LenocTHocTH (cm. [4.3), koTopbii
B YCIOBUSIX YCTAHOBMEHHbIX B KOMMNBIOTEPHOW CUCTEME YPOBHEW LIENTOCTHOCTM (YPOBHEN [OBEPUS)
obecrnevnBaeT HEBO3MOXHOCTb 3anvcy oTnpaBuUTeNeM C HU3KUM YPOBHEM OBEPUSA MHpopMaLmm
B 00beKTbl C 6ornee BbICOKMM YPOBHEM JOBEPUS.

[nsa ncknoyeHnsa BO3MOXHOCTU UCNONb30BaHNA OTNpaBuTenem u nonyyarenem obuiero
O6ydepa obmeHa B OC obecneunBaercs n3onaumsi NpoLeccoB (CM. |[/]) B COBOKYMHOCTN C OYUCTKON
obnacTel onepaTMBHON NamMsTV Npy ocBoboXaeHUn unu Bolaenexnum (cm. [8.1), a Takke obecne-
YeHue 3anycka NpoLEeCCOB B 3aMKHYTON OTHOCUTESNbHO OCTanbHbIX MPOLIECCOB Cpeae Nno NamsiTu,
B YACTHOCTM, UCMOSb30BaHWe pexuma knocka (cM. [16.2) n Xephyr B rpachuyeckoin nogcucteme,
obecneumBatoLmx nsonsaumo bycdpepa obmeHa.

Takum 06pasom, yCrioBUSAMU UCKITIOHYEHNS CKPLITBIX KaHanoB saBndaetcs peanudyemas OC
MonuTMKa AMCKPELMOHHOTO (CM. [3)), MaHaaTHOro ynpasreHus JOCTYNOM ¥ MaHAATHOTO KOHTPONS!
LenocTHOCTH (CMm. 4)), KoTopasi ABNSIETCS HEOTbEMSIEMOWN YacTbio MOAENN NONMTUKM Be3onacHoCTU
OC. C y4yeToM yKa3aHHbIX YCMOBUI SKCyaTauum CKpbITble KaHanbl Mo NamMsaTy He MoryT GbITb
peanvsoBaHbl, a N0 BpeMeHU KpanHe 3aTpydHeHbI, T.e. UMEIOT HU3KME MPOMYCKHYK CNOCOBHOCTb

N BEPOATHOCTb BO3SHUKHOBEHUA yCJ'IOBVIVI ana peann3auunn.


https://wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book
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17.4. NpoBepka NpaBUNILHOCTU 3anycka

B Cny4dae ycneuwHoro Bxoga nojib3oBarena B CUCTEMY NMpn HaBegeHNN MbIlLK HA NHON-
KaTop MaHOaTHbIX anI/I6yTOB B obnactu yBe,EI,OMJ'IeHVII7I Ha naHenum 3agad (pI/IC. B[) OTKPbIBAETCA

BCMJibiBawLlee OKHO, KOTOpPOE OoTpaXaeT TeKylwmne maHgaTHble anM6yTbI CceaHcCa nosrnb3oBaTtersis.

W

WMma: root

) j&\* MeTka! YpoBeHs_1:HW3KWAKaTerapua_1,KaTeropua_2:0x0!HaT:Hat

Sawmra 11 OAeMHaA

Pwuc. 3

Mpun npaBunbHoM 3anycke C3U gaHHble aTpmbyThl OMKHBLI cCOBNagaTh C BBEAEHHbIMU
nonb3oBaTtenem npu Bxoge B OC.
Kpome Toro, ansa nony4eHnst TEKYLLMX MaHAATHbIX aTpMOyTOB NONb30BaTenst MOXET ObITb

ucrnonb3oBaHa KOHCOmNbHaga yTunuTta pdp-id, onucaHme KOTOpOl7| npuBefeHo B man pdp-id.



B0 —
BOC —
EMN —
3NC  —
KC3 —
MKL —
HCo —
oc -
no —
[ -
c3an  —
C30C —
cno -—
CYBO —
oC -
an -

ACL —
ALD —
BIND —
CCR —

CIFS —
DAC —
DHCP —
DNS —
FTP  —
GD —
P —
IPC  —
LDAP —

MAC —
NFS —
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NMEPEYEHb COKPALLEHUA

0a3a JaHHbIX

BUpTYyanbHasa dannosas cuctema

eMHOe NPOCTPaHCTBO NOSb30BaTemNemn
3aMKHyTas NnporpamMmmHas cpega
KOMMNJIEKC CPeaCTB 3aLuThbl

MaHAaTHbIA KOHTPOMb LIEeNOCTHOCTH
HeCaHKUMOHMPOBAHHbIN AOCTYN
onepaumnoHHas cuctema

nporpaMmHoe obecneyeHune

npasuna pasrpaHMyeHus gocrtyna
cpencTBa 3awWwnTbl MHOpMaumm

ceTeBas 3alwmLleHHasn dannosasi cuctema
cheunanbHoe nporpammHoe obecneveHne
cuctema ynpasneHus 6azammn gaHHbIX
drannosas cuctema

QNEKTPOHHaA noanncb

Access Control List (cnucok koHTponsa gocrtyna)

Astra Linux Directory (eanHoe npocTpaHCTBO nosnb3oBaTtenen)
Berkley Internet Name Domain (cnyx6a AOMEHHbIX UMeH B ceTu VIHTepHeT)

Container Clearance Required (aTpubyT cnocoba goctyna K cogep>XuMoMy KOHTerHepa

B pamMKax MaHOaTHOro ynpaereHust 4OCTYNoMm)

Common Internet File System (o6wmin npotokon goctyna k dannam NHTepHeT)
Discretionary Access Control (guckpeunoHHoe yrnpasreHue JOCTYNoMm)

Dynamic Host Configuration Protocol (npoTtokon aAnHammMyeckon KoHduUrypauum xocTa)

Domain Name System (cnyx6a 4OMEHHbIX UMEH)
File Transfer Protocol (npoTtokon nepenayn gamnnos)
Group Identifier (naeHTUdMKaTOpP rpynnbl)

Internet Protocol (npotokon UHTepHeT)

InterProcess Communication (MexnpoueccHoe B3anMOaeNCTBUE)

Lightweight Directory Access Protocol (nerkoBecHbIn NpOTOKOS 4OCTYyMNa K cepBucam

KaTanoros)

Mandatory Access Control (maHgaTHoe ynpasneHue 4OCTYNoM)

Network File System (ceteBas cannosasa cucrema)
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NIS  — Network Information Service (ceTeBas nHdpopmaumoHHas crnyxota)

NSS — Name Service Switch (cnyx6a gna opraHnsaumm yHUOUUMPOBAHHOIO AOCTYyMNa K UH-
dopmauum 0 nonb3oBaTensix, rpynnax, cCeTeBbIX MMeHax, cnyxbax u T.N. Ha OCHOBe
KOHGUrypaLmm pasnuyHbiX UCTOYHMKOB, TAKMX KaK: SloKarnbHble dansbl, pasfimyHbie

cpenctea ceteBon nageHtTudukauum (DNS, NIS), a Takke LDAP)

PAM  — Pluggable Authentication Modules (nogrpy>xaemble ayTeHTU(UKaUMOHHbIE MOAYIN)
PID — Process Identifier (ngeHTudmkatop npouecca)
RFC — Request for Comments (BOKyMeHT, cogepxalimi TeEXHUYeCcKne cneumdumkaumm n ctan-

AapTbl, NpUMeHsiemMble B ceTn IHTepHeT)

RSA — Rivest Shamir Adelman (anroputm no cxeme OTKPbITOro Kroya)
SQL — Structured Query Language (s3blk CTPYKTYpPUPOBaHHbIX 3anpoCoB)
TCP  — Transmission Control Protocol (npoTtokon nepegaym gaHHbIX)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKnx gentarpaMmm)

UID  — User Identifier (ngeHTudmkaTop nons3osarens)
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Jlnct pernctpaunn nameHeHun

Homepa nucTos (cTpaHuu) Beero BxoasiLuuit

n nmcros Homep ;C?M:T%J:E:gl‘?o- Mognuck| Oarta
3M{ wnsmeHeH- | 3ameHeH HOBBIX @HHYNMPO- | (crpanuu) | mokymenTa 0 a0
HbIX -HbIX BaHHbIX | 1okymenTe AOKyMmeHTa
npaata

1 Bce PYCB.14.03-11 20.10.11
2 Bce PYCB.14.04-13 21.03.13
3 Bce PYCB.14.05-14 19.11.14
4 Bce PYCB.14.02-16 17.02.16
5 Bce PYCB.14.03-17 05.04.17
6 Bce PYCB.14.02-18 11.04.18
7 Bce PYCB.14.03-18 19.04.18
8 Bce PYCB.08-20 18.02.20
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