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1. ObLLUME CBELOEHUA

1.1. O pokyMeHTe

HacTtoswmn [OOKYMEHT $SIBASETCS MSTOM 4YacTbiO PYKOBOACTBA aAMMHMUCTPATOpPa Ha MPOrpaMMHbIN
Komnnekc «Jducnetyep noaxkatOUeHMM BUPTYanbHbIX paboumx mect Termidesk» (panee - Termidesk).
LoKyMeHT npeaHasHayeH Ans agMUHUCTPATOPOB CUCTEMbI U CETU.

B aTom pykoBoacTBe MpuBEAEHO Ha3HayeHWe, YCTaHOBKA M HACTporka KoMnoHeHTa «LLUnto3». Ons Toro
yTOOblI MONYYUTH MHPOPMALMIO O MeCcTe KOMIMOHEHTa B MPOrpaMMHOM KOMIJIEKCe, HeobxoamMMo
06paTUTBLCS KO BTOPOM 4YacTu pykoBoacTBa agMuHucTpatopa - CJTIET.10001-02 90 02 «PykoBoacTBo

agMuHUcTpaTopa. HacTpoika nporpaMMHOro Komrekca.

1.2 . HasHayeHue KoMnoHeHTa «LLinio3»

KomnoHeHT «LUnto3» (manee - LLnto3) Bxoamt B coctaB Termidesk. LLnto3 oTeBevaeT 3a TyHHennpoBaHue
NMPOTOKOJIOB [AO0CTaBKM, WCMOMb3YHOLWMX TPaHCMOpTHbIM npoTokon TCP, obecneuvBas oTaeneHuve
MHPPaACTPYKTYpbl paboymx MecT, HaxoOAWMXCS BO BHYTPEHHEN JIOKa/lbHOM CeTU, OT BHELLUHUX
JIOKaNbHbIX CETEN UK FNOBaNbHbIX CETEN.

LWnto3 siBnsetcs koMnoHeHTOM Termidesk M MoyeT yCTaHaBNMBaTbCA Kak COBMECTHO C KOMMOHEHTaMu
«YHUBepcanbHbIM AucneTyep», «MeHemkep paboumx MecT», Tak M OTAENbHO MNpPU HeobxoauMOCTU

obecrneynTb pacrnpeneneHHy KoHGUrypaumio.

1.3 . TpeboBaHus K NporpaMMHOMY U annapaTHOMy obecneyeHuo

Ons ycrtaHoBku LUnto3a MuHMManbHble annapaTHble TpeboBaHMS y3na [0/KHbI COOTBETCTBOBATb
CNnefyoLmMm:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* onepaTMBHas NamsaTb, He MeHee 4 ['b;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 1 'b;

* ceTeBOe coegmHeHune, He meHee 100 MéuT/c.

B cpepe dyHkumoHmpoBaHus LUnto3a pgomkHa ObiTb NpegBapuUTeNbHO YCTAaHOB/IEHA OMepaLMoHHas
cuctema (OC);
= Astra Linux Special Edition 1.7 (MMHumanbHas sepcus - 1.7.1);

» Astra Linux Special Edition 1.8 (MuHMManbHas Bepcus - 1.8.1).

1.4 . Tunorpadckme cornalueHus

B HaCTOALWLEM OOKYMEHTE NMPUHATDLI cnegyrouime TMI'IOFpaCIJCKMe cornawleHua:
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* MOHOWWPWHHBIA  WPUOT — WCMNONb3YETCH ANA BblaeneHUs ¢GparMeHTOB TEKCTa Mporpamm,
HanMMeHOBaHUIM (annoB U Manok (AMPEKTOPWUI), HAMMEHOBAHUI MAKETOB, MYyTEW MEPEMELLEHUS,
CTPOK KOMMEHTApMEB, Pas/IMYHbIX MPOrpaMMHbIX 3/1IEMEHTOB (OOBLEKT, Knacc, TUM, MepeMeHHas,
KOMaHAa, MakpocC U T. 4.), @ Tak)Ke BBOAUMOIO 1 BbIBOAUMOIO TEKCTA B PEXKMME KOMaHAHOW CTPOKMU;

" «KaBbIYKM» — TEKCT, 3aKJIFOYEHHbIM B KaBblYKM, MUCMOMb3yeTCs ANnsi 0603HAYeHUsT HaMMEHOBAaHWUM
[LOKYMEHTOB, Ha3BaHWM KOMMOHeHTOB Termidesk, MyHKTOB MeHO, HAUMEHOBAHUI OKOH, BKIAaAOK,
nonemn, Apyrux aneMeHToB rpaduyeckoro nHTepdenca, a Tak)xe BBOAMMOIO M BbIBOAMMOIO TEKCTa
B pexkMMe rpaduyeckoro nHtepderica;

» [kBappaTHble CKOBKM] — TEKCT, 3aKIHOYEHHbIN B KBajpaTHble CKOBKM, WCMONb3yeTcs Ans
HaMMEHOBAHWS 3KPaHHbIX KHOMOK;

» <yrNoBble CKOBKU> — TEKCT, 3aK/IHOYEHHbIA B YI/IOBble CKOBKM, UCMOMNb3YeTCa AN HaUMEHOBaHMS

KnaBuLl KnaBmatypbl.

Bbinyck ot Hos6psa 2024 4



@ TERMIDESK C/MET.10001-02 90 05

2. YCTAHOBKA U YOAJIEHUE KOMIMOHEHTA

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTtre npencrtasneH 6uHapHbiM dannom naketa MO B deb-dopmate. YctaHoBka B OC Astra

Linux Special Edition nponssoanTca M3 nokanbHOro peno3nTopusa, pacrnpocTpaHaeMoro B opmaTe iso-
obpasa.
MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMo0JIHMB 3anpoc yepes canT Termidesk: https://termidesk.ru/support/#request-support;
* yepes NM4HbIN KabuHeT: https:/lk-new.astralinux.ru/.

Ons nopkntoyeHus nokanbHoro penosutopusi Termidesk Ha y3ne, roe npepnonaraeTcs YCTaHOBKa,
HY>KHO:

* CKOMWPOBaTb B AOMALLIHUI KaTasor nosib3oBaTenst obpas agucka termidesk-<Bepcusa>.iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
sudo mount -o loop termidesk-<Bepcua>.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusi>.is0, yCTPOMCTBO 3aTEM MOHTUPYETCS B YKa3aHHbIW KaTanor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTasora repos MOAK/OYEHHOro obpasa Aucka B Katanor /var
nokanbHou ansioBOM CUCTEMBI:

sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NS pEKYPCUBHOIO KOMMPOBAHMA MOAKATaNOroB U (GanioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II'O‘-IEHHbII;i paHee o6pa3 ANCKa OT y3na:
sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCcKa NOATBEPXAEHUS YCTAaHOBKM;
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* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free" > /etc/
apt/sources.list.d/termidesk_local.list'

roe:

—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);

echo - KOMaHAa BbIBOAA TEKCTa, COBMECTHO C CMMBOJIOM «>» UCMOMb3YeTCs AN9 nepeHanpaBieHns
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;

deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHaa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;

* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:
cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
* y6eguTbCs, UTO KoY release@uveon. ru bbin ycnewHo nobasneH:

apt-key list

& B cnyuvae, ecnm ktoy He 0TOBpaXkeH B BbIBOAE KOMaHAbl, HEOBXOAUMO y6eamTbCs, YTO KoY GPG-
KEY-PUBLIC cywecTByeT:

cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce e cyliecTByeT, HEO6XOAMMO MPOBEPUTL MPABUIIbHOCTb BbIMOJHEHMS LIAroB Mo
[obassieHuIo penosnTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpu ycnewHoM BbIMOMHEHUM BCEX LUArOB KOMaHAA BbIBEOAET COAEPXMMOEe Kito4va B dopmaTe
Base64.

* 06HOBUTb AaHHble NakKeTHOro MeHeaXkepa:
sudo apt update

HaHHyto komaHay (sudo apt update) Heo6GXOAMMO BbIMOMHSATH MPU KaXAOM W3MEHEHWUW Crucka

NMCTOYHUKOB NMNakKeToB U1 I'Ipl/l n3MeHeHnun CO,EI,ep)KVIMOFO 3TUX MCTOYHUKOB.
2.2 . YcTtaHoska LLnto3a

Ona yctaHoeku LLInto3a Hy>kHO:

* OCTAQHOBWUTb M OTKJIOUUTL CNyxby LLinto3a termidesk-wsproxy, ecim OH paHee UCMOb30BaAJICA:

1 sudo systemctl stop termidesk-wsproxy
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2 sudo systemctl disable termidesk-wsproxy

* BbINO/MHUTbL YCTAaHOBKY termidesk-gateway M3 noakntoyeHHoro penosutopus Termidesk (cm.

noapasaen MNMonyyeHne nakeroB yctaHoBku B OC Astra Linux Special Edition):

sudo apt install termidesk-gateway

A [na obcnyxusaHma API-3anpocoB no coctosHuio LUnto3a HeobxoaMMo nocne yCTaHOBKM
LLnto3a 3apaTb napameTp urlCheckToken.
Ona peructpaummn Wntosa B cucteMe ynpaeneHuMs M MOHUTOpUHra Termidesk n oTcnexxusaHus
€ro aKTyaJlbHOro crtaTyca M3 nopTtafa agMuMHucTpatopa Termidesk, HY>XHO noc/ie yCTaHOBKM
LLInro3a 3apaTb napamMeTpsbl
coordinatorurl,
coordinatorUser,

coordinatorPass (cM.  noppaspen  [MapaMeTpbl  KOHPUrypupoBaHus
KOMIMOHEHTA).

3aBMCMMOCTM nakeTa termidesk-gateway:
* libc6 (>= 2.14);
» libgccl (>= 1:3.3.1);
» libssll.1 (>= 1.1.0);
* libstdc++6 (>= 5.2).

MpoBepka cocTosiHMA cny>6bl termidesk-gateway BbIMOMHAETCS KOMaHAOM:
sudo systemctl status termidesk-gateway
Crtpoka «Active» O0TObBpa)kaeT COCTOsSIHWE CepBUCa, rae CTaTyc «active (running)» cBUAETENbCTBYET

06 ycnewHoM 3anycke termidesk-gateway.

Lna npocmoTtpa yctaHoBneHHow Bepcuu LLinto3a termidesk-gateway BbINOAHUTB:

termidesk-gateway -v

©® HaunHas c Termidesk Bepcum 5.0 wusmenmnca APl-3anpoc Banupgaumm TokeHa Llnroza
termidesk-gateway A9 NOAKIOYEHUS K KOMMOHEHTY « YHMBEPCANbHbIM AMUCMEeTYEpY.
Mpu o0BHOBNEHMWU KOMMOHEHTa «YHMBEpCanbHbIM puchnetyep» wmnu Lno3a termidesk-
gateway Ha BepcMIO M3 COCTaBa MPOrpaMMHOro komnnekca 5.X Hy>HO Bpy4HyrO OBOHOBWUTH
napameTp urlCheckToken (cM. noppa3zgen lMapameTpbl KOHPUrypuMpOBaHUS KOMMOHEHTA) ANS
KOPPEKTHOM paboTbl.
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2.3 . YcTaHOBKa B peXXUMe 3aMKHYTOM NporpaMMHOM Cpebl

3amMkHyTass nporpamMmHas cpega (3IMC) aensieTtca cpenctBoM nosbiweHus 6GesonacHoctu OC nyTtem
KOHTPOJSIS  LENIOCTHOCTM  (HeuM3MeHHOCTM) arnoB. MexaHM3M KOHTpPONs peanu3oBaH B  BUAE
HeBbIrpy>kaemoro moayns aapa OC Astra Linux Special Edition (Moaynb digsig_verif),

BbINOJIHAOLLIErO NPOBEPKY 3N1eKTPOHHOM undposor noanucu damnos (SLLIM).

Mepep ycTtaHoBkoM kommnoHeHTa Termidesk HeobxoauMo ycTaHOBUTbL MakeT termidesk-digsig-keys,

BbINOJIHUB CnieaytoLlee:

* NoAKAUUTL peno3uTtopun Termidesk nnm nonyunTb oTaenbHbIM NakeT termidesk-digsig-keys

13 penosnTopud,

® BbIMNOJIHUTb YCTAaHOBKY C NCMNOJIb30BaHWNEM peENO3NTOPUSA:
sudo apt -y install termidesk-digsig-keys
* 16O BbINOAHUTb YCTAaHOBKY M3 deb-nakeTa:
sudo apt install -y /home/user/termidesk-digsig-keys—XXXXXX_amd64.deb

roe:

-y - KJIKOY 4718 NponycKa NMoaTBEP>KAEHMS YCTaHOBKM;
/home/user/termidesk-digsig-keys-XXXXXX_amd64.deb - pacnonoxeHue naketa termidesk-
digsig—keys—XXXXXX_amd64.deb.

* nepesarpy3utb OC:

sudo reboot
* BbINOJIHUTb YCTAHOBKY KOMMNoOHeHTa Termidesk.

LOna 3MNC MoxkeT ObITb BbINMOMHEHA aKTUBALMUS peXxkxuMa npoBepku BcTpoeHHou DL B paclumpeHHbIx
aTpubyTtax (DIGSIG_XATTR_MODE). B 3tom cnydae notpebyeTtcs noanucatb ¢annbl, KoTopble OyayT
NPOXOAUTb MPOBEPKY, Ha MMEIOLUMXCS B OpraHusaumm knwodax. MHdopmaums o npouecce noanucu u
aKTMBAaLMKM MeXaHM3Ma MNpoBepKM BCTpoeHHor DL B paclwmpeHHbix aTpubyTax npuBeaeHa B

cnpaBo4HOM LeHTpe Astra Linux: https://wiki.astralinux.ru/pages/viewpage.action?pageld=41190634.
2.4 . Ypanenwe LLintoza

Lna ypaneHus Wntoza termidesk-gateway Hy>Ho:

* yoanuTb 6e3 nogTBepXKaeHMsa termidesk-gateway:
sudo aptitude purge -y termidesk-gateway

" OYUCTUTb OCTaBLUMECH 3aBUCUMOCTU U KOHd)MpraLI,MMI
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sudo aptitude purge ~c -y

2.5 . O6HoBneHue LLnto3a

O6HoBneHne LWntosa termidesk-gateway BbIMOMHSAETCS MpOLELYPOM YCTAaHOBKM HoBoM Bepcuu. MMpu
obHoBNeHUM termidesk-gateway dann /lib/systemd/system/termidesk-gateway.service OygeT
nepesanucaH. KoHdburypauyoHHbin damnn LLntoza /etc/termidesk/termidesk-gateway.conf bygmeT

3aMeHeH dannoM /etc/termidesk/gateway.yaml.

~

©® Hauvnasa c Termidesk Bepcum 5.0 usmeHunca APl-3anpoc Banupaumm TokeHa LUntosa
termidesk-gateway AN9 NOAK/IHOYEHUS K KOMMOHEHTY « YHUBEPCANbHbIM AMUCHeTYep».
Mpn obHOBNEHUM KOMMOHEHTa «YHMBepcanbHbIM Apucnetvep» umnn Lnosa termidesk-
gateway Ha BepCUIO M3 COCTaBa MPOrpaMMHOro komnnekca 5.X Hy>XHO Bpy4HyrO OOHOBWUTH
napameTp urlCheckToken (cM. nogpa3gen MapaMeTpbl KOHGUIYPUPOBAHUSA KOMIMOHEHTA).

L

Mpn obHoBNEHWM pacnpeneneHHOM KOHbMIypauumM HeobXoAMMO YYecTb, YTO eCM paHee Ha y3nax co
LLnto3oM 6bin ycTaHoBNEH termidesk-gateway, HEOBXOAMMO CHayasla OOHOBUTL 3TU Y3/bl, U TOJIbKO
MOTOM - Y3/ibl KOMMOHEHTa «YHMBEpCasbHbIM AUCMETYEP» U Y3/bl KOMMOHeHTa «MeHemykep paboumx

MecT».
2.6 . MNocraHoBka LLInio3a Ha KOHTPO/b LIEIOCTHOCTH

Mocne ycTaHoBKM 1 HacTpouku LLInto3a Heo6xopMMo NOCTaBUTb €ro Ha KOHTPOJTb LLE/IOCTHOCTU.

Ona koHTpons wuenocTtHocTu wucnonb3ytoTcss BcTpoeHHble B OC Astra Linux Special Edition
rMnporpaMMHbie cpeacTBa Ha ocHoBe Another File Integrity Checker, npencraBneHHOro NakeTom
afick.

HacTponka pernaMeHTHOro KOHTPONS LENOCTHOCTU BbINOJHAETCS B KOHdUrypaumoHHoM dainne /etc/

afick.conf.

© Hactpoiky cregyeT nNpou3BOAMTb TONMbKO MOC/E OKOHYATENbHOMO BHEAPEHUS KOMMOHEHTA,
MocKkonbkKy C (annoB KoHPUrypauum U WUCHONHSEMbIX GanMnoB OyayT CHSATbl 3TaslOHHblE
KOHTPOJIbHbIE CYMMbl.

[na nocTaHoBKM Ha KOHTPOJb LenocTHocTu Lnto3a HeobxoanmMo 1o6aBuThb B KOHGUIYpaLMOHHbIM dann

/etc/afick.conf cnepyrowme CTpoKu:

/etc/systemd/system/multi-user.target.wants/termidesk-gateway.service PARSEC
/etc/termidesk PARSEC

/usr/bin/termidesk-gateway PARSEC
/usr/1lib/systemd/system/termidesk-gateway.service PARSEC
/usr/share/doc/termidesk-gateway PARSEC
/var/1lib/systemd/deb-systemd-helper-enabled/multi-user.target.wants/termidesk-
gateway.service PARSEC

7 /var/1lib/systemd/deb-systemd-helper-enabled/termidesk-gateway.service.dsh-also
PARSEC

oOuh wWNBRE
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8  Jetc/systemd/system/multi-user.target.wants/termidesk-gateway.service PARSEC
9

10

11 #Peno3ntopuin Termidesk

12 /var/repos/ PARSEC

ﬂ,l’lﬂ CHATUS 3TaNIOHHbIX 3HAYEHUN KOHTPONIbHbIX CYMM NCNONb3yeTCAa KOMaHAaa:
afick -1
,DJ'IFI NMPpOBEPKN COOTBETCTBUA KOHTPOJIbHbIX CyMM 3Ta/JIOHHbIM 3HA4YeHMNAM aBTOMAaTUYECKU CO30aH0TCA

3a4aHN4a B CUCTEMHOM N1aHUPOBLUUNKE BBAaHMﬁ cron.

[na py4yHom npoBepkM COOTBETCTBUS KOHTPO/bHbIX CYMM MCMOJIb3YETCS KOMaHaa:

afick -k

& B cnyyae oTCcyTCTBUS MO KaKOM-TMBO NPUYUHE UCMONHSIEMbIX PanoB * . pyc, OHM OyayT NOBTOPHO
creHepupoBaHbl npu nepe3sanycke cepepa Python. B 3ToM cnyyae HyXHO RoOBTOpHO
NPOVHULMANMU3NPOBaTb CPEACTBO PErSIAMEHTHOIO KOHTPOS LENOCTHOCTM afick.
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3. HACTPOMKA KOMMOHEHTA

3.1. O6wme cBepeHUA No HacTponke U GyHKLMOHUpoBaHUio LLinio3a
[na npoBepku cocTosiHus cnyx6bl LLnto3a ncnonb3yercs komaHaa:

sudo systemctl status termidesk-gateway

LLInto3 MoxkeT 6bITb BbIHECEH B AEMUNUTAPM30BAHHYHO 30HY CETEBOM MHMPACTPYKTYPbl OpraHU3auuu.
[Ons nogkntoveHns nonb3oBatener K paboumm mectam (PM) uyepes LUnto3 Heobxoanmo obecneymnTb
[OCTYMNHOCTb CETEBbIX MOPTOB, 334aHHbIX B KOHGUIypauMoHHOM daine gateway.yaml (CM. noapasgen
MapameTpbl KOHPUIYPUPOBAHUS KOMIMOHEHTA).

Wno3 termidesk-gateway He B3ammModencTByeT C Beb-cepBepoM, Kak 3TO Obl1o paHee npwu
MCNoNb30BaHUKM termidesk-wsproxy: 3anpocbl Ha NOAK/IKOYEHNE NPUHMMAET HEMOCPeACTBeHHO LLnto3 u

Janee HanpaenseT UX MO0 Ha MOCTaBLLMK PecypcoB, MO0 B BUPTYasibHY0 MawwmHy (BM).
3.2 . Peructpaums KOMIMoHeHTa B CUCTEME YNpaB/IeHUs1 U MOHUTOpUHra Termidesk

Lna ueHTpanvM30BaHHOIro YynpaBneHUss 00bekTaMu MHGPACTPYKTYpbl B Beb-uHTepdence Termidesk
peasn3oBaHa CUCTEMA YNpPaBIEHUS U MOHUTOPUHIa COCTOSIHUSI KOMMOHEHTOB.

Perncrtpaumsi KOMNOHEHTa B CUCTEME MPOUCXOAMT Yepe3 noakntodeHue K cepepy RabbitMQ, koTopbin
XpaHUT WHdOpMaumMio 00 y3ne KOMMOHEHTa W nepenaeT ee KOMMOHEHTY «MeHepkep paboumx
mMecT» (termidesk-taskman). Ona pernctpauum LLnto3a B cucteMe HeobxoauMo 3aaaTb 0bsi3aTeNbHble
napameTpbl coordinatorUrl, coordinatorUser, coordinatorPass (cM. nogpasgen [lapameTtpbl
KOHOUIypUpOBaHUS KOMIMOHEHTA).

Ecnu napameTp coordinatorUrl 3agaH, To nocne 3anycka LLInto3 nHMunupyeT nogkntoveHune K cepeepy
RabbitMQ. Bce 3anpocbl kK 3TOMy cepBepy OXWAALOT OTBETa B TEYEHWE BPEMEHMU, 3aJaHHOIO B NapameTpe
coordinatorTimeout, N0 UCTeYEHUN KOTOpOro UKcMpyeTcs owmbka nopkntoveHus. MNpu ycnewHom
noakntoveHun LLnto3 nepepaet ceor ctatyc ¢ URL nposepkn coctosHus (healthcheck) B dopmate
JSON u nepuoamyecku obHoBnseT ero. TavmayT OOHOBNEHMS CTaTyca 3a[aeTcs B MapameTpe

coordinatorRefreshTime.
3.3 . Hacrpomka 3awpmiueHHoro noakntodeHms K LLntosy

[ns HacTpoMKM 3aLMLLEHHOrO NoakatodeHns K LLnto3y Hy>KHO:
* CKOMMpPOBaTb 3aKpbITbiM KAtoy dopmata .key n cepTudukat dopmata .pem B KaTtanor /etc/

termidesk:

1 sudo cp /etc/ssl/private/ssl-cert-snakeoil.key /etc/termidesk/
2 sudo cp /etc/ssl/certs/ssl-cert-snakeoil.pem /etc/termidesk/
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®* Ha3Ha4UTb NpaBa NO NCMNOJIb3OBAaHUIO K/kKO4Ya U CepTMCI)MKaTa NnoNb30BaTeEN O term'idesk—gateway:
sudo chown termidesk-gateway:termidesk-gateway /etc/termidesk/ssl-cert-snakeoil.*
* MpegoCcTaBUTb MpaBa Ha YTEHUE KJToYa U cepTuduKaTa:

1 sudo chmod 640 /etc/termidesk/ssl-cert-snakeoil.key
2 sudo chmod 644 /etc/termidesk/ssl-cert-snakeoil.pem

* OoTpenakTMpoBaTb dann /etc/termidesk/gateway.yaml, ykasaB nyTM K dannaM Kjawya WU

ceptudmkaTta B napameTpax key u cert:

1 _valo: &sslprofo

2 key: ${sslKey:/etc/termidesk/ssl-cert-snakeoil.key}
3 cert: ${sslCert:/etc/termidesk/ssl-cert-snakeoil.pem}
& TMoppobHoe onucaHue danna /etc/termidesk/gateway.yaml copepXxuTcs B

noppasaene MapamMeTpbl KOHPUIYpUPOBaHUSE KOMMOHEHTA.
* BbIMOJHUTb Mepe3arpysKy Cay>kobl:

sudo systemctl restart termidesk-gateway.service

3.4 . MNapameTpbl KOHPUrYPUPOBaAHUS KOMMOHEHTA

MapameTpbl kKoHbUrypupoBaHusa LUntosa 3apatotcs B KoHdUrypauyoHHoMm davne /etc/termidesk/

gateway.yaml.

© Tlpu oBHOBNEHWM KOMMOHEHTa «YHUBEpCanbHbIK aucnetvep» wmunmu Lno3a termidesk-
gateway Ha BEpCMIO M3 COCTaBa MpOrpaMMHOro komnnekca 5.X Hy>kHo 06HOBUTb 3Ha4YeHWe ans
napamMeTpa urlCheckToken.

(® PeanusosaHa obpaTHas COBMECTMMOCTb C MpowsibiM (ainomM KoHdurypaumm: cann /etc/
termidesk/gateway.yaml peanusyeT MNOACTAaHOBKY 3Ha4YeHWW MapaMeTPOB M3 MePeMEHHbIX
OKpPY>KeHUS1, KOTopble bblNM 3a4aHbl B /etc/termidesk/termidesk-gateway.conf.

Lna 3apaHns napameTpoB KoHbuUrypuposaHusa LLntosa us danna Hy>kHO oTpegakTupoBaTtb dann /etc/
termidesk/gateway.yaml, yKkazaB HEOGX0AMMbIE 3HAYEHUS 4151 MAaPaMETPOB.

B npumepe danna 3HaueHMs napaMeTpoB user U pass Npeobpa3oBaHbl C MOMOLLbIO YTUAUTBI gwpasswd,
KOTOpas BXOAUT B COCTaB KOMIMOHEHTA.

Mpumep danna /etc/termidesk/gateway.yaml:

1 _valo: &sslprofe
2 key: ${sslKey:/etc/termidesk/ssl-cert-snakeoil.key}
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cert: ${sslCert:/etc/termidesk/ssl-cert-snakeoil.pem}
ca: ${sslca}

passphrase: ${sslPassPhrase}

dhparams: ${sslDhParams}

ciphers: ${sslCiphers}

gwservers:
- listen: ${wsServerIP:0.0.0.0}:${wsServerPort:5099}

websocket:

pingtimeout: ${wsIdleTimeout:30}
checktoken:

url: ${urlCheckToken:https://disp.termidesk.local/api/wsproxy/vl.1l/verify}
tcp_downstream:

reconnect: ${gwTCPReconnect:0}

listen: ${wssServerIP:0.0.0.0}:${wssServerPort:10000}
websocket:
pingtimeout: ${wsIdleTimeout:30}
checktoken:
url: ${urlCheckToken:https://disp.termidesk.local/api/wsproxy/vl.1l/verify}
tcp_downstream:
reconnect: ${gwTCPReconnect:0}
ssl: *sslprofo

mgtserver:

listen: ${mgtServerIP:0.0.0.0}:${mgtServerPort:8102}
path: ${healthCheckURL:/api/health}
token: ${healthCheckAccessKey}
ssl: *sslprofo
metrics:
path: ${metricsCheckURL:/api/health/metrics}
token: ${metricsAccessKey}

rabbitmq:

url: ${coordinatorUrl:amqgp://USER:PASS@disp.termidesk.local:5672/termidesk}
user: ${coordinatorUser:AES256:F406D42BBA34B79A02AF73FFD1713A82}

pass: ${coordinatorPass:AES256:9EQA2FBFE5BO3E31C8BC717C437D82E8}

timeout: ${coordinatorTimeout}

refreshtime: ${coordinatorRefreshTime:60}

single: ${coordinatorSingle:true}

exchange: ${coordinatorExchange}

routingkey: ${coordinatorRoutingKey}

loglevel:

info: ${logInfo:true}
debug: ${logDebug:false}

YT106bI NnoONy4YnTb I'Ip606paBOBaHHOE 3Ha4yeHue napameTpa C NOMOLWbHO YTUJTUTDbI gwpasswd, HY>XHO!

® BbIMOJIHUTb KOMaHAY:

sudo gwpasswd -e <3Ha4yeHwune>

roe:
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-e - K/IIoY 419 3anycka npeobpa3oBaHus NepeaaHHOM CTPOKMU;

<3Ha4yeHune> - CTpoKa, 3HaYeHne KoTopon ByaeT Npeobpa3oBaHo;

(® CywecTByeT TakKe BTOPOM Cnocob nepeaaqv CTPOKM Ha BXOA, YTUAMTe gpasswd:

echo <3HayeHve> | gwpasswd -e -

* npeobpa3oBaHHOE 3Ha4YeHWe byneT OTOOpakeHo B WHTepdence KOMaHAHOW CTpoku. [MonyyeHHoe
3Ha4YeHMe HeobXOoAMMO BHECTM B COOTBETCTBYHOLWMIK MNapaMeTp KOHMUrypaumoHHoro daunna ¢
npucTaBkom AES256:. 3HavyeHMe LOMYCKAaeTCs BHOCUTb Kak B paHee CyLlecTBytowmmn gann /etc/
termidesk/termidesk-gateway.conf, Tak u B /etc/termidesk/gateway.yaml. B

NpuBeAEHHOM BblLLE NpUMepe 3Ha4eHue bblfo NoACcTaB/IeHOo B napaMeTp $S{coordinatorUser}:

1 rabbitmq:
2 url: ${coordinatorUrl:amqgp://USER:PASS@disp.termidesk.local:5672/termidesk}
3 user: ${coordinatorUser:AES256:F406D42BBA34B79A02AF73FFD1713A82}

* BbINOJIHUTbL Nepe3arpysKy CAy>KObl:
sudo systemctl restart termidesk-gateway.service

MapameTpbl, ncnonb3yemole B danne /etc/termidesk/gateway.yaml nocne ycTaHOBKU, NPUBEAEHBI B
Tabnuue (cm. Tabnuua 1).

3agaHve napamMeTpoB MOXET MPOU3BOAMTLCS U MEepPeMeHHbIMU OKpYXXeHust B cdopmaTe: S{ENV} uam $
{ENV:DEFAULT}, roe DEFAULT - 3Ha4yeHuWe onsl NOACTAaHOBKMW, €CNU YKa3aHHas NepeMeHHas OKPY>XXeHUs He

HangeHa.

A Ecnv nepemMeHHas OKpY>XeHUsI CyLLeCTBYeT C MYCTbIM 3HA4YeHWMeM, TO MyCToe 3HadyeHue byaeT
noacTaeiieHo B /etc/termidesk/gateway.yaml BMeCTO MEPEMEHHOM, a HE 3HAYeHMe Mo
YMONYaHMUIO.

Hanpumep, ecnu HyXKHO 3a4aTb Yepe3 nepeMeHHble OKpYXeHus agpec IP_ADDR v nopT ANpocnyLInBaHuUs
cny>kbbl PORT, TO B KOHUrypaumMoHHOM darne /etc/termidesk/ gateway.yaml MOXHO M3MEHUTb

3HayeHue cnegyrounm 06p330M:

1 listen: ${IP_ADDR}:${PORT:8000}

JIn6o 3TK 3HaYeHMS MOXKHO 3a4aTb HarnpsaMmyto B danne, 6e3 UCMOb30BaHUS MEPEMEHHbIX OKPY>KEHUS,

TOrAa 3anmucb U3MEHUTCS K BUAY:

1 listen: "127.0.0.1:8181"
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Tabnuua 1 — JocTynHble nepemMeHHble LLinto3za

MapameTtp | OnucaHue

Cekuma valo: &sslprofo

_valo: &sslprofo MepemeHHas &sslprofO npeobpasyeT 3Ha4YeHWUS NapamMeTpoB
3aLUMLLEHHOrO MOAKJIFOHYEHMS B LWABNOH, KOTOPbIV 3aTEM MOXET
6bITb UCNONbL30BaH B ApYrMx YacTax danna gateway.yaml.

[ns ncnonb3oBaHus WabnoHa B COOTBETCTBYHOLLEN CeKLMM danna
cnepyeT co3gaTb napaMeTp ssl:xsslprofo.

3HaueHue xsslprof0 SBASETCA CCbIIKOM Ha LWAaboH 1
NOACTaBNSIET B COOTBETCTBYIOLLIEN CEKLMM MapaMeTpbl
3aLUMLLIEHHOrO MOAKJ/IFOYEHUS, 3aaHHble B LWAboHe
nepeMeHHom &sslprofo.

Mpumep:
1 _vale: &sslprofo
2 key: ${sslKey:/etc/termidesk/ssl-
cert-snakeoil.key}
3 cert: ${sslCert:/etc/termidesk/
ssl-cert-snakeoil.pem}
4
5 mgtserver:
6 ssl: *sslprof0
7 listen: ${mgtServerIP:0.0.0.0}:$
{mgtServerPort:8102}
8 path: ${healthCheckURL:/api/health
}
9 token: ${healthCheckAccessKey}
key: ${sslKey:/etc/termidesk/ssl-cert- MyTb K darny kntoyva ons coeaguHeHus SSL. MapameTp He nmeeT
snakeoil.key} 3Ha4YeHUS MO YMONYAHMIO.

Mpwu ncnonb3zoBaHMK cepTUDUKATOB M KtoUel Ha dainbl . key m
.pem HeobXoAMMO BblAaTb MpPaBa Ha YTeHWe KOMaHLOM:

1 sudo chmod 640 /etc/termidesk/ssl-
cert-snakeoil.key

2 sudo chmod 644 /etc/termidesk/ssl-
cert-snakeoil.pem

cert: ${sslCert:/etc/termidesk/ssl-cert- MyTb k darny ceptudmkata ans coegnHeHus SSL. MapameTp He
snakeoil.pem} MMeeT 3Ha4yeHUs1 N0 YMONYAHUIO
ca: S${sslca} MyTb kK KOpHEBOMY CepTUdUKaTY, Ha KOTOPOM BbIMYLLEH

cepTudmKart, yKasaHHbIN B napameTpe cert. lMapameTp He nmeeT
3HAYEHMS! MO YMONYAHUIO.

Mcnonb3yeTcs png NnpoBepku NOAJMHHOCTU YKa3aHHOIO B
napameTpe cert cepTudmKaTa

passphrase: ${sslPassPhrase} Maponb ans napbl «cepTudmkat + kntou». MNMapameTp He umeeT
3HaYeHMs MO YMONYaHUIO

dhparams: ${ss1lDhParams} MyTb k darny c kntovamm OQuddu-XennmaHa ans coefmHeHUs
SSL. MapaMeTp He UMeeT 3HaYeHUs MO YMOJTHaHWIO

ciphers: ${sslCiphers} Mcnonb3yeMbin anroputm npeobpazoBaHui ans coeauHeHums SSL.
MapameTp He UMeeT 3Ha4YeHMs MO YMONYAHUIO
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Cekumsa gwservers:

listen: ${wsServerIP:0.0.0.0}:$
{wsServerPort:5099}

HasHaueHue napameTpos y3na LLnto3a:

= wsServerIP - agpec npocnyLlmnBaHUA BXOAALLMX
MOAKIHOUEHUI;

* wsServerPort - MOPT NPOCAYLLUMBAHUS CNTYXKObI AN BXOAALLMX
MOAKJTIFOUEHUN.

3HayeHMs Mo YMONYaHUIo:
= wsServerIP:0.0.0.0;
= wsServerPort:5099.

Lns npotokona SSL Hy>KHO Mcnonb3oBaTh NapaMeTpbl
wssServerIP nwssServerPort u 3HayeHme 10000 pna Homepa
nopra:

listen:${wssServerIP:0.0.0.0}:${wssServerPort:10000}

@ Mpu wncnonb3oBaHuu npotokona SSL  obasatensHo
[O/MKHA ObITb HAaCTpPOeHa cekuma _valo: &sslprofo.

MopT npocnyLwimBaHUa cny>kbbl MOXKET BbITb Ha3HaYeH 06oMH,
34eCb NpuBeaeHbl CTaHAapTHble 3HadeHus. OaHako B ciiydae, ecium
HY>KHO Ha3Ha4YUTb NOPT U3 AMana3oHa obuienssecTHbIix TCP-
noptoB 1 - 1023, cneayeT yCTaHOBUTb UCMONHAEMOMY danny /
usr/bin/termidesk-gateway pa3pelueHue Ha UX MCMNOb30BaHKe:

sudo setcap 'cap_net_bind_service=+ep' /usr/
bin/termidesk-gateway

websocket:
pingtimeout: ${wsIdleTimeout:30}

TariMayT coeanHeHus (B ceKyHAax) K KOMNOHEHTY «KnneHT»
Termidesk.

MoxkeT NpMHUMaTbL 3Ha4YeHUs B MHTepBane ¢ 8 po 960, a Takke 0
(oTkntoueH).

3HaueHue No yMonyaHuto: «30»

checktoken:

url: ${urlCheckToken:https://
disp.termidesk.local/api/wsproxy/v5.1/
verify}

HazHaueHwue |P-appeca nnu FQDN y3na koMnoHeHTa
«YHUBepCcanbHbIM gucneTyep» ¢ ponbto «lMopTan nonb3osaTens»
ans obenyxxmeaHust AP1-3anpocos no coctosiHuto LLntosa. Mpwm
ykazaHum FQDN cTtouT yuntbiatb, 4to OC gonxkHa uMeTb
BO3MOXKHOCTb paspelunTb ero B |P-agpec.

Mpy 06HOBNEHNWN KOMMOHEHTA « YHUBEPCANbHbIN anucneTyep» u/
unn LLnto3a termidesk-gateway Ha Bepcuio U3 cocTaBa
nporpamMmHoro komnnekca 5.X cnenyet ncrnonbsosatb Bepcuto API:

= v1.1. 3Ha4yeHME MOXET UCMOb30BaTbLCS, OLHAKO B

nocnefyoLWmx BEPCUSX MOXKET ObITb yaaneHo;

* unu v5. 1. 3HayeHue pobaeneHo B Termidesk Bepcum 5.1.
Mpumep:
${urlCheckToken:https://disp.termidesk.local/api/
wsproxy/v5.1/verify},
roe:
disp.termidesk.local - FQDN y3na komMnoHeHTa
«YHuMBepcanbHbIl gucneTyep» c ponbto «lMopTan nonb3osarens».

Mpwn komnnekcHow yctaHoeke Termidesk 3HaueHune
disp.termidesk.local MOXeT 6bITb 3aMEHEHO Ha 127.0.0. 1.

Ecnu nporpamMmHbin komnnekc Termidesk ycTaHoBneH B
pacnpeneneHHOM BapuaHTe, CeflyeT U3MEHUTb 3Ha4YeHUue
disp.termidesk.local Ha BHewHui IP-agpec nnmu FQDN y3na
6anaHCMpPOBLLMKA Harpy3Ku

Bbinyck ot Hos6psa 2024

16



@ TERMIDESK

CNET.10001-02 90 05

MapameTtp

OnucaHue

tcp_downstream:
reconnect: ${gwTCPReconnect:0}

KonunuecTtBo nepenogkntoyeHunii LLntosa k BM.
MoxeT npuMHMMaTb 3Ha4veHus B nHTepsasne ¢ 0 oo 10.
3HaueHue No yMonyaHuto:«0»

Cekums mgtserver:

listen: ${mgtServerIP:0.0.0.0}:$
{mgtServerPort:8102}

3apaHue napameTpoB ans nogkatoveHus kK API LLintoza:

* mgtServerIP - IP-agpec unn FQDN poctyna k API Lnto3za.
Kopg, 200 B oTBeTe Ha API-3anpoc cBMaeTenbcTBYeT O
paboTtocnocobHocTu LLntoza. Mpu pacnpeaeneHHoM ycTaHOBKe
cnepyeT ykasaTb 3HayeHue 0.0.0.0 unu sBHo 3agatb IP-agpec,
HACTPOEHHbI Ha OAHOM U3 CeTeBbIX MHTEPdENCOB, 4Ns
aKTMBaLMU NpMEMa 3anpoCoB C BHELLHUX CUCTEM;

* mgtServerPort - nopt goctyna k API LWnto3a.

3HayeHusa no YMO/T4aHUIO!

* mgtServerIP:127.0.0.1;
= mgtServerPort:8102

path: ${healthCheckURL:/api/health}

AgZpec ans 3anpocoB nposepku coctosiHus LLntoza.
3HaueHue no ymonyaHuto: ${healthCheckURL: /api/health}

token: ${healthCheckAccessKey}

MapameTtp ana poctyna k API L ntosa. MapameTp He nmeet
3Ha4YeHUs1 N0 YMONYaHMUIO.

3HaueHMe MOXET BbITb NoJyYeHO U3

napamMeTpa HEALTH_CHECK_ACCSESS_KEY, onpeneneHHoro B
KOHdUrypaumoHHoM danne /etc/opt/termidesk-vdi/
termidesk.conf y3na «YHMBepcanbHOro gucretyepa.

Mpumep:

$
{healthCheckAccessKey:270cle6a4cd013a3824982458a26ec4
dcacl7f60f80a74098a62994f775351e2},

roe:
270cle6a4cd013a3824982458a26ec4dcacl7f60f80a74098a629
94f775351e2 - 3Ha4YeHMe, yKazaHHOe B NapameTpe
HEALTH_CHECK_ACCSESS_KEY KOHUrypaumoHHoro darina
«YHMBepCcanbHOro gucrneTyepa»

ssl: *sslprofo

HacTporika SSL

metrics:
path: ${metricsCheckURL:/api/health/
metrics}

Appec APl pns 3anpoca meTpuk y3na Lnto3za.

3HaueHue no ymonyaHuto: ${metricsCheckURL: /api/health/
metrics}

token: ${metricsAccessKey}

Kntou ans poctyna k API-3anpoca meTpuk y3na LLntoza. MNapameTp
He UMEET 3HAUYEHUS MO YMOJTHaHUIO.
Mpwv 3apaHnKM 3Ha4YEeHUS KNKOYa CiefyeT pyKOBOACTBOBATLCS
NMpaBuUJIOM, YTO:

= pasMmep K/tova gomkeH coctaenatb ot 0 go 64 cumeona;

* [O/IXKHbI UCMONb30BaTbCA CUMBOJIbI B LLIECTHAALATEPUYHOMN

cucteme (0-9, a-f).

Mpumep: ${metricsAccessKey:270cle6a4cd013a382498}

Cekumsa rabbitmq:
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url: ${coordinatorUrl:amqp://
USER:PASS@disp.termidesk.local:5672/
termidesk}

URL, conepskawmi IP-agpec (nnmu FQDN) un nopt (no yMonyaHuio
5672) ans noakntodeHust k cepeepy RabbitMQ, a Takxxe ouepesp -
termidesk. [MapamMeTp He MMeeT 3Ha4YEeHMS MO YMOJTHAHUIO.
Mcnonbsyembin dopmat: amgp(s) ://USER: PASS@<IP-
agpec>:<nopt>/termidesk.

USER 1 PASS Heobsi3aTeNlbHble MapaMeTpbl, OHM MOTYT BbITb
3apaHbl B napameTpax ${coordinatorUser} u $
{coordinatorPass}.

Mpumep: ${coordinatorUrl:amqp://
USER:PASS@disp.termidesk.local:5672/termidesk} .

Ha gaHHbIM MOMEHT noanep>kmnBaeTcs 3agaHue Tonbko ogHoro URL
Ans noakntoveHus kK cepeepy RabbitMQ.

MoaokntoueHWe MOXKET MCMOMb30BaTbCS KakK HE3aLULLEHHOE (B 3TOM
cny4ae yKasblBaeTcs amgp), Tak M 3awmieHHoe (amgps).

B cnyuae, ecnn RabbitMQ ycTaHoBneH Ha TOM ke y3ne
(nokanbHO), HY>KHO yKa3aTb:

${coordinatorUrl: amqp://127.0.0.1:5672/termidesk}

user: S${coordinatorUser}

Mms nonb3oBaTens pna nogkntodeHus K cepeepy RabbitMQ.
MapameTp He MMeeT 3Ha4YeHMs MO YMONYaHUIO.

Ecnu napameTp 3agaH, To OH MeHsieT 3HavyeHne USER B napameTpe $
{coordinatorurl}.

Mpu cTaHAApTHOM YyCTaHOBKE KOMMOHEHTa « YHMUBEpPCabHbIN
AMCheTyep» CTPOro no LOKYMEHTALMM B YAaCTW HAacTpoek danna /
etc/rabbitmg/definitions.json ucnone3lyerca $
{coordinatorUser:termidesk}

pass: ${coordinatorPass}

Maponb ans noaxntoueHus cepeepy RabbitMQ. MNapameTp He
MMeeT 3HaYeHMs NO YMONYaHUIO.

Ecnu napameTp 3apaH, TO OH MeHsieT 3Ha4eHMe PASS B napameTpe $
{coordinatoruUrl}.

Mpw cTaHZapTHOM YCTaHOBKE KOMIMOHEHTA « YHUBEPCAbHbIN
AVCheTyep» CTPOro no LOKYMEHTALMM B YaCTU HacTpoek danna /
etc/rabbitmq/definitions.json ncnone3syercsa $
{coordinatorPass:ksedimret}

timeout: ${coordinatorTimeout}

MHTepBan (B ceKyHAax) OKMAaHWa oTeeTa oT cepBepa RabbitMQ.
MapameTp He MMeeT 3HayYeHMs MO YMONYaHUIO

Mpumep: ${coordinatorTimeout:10}

refreshtime: ${coordinatorRefreshTime:60}

UHTepBan (B cekyHaax) obHoBNeHUs (nepeonybimKkaLmm)
perucTpaumoHHor Hdbopmauun (URL v apyrue paHHblie) LLntosa.
MapaMeTp He MMeeT 3HaYEHUS MO YMOTYAHUIO.

3HaueHue «0» OTK/IHOYaET aBTOMaTUYECKYHO OTMPABKY COCTOSIHUS
LLinto3a Ha cepeep RabbitMQ.

3HayeHue No ymonyaHuio: «60»

single: ${coordinatorSingle:true}

Cnocob nepegayn AaHHbIX.
MapameTp NpuMHMMaET 3Ha4YeHUs:

* true - AaHHble NepeaaroTCs A0 MepBOro NoATBEPXKAEHUS;
* false - JaHHble NepesaroTcs No unkny (6eckoHe4vHo).

3HayeHue Mo yMonyaHuio: true

exchange: ${coordinatorExchange}

KoopanHaTop MapLupyTM3aummn coobLeHUi, onpeaeneHHbii B
RabbitMQ. OTBevaeT 3a MapLUpyTM3aLMIO COOBLLEHWI B pasHble
ouepeaum. MapameTp He MMeeT 3HaYeHMs MO YMONYaHUIO

routingkey: ${coordinatorRoutingKey}

Kntou MappyTtusaumum RabbitMQ, ncnonbsyercs ans
MapLupyTM3aumMm 3agaum B ovepeam. Mapamerp He MMeeT 3HaYeHUs
MO YMOYaHUIO
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MapameTtp OnucaHue

Cekumsa loglevel:

info: ${logInfo:true} AKTUBaLMS peXkMMa >XKypHaampoBaHus ypoBHs «INFO»
debug: ${logDebug:false} AKTUBaLMs NOAPOBGHOIO peEXUMaA XXYPHANTUPOBAHUS YPOBHS
«DEBUG»

Lna nposepku coctosaHusa LLnto3a termidesk-gateway yepes yTuamty curl Hy>KHO:

" MONyYuTb 3Ha4yeHMe NepeMeHHOom HEALTH_CHECK_ACCSESS_KEY, onpeneneHHom B
KOHdUrypaumoHHoM danne /etc/opt/termidesk-vdi/termidesk.conf y3na «YHMBepcanbHOro
aucrneTtyepar;

* Ha y3ne LUnto3a oTpenakTvpoBaTb KOHPUIrypaLMOHHbIA ¢alin, NpUCBOMB NapameTpy token: $

{healthCheckAccessKey} nony4eHHoe 3Ha4yeHue, HaNnpuMmep:

token: $
{healthCheckAccessKey:270cle6a4cd013a3824982458a26ec4dcacl7f60f80a74098a62994f775351e2}

® BbINOJIHUTb KOMaHAY NPOBEPKU COCTOAHUA LLnto3a:

curl -v -s =X 'GET' "${HOSTNAME}:8102/api/health" -H 'accept: application/json' -H
"Authorization: Token ${healthCheckAccessKey}" --fail -w "\n%{http_code}\n"

Lna nonyyeHus nHdpopmaLmm no 4OCTYNHbIM apryMeHTaM KOMaHAHOM CTPOKM HYXXHO BbIMOJIHUTD:

termidesk-gateway --help

3.5 . XXypHanupoBaHue

[ns npocmoTpa xxypHana LLUnto3a termidesk-gateway MOXXHO BbINOAHUTD:

sudo journalctl -f -u termidesk-gateway.service

nnu:

sudo less /var/log/syslog
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4. NMPUHATBIE TEPMWUHbI U OINMPEOEJIEHUA

TepMuH OnpepeneHue
BanaHcupoBLmk CaMocTosiTeNbHbIN KOMMOHEHT, OTBEYAIOLLMI 3a pacrpefeneHne Harpy3ku Ha MHOXKECTBO
Harpyskm «YHMBepcanbHbIX aucnetyepos» u «LLintosos»

[ocTeBas OC

OC, dyHkumnoHupytowas Ha BM

KomnoHeHT
«MeHepykep pabounx
MecT»

KomnoHeHT Termidesk. OToensieMbii KOMNOHEHT MPOrpaMMHOI0 KOMIJIEKCA, OTBEYatOLLMI 33
B3aMMOAENCTBME C MOCTABLLMKOM PECYPCOB U YMPABIEHUS XXM3HEHHBIM UMKIOM PM, Bkatouas
CO34aHMe, HACTPOMKY, 3aMyCK, OTKJTHOUEHUE U yaaNeHue.

SiBnaeTcsa 06paboTuMkoM hOHOBbLIX 3a4au4.

YcTaHaBnuBaeTca U3 nakeTa termidesk-vdi. HaumeHoBaHue cnyx6bl nocne
yCTaHOBKU: termidesk-taskman.service

MocTaBwmk pecypcoB

OC, nnatdopMa BMpTyanmsaumm unm TepmMmHanbHbiii cepeep (MS RDS/STAL), npenocTasnstowme
BbIYMC/INTENbHbIE MOLLLHOCTU, PECYPCbl XpPaHEHUA AaHHbIX, @ TAKXKE CEeTeBble pecypchbl ANs
pa3melleHus doHgos PM

n POTOKO1 4OCTaBKU

Monnep>xmBaembin B Termidesk npoTtokon yaaneHHoro goctyna k PM

KomnoHeHT
«YHUBepcanbHbIn
avcneTyep»

KoMnoHeHT Termidesk. OTaenseMbii KOMNOHEHT MPOrpaMMHOI0 KOMIJIEKCa, OTBEYatoLLMI 3a
MAEHTUDMKaALMIO Nob30BaTeNen, HazHavyeHe MM PM u koHTponb foctaeku PM.
YcTaHaBnuBaeTcs U3 nakeTa termidesk-vdi. HanmeHoBaHWe cnyx6bl nocne ycTaHOBKM:
termidesk-vdi.service

KomMnoHeHT «LLnto3»

KomnoHeHT Termidesk. CaMocToATeNbHbIA KOMMOHEHT, OTBEYAKOLLMI 38 TYHHENIMPOBaHME
NPOTOKONOB AOCTAaBKM, MCMOMb3YHOLLMX TPAaHCMOPTHbIW npoTokon TCP.

YcTtaHaBnuBaeTcs M3 naketa termidesk-gateway. HanmeHoBaHuWe cny»6bl nocne yCTaHOBKU:
termidesk-gateway.service.

Kntou MpumMeHsieTcs B KoHTeKcTe danna, He onumm B koMaHae. MNocnenoBaTenbHOCTb NCEBAOCTYYaNHbIX
yuncen, creHepnpoBaHHasa 0cobbiM 0bpasom
CepTtudukar ApTedakT, coaepykalumin MHGOpMaLUmIo o Bnagesble Kkouda U NoATBEPXKAAOLWMK MPUHALNIEXKHOCTb

KJ1t04a BnagesnbLy
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5. NEPEYEHb COKPALLIEEHUIA

CokpalueHune MosicHeHUe

BM BupTtyanbHas MaluuHa

3MncC 3aMKHyTasa nporpaMMHasl cpesia

ocC OnepaumoHHas cucTemMa

PM Pabouee mecTo

oun DnekTpoHHas uudpoBas NOANUCH

API Application Programming Interface (MHTepdelic npuknagHoro
NporpaMMUpoBaHus)

FQDN Fully Qualified Domain Name (nonHocTbto onpeneneHHoe UMs IOMeHa)

HTTP HyperText Transfer Protocol (npoTokon nepenauu runeprekcra)

HTTPS Hypertext Transfer Protocol Secure (pacumpenue npotokona HTTP ons
NoAAepXKKU WndpoBaHUS)

IP Internet Protocol (MexceTeBon npoTokon)

JSON JavaScript Object Notation (cTaHAapTHbIM TekcToBbIM HopMaT Ans

CTPYKTYPUPOBaHHbIX JaHHbIX)

MS RDS Microsoft Remote Desktop Services (cny»6bl yaaneHHoro pabouero ctona
Microsoft)

SSL Secure Sockets Layer (kpunTorpaduyeckuii NpoToKon)

STAL Terminal Server Astra Linux (cepsep TepMuHanoB Astra Linux)

TCP Transmission Control Protocol (npoTokon ynpaBneHus nepefaver aHHbIX)

ubP User Datagram Protocol (npoTokon nonb3oBaTenbCkMx AaTarpamm)

URL Uniform Resource Locator (yHubuMLMPOBaHHbIN yKa3aTenb pecypca)
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