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AHHOTALUA

HacTtoawumn JOKyMEHT ABNSETCS pyKOBOACTBOM afMUHUCTpaTopa NporpaMMHOro nsgenus
«lMporpammHbin - kKOMNekc «CpeactBa Buptyanusdaumm «bpect» (MK CB  «bpect»)
POLIM.10001-02 (panee — MK CB) n npegHasHavyeH Ong agMUHUCTPATOPOB OnepaumoHHOM
cucTembl crneuunanbHoro HasHaveHust «Astra Linux Special Edition» PYCB.10015-01 ouepegHoe
obHoBneHne 1.7, ocywecTBNAKOLWMX YCTAaHOBKY U pa3BepTtbiBaHue MK CB.

B OookymeHTe npuBedeHO onucaHue nopsigka passepTbiBaHuA M Hactpounkm K CB ¢
ydyetoM ocobeHHocTen OC CH, noa ynpaeneHnem kotopon dyHkumoHunpyert MK CB.

[oKyMeHT npeaHasHayeH Ans NCNofb30BaHUA COBMECTHO C 3KCMyaTaumMOHHbIMWN LOKY-
MeHTamu cornacHo segomoctu PAOLIM.10001-02 20 01 «[MporpammHbin komnnekc «Cpencrea
BUpTyanusaumm «bpect». BegomocTb akcnnyatauMoHHbIX JOKYMEHTOBY.

PykoBoacTBO agMuMHUCTpaTopa COCTOUT U3 ABYX YacCTen:

- POLIM.10001-02 95 01-1 «[NporpamMHbIv kKomnneke «Cpeactea BupTyanusaumm «bpect».

PykoBoacTtBo agmuHucTparopa. Yactb 1»;

- POUIM.10001-02 95 01-2 «[lMporpammHbin komnnekc «Cpeacrtsa BupTyanu3aauumn «bpect».

PykoBoactBo agMuHucTpaTopa. Yactb 2».

B nepBoun 4actu pykoBoacTBa onvcaH Nopsaok pasBepTbiBaHUS Y NEPBUYHON HACTPOWKN
MK CB.

Bo BTOpOM 4YacTn pykoBOACTBa npeactaBneH nopsaok agmuHuctpuposaHus MK CB ¢
y4eTOM pOreBoro ynpasneHns JoCcTyna, UCNoNb30BaHUA cpeabl BUpTyanusauum, obecneyeHms
OTKa30yCTOMYMBOCTM N MacluTabnpoBaHus passepHyToro MK CB.

Mopsagok npumeHeHnsa cpeacTs 3awmTbl MHpopmauum MNK CB npuBegeH B JOKYMeEHTe
POLIM.10001-02 97 01 «[lMporpammHbin komnnekc «Cpegcrtea BupTyanusauum «bpect». Py-
koBoacTtBo no KC3». MNMopsigok npumeHeHna MK CB nonb3oBaTensaMn npMBeaeH B LJOKYMEHTE
PLLIM.10001-02 34 01 «[lMporpammHbin Komnnekc «Cpeactea BupTyanusauum «bpect». PykoBoa-
CTBO Mornb3oBaTens».

[ononHuTtenbHasa nHopMaums 0 NopsAgKe KCnyaTauun, a Takke BapuaHTbl peanuaauum

OTAEeNbHbIX peLleHnn nNpuBeaeHsbl Ha omumnanbHOM canTe wiki.astralinux.ru/brest.


wiki.astralinux.ru/brest
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1. OBLLME CBEOAEHUA

1.1. HasHauyeHuUe

MK CB npegHasHayeH ans ynpasneHna cpegon BupTyanusauuu, co3gaHue v 3awmTta
KoTopon obecnevnBaeTcs cpecTeamMm onepaLmMoOHHON CUCTEMbI CNeLmanbHOro HasHadveHns «Astra

Linux Special Edition» PYCBE.10015-01 ouepegHoe ob6HoBneHne 1.7 (aanee no tekcty — OC CH).
1.2. O630p apxXUTEKTypbI

CospgaHve 1 3awmTa cpefbl BUpTyanuaaumm obecneunBatoTca BCTPOEHHLIMU cCpeacTBaMu
OC CH, uHTerpmpoBaHHbIMK ¢ nogcuctemon 6esonacHoctn PARSEC, npegHasHayeHHoW ans
peanusaunmn yHkumin OC CH no 3awmte nHpopmMaumm ot HeCaHKLUMOHNPOBAHHOIO AoCTyna:

- moaynem agpa KVM, KoTopbln MCNOSb3yeT annapaTHble BO3MOXHOCTU apXUTEKTYpPbI

x86-64 no BupTyanusauum NpoLeccopoB;

- cpeacTBamMu amynsiumMm annapatHoro obecnedeHna Ha ocHose QEMU;

- cepBepoM BMpTyanusaumm Ha ocHose libvirt.

MK CB moxeT (yHKLUMOHNPOBaTb B ABYX peXMUMaX:

1) B cepBUCHOM pexnme Bce BM 3anyckaloTca OT UMEHU HEMPUBUNENMPOBAHHOMO MNOSb-

3oBatens. igeHtndukauma n ayteHTudmkaumsi nosib3oBaTenen OCHOBbIBAOTCS Ha UC-

nonb3oBaHuMM mexaHmama PAM, peanusosaHHoro B OC CH. NMpwn atom ayTeHTMdmKaums

OCYyLLieCTBNSIETCH ¢ NoOMOoLLbIO SiokanbHoW B[] nonb3osatenen (dann /etc/passwd) n no-

kanbHon B[l nonb3oBaTenbcknx naponen (pann /etc/shadow);

2) B OVCKPELMOHHOM pexnme obecneymBaeTcst OyHKLMOHMPOBaHME 3aLUULLEHHON Cpeabl

BMpTyanusaumm, B TOM YuCne OUCKPELUNOHHOE U MaHdaTHOe ynpaBneHue SOCTYNOM K

BM. B Takom pexume BM 3anyckaroTcst OT UMEHN JOMEHHOro rnorb3oBaTens, aBTopu3o-

BaBLwerocs B [1K CB. [1na paboTbl B AUCKPELIMOHHOM pexmnme Heobxoanmo, 4Tobbl Bce

KOMNbIOTEPBI, HA KOTOPbIX pa3BepHyTbl NporpamMmmMHble KoMmnoHeHThl MK CB, Bxoannu B

oavH gomeH FreelPA nnun ALD Pro.

Pexxum pyHKUMOHMpPOBaHWS ycTaHaBnmMBaeTcs Ha atane pasepTbiBaHus K CB. MNocne
YCTaHOBKM N MHULMaNM3aunum NporpaMmMHbIX KOMAOHEHT NepPeKNtoYeHne peXnmMoB YHKLMOHUPO-
BaHu4a MK CB He npegycMOTpeHo.

B MK CB BxogaT cnefgyowme nporpaMmmMHble KOMMNOHEHTbI CEPBEPHON YacCTH:

- cepBep BUpTyanusaumm — ans BO3MOXHOCTU CO3[4aHUS BUPTyarbHbIX MallvH nocpea-

CTBOM aMynsLMK annapaTHoOro obecneyeHuns;

- cepBep ynpasneHus — Arsi BO3MOXHOCTU ynpasneHus Yyepes Beb-nHtepeinc, ns Ko-

MaHOHOM CTPOKN (KOHCONbHbIN MHTepdenc) n ¢ nomowbio XML-RPC API.

B kauyecTtBe knuneHTckon Yactu K CB MoXeT BbICTynaTb CPeaCTBO BblYUCUTENBHOMN
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TEXHWKW, C KOTOPOro BbIMNOMHAETCA MOAKMIOYEHNE K CepBepY YyNpaBfeHus unm BUPTYyanbHOW
mawuHe (BM).

B kayecTBe AONONHUTENBLHBIX NPOrpaMMHbIX KOMMOHEHTOB (He BxogAaT B coctas 1K CB)
MOTyT BbICTynaThb:

- XpaHunuiie — cuctema, npeaHasHadeHHast ansa xpaHeHms obpas3oB OMCKOB BUPTYyarib-

HbIX MaLlnH. MoxeT ObITb NOCTpOoeHa Ha Ba3e cnefyLwnx TEXHONOMN XpaHEHNS:

- (hannoBoOn TEXHOMOMMN XpaHeHUs (C NCNONb30BaHMEM NoKanbHOW (hannoBon cucte-
Mbl UK KIacTEPHON hannoBOn CUCTEMbI, Hanpumep, ocfs2 nnn nfs),

- BNOYHON TEXHONOMMN XPaHEeHUs ¢ ucnonb3oBaHnem LVM,

- TexHonormnm xpaHexusi Ceph;

- KOHTponnep gomeHa — cnyxba, obecnevmBaroLan ayTeHTMdUKaLUmMo nonb3oBaTenen B

paMKax eQuHOro NpocTpaHCcTBa Nonb3oBaTtenen (He UCNOoMb3yeTcs B CEPBUCHOM peXnuMe

pabotbl K CB).

MpumevaHnue. B TK CB B kauecTBe cny0bl ynpaBneHns eanHbIM NpOCTPaHCTBOM

nonb3oarenen ncnonbadyercsa FreelPA n3 coctaa OC CH. Ecnn Ha o6bekTe akcnnyara-

LMN yXe nmeeTca HacTpoeHHbIn omMeH FreelPA, To passopadnBaTb JOMNONMHUTESbHbIN

KOHTponnep goMeHa HeT HeobxogmMmocTu. Bce cepBepbl BBOAATCH B CYLLECTBYHOLLUN

OOMEH.

MK CB moxeT ObiTb pa3BepHYT Kak Ha rpyrnne KOMMbTEPOB, Tak U Ha BUPTYarbHbIX
MalLMHaxX B Npeaernax O4HOro KoMnbtoTepa Ans TectupoBaHna. [Ana obbeanHeHns KOMMNbIOTEPOB,
obecneyeHUs BbINONHEHNS onepaumi ynpasneHus u NogaepXKkn BUPTYyarnbHbIX CETEN UCMONb3yeT-
Csl NoKanbHas CeTb.

MpumevaHue. [lonyckaetca pasBopadnBaTb HECKOSTbKO NPOrpaMMHbIX KOMMOHEHT
MK CB Ha ogHOM KOMNbtoTEpe.

BHUMAHMUE! B cBs31 ¢ 0CO6eHHOCTbIO (PyHKUMOHUPOBaHUS aoMeHa FreelPA, KoHury-
pauus, Npy KOTOPOWN pa3BopavMBaloTCA KOHTPOSNep AoMeHa u cnyxba cepBepa ynpaBneHnsa Ha

OOHOM KOMIMbOTEPE, HEJONyCTMMA.
1.3. NocnepoBatenbHocTb pa3BepTbiBaHuA MK CB

PasBepTtbiBaHne K CB BbinonHseTca nonb3oBateneM, co3gaBaeMblM Mpu yCTaHOBKe
OC CH, koTopbI BKNOYAETCA N0 YMOSYaHUIO B rpynny astra-admin. [onb3oBaTtensam, Bxoas-
LLMM B Ha3BaHHYO rpynny, yepes MexaHnam sudo NPeaoCTaBnaAlTCA nNpaBa as1s BbIMONHEHUS
aencteui no Hactporke OC CH, Tpebytowux npmusunernin cynepnonb3oBartens root. [lanee no
TEKCTY Takoun nonb3oBaTternb uMeHyeTcs agmuHucTpatopom OC CH.

[nsa passepTbiBaHus MK CB Heo6xoanMo BbINOMHUTL cregyowmne 4encTBus:

1) Ha komnbloTepax yctaHoBuTb OC CH. lMpouecc yctaHoBkn OC CH onucaH B OOKy-
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meHTe PYCB.10015-01 «OnepauyuoHHasa cuctema crneumanbHOro HasHadeHust «Astra
Linux Special Edition». PykoBoacTtso no ycraHoBke» (dann 0S-inst-help.pdf, pa3me-
LLIEHHbIA Ha YCTAaHOBOYHOM HOcuTene B AnpekTopun install-doc). Npun atom cnegyet
yuuTbIBaTb criegyouime oCobeHHOCTU YCTaHOBKM:
- Ha CcTpaHuLe «YcTaHoBKa 6a3oBoMn cuctembly» BblbpaTtb 90po 1inux-5.15-generic;
- Ha cTpaHuue «Bbibop nporpammHoro obecneyeHnsa» OONONHUTENBHO BbIbpaTh ANns
yCTaHOBKMN NYyHKT «CpeacTtBa yganeHHoro nogkntodeHna SSHy. MNyHkT «paduyecknii
nHTepdenc Fly» nonyckaetcs He BblbupaTtb A4S yCTAaHOBKY;
- Ha cTpaHuue «[JononHutenbHble HacTponkm OCx:
- ecnu nnanupyetcsa yHkumoHuposaHue K CB B OUCKPELNOHHOM pexume,
BblOpaTb MakCUManbHbIN YPOBEHb 3aLUMULLEHHOCTU « CMOMEHCK» UMW YCUMEHHbIV
YPOBEHb 3aLUNLLEHHOCTN «BOpoHEX».
BHUMAHUWE! MaHgaTtHoe ynpasneHue OOCTYNOM K aK3emnnspam (OyHKLUMOHUPY-
towmnx BM n pannam-obpasam BM goctynHo Ttonbko B OC CH, doyHKUMOHMPYLO-
LLIEN HA MaKCUManbHOM YPOBHE 3alnLLEHHOCTU (« CMOMNEHCKY);
- ecnv nnanunpyetcs dyHKumoHnposaHue MK CB B cepBucHOM pexnme, BbibpaTb
6a30BbLIN ypoBEHb 3aluneHHoCcTn «Openy;
2) Ha BCex KoMmnbloTepax ycTaHoBUTb onepatmeHoe obHoBneHne BIOJITIETEHD Ne 2025-
0319SE17 (onepatnBHoe obHoBReHNe 1.7.7) B COOTBETCTBUMN C YKa3aHUAMMU, Npeacras-
NeHHbIM B BronneTeHe.
3) HacTpouTb NOKarbHYK CETb, 0ObEANHSIOLYI0 KOMMNbIOTEPLI. MOpsSaoK HACTPOMKU CETU
npeacrtaeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarnbs-
Horo HasHauyeHus «Astra Linux Special Edition». PykoBogctBo agmmHuctpaTtopa. Yactb 1»
N3 KOMIMeKTa NoCTaBKu;
4) HacTpOUTb KOHTpoOsnep AoMeHa (He BbINOSTHAETCH, ecnun nnaHnpyeTcs yHKUMOHN-
poBaHue MK CB B cepBucHom pexume). NMNopagok HaCTPOMKM KOHTposrnepa AoMeHa
npeacrtaeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarb-
Horo HasHayeHus «Astra Linux Special Edition». PykoBogctso agmuHuctpartopa. Yactb 1»
N3 KOMMeKTa NOCTaBKu;
MpumevaHue. lNpn yctaHoBke OC CH Ha koMnboTEP, BLINOMHAKLWMNIA OYHKLNIO KOH-
Tponnepa OMeHa, Takke HeobxoaMMo BbibpaTb MakCUMarnbHbIA YPOBEHb 3aLUMLLEHHOCTM
«CMOMEeHCK» U YCUNEHHbIN YPOBEHb 3alunLLEHHOCTU «BopoHex».
5) BCe KOMMbIOTEPHLI BBECTU B JOMEH (HE BbIMOSHAETCS, €Cnuv NraHupyeTcsa yHKLUNOHNPO-
BaHue MK CB B cepBucHOM pexunme). [Nopsiaok BBoAa KOMMNbOTEPA B AOMEH NPEeACTaBMeH
B ookymeHTe PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema crneunanbHOro HasHave-

Hus «Astra Linux Special Edition». PykoBogctso agmuHucTpartopa. HYactb 1» 13 koMmnnekra
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NOCTaBKW;

6) yCTaHOBUTb U MHULMaANU3NpoBaTb CNyX0y cepBepa ynpasreHus Ha Heobxogumoe

KONMYECTBO KOMIMbIOTEPOB (CM. [2.3));

7) ecnu TpebyeTca obecneynTb OTKa30yCTOMYMBOCTb CUCTEMbI YNPaBNeHus, HAaCTPOUTb

B3aMMOZEeNCTBME CepBEPOB ynpaeneHus no anroputMy Raft (cm. [2.4).

BHUMAHMUE! lNopaepxka TexHonorun Raft peanusoBaHa TONbKO B OUCKPELIMOHHOM

pexume pyHkunoHmposaHus MK CB.

8) HacTpouTb noakntodeHune k Beb-uHTepdeiicy MK CB (cm. [2.5);

9) yCcTaHOBUTb M MHMLMANM3NPOBaTb CryXby cepBepa BUpTyanusaumm Ha Heobxoanmoe

KONMYECTBO KOMIMbIOTEPOB (CM. [2.6));

10) HacTpouTb XpaHunuiie (cm. pasgen [3);

11) HacTpouTb BUPTYyarnbHYto ceTb (cM. pasaen [4);

12) BbINOMNHUTL AOMOMNHUTENBHOE KOHUrypmpoBaHue crnyxbbl cepBepa ynpaBneHus

(cm. pasgen [9);

13) npuv Heo6XOAMMOCTU BbIMOSTHUTL AOMOMHUTENBHY HACTPOWMKY CUCTEM MOHUTOPUHra

W peructpaumm cobbiTuin (cM. pasgen [6));

MpumedvyaHue. Heckonbko aksemnnspoB MK CB moryT 6biTb 06beanHeHbl B eau-
HbIN LeHTp 06paboTkm n xpaHeHnsa gaHHbix (LIOX), Ha3biBaeMbi «deaepaumsa». NogpobHas

nHcpopmaums npeactaeneHa B pasaene [7]
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2. YCTAHOBKA MNMPOIrPAMMHbBIX KOMIMOHEHTOB MK CB

BHUMAHMUE! [lencTtBna no yctaHOBKE U HACTPOMKe nporpamMmMHbix komnoHeHToB MK CB
BbinonHsaoTca B OC CH nog yyeTtHomn 3anuckto agMuHuctpaTtopa OC CH ¢ BbICOKMM YPOBHEM

LleNOCTHOCTH.
2.1. NMoaroToBKa K yCTaHOBKe NMporpamMmmHbIX komnoHeHToB MK CB

Mepen yctaHoBKOW crnyXb cepBepa ynpasneHus u/vnn cepeepa BUpTyanusauuun Ha
KOMMbloTepe HEOOXOAMMO BbINONHUTL Criegyowime AenCTBIS:
1) HacTpouTb 4OCTYN K PENO3NTOPUSIM:
- OCHOBHOMY pPerno3nTopuio (peno3nTopuIo YCTaHOBOYHOIO AuCKa, main);
- onepartmMBHOMY 0B6HOBNEHNO ocHoBHOro peno3utopus 1.7.7 (BIOJTTIETEHD Ne 2025-
0319SE17).
Mpn aTOM MOXET ObITb yKazaH CETEBOW PENO3UTOPUA UMW KOMUS Peno3vTopusi B JO-
kanbHoun channoson cucteme (PC). [na Toro 4tobbl nogkntounTb penosuntopunn OC CH,

cnepnyet B dpanne /etc/apt/sources.list go6aBuTb CTPOKM BUAaA:

deb <nyTe_x_penozuropui> 1.7 _x86-64 main contrib non-free

Mpumepbl:

1. Konus penosuTopus B nokanbHOW ansioBon cucteme

deb file:/srv/repo/main/ 1.7_x86-64 main contrib non-free

deb file:/srv/repo/update/ 1.7_x86-64 main contrib non-free

rae /srv/repo/main/ — Katanor, B KOTOPOM pa3meLleHbl hainbl yCTaHOBOY-
Horo gucka OC CH (ocHOBHOM peno3nTopuii);
/srv/repo/update/ — Karanor, B KOTOPOM pa3meLleHbl pansibl onepa-
TUBHOrO OB6HOBNeHMsa ocHoBHoro penosutopusa (BIOJIJTIETEHL Ne 2024-
0830SE17).

2. nHtepHet-penosntopmun OC CH:

deb deb http://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-main/

/ 1.7_x86-64 main contrib non-free

deb deb http://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-/

update/ 1.7_x86-64 main contrib non-free

2) HacTtpouTb goctyn k peno3untoputo MK CB, npn aTom MoXeT GbiTb Yka3zaH CeTeBOM
peno3nTopun nnmn Konus penosntopua B rnokanobHon PC. [Ans Toro 4tobbl NOAKIOYNTD
penosutopun MK CB, cnenyet B danne /etc/apt/sources.list Aob6aBUTb CTPOKY

BMAA:

deb <nyTb_K_peno3uropuin> brest main non-free
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Mpumep

deb file:/srv/repo/brest/ brest main non-free

rae /srv/repo/brest/ — KaTanor, B KOTOPOM pa3MeLLeHbl hansbl yCTaHOBOYHOIo
auncka MK CB.

3) BbINOMHUTL NOBTOPHY CUHXPOHM3ALMIO (hainoB ONMCaHUIN NAKETOB C UX MCTOYHUKOM
KOMaHOou:

sudo apt update

4) BbINOMIHUTbL OOHOBMEHME NAKETOB KOMAHAOMN:

sudo astra-update -A -r

5) BBecTM komnbloTep B AOMeH FreelPA (He BbINONHAETCA ecrnu nnaHnpyeTcs qyHK-
unoHnposaHue K CB B cepBucHom pexume). MNMNopagok BBoga KoMmnbioTepa B AOMEH
npeacrtaeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarnbs-
Horo HasHayeHus «Astra Linux Special Edition». PykoBogctBo agMmmHucTpaTopa. Yactb 1»

N3 KOMMJIEKTa NOCTaBKW.
2.2. lononHuUTenbHas HaCTpPOMKa KOHTposiepa AoOMeHa

Ha koHTponnepe agomeHa Heo6xogMMo HAaCTPOUTbL MCMOMb3yEMY0 NONMUTUKY Naponen ans
obecneyeHus cnegyowmx TpedoBaHui:

- napornb Nonb30BaTenst JOMMKEH codepXaTb HE MeHee 8 CMMBONOB Npu andaeuTe napons

He meHee 70 CMMBONOB;

- MakcumasnbHOe KONMMYeCTBO HeyCrneLlHbIX NONbITOK ayTeHTudmnkaumm (BBoaa HenpaBuib-

HOro napons) Ao 6rokMpoBku — 4.

Mpumep

HaCTpOIZKa napameTpos MCHOﬂbSyeMOVI MONMNTUKA rlapone|7| C NMOMOLLUBbKO MHCTPYMEHTa
KOMaHD,HOVI CTPOKM ipa:

1) BbIBECTU 3HAYEHUA NapamMeTpoB I/ICI'IOJ'Ib3yeMOIZ MONMUTUKA napone|7| KOMaHLlOIZZ

ipa pwpolicy-show

I'Ipmmep BbiBOAA Nocrie BbINOJIHEHUA KOMaHAbI:

T'pynna: global policy

MakCHMaJIbHEM CPOK OercTBUs (B gHaAx): 90

MUHMMAJILHEME CPOK OedcTBUs (B uacax): 1

Pasmep xypHana : 0

Knaccu cumBosnioB: 0

MuHMMaJIbHAs OJINHA 8

MakcumMasibHOEe KOJHWUeCTBO omubok: 6

Vurepsan cbpoca omubok: 60

2) 3agaTb KONMMYECTBO MCMNOSb3YEMbIX KIlaCcCOB CMMBOSIOB paBHoe 4 (obecneumBaet

pasmep andasuta naponsa He meHee 70 CUMBOSIOB) 1 MaKCUMaribHOE KONMYECTBO OLIMBOK
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(BBOOA HEnpaBunbHOro naponsi) paBHoe 4. [1ns 3T0ro BbINOSIHUTL KOMaHAY:
ipa pwpolicy-mod global policy --minclasses=4 --maxfail=4

Mpumep BLIBOAA NOCE BbINOMHEHUS KOMaHAbI:
I'pynna: global_policy

MaKkCHUMaJIbHHM CpPOK mencTBus (B gHax): 90
MuHUMAJILHHNP CPOK OencTBUA (B uacax): 1
Pasmep xypHana : 0

Knacce cumBosioB: 4

MuHMMarnbHass OJMHa: 8

MaxcuMmasibHOE KOJIMUECTBO O].III/I6OK! 4

Uurepran cbpoca omubok: 60

2.3. YcTaHOBKa 1 MHMUManu3sauumsa cnyxbbl cepBepa ynpasneHusi

B gaHHOM nogpasgene npeacTtaBrieH NopsiAoK YCTAaHOBKM M MHALManu3aunm criy>xosbl
cepBepa ynpasreHus ans guckpeumoHHoro pexuma pabotbl MK CB. OcobeHHOCTM yCcTaHOoB-
KM MU MHUUMAnmM3auum nporpaMMHbIX KOMMOHEHTOB ANl CEPBUCHOrO pexuma pabotbl MK CB
npeacTaeneHsl B[2.8]

MpumeyvaHue. lNpouecc UHMLManu3aumm cnyxobl cepepa ynpasrneHns ¢ MOMOLLbHO
nnenbyka Ansible (13 coctaa OC CH) onuncaH B (2.7,

[ns ycTaHOBKM M MHUUManu3auumn cnyxobl cepeepa ynpasneHns HeobxoamMmMmo BbINOMHUTD
cnegyowine OencTBuS:

1) Ha KOMNblOTEPE YCTAHOBUTbL NakeT brestcloud-ipa KOMaHOOMW:

sudo apt install brestcloud-ipa

B otkpbiBiemcs okHe «JTMUEH3MOHHOE COIMALUEHUWE» HaxaTtb kHomnky [MpuHATL].

BHUMAHMUE! B npouecce yctaHOBKM nakeTa brestcloud-ipa nokanbHOMY agMUHK-

cTpartopy 6yoeT NpMCBOEH MaKCMMarlbHbIN YPOBEHb LIENTOCTHOCTM paBHbIn 127;

2) nocne ycTaHOBKM NakeTa brestcloud-ipa nepesarpy3nTb KOMMbIOTEP;

3) BbINOMHUTBL MHULMANM3aLUNIo CRYyXX0bl cepBepa yrnpaBreHnsi KOMaHOOMW:

sudo brestcloud-configure

B npouecce nHnumnanmsaumm cnyxbbl cepBepa ynpasneHns Heobxoammo:

a) BBECTU «uMsi aOMMHHCTpAaTOpa ipa-cepsepa» (MMSA agMUHUCTpaTopa AOoMe-
Ha FreelPA, 3agaHHOe BO BpeMs BbIMOMHEHUS eNCTBUIA MO YCTAHOBKE N HACTPOWKe
KOHTponsnepa AoMeHa) 1 HaxaTb knasuwy <Enter>;

0) BBECTU «maposib agMUHUCTpaTopa cepsepa» (Napofnb agMuHUcTpaTopa Ao-
mMeHa FreelPA, 3agaHHbI BO BpeEMS BbINOMHEHUS AENCTBUIN MO YCTAHOBKE M HACTpPOMKe
KOHTponsiepa AoMeHa) n HaxaTb knasuwy <Enter>;

B) 3adaTb «JIOCMH OJis aOMUHUCTpaTopa BpecTa» (UMS YY4E€THOM 3anucu

agmuHnctpartopa NK CB — agmunHuctpatopa cpencresa BupTyanusauum, KOTopbIn
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Oyoet BKMYeH B rpynny brestadmins);
BHUMAHMUE! B K CB 3apesepBupoBaHbl 1 He MOTyT ObITb UCMOSb30BaHbI Crieayo-
LLne MMeHa nonb3oBaTenen:

- admin,;

brestadmin;

oneadmin;

serveradmin.

Kpome TOro, B MeHu nonb3oBaTens He J0MyCKaeTCs UCMNofb30BaHMeE:
- cny>eBHbIX CUMBOIOB;
- OyKB B BEpPXHEM perucTpe;
- UMpoBOro 3Haka B Ha4yarne MMeHu nornb3oBaTens.
) 3agaTb «maposyb 071 aOMUHHCTpaTopa BpecTa» (Mapofb y4eTHOMW 3anucu aa-
MuHucTpartopa NK CB).
BHUMAHME! Maponb agmunHuctpatopa MK CB gomkeH yaoBneTBoOpsATh Criegyowmm
TpeboBaHUSAM CNOXHOCTU:
- naporb nornb3oBaTens JOIMKEH coaepxaTb He MeHee 8 CMMBOSIOB Npu andasute
napons He meHee 70 CMMBOSIOB;
- MakCcMMasnbHOEe KOSIMYECTBO HeyCneLlHbIX MNOMbITOK ayTeHTumnkaumm (seoga
HenpaBuNbHOro Napons) Ao 6riokMpoBkn — 4.

06 ycnewHon nHuumManmsaumm cnyxobl cepeepa ynpasneHnsa byaet cBMAETENbCTBOBATb
cnepywuias Hagnue:

HacrTpotixa npomsa ycremHo !
2.4. Anroputm Raft

2.4.1. O6wme cBeaeHus

[nsa obecneyeHus oTkaszoyctomyunBocTu cepBepa ynpasneHus B MK CB npumeHseTcs Tex-
Honorusa Raft. MNog TepMrMHOM «cepBep ynpasneHusa» nogpasymeBaeTcs KOMMNbITep, Ha KOTOPOM
ycTaHoBIeHa 1 nHMumManuavpoBaHa cnyx6a cepsepa ynpaeneHnus (cm. [2.3).

BHUMAHMUE! lNopaepxka TexHonorun Raft peanusoBaHa TONbKO B OUCKPELIMOHHOM
pexume dyHKumoHnpoBaHus MK CB.

Anroputm Raft no3sonser 06beanHATL HECKONBbKO 3K3eMMNSISipPOB cepBepa ynpaBneHus
B 30HY, KOH(UrypaLmo KOTOPON MOXHO MeHATb (806aBnaTh U yaanaTb 9K3eMnnsipbl cepBepa
ynpasreHusi), He npepbiBaa paboty NK CB. [Ina 3101 30HbI BbIAENSETCA nrasaroLwnii (CNOCOOHbLIN
npy HeoBxoaUMOCTM NepexoanTb OT OAHOIO ak3emnnsapa kK gpyromy) IP-agpec. 3 gocTynHbIX 3K-
3eMnnsipoB BblIbupaeTcs nuaep, KOTOPoMy NpUCBanBaeTCa paHee BblaeneHHbin IP-agpec. Jingep
obcnyxumBaeT BCce BXOAsLMeE 3anpockl. Bce nsmeHeHus Ha nuaepe CUMHXPOHU3UPYIOTCS C ocTarb-

HbIMW 3K3eMMNIisipaMu cepBepa ynpasneHus B 3oHe. Ecnu paboTa nuaepa npepbiBaetcs Ha 100
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MUINIMCEKYHA, TO BbIOMpPAETCS HOBbLIN NAEP M3 YMCna UCMPaBHbIX SK3EMMNIISAPOB. BbloeneHHbIn
Ans 3o0Hbl IP-agpec npucsanBaetca HoBoMy nuaepy. Takum obpa3om obecneymBaeTcs BbiCOKas
AOCTYMNHOCTb cepBepa ynpaBneHus.
[ns pabotbl Raft gormkHbl 6bITe cobntogeHbl cneayrowme TpeboBaHus:
1) HacTpoeH no KpanHen Mepe OANH KOHTPOSNep AOMEHa;
2) HacTpOEHO HeYeTHoEe KONMYecTBO (pekoMeHayeTcs 3 unu 5) ak3eMnnspoB cepsepa
ynpasneHusi (cMm. [2.3), npu 3TOM Ha BCex ak3eMnrisipax HYXHO yka3aTb OAMHAKOBOE UMS
y4yeTHou 3anucu agmuHuctpartopa MK CB;
3) HKM Ha 0QHOM U3 3K3EMNNSAPOB He pa3BepHyTa cnyxba apache?2 B pexume «AstraMode
offy;
4) BblgeneH IP ana HacTponkn nnasatowero IP-agpeca knacrepa;
5) HacTpoeH GecnaponbHbIn 4OCTYN AN1A NONb30BaTeNs root Mexay BCEMU 3K3emnnsapa-
MU cepBepa ynpaBneHus;

6) HacTpoeHo obLyee xpaHunuile anst obpasoB AMUCKOB N hansoB.

2.4.2. Hactpouka 6ecnaponbHOro goctyna anAa nonb3oBartensa root
YT1o6bl HAacTpouTb 6ecnaponbHbIv 4OCTYN ANs Nnonb3oBaTtens root HeO6X0AMMO BbINON-
HUTb cnegylowmne AeNCTBUS:

1) Ha KaXXOoM 3K3eMMndpe cepBepa yrnpaBrieHNUA co3aaTtb ssh-knto4 oT MMeHn nonb3oBa-
Tens root KOMaHAow sudo ssh-keygen. [1na Bcex napaMeTpoB OCTaBMATbL 3HA4YEeHUS
No ymon4yaHuio (cpasy Haxumatb knaeuwy <Enter>;
2) Ha KaXOoM 3K3eMAaApe cepBepa ynpaBieHNUA BbINOJIHUTb obmeH kntyamm KOMaHOa-
MW:
KEY=$(sudo cat /root/.ssh/id_rsa.pub)
ssh <local-admin>@<front-l-hostname> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""

ssh <local-admin>@<front-2-hostname> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized_keys\""

ssh <local-admin>@<front-N-hostname> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""
rae <front-N-hostname> — ceTteBoe umMms (hostname) N-ro ak3emnnsipa cepsepa
ynpasneHusa. [lonyckaeTcsi BMECTO UMeH yKasbiBaTb |IP-agpeca;
<local-admin> — UM#A NokKanbHOro agMUHUCTpPaTopa KoMnbloTepa, 3agaHHoe
npu yctaHoeke OC CH,;
a) npuv NOsIBNEHWM NpUrnalwleHns ans BBoga svaa:
Are you sure you want to continue connecting (yes/no)?

BBECTU «yes» U HaXXaTb KnaBuLly <Enter>;
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6) BBECTM Naposib TIOKaNbHOro agMMHUCTpPaTopa KOMNbOTEPA, 3a4aHHbIA NpKU yCcTa-
HoBke OC CH.

BHUMAHMUE! B Tom yncne HeobxoammMo BbIMOMTHUTL OOMEH KIto4aMu «cam Ha cebsy;

3) npoBepuTb OOMEH KntovYamu, aAnsa 3Toro:
a) B TepMuMHarne NepBoro aKk3emnnsipa cepsepa ynpaBneHns BbIMNOMHUTL BXo4 no ssh
Ha OpYyron 9K3emnnap KoMaHZown:
sudo ssh <front-N-hostname>
6) BbLINONHUTBL BXOA MO SSh Ha NepBbIN IKIEMNNAP cepBepa ynpaBneHns KoMaHOoMn:
sudo ssh <front-l-hostname>
rae <front-N-hostname> — ceTteBoe ums (hostname) N-ro ak3emnnsipa cepsepa

ynpaslieHNA. ,El,onyCKaech BMECTO MMEH YKa3blBaTb IP-a,u,peca.

HacTtpoiika cuntaeTca ycneLwHo 3aBepLUeHHOW, ecriv Nocrie BbINOMHEHNA KOMaHbI
ObIn ocyuwlecTBneH Bxog 6e3 napons;
B) nocriegoBaTernbHO 3aKpblTb ceccun ssh komaHgamu:
exit
exit
4) aHanornyHbeiM 06pa3om NpoBepuUTb BecnaporbHbIA 4OCTYN HA OCTarbHbIX AK3eMMNNApax

cepBepa ynpaeneHus.

2.4.3. HacTtpo#ka 30Hbl 06 beaNHEHNA IK3EeMINIAPOB cepBepa ynpaBreHus

[lns aBTOMaTM4YECKON HAaCTPOMKUN 30HbI, 0OBbEANHSOLLEN HECKOIBLKO 9K3EMMNSIPOB CepBepa
ynpaBrieHNsa, MOXHO BOCMOfMb30BaTbCA CKPUMNTOM brestcloud-raft-configure, KOTOpPbIA
3anyckaeTcs Ha O4HOM U3 CepBepoB ynpaBreHns oT UMeHn agMmnHuctpatopa OC CH komaHgon:
sudo brestcloud-raft-configure

B npouecce paboTbl MmacTepa HaCTpPONKN o6beanNHEHNS IK3EMMNAPOB cepBepa yrnpasrne-
HMSA Heobxoaumo:

1) ykasaTb KONMYEeCTBO IK3EMMIAPOB cepBepa ynpasrneHus;

2) yKkasaTb CeTeBOM MHTepdENC, Ha KOTOpbIA OyaeT HasHadveH nnasawowun IP-agpec

(06bbl4HO yKasblBaeTcs MHTepdenc, Ha KOTOPOM HaACTPOeH cTtaTudeckun IP-agpec);

3) ykasatb nnasatowmn IP-agpec;

4) nocnepoBaTeribHO yKa3aTb CETEBblIE MMEHAa IK3EMMISPOB cepBepa ynpaBrneHus;

5) ykasaTb KOpOTKOe nnasatowiee umsa (ata A-zanucb byaet 3adumkcnposaHa B DNS

FreelPA wnn ALD Pro);

6) ykasaTb Mms nonb3oBaTtensa agMmuHuctparopa MK CB.

Mocne 3aBeplieHnsa paboTbl MacTepa HacTPOVKM 06 beaMHEHNS IK3EMMNIIAPOB cepBepa
ynpasneHusi HeobxoanMo BbIMOMHUTL HAacTponky Bpaysepa Mozilla Firefox gns nogknoyeHus K
BeG-uHTepeiicy MK CB B cooTBeTcTBUM C[2.5]
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2.4.4. BbiBOoA 13 30HbI 00beANHEHUA 3K3eMINfApa cepBepa ynpaBrneHus
[ns BbIBOAa N3 30HbI 06beAMHEHNSA 3K3eMnNsipa cepBepa yrnpasreHna HeobxoanMo Ha

nmaepe BbINOJIHUTbL KOMaHAy:
sudo onezone server-del <ugeHTHUPUKATOP_ IOHED> \

<upgeHTHPUKATOP_yHaJiseMoro_DK3eMIlJisgpa>

2.4.5. BBop 3k3emnnsipa cepBepa ynpaBneHUs B 30Hy 06beanHeHus

ﬂ,J‘IFI BBOAa 3K3eMriidpa cepBepa ynpaslieHUA B 30HY O6'be,E|,I/IHeHI/I$I HeO6XO)I|,I/IMO BbIMNOI-
HUTb criegyowne AencTBus:

1) Ha KOMMbKOTEPE YCTAHOBUTL U MHULMANU3MPOBaTb Cryxby cepBepa ynpaBneHusi

(CM. , npun 3TOM HY>XHO yKa3aTb CyLleCTByLLlEE NMA yquH0|7| 3anncn agMmMHnUCTparTopa

MK CB;

2) npoBepPUTb, YTO CepBep ynpaBreHna HaxognuTcd B OQMHOYHOM peXxunve KOMaHLI,OIZZ

sudo onezone show 0

Mpumep BbLIBOOA NOCME BbINOMHEHUA KOMaHAbI:
*ZONE 0 INFORMATION *

ID : O

NAME : OpenNebula

ZONE TEMPLATE
ENDPOINT="http://localhost:2633/RPC2"

3) Ha HOBOM cepBepe ynpaBneHust HacTpouTb GecnaponbHbIA 4OCTYN AN Nofib30oBaTens
root Ha BCE M CO BCEX 3K3EMMIISAPOB cepBepa ynpaBreHus:;

4) Ha nuaepe caenatb 6ekan 6a3bl JaHHBLIX KOMaHOOM:
sudo onedb backup /tmp/db.backup -f -t postgresql -S localhost \

-u oneadmin -p "<naponb_BJI yupmepa>" -d brest
rie <mnapoJss_B]ll_supnepa> COOTBETCTBYET 3HAYEHUIO NapameTpa PASSWD, yKasaH-

HOMY B dpanne /etc/one/one.d/db.conf;
5) ckonupoBaTb Gekan 6a3bl JaHHbIX HA HOBbLIV CEPBEP YNpaBeHus, AN 3TOro Ha nuaepe

BbIMOJIHUTb KOMaHAY:
sudo scp /tmp/db.backup <new-front-hostname>:/tmp

rae <new-front-hostname> — ceTeBoe MMA HOBOIoO cepBepa ynpaBneHus. ﬂ,OI'IyC-

KaeTcAa BMeCTO CeTeBbIX MMEH YyKa3blBaTb IP-a/:l,peca;

6) Ha HOBOM cepBepe ynpaBlieHNss OCTaHOBUTL Cy0y cepBepa ynpaBrieHns KOMaHOoM:
sudo systemctl stop opennebula

7) Ha HOBOM cepBepe ynpaBrneHnsa BoCcCTaHOBUTb B[] komaHaon:

sudo onedb restore -f /tmp/db.backup -t postgresqgl -S localhost \

-u oneadmin -p "<naponb_Bll _HOBoOro_ceppepa>" -d brest
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rae <mnapoJib_BJl HOBOI'O__cepBepa> COOTBETCTBYET 3HAa4YEeHUI0 NnapameTpa PASSWD,

yKkasaHHoMYy B hbanine /etc/one/one.d/db.conf;

8) ckonvpoBaTb AMPEKTOPUIO «.oney», pa3MeLLeHHY0 Ha nuaepe, Ha HOBbLIN cepBep

ynpasneHusa. [1ns aToro Ha nuaepe BbINOMHUTL KOMaHAay:

sudo scp -r /var/lib/one/.one/ <new-front-hostname>:/var/lib/one/

rae <new-front-hostname> — ceTeBO€ MMsi HOBOroO cepBepa ynpasneHus. [lonyc-
KaeTcAa BMeCTO CeTeBbIX MMEH YKa3blBaTb IP-a/J,peca;

9) Ha nugepe [obaBUTb HOBbLIV cepBep yrnpaBrneHna KOMaHaom:

sudo onezone server-add <ugeHTHUPUKATOP_ IOHED> \

--name <IIOJIHOE_JIOMEHHOE_MMsl_HOBOI'O_cepBepa> —--rpc \

http://<nomHoe_ poMeHHOe_ UMs_HOBOI'O_cepBepa>:2633/RPC2
10) c nnugepa ckonupoBaTb dann KoHurypauum raft Ha HOBbIA cepBep yrnpaBneHus
KOMaHaom:
sudo scp /etc/one/one.d/raft.conf <new-front-hostname>:/etc/one/one.d/
rae <new-front-hostname> — ceTeBoe MMA HOBOIo cepBepa ynpaslieHUA. ﬂ,OI‘IyC-

KaeTcsl BMeCTO UMeH ykasbiBaTb |IP-agpeca;

11) Ha HOBOM cepBepe ynpasreHus B panrne /etc/one/one.d/raft.conf ckoppek-
TMpoBaTb 3Ha4YeHne napameTpa SERVER_ID (VILI,eHTVI(bI/IKaTOp HOBOIO cepBepa). |/|,D,eHTI/I-
CbI/IKaTOp HOBOIo cepsepa MOXHO MOoJ1y4YnTb, BbINMOJIHMB KOMaHAOY:

sudo onezone show 0

12) Ha HOBOM cepBepe ynpaBrneHus 3anycTuTb CnyX0y cepeepa ynpasneHus v nepesa-
nyCTUTb CJ'Iy)K6y Be6-|/|HTepcbe|7lca, BbIMOJNTHMB NnocrieaoBaTeribHO KOMaHAbI:

sudo systemctl start opennebula

sudo systemctl restart opennebula-sunstone

13) ¢ nuaepa ckonnpoBaTb cepTUdMKaTbl KOPOTKOrO NsiaBakoLero UMeHN KOMaHaom:
sudo scp /etc/one/ssl/<KopoTKoOe_IjlaBawumee_ HMs>.* \

<new-front-hostname>:/etc/one/ssl/
roe <new-front-hostname> — ceTeBoe MMA HOBOIO cepBepa ynpasJieHUA. ,D,OI'IyC-

KaeTcsl BMECTO CETEBOro MMeHu ykasaTb |IP-agpec;

14) c nugepa ckonuposaTtb (hansnbl KoHUrypauum apache Ha HOBbIW cepBep ynpasne-

HUA KOMaHOaMW:

sudo scp /etc/apache2/sites-available/ipa-one-apache2-float.conf \
<new-front-hostname>:/etc/apache2/sites-available/

sudo scp /etc/apache2/apache2.<kopoTkoe Imapammee ums>.keytab \

<new-front-hostname>:/etc/apache2/
roe <new-front-hostname> — ceTeBOe MMA HOBOIO cepeepa ynpasneHud. [onyc-

KaeTcsi BMECTO CETEBOro MMeHu ykasaTb |IP-agpec;

15) Ha HOBOM cepBepe ynpaBneHus NPUMEHUTL dairbl KOHUIypaLnun apache KOMaH-
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aamu:
sudo ktutil << EOF
rkt /etc/apache2/apache2.<xopoTkoe miaBawomee uMs>.keytab

wkt /etc/apache2/apache2.keytab

q
EOF

sudo a2ensite ipa-one-apache2-float.conf
sudo systemctl restart apache?2
16) npoBepuUTb KOPPEKTHOCTb HOBOMW KOHMUrypauum KOMaHOoM:

sudo onezone show 0

2.5. Hactponka Opay3epa Mozilla Firefox n nogkniouyeHue Kk BebG-uHTepdency
NK CB

B maHHOM nogpasgene npeacTtaBneH NopsiAok HacTponkn 6paysepa Mozilla Firefox ans
noakntodeHus k Be6-untepdgency MK CB, dyHKUMOHUPYOLWEMY B AUCKPEUNOHHOM pexnme. Oco-
©eHHOoCTN HacTporkn Bpaysepa Mozilla Firefox ansa cepsucHoro pexuma padotel MK CB npea-
ctaBneHbl B[2.8

Ynpaenernne K CB ocyuiecTtBnsgeTca C nomoulbio Beb-mHTepdenca no agpecy
https://<nonHoe_pnomeHHOE uMsa>/,
raie <mnoJjiHoe_JAOMeHHOe_MMs> — MNOSIHOe JOMEHHOE UMS KOMMbIoTEePa, Ha KOTOPOM

pa3BepHyTa crnyxba cepsepa ynpasneHus.

MpnumevaHune. MNMogknodeHue k Beb-nHTepdency MK CB MOXHO ocyLecTButb ¢ nobo-
ro KOMnbloTEPA, UMEIOLLIErO CETEBOM OOCTYN K CEPBEPY YNpaBreHus.

YUTtobbl HacTpouTb 6paysep Mozilla Firefox ons nogkntoyeHus k Beb-nHtepdenicy MK CB,
Heo6XoaMMOo BbIMONHUTL criegyouime AenCTBUS:

1) yctaHoBuTb Gpaysep Mozilla Firefox (ecnu npu yctaHoske OC CH He 6bin1 BbIGpaH

NyHKT «Cpeactea paboTbl B CETUY») KOMaHOOWN:

sudo apt install firefox

2) 3anyctuTb Bpaysep, Hanpumep, ¢ UCMNOSb30BaHNEM rpaduyeckoro nHTepgenica: «yck

— CeTb — Beb-6paysep Firefox»;

3) B agpecHylo CTPOKY BBeCTM about : config n Haxatb knasuwy <Enter>;

4) Ha OTKpbIBLUENCH CTpaHuLe «PacluMpeHHble HAaCTPOMKNY B Nosie Noucka BBECTU crie-

Aayrollee croBo: negotiate;

5) onga napameTpoB network.negotiate-auth.trusted-uris u

network.negotiate-auth.delegation-uris yCTaHOBUTb 3Ha4YeHUE:

«http://, https://»;

6) pob6aBuTb B UCKIIOYEHNE camonognucaHHblii SSL-cepTudmkart, ong aToro:
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a) nepewTn No agpecy: https://<nomHoe_[oMeHHOe uMs>:2616,
rjie <mnoJiHoe_HOOMEHHOe_MMs> — MOoJfIHoe JOMEeHHOEe NMA KOMMbIoTepa,

Ha KOTOPOM pa3BepHyTa crnyx6a cepBepa ynpasneHus,

6) Ha OTKPbIBLLUENCS CTpaHWLE C NpeaynpexaeHnem HaxaTb KHOMKY

[AononHuTenbHO], a 3aTeM — KHONKY [[IPUHATL PUCK U NPOAOIMKUTDL],

B) Ha oTKpbiBLencs cTpaHule «Open Nebula» BBOAUTb HUYETO HE HYXXHO;
7) aHanornyHbiM o6pa3om 4obaBUTb B UCKOMEHNE camonoanucaHHbln SSL-cepTudumkar
ansa nopta 29876 (Mcnonb3yeTca Ans NoAKNIYeHNs K yaaneHHomy paboyemy ctony BM).
OTKpbIBLLYIOCS CTpaHULy € coobuieHnem 06 owmnbke MOXHO 3aKpbITh;
8) nepentun k Beb-nHTepdency MK CB no agpecy https://<nomHoe_[oOMeHHOE_HMs>;
9) Ha  OTKpbIBLUEWCA  CTpaHuWue C  npegynpexgeHneM  HaxaTb  KHOMKY
[AononHuTenbHO], a 3aTeM — KHOMKY [[IPUHATL PUCK U NMPOAOIMKUTDL].
MpumeyaHune. Ecnn nogknioveHne K Beb-UHTepency ocyLLLeCTBISETCA HE OT UMEHN
AOMEHHOr0 Mosib3oBaTers, TO OTKPOETCH OKHO aBTopu3aLumu;
10) B OTKPLIBLLEMCSH OKHE aBTOPU3aLNN BBECTU UMSI U NAPOSb AOMEHHOW YYETHOW 3anncu
(Hanpumep, ayTeHTUUKaLMOHHbIE NapameTpbl agMmuHuctpatopa K CB, 3agaHHble BO
BpeMs  BbINOfIHEHUA  OEWCTBMMA N0 uHMUManu3aumm  cnyxbbl  cepBepa
ynpasrieHNna — CM. N HaXxaTb KHOMKy [BownTu];

11) Ha oTKpbiBLIENCS cTpaHuue «bpecT» HaxaTtb kHonky [BouTtu].
2.6. YcTaHOBKa U uHUUManusauma cnyxobl cepBepa BUpTyanusauum

B gaHHOM nogpasgene npeacTtaBrieH NopsAoK YCTAaHOBKM M MHULManNu3aunm criy>xobl
cepBepa BMpTyanuaaumm gnst QUCKpeLmMoHHoro pexuma pabotsl MK CB.

OcoB6eHHOCTH YCTAaHOBKM N MHMLManNmn3aumm cepBucHoro pexxnma paodotol MK CB npea-
ctaBneHbl B[2.8

MpumeyaHue. MNpouecc MHMUManusaumm cnyxobbl cepeepa BUpTyanusayum ¢ nomo-
Wwto nnendykos Ansible (M3 coctaa OC CH) onuncaH B|2.7]

[nga ycTtaHoBKM 1 nHMumanu3sauum cnyxbsl cepsepa BUpTyanusauum Heobxoanmmo BbInos-
HUTb crneaylolme JeNCTBuUS:

1) yctaHoBUTb nakeT ipa-libvirt-gemu KOMaHOOM:

sudo apt install ipa-libvirt-gemu

B OTKpbIBLUEMCH OKHe «JIMUEH3NOHHOE COIMALWEHWNE» HaXxaTb

KHOMNKY [[puUHATBL].

BHUMAHMUE! B npouecce ycTaHOBKM NakeTa ipa-libvirt-gemu NnokanbHOMy agmu-

HUCTpaTopy 6yaeT NPUCBOEH MaKCMMarsbHbIA YPOBEHb LEeNOCTHOCTU paBHbIn 127;

2) nepesarpy3vTb KOMMbIOTEP;



22
PAOLIM.10001-02 95 01-1

3) BbINOAHUTb MHMLManNM3aumto cnyxbbl cepsepa BUpTyanu3aumm KOMaHaou:

sudo ipa-libvirt-gemu-configure

B npouecce nHnynanusaunm cepeepa BUpTyanuaaumm Heobxogmmo:
a) BBECTU «uMs aOMMHUCTpaTOpa ipa-cepeepa» (MMS agMUHUCTpaATopa gOoMe-
Ha FreelPA, 3agaHHoe BO BpeMs BbINOMMHEHNA JENCTBUA NO YCTAHOBKE U HAacTpouke
KOHTponsepa AoMeHa) 1 HaxaTb knasuwy <Enter>;
0) BBECTU «mapornb agMUHHCTpPATOpa ipa-cepsepa» (Mapofib agMUHUCTpATO-
pa pomeHa FreelPA, 3agaHHbIM BO BpeMs BbINONMHEHUS OENUCTBUM MO YCTAaHOBKE U
HaCTpOWKe KOHTponnepa AoMeHa) 1 HaxaTtb knasuwwy <Enter>;
B) BBECTU «[IOJIHOE HOOMEHHOEe MHMs QPOHTAJILHOM MamuHH BpecT» (NOSHOE A0-
MEHHOE NMS KOMMbIOTEPA, HA KOTOPOM pasBepHyTa criy>kba cepBepa ynpasneHus) n
HaxaTtb knasuwy <Enter>.
BHUMAHME! Ecnn ons obecneyeHns oTkasoyCToOMYMBOCTU CNyXbbl cepBepa ynpas-
neHus npumMmeHsieTcs TexHonornst Raft, To Heobxogumo ykasbiBaTb NOHOE AOMEHHOE
UMs 3K3eMnnsipa cepeepa yrnpasreHnd, BbICTyNatoLLero B kKa4yectTse nnaepa;
r) BBECTU «MMsI JIOKAJILHOI'O AOMMHUCTPATOpa PPOHTAJIBHOM MAallWHEL
BpecT» (MUMSA NOKanbHOro agMmMHUCTpaTopa KOMNbIoTepa, Ha KOTOPOM pa3BepHyT
cepBep ynpasneHus) n Haxartb krnasuwy <Enter>;
[) BBECTU «IapoJsib JIOKAJIBHOIO aOMUHUCTPATOPa QPOHTAJILHOM MallWHE
BpecT» (Naporib NoKanbHOro agMUHUCTpaTopa KoMnboTepa, Ha KOTOPOM pa3BepHYT
cepBep ynpasneHus) n Haxartb krnasuwy <Enter>;

O6 ycneLwHoON MHUUManmM3auumn cepeepa BupTyanmsaumm 6yaeT cBMaeTenLCcTBOBaTh Che-

aywowas Hagnuceb:

HacTpotfika mnpomrna yCIemHO !

4) Ha BCex KoMnbloTepax (Kak BbIMNOMHAKOLEro (PyHKUMIO cepBepa yrnpaBneHusi, Tak u

BbIMNOMNHAKOLLEro OYHKLUUIO cepBepa BUpTyanusaunmn) B panne /etc/hosts gobasutb

CTPOKY BMAaa:

<IP-apgpec_cepBepa_BupTyanuzauun> <uUMs_CepBepa_BHUpTyaulalun>

rie <IP-ampec_cepBepa_supTyanusauun> — |[P-agpec HOBOro komnbioTepa, Bbl-
MOMHAOLLEro PYHKUUIO cepBepa BUpTyanusauuu,
<uUMsl_CepBepa_BUPTyasu3alun> — CETEBOE MMSI HOBOIO KOMMbOTEpPA, BbINOs-
HSAKOLLEero oyHKUMIO cepBepa BUpTyanusaumu,

5) Ha HOBOM KOMMbIOTEPE, BLINOMNHAKOLEM DYHKLNIO CepBepa BUpPTyanu3auuu, B hann

/etc/hosts gobasuTb IP-agpeca n ceTeBble MMEHa MMEIOLLMXCH CepBEPOB BUPTYyanunsa-

LN,

BHUMAHMWE! Ecnn gns obecneyeHuns oTkazoyCcTOMYMBOCTHM Cry>KObl cepBepa ynpasne-
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HUSA NpuMeHsieTcs TexHonorna Raft, To Ha kaxxgom ak3emnnsape cepeepa ynpaeneHnss Heob6xoanmo
HacTpouTb BecnaponbHbIM 4OCTYN AN Nonb3oBaTens oneadmin K HOBOMY KOMMbIOTEPY, BbIMNOM-
HAOLWEMY OYHKLMIO cepBepa BUpTYyanusauuu.

MpnmeyvyaHune. Ha ak3emnnspe cepBepa ynpaBneHusi, BbICTynalLLero B kKa4ecTse
nngepa, 6ecnapornbHbI 4OCTYN A4S Nonb3oBaTens oneadmin HacTpanBaeTCs aBTOMATUYECKM B
Xo[e uHuumanusauum cry>xobl cepsepa BUpTyanmsauuu.

YUTtoObbl HacTpouTb GecnapornbHbIN 4OCTYN ANs nonb3oBaTtens oneadmin, HA HOBOM KOM-
nbloTEPE, BbIMOMHSALEM QYHKLUMIO CEpBEpPA BUPTyanu3aumm, He0OXo0ANMO BbINOSTHUTL Cneayto-
Lme oencTems:

1) nonyunTb ssh-kntod nonb3oBaTens oneadmin OT 3K3eMMgpa cepBepa ynpasrneHus,

nMerLlero ctatyc follower. ,D,J'Iﬂ 9TOINo MOXHO BOCMOJ1b30BaTbCHA KOMaHﬂOVII
KEY=$ (ssh <local-admin>@<front-N-hostname> "sudo -u oneadmin /bin/bash \
-c \"/bin/cat ~/.ssh/id_rsa.pub\"")

rae <front-N-hostname> — ceTteBoe uMs (hostname) N-ro ak3emnnsipa cepsepa
ynpasneHusa. [lonyckaeTcs BMeCTO UMeH yKasbiBaTb |IP-agpeca;
<local-admin> — MMHA NOKanbHOro agMUHUCTpaTopa KOMMbTEpPa, BbIMNOHAO-
Lero (pyHKUUIO cepBepa yrnpasneHus;

2) npw nosiBNeHun npurnawleHns ans seogda Bvaa:

Are you sure you want to continue connecting (yes/no)?

BBECTU «yes» U HaxaTb knasuwy <Enter>;

3) BBECTM Naporib fI0KanbHOro agMMHUCTpaTopa KOMMbKTEPA, BbIMOMHAOLWEro OYHKLMIO

cepBepa ynpasreHus;

4) coxpaHuUTb NONy4YeHHbI Ssh-knoy nonb3oBartens oneadmin KOMaHAOM:
sudo -u oneadmin bash -c "/bin/echo ${KEY} >> \

/var/lib/one/.ssh/authorized_keys"
5) NOBTOPUTb NpeabiayLline warn ana octaribHbIX 3K3eMnndapoB cepBepa ynpaBleHus,

nmerwmx crtatyc follower.

2.7. UHnymanunsauma nporpaMmmMmHbix KomnoHeHToB MK CB ¢ nomowbio nnendéykoB
Ansible

B nomeHe FreelPA ¢ nomouwbio nporpammHoro cpeactea Ansible (M3 coctasa OC CH)
BO3MOXHO yAaneHHO MHULMMPpOBaTb CepBep YrpaBneHns 1 cepeep BUpTyanusauuu.

MpumeyvaHue. Ha komnbloTepax NnpeaBapuTenbHO JOMKHbI ObITh YCTaHOBMEHBI Na-
KeTbl brestcloud-ipa (ON9a cepBepa ynpasneHusl) unn ipa-libvirt-gemu (gNa cepsBepa
BUPTYanusaumm).

[nsa Toro 4tobbl MHMUMMPOBATbL CrYyXObl cepBepa ynpasneHus u cepBepa BUpTyanu-

3auuun, HeobxoaMMo Ha KoMMblOTepe, C KOTOporo 6yaeT NpoM3BOANTLCSA HACTPOMKa, OT UMEHMU
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agmunHucTtpaTtopa OC CH ¢ MakcMMarnbHbIM YPOBHEM LIENOCTHOCTM BbINOMHUTL Criedyowue warm:
1) yctaHoBUTb NakeT brest-ansible KOMaHOOMN:
sudo apt install brest-ansible -t brest
2) ckonuvpoBaTb kaTtanor ¢ nnenbykamu Ansible B JoMaLLHUI KaTanor, BbIMNONHUB KOMaHAYy:
cp -r /var/lib/brest-ansible $HOME

3) ckoppekTupoBaTb (hann ~/brest-ansible/inventory.ini

Mpumep

[all:vars]

### FreeIPA

freeipa_ server_ fgdn="astral.m.dom"

freeipa_admin="admin"

freeipa admin pass="Asdfl1234"

### BpecT

freeipa brestadmin="brestchief"

freeipa brestadmin_ pass="Asdf1234"

[brest-front]

brest_front ansible_host=’10.10.10.108" ansible_user=’toor’
ansible_password=’quertyl23’ ansible become_ pass=’{{ ansible_password }}’
[brest-nodes]

brest_node_1 ansible _host=’10.10.10.103" ansible_user=’toor’

ansible password=’quertyl23’ ansible become_ pass=’{{ ansible_password }}’

rae freeipa_server_ fgdn — nonHoe JOMEHHOE UMSA KOHTporsiepa JOMEHa,
freeipa_admin — nma agMuUHUCTpaTopa JOMeEHa;
freeipa_admin_pass — naponb agMMHUCTPaTopa OOMEHA;
freeipa_brestadmin — UMA OOMEHHOW y4YeTHOW 3anucu agMuvHUCTpaTopa
MK CB;
BHUMAHMUE! B NK CB 3ape3epBnpoBaHbl U HE MOryT OblTb MCMOMNb30BaHbI Crie-
Ayouie nMeHa nonb3oBaTenen:

- admin;

brestadmin;

oneadmin;

serveradmin.

Kpome Toro, B MMeHn nonb3oBaTens He JoMNyCKaeTCa UCNofb30BaHMWE:
- CnyeObHbIX CMMBOJIOB;
- OyKB B BEPXHEM PErUCTpPE;

- Ll,l/l(prBoro 3HaKa B Ha4alsie MMeHU nosrb3oBaTens.
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freeipa_brestadmin_pass — napornb agmuHuctparopa K CB.
BHUMAHMUE! MNaponb agmuHucTpaTtopa MK CB gomkeH yaoBneTBopsiTb cnegyto-
LM TpeboBaHMSIM CNOXHOCTW:
- napofb nosib3oBaTensa OOIMKEH coaepaTb He MeHee 8 CMMBOSOB Mpu arn-
draBuTe napons He meHee 70 CMMBONOB;
- MakcumarsnbHOe KONMYeCTBO HeyCneLLHbIX MONbITOK ayTeHTugrkaumm (BBoga
HenpaBuUNbHOro Napons) Ao 6riokMpoBKN — 4;
[brest-front] — rpynna gns onnucaHus cepBepoB ynpaBneHus;
[brest-nodes] — rpynna gns onnMcaHnsa cepBepoB BUPTyanu3auum;
ansible_host — IP-agpec nnu nonHoe JOMEHHOE UMsI KOMMboTEpPa (BbIMOMHS-
oLero yHKUMN cepBepa ynpasreHns unum cepeepa BupTyanusauun);
ansible_user — UM4 foKanbHOro agMuUHUCTpaTopa KoMnbloTepa (BbIMOMHAO-
Liero pyHKUMKM cepBepa ynpasneHus Unn cepeepa BupTyanuaaummn);
ansible_password — naposib JIOKanbHOro agMUHUCTpaTopa Komnbtotepa (Bbl-
nonHsitowero oyHKLMM cepBepa yrnpasneHns nnmn cepeepa BUpTyanusauum);
ansible_become_pass — naponb ans komaHabl sudo. Ecnn coBnagaet ¢ na-
pofieM agmuHUcTpatopa unum naposnb ans sudo He Tpebyetcs, ocTaBuUTb 6e3
M3MEHEHUN 3HavyeHne «{{ ansible password }}»;
4) nepenTn B Katanor ¢ nnenbykamum:
cd ~/brest-ansible
5) 3anyctntb NnNendyk KOHOUIypnpoBaHNS:
- KOMaHga ansa uHuumanusauum cepsepa yrnpasrieHuUs:
ansible-playbook brestcloud_ipa_configure.yml
- KOMaHAa ans nHuumManusauuu cepeepa BupTyanusayuu:
ansible-playbook brestcloud_ipa_kvm nodes.yml
O6 ycnewHon nHMumanuaalmm NnporpaMmMHbIX KOMNOHEHTOB ByaeT cBMAETENbCTBOBATL
cneaywoulas Haanuchb:

HacTpoiika mnpomrna ycCHIemHO !

2.8. OCOGEHHOCTU YCTAaHOBKM U WMHULManNu3auMm CEepBUCHOro pexuma paboTbl

NnKcCB

[nsa ycTaHOBKM U MHUUManmM3aumm cepsucHoro pexuma pabotsl MK CB Heobxogumo
BbINONHUTL cnegylowmne 4enCTBUS:
1) yCTaHOBWUTb M MHMLMMPOBATbL CNYXXOy cepBepa ynpasreHusi Ha Heobxoaumoe Konuye-
CTBO KOMMbIOTEPOB, AN 3TOrO:
a) YCTaHOBWUTb NaKeT brestcloud-base KOMaHOOMN:

sudo apt install brestcloud-base
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B otkpbiBwemca okHe  «JIMUEH3MOHHOE  COITIAWWEHVE»  HaxaTtb

kKHomMKy [MpuHATL];

MpumeyaHune. Bo Bpemsa yCcTaHOBKM nakeTa brestcloud-base aBTOMaTn4eCcku

OyaeT BbINONHEHa HMUManusauunsa cnyx6 cepsepa ynpasneHnsa n cepsepa BupTya-

nmnsauuu.

6) HasHaunTb Naponb NoKanbHOMY MONb30BaTeNto brestadmin KOMaHOOWN:

sudo passwd brestadmin

MpumedvaHue. Y4eTHada 3anucb nonb3oBatensd brestadmin co3gaeTcs aBToMa-

TMYECKM BO BPeMS YCTaHOBKM NnakeTa brestcloud-base.

B) nepesarpy3vTb KOMNbIOTEP;

2) yCTaHOBUTb M MHMUMUPOBATL CNyX0y cepBepa BUpTyanu3aunum Ha Heobxoanmoe Konu-
4YeCTBO KOMMbIOTEPOB, ANSA 3TOro:

a) YCTaHOBUTb NaKeT opennebula-node-kvm KOMaHOOMN:

sudo apt install opennebula-node-kvm

B otkpbiBwemca okHe  «JIMUEH3MOHHOE  COITIAWLEHVE»  HaxaTtb

KHoMKy [MpuHATBL].

0) nepesarpysuTb KOMMbIOTEP, BbINOMHAKOLWMIA (PYHKLNIO CepBepa BUpTyanusaumm;
MpumeyaHue. Ha komnbroTepe, BbINOMHALOLWEM YHKLMIO CepBepa ynpaBneHns, Criyx-
6a cepBepa BMpTyanusaumm yCTaHaBMMBaeTCa N MHULMUPYETCA aBTOMATUYECKM Npu ycTa-
HOBKe nakeTa
brestcloud-base.

3) HacTpouTb nogkntodeHue k Beb-nHtepdericy NK CB B 6paysepe Mozilla Firefox Ha
KOMMbIOTEPE, BbIMOMHAKOLWEM (PYHKUNIO cepBepa ynpasneHus, (unv Ha nodon gpyromn
MaLUnHe, UMeloLen CETEBOW AOCTYN K 3TOMY KOMMbIOTEPY), ANs 3TOro:

a) ycrtaHoBuTb 6paysep Mozilla Firefox (ecnun npn yctaHoBke OC CH He 6bin BbibpaH

nyHKT «Cpencrtea paboTbl B CETU») KOMaHOOWN:

sudo apt install firefox

0) 3anyctutb Bpaysep, HanpuMmep, C UCNOSIb30BaHUEM rpadmyecKkoro nHTepdenca:

«lMyck — CeTb — Beb-6pay3sep Firefox»;

B) Ao6aBuTb B UCKNIOYEHNE CaMONOANMCaHHbIN ssl cepTudukar, Ansa aToro:

- nepenTn No agpecy: https://<nomnHoe_pomeHHOEe_ umMs>:2616,
rje <mosjHoe_[OMeHHOEe_uMsi> — MOfHOe AOMEHHOE NMS KOMMbloTepa,
Ha KOTOPOM pa3BepHyTa crnyba cepsepa ynpasrneHus,
- Ha OTKpbIBLUENCA CTpaHuue C npegynpexgeHneM HaxaTb  KHOIMKY
[QononHuTenbHO], a 3aTeM — KHONKY [[IPUHATL PUCK U NPOAOITKUTB],

- Ha oTkpbiBLIEncs cTpaHnue «Open Nebula» BBOAUTbE HAYETO HE HYXHO;
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r) aHanormyHbiMm obpasom [Job6aBUTb B  WUCKNKOYEHME  CaMOMOAMNUCaHHbLIN
SSL-ceptudpmkat ansa nopta 29876 (ucrnonb3yeTcsa AN NOOKMAYEHUs K yaa-
neHHomy pabodemy ctony BM). OTKpbIBLLYOCS CTpaHuLy ¢ coobueHnem ob owwmbke
MOXHO 3aKpblTb;
A) nepentu k Be6-nHtepdency MK CB no agpecy:
https://<nomHoe_[oMeHHOE_ UMsI>;
€) Ha OTKpbIBLUENCSA CTpaHuUe C npeaynpexngeHMeM  HaxaTb  KHOMKY
[AononHuTenbHo], a 3atem — KHOMNKy [[pUHATL pUCK M npoaomkuTb] (OBa-
XObl);
X) Ha OTKpbIBLIencs cTpaHuue «bpecTt»:
- B none «JlormH» BBectTn «brestadminy,
- B none «llaponb» BBECTM Naporib NOKanbHOro nosib3oBarens brestadmin,
KOTOpbI 6bIN 3a4aH BO BPEMS BbINOMHEHWUA ENCTBUI NO YCTAHOBKE U MHMUMANu-
3auumn cnyxbbl cepBepa ynpaBneHus,
- HaxaTb KHonky [BownTtu];
4) 3apernctpupoBaTtb cepBep BupTyanmsauumn B Beb-nHtepdence MK CB, ana storo:
a) Ha KomnbloTepe, BbINONHALWEM (PYHKLUMIO cepBepa ynpaBnenusa, B cdanne

/etc/hosts AobaBuUTb CTPOKY BUAA:

<IP-agpec_cepBepa_BUpTyanulaluu> <UMS_CepBepa_BUpPTyaiu3laluu>
rie <IP-ampec_cepBepa_BsupTyanusauuu> — |[P-agpec komnbioTepa,
BbINOSTHAOLWEro OYHKLUMIO cepBepa BUpTyanuaawuuu,
<uMsi_CepBepa_BHPTyanusauuu> — CETEBOE UMS KOMMbIOTEPA,
BbINOSTHAOLWEro OyHKLUMIO cepeepa BUpPTyanuaauuu,;
6) nepenTtun kK Beb-mHTEpdency MK CB no agpecy:
https://<nomnHoe_[OMEHHOE UMSI>;
B) B Beb-mHTepperice MK CB B MeHIo cneBa BbIbpaTb NYHKT MeHo «HppacTpykTypa
— Y3rbl» N Ha OTKPbLIBLLENCH CTpaHuLUe «Y3rbl» HaxaTtb KHOMKY [+];
r) Ha oTKpbIBLWeWNCA cTpaHuue «Co3aatb y3eny»:
- B none «/Mmsa xocta» ykasaTb CETEBOE UMS KOMMNbIOTEPA, BbIMOSTHAOLWEro OyHK-
LUUIO cepBepa BUpTyanumsauuu,
- B none «J1ormH agMnHUcTpaTopa» BBECTU MMS JTOKaNbHOro agMmMHUCTpaTopa
KOMNbIOTEPA, BbIMOMHSAOLWEro OyHKLNI0 cepBepa BUpTyanusaumu;
- B none «[lMaponb agMuHUCcTpaTopa» BBECTM MNApOfb JIOKaNbLHOrO agMUHUCTPa-
TOpa KoMMbloTepa, BbINOHAOLWEro yHKUMIO cepBepa BUpPTYyanuaawuu;
- HaxaTb kHonky [Co3aaTb];

[) Ha OTKpbIBLUENCS CTpaHuLe «Y3rbl» MOSIBUTCS 3anuncb O 3apermcTpupoBaHHOM
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cepBepe BupTyanusauun. Heobxoammo goxaatbcs noka B ctonbdue «Crtatyc» ans
3TOro cepBepa BUPTyanu3aunm 3HadyeHne Uruiuanusanusa He MU3BMEeHUTCS Ha BKIL.

[1ns 06HOBNEHNs 3Ha4YeHNsi cTaTyca MOXHO BOCMONb30BaThCsA KHOMKON [OGHOBUTL].
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3. HACTPOMKA XPAHUIIULLIA

Hencteua no Hactpownke MK CB ans ncnonbsoBaHnsa xpaHunuiy BoinonHsaTes 8 OC CH
noa yyetHou 3anuceto agmuHuctpatopa OC CH ¢ BbICOKMM YpPOBHEM LEeNOCTHOCTU. [lencTBus no

pernctpaumm xpanmnuiy B MK CB BbinonHATCA nog y4eTHon 3anucbio agmuHuctpartopa MK CB.
3.1. O6wme cBepeHus

B MK CB ucnonb3yeTcsi ABa OCHOBHbIX TUMA XpaHWUnuLLla OaHHbIX:

- xpaHunuwe obpasos (Images Datastore) — npegHaszHavyeHo ANsA xpaHeHns Bcex 3aperun-

CTPMpPOBaHHbIX 06Pa30B, KOTOPbIE MOrYT UCNONb30BaTbCs AN co3gaHus BM. B kavecTse

Takmx o6pas3oB MOryT BbICTyNaThb:

- 0bpa3 onepaunoHHon cnuctemol (06pas 3arpy3o4HOro aucka),

- CD-ROM — gpann B coopmate ISO, cogepxawmnmn obpas ontmyeckoro gucka. Takme
obpa3sbl NpegHasHayYeHbl TONbKO OS5 YTEeHUS,

- 00wmir 6rnok gaHHbIX — 0bpas gmcka, Ha KOTOPOM MOryT BbITb pas3MeLLeHbl Nobble
AaHHble, HeobxoaMmble NOSb30BATENIO;

- cuctemHoe xpaHunuule (System Datastore) — ncnonesyerca ans pasmelleHms obpasoB

OVCKOB co3aaHHbiXx BM. 3T o6pasbl MOryT ObiTb NOSIHBIMU KONUSIMKU MCxogHoro obpa-

3a, gensraMmm unm CUMBOJSTIMMECKUMU CChINIKaMW Ha UCXOAHbIN 0Opas, B 3aBUCUMOCTU OT

NCNoNb3yeMon TEXHONOMMK XpaHeHus. MNpu ncnonb3oBaHnn ansioBon TEXHONOMMN Xpa-

HEHUS1 B CUCTEMHOM XpaHUnuLie pasmellarotca cnyxebHole dannsl BM, cosgaBaemble

npu dopMMpoBaHNN CHUMKA COCTOsIHUSA aTon BM.

Kpome Toro, otgenbHo BblgensatoT xpaHmnuwe dannos (Files Datastore), koTopoe uc-
nonb3yeTcsa Ana XxpaHeHnsa obblvHbIX harnoB. Takumn dannamm MoryT ObiTb pe3epBHbIE KONun
BMPTYarnbHbIX MaLUMH UM KOHTEKCTHbIe charnbl. Hanpumep, B XxpaHunuiie ¢annos MOXHO Nome-
CTUTb OonpedeneHHbIn init-CKPUNT 1 ykasaTb ero B KOHTeKCTyanusaumm ana BM. 1ot dann Oyaer
pa3mMelleH Ha KoHTekcTHoM CD-ROM, goctynHom B OC aton BM. Taknm o6pa3om MOXHO Ha-
CTPOMUTb BbIMOSMIHEHWE YKa3aHHOro init-ckpunTta npu 3arpyske OC BupTyanbHOW MawwmHbl. [pouecc
HaCTPOWKku XxpaHunuwa darnnos onvcaH B[3.8]

Mpun pasmelleHnn B XxpaHunuuie obpasos kaxgomy obpasy amcka HeobxogMmMo NPUCBOUTb
aTpUBYT «MOCTOSAHHBINY UMM KHENOCTOSAHHBINY

- «NOCTOSIHHbINY (persistent) — AMCK NOCTOAHHOIO XpaHeHNs AaHHbIX. M3MeHeHus, BHe-

CeHHble B Takon 0bpa3 ancka, byayT coxpaHeHbl nocne yaanenHna BM unu otcoeguHeHns

ero ot BM. B nto6on MmomeHT BpeMeHn MOXeT ObITb ToNbko ogHa BM, ncnonbe3youwias

NMOCTOSIHHbIN 00pas3;

- «HEenocTosiHHbIN» (non-persistent) — ANCK HEMNOCTOAHHOIO XpaHeHUs AaHHbIX. 3me-

HEHUs1 He COoXpaHATCs nocne yaaneHns BM unu otcoeguHeHns atoro obpasa gucka ot
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BM. HenoctosiHHbIE 06pa3bl MOryT MCMOMb30BaTbCA HECKONMbKMMN BM ogHOBpEMEHHO,

MOCKONbKY Kaxaas u3 HUX Byaet pabotatb Co cBOen COOCTBEHHOM KOMUEN.

OcobeHHOCTM NCNONb30BaHUS «MOCTOSHHBLIX» U «HEMOCTOSIHHbLIX» 0Opa3oB Aucka, B TOM
yrcne NopsagoK PopMMPOBaHNSA CHUMKOB COCTOSIHUS AUCKa, 3aBUCUT OT UCMONb3YyeMON TEXHONOrm
XpaHeHus. W npeacTasneHbl B pas3fenax, OnucbiBatoLLmMx 0COGEHHOCTM METOAOB Nepeaaqn AaHHbIX
MEeXay XpaHUnuem obpasoB U CUCTEMHbBIM XPaHUITULLEM A5 KaXKO0W TEXHONOMMU XpaHeHUs!.

[ns nocTpoeHns xpaHunuuia AaHHbIX UCNOSb3YHTCA crneaytowme 6a3oBble TEXHOMOMMN
XpaHeHus:

- harnosas TexHonorus xpaHenus (cm. 3.3));

- BrioyHasa TexHororus xpaHeHus ¢ ucnonb3oBaHnem LVM (logical volume

manager — MeHegkep Norm4ecknx TomoB) — cM. (3.4;

- nporpammHo-onpeaensiemas TexHonorus xpaHeHust Ceph (cm. [3.6));

- Raw Device Mapping — npsimoe nogkntoyeHne k BM cyLiecTByroLwmx 6noYHbIX YCTPOWCTB,

MCronb3yeTcs TONbKO AN OpraHu3aumm XxpaHunviia obpasos (cMm. [3.7).

BasoBble TexHoNorMmM xpaHeHnsa (napameTtp DS_MAD) U COOTBETCTBYHOLLME UM METOAbI
nepegayn AaHHbIX MeXay XpaHunuiiem o6pasoB 1 CUCTEMHBIM XpaHunuwiem (napametp TM_MAD)

npeacrtaejieHbl B Tabnuue .

Tabnuua 1
3HavyeHue| 3HayeHne
BasoBas
napa- napa- .
TexHonorusa OnucaHne meToga nepefaym gaHHbIX (aparvisepa)
MeTpa MeTpa
XpaHeHMs
DS_MAD | TM_MAD
ssh O6pasbl KonupylTCcHa ¢ NOMOLLbI0 Ssh-NpoTokona
dannosas TeEXHO- "
fs O6pasbl 3KCNOPTUPYHOTCA B COOTBETCTBYHOLLUUIA KaTasnor cu-
nornsa xpaHeHuns shared

CTEMHOrIo XpaHunuila Ha cepBepe BupTyann3aumnm

AHanornyHo shared, Ho gonsi obpasoB dopmarta gcow?2.
O6pasbl co3galTcsa 1 NnepenaroTcs ¢ MOMOLLbIO KOMaHAbI

qcow?2 ,
gemu-img C MCMNOMb30BaHMEM OpurMHanbHoro obpasa B
KayecTBe onopHoro darna
BriouHas  TexHo- | fg fs Ivm O6pasbl xpaHATCs Kak 0bbl4HbIE hanrnbl, Npu co3gaHu BM
FIOTUS XpaHEeHs - OHM BbIrpy>KatoTcs B fiormdeckne Toma (LV)
C MCNonb3oBaHU- Mpwu 3arpyske obpasa gucka BM B xpaHunuiie obpasos
em LVM aBToMaTuyeckn cosgaetca LVM-Tom, B KOTOpbIW 3anucChbl-
lvm Ivm_Ivm | BaeTca 3arpyxaembin obpa3 B dopmate raw. [pu pas-

BepThbiBaHUN BM B CUCTEMHOM XpaHUNULLE aBTOMaTUYECKU
cosgaetcs konust LVM-Toma 13 xpaHunuiia obpasoB

Mpw 3arpyske obpasa gucka BM B xpaHunuiie obpasos
aBToMaTudecku cosgaercsa LVM-Tom, B KOTOPbIN NULLETCS
Ivm_thin | Ivm_thin | 3arpyxxaembin 06pa3 B hopmate raw. [1pn pasepTbiBaHUN
BM B cnctemMHom xpaHunuuie 13 obpasa gucka asTomaTu-
Yecku cosgaetcs ToHkui LVM-Tom B dpopmate gcow?2
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OkoHyaHue mabnuusi 1

3HayeHune| 3HayeHue
BasoBas
napa- napa- .
TexXHonorus OnucaHne meToga nepegaym AaHHbIX (aparisepa)
MeTpa MeTpa
XpaHeHus
DS_MAD | TM_MAD
Ceph ceph ceph Bce obpasbl akcnoptupytotca B Ceph-nynbl
Raw Device Mpamoe nogkntoveHne k BM cywiecTByrOmMX GIOYHBIX
Maobin dev dev YCTPOWCTB, UCNONb3YEeTCA TOMbKO AN OpraHu3aumm xpa-
bping Hunua obpasos

Tvn xpaHunuuwa onpegenserca napaMmeTpomMm TYPE, KOTOPbIM MOXET NPUHUMATL Criegyto-
LMe 3HaYeHns:

- IMAGE_DS — ang xpaHunuuia obpasos;

- SYSTEM_ DS — AS11 CUCTEMHOIO XpaHUNuLLa;

- FILE_DS — onga xpaHunuiia ¢annos.

Kpome TOro, Ansa xpaHumnuiy MOXXHO AOMNOMHUTENBHO ONPeaAenuTb 3Ha4eHMs NapameTpoB,

npencTaBneHHbIX B Tabnuue

Tabnunua 2

MapameTp OnucaHune

I'Iepet-leHb Katanoros, pasgeneHHbIX CUMBOJIOM npo6er|a, B KOTOPbIX
RESTRICTED_DIRS 3anpeLuaeTcs pasmeLlarts o6pasbi.
Mo YMOJTHaHUO MMEET 3Ha4YeHne «» — KOpHeBOI7I KaTtanor

MepeyeHb kaTanoros, pasgeneHHbIX CUMBOSIOM npobena, B KOTOPbIX
paspellaeTca pasmewatb obpasbl. Vicnonb3yetcs, ecnu Heobxo-
SAFE_DIRS OUMO pasmecTuTb obpas B JOYEpPHEM KaTarore «3anpeLieHHOro»
Karanora.

Mo ymonyaHumtio MMeeT 3HavyeHne «/var/tmp»

Ecnu nmeeT 3HaveHne «yes», TO Neped pasMeLleHnemM B XpaHu-
NO_DECOMPRESS nvie dann He ByaeT pacnakoBaH, ecriv oH Gbin NpeaBapuTenbHO
apXvMBUPOBaH UM cxar.

MakcnmanbHas ckopocTb (6anToB B CekyHAy) 3arpysku ganna us

LTMIT TRANSFER BW
- - URL-ncTo4HUKa. BoamoxHo ncnonb3oBaHue cyddpumkcos K, M nnm G

Ecnu nmeer 3HaveHne «yes», TO nepen cosgaHnem HoBoro obpasa
DATASTORE_CAPACITY CHECK | 6yger npoBefeHa npoBepka Hanuums cBOGOAHOIo AUCKOBOIO pecyp-

ca
LIMIT MB PaspelueHHbI MakcuManbHbI pasmep xpaHunuwa (M6anT)
DRIVER dopmar danna obpasa ancka (RAW mnm Qcow?2)

Mcnonb3ayeTtcst Tonbko Ans xpaHunuuy, obpasos.

MepeyeHb NOEHTUUKATOPOB CUCTEMHbBIX XPaHWUIWLL, pasnereHHbIX
3ansiTo, C KOTOPbIMU COBMECTUMO U MOXET ObiTb MCMONb30BaHO
XpaHunuiie obpasos (Hanpumep, «0,100»)

COMPATIBLE_SYS_DS

Mo ymon4yaHuio nocne vHUUManusauum nporpammHblix komnoHeHToB MK CB (cm. pas-
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aen [2) xpaHmnuuia HacTPoeHbl Ha UCMONb30BaHUE JTIOKaNbHOM dannoBoO CUCTEMbI (KaTanoru

/var/lib/one/datastores/<upmeHTudruraTop xpanHunuma>). [1py 3TOM B Ka4ecTBe METO-

Oa nepenadn aHHbIX Mexay XpaHunuiuiem 06pa303 N CUCTEMHbIM XpaHunuiuiem yCctaHOBJ1EH

ssh.

NaoeHTudmkaTopbl U1 HAMMEHOBAHUS XPaHUIULL, CO3AaHHbLIX MO YMOMYaHWIo BO Bpemsi

MHMLManu3aumm nporpaMmHbix komnoHeHToB MK CB, npuBeaeHbl B Tabnuue (3

Tabnuuya 3
WpeHTndukatop HanmeHoBaHune OnuncaHune
0 system CUCTEMHOE XpaHunuLLe
1 default XpaHunuiie obpasos
2 files XpaHunuiie dannos n agep

MpumeyaHune. CtaHgapTHbIA NyTb AN XpaHunuu, /var/lib/one/datastores

MOXXHO U3MEHWUTb B KOHUrypaumoHHoM dansne /etc/one/oned.conf 4yepes napameTp Ha-
CTPOMKN DATASTORE_LOCATION (cM. [5.3)).

3.2. Co3pgaHune xpaHunuuy,

E,J'IFI co30aHnA XpaHunuilia Heob6xo4MMO BbIMNONHUTL cnegywuwyro nocnenoBaTteribHOCTb

JEencTBUN:

1) NoAroToBUTb CUCTEMY XPaHEHUSI AaHHbIX B COOTBETCTBMM C BbIOpaHHON TEXHOMNOrnemn
XpaHeHus;

2) BbINOMNHUTL AononHuTenbHy HacTpourky MK CB gns ucnonb3oBaHus BblGpaHHOM
CUCTEMbIl XpaHeHus;

3) B K C co3gaTtb NOrMYeckyto CyLHOCTb XpaHunumLia (3apermcTpmpoBaTth), ykasaB ero
nmsa, T1n, 6a3oBy0 TEXHOMNOMMIO XpaHEHUs1 1 MeTop, nepefayn AaHHbiX. [locne perucrpa-
LMy XpaHunuia byaeT cosgaH Kkatanor ¢ MAeHTUUKATOpPoOM XpaHunuiia (No ymonyaHuo
/var/lib/one/datastores/<umeHTUdUKaTOp XpaHUIuma>). 3Ha4eHne naeHTndu-
KaTtopa XpaHunuLl, co3gaBaeMblx nofnb3oBaTeneM, opMupyeTcs aBToMaTU4eCcKn nyTem
nocnegoBaTenbHOro yBenuYeHnsa 3HadyeHns, HaunHas ¢ yicna 100;

4) Ha cepBepe ynpasreHns 1 cepeepax BUpTyanu3aunum CMOHTUPOBATL MOATOTOBMEHHYHO
CUCTEMY XpaHEHUA JaHHbIX B KaTanor xpaHunuuia.

MonpoGHee NpoLecc co3naHnsa XpaHUnuLL, NOCTPOEHHbIX Ha 6ase pas3nuyHbIX TEXHOOMUI

XpaHeHus, onucaH B (3.3
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3.3. XpaHunuwa Ha 6a3e ¢annoBon TEXHONOIMMU XpaHEHUA

3.3.1. Ocob6eHHOCTU hanIoBOM TEXHONMOIMMU XpPaHEeHUA

dannoBas TeEXHONOMMA XpaHeHNsa NO3BOMSET XpaHUTbL 00pasbl AUCKOB B BUAe dhanna. B
KayecTBe cucTeMbl XpaHeHns AaHHbIX (CX[) MOXeT BbICTyNaTb SloKanbHOE XpaHunuLle cepeepa
(Hanpumep, cneumanbHO BblaeneHHoe B6roYHOE YCTPOMCTBO) N BHeLwwHee xpanunuue. B MK CB
noaaepXmnBarTCHa BHELLHME XpaHUmuLLA, NOCTPOEHHbIE Ha Taknx TexHonornax, kak NAS n SAN:

- NAS (Network Attached Storage — ceTeBoe xpaHunuile AaHHbIX) obecneynBaeT JOCTyn

K JaHHbIM Ha YpoBHe (hainsos;

- SAN (Storage Area Network — ceTb XxpaHeHMs OaHHbIX) o6ecneymBaeT OCTYN K AAaHHbIM

Ha ypoBHe BrI0YHbIX YCTPOUCTB.

SAN obecneumBaeTt npegocTaBneHne BrioyHbIX YCTPONUCTB NOCPEACTBOM CETEBbIX NPOTO-
Konos, Takux kak Fibre Channel unun iSCSI. Ina goctyna k onpegeneHHomMy ceteBoMy 6r1o4HOMY
YCTPOMCTBY MCNOSb3yeTcs cneumanuampoBaHHbii agpec atoro yctponctesa — LUN (Logical Unit
Number — Homep noruyeckoro yctponctaa). [insa opraHmnsaumm xpaHeHmsa B MK CB Tpebyetcs
BblaeneHme kak MuHnmym asyx LUN (ogmH — ansa xpaHunuwa obpasos, BTOPON — AN CUCTEM-
Horo xpaHunuwa). 3Tm LUN gomkHbl 6b61Tb Npe3eHTOBaHbl KaXX4oMy KOMMbIOTEPY, HAa KOTOPOM
pa3BepHyTbl CNY>XObl cepBepa ynpaesneHust U/unum cepeepa BUpTyanu3auuu.

dannosas TEXHONOMMNA XpaHeHUs NOAPa3yMeBaEeT, YTO NOAKMYEHHbIE CUCTEMbI XPaHEHNS
AAaHHbIX pa3MeyeHbl C UCMOoNb30BaHMEM OAHOM U3 PannoBbIX CUCTEM.

BHUMAHMUE! CeteBas dannosas cuctema NFS He nogaepmBaeTt nucnonb3oBaHne METOK
6e3onacHocTu. Ecnu nnaHnpyeTca ncnonb3oBaHWe 3TON hansioBOM CUCTEMbI NPU NOCTPOEHNN
XpaHunuuia, yHKLUNOHMPYOLLEro B MaHAAaTHOM KOHTeKCcTe, To ans BM cnegyet yctaHOBUTH
YPOBEHb LIeNIOCTHOCTH, HasHa4YaeMblii Mo ymonyaHuto, pasHbiM O (cwm. [3.3.2).

PekoMeHayeTcst UMETb HECKONBbKO XPaHWUIULL, NOCTPOEHHbIX Ha Ga3e hanoBon TeXHOMO-
TN XpPaHEeHUS N C MPUMEHEHMEM Pa3fMYHbIX METOAOB nepeaayn AaHHbIX, ANs:

- pacnpegeneHus onepauui BBOA4a-BbIBOAA MEXAY CepBepaMu XpaHEHUS AaHHbIX;

- obecneyeHns HeNpepbIBHOCTMN 0BCNYXNBaAHWS.

3.3.2. OrpaHnyeHus, cBs3aHHble ¢ (pyHKLMOHNpoBaHuem dannosoun cuctembl NFS

B auckpeunoHHoM pexnme dyHkunmoHupoaHusa MK CB npu ncnonesosaHnn NFS Ha
KaXKoM cepBepe BUpTyanuaaumm cregyeT YCTaHOBUTb YPOBEHb LIENOCTHOCTU, Ha3Ha4YaeMbIn No
ymon4yanuto ansa BM, pasHbim 0. [Ins atoro Heo6xoanMMO BbIMNOMHUTL Cregyolmne 4enNcTBus:

1) octaHoBUTL cnyxby libvirtd KOMaHAOW:

sudo systemctl stop libvirtd.service

2) B KOHUrypaumnmoHHom panne /etc/libvirt/libvirtd.conf, yCTaHOBUTb 3HaYe-

HWe napameTtpa ilev_vm paBHoe O:

ilev_vm = 0
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3) 3anyctutb cnyxby libvirtd KOMaHOoW:

sudo systemctl start libvirtd.service

3.3.3. Oco6eHHOCTM MCNONb30BaHUA METOAOB Nepefayn AaHHbIX

3.3.3.1. MeTtoabl nepenaum Shared n Qcow?2

Mpun ucnonb3oBaHun gpanBepa shared (MeToga coBMecTHon nepegayvm — shared transfer
driver) o6pa3sbl anckoB BM aKCnopTupyroTCa B COOTBETCTBYHOLLMIA KaTanor CACTEMHOIO XpaHunuia
Ha cepBepe BUpTyanusaumun. [pn aTom Ha BCcex y3nax BupTyanusaumm gomkHa OblTb yCcTaHOBMEHa
N HacTpoeHa obLas pacnpegeneHHas (unu knactepHasi) gannosasi cuctema.

[paneep gcow2 ABMSETCA pPa3sHOBMOHOCTbIO MeTofa COBMECTHOW nepenavm U opueH-
TMpoBaH Ha paboTy ¢ obpaszamu auckos popmaTta Qcow2. Obpasbl co3gatoTcs U nepegaroTcs
C MOMOLLbK MHCTPYMEHTa KOMaHAHOW CTPOKM gemu-—img C UCMNOSIb30BaHMEM UCXOL4HOro obpa-
3a B KayecTBe onopHoro ¢anna. CtaHgapTHble NnapaMeTpbl UHCTPYMEHTA KOMaHAHOW CTPOKU
gemu-img MOXHO CKOPPEKTUPOBaTb, yKa3aB HEOOXoAnMble 3HAYeHUs B KOHUTYpaLMOHHOM
danne /etc/one/tmrc (nepemeHHas QCOW2_OPTIONS).

CxemMa (pyHKLMOHMPOBaHWs NpeacTasneHa Ha puc. [1]

4 N\

x:::::o:me / CepBep BMpTyanu3aLum \

e A G}ATASTDRE_LDCATION;{ \
o0— — 100/
— ) N | — 7/ Symbolic link
e N | | disk.®
= | L— disk.1
L— 16/ ‘Capy

[y
=
fary

S

- J

/ Cepsep ynpaeneHus \

f,"varﬂih!one,ﬂ'datastores\
— 100/
| 7/
| _— 16/
101/
— 4b2cda93
— 6f7f699d
L— 808bdfcb

I
|
p S
Lr 4b2cd393

|_
— 6f7f699d
L— ge8bdfc

N

Bce dainoeble onepaymm
(ln, cp M T.0.) BBINOAHAKTCA Ha
Y3Ne BUPTYaNM3aLlm

N g

Puc. 1
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Mpwn paseepTbiBaHM BM Ha cepBepe BupTyanusauum B Katanore CUCTEMHOIO XpaHunuiia
(100) cospgaetcsa paboynin katanor BM ¢ HaumeHoBaHMeM, COOTBETCTBYIOLLEM UAEHTUdUKaATOPY
aton BM (7). N3 kaTanora xpaHunuwa obpasos (101) B paboumi katanor BM konupyetca cann
HEenoCcTosiHHOro obpasa, ykasaHHbln B WwabnoHe BM (disk.1) n/unn dopmmnpyetca cMmMBonm-
yeckasi CCcbifika Ha ghann NocTosiHHoro obpasa (disk.0). Undpa nocne npedukca «disk.»
COOTBETCTBYET HOMepY AucKa, YKa3aHHOMY B LWabrnoHe.

Mpn co3gaHmMm cHUMKa cocTosiHus paboTatowen BM B pabodem kaTtanore 3anucbiBaercs
drann coctoaHusa aton BM ¢ HanmeHoBaHWeM BUAa «snap-<HoMep>.xXmly,
rae  <Homep> — NOpPAOKOBbIN HOMEP CHUMKA, HauynHas ¢ undpbl «0».

Mpn ncnonb3oBaHUKU apanBepa gcow2 BO BPEMS CO34aHUA CHMMKA COCTOsIHMA paboTato-
wen BM Takke dhopMmnpyeTcsi CHUMOK COCTOSIHUS aucka aton BM. B phann cHMMKa cocTosiHus
AVCKa 3anucbiBalOTCA U3MEHEeHUs B JaHHbIX, codepKallmMxca Ha Aucke (gensrta). B kavectse
HaMMeHOBaHUSA hannoB CHUMKOB COCTOSIHUS AUCKA BbICTYNaeT NOpPSAKOBbLIM HOMEP CHUMKA, Ha4u-
Has ¢ undpbl «0». MNMpu aToM dransibl CHUMKOB COCTOSAHUA AUCKA pa3MeLLaloTCsa B CrieayoLmx
KaTanorax:

- Ana HeNOCTOAHHbIX o6pa308:
/var/lib/one/datastores/<umeHTudrUKaTOP_CHCTEMHOIO_XpaHumnuma>/ \

<upenTudurkaTop BM>/disk.<umenTuduraTop_nucka>.snap/

Mpumep
Ans npumepa, npeacraeneHHoro Ha puc. [1]
/var/lib/one/datastores/100/7/disk.1l.snap/

Mpun aToM pann disk.1 ByaeT 9BNATLCA CUMBONNYECKOW CCbINTIKON Ha dhann akTyanbHOro

CHMMKa COCTOAHUNA ONCKa.

- Anda NOCTOAHHbBbIX O6pa3OB:
/var/lib/one/datastores/<unenTudurarTop xpaHunuma obpazos>/ \

<upgenTuduxraTop_ obpaza>.snap/

Mpumep
Onsa npumepa, npeacrasneHHoro Ha puc. [1]
/var/lib/one/datastores/101/6£7£699d.snap/

Mpun atoM Gpann disk. 0 Byget ABNATbCS CUMBOSIMYECKOW CCbINIKOM Ha dhans akTyanbHOro
CH/MKa COCTOSIHUSA AMUCKA.

Kpome Toro, B pabouem katanore BM 6ygeTt cozgaHa cuMBONMYeckas Ccbifika ¢ HaMMEHO-
BaHMeM disk.0.snap, KOTOpas ykasblBaeT Ha Katanor CO CHUMKaMu COCTOSHUN ucKa
(/var/lib/one/datastores/100/6£7£699d.snap/).

Mpu ncnonb3oBaHMM ApanBepa gcow2 MOXHO OTAENbHO co34aTb CHUMOK COCTOSIHUS

Avcka Kak paboTtawuen, Tak 1 BbiknovYeHHoOM BM. dannbl CHAMKOB COCTOSHMA Oucka OyayT
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pasMeLlleHbl B KaTarnorax, OnnMcaHHbIX BbiLLeE.

Mpn ncnonb3oBaHuKM gpareepa shared co3gaHMe CHMUMKaA COCTOSIHUS AUCKa paboTatoLlen
BM He nognepxunBaetcs. B kayecTBe CHMMKa COCTOSAHMA OUCKa BbIKktodeHHoM BM cosnaetcs
nosiHas konusa danna gucka BM. dainbl CHUMKOB COCTOSIHUA OMCKa pa3MeLLaloTcs B KaTasnorax,
OMUCAaHHbIX BbILLIE.

3.3.3.2. Metop nepepayun SSH

MeTtoa nepenaym ssh ncnonb3yeT nokarbHY (annosy CUCTEMY Y3NOB BUPTyanusaumm
Ans pasMelleHnst obpasoB BMpTyarnbHbIX MawuH. Takum obpasom Bce hannosble onepauyum
BbIMOSHAOTCA NOKanbHO, HO 0bpa3sbl ANCKOB BCerga HeobxoaMmo KonmpoBaTb Ha CepBEpPbI BUPTY-
anusauuun. [laHHbIN ApariBep He AonycKaeT UCMOoMb3oBaHUe AMHaMNYEeCKUX NepemMeLLeHnin Mexay
cepBepamMun BUpTyanmsauuu.

Cxema byHKLMOHMPOBaHUS NpefcTaBneHa Ha puc. [2

/ Cepeep ynpasneHus \ / Cepeep BupTyanusaumu \

/fvar,flib,-"onefdatastcres \ $DATASTORE_LOCATION/
}— 100/ L 100,
| }: 7/ — 7/
16
I 101/ L \ SSH copy | — disk.®
L— disk.1
— 4b2cda93 t '
— 6f7f699d 5]
—o [ A
L— 8e8bdfcb X pauunuue

’ // oapasos - /)
s
s

Puc. 2

N\

Mpw passepTbiBaHMM BM Ha cepBepe BMpTyanusauumn B Katanore CUCTEMHOIO XpaHunuiia
(100) cospaetcsa paboynin katanor BM ¢ HaMmeHoBaHWeM, COOTBETCTBYHOLLEM MAEHTUDUKATOPY
aton BM (7). N3 kaTanora xpaHunuiia obpasos (101) B pabounin katanor BM konupyetcs cann
ncxopHoro obpasa, ykasaHHoro B wabnoHe BM. Konun ncxogHbix 06pa3oB MMeT HAMMEHOBaHUe
Bnaa disk.<uomep>, rae <uomep> — UNUdppa, COOTBETCTBYIOLLAA HOMEPY ANCKA B LLABoHe.

BHUMAHUE! Heobxoanmo ybeanTtbCcs B TOM, YTO BCE KOMMbIOTEPLI, BKIIOYasi cepBep
ynpaBreHusi, MOryT OCyLLecTBNATb ssh-nepegady Ha nobon apyron KOMMbIOTEP, BKIAOYAs cammux

cebs. B NPOTUBHOM Clly4vae nepemMeLieHmnd He 6y,qu BbIMNOJTHATbLCA.
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Mpun cospgaHun cHUMKa cocTtosiHna pabotarowen BM B pabodem karanore atom BM
cospaetcsa dpann coctosHna BM ¢ HaMmeHoBaHMEM Bnaa « snap—<uHoMmep> . xmly,
rae  <Homep> — MNOPAOKOBbLIA HOMEP CHUMKA, HaunHas ¢ umdpbl «0».

[nsa BblkntovyeHHon BM MOXHO 3adomMKcMpoBaTb COCTOAHME aucka atonm BM (coenatb
CHUMOK). [1pn 3TOM (pansibl CHUMKOB COCTOSHUA MCKa SBMSKOTCS NOMIHOW Konven dpanna gucka

BM n pasmeLwyatotca B katanore:
/var/lib/one/datastores/<ugeHTUdUKATOP CUCTEMHOIO_XpaHunuma>/ \

<upeHTudUKkaTOpP_ BM>/disk.<HOomMep>.snap/

raoe  <Homep> — LMdpa, COOTBETCTBYOLAS HOMEPY AMCKa B LabnoHe.

Mpumep

Ona cdaiina obpasa ancka «disk.1» (cMm. puc.
/var/lib/one/datastores/100/7/disk.1.snap/

B kauyecTBe HanmeHoBaHUsS dpaniioB CHUMKOB COCTOSIHUS AUCKA, pa3MeLLEHHbIX B 3TOM
KaTtanore, BbICTyNaeT NOPSAKOBLIM HOMEP CHUMKA, HauMHas ¢ umdpbl «0».
Ecnu B kayecTBe UCXOQHOrO BbICTYNan NoCToAHHbIM 06pas, To Npu yHu4TOXeHun BM Bce

(baVIﬂbl CHUMKOB COCTOSIHUM anckKa 6yﬂ,yT nepemMeLlleHbl B XpaHunnuiie O6pa3OB B KaTtanor:
/var/lib/one/datastores/<upmenTuduraTop xpaHunuma_obpaszor>/ \

<upeHTHdUKATOP_ obpasza>.snap/

Mpumep

[nsa cdanna obpasa gucka «disk.1» (cm. puc. |2) Bce dannbl n3 katanora
/var/lib/one/datastores/100/7/disk.1.snap/

6yOyT nepemMeLleHbl B KaTanor
/var/lib/one/datastores/101/4b2cda93.snap/

3.3.4. Pernctpauua xpaHunuiuy

BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuuy, B MK CB BbINOAHATCA NoA y4eTHON
3anucbto agmmHucTpaTopa MK CB.

3.3.4.1. Peructpauusa CUCTEMHOro xpaHunuiia

Mpwn pernctpaumm HOBOro CUCTEMHOIO XpaHunuuia HeobxoaMMo yKkasaTb 3Ha4YeHus napa-

METPOB B COOTBETCTBUM C Tabnuuei [4]

Tabnunua 4
MNapameTp 3HaveHue
NAME <HavnmeHoBaHve_xpaHunuiia>
TYPE SYSTEM DS
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OkoHyaHue mabnuusei 4

MapameTp 3Ha4yeHne

OpgHo 13 cnegytowmx 3HayeHnn: shared, gcow2 Unu ssh.
TM_ MAD B 3aBucumocTtu ot ncnonb3yemMoro Mmetoaa nepengaydm AaHHbIX Mexay XpaHunuiiem
o6pa303 N CUCTEMHbLIM XpaHUINNLLEM

BHUMAHUE! HeobxogMmo ncnornb3oBaTb O4MHAKOBbLIN METo nepefadn gaHHbIX (napa-

MeTp TM_MAD) Ans CUCTEMHOIO XpaHuuwa u Ans XxpaHunuua obpasos.

Mpumep

Pernctpaumsi CAICTEMHOIO XpaHunuuia, B KOTOPOM MCMNOSb3yeTca ApanBep gqcow?2:
1) cospgaTtb (pann systemds. txt cregyroLwero coaepKaHus:

NAME = fs_system

TYPE = SYSTEM DS

TM MAD = gcow?2

2) BbINOMHUTL KOMaHAy:

onedatastore create systemds.txt

Mpumep BLIBOAA NOCE BbINOMHEHUS KOMaHAbI:

ID: 100

3.3.4.2. Peructpauusa xpaHmnuiwia o6pasoB
Mpwn perncTpauumn HOBOro XxpaHunuuwa obpa3oB HEOBXOAUMO yKa3aTb 3Ha4YEeHUsI NapaMeT-

pOB B COOTBETCTBUM C Tabnuueii B

Taobnuua 5
MapameTp 3HaueHne
NAME <HaumeHoBaHWe XpaHunuuia>
TYPE IMAGE_DS
DS_MAD fs

OaHo 13 cnegyowmnx 3Ha4YeHnn: shared, gcow2 UNK ssh.
TM_MAD B 3aBucMmocT OT MCNomnb3yeMoro mMetoda nepefadum SaHHbIX MEXAY XPaHUIMLLEM
00pasoB N CUCTEMHBLIM XPaHUITULLEM

I'Iepel-leHb Kartarnoros, pa3gefieHHbIX CUMBOJIOM npo6er|a, B KOTOPbIX pa3peLllaeTcsa pas-

SAFE DIRS
- MeLaTb o6pasbl. Mo yMonyaHuo UMeeT 3HaYeHne «/var/tmp»

BHUMAHUE! Heo6xogmMmo ncnonb3oBaTb O4MHAKOBbIN METOA Nepenadn AaHHbIX (napa-

MeTp TM_MAD) AN CUCTEMHOMO XpaHWnMLLA M Ans XpaHunuwa obpasos.

Mpumep
Pernctpaums xpaHunuiia obpasos, B KOTOPOM UCMNONb3YETCA ApaniBep gcow2:
1) cosgaTtb hann imageds. txt cnegyowero cogepXaHns:

NAME = fs_ images
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TYPE = IMAGE_DS
DS_MAD = fs

TM_MAD gcow?2

2) BbINOMHUTL KOMaHAy:

onedatastore create imageds.txt
I'Ipmmep BbiBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:

ID: 101

3.3.5. MoHTUpOBaHUe GNOYHbLIX YCTPOUCTB B KaTasriorm XxpaHmnuiy

BHUMAHMWE! [leiicTBMsi N0 MOHTUPOBaHMUIO BrOYHbIX YCTPONCTB BbinonHsaTca B OC CH
nog y4yeTtHon 3anucbto agMmmnHuctpatopa OC CH ¢ BbICOKMM YPOBHEM LIENTOCTHOCTM.

3.3.5.1. Ocob6eHHOCTM MOHTUpPOBaHUA 6noYHbIX ycTpoucTB B K CB

Ha cepBepe BupTyanusaumm Heobxoanmo co3aatb Katanoru Ans co3aaHHbIX paHee XpaHu-
nnuy, Ha base dannoBon TEeXHosnorns XpaHeHuns (no YMOYaHuIo
/var/lib/one/datastores/<umeHTuduraTop xpanHunuma>). [Jns 3Toro nocnegoBaTenbHO

BbINOJTHNTb KOMaHAbI:
sudo mkdir /var/lib/one/datastores/<upgeHTHPUKATOP CUCTEMHOI'O_XPaHUIINma>

sudo mkdir /var/lib/one/datastores/<upgeHTuduraTop XpaHunuma obpa3oB>

Mpumep
CospaHune katanoroB xpaHunuiy, ¢ naeHtudpukatopamm «100» n «101»:

sudo mkdir /var/lib/one/datastores/100
sudo mkdir /var/lib/one/datastores/101

Ha cepBepe BupTyanusaumm HeobxoaumMo CMOHTMPOBATL NOAFOTOBIIEHHYHO CUCTEMY Xpa-
HEeHWS OaHHbIX B KaTanor xpaHunuiwa. Ecnv Bce xpaHunuuia ogHoro Tuna, MOXXHO CMOHTUPOBATb
Becb katanor /var/lib/one/datastores.

Ha cepBepe ynpaBneHnsa Heob6xoaMmMo CMOHTMPOBATbL TOMbKO XpaHunuvLle obpasos.

Kpome TOro, Heobxogumo y6eamTbca B TOM, YTO Ha CMOHTUPOBAHHOM ANCKOBOM pecypce
AOCTaTOMHO MecTa Anga xpaHeHus obpa3oB M ANCKOB BUPTYanbHbIX MallWH, KOTOPblEe HAaxXo4aTCcsa B
COCTOSIHUM «OCTaHOBMEHa» N «HEe pasMeLLeHar.

3.3.5.2. MoHTMpOBaHue ceTeBbIX 6MOYHbIX ycTponucTB ¢ OCFS2

B obuwem cnyyae onsa MOHTMpoBaHWS BrOYHbIX YCTPONCTB, pa3MeYeHHbIX C UCNOoMb30Ba-
Huem knactepHoun camnoson cuctemol OCFS2, Heo6xoaMMO BbINOMHUTL CrEeAYOLYI0 Nocneao-
BaTENbHOCTb OAEUCTBUN:

1) onpepenuTtb naeHTudukaropsl (UUID) ceteBbix 6BNOYHbIX YCTPOUCTB KOMaHAOM:

sudo blkid

I'Ilemep BbliBOA4a MNMocrie BbINMOJIHEHNA KOMaHAbI.
/dev/vdal: UUID="b5fd411a-4c96-491b-bfc0-b4e%9e2670e9c" TYPE="ext4" \
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PARTUUID="50741579-01"
/dev/vda5: UUID="31daa40d-8e07-44cc-b851-d985£2121bb7" TYPE="swap" \
PARTUUID="50741579-05"
/dev/sdb: UUID="3bd71b84-6463-42ec-8aff-106cafdae2e2" TYPE="ocfs2"
/dev/sda: UUID="41ff6399-368e-4b81l-baed-bdfadaedd45a" TYPE="ocfs2"

roe B kadecTtBe BnoYHbIX YCTPONCTB sda U sdb BbICTYNaT ceTeBble OroYHbIE YCTPOMCTRA;
2) B pann /etc/fstab AobaBUTb CTPOKN C ONUCAHMEM HACTPOEK MOHTUPOBAHUS ceTe-

BbIX OGMOYHbIX yCTpOI7ICTB cneaytollero suaa:
UUID=<ugeHTuPUKATOP_ OJIOUHOrO_YCTPOHUCTBA> <TOUKA MOHTHPOBAHUI> \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

Mpumep

Mpn MOHTMpPOBaHNKN ceTeBbIX BrOYHBIX YCTPOMUCTB, NPEeACTaBMEHHbIX B NpUMepe Bbille,

B KaTanoru katanoroB xpaHunuw, ¢ ngeHtudgpukaropamm «100» n «101» ctpoku 6yayt

UMEeTb creayowmn Bua;

UUID=41ff6399-368e-4b8l-baed-bdfadaedd45a /var/lib/one/datastores/100 \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

UUID=3bd71b84-6463-42ec-8aff-106cafdae2e2 /var/lib/one/datastores/101 \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

3) BbINOMHUTL MOHTMPOBAaHUE KOMaHOOM:

sudo mount -a

PesynsraTtomM BbINOMHEHUS] KOMaHAb! A0MKEH BbITb MYCTOW BbIBOA 6€3 OwKnbOoK;

4) nepesarpy3ntb KOMMNbIOTEP.

BHUMAHMUE! lNocne nobaeneHus 3anmcn o6 aBToMaTtMyeckoM MOHTUPOBaHMKM B channe
/etc/fstab n nepesarpyskv KomnbloTEPa, HEOOXOAMMO HA3HAYUTL Ha KaTanor 3Toro XxpaHunuiia
Bnagenbua oneadmin. B npoTMBHOM crniyyae npu nepesarpyske KOMNbOTEpa Bnagenew MeHsieTcs
Ha root M Ucnonb3oBaHne xpaHunuwa éyaet He LOCTYMHO.

[nsa Toro 4To6bI HA3HAYMTL Ha KaTasnor XxpaHunuwia Bnagensua oneadmin HEOBX04MMO
BbINOSTHUTL KOMaHAY:
sudo chown oneadmin:oneadmin /var/lib/one/datastores/<ugeHTUUKATOP XPaHUIIAME>

3.3.5.3. MoHTHUpoBaHue ceTeBbix pecypcoB ¢ NFS

BHUMAHMUE! [1nsa kaxgoro ceteBOro karasnora, npegocTaBngaeMoro ceteBbliM XpaHunu-
LLeM, NpegsapuTenbHO HeobxoaMmo HasHauyuTb Briagensuem nonb3oBatens ¢ UID paBHbiM 9869
(cooTBeTCTBYET NoMb3oBaTeNto oneadmin). A B KayecTBe rpynnbl-Bnagensua — rpynny ¢ GID
paBHbIM 9869 (COOTBETCTBYET rpynne oneadmin).

[ns MOHTUpOBaHNA ceTeBbIX pecypcoB, npegocTtaBndemoro NFS-cepBepoMm, Ha Kaxgom
KoMnbtoTepe (BbINOMHALOWEM (OYHKLMIO cepBepa ynpaBneHus Unn cepeepa BUpTyanusaummn)

HeobXoA4NMO BbINOMHUTL CNEAyLLY NOCreaoBaTenbHOCTb AENCTBUN:
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1) yctaHoBuTb cnyx0by knneHta NFS komaHgon:
sudo apt install nfs-common
2) NpocMOTpeTb NepeyYeHb AOCTYMNHbIX CETEBbLIX PECYPCOB KOMaHAOM:

sudo showmount -e <IP-agpec_cepBepa_ NAS>

Mpumep

BbiBog, cnncka ceTeBbIX pecypcoB, npegoctaensemMblx NFS-cepsepom c IP-agpecom
192.168.1.10

sudo showmount -e 192.168.1.10

I'Ipmmep BblBOAA MNMocCrie ycnewHoro BblMOJfIHEHNA KOMaHObI:
Export list for 192.168.1.10:
/mnt/nfs-images node?, front

/mnt/nfs-system node?, front

rde  «/mnt/nfs-system» n «<mntnfs-images» — ceTeBble pecypcbl, NpeaocTas-
naemble NFS-cepBepom,
3anncb «node?, front» O3Ha4YyeaeT, YTO AOCTYN NPEAOCTaBEH KOMMbIOTEPaM,
CeTeBOe UMSA KOTOPbIX HAa4YMHAETCHA C nocrnegoBaTeribHOCTU CUMBOSOB «node»
(manee cnegyet oguH ntobor cMMBOM), a TakkKe KOMMNbIOTEPY C CETEBbIM UMEHEM
«fronty,

3) HacTpouTb aBTOMaTU4eCKOEe MOHTMPOBAHME CETEBLIX PECYPCOB B TOYKN MOHTUPOBAHUSI.

[ns atoro B hann /etc/fstab ob6aBUTbL CTPOKM C ONMCAHUEM HAaCTPOEK MOHTUPOBaHUS

CeTeBbLIX peCypCOB:
<IP-agpec_cepBepa_ NFS>:<ceTeBol_pecypc> <TOuKa_MOHTHPOBaHMHI> \

nfs _netdev,timeo=14,intr 0 O

B kayecTBe TOYEK MOHTUPOBaAHUA Heobxoanumo YKa3aTtb Katasiorm Co3gaHHbIX XpaHUITALLL.

Mpumep
[Ins ceTeBbIX pecypcoB, NPEeACTABMNEHHbIX BbiLE, CTPOKM OyayT MMETb Cneayowmin Bua;
192.168.1.10:/mnt/nfs-images /var/lib/one/datastores/101 \
nfs _netdev,timeo=14,intr 0 O
192.168.1.10:/mnt/nfs-system /var/lib/one/datastores/100 \
nfs _netdev, timeo=14,intr 0 O
4) BbINOMHUTb MOHTUPOBaHWE KOMaHOOWN:

sudo mount -a

PesynstaTtomM BbINOMHEHUS] KOMaHAb! A0MKEH BbITb MYCTON BbIBOA 6€3 OWKnbOoK;
3.4. Xpannnuwa LVM

BnoyHas TexHonormst XxpaHeHus ¢ ncnonb3osaHnem LVM obecneunBaeT BO3MOXHOCTb

ncnonb3oBaHus LVM-TomoB BMeCTO 00ObIYHbIX (hannioB ob6pa3oB B CUCTEMHOM XpaHunuuie. Mpn
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3TOM HET HeOOXO0ANMMOCTN B OpraHu3aumm pannoBon CUCTEMBI.

Mpumeyanue. B MK CB gna xpannnuwa LVM He TpebyeTcst HacTponka KracTepHOoro
ynpasnenunsa norndeckummn tomamu (CLVM) B knactepe. [pansepbl 06HOBNAWT MeTagaHHble LVM
Kaxagbln pas, korga obpas TpebyeTcs Ha Apyrom cepeepe BUPTyanusaumu.

B MK CB nogaepxuBatoTcs BHELUHNE XpaHUIMLLa, NoCTpoeHHble 6a3e TexHonormm SAN
(Storage Area Network — ceTb XxpaHeHUsa JaHHbIX), KOTopas obecneynBaeT AOCTYN K JaHHbIM Ha

YypOBHE BNOYHbIX YCTPONCTB.

Mpw HacTpolike BHELLIHErO XpaHunmLLa HeobxoanumMo pyKoBOACTBOBATLCS MHCTPYKLUMSMU
npounseoauTens obopyaoBaHus.

3.4.1. HacTtpouka xpaHunuw ¢ apansepom FS_LVM

3.4.1.1. OcobeHHOCTU Ucnonb3oBaHuA apanBepa FS_LVM

NcxoaHble o6pasbl XpaHATCS Kak 0bblYHble (halnbl, N0 YMONYaHWIO YCTAHOBMEH Crneayto-
LM NYTb pa3MeLleHns B xpaHunuuie obpasos:
/var/lib/one/datastores/<ugeHTuduKaToOp XPaHUIINIA>.

Mpwn cosganumn BM obpasbl AMCKOB BbIrpyxatoTcsa B nornyeckme toma (LV). BupTyanbHble

MaLUMHbI 3anyckatoTcsi u3 LV Ha cepepe BupTyanusauum (cMm. puc. [3).

/ Cepeep ynpaBneHus \ 6pnep BupTyanu.?.aumq} @pﬂep B_HpT)'anH?raqum
VM VM M VM
Lpaiieep FS_LVM
/,..--—'———'——-..._.\ —
L | —— e \“"--—.___.—--"/
®@ain obpaza AUcKa vg-one-sln vg-one-$ID
\______________/
lv-one-2 [ lv-one2 ¥
2
/ \ lv-one-1 (v-one-1
fvar/lib/one/datastores/101 l
— 232b1lbaae8091978e... v-one-0 v-one-{
F— 3c2f394e248137813...
— 4fed70095da39c15b. .. CLVyMm CLVM
— 64ee2f8ac5c770b58. . .
— aac35f8dbbo824ce4. .. datastores/101 datastores/ 101
— b630ebf3ff232616b. .. ... : — ... ;
&l— cacc84c4dc127d507. . . ||: 3c2f394 ---} F— 3c2f394 -

/

Puc. 3

Opaneep xpaHunuwa FS_LVM pekomeHayeTca npuMmeHaTb npu Hanudmm CX[ BbicLiero
knacca (high-end). B atom cnyyae LUN MOXHO 3KCnopTMpoBaTh Ha BCe CEpBEPbI BUPTyanuauumn.
[ns xpaHeHust o6pa3oB ANCKOB B BuAae hannosB MCMNoNb3yeTca pacnpeaeneHHasn dan-
nosasi cuctema, Takas kak, Hanpumep, NFS. [pn aToM HeOBXOANMO BbIMOMHUTL HACTPOWNKY

KaTtaroros XpaHurniy o6pasoB N TOYEK MOHTUPOBAHUA TakK XKe, KaK U Npu ncnonb3oBaHnMn MeToa
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COBMeECTHOM nepegayn (shared) B xpaHunuuie, NnocTpoeHHOM Ha 6a3e ¢hannoBon TEXHOOMMK

xpaHeHus (cm. [3.3). PekomeHayeTcs cHavana BbINONHUTL pa3BepTbiBaHME XpaHunuwa obpasos,

NMOCTPOEHHOrO Ha 6a3e (hbannoBon TEXHONOrMM XpaHeHus. A 3atem, ydeamBLUMCE B €r0 KOPPEKTHON

paboTe, 3aMeHNTb ero Ha xpaHunuwe LVM.

BHUMAHMUE! CeteBaga cpannoBas cuctema NFS He nogaep>mBaeT UCMOMb30BaHNE METOK

©esonacHocTu. Ecnn nnaHupyeTcsa ncnosib3oBaHMe 3Ton hannoBon CUCTEMbI NPU MOCTPOEHUN

XpaHunuuia, pyHKUMOHMpPYIOLWEro B MaHOaTHOM KOHTekcTe, To anst BM cnegyet yctaHoBUTb

YPOBEHb LIeNOCTHOCTM, Ha3Ha4YaeMblil Mo ymonyaHuio, pasHbiM 0 (cMm. [3.3.2).

3.4.1.2. NMapameTpbl XpaHUNULLY

|_|pl/l perncTtpaumnm HoOBOro CUICTEMHOIO XpaHmnuiia HeobxogMmo 3agaTtb 3HAYEHUS napa-

METPOB B COOTBETCTBUM C Tabnuuei (6]

Tabnunua 6
MNapameTp 3HayeHune
NAME <HaumeHoBaHWe_xpaHunuia>
TYPE SYSTEM_ DS
T™™ MAD fs_lvm

BRIDGE_LIST

Cnuncok cepBepoB BUpTyanuMsauuun, pasgeneHHbix npobenamm, Yepes KoTopble Oocy-
LLeCTBRSeTCca JOCTYN K cucteMe xpaHeHust AaHHbIX (SAN).

He ncnonb3ayeTcs, ecnv cepeep ynpaBneHnss MUMeeT NPsIMO 4OCTYN K CUCTEME XpaHe-
HUS AaHHbIX.

Mpw perncTpauum HOBOro XpaHunuiLa o6pa3oB HEOOXoAMMO 3a4aTh 3HAYEHUSI NapamMeT-

POB B COOTBETCTBUM C Tabnuuen

Tabnunua 7
MapameTp 3HayeHune

NAME <HanmeHoBaHue_xpaHunua>

TYPE IMAGE_DS

DS_MAD fs

T™M MAD fs_1lvm

DISK_TYPE BLOCK
lMepedveHb KaTanoros, pasgeneHHbIX CMMBOSIOM nNpobena, B KOTOPbIX pa3peLuaeTcs

SAFE_DIRS pasmMeLlatb obpassbl.
Mo ymonyaHunio MMeeT 3HavyeHne «/var/tmp»
Cnuncok cepBepoB BUpTyanuaauun, pasgeneHHblx npobenamm, Yepes KoTopble ocy-

BRIDGE LIsT | ECTBMAETCA AOCTYN K CUCTEME XPAHEHMSt AAHHbIX (SAN).

- He ncnonb3yetcs, ecnu cepBep ynpaBneHns MMeeT NpsMOn AOCTYN K cucteMe XpaHe-

HWUS1 A@HHbIX.
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3.4.1.3. Peructpauusa xpaHmnuuy,
BHUMAHMUE! [encteua no peructpaumm xpaHunuwy, B MK CB BbINOAHATCA No4 y4eTHON

3anucbto agmuHucTpaTtopa MK CB.

Mpumep

Pernctpaumsi CMICTEMHOIO XpaHunuuia ¢ UCnorib30BaHMEM KOHUrypaLmMoHHoro danna:
1) cospgaTtb (pann systemds. txt CO CreayroLwmM coaepXXaHuem:

NAME = fs_lvm-system

TYPE = SYSTEM_DS

TM_MAD = fs_lvm

BRIDGE_LIST = "NODEl NODE2"

2) BbINOMNHUTL KOMaHAy:

onedatastore create systemds.txt

I'Ipmmep BbiBOAa Nocre BbINOJIHEHNA KOMaHAbI:
ID: 100

Mpumep
Pernctpaums xpaHunuiia obpasoB ¢ MCNOMb30BaHMEM KOHUIYPaLMOHHOMO hanna:

1) cosgaTtb hann imageds.txt CO cnegyLMM CoaepXXaHUeM:
NAME = fs_lvm-images
TYPE = IMAGE_DS

DS_MAD = fs

TM_MAD

fs_lvm

DISK_TYPE = "BLOCK"
SAFE_DIRS = "/var/tmp /tmp"
BRIDGE_LIST = "NODEl1l NODE2"

2) BbIMOMHUTL KOMaHAy:
onedatastore create imageds.txt

anMep BbIiBOAa Nnocre BbINOJIHEHNA KOMaHAbI.
ID: 101

3.4.1.4. Hactpouka lNK CB ans ucnonb3oBaHMA XpaHUuLY,

BHUMAHMUE! [encTteus no HacTpouke MK CB gns ncnonb3oBaHUA XpaHWUIULL, BbIMOSHS-
totca B OC CH nog y4vetHown 3anuckio agmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM LEENOCTHOCTH.

Heobxoammo obecneynTb COBMECTHbIM AOCTYN BCEX CEPBEPOB BUPTyanusaumm K katanory
XpaHunuuia obpasos. [ 3TOro ncnonb3yeTca pacnpegeneHHas gannosas cuctema, Takas Kak,
Hanpumep, NFS.

Kpome Toro, Bce cepBepbl BUpTyanusauum A0SMKHbI UMETb AOCTYMN K OOHUM U TEM Xe
ceTeBbiM GrOYHBIM YCTPOMCTBAM.

M punmMmedyaHme. K cepBepy yrnpaslieHnda cetTeBble Ono4Hble yCTpOI‘/IICTBa MOXXHO He
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nogkntoyate. CepBep ynpaBneHust MOXeT MONyYnTb AOCTYN K CUCTEMHOMY XpaHUMuLLYy Yepes
yanbl BUpTYyanusauum (napametp BRIDGE_LIST).

Ha ocHoBe COBMECTHO MCMOMb3yeMbIX CETEBbIX BIOYHbIX YCTPOWCTB AN KaXKA0ro XpaHu-
nvwa gomkHa 6bITb co3gaHa rpynna TOMOB C UMEHEM BuAaa:
vg-one-<ugeHTUPHUKATOP_ CUCTEMHOI'O_XpaHuUIuma>

MpuMedaHue. dopmmpoBaHue rpynn TOMOB AOCTATOYHO BbIMOMHUTL TOMbKO HA OAHOM

M3 y35noB BUpTYyann3auunn.

Mpumep

dopmunpoBaHue rpynnbl TOMOB (COCTOUT U3 0gHOro TomMa /dev/sda) Ans CUCTEMHOIo
XpaHunuuia ¢ ngeHtugukatopom «100x»:

1) vHMUManuampoBaTb 6NoYHOE YCTPONCTBO ANd paboTkl ¢ LVM:

sudo pvcreate /dev/sda

I'Ipmmep BblBOAA MocCrie ycnewHoro BblMOJfIHEHNA KOMaHObI:

Physical volume "/dev/sda" successfully created.
2) cosgatb rpynny TOMOB:
sudo vgcreate vg-one-100 /dev/sda

I'Ipmmep BblBOAA MNMocCrie ycnewHoro BblMNOJIHEHNA KOMaHObI:

Volume group "vg-one-100" successfully created

3.4.2. Hactpouka xpaHunuwy ¢ gapansepom LVM_LVM

3.4.2.1. OcobeHHOCTU Ucnonb3oBaHnA apanBepa LVM_LVM

Opaneep LVM_LVM nosBonsieT opraHn3oBaTb U XpaHunuuie obpasoB, 1 CUCTEMHOE Xpa-
Hunuwe B LVM. Npu aTOM, B OTNMYMeE OT Ucnonb3oBaHua apaveepa FS_LVM, HeT HeobxoammocTn
co3gaBaTb 00LLyI0 ceTeByO (hannoByto cuctemy anst o6pasos.

Mpun ncnonb3oBaHuu gpamsepa xpaHunuwa LVM_LVM HeobxoaumMo Hanuume Ha Bcex
cepBepax BUpTyanusaumm obLmx 6rnovHbIX yCTPONCTB XpPaHEHNSA OAHHbIX.

OcobeHHOCTN hyHKLUMOHMPOBaHUSA ApanBepa xpaHunuwa LVM_LVM:

- npenBapuTenbHO HeobxoaMMO co3aaTth oTaenbHble rpynnbl LVM-ToMoB Ana xpaHunuwa

06pas3oB 1 CUCTEMHOIO XpaHUn1LLa;

- npu 3arpy3ke obpasa gucka BM B xpaHunuiie ob6pa3oB aBTOMaTUYECKN CO3AaeTCA

LVM-ToM, B KOTOPLIN 3anucbiBaeTCs 3arpy>kaembli obpas B oopmaTte raw;

- nNpu passepTbiBaHMM BM B cucTeMHOM XpaHunuuie aBToMaTuyecku co3gaeTtcsa Konus

LVM-Toma 13 xpaHmnuiia obpasos.

MpumeyvaHue. lNpu konuposaHun LVM-ToMa B CUCTEMHOE XPaHUIIULLIE NPOUCXOANT

NMOCEKTOPHOE KMOHMPOBAHME, YTO MOXET 3aHATb ANUTENbHOE BpeMs. YuuTbiBas aTy

0COBEHHOCTb pekoMeHayeTCHa B XpaHunuLle obpasoB co3gaBaTb UCXOA4HbIN ob6pasa gucka

BM mMuHMMmanbHO Heobxogmmoro obbema. A npu paseepTthiBaHuM BM yBennumeats o6pa3s
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ancka oo Heobxogumoro pasmepa. lNopsgok yeenuyeHns obbema gMCKOB, BblAENEHHbIX

ansa BM, npeactaeneH B gokymeHTe PYCB.10015-01 93 01 «OnepaumoHHas cuctema

cheunanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTsBo nonb3oBatens»

N3 KOMMJIEKTa NOCTaBKW.

BHUMAHMUE! B gpaneepe xpaHunuwa LVM_LVM He nogaepxmBaetcs co3gaHue CHUM-
KOB COCTOSIHMIM 06pasa Aucka 1 co3fgaHmne «TOHKUX» OUCKOB. YUnTbiBast 3Ty 0COGEHHOCTb Ans
pe3epBHOro KONMMpoOBaHUs M BocCTaHoOBeHMS BM pekomeHayeTca Mcnonb3oBaTb Cheumnannuanpo-
BaHHbIE CPeACTBa PE3EPBHOIO KOMMPOBAHUS.

3.4.2.2. NMapameTpbl XpaHUNULLY

Mpun perncrtpaumm HOBOro CUCTEMHOIO XpaHunumLia HeobxoaMmo 3agaTtb 3Ha4YeHUs1 napa-
METPOB B COOTBETCTBUW C Tabnuuen

Tabnunua 8
MapameTp 3HayeHne
NAME <HaunmeHoBaHWe_XxpaHunuuia>
TYPE SYSTEM DS
T™ MAD lvm_lvm
DRIVER raw

Mpw perncTpaunm HOBOro XpaHunuLLa 06pa3oB HeOOXoaAMMO 3a4aTh 3HAYEHUSI NapamMeT-
POB B COOTBETCTBUM C Tabnuuei [9)

Tabnwunua 9
MapameTp 3HayeHune
NAME <HavnmeHoBaHWe_xpaHunuwa>
TYPE IMAGE_DS
DS_MAD lvm
T™ MAD lvm_lvm
DISK_TYPE BLOCK
DRIVER raw

3.4.2.3. Peructpauma xpaHunuiy,

BHUMAHMUE! [encteua no pernctpaumm xpaHmnuiy B MK CB BbinonHATCA Nog y4eTHOM
3anucbto agmuHucTpaTtopa MK CB.

Mpumep

PeFI/ICTpaLI,VIFI CUCTEMHOIo XpaHuiuiia ¢ ncnosib3oBaHnem KOHq.)I/IpraU,I/IOHHOFO cbal?ma.
cat > system-ds.conf <<EOT

NAME="1lvm-lvm-system"
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TYPE="SYSTEM DS"

™ MAD="1lvm_lvm"

DRIVER="raw"

EQOT

onedatastore create system-ds.conf

I'Ipl/lmep BbiBOAa Nnocrie BbIMOJIHEHNA KOMaHObl:
ID: 100

Mpumep

Pernctpaums xpaHunuvia obpasoB ¢ NCNOMb30BaHUEM KOH(IUIYPaLMOHHOIO dhanna.
cat > images-ds.conf <<EOT
NAME="1vm-lvm-images"
TYPE="IMAGE_DS"
DS_MAD="1lvm"
TM MAD="1vm_lvm"
DISK_TYPE="BLOCK"
DRIVER="raw"
EOT
onedatastore create images-ds.conf

I'Ipl/lmep BbIiBOAA NOCI1e BbIMNOJIHEHUA KOMaHAbI:
ID: 101

3.4.2.4. HacTtpouka lNK CB gna ncnonb3oBaHUs XpaHUNULY

BHUMAHME! [enctena no HacTtporike MK CB ansa ncnonb3oBaHUs XpaHUIULL, BbINOSHS-
totca B OC CH nog y4vetHou 3anucbkio agMmuHuctpatopa OC CH ¢ BbICOKMM YPOBHEM L€NOCTHOCTH.

BHUMAHMUE! Bce komnbloTepbl (BbINOAHAOLLME DYHKLMIO cCepBepa ynpaBneHus unm cep-
BEpa BMPTyanu3auun) JOMKHbI UMETb AOCTYN K OOHUM M TEM Xe CETEBbIM Br0YHbIM YCTPONCTBAM.

Ha ogHOM 13 KOMMbOTEPOB (BbINONHAOLWEM YHKLMIO cepBepa yrnpasreHus unm cepeepa
BUpTyanuaawumm) HeobxoamMmo co3gatb oTaenbHble rpynnbl LVM-ToMoB Ans xpaHunuua obpasos

N CUCTEMHOro XpaHunuiia.

Mpumep

dopmunpoBaHue rpynnbl TOMOB (COCTOUT U3 0AHOro ToMa /dev/sda) Ans CUCTEMHOro
xpaHunuwa ¢ nageHtudgpukatopom «100» n rpynnbl TOMOB (COCTOUT U3 OAHOro Toma /dev/sdb)
Ans XxpaHunua obpasos ¢ naeHTudmkatopom «101»:

1) vHMumManuampoBaTb 6noYHble ycTporcTBa Ans pabotsl ¢ LVM:

sudo pvcreate /dev/sda

sudo pvcreate /dev/sdb

I'Ipmmep BblBOAaA MocCrie ycnewHoro BbIMNOJIHEHNA KOMaHA:
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Physical volume "/dev/sda" successfully created.
2) cospgatb rpynny TOMOB:

sudo vgcreate vg-one-100 /dev/sda

sudo vgcreate vg-one-101 /dev/sdb

I'Ipmmep BblBOAaA Mocrie ycrielwHoro BbINMnofiHeHnsda KoMaH4:

Volume group "vg-one-100" successfully created

3.4.3. Hactpouka xpaHunuwy ¢ gapansepom LVM_THIN
3.4.3.1. OcobeHHOCTU Ucnonb3oBaHuA apansepa LVM_THIN

Opansep LVM_LVM nosBonsieT opraHn3oBaTb U XxpaHunuuie obpasoB, N CUCTEMHOE Xpa-

Hunuwe B LVM. B otnnumne ot gpameepa LVM_LVM, npu co3gaHum B CUCTEMHOM XpaHUnuLe

HOBOrO fiorm4yeckoro Toma LVM, ero gpaktnyecknin pasamep cCOOTBETCTBYET 06beMY MMEKLLNXCS

AaHHbIX Ha ucxogHoMm LVM-Tome, n yBennynmBaeTca No Mepe 3anncu JaHHbIX B 3TOT TOM. Takon

norndyecknn Tom LVM HasbiBaloT « TOHKUM» LVM-Tomom. MNpu 3ToM anga kaxkgoro cepsepa BUp-

Tyalm3aumnm B obLleM CUCTEMHOM XpaHunuuie opraHmn3yeTcd VIHLI,VIBVI)J,yaJ'IbeIﬁ pecypc — nyn

«TOHKMX» LVM-TOMOB.

BHUMAHMUE! «ToHkne» LVM-ToMa He MOryT COBMECTHO MUCMNOMb30BaTbCA HECKOMNbKN-

MW cepBepamun BMpTyanusauuu. B cBsiau ¢ 3TuM, npy MCNONb3oBaHUKU ApariBepa XpaHunuiia

LVM_THIN He noggepxuBaetcs murpaumst BM.

OcobeHHOoCTU hyHKUMOHMpPOBaHUA ApanBepa xpaHunuwa LVM_THIN:

- npenBapuTenbHO HeobxoaMMO co3aaTth oTaenbHble rpynnbl LVM-ToMoB Ana xpaHunuwa
00pa3os;

- Ha KaXxgoM cepBepe BMpTyanusauuun npegsaputenbHO Heobxoanmo co3fath OTAENbHYH
rpynny LVM-ToMOB ¢ NnpmnBA3KOM K 06LLEMY CUCTEMHOMY XpPaHUIULLY;

- Ha KaXxgoM cepBepe BUpTyanusauum npeasaputenibHo Heo6XoaAMMO co3aaTthb OTAENbHbIN
nyn «TOHKux» LVM-ToMOB;

- npu 3arpyske obpasa Ancka B xpaHunuiie obpasos aBTomaTuyecku cosgaetcsa LVM-Tom,
B KOTOPbIM NULLETCA 3arpy>kaemMbli o6pas B oopmaTte RAW;

- nNpu passepTbiBaHM BM B cuctemMHoOM xpaHunuiie n3 obpasa gucka aBToMaTn4eckn
cosgaetca «ToHkuny LVM-Tom B dpopmaTte QCOW2.

3.4.3.2. MapameTpbl XpaHUNULY

Mpun perncrTpaumm HOBOro CUCTEMHONO XpaHunuLia Heobxoanumo 3aaaTb 3Ha4YeHMs napa-

METPOB B COOTBETCTBUM C Tabnuuen

Taobnuuya 10

MapameTp 3HayeHune

NAME

<HavmeHoBaHWe_XxpaHunuia>
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OkoHyaHue mabnuusi 10

MapameTp 3Ha4yeHune

TYPE SYSTEM DS

TM_MAD lvm_thin

Mpw perncTpauum HOBOro XpaHunuiLa o6pa3oB HeOOXoAMMO 3a4aTh 3HAYEHUS napamMeT-

poB B cooTBeTCTBUU ¢ Tabnuuen [11]

Tabnuuya 11
MapameTp 3HayeHne
NAME <HavmeHoBaHWe_XxpaHunuuia>
TYPE IMAGE_DS
DS_MAD lvm_thin
T™M MAD lvm_thin
DISK_TYPE BLOCK
DRIVER raw

3.4.3.3. Peructpauusa xpaHunuuy
BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuu, B MK CB BbINOMAHATCA NoA y4ETHON

3anucbto agmmHucTpaTtopa K CB.

Mpumepbl:

1. Pernctpaums CUCTEMHOIO XpaHunumLLa ¢ UCnonb3oBaHNEM KOHGUIypaLmMoHHoro canna:
cat > system-ds.conf <<EOT

NAME="1lvm-thin-system"

TYPE="SYSTEM DS"

TM_MAD="1lvm_thin"

EOT

onedatastore create system-ds.conf

2. Peructpaums xpaHunuviia obpasoB ¢ NCNOMb30BaHUEM KOHAUIypaLMOHHOro dhanna:
cat > images-ds.conf <<EOT

NAME="1lvm-thin-images"

TYPE="IMAGE_DS"

DS_MAD="1lvm_thin"

TM_MAD="1lvm_thin"

DISK_TYPE="BLOCK"

DRIVER="gcow2"

EOT

onedatastore create images-ds.conf
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3.4.3.4. Hactpowuka lNK CB ana ucnonb3oBaHuA xpaHunuiia obpasoB

BHUMAHMUE! [enctena no HacTtporike MK CB ansa ncnonb3oBaHUs XpaHUAULL, BbINOSHS-
totca B OC CH nog yvetHom 3anuckio agMmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM LENOCTHOCTH.

BHUMAHMUE! Bce komnbloTepsbl (BbINONHALWME DYHKLMIO CepBEpa yNpaBneHns unm cep-
BEpa BMPTyanu3auun) JOMKHbI MUMETb AOCTYN K OOHUM U TEM e CeTEBbIM BrOoYHbIM YCTPONCTBAM.

Ha ogHOM 13 KOMMbOTEPOB (BbINONHSAOLWEM OYHKLMIO cepBepa yrnpasreHus unm cepeepa
BUPTyanuaaummn) HeobxogmMmo co3gaTtb OTAErNbHYK rpynny TOMOB AfSA XpaHunuwia obpa3sos,
KoTopasi 4OSMKHa MMEeTb HaMMeHOoBaHWe BUAa:

vg-one-<upeHTUPUKATOP_XpaHunuma obpazos>

Mpumep

dopmumpoBaHue rpynnbl TOMOB (COCTOUT U3 0gHOro Toma /dev/sdc) Ans XpaHunuwa
obpasoB ¢ naeHtudpumkatopom «101»:

1) vHMumManmampoBaTb GNOYHOE YCTPONCTBO ANnd paboTbl ¢ LVM:

sudo pvcreate /dev/sdc

Mpumep BbIBOAA NOCME YCMNELIHOrO BbIMOSTHEHWST KOMaHAbI:

Physical volume "/dev/sdc" successfully created.

2) cospgatb rpynny TOMOB:

sudo vgcreate vg-one-101 /dev/sdc

MprmMep BbiBOA4A NOCME YCNELHOrO BbINOHEHWUS KOMaHAbI:

Volume group "vg-one-101" successfully created

3.4.3.5. HacTtpouka NK CB gna ucnonb3oBaHUs CACTEMHOIO XpaHunuLia
BHUMAHMUE! [encteua no HacTtpovike NK CB ans ncnonb3oBaHUs XpaHUAULL, BbINOSHS-
totca B OC CH nog y4vetHoun 3anuckio agmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM LEENOCTHOCTM.
BHUMAHMUE! Bce komnbtoTepbl (BbiNOMHsOLWME OYHKLNIO cepBepa yrnpasrieHust unm cep-
Bepa BUpTyanuaauun) JOSMKHbI UMETb AOCTYN K OOHUM U TEM Xe ceTeBbIM Br04HbIM YCTPONCTBAM.
Ha kaxxgom cepBepe BUpTyanu3aumm HeobxoamMmo BbINONHUTL crieayowme eNCTBuS:

1) co3paTtb OTAENbHYH rpynny TOMOB C UMEHEM BUAa:

vg-one-<uOeHTHPUKATOP_CHUCTEMHOI'O_XPaHUIMma>-<HUMs_y3Jla_ BUPTyasu3aliun>

2) cosgaTb Myn forMyeckMx TOMOB C MMEHeM Buaa:
vg-one-<uOeHTHPHUKATOP_ CUCTEMHOIO_XPaHUNHUma>-<uMs_y3Jia_BHUPTyanu3anun>/

onethinpool

Mpumep

HacTporika cepBepa BupTyanusauun Ans UCMOMb30BaHUA CUCTEMHOMO XpaHunuiia c
naeHtTudpukartopom «100»:

1) wHUunanuanpoBaTb 6no4HOE YCTPOMCTBO Ans paboTbl ¢ LVM:

sudo pvcreate /dev/sda
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ﬂpmmep BblBOAaA Mocrie ycnewHoro BbiMNoJfIHEHNA KOMaHObl:

Physical volume "/dev/sda" successfully created.

2) cospgaTb rpynny TOMOB (B NpeAcTaBneHHOM Npumepe rpynna CoOCTOUT U3 OAHOro Toma):

sudo vgcreate vg-one-100-nodel /dev/sda

I'Ipmmep BbIlBOAa Mnocre ycrnewHoro BbliMNoJIHEHNA KOMaHObl:

Volume group "vg-one-100-nodel" successfully created

3) cosgatb nyn JIorm4yecknx TOMOB:

sudo lvcreate -T -L <paamep>G vg-one-100-nodel/onethinpool

rae <pasmep> — pasmep nyna normyecknx tomoB B ['b. [JormkeH ObITb He Gonb-
e pa3mepa JokanbHoro 6ro4YHoro ycTponcTea (B NpeacTaBneHHOM npumepe —
/dev/sda).

I'Ipmmep BblBOAA MNMocCrie ycnewHoro BblMNOJfIHEHNA KOMaHObI.

Thin pool volume with chunk size 64,00 KiB can address at most 15,81 TiB of /

data.

Logical volume "onethinpool" created.

Mpn co3pgaHum «ToHkoro» LVM-Toma gononHutensHo K ncxogHomy LVM-Tomy cosgatotca
ABa CKpbITbIX TOMa Nog MeTagaHHble (MHOopMaunsa O BblaeneHHbix 6rnokax). Mpun ncuepnaHum
cBOOOOHOrO MecTa B Myre JIorM4ecknx TOMOB BO3HUKAET NOTepst MeTafaHHbIX Ha CKPbITbIX TOMax.
OTO NPMBOAUT K MNOBPEXAEHNIO PANNOBLIX CUCTEM Ha «TOHKUX» TOMaXx, YTO NPOSABNSETCS Kak
owmbka 3anucu.

lMoTepsiHHblE MeTaAaHHbIE BO3MOXHO BOCCTAHOBUTbL C MOMOLLLIO KOMaHAbI:
lvconvert --repair <HauMeHOBaHHE 'PYINH>/<HAaUMEHOBAaHHUE IyJa>

Opanesep LVM_THIN nogaepxvsaeT aBToMaTtuyecKkoe yBenvyeHve pasmepa nyna «ToH-
KMX» NOrMYecKnx TOMOB Npu ero 3anonHeHuu. [ns atoro HeobxoanMmo Bcerga ocTaBnaATb CBO-
©ogHoe mecTto B rpynne LVM-TtomoB. ABTOMatnyeckoe yBenuyeHme pasmepa TOMOB MO yMOJ-
YaHWIO BbIKMNOYEHO. [Ansa Toro 4tobbl ero BKIOUYUTL, HEO6X0AMMO B KOH(UIypaunoHHOM danne
/etc/lvm/lvm.conf CKOpPpPEeKTUpPOBaTb 3HAYEHUS crnegyoLmx napameTpos:

- «thin_pool_autoextend_threshold» — noporosoe 3Ha4eHue (B NpoLeHTax OT 3a4aHHOro

pasmMmepa «ToHKoro» LVM-Toma) npu KOTOpOM aBTOMaTtu4eckn byaeT yBenuyeH pasmep

aToro Toma. o ymonyaHmio nmeet 3HavyeHne «100», B 3TOM criydae aBTomMatmyeckoe

paclimpeHne Toma He Npon3BOAUTCS;

- «thin_pool_autoextend_percent» — o6bem ANCKOBOro NPOCTPaHCTBa (B NpOLEHTax oT

3agaHHOro pasmepa «ToHkoro» LVM-Toma) Ha KoTopoe aBTOMaTu4eckn ByaeT yBennyeH

pa3smep aToro Toma. [lo ymonyaHuio nmeet 3HavyeHne «20».

Mpumep

ABTOMaTMYecKoe yBenuyeHue pasmepa TomoB Ha 20%, korga o6beM OUCKOBOro Mpo-
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CTpaHCTBA, BblAENEHHbIN aAnsa «ToHKoro» LVM-Ttoma 3anonHutca Ha 70%.
thin_pool_autoextend_threshold = 70

thin pool_autoextend percent = 20

Hanpumep, 6bin co3aaH «ToHkM» LVM-Tom pasamepom 1 I'b. Korga o6bem faHHbIX, pasMeLLeHHbIX
Ha aToM ToMe, aocTturHet pasmepa 700 MbB, «ToHkui» LVM-Tom ByaeT aBTomMaTMyeckn paclumpeH
no 1,2 I'b. lMNMocne Toro kak 06beM gaHHbIX, pa3MELLEHHbIX HA 3TOM TOME, LOCTUIHET pa3mepa

840 MB, «ToHkMn» LVM-ToM GyoeT aBTomaTtudecku paclumpeH oo 1,44 .

3.5. Xpanunuwa c apansepom BREST_LVM

3.5.1. OcobeHHOCTU Ucnonb3oBaHuA apanBepa BREST_LVM

Opansep BREST LVM no3BonsieT opraHmM3oBaTb XpaHunuviie obpasoB M CUCTEMHOE
xpaHunuwe B LVM.

OcobeHHOCTU (hyHKUMOHMpPOBaHUs xpaHnnuwa BREST _LVM:

- B BREST_LVM wncnonb3syetcsa coopmat obpasza Qcow2 Kak B CACTEMHOM XpaHuUnuLle,

Tak N B XpaHmnuuie obpasos;

- NIOrMYecknin Tom, ncnosnbadyemsivi B BM, 6yoeTt yBennuntbcst Mo Mepe MCnosib30BaHMs

ancka BM;

- npw 3arpy3ke obpasbl KOHBEPTUPYHOTCA B hopmat Qcow2;

- NepcucTeHTHble ob6pasbl nogkntovatoTcs kK BM 6e3 npeasapuTensHOro KonmpoBaHus B

CUCTEMHOE XpPaHUNuLLE;

- XpaHunuue nogaepXmBaeT CHUMKM cocTosiHUS BM;

- peanunsoBaHa BO3MOXHOCTb Murpauum obpasos n BM 13 gpyrnx TMNOB XpaHUNuLLY B

BREST_LVM;

- 3arpyxaemble guckm B popmatax RAW n Qcow?2 ¢ onuuen preallocation=full

(3anonHeHne Hencnonb3oBaHHOIO MecTa Hynsamu) OyayT npeobpasoBaHbl B AUCKK C

preallocation=none (T.€. Hynn BygyT yaaneHsol). [lpn 3TOM NOrM4Yecknii ToOM He Byaet

aBTOMAaTMYECKM YMEHbLLEH MOCIe 3annucu Ha Hero KOHBePTMPOBaHHOIro obpasa. B cBsAsn ¢

9TUM, pEKOMEeHOYeTCa 3arpyxatb AUckun B nnardopmy B popmate Qcow2 ans SKOHOMUN

NPOCTPaHCTBA XPaHUNMLLa;

- 3arpyxaemble aucku B oopmate Qcow2 ¢ NCnonbL30BaHUEM OnuMn compression (Cxa-

Tne) 6yayT npeobpasoBaHbl B Qcow2-cpopmat Ha 6ase normyeckoro Toma 6e3 cxxatus. B

9TOM crlydae, nocre «pacnakoBkM» pasmep ToMa B XpaHumnuLie yBennumtca npnbnmnsn-

TenbHo B 3.26 pasa;

- onTMMmanbHoe noTpebneHne NPoCTpaHCTBA XpPaHUNULLA 3a CHET XpaHEeHUsT PaKTUYeCcKn

3aHMMaemMoro obbema AaHHbIX. Jlornyeckme Toma co3gatoTcs No pearlbHOMYy pa3mMepy

AaHHbIX B obpase ¢ 3anacom B 8%, a He No BUPTyanibHOMY pa3Mepy, YKa3zaHHOMY B
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cBoKcTBax obpasa.

OrpaHnyeHus ncnonb3oBaHus xpaHunuwa BREST_LVM:

- CHUMKKM anckos BM He noggepxunBaroTcs;

- HeobXxoaAMMOCTb YCTaHOBKM BNTOKMPOBOK cepBmcamm lvmlock U sanlock;

- HeobXoaMMOCTb KOMMPOBaHUA obpasa B CUCTEMHOE XpaHunuLLe npu paboTte B HEMOCTO-
SAHHOM peXume;

- murpaums BM mexay CMCTEMHbIMU XpaHUAMLLaMmM OQHOMo Tuna AOCTYMNHa TOMbKO npu
OTCYTCTBUN CHUMKOB BM;

- MUHMMarnbHbIN pa3mep co3gaBaemoro Toma 1 I'b;

- pennukaums Ha yposHe CX[ (mexay asymsa CX[, LUN-to-LUN) He nogaepxuBaeTtcs m3-
3a orpaHu4eHui moayns 6riokMpoBoK sanlock v Npoueaypbl apeHabl n 0cBO6OXaeHUA
(MeTanHopmaunsa o GnokMpoBkax) Ans akTUBauMm 1 geakTuBauumn normyeckoro Toma;

- JaHHOe XpaHunuLle He nogxoavT ansa peanusauun Metpoknactepa, Disaster-Recovery
N CXOXUX CLiEHapUeB;

- JaHHOE XpaHuUnuuLe He NoaxXoauT ANsl CETEBbLIX Cpend C BbICOKOW CETEBOW 3a4€pP>KKOU
(High Latency) n3-3a orpaHmyeHnii mogyns 6nokMpoBok sanlock v npoueaypbl apeHabl
n oceoboxaeHuns (MetanHdopmauusa o bnokmpoBkax). Bolcokas ceTeBasi 3agepxka (7
MC W BbILLE) MOXET NPMBOAUTL K Npobrnemam ¢ akTuBauuen n geaktmsaumen norm4eckmnx
TOMOB, NOCKOSbKY AaHHbIE OrnepaLunmn BbIMOMHAKTCA B CUHXPOHHOM PEXUME;

- XpaHunuwe noggepxusaet ao 2000 cepBepoB, BKOYas BCe cepBepbl yrpaBneHns u
cepBepbl BUpPTYyanuaawuu;

- HeobxoaAMMOCTb NpefBapuTernbHOro cosgaHus rpynn LVM-ToMOB 45151 CUCTEMHBIX XpaHu-
nvw, n xpaHunuil, obpasos, ¢ 0693aTenbHON HACTPONKOM cepBnCOB lvmlock U sanlock;
- He noppepxvBaeT nepemeHHyt0 BRIDGE_LIST, 4YTO O3Ha4YaeT HeobGXo4MMOCTb Ha-

cTtpowkn rpynn LVM-TOMOB Ha cepBepax ynpasreHusi (CM. puC.
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3.5.2. Pernctpauusa xpaHunuiy B uHTepdence KOMaHOgHON CTPOKMU

BHUMAHMUE! [encTteus no peructpaumm xpaHunuw, BelinonHsaotca B OC CH nog ydeTHon

3anucbto agmmHncTpaTopa OC CH ¢ BbICOKMM YPOBHEM LENTOCTHOCTM.

3.5.2.1. Peructpauus XpaHunuwa ob6pasoB c MCNoNb30BaHUEM

KoHdurypaumoHHoro c¢amna

1) Cosgatb KOHUrypaLMOHHBLIN dpann xpaHunuwa obpasoB images-ds.conf KOMaH-
aon:

sudo nano images-ds.conf

2) [JobaBuTb B CO3AaHHbLIN hann cneayolme CTPOKU U COXpaHUTb ann:
cat > images-ds.conf <<EOT

NAME="brest-lvm-images"

TYPE="IMAGE_DS"

DISK_TYPE="BLOCK"

DS_MAD="brest_lvm"

TM_MAD="brest_lvm"

DRIVER="qgcow2"

EOT

3) BbInonHuTb KOMaHAay:

sudo onedatastore create images-ds.conf
lMocne BbiNONHEHMst KOMaHAbl OyaeT BbiBEAEH MAEHTUMUKATOP CO30aHHOMO XpaHUumLLa,

Hanpuwmep:
ID: 100

. PerMCTpaLIMFI CUCTeMHOro XpaHunuuwa C¢ ucnonb3oBaHuem KOH(*)MrypaLIMOHHOFO

1) Cos3gaTb KOHUIypaUMOHHbIN hanni CUCTEMHOIO XpaHunuuia system-ds. conf Ko-
MaHOoMN:

sudo nano system-ds.conf

2) [Job6aBnTb B cO3aaHHbIN dhann crnegyowme CTPOKN U COXpaHnTb chann:

cat > system-ds.conf <<EOT

NAME="brest-lvm-system"

TYPE="SYSTEM DS"

TM_MAD="brest_lvm"

DRIVER="gcow2"

EOT

3) BbInonHuTb KOMaHay:
sudo onedatastore create system-ds.conf
lMocne BbiNONHEeHMst KOMaHabl OyaeT BbiBEAEH MAEHTUMUKATOP CO30aHHOMO XpaHUumLLa,

Hanpumep:
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ID: 101

3.5.3. Peructpaumsa xpanunuu, B Be6-uHTepdence NK CB

3.5.3.1. Peructpauusa xpaHmnuiwia ob6pasoB B Be6-uHTepdence NK CB

Onsa pernctpaunmn cuctemHoro xpanunuuwa BREST LVM B Beb-nHTepdence MK CB
HeobxoanMo:

1) B Be6-nHTepdhence MK CB B mMeHo cneBa BblbpaTb MYHKT MEHIO «XpaHunuwe —

XpaHunuuia» 1 Ha OTKPbIBLLENCA CTpaHULe «XpaHunuwia» HaxaTb Ha KHOMKy [+], a 3atem

B BblMagaroLlemM crnmcke BbiopaTb NyHKT «Co3aaTb» (CM. puc. [7f
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B sm 1o v Mokasawsianenenrsicruckac 1no Jua )
1B Cepsuce:
3Bcero 3Bk 0 Brnioueno
32 BupT. MapLIpyTHsATOpEI

& TpynneiBM

Xparnniue
B Xpaunnua
& O6pasui
B Painbl
B PesepsHble konua BM

W MarasuHb! npunoxenuii

& Npunoxenun

Puc. 5

2) Ha oTkpbiBlenca cTpaHuue «Cosgatb XpaHunuLe»:
- nepeunTn BO BKNaaKy «PaclumpeHHbIny;
- BO BKnagke «PacwmpeHHbiny B none « CoxpaHntb WabnoH XpaHunuua 3gecby» BBe-

CTV cnegytowime CTpoKu.
NAME="brest-lvm-images"
TYPE="IMAGE_DS"
DISK_TYPE="BLOCK"
DS_MAD="brest_lvm"
TM_MAD="brest_lvm"
DRIVER="qcow2"

- HaxaTb Ha kHorky [Co3paTb] (cM. puc. 6]
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Co3farb XpaHunuie

Knactep

0: default v
CoxpanuTs waGnon Xpanuniua spece

NAME="brest -lvm-images"

TYPE="IMAGE_DS" I
DISK_TYPE="BLOCK"

DS_MAD="brest_lvm"

TM_MAD="brest_lvm"

DRIVER="qcow2"

Puc. 6

PaclmperHblii

3.5.3.2. Pernctpauusa cuctemHoro xpaHunuuia B Be6-uHrepdence NK CB

1) B Beb-nHTepderice NK CB B MeHo crneBa BbibpaTb MYyHKT MEHI «XpaHunuvile —

XpaHunuiia» 1 Ha OTKPbIBLLENCA CTpaHULEe «XpaHunuwia» HaxaTb Ha KHOMKY [+], a 3atem

B BbiNaJatoLlem crncke BbiopaTb NyHKT «Co3aatby (cM. puc. [7

e~ecT
[vcHpewyon b pexim

-

WHd. naHens
3uzemnnape BM

52 BM

& Cepsuchl

>4 BUPT. MapWpYTH3ATOPI
WaGnoHs!

k sm

I cepauc

54 BUpT. MapWpYTU3aTOPbI

Bs rpynnbi BM
Xparnnuue

B Xpannnuua

&, O6pasbi

B vainb

& PesepsHbie konui BM

W Marasumbi npunoxenu i

& Mpunoxenun

XpaHunuua

—Emn

 Hassanne Bnageney Fpynna Harpyaka

e files oneadmin brestadmins 10368/ 96.9G8 11
0O 1 default oneadmin 108GB/96.9G5 (1%
O o system oneadmin

v Moxasanel anemenTul ciuckac 1no 3ua 3

3gcero 3ekn O Buwnioueno

Puc. 7

2) Ha oTkpbiBLwenca cTpaHuue «CosaaTth XpaHunumLe»:

- nepeunTn BO BKNaaky «PaclumpeHHbIny;

- BO BKnagke «PaclumpeHHblin» B none « CoxpaHuTb WabnoH XpaHunuiia 3aecby BBe-

CTU cnegyrowme CTpoKu.
NAME="brest-lvm-system"
TYPE="SYSTEM_DS"
TM_MAD="brest_lvm"
DRIVER="gcow2"

- HaxaTtb Ha kHonky [Co3aaTtb] (CMm.

Knacrep
0
0

0

FILE

IMAGE

SYSTEM

& badmin -~ & OpenNebula

Cratyc
ON
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1
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Co3parb xpaHunuuye

|:| Pacuupennuii

& OpenNebula

SKsemnnsAps BM Knacrep

0: default
COXpaWNTS WaBNOH XpaHmuLia 3ect

NAME="Drest-1vm-system" I
TYPE="SYSTEM_DS"
LWaGnoHs! TM_MAD="brest_lvm"
DRIVER="gcon2"

Xpanunuue
Bs Xpannnuua

Puc. 8

3.5.4. Hactpownka 6nokmnpoBok lvmlock n sanlock gnsa rpynn tomos LVM

MpumedvyaHue. encTBnaA BbINOMHAKTCA OOMH pa3 Ha BCexX cepBepax ynpasrieHns
N cepBepax BUpTyanusauumn knactepa (Heobxogmmble HacTporku pacnpegeneHHoro LVM ans
ncnone3oBaHun lvmlockd n sanlock).

[na HacTponkn cepBepoB Knactepa Heobxoanmo:

1) OTKpbITb KOHUrypauuoHHbIn pann /etc/lvm/1lvm.conf KOMaHOOMN:

sudo nano /etc/lvm/lvm.conf

2) B koHdurypaumoHHom camnne /etc/lvm/1lvm. conf BKNOYUTL Ucnonb3osaHue lvmlockd,

nomMeHsB ero 3HadyeHue ¢ «0» Ha «1»:

use_lvmlockd =1

3) OTKpbITb KOHMUIrypaLMOHHbIA hann /etc/lvm/lvmlocal . conf KOMaHOON:

sudo nano /etc/lvm/lvmlocal.conf

4) B koHurypaumoHHom chanine /etc/lvm/lvmlocal . conf 3agatb YHUKANbHbIN MOEH-

TMUKALMOHHBIN HOMEP AN KaXaoro cepeepa, rae oyaet ncnonb3oBartbea LVM_BREST:

host_id = <upmeHTHPUMKALIMOHHHIN HOMEP>

roe <uneHTUPUKALMOHHHN _HOMep> — NPOM3BOSIbHO BbiOpaHHOE YHUKanbHoOe umndpo-
Boe 3Ha4deHue oT 1 go 2000.

MpnmeyvaHune. [ns koppekTHOM paboTbl CriyXbbl KOHTPOMSst 6r1IOKMPOBOK TOMOB sanlock
BCe CepBepbl KflacTepa, Ha KOTOpble NOLKMNIYATCHA XpaHUnuLa, A0SKHbl UMETb OTNNY-
Hble Apyr OT Apyra naeHTndrkaumMoHHble Homepa. [1aHHble HoMepa NpencTaBnAlT cobown
nobble yHMKanbHble Yucna B ananasoHe ot 1 go 2000 u He cBsA3aHbl ¢ IP-agpecamu
CcepBepoB.

5) AkTnBMpOBaTb aBTO3arpy3Ky cepBmcoB: lvmlockd, lvmlocks, sanlock Ubrest-1vm:
sudo systemctl enable lvmlockd lvmlocks sanlock brest-lvm

6) [Ans npuMeHeHUst BbINOMHEHHbIX HACTPOEK Nepes3anycTuTb cepBuchl lvmlockd, lvmlocks,

sanlock M brest-1vm:
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sudo systemctl restart lvmlockd lvmlocks sanlock brest-lvm

3.5.5. CozpgaHue rpynn tomoB BREST_LVM

MpumMeydaHue. [1eficTBUS BbINOMHATCA HA OAHOM U3 CEPBEPOB KracTtepa.
1) OnpeaenuTb GroYHbIE YCTPOWCTBA, NOAKIOYEHHbBIE K CEPBEPY, BbINOMHNB KOMaHAy:
1sblk

I'Ipwvlep BblBOAA MOcCJie BbIMOJIHEHUA KOMaHAbI:
locadm@mgmt2:~$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 250G 0 disk
vg--one--101-1lv--one--image--0 253:7 0 3G 0 lvm
vg--one--101-1lv--one--image--3 253:9 0 1,2G 0 lvm
vg--one--101-1lv--one--image--4 253:10 0 10G 0 lvm
sdb 8:16 0 150G 0 disk

vg--one--100-1v--one--vm--0--0 253:0 0 10G 0 lvm
vg--one--100-1lv--one--vm--1--0 253:1 0 10G 0 lvm
vg--one--100-1lv--one--vm--2--0 253:2 0 10G 0 lvm
vg--one--100-1lv--one--vm--3--0 253:3 0 10G 0 lvm
vg--one--100-1v--one--vm--4--0 253:4 0 3G 0 lvm
vg--one--100-1v--one--vm--5--0 253:5 0 3G 0 lvm
vg--one--100-1lv--one--vm--6--0 253:6 0 3G 0 lvm
vg--one--100-1lv--one--vm--7--0 253:8 0 3G 0 lvm
vg--one--100-1lv--one--vm--8--0 253:11 0 3G 0 lvm

sr0 11:0 1 364K 0 rom

srl 11:1 1 166M 0 rom

vda 252:0 0 100G 0 disk

vdal 252:1 0 99G 0 part /

vda2 252:2 0 1K 0 part

vdab5 252:5 0 975M 0 part [SWAP]

M pnmMedyaHune. |_|pl/| MCMNMOoJ1b30BaHUKM MPOTOKOAa multipath HeO6XO,£I,I/IMO YKa3blBaTb

He HauMeHoBaHWe onpeaeneHHoro 6rio4HOro YCTPONCTBA, a ero alias unu naeHTudukaTop.

2) Monyuntb cnncok anckoB LUN, NogkrtoYeHHbIX K cepBepy, BbINOMHUB KOMaHAbI:

sudo 1ls -al /dev/disk/by-id/ | grep <sda>

sudo 1ls -al /dev/disk/by-id/ | grep <sdb>

roe <sda> u <sdb> — HauMMeHoBaHUs OroyHbIX ycTponcTB. NMpumep BbiBOAa nocne

BbINOJIHEHUA KOMaHA:

locadm@mgmt2:~$ 1ls -al /dev/disk/by-id/ | grep sda

lrwxrwxrwx 1 root root 9 map 5 13:04 lvm-pv-uuid-BHiG7e-vgnV-gYYH-Oplc-AOsX-/
srGK-9kwvdz -> ../../sda

lrwxrwxrwx 1 root root 9 map 5 13:04 scsi-360014057fb556870b6784£07b4936ab21 /
-> ../../sda

lrwxrwxrwx 1 root root 9 map 5 13:04 wwn-0x60014057fb55687b6784£07b4936ab21 /
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-> ../../sda

locadm@mgmt2:~$ 1ls -al /dev/disk/by-id/ | grep sdb

lrwxrwxrwx 1 root root 9 map 5 12:58 lvm-pv-uuid-3UeG8h-Jjpm-Uo3y-e6nM-3fRd-/
u3B6-p4Ig5R -> ../../sdb

lrwxrwxrwx 1 root root 9 map 5 12:58 scsi-36001405430fdeae2f8a4d8187cc5fadc /

-> ../../sdb
lrwxrwxrwx 1 root root 9 map 5 12:58 wwn-0x6001405430fdeae2f8a4d8187cc5fadc /
-> ../../sdb

locadm@mgmt2:~$ AC
3) CosgaTtb rpynny CUCTEMHOIO XpaHunuuia, ¢ ncnono3osaHmem LUN, BbiGpaHHoro ans
CMCTEMHOro XpaHunuuwa (B gaHHoM npumepe: «360014057fb55687b6784f07b4936ab21»):
sudo vgcreate —--shared --lock-type sanlock vg-one-<SYSTEM DS ID> \
/dev/disk/by-id/scsi-<360014057fb55687b6784£07b4936ab21>
roe:

- <SYSTEM_DS_ID> — MaeHTU(UKATOP CUCTEMHOIO XpPaHWUNLLA;

- <360014057fb55687b6784£07b4936ab21> — naeHtndukarop LUN;
4) Cosgatb otaenbHyto rpynny LVM-tomoB ansa xpaHunuiia o6pas3oB Ha 6rioyHbIX yCTpon-
ctBax, C ucnonb3oBaHmem LUN, BbiOpaHHOro ans xpaHunuuwa obpasosB (B 4aHHOM
npumepe: «36001405430fdeae2f8a4d8187cc5fadcy):
sudo vgcreate --shared --lock-type sanlock vg-one-<IMAGE DS ID> \
/dev/disk/by-id/scsi-<36001405430fdeae2f8a4d8187cc5fadc>
roe:

- <IMAGE_DS_ID> — ngeHtudpumkatop xpaHunuia o6pasos;

- <36001405430fdeae2f8a4d8187cc5fadc> — maeHtndukarop LUN.
5) Onsa aktnBaumm GriokMpoBOK, Nepe3anycTuTb Cnyxby brest-1lvm Ha BCEX cepBepax
KnacTtepa, BbINOSIHNB Ha HUX KOMaHAy:
sudo systemctl restart brest-lvm
MpumevaHwue. 3anyck cnyxbbl brest-1vm, Kak U co3gaHue rpynnel Tomos LVM ¢
BGnoknupoBKamMn, MOXET 3aHATb AnuTtenbHoe BpeM4a (0T 30 cekyHA A0 3 MUHYT) B CBS3K C
0COBEHHOCTAMU (PYHKUMOHMPOBaHNS cepBuca sanlock. CnegosartenbHO NOCNe 3arpy3ku

cepBepa xpaHunuiie 6yaet 4OCTYMNHO TOMbKO Mocre 3anycka GrIoKMPOBOK.

3.5.6. CozpaHnue rpynn tomoB BREST_LVM
[ns BbinonHeHns murpaumm obpasos, B UHTepdence CLI BbinonHUTE KOMaHAy:
sudo oneimage convert <IMAGE_ID> <BREST_LVM IMAGE DS_ID>
roe:
- <IMAGE_ID> — naeHTudukaTop nepeHocMmoro obpasa;
- <BREST_LVM_ IMAGE_DS_ID> — ngeHtudukatop xpaHunuwa obpasos BREST_LVM.
BHUMAHME! KomaHaa sudo oneimage convert <IMAGE ID> <BREST LVM IMAGE_D:¢
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peHocut B xpaHunuwe BREST LVM Tonbko Hencnonb3dyemble obpasbl (B cocTosiHum «FTOTOBO»).
Ncnonb3yembin ob6pa3 MOXHO nepeHecTu Tonbko BMecTe ¢ BM, koTopasi ero ncnosnbayer.

MpumeyaHune. Ha gaHHbIN MOMEHT NOLAEPXMBAKOTCA TOSbKO XpaHunuwa LVM_LVM,
LVM_THIN »n qcow2.

3.5.7. Murpauma BM mn3 gpyrux xpaiunuw, B BREST_LVM
BHUMAHMUE! lNogaepxuBaetcs Tonbko murpaumst BM B coctosiHum BbIKJTKOHEHO.
[nsa BbINOMTHEHUSA MUrpaummn BUPTYyasnbHbIX MalwwH, B nHTepdgence CLI BbINOMHUTE KOMaH-
ay:
sudo onevm changeds <VMID> <BREST_LVM SYSTEM DS ID> <BREST LVM IMAGE_DS ID>
roe:
- <VMID> — ngeHTuduKaTop BUPTYyanbHON MaLUUHbI,
- <BREST_LVM_SYSTEM DS_ID> — uaeHTucpukatop cucteMHoro xpaHunuwa BREST -
LVM;
- <BREST LVM IMAGE_DS_ID> — naeHtucpukatop xpaHunuwia obpasos BREST_LVM.
Murpauua BM GygeT npovMcxoguTb cnegyowmmMm atTanamu:
1) Mpun murpaumm BygeT cos3gaHa konus obpasa BM B xpanunuwe BREST_LVM.
2) Nms HoBoro obpasa GyaeT M3MEHEHO Ha:
<WMA_OPUTHHAJIBHOT'O_OBPA3A> <ID_OPUTHHAJIBHOI'O_OBPA3A>.
3) BM byget nepemelyeHa B cucteMHoe xpaHunuwe BREST_LVM u cBsizaHa ¢ HOBbIM
obpasom.
4) MNpwn ncnonb3oBaHUN HENOCTOSAHHBLIX 06pa3oB BTOpas v nocneayrowmne BM, cBasaHHas
C opurMHansHbIM 0bpasom, ByaeT npmBsizaaHa K HOBOMY yxe co3gaHHOMY obpa3sy B xpa-
Hunuwe BREST_LVM, npu ycnosuu, 4teeo ero uMsi He MeHsiNocb. Ecnv nameHnTb nms
HoBoro obpasa, 6ygeT cosaaH ewe ogvH obpaas.
5) Mo 3aBepeHnn murpauun scex BM, cBsi3aHHbIX ¢ 06pa3oM, OH OCTAHETCS B XpaHWUn-
e obpa3oBs, HO C HUM YXe He ByaeT cBA3aHa HU ogHa BM.
MpumeyaHune. Ha gaHHbIN MOMEHT NOLAEPXMBAKOTCA TOSNMbKO XpaHunuwa LVM_LVM,
LVM_THIN n gcow2.

3.6. Xpanunnuwa Ceph

3.6.1. OcobeHHOCTU Ucnonb3oBaHUA XpaHunuwa Ceph

Ceph — pacnpegeneHHass 00beKkTHas ceTb XpaHeHus, obecnednBatolast anoBbIv n
OnoyHbIN nHTepdericol goctyna. OHa MOXET NUCMOMb30BaTbLCS HA CUCTEMAX, COCTOSLLMX KaK 13
HECKOJbKNX CEPBEPOB, TaK N N3 TbiCAY Y30oB, 00pa3oBbIBaOLWMX KnacTep. BCTpoeHHble Mexa-
HU3Mbl NpoaybnnpoBaHHOW pennukaummn gaHHbIX o6ecnevymBatoT BbICOKYH OTKa30yCTONYNBOCTb

CUCTEMBbI. I'IpM nobasneHnn nnu yoalneHnn HOBbIX Y3J10B Kflactepa MacCuMB OaHHbIX aBTOMaTu4ve-
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Ckn 6anaHcMpyeTcst C Y4eTOM BHECEHHbIX n3meHeHunn. B Ceph o6paboTka gaHHbIX U MeTagaHHbIX
pasgeneHa Ha pasnu4yHble rpynnbl y3roB B KnacTtepe.

O6pa3sbl 1 gnckn BUPTYanbHbIX MalwnH XxpaHsaTtca B ogHoM Ceph-nyne. Kaxabii obpas B
nyne uMeeT HaMMeHoBaHWe BUaa «one-<upgeHTuduraTop_obpasza>». BupTyanbHble MalUUHbI
OyayT ucnonb3oatb RBD-Toma ans cBoux AUCKOB ecnn 06pasbl NOMEYEHbI KaK «I1OCTOSHHEIY,
B NPOTUBHOM Clly4ae CO34alTCs HOBble CHUMKM COCTOsIHUMI obpasa ¢ HauMeHoBaHMEM BUAa:
one-<ugeHTUdUKaTOP_ obpasza>-<ugeHTudukaTop BM>-<upmeHTUPuUKaATOp_ IOucka_BM>.

[lonyckaeTca coBMecTHas paboTta xpaHunuuwa obpasoB, NocTpoeHHoro Ha 6a3e Ceph, n
CUCTEMHOrO XpaHunumLia, NOCTPOEHHOro Ha Ba3e dannoBon TeXHONOrMU XpaHeHus. [Npu aTtom B
KayecTBe gpanBepa nepegayvv AaHHbIX MeXay XpaHunuwem obpas3oB N CUCTEMHBIM XPaHUNULLEM
“cnornb3yeTcs METOA COBMECTHOW Nepeaaym (shared) — cm. [3.3] B aTom criyyae aHeprozaBucuMMble
AUCKM N OUCKN NoJKavkuM co3fatoTcs B BUAe OOblYHbIX (halsyioB B CUCTEMHOM XpaHunuuwie. A
Takke kpome Ceph-knactepa Heo6XoaAMMO BbINOMHUTEL YCTAHOBKY U HACTPOWMKY pacnpeaeneHHon
hannoBou cuctemsl, Hanpumep, NFS.

BHUMAHMUE! [1na ucnonb3oBaHua xpaHunuuia Ceph Heobxogmmo, 4ToObl cepBepbl

BupTyanusaumm senanuck Ceph-knmeHtamm pabotatowero Ceph-knacrepa.

3.6.2. JlononHuTenbHasa HacTpouka Ceph-knacTtepa ana ncnonb3oBaHus B MK CB

BHUMAHUE! [eiictBua no Hactpounke Ceph-knactepa BbinonHawTcs B OC CH nog
y4yeTHon 3anucbto agMuHuctpatopa OC CH ¢ BbICOKMM YPOBHEM LIENTOCTHOCTMW.

MpenBaputenbHO AomkeH 6biTb pa3BepHyT Ceph-knactep. Nopsgok pasBepTbiBaHNUSA
Ceph npeacraeneH B gokymeHTe PYCB.10015-01 95 01-1 «OnepaunoHHasa cuctema cneunasnb-
Horo HasHadeHus «Astra Linux Special Edition». PykoBogctso agMmuHucTpartopa. Yactb 1» u3
KOMMMeKTa NoCTaBKu.

[ononHUTENbLHO Ha agMUHUCTPATMBHOW paboyen CTaHUuKM OT MMEHWN YYETHOW 3anucu
agMmuHuctpartopa Ceph-knactepa He0OXOANMO BbINOMHUTL credyoLwme HacTPOMKK:

1) pacnpegenuTb KOHGUrypaumoHHblie dannbl Ha y3nbl Ceph-knactepa, Hanpumep, ¢

MCHOﬂb3OBaHMeMIMKprMeHTaKOMaHﬂHOﬁCTp0m4ceph—deploy:
ceph-deploy --username <amumuHucTpaTop_ Ceph-kiacTepa> config push \

<ysern_xkJiacTepa-1> <yzesn_kJjacrepa-2> ... <y3eJ_kJacrTepa-N>

2) cosgaTtb Nyn Ang XpaHunuul, B Ka4eCcTBe HaMMeHOBaHWe nyra ykasaB one:

sudo ceph osd pool create one <KonIMuUeCcTBO_ I'PYII>

rie <KOJNMUeCTBO_I'pyHI> — KOMMMYECTBO rpynn B nyne, KOTopoe onpeaensercs no
cnegywouen dopmyne:
((Obwee konmyectso OSD * 100) / YpoBeHb pennukaumm) ¢ oKpyrneHmem Ao

Gnvkanwwen cteneHn 2 B CTOPOHY YBENUYEHUS.

Mpumep
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B cnyyae ans 3 y3nos ceph:
(3 OSD * 100) / 3 = 100 (oxpyrmsercs no 128)

Takum o6pa3omM, KONMYeCTBO rpynn B nyne AOMKHO OblTb paBHbIM 128.

3) BbIBECTW NepeYveHb MyrnoB KOMaHOomn:
sudo ceph osd lspools

anMep BbiBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:
1 device_health _metrics

2 one
4) HacTpouTb Nyn one Ha paboty ¢ RBD:
sudo ceph osd pool application enable one rbd

I'Ipmmep BblBOAaA MNMocCrie ycnewHoro BbiMNOJfIHEHNA KOMaHObI:

enabled application ’'rbd’ on pool ’one’
5) cospgatb Ceph-nonb3oBartens, KOTopbIn OyoeT UMeTb OCTYN K Nyny XpaHnnuw,. JaHHbIv
nonb3oBaTenb OydeT Takke mncnonb3oBaTtbes cnyxbon libvirt gna goctyna k obpasam

anckos. [Npumep cos3gaHusa nonb3oBartens ¢ UMeHeM libvirt:
sudo ceph auth get-or-create client.libvirt \

mon ’'profile rbd’ osd ’'profile rbd pool=one’

I'Ipmmep BbIBOJA Mocrie ycnewHoro BbiNnoJIHeHNA KoMaHabl:
[client.libvirt]

key = AQAS8hJkyaa9FxAANRgI2RTD1ngmOcJLxPRWNg==
MpumevaHue. MNpedukc client 03HAYAET, YTO KOMaHAA BbIMOMHSAETCS B OTHOLLEHUN
NOrMYeCcKon CyLLIHOCTU «MOrb30BaTeSby.
6) nony4nTb Konuto krntoda Ceph-nonb3oBaTtens Ans ee AanbHenwen nepegaym Ha cep-
Bepbl BUpTyanusauuun. lNpumep komaHabl 4N nonb3oBaTesnis ¢ UMeHeM libvirt:
sudo ceph auth get-key client.libvirt | tee client.libvirt.key
Mpumep BbIBOgA NOCNe yCrneLwwHOoro BbINONMHEHNA KOMaHAbI:
AQAS8hJkyaa9FxAANRgI2RTD1ngmOcIJLXxPRWNg==
7) aKcnopTMpoBaTtb Habop Krtoyen Ceph-nonb3oBaTtens B drann
ceph.client.libvirt.keyring komaHOou:
sudo ceph auth get client.libvirt -o ceph.client.libvirt.keyring
[Mpumep BbIBOgA Nocne ycrnewwHoro BbINoNHEHNA KOMaHbl:

exported keyring for client.libvirt

3.6.3. HacTtpouka cepBepa ynpaBneHus ans pa6otbl ¢ Ceph-knacrtepom

[nsa cepBepa ynpaBneHus He TpebyeTcsi cneunanbHas HacTpoika. CepBep ynpaBneHus
Oynet BbinonHATb goctyn k Ceph-knacTtepy 4Yepes cepBepbl BUPTyanu3auumn, HacTPOEHHbIE Ha UC-
nonb3oBaHne Ceph-knacTtepa (napameTp BRIDGE_LIST, KOTOPbIA yKa3bIBAaeTCA NpU permctpauum

XpaHunuwa, — cm. [3.6.5.1)).
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3.6.4. HacTtpownka cepBepa BupTyanusauum ans pabotbl ¢ Ceph-knacrepom

BHUMAHMUE! [leiicTBMA No HacTporke cepBepa BUpTyanu3saumm seinonHstoTea B OC CH
nog y4yetHon 3anucbeto agMmmnHuctpatopa OC CH ¢ BbICOKMM YpOBHEM LIENTOCTHOCTM.

[nsa HacTpownkK cepBepa BMpTyanuaaumm Ha ucnonb3osaHmne Ceph-knacrtepa Heobxoanmo
Ha agMUHUCTPATUBHOM paboyer CTaHUMM OT MMEHU YYETHOM 3anucu agmumHuctpatopa Ceph-
Knacrtepa BbIMOMHUTL criegyolmne AencTBus:

1) YCTaAHOBUTbL KITMEHTCKME MHCTPYMEHTAaNbHbIE CPeacTBa Ha BCEX KOMMbOTEPaX, BbINOS-

HALWNX dJyHKLI,VIIO cepBepa BUpTyanmsauun. I'Ipvuwep KOMaHAbI:
ceph-deploy --username <amumuHuCTpaTop_ Ceph-kyacTepa> \

install --cli <cepBep_BupTyanu3aluu>

roe <cepBep_ BuUpTyanusaluu> — CETEBOE UM unu IP-agpec koMmnbloTepa, Ha Ko-
TOPOM pa3BepHyTa crnyxba cepBepa BUpTyanusauumu;

2) ckonupoBatb kntoy Ceph-nonb3oBatens, cos3gaHHoro paHee (cMm. [3.6.2)), Ha Bce cepse-

pbl BUpTYyanusauum B Katanor /var/lib/one/. [Npumep kKomMaHab!:
scp client.libvirt.key <amumuHucTpaTop>@<cepBep BUpTyanuzauuu>:/tmp
ssh <agMuHuHCTpaTOp>@<CepBep BUPTyanusauum> \

"sudo mv /tmp/client.libvirt.key /var/lib/one"

e <agMMHHCTPaTOpP> — YYETHasl 3anucb NOKanbHOro0 agMuMHMCTpaTopa KoMnbloTe-
pa, Ha KOTOPOM pa3BepHyTa cryxba cepBepa BUpTyanuM3aumu;

3) ckonupoBaTb Habop kntoyen Ceph-nonb3oBatensi, co3gaHHoro paHee (cMm. [3.6.2), Ha

BCE CepBepbl BUpTyanuaauuu B katanor /etc/ceph/. Npumep komaHap!:
scp ceph.client.libvirt.keyring <agMuHHCTpaTOp>@<CepBep BUPTyanu3aluu>:/tmp
ssh <agMuHuHCTpaTOp>@<CepBep BHUPTyanusanuu> \

"sudo mv /tmp/ceph.client.libvirt.keyring /etc/ceph"
4) creHepupoBaTb YHUBEPCanbHbIN YHUKanNbHbIN naeHtudukatop (UUID) n coxpaHntb

ero B pann secret.xml:

UUID=$ (uuidgen)

cat > secret.xml <<EOF

<secret ephemeral=’'no’ private=’'no’>
<uuid>$UUID</uuid>
<usage type=’'ceph’>

<name>client.libvirt secret</name>

</usage>

</secret>

EOF
5) ckonupoBaTb (hann secret.xml Ha BCe CepBEPbLI BUPTyanu3aumm B Katanor

/var/lib/one. Npumep KOMaHAbI:
scp secret.xml <agMuHHCTpaTOp>@<cepBep BuUpTyanuzauuu>:/tmp

ssh <agMuHuHCTpaTOp>@<CepBep BHUPTyanusanuu> \
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"sudo mv /tmp/secret.xml /var/lib/one"
MpumeyaHne. 3Ha4eHNe yHUBEpPCanNbHOro yHukanbHoro naeHtudgukatopa (UUID) B
AanbHenwem notpedyeTcs Ans HaCTPONKN XpaHUNULL,
6) nocnegoBaTenbHO Ha BCEX CepBepax BUPTyanusaunmn 3afaTtb 3aKpbITblr KY CIYX-
6bl libvirt, ncnone3ys ann secret.xml. [Ina 3TOro Ha agMUHUCTPaTUBHON paboyen

CTaHuunn HeO6XOﬂ,I/IMO BbIMOJIHUTb KOMaHAY:
ssh <agMuHuHCTpaTOpP>@<CepBep BHUPTyaIu3anuu> \

"sudo virsh -c gemu:///system secret-define /var/lib/one/secret.xml"

|_|pVIMep BbiBOOa Mocrie ycnewHoro BbiNMNoJIHEHNA KOMaHAObI:
CexpeT c84b8321-6d49-4b43-8d1b-0efcl686edcd cozpan

7) nocnepoBaTernbHO Ha BCEX CepBepax BUPTyanu3aunm CBA3aThb 3aKpbITbIN KoY CyXObl
libvirt n kntoy Ceph-nonb3oeatens. [ns 3Toro Ha agMUHUCTpPaTUBHOW paboyern cTaHunn

HeO6XO,EI,I/IMO BbIMOJTHUTb KOMaHAOY:
ssh <agMuHucTpaTOp>@<CepBep BUPTyanusanuu> \
"sudo virsh -c gemu:///system secret-set-value \

--secret SUUID --file /var/lib/one/client.libvirt.key"

I'Ipmmep BbiBOAa MocCrie ycnewHoro BbiNnoJfiIHEHNA KOMaHObl:

3HaueHUue YCTaHOBJIEHO
8) nocnegoBaTtenbHO Ha BCeX cepBepax BupTyanusauum ybeantbcsa B ToM, 4to Ceph-
nonb3oBaTenb (C HaMMeHOBaHMEM 1ibvirt) UMeeT KOpPEeKTHbIe HAacTponkK. [0nsa aToro

Ha aAMWHUCTPaTMBHOM paboyei cTaHUMM HeOOXOAMMO BbIMOMHUTL KOMaHAY:

ssh <apMuHHCTpaTop>@<cepBep_ pupTyanusauuu> "sudo rbd ls -p one --id libvirt"

pe3ynsTaToM BbINOMHEHNSA KOMaHAbl AOMKEH ObITb NyCcTOM BbliBOA 6€3 OLnBbOoK.

MpumeyaHume. Nocne HacTpoOKikK cepBepa BMpTyanusaumm Heobxoaumo ybeanTbcs B
TOM, 4TO Ha y3nax Ceph-knactepa BblAeneHo 4OCTaTOMHO MecTa 415 XpaHeHUsA BCnoMoraTesibHbIX
dhannoB BMpTyaribHbIX MalUWH, Takux Kak context-aonckn, dpannbl pasBepTbiBaHUA U dhansbl

KOHTPOSTIbHOW TOYKN.

3.6.5. Pernctpauma xpaHmnuiy

BHUMAHMUE! [Jencteua no peructpaumm xpaHunuwy, B MK CB BbINONHAKTCA Noa y4eTHON
3anucbto agmmHucTpaTtopa MK CB.

3.6.5.1. NapameTpbl XpaHUnNULY

[ns ncnonb3oBaHusa Ceph-knactepa B Ka4yecTBe CUCTEMbI XpaHEHUS HeOBXoaNMO 3aperu-
CTPMpPOBaTb CUCTEMHOE XpaHUmuLLE N XpaHunuile obpasos. [Npu perncTpauumn aTux XpaHumnnLL
yKasblBalTCA 3HaYeHUs o6LLMX NapameTpoB KOHdUrypaumu, npuseaeHHble B Tabnuue [12] a Takke
[OMONHUTENbHbIE NapaMeTpbl AN KaXA40ro Tuna XxpaHunuiia, npeacrasneHHble B Tabnuuax (13| m

[14l.
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Tabnuuya 12
MapameTp OnucaHune Obs3aTenbHbIn
NAME Nmsa xpaHunuwa OA
POOL_NAME Nmsa Ceph-nyna OA
CEPH_USER Nms Ceph-nonb3oBarens, ucnonb3dyemoe cnyxbamm libvirt n rbd | OA
MonHbin  nyTb  panmna  3akpbITOroO  KNw4a  Ans  Nonb3o-
CEPH_KEY BaTens, ecnm He ncnorb3yeTcs CTaH4apTHbLIN dann | HET
(/var/lib/one/client.libvirt.key)
CEPH_CONF HecTtaHgapTHbIn KoHpurypaumoHHein cann Ceph, ecnn Heobxoanm HET
RBD_FORMAT | Mo ymonuyaHuio 6yaet ncnone3osatbcs RBD-gopmat «2» HET
P NEHHbIN N namu Crmcok BEpOB BUPTyanuaauuu, HacTpo-
BRIDGE LIsT | ~asAene pobenamu Cnncok cepsepo pTyanusauuu, HacTpo IA
- €HHbIX Ha ucnonb3oBaHue Ceph-knactepa
PasgeneHHbin npobenamu cnucok yanos Ceph-knactepa, ¢ MHULUNPO-
CEPH_HOST A . E) y P pa, Hvp OA
- BaHHowm cnyx6on moHuTopa (MON)
YHuBepcanbHbIN YHUKanbHbIn naeHTudgukatop (UUID) 3akpbITOro knto-
CEPH_SECRET ) P . y A ® P ( ) P OA
ya libvirt

I'Ip|/| pernctpaunm cMcteMHoro XxpaHumiuiia gonosiHUTErNbHO K nNapamMeTpam, npmuBeneHHbIM

B Tabnuue [12], yctaHaBnuBatoTcs napameTpsbl, ykasaHHble B Tabnuue [13]

Tabnunua 13
MapameTp 3HayeHune Ob6s3aTenbHbIN
TYPE SYSTEM_DS OA
TM_MAD ceph OA

I'IpM perncrtpaunn Xxpadunumiia o6pasoB OOMOJTHNUTENbHO K NapaMeTpam, npneegeHHbIM B

Tabnuue [12, yctaHaBnuBaloTca napameTpbl, ykasaHHble B Tabnuue [14]

Tabnuuya 14
MMapameTtp 3HayeHune O6s3aTtenbHbIn
TYPE IMAGE_DS OA
DS _MAD ceph OA
TM_MAD ceph OA
DISK_TYPE RBD OA
Katanor Ha KomnbloTepe, BbiNonHsoLLEeM yHKLMIO MOCTa Ans cepBepa
STAGING DIR ynpaeneHus,, (napameTp BRIDGE_LIST) B KOTOPOM OyAeT BPEMEHHO HET

pasmelleH obpa3s nepen nepenayert ero B xpaHunuiie. Mo ymonyaHuio
MMeeT 3Ha4YeHne /var/tmp

B koHurypaunoHHom panrne /var/lib/one/remotes/datastore/ceph/ceph.conf

MOryT 6bITb YCTAHOBMNEHbI 3HAYEHMS1 MO YMOSYaHUIO Ansi CReayowmx napameTpoB XpaHunuila
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Ceph:
- POOL_NAME;
- STAGING_DIR;
- RBD_FORMAT.

3.6.5.2. Peructpauusa cucteMHOro xpaHmnuiia

Mpumep
CosgaHne xpaHunuuia ¢ MCnonb30BaHUEM KOHUrypawumoHHoro canna:

1) cosgaTtb hann systemds.txt CO CneayroLmM COaep)KaHNEM:
NAME = ceph_system

TYPE = SYSTEM DS

TM_MAD = ceph

POOL_NAME = one
CEPH_USER = libvirt
BRIDGE_LIST = "<cepBep_BUpTyanusaluu-1> <cepBep_BUpPTyanusanuuu-2> ... \

<cepBep_BuUpTyanusauuu-N>"
CEPH_HOST = "<yszejn_xjactepa-1> <yse’s_kjacrepa-2> ... <y3eJy_kjacrepa-N>"

CEPH_SECRET = "<zHaueHue_UUID>"
2) BbINOMHUTL KOMaHAy:
onedatastore create systemds.txt

I'Ipmmep BbIiBOAa Nocre BbINOJIHEHNA KOMaHAbI.
ID: 100

MpumevaHue. Takke Ceph MoxeT paboTaTb C CUCTEMHBLIM XPaHUNULLEM, NOCTPOEH-
HOM Ha 6a3e hannoBon TEXHOMOIMM XPaHEeHUs1 C UCMONb30BaHNEM METO4a COBMECTHOW nepegayu
(shared) — cm. . B aTom cny4ae aHeprosaBucMmMble OUCKN U OUCKN NOOKAYKM CO34aloTCa B BUAE
00blYHbIX (hannoB B cucteMHoM xpaHunuile. Kpome Ceph-knactepa Heo6xoaMmo BbINONMHUTL
YCTaHOBKY M HACTPOWKY pacnpeneneHHon gannoson cuctemol, Hanpumep, NFS.

MpnmeyvyaHune. OcobeHHocTn HacTponkn NFS npeacrtaeneHsi B(3.3.2,

3.6.5.3. Pernctpauusa xpaHunuwa obpasoB

Mpumep
CosgaHune xpaHunuuia ¢ MCnonb3oBaHUEM KOHUrypaLumoHHoro canna:

1) cosgaTtb hann imageds.txt CO cnegyLMM cogepXXaHuem:
NAME

"ceph_images"
TYPE = IMAGE_DS
DS_MAD = ceph

T MAD = ceph
DISK_TYPE = RBD
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POOL_NAME = one
CEPH_USER = libvirt
BRIDGE_LIST = "<cepBep_ BupTyanusauuu-1> <cepBep_BUPTyanudauuu-2> ... \

<cepBep_BUpPTyaausanuu-N>"
CEPH_HOST = "<y3eJ_kJyiacTepa-1> <y3en_kjacrTepa-2> ... <y3eJ_kjacrepa-N>"

CEPH_SECRET = "<3HaueHue_ UUID>"
2) BbINONHUTb KOMaHAy:
onedatastore create imageds.txt

ﬂpmmep BbiBOAa Nocre BbINOJIHEHNA KOMaHAbI.
ID: 101

3.7. Xpanunuwe o6pasoB Raw Device Mapping

3.7.1. Obwwme cBegeHus

TexHonornsa Raw Device Mapping (RDM) obecneunBaet BO3MOXHOCTb UCMOMb30BaHUSA
BNOYHbIX YCTPOMCTB BMECTO 0BbIYHbIX (hannoB obpa3oB gucka B XxpaHunuilie obpasos. B kavectse
ancka BM BbicTynaet 6noyHoe yCTpOMCTBO, MNOAKITIOYEHHOE K CepBepY BMpTyanuaauuu. [pu atom
6no4Hoe yCTPOMCTBO MOXET ObiTb, Kak NoKanbHbIM, Tak U CETEBLIM (MPEe3eHTOBaHHbLIM BHELLUHUM
XpaHuUnuLem).

BHUMAHMUE! Ob6pasbl, cosgaBaemMble B JaHHOM XpaHUNuLle, AOMKHbI ObiTb MOMEYEHbI
KaK «NOCTOSIHHbINY». B NpOTMBHOM criyyae, NosABRseTCS BO3MOXHOCTb MCMOMNb30BaHUSA AAHHOMO
ycTtponctea 6onee 4yem ogHonm BM, 4TO MOXET NpMBECTM K BO3HMKHOBEHMIO NpobrnemM n nospexae-
HUIO JaHHbIX.

Xpanunuwe obpaszos RDM ncnonb3yeTcs COBMECTHO C CUCTEMHbBIM XpPaHUIULLEM, MO-
CTPOEHHbIM Ha 6ase chainoson TexHonornn xpaHexus (cm. [3.3).

Mpwn ncnonb3oBaHnn TexHonornm RDM obecneunBaeTcsa 6bicTpoe pa3sepTbiBaHne BM,
TakK Kak HeT HeobxoamMmocTn nepegaym ganna obpasa gucka M3 xpaHunuiwia obpasoB B CUCTEMHOE
xpaHunuuie. B xpaHunuwe o6pasoB TONbKO 3anucbiBaeTCs permcTpaunoHHas nHgpopmaumsa o

GrO4YHOM YCTPOMCTBE, UCMONb3YyEMOM AN pa3BepTbiBaHus BM.

3.7.2. Hactpouku lNK CB ana ncnonb3oBaHUA XpaHunuwa

[lononHuTenbHas HacTpoika He TpebyeTcs.

3.7.3. Pernctpauusa xpaHunuiia
BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuu, B MK CB BbINOMHAKTCA NoA y4ETHON
3anucbto agmuHucTpatopa MK CB.

[ns perncTpaumm xpaHunuiia HeoBX0AMMO yKasaTb 3HaYeHUs NapameTpoB, ykadaHHbIe B
Tabnuue [15]
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Taobnuuya 15
MapameTp 3HaueHne
NAME <HaMMeHOBaHWe_XpaHunuia>
TYPE IMAGE_DS
DS_MAD dev
T™M MAD dev
DISK_TYPE BLOCK
Mpumep

CosgaHne xpaHunuuia ¢ MCnonb30BaHNEM KOHUrypawumoHHoro canna:

1) cosgaTtb hann imageds.txt CO cnegyLwMM CoaepXXaHUeMm:

NAME
TYPE =

DS_MAD
TM_MAD

rdm_datastore

"IMAGE_DS"

"deV"

Hdevn

DISK_TYPE = "BLOCK"

2) BbINOMHUTbL KOMaHAy:

onedatastore create imageds.txt

ﬂpmmep BbiBOAa Nocre BbINOJIHEHNA KOMaHAbI:

ID: 101

3.7.4. Pernctpauusa 65104HOro yCTpoMcTBa B XpaHunuiie

BHUMAHMUE! [JencTtBusa no perncrpauum 6noYyHOro yCTponcTea B XpaHUIMLLE BbIMOJSTHSA-

I0TCS No4 YYETHOM 3anucbio agMuHucTpaTopa MK CB.

B XpaHunumwe MOXXHO nobaBnsTb HOBblE o6pasb| C yKa3aHunem nyTu. |_|pI/1 ncnoJsib3oBaHun

MHCTPYMEHTa KOMaHAHOW CTPOKM Herb3si MPUMEHSATbL COKpaLLleHHble NnapaMeTphbl, T.K. BHa4ane

npoBepsieTcs, CyWecTBYET Nn dhann u yCTPONCTBO Ha cepBepe yrnpaBrneHus.

Mpumep

Pernctpaums B xpaHunuiie 101 obpasa, KOTOPOMY COOTBETCTBYET AUCK /dev/sdb:

1) cosgatbh image.tmpl CO CreayloLmMM COAEPKAHMNEM:
NAME=scsi_device

PATH=/dev/sdb

PERSISTENT=YES

2) BbIMOMAHUTL KOMaHAy:

oneimage create image.tmpl -d 101
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3.8. XpaHunuuwe c¢annos

XpaHunuuie annoB ncnonb3yeTcsa Ansi XpaHeHUs obblYHbIX dhannoB. Takumu dannamm
MOryT ObITb pe3epBHble KONUM BUPTYarnbHbIX MAalUWH UKW KOHTEKCTHbIE dpannbl. Hanpumep, B
XpaHunuuie ¢annos MOXHO NOMECTUTb ONpeaeneHHbIn init-CKpUNT 1 ykasaTb ero B KOHTEKCTyanu-
3aumn gna BM. O1ot chann 6ygeT pasmelleH Ha koHTekcTHOM CD-ROM, goctynHom B OC aTton
BM. Taknm o6pa3om MOXXHO HaCTPOUTL BLINOJSTHEHWE YKa3aHHOrO init-ckpunTta npu 3arpy3ke OC
BUPTYarbHON MaLUUHbI.

BHUMAHMUE! Ecnu B K CB gnsa obecnevyeHns oTkasoyCTOMYMBOCTU cepBepa ynpas-
neHust npumMmeHsieTcs TexHonorus Raft, xpaHnnuwe gannoB gomkHoO 6bITb NOCTPOEHO Ha Gase
(hansioBon TEXHONOrMU xpaHeHus. [Npu 3TOM JoMmKHa Ucnonb3oBaThCcAa obLasa (pacnpeneneHHas)
dannosasi cucrtema.

Mpn ncnonb3oBaHUN XpaHUNUWa annoB NPUMEHSIOTCA CTaHAAPTHbIE MHCTPYMEHTDI
KOMaHOHOW CTPOKWU, Hanpumep, cp, 1n, mv, tar, mkfs, KOTOpble YCTAHOBIEHbI B CUCTEME MO

yMOIn4aHuio.

3.8.1. Hactpouka cepBepa ynpaBneHus
BOMbLWMHCTBO KPUTEPUEB HACTPOWMKKN, MCMONb3YEMbIX OS5 XpaHUnuLy, o6pasos, NpUMeHs-

IOTCS K XpaHUnuLLy annos.

3.8.2. HacTtpouka cepBepa BUpTyanusauum

Wcnonbayembln gpanBep SSH ansa xpaHunuiwa dgannos He TpebyeT ocobon HaCTPONKu.
HocTaTto4Ho y6eanTbcs B TOM, Y4TO Ha ANCKOBOM pecypce, COOTBETCTBYIOLLIEM 3TOMY XPaHUMULLY,
AOCTaToOMHO MecTa Ansa pasmelleHna dannos BM Ha cepBepe ynpasneHuMa U Ha cepBepax

BUPTYyann3auunn.

3.8.3. Pernctpauusa xpaHunuiia
BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuuy, B MK CB BbINOAHATCA NoA y4eTHON
3anucbio agMmnHuctpatopa NK CB.

Ansa peructpauum xpaHunuia HeobxoauMo ykasaTb 3Ha4YeHUsI NapaMeTpoB, YKa3aHHble B
Tabnuue [16]

Tabnwunua 16
MapameTp 3HayeHne
NAME <HavmeHoBaHue_xpaHunua>
TYPE FILE_DS
DS_MAD fs
T MAD ssh
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OkoHyaHue mabnuuei 16

MapameTp 3Ha4yeHne
SAFE DIRS lMepeyeHb KaTanoros, pasgeneHHbIX CMMBONOM nNpobena, B KOTOPbIX paspeLuaeTcs pas-
- MeLlaTb obpasbl. [1o ymonyaHuio nMeeT 3HadeHne «/var/tmp»
Mpumep

CospaHune xpaHunuwia annos ¢ UCNonb3oBaHNeEM KOHGUIypaumnoHHoro anna:

1) cosgatb (pann files_ds.txt CO cregyroLwmM CoaepXXaHnem:
NAME = files

TYPE = FILE_DS

DS_MAD = fs

TM_MAD = ssh

SAFE_DIRS = /var/tmp/files

2) BbIMOMAHUTL KOMaHAy:

onedatastore create files_ds.txt

Mpumep BLIBOAA NOCME BbINOSHEHUS KOMaHAbI:

ID: 103

3HayeHuss napamMeTpoB DS M TM MAD MOXHO BMOCMEACTBUN W3MEHUTb KOMaHOOW
onedatastore update. [logpoGHble 3HaYEHMS NAapaMeTPOB XpaHMMLLA MOXHO NMPOCMOTPETb

C NOMOLbIO KOMaHAbl onedatastore show.
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4. HACTPOWKA CETU

Hencteua no HacTpouke MK CB ans ncnonb3oBaHna BUPTYaribHbIX CETEN BbINOSTHATCA

B OC CH nopg y4etHon 3anuckto agmuHuctpatopa OC CH ¢ BbICOKMM ypOBHEM LIENOCTHOCTU.

[encteua no cosgaHuio BupTyanbHbix ceten B MK CB BbINOMHAKTCA Nog YY4ETHOM 3anuchbio

agmuHucTtparopa MK CB.

4.1. O6wume cBegeHuUs

Mpun 3anycke HoBon BM ceTeBble MHTepencel aton BM, onpegensemble napameTpom

NIC B HacTponkax BM, nogkntoyatoTes K uanyeckmm yCcTporcTBamM cepeepa BUpTyanusauum B

COOTBETCTBUMN C HACTpOMKamMmn BUPTyanbHOW ceTn. OTo no3sonsieT BM umetb goctyn K nyo6nmnyHbIm

N HYaCTHbIM CETAM.

MK CB nogaepxmBaeT YeTblpe CETEBbIX pexuma:

1) pexum «CeteBont MOCT» — BM Hanpsamylo cCoeanHAETCH ¢ CyLeCcTBYOLWMM MOCTOM
Ha cepBepe BuUpTyanu3aunn. [JaHHbI pexxumM MOXET ObITb HACTPOEH Ha UCMONb30BaHNE
rpynn 6e3onacHOCT U U30MNSLUNN CETH;

2) pexum VLAN — ans kaxgow ceTu cosfaeTcss MOCT, K KOTOPOMY MOAKMYaeTcs
VLAN-TernpoBaHHbIn ceteBon nHtepdenc (VLAN-TermpoBaHme ctaHgapta IEEE802.1Q);
3) pexum VXLAN — ans kaxgowm CEeTM co3gaeTcsl MOCT, K KOTOPOMY MOAKMYaeTcs
VXLAN-TernpoBaHHbI ceTeBon UHTepdenc. Vicnonbdyembin npotokon VXLAN ocHoBaH
Ha UDP-uHkancynaumm v rpynnosoun agpecauuu IP;

4) pexum Open vSwitch — aHanornyeH pexumy VLAN, HO ncnonb3yet nporpaMmHbIi
kommyTtaTtop Open vSwitch (OVS) BmecTo ceteBoro mocta. 'pynnbl 6€30nacHOCTM AaHHbIM
PEXUMOM He NOoAAEepPXKMBaKOTCS.

M pnmMmevyaHume. Bo Bcex ceTeBbIX pexunmMmax, Kpome «CeTeBOM MOCT», MOXXHO BOCMOJ1b-

3oBaTbca onumsamn «dunestp cnyduHra MAC» n «dunetp cnyduHra IP».

[laHHble onumn ncnonb3yTca ANna orpaHnyeHus goctyna B cetb BM, B koTopon IP u/vnn

MAC-agpeca oTtnuyatotcs ot BblgeneHHblx B MK CB. 3Ta onuusa npegoTtspawiaet KOHNMKTbI 1P

n/vnn MAC-agpecoB B OJHOM CErMEHTE BUPTYanbHOW CETW.

CeTeBoM CTEK CETU MOXET 00beanHATLCS C BHEWWHUM aucnetyepoM IP-agpecos (IPAM).

[ns aToro Heobxoanmo A06aBUTb CBA3YIOLLNIA ANIEMEHT.

pOB:

4.2. NMapameTpbl ceTH

I'Ip|/| co3gaHunn BMpTyaﬂbHOVI ceTn Heobxoanumo YKa3aTb 3Ha4YeHUA cnegyrwmx napamer-

1) napameTpbl hnandeckom cetu, Kotopasa OyaeT ee nogaepkunBaTtb, BKNKOYAa CETEBOM

Apansep;
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2) OOCTynHOE agpecHoe NPoCTpaHCTBO. Agpecamu, CBA3aHHBIMIN C BUPTYalibHOW CETbIO,

mMoryT 6bITb IPv4, IPV6, IPv4-IPV6 ¢ oByms ctekamu unu Ethernet;

3) HeobsA3aTenbHble NapamMeTpbl KOHTEKCTYyanu3auumn (CeteBble HaCTPOMKKU BUPTYarnbHbIX

MaLUVH, KOTOpble MOTyT BKMtoYaTb, Hanpumep, Macku cetu, cepsepa DNS mnu wntosbl).

MpumeyaHune. NogpobHoe onucaHne NapameTpoB BUPTYanbHOW CETU NPeaCcTaBNeHO
B aokymeHTe POLIM.10001-02 95 01-2 «[MporpammHbIn komnnekc «Cpeactea BupTyanusauum

«bpect» (MK CB «bpecTt»). PykoBoacteo agmmHucTpatopa. HYactb 2».
4.3. Pexxum «CeTeBOM MOCT»

B naHHOM ceTeBoM pexume Tpadmk BM Hanpsmylo nepegaetcs yepes CyLLeCTBYOLLMIN
CeTeBOM MOCT Ha cepBepax BupTyanusauuu. [1pn aToM ycTaHaBnMBaeTCA OAWH U3 PEXMMOB
douneTpaummn Tpaduka, NPUMEHAEMON B CETH:

- pexum «ceteBon MocT 6e3 unsTpauuny (Bridged);

- PeXMM «CeTeBOM MOCT C rpynnamu 6esonacHoctu» (Bridged with Security Groups,

Aanee no Tekcty — Security Group) — yctaHaBnusatoTcsa npasuna iptables ons BHegpeHus

npaswun rpynn 6e3onacHocTy;

- pexuMm «ceTeBor MOCT ¢ npasunamm ebtables» (Bridged with ebtables isolation, ga-

nee no tekcty — Ebtables VLAN) — ToxXe 4tOo 1 ans pexumma Security Group, HO C

AononHuTenbHbIMU Npasunammu ebtables ans nsonauum (L2) Bcex BUpTyanbHbIX CETEN.

4.3.1. OCOGEeHHOCTN N OorpaHnU4veHus

Mpn unsTpaumm Tpadmka HeOBXOAMMO YUMUTbIBaTb CrieayoLlee:

- B pexumax Bridged n Security Group MoxHO Jo6aBnaTb TErMpoBaHHbIE CETEBLIE MHTEP-

dencobl Anga obecnevyeHnsa ceTeBon U3oNAUUKN. [JaHHbIN PEXUM ABISETCA PEKOMEHOYEMOM

cTparterven passepTbiBaHNSA B paboTaroLwmx cuctemMax (He TeCTOBbIX);

- pexum Ebtables VLAN npegHasHadeH gna Hebonblimx cpeq 6e3 cOOTBETCTBYOLLEN

annapatHon nogaepxku ana BHeapeHus ceten VLANS. [JaHHbIN pexnm orpaHuyeH

ceTaMu C AnuHom npedukca 24 éuta (/24) n IP-agpeca He MOryT nepekpbiBaTbCH B

BMPTYarnbHbIX ceTaX. PekomeHnayeTcsa TonbKo ANs Lernen TeCTMPOBaHuS.

BHUMAHMUE! No ymonyanuto npu yganeHun BM Ha cepBepe BupTyanumsaumm Takxe
OyaeT yaaneH CywecTBYOLNN CETEBON MOCT, eCnun OH 6onblule He ucnonb3yeTcs H1 ogHon BM.

[nsa Toro 4to6bl HE3a4ENCTBOBAHHbLIN CETEBOM MOCT HE yaansancs, HeobxoamMmo B KOHGU-
rypaumMoHHoMm panrne /var/lib/one/remotes/etc/vnm/OpenNebulaNetwork.conf ycTa-
HOBUTb creagyollee 3HadeHne napameTpa keep_empty bridge:

:keep_empty bridge: true

4.3.2. HacTtpouka cepBepa BUpTyanmsauum

BHUMAHMUE! [encteua no Hactponke NK CB gnsa ncnonb3oBaHnsa BUPTyanbHbIX CETEN
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BbinonHsatoTca B OC CH nog yyetHon 3anucbto agMmuHuctpatopa OC CH ¢ BbICOKMM YPOBHEM
LeNnOCTHOCTH.

[ns HacTpOMKN SaHHOro CETEBOrO pexuma Heobxo4MMOo BbINOSIHEHWE creayowmnx Tpedo-
BaHWN:

- Ha cepBepbl BMpTyanu3aumm HeobxoaumMo yCTaHOBUTb NakeT bridge-utils;

- eCnv nnaHupyeTcsa ncnonb3oBaTtb pexum dounstpauun Ebtables VLAN, Ha cepsepbl

BUPTYanuaaunm HeobxoaMMo yCTaHOBUTL NakeT ebtables, KOTOPbIA MO YMOMYaHMUIO

obecrne4ynBaeT U30nALMI0 CETH.

Ha cepBepe BupTyanusauum HeobxogmMmo co3gaTb CETEBON MOCT ANSA KaXOOW ceTn, B
KoTopou OyayT pabotatb BUpTYyasibHble MalnHbI. [1pyn 3TOM criegyeT UCnonb3oBaTb OOHO UMSA

CeTW Ha Bcex cepBepax BUpTyanmsauumn.

Mpnumep
CopepxaHue panna /etc/network/interfaces ¢ HacTponkamu CeTeBOro MocTta
auto ethO
iface eth0 inet manual
auto bro0
iface br0O inet static
bridge ports ethO
address 172.16.1.20
netmask 255.255.255.0
gateway 172.16.1.1

4.3.3. HacTtpouka cepBepa ynpaBrneHusi

Pexxum CeTeBon MOCT He Tpe6yeT crneunarnbHbIX HACTPOEK.

4.3.4. Co3zpgaHue cetun
BHUMAHMUE! [lencTteus no cosgaHunto BupTyanbHbix ceten B MK CB BbinonHstoTca nog
y4yeTHOM 3anncbio agMuHuctpaTtopa MK CB.

Ans cospaHus ceTn HeoBXoaMMO yKasaTb NapameTpbl U3NYeckoi CeTH, NPUBEAEHHbIE B
Tabnuue [17]

Tabnwunuya 17
MapameTp 3HayeHune O6si3aTenbHbIf
NAME Nmsa cetun OA

bridge — anga pexuma 6e3 unstpauuu;
VN_MAD fw — ona pexuma dunetpaumm Security Group; OA
ebtables — ansa pexuma unstpaumu Ebtables VLAN

BRIDGE Nmsi ceTeBoro Mocta Ha cepBepax BUpTyanusaumm OA
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Mpumepbl:

1. CosgaHue ceTu ¢ Ucnonb3oBaHMEM KOHUrypaunoHHoro anna. byget cosgaHa cetb,
paboTaroLLasn B pexvme ceTeBoM MOCT C UCMONb30BaHWEM pexnMa unstpaumm Security
Group:

a) cosgatb (hann new-net.conf CO cnegyroLMM cogep)KaHUEM:
# napameTpH $u3nuecKOl ceTH

NAME = "bridged_net"

VN_MAD = "fuw"

BRIDGE = "vbrl"

# DoCTymnHOe aOpeCHOEe MNIPOCTPaHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# IIapaMeTpPE KOHTEeKCTYaJlIu3alluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

6) BbINOMHUTL KOMaHAy:

onevnet create new-net.conf

anMepBbBOﬂaHOCﬂeBbMOﬂHeHMﬂKOMaHﬂHI
ID: 1

2. lNpaBuna ebtables, koTopble co3gatoTca NPy HEOOXOANMOCTM OTNAAKN HACTPOUKMU:
# UrHopupoBaTh IAKETH, KOTOPHE HE COOTBETCTBYIT MAC-agpecy CeTH

-s ! <mac_address>/ff:ff:ff:ff:ff:0 -o <tap_device> -j DROP

# Ipeporepaturs MAC-cny@uur

-s ! <mac_address> -i <tap_device> -j DROP

4.4. CeteBoun pexum VLAN

B AaHHOM ceTeBOM pexume AN Kax4on ceTu co3gaeTca MOCT, K KOTOPOMY NoAKnoyaeTcs
VLAN- TernpoBaHHbii ceteBon nHtepdenc (VLAN-TermposaHune ctaHgapta IEEE802.1Q).

NaeHTudukaumoHHbii Homep VLAN paccunTbiBaeTcss aBTomatmyeckm u dyaet ogmHa-
KOBbIM N5 BCEX MHTEPAENCOB B KOHKPETHOM CeTU. BO3MOXHO Takke NpuUHygUTENbHO yKasaTb

3Ha4yeHve napamertpa VLAN_ID B HAcTpOMKax CeTu.

4.4.1. HacTtponka cepBepa BUpTyanumsauum

BHUMAHMUE! [encteus no HacTtpouke MK CB ans ncnonb3oBaHnsa BUPTYaribHbIX CETEN
BbinonHsaTca B OC CH nog yyetHon 3anuckto agMmuHuctpatopa OC CH ¢ BbICOKMM YPOBHEM
LleNOCTHOCTH.

[nsa Hactponku ceteBoro pexuma VLAN Heobxoanmo BbiNonHEHME criegyowmx Tpebosa-
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- moaynb 802.1Q gomkeH ObiTb 3arpy>keH B S4p0;
- Hanu4ue ceTeBOro KOMmMmyTartopa, cnocobHoro HanpaenaTb VLAN-TermpoBaHHbIN Tpa-

UK. Prnsnyeckne NopTbl CETEBOro KOMMYyTaTOpa AOSMKHbI 6bITh KaHanamu cea3n VLAN.

4.4.2. HacTpouka cepBepa ynpaBreHus

BHUMAHMUE! [encteusa no Hactpomnke NK CB gna ncnonb3oBaHnsa BUPTyarnbHbIX CETEN
BbinonHaTca B OC CH noa ydeTtHom 3anucbto agMmmnHucTpatopa OC CH ¢ BbICOKMM YpOBHEM
LleNOCTHOCTH.

3HayeHne napameTpa VLAN_ID pacCyMTbIBAETCH B COOTBETCTBMM C HACTPOMKaMU, yKa-
3aHHbIMW B KOHUrypaLUMoHHOM daiine /etc/one/oned.conf (cm.[5.2).

M3ameHeHneM 3Ha4YyeHus JaHHOro napameTpa MOXHO 3ape3epBMpoOBaTh HEKOTOPLIE CETH
VLAN, 1 oHM He ByayT HasHavaTbcs ceTn. MOXHO Takke ykasaTb nepBbii Homep VLAN_ID. [pu
CO3aHUN HOBOWN U30NMPOBAHHOW CETU onpeaensieTcs cBo6oAHbIN Homep VLAN _ID m3 nyna VLAN.
OTOT nyn aABnseTcs rmobanbHbIM U COBMECTHO MCMNOMb3yeTcs ¢ ceTeBbiM pexxumoM Open vSwitch.

B danne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-
PEKTUPOBATb MNapaMeTp HACTPOMKN validate vlan_id. YCTaHOBMB 3HA4YEHME true MOXHO

npoeepuTb, 4YTO Apyrue cetn VLAN He noagcoeanHeHbl K MOCTY.

4.4.3. Co3paHue cetun
BHUMAHMUE! [JencTteusa no cosgaHuio BupTyanbHbix ceten B K CB BbinonHsaoTca nog
y4yeTHoM 3anucbto agMuHuctparopa MK CB.

[ns co3pgaHus cetTn HeobxoamMmo 3adaTh 3HAYEHUS NapamMeTpoB PUINYECKON CETH, NPK-

BeeHHbIX B Tabnuue [18]

Tabnuuya 18
MapameTp 3Ha4yeHne Ob6sa3arenbHbin
NAME Nmsa cetun OA
VN_MAD 802.10Q OA
Nmsa domsnyeckoro ceTeBoro ycTponcTea, Kotopoe Oy-
PHYDEV ® yerp P y OA
OeT NOOKIYEHO K CETEBOMY MOCTY
Mmsa ceTeBOro MocTa, HasHadaeTcsa Mo YMOn4aHuio
BRIDGE , y HET
onebr.<net_id> unm onebr.<vlan_id>
MaoeHTUdrKaLuoHHbIN HoMep cetu VLAN. | OA
VLAN ID Bbyoer creHepupoBaH, €ecnvM  He yKasaH, a | (ecnu He
AUTOMATIC_VLAN_ID yCTaHaBnuBaeTcs Ha YES AUTOMATIC_VLAN_ID)
Ob6s13aTenbHbIN U AOMKEH ObITb YCTAHOBIEH Ha YES, | OA
AUTOMATIC_VLAN ID
- - ecnun VLAN_ID onpegeneH (ecnn He VLAN_1ID)
MakcumaneHbll nepefaBaeMblii MOAYSb  JaHHbLIX
MTU - HET
(MTU) ansa TermpoBaHHOro nHTepderica n mocta
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Mpumep
CospgaHune cetn, paboTtatowen B pexume VLAN, ¢ ncnonbaosaHnemM KOHUrypaumoHHOro

1) cosgaTtb hann new-net.conf CO CneayrOLMM COAEPKAHNEM:
# nmapameTpH Q(UIUUECKON CeTHU

NAME = "hmnet"

VN_MAD = "802.1Q"

PHYDEV= "ethQ"

VLAN_ID = 50

BRIDGE= "brhm"

# DocTynHoe aIpecHOEe MNPOCTPaHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# mapaMeTpH KOHTEKCTyaJsHu3aliuu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

2) BbINONHUTL KOMaHAy:

onevnet create new-net.conf

I'Ipmmep BblBOAaA MNocrie BbINOJIHEHUA KOMaHAbI:
ID: 1

B naHHOM npumepe npoBepsieTcs Hanuume mocta brhm. Ecnv OH He cyllecTByeT, TO
Oynet co3gaH. CeteBoe ycTponctBo eth0 6yget TermpoBaHo (eth0.50) n nogcoeguMHEHO K
brhm.

4.5. CeteBoun pexxum VXLAN

B oaHHOM ceTeBOM pexume nsi KaxX4on CETU cO34aeTcsi MOCT, K KOTOPOMY MOAKIto4aeTcs
VXLAN-TernpoBaHHbIN CeETEBON NHTEPJIENC.

NoeHTndpukaumoHHsin Homep VLAN paccunTbiBaeTcss aBToMaTndecku n bygert oanHa-
KOBbIM N5 BCEX MHTEPAENCOB B KOHKPETHOM CeTU. BO3MOXHO Takke NpuHyguUTEnbHO yKasaTb
3HaveHne napameTpa VLAN_ID B WwabnoHe BUPTYyasnibHOW CETMW.

Kpome Toro, kaxgas cetb VLAN HasHayaeT rpynnoBon agpec Ans MHKancynaumm TpaHc-
nuposaHus L2 u rpynnosoro Tpaduvka. [aHHbIn agpec HasHavYaeTcs No yMonyaHuio ananasony
239.0.0.0/8 B cootBetcTBMM ¢ RFC 2365 (agMMHUCTpATMBHO Ha3HavYaemasd rpynnosas agpecaums
IP). B yactHoCTM, rpynnoBon agpec nony4vaetca gobasneHnem VLAN _ID K OCHOBHOMY agpecy
239.0.0.0/8.

4.5.1. OCO6GEeHHOCTN N orpaHNYeHuns

B aaHHOM ceTeBOM pexume 3agencTBoBaH ctaHgapTHein UDP-nopT cepBepa 8472.
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Tpadmk VXLAN HanpaBnaeTca Ha M3n4ecKoe YCTPONCTBO, KOTOPOE MOXET ObITb yCcTa-
HoBneHo kak VLAN-TernpoBaHHbI MHTEPKENC, HO B 3TOM criydae Heobxoammo ybeanTbcs B
TOM, YTO TErMpoBaHHbIN MHTepdenc bygeT co3gaH BPYYHYH M3HayarbHO Ha BCEX cepBepax

BMPTYyanu3auuu.

4.5.2. HacTpouka cepBepa BupTyanusauum

BHUMAHMUE! [encteusa no HacTtpouke NK CB ans ncnonb3oBaHnsa BUPTYaribHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHon 3anuckto agMmuHuctpaTopa OC CH ¢ BbICOKMM YPOBHEM
LleNoCTHOCTH.

Ina Hactporku ceteBoro pexuma VXLAN Heo6xogmmo 4Tobbl Npy NOAKMHOYEHNN BCEX
cepBepoB BMpTyanusaumm K ogHOW nopceTu, rpynnoBour Tpaduk He punsTpoBasica npasuna-
Mu iptables Ha cepBepax BupTyanusaunun. Ecnn rpynnosoun Tpaduk OOMKEH NpOXoanTb Yyepes

MapLIpyTM3aTopbl, HEOOXOAMMO HAaCTPOUTb B CETU MHOroaapecHbI NpoTokors, Hanpumep, IGMP.

4.5.3. HacTponka cepBepa ynpaBreHus

BHUMAHMUE! [enctaua no HacTtponke MNK CB onga ncnonb3oBaHna BUPTYarbHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHomn 3anuckto agMuHuctpaTopa OC CH ¢ BbICOKMM YPOBHEM
LleNOCTHOCTH.

3HayeHue napameTpa VXLAN_ID paccyMTbiBaeTCcs B COOTBETCTBUM C HACTPOMKaMM, yka-
3aHHbIMW B KOHUrypaLUMOHHOM ¢aiine /etc/one/oned.conf (cMm.[5.2).

[MapameTpbl HACTPOKKK, NpMBeAEHHbIE B Tabnvue MOXHO OTKOpPpEeKTUpoBaThL B hanne

/var/lib/one/remotes/vnm/OpenNebulaNetwork.conf.

Tabnuua 19
MapameTp OnuncaHue
OcHoBHoN rpynnoBon agpec ansa kaxgown cetm VLAN. pynnoBon agpec:
vxlan_mc .
- vxlan mc + vlan_id
Bpemsi xun3Hn (TTL) gormkHO ObiTb MeHbLUEe 1 B MapLUpyTU3MPYEMbIX MHOIO-
vxlan_ ttl
- agpecHbix ceTax (IGMP)
validate vlan id ZS?HN?:?TT; Ha true Ansa nposepku, uyTo apyrue cetn VLAN He nogcoeamHe-

4.5.4. Co3pgaHue cetun

BHUMAHMUE! [denctBus no cosganuto BuptyanbHblx ceten B K CB BbinonHatoTca noa
y4yeTHou 3anucko agMmuHuctparopa MK CB.

Onsa cosgaHus cetn VXLAN Heobxoanumo 3agaTtb 3Ha4YeHMsa napamMeTpoB omnanyeckom

ceTu, NpuBeAeHHbIX B Tabnuue [20]
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Taobnuuya 20
MapameTp 3HaueHne O6s3aTternbHblIf

NAME Nmsa cetun OA

VN_MAD vxlan OA
Mmsa dusmndeckoro ceteBoro ycTponcTaea, Kotopoe byaeT noakmnto-

PHYDEV P ycTp poe 6yn A oA
YeHO K MOCTY
Mma  ceTeBoro MoCTa, HasHayaeTcsa MO yMOSYaHuIo

BRIDGE , : HET
onebr.<net_id> unu onebr.<vlan_id>
NaeHTndumnkaumoHHbein Homep cetn VLAN. BygeTt creHepupoBaH,

VLAN_ID peHTcukal P yA php HET

- €CINN He yKa3aH

MTU MakcumanbHbI nepegaBaeMbint Moayrb gaHHbix (MTU) ans Te- HET

rMpOBaHHOro MHTEpdenca n MmocTa
Mpumep

danna:

CospgaHue cetn, paboTtatowen B pexunme VXLAN, ¢ ucnonb3oBaHneM KOHGOUrypaumoHHOro

1) cosgatb pann new-net.conf CO cneayrOLLMM COAEPKAHNEM:

# napameTpH QU3NUECKON CeTH

NAME = "vxlan_net"
VN_MAD = "vxlan"
PHYDEV = "ethO"

VLAN_ID = 50 # optional

BRIDGE = "vxlan50" # optional

# OocCTylnHOe aOpecHOe MNPOCTPaHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# mapaMeTpH KOHTEKCTyaliu3aluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

2) BbINONMMTHNTb KOMaHAYy:
onevnet create new-net.conf

ﬂpmmep BbliBOA4a MNMocrie BbINMNOJIHEHNA KOMaHAbI.
ID: 1

B maHHOM npumepe gpaviBep npoBepsieT Hanudne mocta vxlan50. Ecnu oH He cyuwlecTsyer,

To Bynet co3gaH. CeTeBoe yCcTponCcTBO eth0 Byaet TermposaHo (eth0.50) n nogcoeanHeHo

K vxlan50. CeteBoe yctponctBo ethO moxeT nmetb 802.1Q TerMpoBaHHbIN MHTEPdENC, eCrn

npegnonaraetcsa nsonuposatb Tpaguk cetn VXLAN.
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4.6. Cetn Open vSwitch

HenctBua no Hactpouke cetn Open vSwitch BbinonHawTca B OC CH nog yvetHom
3anucbto agMmunHuctpatopa OC CH ¢ BbICOKMM ypPOBHEM LENOCTHOCTU. [JeCTBMSA NO NO CO34aHMUI0
BupTyanbHbiX ceten B MK CB BbINOMHAKTCA NO4 y4eTHOM 3anuckio agmuHucTpatopa MK CB.

Cetn Open vSwitch cosgatotca Ha 6ase nporpammHoro kommyTtatopa Open vSwitch.

Open vSwitch — nporpaMMHbIN MHOFOYPOBHEBLIN KOMMYTaTop, ob6ecnednBaroLLni N30ns-
uuto cetn ¢ nomolubto ceter VLAN nytem TermpoBaHus NOpToB M hunbtpaumio 6a3oBon cetu ¢
nomoubto OpenFlow.

ApxuTtektypa OVS cocTonT U3 TPEX OCHOBHbLIX KOMMNOHEHTOB: 6a3bl AaHHbIX, HENOCpea-
CTBEHHO MPOrpamMMHOro KOMMyTaTopa 1 ynpasnsatoLLero KOHTposnnepa. Ha kaxgom ua gpusmnyecknx
CepBepPOB BMECTE C rMnepBmn3opoM pacnornaratotcs cobctseHHble B n kommyTaTop. OTn ABa KOM-
noHeHTa o6pasyloT OTAENbHO CTOALWMUN KOMMYTATOP, UHPOPMALMOHHO HE CBS3aHHbIN C ApYrMMU
nporpaMMHbIMM KOMMYyTaToOpax Ha CoCeaHnX Prn3n4ecknx cepeepax.

BHUMAHMUE! pynnbl 6e30nacHOCTM JaHHBLIM CETEBLIM PEXMMOM He NoAOEPXKMBALOTCS.

4.6.1. Hactpouka cepBepa BupTyanusauum

BHUMAHMUE! [Jencteua no Hactponke NK CB gnsa ncnonb3oBaHnsa BUPTyanbHbIX CETEN
BbinonHatTca B OC CH noa ydeTtHom 3anucbto agMmmnHucTpatopa OC CH ¢ BbICOKMM YpOBHEM
LeNOCTHOCTH.

4.6.1.1. Tpe6oBaHus

[ns HaAcCTpPOWKM OAHHOrO CETEBOro pexmnma HeobXxooMMo YTOObl Ha KaxaoM cepsepe
BMpTyanu3aumm 6bin yCTaHOBMNEH NakeT openvswitch-switch (AaHHbIA NaKeT pa3MeLleH B
6asosom penosutopum OC CH).

4.6.1.2. HacTponka

[nsa HacTponkn HeobxoaMmMo co3gaTb NPOrpaMMHbBIA KOMMYTaTOpP ANS KaXXOon CETU, B
KoTopom ByayT paboTaTb BUpPTyanbHble MalLWHbIL. Ha BCex cepBepax BMpTyanu3auumn Heobxoanmo
ncnonb3oBaTbh O4HO U TOXe UMSA ANd NPorpaMMHOro KommyTartopa. 3atem Jo6aBuTb (oM3nyecKunin

CeTeBOM UHTepPMEeNC K 3TOMY NPOrpaMMHOMY KOMMYTaTopy.

Mpumep

CepBep BupTyanusaumu, KOTOpbIN HanpaeBnseT TpaduK BUPTYyasnbHbIX ceTen 4e-
pe3 ceTeBoM WHTepdenc enp0s8. [lpumep BbIBOAA MOCME BbIMOMHEHUS KOMaHAbI:
sudo ovs-vsctl show
c61ba96f-fcl1-4db9-9636-408e763£529%9e Bridge "ovsbrQ"
Port "ovsbrQO"
Interface "ovsbr0" type: internal
Port "enpO0s8"

Interface "enpOs8"
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4.6.2. O6wme HacTpouku MK CB

BHUMAHMUE! [enctaua no HacTtponke NK CB onsa ncnonb3oBaHna BUPTYaribHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHomn 3anuckto agMuHuctpaTopa OC CH ¢ BbICOKMM YPOBHEM
LeNOCTHOCTH.

3HayeHne napameTpa VLAN_ID pacCcyuUTbIBAETCA B COOTBETCTBUN C HACTPOMKaMU, yKa-
3aHHbIMW B KOHUrypaLUMoOHHOM ¢arine /etc/one/oned. conf (cMm.[5.2).

MN3ameHeHnem gaHHOro napamMmeTpa MOXHO 3apesepBupoBaTtb HekoTopble ceTn VLAN, n
OHM He ByayT Ha3HavaTbCs BUpPTyarnbHoOW ceTn. MOXHO Takke ykasaTb nepBbii HOMep VLAN_ID.
Mpwn co3gaHnmn HOBOWM N30NMPOBAHHOWM CETU HaxoauT cBoboaHbIN HOMep VLAN_ID u3 nyna VLAN.
OTOT nyn gaBnseTcs rnobanbHbIM, a Takke COBMECTHO MCMOSNb3yeTcs ¢ ceTeBbiM pexxumom 802.1Q
VLAN.

B panne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-
peKkTMpoBaTb NnapameTp HaACTPOWKU arp cache_poisoning, OTBeYaWOLWMA 3a MOAKNKOYEHME
npasuna npegoTepalweHnsa nameHerHns kawa ARP (ARP Cache Poisoning).

BHUMAHME! [Mocne KOppeKTUPOBKN 3HA4YeHUs1 napamMeTpa arp_cache poisoning
Heobx0AMMO BbINOMHUTL KOMaHAy onehost sync ANg NpUMEHEHUs U3MEHEHUI Ha BCEX cepBe-

pax BupTyanumsauumn.

4.6.3. ArperupoBaHue pusanyeckmx nHtepcencon

[ns noBbIWeHNSA NPOMYCKHOM CNOCOBHOCTM U YPOBHSA OTKaszoycTomumsocTn B Open vSwitch
KOMMYTaTop MOryT ObITb BKIMHOYEHbBI HECKOSMBKO (PU3NYECKMX MHTEPKENCOB C 3a4E€NCTBOBAHHOMN
Ha Hux arperauunen no npotokony LACP (Link Aggregation Control Protocol). BeinonHsercsa Ha
KaHanbHOM ypOBHe NMyTeMm co3aaHusa odbeanHeHHoro nHTtepgenca (Bonding).

[nsa co3pgaHna o6beamHeHHOro nHTepdgenca Ha 6ase pusndecknx nHTepdencos eth0 m
ethl HeOBX0ANMO BbLINOMHUTL CREAYOLLYH0 KOMaHAY:
sudo ovs-vsctl add-bond ovs-sw0 bond0 ethO ethl

lMocne cneayet BKNOYMTL lacp Ha co3gaHHOM 06begMHEHHOM MHTepdence:
sudo ovs-vsctl set port bond0 lacp=active

Ha aTom HacTponka 0TKa3oyCTOMYMBOCTU CETEBLIX MHTEP(ENCOB 3aBepLUeHa.

4.6.4. Co3pnaHue cetun

BHUMAHMUE! [JencTteusa no cosgaHuto BupTyanbHbix ceten B 1K CB BbinonHsaoTca nog
y4yeTHoM 3anucbto agMuHuctpartopa MK CB.

[ns cosgaHns cetn Open vSwitch Heob6xoaumMo 3agaTth 3Ha4YeHUs napameTpoB usnye-

CKOI CeTu, NpuBedeHHbIX B Tabnuue 21]
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Tabnuuya 21
MapameTp 3HaueHne O6s3aTternbHblIf
NAME Nmsa cetn OA
VN_MAD ovswitch OA
Mma dumsnyeckoro ceteBoro yCTponcTBa, kotopoe byaet
PHYDEV ® yerp P yA OA
NMOAKMIOYEHO K MOCTY
Mma ceTeBOro MOCTa, Ha3HaA4aeTcs Mo  YMOMYaHuIo
BRIDGE , , HET
onebr.<net_ id> unu onebr.<vlan_ id>
MoeHTudurkaunoHHeln Homep cetu  VLAN.
VLAN_ID CreHepupoBaH, ecniM He YykaszaH W gnda napametpa | HET
AUTOMATIC_VLAN_ID yCTaHOBEHO 3Ha4YeHne YES
UrHopupyeTcs, ecnu napameTp VLAN_ID onpegeneH. Cne-
€T YCTaHOBUTb 3HadeHne YES, ecnu HeobxogMmo B aBTo-
AUTOMATIC_VLAN_ID AyeT y A . | HET
MaTMYECKOM peXMME reHepupoBaTh MAEHTUMUKALMOHHbIV
Homep ceTn VLAN
MakcumarnbeHbI NepegaBaeMblii MoaynNb AaHHbIX (MTU
MTU pen ! (MTU) | et

ans cetn Open vSwitch

Mpumep

Cospanune cetn Open vSwitch ¢ ucnonesoBaHnem KoHUrypaumoHHoro danna:

1) cosgaTtb (hpann new-net.conf CO CrneayrOLMM COAEPKAHNEM:

# mapameTpH QUIUUECKON CEeTH

NAME = "ovswitch net"
VN_MAD = "ovswitch"
BRIDGE = vbrl

VLAN_ID = 50 # optional
# DocTynHOe agpecHOe MNPOCTPAaHCTBO
AR=[TYPE = "IP4", IP = "172.16.1.100",

# IIapaMeTpPE KOHTEKCTYyaJIu3alluu

NETWORK_ADDRESS = "172.16.1.0"
NETWORK_MASK = "255.255.255.0"
DNS = "172.16.1.1"
GATEWAY = "172.16.1.1"

2) BbINONHUTb KOMaHAy:

onevnet create new-net.conf

I'Ipmmep BbiBOA4aA MNocrie BbINOJIHEHUA KOMaHAbI:
ID: 1

SIZE = "100"
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4.6.5. Ocob6eHHOCTN KOHUrypmpoBaHus

KoHpurypaums sBcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWMKM NOAAEPXKMBAEMbIX
NPOTOKOMOB XpaHATCcA B cobcTBeHHON 6ase aaHHbIXx OVS (OVSDB). B ctaHaapTHON KOHGUrypauum
B OVSDB cywecTsytoT cnegytouine tabnumubi:

- Open_vSwitch — Cxema

- Bridge

- Port

- Interface

- Flow_Table — koHurypaums OpenFlow

- QoS

- Mirror

- Controller — napameTpbl nogkntoyeHus k koHTponnepy OpenFlow

- Manager — koH(urypaums OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample_ Collector_Set

M3Ha4anbHO no4vtn Bce Tabnuubl NyCTbl, Tak Kak KOHdUrypaumsa oTCcyTCTBYeT. YTuUnu-
Ta ovs-vsctl npegocTaBnseT nHTepdenc ansa BHeceHuss nameHeHnn B bBJl. [1na BHeceHusa
M3MEeHeHU ucnonb3yeTcs KomaHga suaa:
sudo ovs-vsctl <komaHOa> <Tabinuia> <3aduch> <KJIou=3HaueHUue>

[nsa cosgaHna nporpaMMHOro KommMmyTartopa ¢ UMEHEM ovs—sw0 He0BX04MMO BbINOMHUTL
cnenyroLLyro KomaHay:
sudo ovs-vsctl add-br ovs-sw0

lNocne nosenseTcs BO3MOXHOCTb noakmntoveHuss BM. IMpu atom BM, nogkntoyeHHble K
ovs-swO0, Byayt paboTatb B n3onmpoBaHHou ceTn. [nga Toro, 4Tobbl NpeaocTaBUTb UM JOCTYN K
BHELLUHEen ceTn, HeobxoaAnMO NOAKIYNTL K ovs—-sw0 B KadecTBe noprta usndeckum nHtepgenc
ethO0, BbINOMIHMB KOMaHAY:
sudo ovs-vsctl add-port ovs-sw0O ethO

[nsa Ttoro 4tobbl paspewnTb NOPTY eth0 NponyckaTtb BO BHELUHIOK CETb Tpaduk n3
onpegeneHHbix VLAN, Heo6xoauMo BbIMOMHUTL KOMaHAY:
sudo ovs-vsctl set port ethO trunks=10,20,30,40,50

Hwxe npegcraBneH CnMcok BapMaHTOB KOMaHA C napameTpamMin Bbi30Ba:

- list <Tabnuupa> <3amnucb>

- find <Tabmnuua> <ycrnosue>

- get <rTabmnuua> <3anuchb> <KIOU=3HaueHue>
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add <rabnuua> <sanuch> <KJIOU=3HaueHUue>
remove <Tabnuia> <3anuch> <KJIOU=3HaueHHe>
clear <Tabmnuna> <3anuchb> <KIIOU>

create <rabnuia> <z3anuch> <KJIOU=3HaueHUE>
destroy <Tabnuia> <zanuch>

wait-until <Tabnuia> <3amnouch> <KJIOU=3HaueHUEe>
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[ns npocmoTpa 3anncen, NpMcyTCTBYOLWMX B Tabnuue, onucbiBatowen NopTbl, BbIMOMHUTD
KoMaHay:
sudo ovs-vsctl list port

[ns BbiBOAa cnmucka nopToB., BkNoYeHHbIX B VLAN, He06X04MMO BbINOMHUTL KOMaHAY:

sudo ovs-vsctl find port tag=10

4.6.6. 3epkanmpoBaHue NOpToB

MK CB npepoctaBndeT yHKUMIO 3epkanupoBaHus ceteBoro mHtepgenca BM (NIC
mirroring) B pamkax nnatgopmMbl BUpTyanuaaunn. 3epkanumpoBaHnue NopToB — TexHonorus ay6-
NMPOBaHMA MakeToB C OOHOro rnoprta (ceteBoro nHTepdgenca BM) Ha gpyron nopt (ceTeBon
nHTepdenc gpyron BM). Llenesas BM moxeT BbITb pacnonoxeHa rnokanbHO (Ha TOM Xe yarne
BUpTYanusaumm) nubo yaaneHHo no otHoweHuto kK BM nctoyHuka.

Mpun cospgaHnm ceccumn 3epkanmpoBaHNA TUM 3epKanmpoBaHus (fiokanbHoe/yaaneHHoe)
onpenensaeTcs aBToMaTuyecku no pacnonoxeHuto BM-nctouHnka n BM-HasHavyeHus. Ecnv BM
pacrnonoXeHbl Ha OQHOM Yy3ne BUpTyanusauuun, To yctaHaenueaetca SPAN ceccus Ha ceTeBoM
MOCTY, ucnonosdyemom atumu BM. Ecnn BM pacnonoxeHbl Ha pasHbIX y3nax BupTyanusaumm, To
cospnaetrca ERSPAN-TyHHenb (ERSPAN over GRE) mexay yanamu, npyu 3TOM Ha yaaneHHOM y3ne
OCyLLeCTBSeTCa nepeHanpasneHne Tpaduka Ha nopt uerneson BM.

4.6.6.1. Hactponka 3epkanupoBaHua Tpachuka BM c nomowbio uHTepdenca
KOMaHOHOW CTPOKM

[ns cosgaHua HOBOW ceccum 3epKanvpoBaHus UCNONb3yeTca KoMaHda nic-mirror:
nic-mirror <vmid> <nicid> <dest_vmid> <dest_nicid>

roe:

- <vmid> — ngeHtudcdumnkatop BM nctoyHmnka gnga sepkanupoBaHust Tpaduka;

- <nicid> — nageHTUUKaTop CeTEBOro MHTepdenca NCTONHUKA ONA 3epKannupoBaHNs

Tpaduka;

- <dest_vmid> — ngeHtudukaTtop ueneson BM ansa sepkanuposaHus Tpaduka;

- <dest_nicid> — nageHTudunkaTop CETEBOro NHTEP(ENCa TOYKM HA3HAYEeHNS Ha Lerne-

Bov BM.

lMocne ycnewHoro BbINOMHEHNA KOMaHAbl B WabnoHbl BM ncrovHnka n HasHavyeHus
nobaeaTca napameTpbl HOBOrO 3epKanvMpoBaHUs U YHUKaNbHbIA MAEHTUdMKATOP ceccun 3epkanu-

poBaHna (MIRRORING_ID).

Mpumep

1) CospgaHue ceccum 3epkannpoBaHna KOMaHOoW:
sudo onevm nic-mirror 2 5 10 O

roe:

- ngeHtudukatop BM ncroyHuka: 2;
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- ngeHTuunkaTop ceTeBOro MHTepenca NCTovHmKa: 5;

- ngeHtndukarop BM HasHaveHus: 10;

- ngeHTudukaTop ceteBoro nHTepgenca HasHavyeHus: 0;
2) YpaneHue ceccumn 3epkannpoBaHUst KOMaHOOW:

sudo onevm nic-unmirror 2 5 0
roe:
- ngeHtndukatop BM nctouHuka: 2;
- MAEHTUMKaTOp ceTeBOro nHTepdenca NCToMHUKA: 5;

- naeHTudukatop ceteBoro uHTepdgenca HasHadeHms: 0.

Ons BM uctoyHuka n BM HasHadeHna [oCTyneH npocMOTp NapamMeTpoB 3epKanupoBaHus
KOMaH0MW:
sudo onevm show <vm_id>
Ceccuun 3epkanupoBaHus oTobpaxatoTcsa B pasgene NIC MIRRORING.
4.6.6.2. HacTponka 3epkanupoBaHusa Tpacpuka BM B Be6-nHTepchence NK CB
MpumeyaHwue. [Ina HAaCTpONKN 3epkanupoBaHna Tpadumka Heobxoammo, YTobbl BM
MCTOMHMKA U BM HasHauyeHuss nmenn xots Obl OAMH NOOKMIOYEHHbLIM CETEBOW MHTEpdENC C
pexumom Open vSwitch.
YUTtobbl HacTpouTb 3epkanupoBaHue Tpaduka B Beb-nHtepderice NK CB Heobxoanmo:
1) B neBoM MmeHto Beb-uHTepdenca Bolibpatb «3k3emnnsapbl BM — BM».
2) Ha oTkpbiBLUENCA CTpaHULe BblIOpaTb M3 CnMcKa BUPTyanbHbIX MalwnH UCTOYHMK ANs
3epKanupoBaHus.
3) Ha oTkpbiBLENncs cTpaHuue BM:
- nepenTun Ha BkNagky «CeTby;
- B CMUCKe NOAKMYEHHbIX CETEBbIX MHTEPENCOB B KONMOHKE «[JeNCTBMAY HaxaTb
«3epKkannupoBaHue».
4) B oTkpbiBLLEMCH OKHE «[l06aBnTb HOBOE 3epkanupoBaHme NIC» BbibpaTb «Tun 3epka-

nuposaHusi» (cM. puc. [9):
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Ho6aBuTb HoBOE 3epkanpoBaHue NI

Tun sepKanMpoeaHuA

NokaneHos (SPAL) YanedHos (ERSPAL)

Ueneean BM
B TaSnuug npegctaenedel BM B COOTEETCTEMM C BRISPAHHEIM TUNOKM 3EPKaNWPoOBIHWA.

MpK BEIGOPE LEneBoi BIM Boe Nogoname [1C OTOOPaSATCA B TAONWLE HUHE.

Q

ID y HaseaHwe

-mg-SUT-1%

16 alse-mg-3UT-16

& alse-mg-5UT-2-NODE1

5 alse-mg-5UT-1-NODE1

2 alse-mg-MIRRORING_DST

v MMokazadbl 3NemedTel cnvcka ¢ 1 no 5 us 5 lothuneTpoRado e 7 3NeMeHTOR
crncka)

Cerepoi MHTepeiic Leneeoi BM

B TaBNWLY BKMCHEHEI TONEKD [MIC ¢ EEXUMOM 02T O pen vawitch
ID CeTb 4 IP-appec IPvé ULA IPvé Global
0 ovs_vnet 10.10.10.2

v [Mokasadbl 3NeMeHTel civckaclnol ws 1

Puc. 9

5) Ha oTkpbIBLLENCH CTPaHMLE:
- BblbpaTb BM HasHauyeHus ansa sepkannpoBaHus;
- B ctonbue «CeteBon nHTepdency» ueneson BM BbibpaTb ceTeBon nHtepdgenc
TOYKWN Ha3Ha4YeHus,;
- HaxaTb kHoMnKy [lo6aBuTb.

CospgaHHble ceccun 3epkanvpoBaHus otobpaxatotca B cnncke atpubytos NIC, packpbiBa-
loLemMcsa Npu Haxkatnmn donaxka cnesa oT nons ngeHtudpukaropa (ID) nogkntovYeHHOro cetTeBoro
UHTepdemnca.

4.6.6.3. HacTponka 3epkanupoBaHusa Tpacpuka BM ¢ nomowbio wabnoHa BM

[na onpegeneHna napamMeTpoB 3epkanupoBaHua B wabnoHe BM ncTtodyHuka B CBOR-
ctBax ceteBoro mHtepdenca (NIC) pobasnsercs HoBbI aTpnbyT MIRRORINGS, 3agatoLini
noeHTUduKaTop HOBOro 3epkanvpoBaHus. [NapameTpbl 3epkanmpoBaHnsa 3agatoTcs B aTpubyTte
NIC_MIRRORING, rge ykasbiBatoTcs ngeHtudukatopbel BM u ceteBoro nHtepgenca (NIC) Touku

HasHa4yeHus1, a Takke naeHTndurkaTtop NIC_MIRRORING_ ID, Ha KOTOPbIMA CCbINNAaeTCcs CETEBON
MHTEPdENC NCTOYHMKA:
NIC = [
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MIRRORINGS = "0O",

NETWORK = "ovs_vnet",
NETWORK_UNAME = "adminbrest",
SECURITY_GROUPS = "0O" ]

NIC_MIRRORING = [

MIRRORING_DEST NIC_ID = "QO",
MIRRORING_DEST VM ID = "10",
NIC_MIRRORING_ID = "0" ]

4.6.6.4. Oco6eHHOCTN KOH(UTypUpOBaHUA

BHUMAHUE! BM He moxeT ObITb yaaneHa OO Tex nop, noka He 6yayT yaaneHbl Bce
ceccun 3epkanupoBaHus, ucnonbs3yowme 3ty BM kak TOUKy HasHa4veHus.

MK CB ogHoBpeMeHHO nogaepXvBaeT BO3MOXHOCTb NTOKasIbHOrO 1 yaaneHHOoro 3epkasnu-
poBaHus. [Nonb3oBaTernb MOXET HAaCTPOUTb 3epKanMpoBaHue Tpaduka Ans OQHOro NCTOYHMKA B
nokanbHoe ¥ ygareHHoe Ha3HavyeHue OAHOBPEMEHHO Yepe3 HECKOSbKO CeCCUN 3epKanupoBaHus.

3epkanupoBaHue ceTeBOro MHTepdenca MoxeTt 6biTb HacTpoeHo ana BM B cTatyce
3ANYIEHO (ropsiyee nogkrodeHre) n BHKIIIOUEHO (XONOAHOE MOAKIYEHNE).

BHUMAHMUE! Npwn ropsayem nogknioveHun sepkanmposaHusa ans BM B ctatyce 3ANYIEHO
— ueneasa BM Takxke gomkHa 6bITb B cTaTyce 3AMNYIIEHO.

[nsa koppekTHon paboTbl yaaneHHoro 3epkanuposaHusa (ERSPAN) Heobxogmmo obecne-
YMTb UCMOMb30BaHNE OAMHAKOBOrO MakCcMMarbHOro nepegasaemMoro Moayns AaHHbix (MTU), He
MeHbLuero, Yem MTU nHTepdenca-mcTodHnka, Ha NPoTSHKEHUM BCEro CETEBOro0 MapLupyTa.

MpumevaHwue. [Insa rapaHTMpoBaHHOro n3bexanunsa notepb naketoB - MTU Ha uHTep-
dence HasHa4YeHUs AomKkeH obiTb 6onbwe MTU nctoyHuka.

Mpn ncnonb3oBaHum nokanbHoro 3epkanuposaHus (SPAN) HeobxoaMmo yunTbiBaTh, YTO
ceTeBOM MHTepdenc HasHaYeHUs1 CTaHOBUTCA HeaKTUBHbIM 4SS AocTyna K ueneson BM n moxer
MCNOSb30BaTbCS TOMbKO AN 3axBaTa ceTeBblx NakeToB. [ns gocTtyna K ueneson BM no cetu
MOXHO NOAKMIYUTL U UCnonb3oBaTb BTopon ceteBon nHTepdenc (NIC), kotopbi He ByaeT nMeTb
OrpaHN4YeHun.

4.6.6.5. Murpaumsa BM ¢ HacTpoeHHbIM 3epKarmpoBaHueMm

BM (MCTOYHUK/HA3HAYEHME) C HACTPOEHHBIM 3epKanmMpoBaHNEM MOXET OblTb NepeHeceHa
B Online/Offline pexxume Ha gpyron cepeep BMpTyanu3auuun. Murpaums He BAUSIET HA HACTPOEHHOE
3epKanvpoBaHue, TO eCTb, TUM 3epKannupoBaHNa He MeHsaeTcs npyu murpauun BM.

[ns nokarnbHOro 3epkanvpoBaHus:

- ecnun obe BM (UCTOYHMK/Ha3HaYeHne) MUrpupoBann Ha OAuH y3en BupTyanusaumm —

3epKkanMpoBaHue NpoaosKaeT AeNCcTBOBaTbL 0e3 M3MEHEHUN;

- ecnu B pesynbrate murpaumm BM okasanucb Ha pasHbIX y3nax BUpTyanusauum —
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3epKanmpoBaHue CTaHOBUTCH HEaKTMBHbIM (HO He yaansiercs), B XypHan oned.log
BbIBOOUTCS MH(POPMaLMOHHOE COObLLEHNE O HEAKTMBHOW CECCUN 3epKannpoBaHus.
[ns yaaneHHoro 3epkannpoBaHus:

- ecnu B peaynberate murpauum ode BM (MCTOYHUK/HA3HaYeHMe) okasanucb Ha OgHOM
y3ne BupTyanuM3auumn — 3epkanmpoBaHue CTaHOBUTCHA HEaKTUBHbIM, B XypHan oned. log
BbIBOOUTCS MH(POPMaLMOHHOE COObLLEHNE O HEAKTMBHOW CECCUN 3epKannpoBaHus;

- ecnu ogHa ns BM murpmnposana Ha HOBbIW y3en BUpTyanusaunum — 3epkanmpoBaHue
CTaHOBUTCH HEAKTMBHbIM, HO NPOOOIMKUT paboTaTb, Kak Tonbko yaaneHHas BM (1o ectb
BM, Haxogsawasnck Ha yaaneHHoOW CTOPOHe CECCUMU 3epKanupoBaHns) ByaeT BbIKNOYeHa n

BKIO4eHa NoBTOPHO.

4.6.7. MHorokaHanbHble cet VLAN (VLAN TpaHKMHr)

BHUMAHUE! [encteua no Hactponke VLAN TpaHkuHra B K CB BbinonHawTcs nog
y4yeTHoM 3anucklo agMmuHuctparopa MK CB.

VLAN TpaHKunHr nogaepxmpaetca nytem gobaeneHust Tera VLAN_TAGGED_ID: K ane-
MeHTy NIC B wabnoHe BM vnu wabnoHe BupTyanbHOM ceTu. Ter No3BONSAeT ykasaTb AManasoH

cetenn VLAN, nognexawium termpoBaHuto, Hanpumep, 1,10, 30, 32.

4.6.8. NpaBuna OpenFlow
4.6.8.1. MAC-cnycwuHr
[aHHble Npasuna npegoTepaLlaloT Bbixod Ntoboro Tpaduka ¢ nopta, ecnv 6bin UsMeHeH

MAC-agpec.

Mpumep
in_port=<PORT>,dl_src=<MAC>,priority=40000,actions=normal

in_port=<PORT>,priority=39000, actions=normal
4.6.8.2. IP-3axBat
[laHHble npaBuna npegoTBpawlatoT Bbixoa noboro Tpaduka ¢ nopta ans IPv4, ecnn He
HacTpoeH IP-agpec gna BM.
Mpumep
in_port=<PORT>, arp,dl_src=<MAC>priority=45000,actions=drop
in_port=<PORT>, arp,dl_src=<MAC>,nw_src=<IP>,priority=46000,actions=normal
4.6.8.3. YepHble nopThbl
MpuMeHsieTcs 0gHO NpPaBUIIO Ha MOPT.

Mpumep
tcp,dl_dst=<MAC>, tp_dst=<PORT>, actions=drop
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4.6.8.4. ICMP-urHopupoBaHue

C nomoLbo JaHHOW HaCcTPOMKM MOXHO, Hanpumep, 3abnokupoBaTb ping-3anpocskl K BM.

Mpumep
icmp, dl_dst=<MAC>, actions=drop
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5. AOMNMOJNIHUTENIbHOE KOH®UT'YPUPOBAHUE CITY)XXBbl CEPBEPA YTMNPABJIEHUA

[encTBnst N0 AONOMHMTENBHOM HACTpPOoKKe Ccnyx0bl cepBepa ynpaBneHns BhbINOSHSTCA B
OC CH nog yyeTtHoun 3anucbio agmuHuctpatopa OC CH ¢ BbICOKMM ypOBHEM LENOCTHOCTH.

Cnyxba cepsepa ynpasneHusa B K CB peanunsoBaHa B BMAE CUCTEMHOW CryXObl
opennebula. B kadecTBe gapa cnyx0bbl cepBepa ynpaBneHus BbICTynaetT MHCTPYMEHT KOMaHAa-
HOW CTPOKM oned.

HacTtponku cnyxbbl cepBepa ynpasfieHUsa pas3melleHbl B KOHUrypaumMoHHOM dhanne
/etc/one/oned.conf.

BHUMAHMUE! N3ameHeHne 3Ha4eHnn napameTpoB cnyxbbl cepBepa ynpaBneHns npouns-
BOAUTCHA B KOH(PUrypauuoHHbIX dpannax karanora /etc/one/one.d/. lonyckaeTcs npaBuTb
napameTpbl B UMetoLmuxcs dpannax unm obasnsite HOBblE NapamMeTpbl B BUAE OTAENbHbIX (hansos
C pacwmpeHmem *.conf.

lMocne BHeceHUs n3aMeHeHun HeobxoamMmo nepesanycTuTb Cnyxby cepsepa ynpasneHns
KOMaHOoMn:
sudo systemctl restart opennebula

Mocne nepesanycka B HOBLbIA dhann KoHdurypaummn /etc/one/oned. conf 06yayT co-

OpaHbl 3HaYeHns1 NnapaMeTpoB M3 Bcex dhannos Katanora /etc/one/one.d/.
5.1. MapameTpbl HACTPOMKU CNyXKObl cepBepa ynpaBreHus

dann koHpuUrypauum cnyxbbl noaaepXxXmBaeT HAaCTPONKY NapaMeTpoB, NPUBELEHHbIX B
Tabnuue 22|

Tabnunua 22

MNapameTp Onucanue

Bpems B cekyHaax, Heobxoanmoe cnyxbe ons OLeHK/ nepuo-

MANAGER TIMER .
— ANYECKUX PYHKLMIA

BpeMFl B CeKyHOax Mexay uunknamMmm MOHUTOPUHIa XpaHunuila.
MONITORING_ INTERVAL DATASTORE| [lapaMeTp He MOXET MMETb 3HAYEHNE MEHbLUE, YeM NapameTp
MANAGER_TIMER

Bpem4a B cekyHOax Mexay LmMKnaMmm MOHUTOPUHra MarasvHa
MONITORING_INTERVAL MARKET npunoxeHun. NapameTp He MOXET UMETb 3HAYEeHNE MeHbLLE,
yeM napameTp MANAGER _TIMER

Bpemsi B cekynHgax mexay uuknamm 3anicu B bl nHdopma-
UMM MoHUTOpuHra BM. MapameTp He MOXeT UMeTb 3Ha4YeHne
MeHbLUe, YeM napameTp MANAGER _TIMER. Ytobbl 3anpetntb
MONITORING_INTERVAL DB_UPDATE| 3anucb B B[l nHcdopmaumm moHntopuHra BM, Heobxoanmo
YCTaHOBUTb 3Ha4yeHue «-1». YTobbl 3anucbiBaTth B B nHpop-
Maunio MoHUTOpUHra BM, nonydyaemyto npu Kaxagom uukne
MOHWUTOPUHra, Heo6X0OUMO YCTaHOBUTb 3HaYeHne «0»
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MapameTp

OnucaHne

DS_MONITOR VM _DISK

KonuyecTtBo MHTEepBanoB BpeMeHu
MONITORING_INTERVAL_DATASTORE, NO NpoLwwecTBUN KOTO-
pbix BygeT 3anyweHa npoueaypa MOHUTOpMHra guckos BM.
MprMmeHsaeTcAa TONbKO ANS XpPaHWUULL, NOCTPOEHHLIX Ha Ga3se
¢anoBon TEXHOMOIMN XpaHEHWUs!, UM NCMONb3YIOLWKWX Apai-
Bep xpannnuwa FS_LVM. YTobbl oTkAO4MTL NpoLeaypy Mo-
HUTOpWHra amckos BM, HeobGxoauMO yCTaHOBUTL 3HaYeHue
«0»

SCRIPTS_REMOTE_DIR

YaaneHHbln nNyTb AN XpaHEHUs1 CKpuMTa MOHUTOPUHra u
ynpaeneHuns BM

PORT

MopT, Ha koTopoM cnyxBbl cepBepa ynpasneHns byaeT NnpuHu-
MaTb 3anpockl Xxml-rpc

LISTEN_ADDRESS

IP-agpec ans npuema 3anpocoB xml-rpc (No ymonyaHuio Bce
IP-agpeca)

DB

Bnok HacTponku B1, no ymonyaHnutio B MK CB ucnoneasyetcs
B PostgreSQL:

- BACKEND = "postgresql" (HaumeHoBaHve B[]),

- SERVER — IP-agpec wnun ceteBoe Mmsi komnbloTepa, Ha
KoTopoM 3anylieHa cnyxba PostgreSQL-cepspa,

- PORT = 0 (nopT Ansa nogkntodeHus k 6),

- USER = "oneadmin" (MMg nonb3oBatens b),

- PASSWD — naporb nonb3oBatens b/,

- DB_NAME = "brest" (HaMmeHoBaHue B[1)

VNC_PORTS

Myn noptoB VNC Ans aBTOMaTMyeckoro HasHavyeHusi NopToB
VNC, no Bo3MOXHOCTW, YyCTaHaBNuBaTb NopT Ha START+VMID:
- start — nepsbI HA3HA4YaeMbIN MOPT;

- reserved — CNUCOK 3ape3epBMPOBaHHbLIX MOPTOB, pasge-
NeHHbIN 3ansaTbiMy. [1Ba HOMepa, pa3geneHHble JBOETOUMEM,
yKasblBaloT AnanasoH

VM_SUBMIT ON_HOLD

anHyD,I/ITeJ'IbHOG co3gaHne BM B cocTosiHum yaepXaHna sMe-
CTO COCTOSHUA OXnaaHus. Bo3aMOXHble 3HayeHnsa YES ([OA)
unnm NO (HET)

LOG

Bnok HacTponkn cnuctemMbl permctTpauum:

1) SYSTEM — TMN CUCTEMbI PETUCTPaLIMA, BO3MOXHbIE 3Ha4Ye-
HUS:

- file (N0 ymon4yaHuio) — darnnoBas cuctema perncrpauuu,
- syslog — perncrpaums CUCTEMHbLIX KYpHanos,

- std — peructpauus B CTaHO4aPTHbIN NOTOK OLLUNOOK;

2) DEBUG_LEVEL — yCTaHaBNMBaEeT ypPOBEHb OTNaAKM 3aperu-
CTPUPOBaHHbLIX COOBOLEHNI. BO3MOXHbIE 3HAYEHMS:

- 0 — owwmbkKa,

- 1 — npepynpexaeHue,

- 2 — nHdopmaums,

- 3 —otnagka
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Mpumep
3HayeHus napameTpoB cryxbbl cepBepa ynpasrneHns, yCTaHOBMEHHbIE MO YMOMYaHUIO
LOG = |
SYSTEM = "file",
DEBUG_LEVEL = 3
]
#MANAGER_TIMER = 15
MONITORING_INTERVAL_DATASTORE = 300
MONITORING_INTERVAL_MARKET = 600
MONITORING_INTERVAL_DB_UPDATE = 0
#DS_MONITOR_VM_DISK = 10
SCRIPTS_REMOTE_DIR=/var/tmp/one

PORT = 2633

LISTEN_ADDRESS = "0.0.0.0"

DB = [ BACKEND = "postgresql",
SERVER = "localhost",
PORT = O,
USER = "oneadmin",
PASSWD = "<xsm_napoinsa>",
DB_NAME = "brest"
1

VNC_PORTS = [

START = 5900,
RESERVED = "32768:65536"
# RESERVED = "6800, 6801, 6810:6820, 9869"

]
#VM_SUBMIT ON_HOLD = "NO"

5.2. MapameTpbl HACTPONKU ceTen
Cetu B K CB nogaepxuBatoT HacTpoiiky napaMeTpoB, NpuBeAeHHbIX B Tabnuue [23]

Tabnuuya 23

MapameTp OnuncaHue

NETWORK_SIZE | OnpegensieT pasmep no yMOnyYaHuio Ans BUPTyanbHbIX ceTew

MAC_PREFIX MAC-npedukc Mo ymonyaHuo, NpeaHasHayYeHHbl 4s Co3a4aHns aBTOMaTUYeCKn
reHepupyembix MAC-agpecoB (MOXeT nepenucbiBaTbCA WabnoHOM BUPTYyaribHON
ceTn)
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OkoHyaHue mabnuuei 23

MapameTp OnuncaHue

VLAN_1IDS Brnok HacTponku nyna naeHTuduKaTtopoB AnNs aBTOMaTUYECKOro HasHauYeHus
VLAN_ID. [laHHbI nyn npegHasHadveH ans ceten 802.1Q (Open vSwitch n gpanee-
pbl 802.1Q). MNepBbin naeHTUdUKaTop Byaetr UMeTb 3HaYeHue [START (CM. HUXe) +
VNET_ID]:

- START — HayanbHOe 3HayeHue Ana onpederneHus nyna MaeHTUUKaTopoB
VLAN_1ID;

- RESERVED — nepeyeHb 3ape3epBMpOBaHHbIX MOeHTUdUKaTopoB VLAN_ID, pas-
OENeHHbIX 3ansaTbiMu. [1Ba HOMepa, pa3geneHHble ABOETOUMEM, YKa3bIBalOT Anana-
30H

VXLAN_IDS Brnok HacTpomknm aBTOMaTMYeCKOro HasHadeHus uaeHTudukaTopa cetn VXLAN
(VNI). Ucnoneayetca ans cetenn VXLAN. START — nepsbii VNI, KOTOpbI MOXET
ncnonb3oBaTtbcs. PesepBupoBaHme MAeHTUPUKATOPOB HE NPUMEHSIETCS.

Mpumep

3HayeHus napameTpoB ceTen, YCTaHOBJ1€HHbIE MO yMOJI4aHuio
NETWORK_SIZE = 254

MAC_PREFIX = "02:00"
VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"
]
VXLAN_IDS = [
START = "2"

]

5.3. NapameTpbl HACTPOMKN XPaAHUNNLY

B xpanunuwax n wabnoHax BM (HacTponkax, kacarowwmxcs 06pasoB) MOXXHO HAacCTpOUTb

3HayeHWsi napaMeTpoB, NpuBeAeHHbIX B Tabnuue [24]

Tabnuuya 24
MapameTp Onucanune
DATASTORE_ LOCATION Myt Kk xpanunumwam. OpguMHakoB [Afs BCEX CEpBEPOB
BUpPTyanusaumm u cepsepa ynpaeneHua. o ymonyaHuio
/var/lib/one/datastores
DATASTORE CAPACITY CHECK [MpoBepsAeT HannymMe AOCTaTOMHOrO NPOCTPAHCTBA A0 CO34aHus
HOBOro obpasa. 3Ha4eHne No yMO4YaH1o «Yes»
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OkoHyaHue mabnuubi 24

MapameTp OnuncaHue

DEFAULT_IMAGE_TYPE 3HayeHne No ymon4yaHuo ansa nons «TYPEy», eCrnv OHO OTCyT-
CTBYyeT B WabnoHe. Bo3aMoOXHble 3HaYeHWS:

- 0S — ¢hann obpasa, cogepxallnii onepaumoHHY CUCTEMY;
- CDROM — chann obpasa, cogepxawwmn CDROM,;

- DATABLOCK — ¢pann obpasa, cogepxawun 6nok AaHHbIX,
co3faBaeMbll Kak nycTon 6ok

DEFAULT_DEVICE_ PREFIX 3HadeHune Nno ymMonyaHuo ans nonst «kDEV_PREFIX», €CN OHO
oTCyTCTBYET B WabnoHe. OTcyTcTBytOLEee none «DEV_PREFIX»
3anorHsieTcs, korga cosgarTcs o0pasbl, MO3TOMY U3MEHEHME
npedukca He NOBNUSIET Ha CyLLecTByoLWMe obpa3sbl. Boamox-
Hble 3HaYeHWs:

- npedukc hd — ansa yctpownctsea IDE;

- npedumkc sd — ana yctponcrtea SCSI,

- npedukc vd — ang yctponctea Virtio

DEFAULT_CDROM DEVICE_PREFIX | AHanormyHo DEFAULT DEVICE_PREFIX, HO ONnd YCTPOWCTB
CDROM

DEFAULT_IMAGE_PERSISTENT Mpn KNoHWpoBaHWM WM coxpaHeHun obpasa (KomaHgamu
oneimage clone N onevm disk-saveas) ycTaHaBfMBaeT
aTpmbyT obpasa «MNoCTOsIHHbINY. Ecnn aTOT napameTp He onpe-
aeneH, To atpmMbyT obpasa Hacnegyetcs U3 ucxogHoro obpasa

DEFAULT_IMAGE_PERSISTENT_NEW| Npu co3gaHun obpasa (koMaHOoOM oneimage create) ycra-
HaenuBaeT aTpubyT obpasa «NoCTOAHHLINY». 1o ymonyaHuo ons
co3gaBaeMbix 06pa3oB ycTaHOBMEH aTpUbyT «HEMOCTOSAHHBIN»

Mpumep
3Ha4yeHunsa napamMmeTpoB XpaHuUnuLl, yCtaHoOBJ1EHHbIE MO YMOJTHaHNIO
#DATASTORE_LOCATION = /var/lib/one/datastores
DATASTORE_CAPACITY CHECK = "yes"
DEFAULT_DEVICE_PREFIX = "sd"
DEFAULT_CDROM_DEVICE_PREFIX = "hd"
DEFAULT_IMAGE_TYPE = "OS"
#DEFAULT_IMAGE _PERSISTENT = ""
#DEFAULT IMAGE_PERSISTENT NEW = ""

5.4. MapameTpbl HACTPOWNKM CUCTEMbI MOHUTOPUHTIa

[ns ykazaHna HacTpoek CUCTEMbl MOHUTOPUHIa B KOHUrypaumuoHHOM hansie ncrnonbay-

eTcst 6riok IM_MAD, B KOTOPOM YKa3blBalOTCS 3HAaYEHUS NapamMeTpoB, NpuBeAeHHbIX B Tabnuue [25]
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Tabnuuya 25

MapameTp Onucanne

NAME Nmsa cnyxoObl

EXECUTABLE | lyTb MCMOMHAEMOro MoAynsi Cryx0bl, MOXeT 6blTb aGCOMOTHBIM U OTHOCUTESbHBLIM
(oTHOocUTENbHO KaTarnora /usr/lib/one/mads/)

ARGUMENTS KoHdurypaumoHHbein dpann ans cny>kobl, MOXeT OblTb abCONIOTHLEIM NN OTHOCUTENb-
HbIM (OTHOCUTENbLHO KaTanora /etc/one/)
THREADS KONMMYeCcTBO NOTOKOB 06paboTkn nHdopmaumm
Mpnumep

HaCTpOIZKI/I CUCTEMbI MOHUTOPWHIA, YCTaHOBIIEHHbIE MO YMONM4YaHUIO Nocre nHnumnann3a-

UMM nporpamMmmMHbix komrnoHeHToB MK CB

IM MAD = [
NAME = "monitord",
EXECUTABLE = "onemonitord",
ARGUMENTS = "-c monitord.conf",

THREADS = 8 ]

5.5. Cucrtema xykoB

Xyku B K CB saBnsitotca nporpaMmmamu, BbINOSHAEMbIMU MPU U3MEHEHUUN COCTOSIHUSA
BM vnun cepBepoB BupTyanuaaumun. Xykn MOryT BbINOSTHATLCA Kak NoKanbHO, Tak U yganeHHo
B cepBepe BupTyanusauuu, rge pabortaer BM. [Ina HacTpomkm cuctemMbl XyKOB HEOBXOAMMO
YCTaHOBWUTb Crieayrolme 3Ha4yeHUs1 B KOHQUrypaumoHHom ¢aimne /etc/one/oned.conf:
- executable — NyTb UCMOMHAEMOro Moayns Apansepa xyka, MOXeT OblTb abCONIOTHLIM
NN OTHOCUTENbHBIM (OTHOCUTENBHO KaTanora /usr/lib/one/mads/);
- arguments — KOH(UrypauMoHHbIN hann Ana UCNornHAeMoro Moayrns apansepa Xxyka,
MOXeT BbITb abCOMTHBLIM UM OTHOCUTENbHBLIM (OTHOCUTENbLHO KaTanora /etc/one/).
Mpumep
HM MAD = [
executable = "one_hm"

]

5.5.1. Xykn BuptyanbHon mawuHbl (VM_HOOK)
Xykn BM onpegenstoTca no cnegyowmm napametTpamu:
- name — UMS XyKa;
- on — YCNOBWS BbINOSIHEHNS XyKa:
- CREATE — npu cosgaHum BM;
- PROLOG — npwu HaxoxaeHun BM B coctosiHun PROLOG;
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- RUNNING — nocne ycnewiHon 3arpysku BM;

- UNKNOWN — npu HaxoxgeHun BM B HEM3BECTHOM COCTOSIHUW;

- SHUTDOWN — rnocrie oTknoveHusa BM:;

- STOP — nocne octaHoBkn BM (Bkntovasa nepegady obpasos BM);

- DONE — nocrne yganeHus nnu otkniodeHus BM,;

- CUSTOM — onpefensieMoe nosfb3oBaTeneM KOHKPETHbIN cTaTyc STATE U KOMBUHa-

UMsa COCTOSIHMM LCM_STATE ANa 3anycka XykKa;
- command — MyTb MOXET OblTb aGCOMOTHLIM NI OTHOCUTENbHBLIM (OTHOCUTENBHO KaTa-
nora /usr/share/one/hooks);
- arguments — aprymeHTbl Ans xyka. MOXXHO ncnonb3oBaTth creayowyo nHopmawmo
o BM:

$1ID — naeHTudukaTop BM,;

STEMPLATE — wabnoH BM B chbopmaTe xml ¢ kogupoBaHnem base64;

S$PREV_STATE — npeablaywum ctatyc BM,;

SPREV_LCM_STATE npeablgyliee coctosiHne BM.
MpunmedaHue. NogpobHoe onucaHme cTaTtycoB u coctosHnn BM npeacraeneHo B
pokymeHTte POLIM.10001-02 95 01-2;

- remote — yganeHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — XYyK BbIMOSIHAETCH Ha cepBepe BUpTyanusauuu, rae yctaHosneHa BM;

- NO — XyK BbINOSHSIETCS Ha cepBepe ynpaBneHus. ABnseTcs 3HaYeHnem no ymorya-

HUIO.
Mpumep
VM_HOOK = [
name = "advanced_ hook",
on = "CUSTOM",
state = "ACTIVE", lcm state = "BOOT_UNKNOWN", command = "log.rb",
arguments = "$ID $PREV_STATE $PREV_LCM_STATE"

]

5.5.2. Xykn cepBepa Buptyanmsauum (HOST_HOOK)

XyKku cepBepa BMpTyanusaumm oOnNpeaensoTcsa no criegyrowmm napaMmeTpamu:

- name — UMS XyKa;

- on — YCINOBWS BbINOMHEHUS XyKa:
- CREATE — npu CO3daHun cepBepa BUpTyanusauumn (MCrnonb3oBaHWe KoMaHabl
onehost create);

- ERROR — Npu HaxoxxgeHun cepsepa BUpTyann3aumm B COCTOAHUN cbos;
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- DISABLE — nocrne OTKITIOYeHUs1 cepBepa BUpTyanu3aumu;
- command — NyTb MOXeET ObITb aGCOMOTHBIM NN OTHOCUTENbHBIM (OTHOCUTENBHO KaTa-
nora /usr/share/one/hooks);
- arguments — aprymeHTbl Ans xyka. MoxHo ncnonb3oBaTth creayoLwyo nHdopMauuio
0 cepBepe BUpTyanusauum:
- $ID — naeHTndmrKaTop cepBepa BUpTyanu3auuu,
- STEMPLATE — WwabnoH cepBepa BUpTyanu3auum B opmate xml ¢ KOOQUPOBaAHNEM
base64;
- remote — ydaneHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — XyK BbIMOSIHAIETCS Ha cepBepe BUpTyanuaauum;

- NO — XYyK BbIMNOITHAETCA Ha cepBepe ynpaBfeHus. AsnsieTca 3Ha4yeHnem no yMoI4a-

HWUIO.

5.6. OcobeHHocTn pabotbl MK CB B ycnoBuax npuMMeHeHUs MaHOaTHOro

ynpaBrieHusa 4oCTynom

Onsa Toro 4To6bl 06ecneynTb BO3MOXHOCTL ynpasneHna MK CB ¢ ncnonb3oBaHuem
WHCTPYMEHTOB KOMaHAHOW CTPOKM (onevm, onehost U T. 4.) B YCNOBUSAX NPUMEHEHUSA MaHAATHOIO
ynpasneHnsa JocTynom, Heobxoammo:

1) Ha KOMNblOTEpPE, BLINOSHAWNUM QYHKUMM cepBepa yrnpaeneHus, B anne

/etc/parsec/privsock.conf 0obaBuTb cnegyollee CTPOKU:

#brest

/usr/bin/oned

2) nepesarpy3nTb KOMMbHOTEP, BbINOMHAKLWNIA (DYHKLMN cepBeEpa ynpaBrneHus.
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6. MOHUTOPUHT U YYET

6.1. MoHUTOpPUHr

B INK CB ucnonb3yeTtcs pacnpegeneHHasi cuctemMa MOHUTOPUHra, KoTopas peanv3oBaHa B

BUAe BblAeNeHHOoro npouecca onemonitord, ABMSKOLWErOCA COCTaBHOW YacTblo CJ'Iy)K6bI cepBepa

ynpaeneHusl.

CucteMa MOHUTOPUHIa COBUpaET crieayoLLyo MHPOPMAaLMIO, KacatoLLyoCcs CepBepoB

BUPTYyann3aumn n BUpTyalribHbIX MallUH:

COCTOdAHME cepBepa BUpTyannsauunm,

cocTosiHmne BM;

BblYMCNUTENbHbBIE pecypchl, noTpebnaemsie BM.

OCHOBHbI€ MoKa3aTesin Npon3BOANTENTIbHOCTU CepBepa BUpTyarnn3auunu,

MHdopMaumsi MOHUTOPUHIa hopMUPYETCH B pe3yrbTaTe BbIMOMHEHUS psiga TECTOBbIX

nporpamm Ha cepBepax BUpPTyanu3aunm 1 TpaHCIMpyeTcsi NO CETU Ha cepBep ynpasneHus (no

ymon4daHuo ncnonedyetcsd TCP/UDP-nopt 4124).

BHUMAHMUE! MexceteBoun aKkpaH cepBepa ynpasneHuUs OOMmKeH paspeLluatb nonyyvyeHue

nakeToB MO MPOCyLIMBAaEMOMY MOPTY.

Cxema paboTbl CUCTEMbI MOHWUTOPUHIa NpuBeaeHa Ha puc. [10]

Cnyx6a opennebula

npouecc onemonitord ]

WMHPOPMaLIMOHHBIA

3anyck / oCcTaHOBKa
AleHTOB MOHWTOPKWHIA

Opaiieep

WHchopMaLwna
MOHWTOPKWHIa
cepsep TCP/UDP
ynpasneHMa T
Puc. 10

i { TecTbl ] |
\cepBep i
inupwanuaauuu i

=

‘cepeep
\BMpTYanMaaumu

|_|pl/l nepsn4HOM 3anycke cuctremMa MOHUTOPUHIa nocpencTtesomMm cneunasrimanpoBaHHOro

MHOPMaLIMOHHOTO ApanBepa NOAKIYAETCA K cepBepy BUpTyanusauum no ssh v sanyckaet Ha

HEM cny>|<6y areHta MOHUTOPUHra. AreHTt MOHUTOPUHIa BbIMOJTHAET TE€CTbl U 3aTEM OTCbIJ1aeT

cobpaHHble aHHble Ha cepBep yrNpaBneHUs B CUCTEMY MOHUTOPUHra. 3aTeM areHT MOHUTOPUWHra

C 3agaHHON nepnogn4HOCTbIO BbIMONMHAET TeCTbl U OTCbIJ1aeT CO6paHHbIe AaHHble. B cBA3Kn ¢ aTum

cnucremMme MOHUTOPUHIa He Tpe6yeTc;| BbINMOJTHATbL HOBbIE SSh-COG,ElVIHeHVIFI Ona nonyyvyeHnda aaHHbIX.
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B cnyyae, ecnv B 3a4aHHbIN NPOMEXYTOK BPEMEHU B CUCTEMY MOHUTOPWHIA HE NOCTYMNUMK

OaHHble OT areHTa MOHUTOPUHIra, NPpon3BOONTCA NMNOBTOPHOE MNOAKNKYEHUE N nepe3aryck areHTa.

6.1.1. HacTtpoika cMcTeMbl MOHUTOPUHra

[encTBua No HacTpomnke cucteMbl MOHUTOPUHIa BbinonHaoTcsa B OC CH nog yvetHom

3anucbto agmmHncTpaTtopa OC CH ¢ BbICOKMM YPOBHEM LENTOCTHOCTM.

HaCTpOIZKI/I CnUCTeMbl MOHUTOPUHIA pa3MeLlleHbl

B KOHMrypaumoHHoMm danne

/etc/one/monitord.conf, B KOTOPOM MOXHO 3agaTb 3Ha4YE€EHUA NMapamMeTpoB, NpnBeaeHHbIX B

Tabnuue [26]
Tabnunua 26

MapameTp

OnucaHune

MANAGER_TIMER

Bpewmsi B cekyHaax, Heobxoaumoe ANns OLEHKN nepuoanye-
CKMX (pyHKUMI

MONITORING_INTERVAL_HOST

Bpems oxunaaHua gaHHbIX OT areHTa MOHUTOPUHra (B ce-
KyHOaXx).

Ecnu 3a ykasaHHOe BpeMs AaHHble He Nory4eHbl, TO Bbl-
NONHSIETCA NOBTOPHOE MOAKMYEHNEe 1 nepesanyck areHTa
MOHUTOPWHra

HOST_ MONITORING_EXPIRATION_TIME

Bpems B cekyHOax, no UCTe4EHMN KOTOPOro NHpopmMmaLms
MOHUTOPWHra cepBepa BUpTyanu3auumn yctapeBaer.

Ecnn HeoGxooMMo OTKNHUNTD MOHUTOPWHT, CnegyeT ycTa-
HOBWUTb 3Ha4eHne «0»

DB

brniok Hactpoek nogkntodeHnss Kk BIl. OcHOBHble Ha-
CTpoOKKM nogknodeHus k B 3agarwTcs B KOHUrypaum-
OHHOM (panne /etc/one/one.d/db.conf. B cpanne
/etc/one/monitord.conf yKasblBaeTCsl TONbKO 3HAYe-
HWe napameTpa CONNECTIONS — KONIM4YECTBO OOHOBPEMEH-
HbIX NoakntYeHun Kk B

LOG

Bnok napameTpoB 4N HACTPOWKN permctTpauum codbiTui
cucteMbl MOHUTOPUHra. CoaepxuT crneaytolime napameT-
pbl:

1) SYSTEM — TUN CMCTEMbI permctpauumn, BOIMOXHbIE 3Ha-
YeHus:

- file — pernctpauma B chann
/var/log/one/monitor.log (YyCTaHOBNEHO MO ymMon4a-
HUIO);

- syslog — peructpaums B CUCTEMHbIV XypHarT,

- std — peructpauus B CTaHOAPTHbINA MOTOK OLINGOK;

2) DEBUG_LEVEL — ypOBeHb NPOTOKONMPOBaHWS, BO3MOX-
Hble 3HaYEHWS:

- «0» — pernctpmpoBaTtb coobLieHns 00 owmnbKax;

- «1» — perucTpmpoBaTtb NpeaynpexaeHus;

- «2» — permcTpupoBaTb UHPOPMaLNOHHbIE COOBLLEHUS;
- «3» — pernctpuposatb 06LIne oTnagovHble coobLLeHns
(yCTaHOBIEHO MO YMO4YaHUIO)
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OkoHyaHue mabnuuei 26

MapameTp Onuncanue

NETWORK Brnok HacTpoek ceTeBoro coeguHeHusl. YkasblBaloTCH 3Haye-
HWUS cneayoLwmx napameTpoB:

1) ADDRESS — IP-agpec, Ha KOTOpPOM NpUHUMaTb MHGOP-
MaLmMo MOHUTOPUMHra (Ha 3aganHbii TCP/UDP-nopT);

2) MONITOR_ADDRESS — IP-agpec cepBepa ynpasneHus,
Ha KOTOPbIN areHTbl MOHUTOPUHIa OTNPaBNAT MHAOPMa-
unio MoHuTopuHra. Ecnu ucnonbsyetcs TexHonoruns Raft,
TO HeobxoouMo ykasaTb nnasatowmmn IP-agpec knactepa;
3) PORT — TCP/UDP-nopT, Ha KOTOPOM NpUHUMaTbL MHAGOP-
MaLMO0 MOHUTOPWHIA;

4) THREADS — KONMMYEeCTBO NOTOKOB 06paboTkn nHdbopma-
LUUN MOHUTOPUHTA;

5) PUBKEY — abCOMOTHBIN MyTb 4518 OTKPLITOrO Kntova. He
yKa3blBaETCS, ECNN KOAMPOBaAHNE HE NPUMEHSIETCS;

6) PRIKEY — abCOMOTHBIN NyTb A5 3aKpbITOro Knoya. He
yKa3blBaeTCS, €CNN KOAMPOBaHME HE NPUMEHSETCSA

PROBES_PERIOD Bnok HacTpoek TecToB. YKasblBalOTCH 3HAYEHUs crnenyto-
LLUMX NapameTpoB:

1) BEACON_HOST — BpeMs B CEKyHAAX, NO NPOLLECTBUM KO-
TOPOro Ha cepBep BUPTyanusauuy oTnpaBnseTcs TeCTOBbIN
nakeT, A4Nsi NpoBepKM ero paboTocnocobHOCTY;

2) SYSTEM_HOST — BpeMsl B CEKyHAaX, N0 NPOLIEeCTBUM KO-
TOPOro, JOSMKHA BbiTb NONyyYeHa MHOPMaLMs O COCTOSHUM
N KOHUrypaLumm cepeepa BUpTyanu3auuu;

3) MONITOR_HOST — BpeMsl B CEKyHOaXx, No NpoLlecTBUm
KOTOpPOro, AOmKkHa 6bITb nonyyeHa MHopMaLmsi MOHUTO-
puvHra cepsepa BUpTYyanuM3auun (O BbIYMCAUTENBHbIX pecyp-
cax u CeTeBOW Harpyske);

4) STATE_VM — BpeMs B CeKyHAax, Mo NpoLIecTBMN KOTO-
poro, AormkHa ObITb NonydYeHa nHopMauus 0 COCTOAHUN
BM;

5) MONITOR_VM — BpeMsi B CEKyHAaAX, MO NPOLIECTBUM KO-
TOPOro, AOMKHA ObITb NoNy4YeHa MHOpPMaUKns O BblYUCTIU-
TenbHbIX pecypcax, notpebnsembix BM;

6) SYNC_STATE_VM — BpeMs OXugaHus nHpopmMaumm Mo-
HuTopuHra BM. Ecnu 3a ykasaHHoe Bpemsa nHgopmaums He
noslyyeHa, To HanpasnAeTcs NOSHbLIN OT4eT 0 BM

[Mocne BHeCEHMSI UIBMEHEHNI B KOH(PUIypaLUNOHHbIA hann HeobxoamMmo nepesanycTntb
cnyx0y cepBepa ynpaBneHus KOMaHOoN:

sudo systemctl restart opennebula

Mpumep
3HayeHus napamMeTpoB CUCTEMbI MOHUTOPUHIA, YCTAHOBSIEHHbIE MO YMOMYaHUI0

#MANAGER_TIMER = 15
MONITORING_INTERVAL_HOST = 30



102
PAOLIM.10001-02 95 01-1

#HOST MONITORING EXPIRATION TIME = 43200
#VM_MONITORING_EXPIRATION TIME = 43200

DB = [
CONNECTIONS = 15
]

LOG = [

SYSTEM = "file",
DEBUG_LEVEL = 3
]

NETWORK = [
ADDRESS = "0.0.0.0",
MONITOR_ADDRESS = "auto",

PORT = 4124,
THREADS = 8,
PUBKEY = "",
PRIKEY = ""

1

PROBES_PERIOD = [
BEACON_HOST = 30,
SYSTEM HOST = 600,
MONITOR_HOST = 120,
STATE VM = 5,
MONITOR_VM = 30,

SYNC_STATE_VM = 180
]

[na ykaszaHus HacTpoek MH(OopMaLUVOHHOro gpaneepa B KOHUrypaumoHHoM dansne
/etc/one/monitord.conf ucnonbdyercs 6nok IM_MAD, B KOTOPOM YKa3blBalOTCA 3HAYEHUA

napameTpoB, NpuBeaAeHHbIX B Tabnuue [27]

Tabnwunua 27
MapameTp OnmcaHune
NAME HanmeHoBaHMe MHOPMaLIMOHHOIO ApanBepa
SUNSTONE_NAME Tun rmnepBn3opa, yCTaHOBMNEHHOTO Ha CepBepe BUPTyanu3auum
EXECUTABLE MyTb ncnonHsemoro moayns Apaneepa, MOXeT ObITb abCOMOTHLIM UK OTHO-
cUTEnNbHbIM (OTHOCUMTENBLHO KaTanora /usr/lib/one/mads/)
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OkoHyaHue mabnuusi 27

MapameTp Onuncanue

ARGUMENTS MapameTpbl HACTPONKN PYHKLIMOHMPOBaHUA MHPOPMAaLMOHHOIO ApariBepa
1) r — KONMYeCcTBO Nepe3anyckoB areHTa MOHUTOPWHIA, BbINOMHAEMbIX B
cnyyae OTCYTCTBUSA UHGOPMaLUM MOHUTOPUHIA B 3a4aHHbIA Nepuog BPEMEHU;
2) t — KONN4YeCcTBO areHTOB MOHUTOPUHIa, KOTOPbIM OQHOBPEMEHHO ByayT
HanpaeneHbl BHELWHNe koMaHabl (no ssh);

3) w — TanmayT (B cekyHaax) A0 MOBTOPHOMO BhINOMHEHMS BHELLHUX KOMaHA,
(no ssh)

THREADS KOMNM4YeCcTBO NOTOKOB 06paboTkn MHOPMaLIMM MOHUTOPUHTA

Mpumep
HacTpoikn nHgopmaLMOHHOro gpanBepa Anda cepBepa BUpTyanusaumm ¢ runepsn3opom

KVM, ycTaHOBMEHHbIE MO YMONMYaHUo

IM MAD = |
NAME = "kvm",
SUNSTONE_NAME = "KVM",
EXECUTABLE = "one_im_ssh",
ARGUMENTS = "-r 3 -t 15 -w 90 kvm",

THREADS = 0
]

6.1.2. OT4yeT cMCTEMblI MOHUTOPUHIa
Mo ymonyaHui  OTYETbI  CUCTEMbI  MOHUTOPUHIA  COXpaHAKTCA B haun

/var/log/one/monitor.log.

Mpumep
PesynbraThl MOHUTOPWHIa cepBepa BUpTyanusauum ¢ ngeHtngukatopom «0» (host: 0)
W BUPTYyarnbHOW MaLWWHbI ¢ naeHTudgukatopom «10» (VM: 10)
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading drivers.
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: kvm
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: kvm
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: gemu

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: gemu
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: 1lxd
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: 1lxd

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: lxc

Thu Jun 23 12:35:28 2022 [Z0][DxM][I]: Driver loaded: lxc

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: firecracker
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: firecracker
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: vcenter
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[ZO][DrM][I]:
[Z0] [HMM] [I]:
[ZO] [HMM] [I]:
[z0] [HMM] [D] :
[ZO] [HMM] [I]:
[Z0] [HMM] [I]:
[z0] [HMM] [D] :
[Z0] [HMM] [I]:
[(ZzO] [HMM] [I]:
(ZO] [HMM] [I]:
[(ZO] [HMM] [I]:
[(z0] [HMM] [D] :

Driver loaded: vcenter
Raft status: SOLO

Successfully monitored VM: 10
Monitoring host fn.brest.local(0)
Successfully monitored VM: 10
Successfully monitored host: O
Start monitor success, host: 0
Successfully monitored host: O
Successfully monitored VM: 10
Successfully monitored VM: 10
Successfully monitored VM: 10

Monitoring host fn.brest.local(0)

Kpome TOro, B gpanne /var/log/one/oned.log Takke (OUKCUPYHTCHA COOOLLEHUS,

OTHOCALWMNECH K cuctemMe MOHUTOPUHIa.

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Mpumep
Jun 23 12:35:40 2022 [ZO][InM][D]: Monitoring datastore images-ds (100)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore system-ds (101)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore default (1)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore files (2)
Jun 23 12:36:23 2022 [Z0][InM][D]: Host fn.brest.local (0)
successfully monitored.

Jun 23 12:36:26 2022 [Z0][InM][D]: Host fn.brest.local (0)

successfully monitored.
Jun 23 12:37:29 2022 [Z0][InM][D]:

10,

VM_STATE update from host: O.

VM id: state: RUNNING

6.1.3. HacTpouka u pacwmpeHue
6.1.3.1. KopupoBaHme nHhopmaumm MOHUTOPUHra

B MK CB MOXHO BKMOYMNTb KOAUPOBaAHME COOBLLEHMIN, KOTOPbIE areHTbl MOHUTOPUHIa

HanpaendT Ha cepBep yrpaBrieHUA. [1ns1 aTOro Heo6xoaMMO BbINOSTHUTL cnegywoume OEencTBuS:

1) Ha cepBepe ynpasneHusi Bontn B8 OC CH noa y4yeTHOM 3anucbio agMuMHUcTpartopa ¢
YPOBHEM LIENOCTHOCTU paBHbIM 127;

2) co3gatb OTKPbITbIN U 3aKPbITbIM KIHOYM, COXPaHUB WX, HanNpumep, B Kartanor
/etc/one/, KOMaAHOOW:

sudo ssh-keygen -f /etc/one/onemonitor

[na Bcex napamMeTpoB OCTaB/IATb 3HA4YEHUA NO YMOJTHaHUIO (cpa3y HaXnMaTb KiiaBULly
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<Enter>;
3) cosgaTtb HOBbIM dharn OTKPLITOro Kntoda B oopmate PKCS#1 KOMaHOOM:
sudo ssh-keygen -f /etc/one/onemonitor.pub -e -m pem | \
sudo tee /etc/one/onemonitor_pem.pub
4) B KOH(purypaumoHHom avine /etc/one/monitord. conf, B 6Broke HacTpoek ceTe-

BOro coeamHeHuA yKa3aTtb abcontoTHble NYTU OTKPbITOINoO 1N 3aKpbITOro KIo4ven;

Mpumep

NETWORK = [
PUBKEY = "/etc/one/onemonitor_pem.pub",
PRIKEY = "/etc/one/onemonitor"

]

5) nepesanyctuTb crnyx0by opennebula KOMaHOOWN:

sudo systemctl restart opennebula

6) nepesanyCTUTb areHTbl MOHUTOPMHIA Ha cepBepax BUpPTyanusaumMm KOMaHOoW:
sudo -u oneadmin onehost sync -f

I'Ipmmep BbiBOAA Nocrie BbINMNOJIHEHNA KOMaHAbI:
* Adding fn.brest.local to upgrade
[ ] 1/1 fn.brest.local

All hosts updated successfully.

Ecnu gna obecnevyeHuns 0TKaszoyCTOMUYMBOCTM Cry>bbl cepBepa yrnpaBneHusi NPUMeHs-
eTca TexHonorma Raft, To OoTKpbITbIN 1 3aKPbITLIM KITHOYN, a TakKe KOHUIypauMOHHbIN doains
/etc/one/monitord.conf HEOBXOOUMO CKOMMPOBATb Ha Apyrue 3K3eMnnsapbl cepBepa ynpas-
nexHua. [lna aToro cnenyeT BbINONHUTL crieayowme encTBuUS:

1) ckonmnpoBaTb ghann 3aKpbITOro Kr4ya KOMaHOOoMW:

sudo scp /etc/one/onemonitor <cepsep_ ynpabiieHus>:/etc/one/

rae <cepeep_ylpaBJieHUuss:> — CETEBOE UMS IK3eMNispa cepBepa ynpaenenus. [Jo-

nyckaeTcsi BMECTO CETEBOro MMeHU ykasaTb |P-agpec;

2) ckonmpoBaTb hals OTKPLITOro Krtoya B dpopmarte PKCS#1 KOMaHAom:

sudo scp /etc/one/onemonitor pem.pub <cepsep_ ymnpabieHus>:/etc/one/

3) ckonupoBaTb KOHUrypaLumMoHHbIM hann KoMaHOoMn:

sudo scp /etc/one/monitord.conf <cepeep_ ymnpabreHua>:/etc/one/

4) Ha opyromMm aK3eMnnsape cepBepa ynpaeneHusa nepesanyctutb 3anyCTUTb Crnyxby cep-

BEpa ynpaBneHns KoMaH4oMn:

sudo systemctl restart opennebula
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6.1.3.2. TecTbl

TecTbl NpeacTaBnNAT cObOM cneumnanbHble NporpamMMbl, KOTOpble obecneynBatoT nonyye-
HWe KOHTPOSbHbIX NoKasaTenen MoHUTOpUHra. KoHdurypaumoHHble doannbl TECTOB ONpeaensitoTcs
ana kaxagoro runepsusopa. Onsa runepsnsopa KVM ncnonb3yetcs KOHUrypauuoHHbIA hain
/var/lib/one/remotes/etc/im/kvm-probes.d/probe_db.conf. Cneaywowme napamer-
pbl OCTYMHbI ANS KOPPEKTUPOBKN 3HAYEHUN:

1) obsolete — nepuog BpeMeHU (B MUHyTax), MO NCTEYEHMIO KOTOPOro nHopmawmsi o

crtatyce BM cuntaetca yctapeBLuen n 6yaet yaaneHa;

2) times_missing — KONMMYeCTBO TECTOB, 3aBEPLUNBLLMXCA HEyAa4yeun, Nocre KOTopbIX

Ans BM yctaHaBnvBaeTcsl cTaTyCc «HEQOCTYNHay.

Mpumep
HacTtpouku Tecta ansa cepsepa BupTyanusaumm ¢ runepsusopom KVM, yctaHoBneHHbIE

Nno yMOI4YaHuio
:obsolete: 720
:times_missing: 5

[Mocne BHeCEHUSI UIBMEHEHWIN B KOH(pUIYpaLNOHHbIE hainbl TECTOB He0BXoauMo nepesa-
NYCTUTb areHTbl MOHUTOPUHIa Ha cepBepax BUpTyanusaumum KOMaHO4ou:

sudo -u oneadmin onehost sync -f

6.1.4. NMony4yeHue nHcpopmaLmum o NnoTpedrneHnmn pecypcoB
[nsa BbiBOOa nHdopmMauumn o noTpebneHnn pecypcoB cepBepa BUpTyanu3auum ncnosnbay-

€TCA KOMaHAa:
onehost monitoring <uoeHTUPUKATOP CepBepa BUPTyanusauuu> \

<napameTp_MOHUTOPUHIA> <Bui_oTobpaxeHus>

OnvcaHve napaMeTpoB MOHUTOPWHIa NpyBeAeHo B Tabnuue [28]

Tabnuuya 28
MapameTp OnwucaHve
FREE_CPU KonuyectBo cBoO6oaHbIX LI
FREE_MEMORY O6bem cBob6OAHOM NamMATH
USED_CPU Konnuectso LI, BbigeneHHbIx ansa pabotsl Bcex BM
USED_MEMORY O6bem namsaTu, BbigeneHHon ansa pabotsl Bcex BM
NETRX O6bem BxoasiLero ceteBoro Tpaduka
NETTX O6bem ncxogsaLero ceTeBoro Tpaguka

Ecnu He ykasbiBaTb BUA OTOOpaXkeHuUsi, To MHpopMaLms MOHUTOpPUHra OyaeT BbiBegeHa B
Buae rpadumka (B OC CH pgorxeH 6bITb ycTaHOBNEH NakeT gnuplot). Kpome Toro, B kayectse

BMnaa OTO6pa)KeHI/IFI MH(*)OpMaLI,VIVI MOHUTOPUHIa MOXHO yKa3aTb crneayrLulee:
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- «——-table» — Tabnn4HbIN BUA OTOBPaXKEHWS;

- «——-Ccsv <CHUMBOJI_pasmesuTesisa>» — 0ToOpaxeHne B dpopmare csv.
[ononHnTeNsLHO MOXHO yKasaTb crnefyoLwme napameTpbl 0TObpaxKeHuUs:

- «—-n <KOJMUEeCTBO>» — OTOOpaxaTb yKazaHHOE KONMYECTBO NOCNEaHUX 3anncen;

- «——unit <eguWHWULH u3MepeHUs>» — OTOOpakeHne B 3afaHHbIX eauHULax namepe-
HUA (Hanpumep, «G» — B rurabanTax);

- «--start <pgara>» — oTOOpaxaTb 3anncu, Ha4YMHas C yKazaHHOW AaTbl;

- «--end <gaTa>» — OTODOpa)xaTb 3anvcu, A0 yKasaHHOW AaTbl.

Mpumepbl:

1. OTobpaxeHus konnyecTtea ceoboaHbix LM B Buae rpacdmka (8 OC CH gomkeH 6bITb
yCTaHoBMeH naket gnuplot). [Npumep KomaHab!:

onehost monitoring 0 FREE_CPU --n 10 --unit G

lMpumep BbIBOAaA Nocne BbINOMHEHUS KOMaHAbI:

gnuplot 5.2 patchlevel 6

Host 0 FREE_CPU from 07/07/2022 10:00 to 07/07/2022 12:11

400 4" ——— +
| + * + + + + |
395 |-+ *x ok A A +- |
| * * * %% * % |
390 |-+ * * * % * * +—
| * * * % * * % |
385 |-+ * * * * * * +—
| * % * * % * * * |
380 |-+ * * * * * * +—
375 |-+ * * * % * % * +—
| * * * * * * |
370 |-+ * * * % * % * * k|
| ** * % A * Xkkkkk |
365 | *+ * %% * Kk kkkK +—
| A A** |
360 |-+ +-
| + + + + + + |
3%+ +

12:04 12:05 12:06 12:07 12:08 12:09 12:10 12:11
2. lMpumep koMaHabl Ansa otobpaxkeHusi B BUae Tabnuubi:
onehost monitoring 0 FREE_CPU --table --n 10 --unit G

I'Ipmmep BbIiBOAa NMocre BbINOJIHEHNA KOMaHAbI.
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Host 0 FREE_CPU from 07/07/2022 10:00 to 07/07/2022 12:06
TIME VALUE
11:59 396
11:59 360
12:01 396
12:01 360
12:02 400
12:02 356
12:04 396
12:04 364
12:06 400
12:06 364

3. MNpumep KomaHabl 4ns oTobGpakeHusa B popmare csv:
onehost monitoring 0 FREE_CPU --csv ’';’ --n 10 --unit G

I'Ipmmep BbiBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:
TIME; VALUE
11:59;396
11:59;360
12:01;396
12:01;360
12:02;400
12:02;356
12:04;396
12:04; 364
12:06;400
12:06; 364

6.2. JlornpoBaHue

6.2.1. HacTponka cuctembl perucrpaumm

B MK CB obGecneunBaetcsa BeaeHue xypHanos Ans 6onbwmnHCTBa pecypcos. MNoaaepxu-
BaeTCH TPU CUCTEMBI permcTpauum: hannosas cuctema permcrpaumm, permctTpaumnsa CUCTEMHbIX
XypHanoB 1 permctpauus B cTaHAapTHbIA NOTOK OWMOOK. [Na HACTPONKN CUCTEMBbI perncTpa-
LUK ncnonbdyetcs 6nok HacTpoek LOG B KOH(UrypaumMoHHOM hanne /etc/one/oned.conf
(cm. pasgen [9).

Mpun ncnonb3oBaHUN PansioBOM perucTpauum co3garTcs oTAeNbHble hanrnbl XXypHanos
ANsl KaXXOgoro akTMBHOIO KOMMOHEHTA, NPY 3TOM BCE OHU XpaHATCA B KaTanore /var/log/one. B
KayecTBe TaKMX aKTUBHbIX KOMMOHEHT MOryT BbICTYNaThb:

- cnyxba oned, permcTpauuoHHasi WMHMOPMaUUa KOTOPOW BbIrpyxaeTcsa B dann

/var/log/one/oned. log;

- MpOLeCC CUCTEMbI MOHUTOPUHIA onemonitord, perucTpaunmoHHas HPOpPMaLuust KoTo-
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pon BbIrpyxaetcs B pann /var/log/one/monitor.log;
- BUpTyarbHble MaluHbl — MHGOPMaUns, oTHocAwasca kK BM, 6ygeT BbirpyxaTbcs B

drann xypHana /var/log/one/<upnentudurkaTop_ BM>.log.

6.2.2. PernctpauymoHHbin chopmar
CoobweHunsa ana annoBon CUCTEMbI PETMCTPALNN UMEIOT CreayoLLYI0 CTPYKTYpPY:
<gmaTa> [Z<zone_id>][<module>][<log level>]: <rekcT coobmeHus>
rae <zone_id> — maeHTudumkaTop 30HbI Npy 06beamHeHnn ak3emnnsipos NK CB B
eauHbi LIOX[ (cnyxebHbin pexum «degepauunsa»), Ang He3aBUCUMOro IK3eMnNIis-
pa MK CB nmeet 3HadeHune «0»;
<module> — KpaTKoe HanMeHoBaHue coctaBHom Yactn K CB (VMM — ans BM,
InM — AN nHopmMaumnoHHOro agpansepa, TM — AN ApavBepa nepefadn SaHHbIX

nTa.);
<log_level> — npeacraBnser cobom oTAeNbHbIM CMMBOJ, YKa3blBakOLLMIA YPO-

BEeHb pernctpaumm: I — ans nHdopmauum, D — Ans oTnagku u T.A4.

Mpumep
CoobLeHna gna dannoBonM CUCTEMbI perucTpaumm npeactaBreHHble B dhanne

/var/log/one/oned.log
Thu Jul 7 16:29:34 2022 [Z0][TrM][D]: Message received: TRANSFER SUCCESS 26 -/
11

Thu Jul 7 16:29:34 2022 [Z0][VMM][I]: Successfully execute transfer manager /
driver operation: tm_ context.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: ExitCode: O

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute network driver /
operation: pre.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/mkdir -p.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/cat - >/var/lib/one/vms/26/vm.xml.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/cat - >/var/lib/one/vms/26/ds.xml.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /

driver operation: deploy.

Thu Jul 7 16:30:25 2022 [Z0][InM][D]: Host fn.brest.local (0) successfully /
monitored.
Thu Jul 7 16:30:27 2022 [z0][InM][D]: Host fn.brest.local (0) successfully /

monitored.

CoobLeHna ans perncTpaunm CUCTEMHBIX XXYPHaroB UMEIOT CReayoLLyro CTPYKTYpY:

<paTa> <uMsl_KoMIbiTepa> process|[<pid>]: [Z<zone_id>][module][log level]:
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<TekcT_coobmeHus>

an/I 3TOM coobLeHnsa o coctoaHun BM gnga perncrtpaunm CUCTEMHbBIX XXYPHaAIrioB UMEKT Clieflyto-

LLIYtO CTPYKTYPY:

<paTa> <uMsl_KoMIbiTepa> process|[<pid>]: [<upenTudukaTop_BM>][Z<zone_id>]

[module] [log_level]: <TekcT coobmeHus>

Mpumep
Coobuwenus MK CB, npeacrtaeneHHble B anne /var/log/syslog
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VM][I]: New state is ACTIVE
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VM][I]: New LCM state is /
BOOT_POWEROFF
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VMM][I]: Generating deployment /
file: /var/lib/one/vms/26/deployment.1l

Jul 7 16:40:50 fn oned[25658]: [ZO0][VMM][I]: Successfully execute transfer /
manager driver operation: tm_context.

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: ExitCode: 0

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: Successfully execute network /
driver operation: pre.

Jul 7 16:40:50 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: /bin/mkdir -p.

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: Successfully execute /
virtualization driver operation: /bin/cat - >/var/lib/one/vms/26/vm.xml.

Jul 7 16:40:50 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: /bin/cat - >/var/lib/one/vms/26/ds.xml.

Jul 7 16:40:51 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: deploy.

Jul 7 16:40:52 fn oned[25658]: [ZO][VMM][I]: ExitCode: 0

Jul 7 16:40:52 fn oned[25658]: [Z0][VMM][I]: Successfully execute network /
driver operation: post.

Jul 7 16:40:52 fn oned[25658]: [VM 26][Z0][VM][I]: New LCM state is RUNNING

CoobueHna ons pernctpaumm B CTaH4APTHBIN NOTOK OLLUMOOK MMEIT CreayoLyto CTPYK-
Typy:
<maTa> [Z<zone_id>][<module>][<log level>]: <TexcT_ coobmeHus>
<paTa> [<upeHTudukaTop BM>][Z<zone_id>][<module>][<log_level>]:

<TekcT_coobmeHus>

Mpnumep
CoobLeHuns peructpauum B CTaHOAPTHLIN NOTOK OLWMBOK:
Thu Jul 7 17:02:46 2022 [Z0][VMM][I]: ExitCode: O
Thu Jul 7 17:02:46 2022 [Z0][VMM][I]: Successfully execute network driver /
operation: clean.

Thu Jul 7 17:02:46 2022 [Z0][IPM][D]: Message received: SHUTDOWN SUCCESS 26 -/
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00
Thu Jul 7 17:02:46 2022 [VM 26][Z0][VM][I]: New state is POWEROFF
Thu Jul 7 17:02:46 2022 [VM 26][Z0][VM][I]: New LCM state is LCM_INIT
Thu Jul 7 17:03:06 2022 [Z0][InM][D]: Host fn.brest.local (0) successfully /

monitored.

6.2.3. BbiBoag nHopmauum o BUpTyanbHOM MaluMHe
[ns nonyveHna nHgpopmaunmn o BM Heobxoammo BbINONMHUTL KOMaHAy:

onevm show <upgeHTuduxarTop_BM>

Mpumep
BbiBog nHdopmaumm o BM ¢ ngeHtudpumnkatopom «0»:
VIRTUAL MACHINE 0 INFORMATION
ID : 0
NAME : tmp-for-install-os
USER : brest-admin
GROUP : brestadmins
STATE : DONE
LCM_STATE : LCM_INIT
LOCK : None
RESCHED : No
START TIME : 06/21 13:02:01
END TIME : 06/21 14:53:10
DEPLOY ID : 12ba0Oaf-4eda-49al-bd29-7efcldf27b77

USER TEMPLATE

AUTOSTARTVM="0"

HOT _RESIZE=[

CPU_HOT_ADD_ENABLED="NO",

MEMORY_HOT_ ADD_ ENABLED="NO" ]

HYPERVISOR="kvm"

INPUTS_ORDER=""

MEMORY_UNIT_ COST="MB"

SCHED_DS_REQUIREMENTS="ID=\"0\""

SCHED MESSAGE="Thu Jun 23 17:18:34 2022: Cannot dispatch VM to any Host. /
Possible reasons: Not enough capacity in Host or System DS, dispatch limit/
reached, or limit of free leases reached."

SERVICEUSERVM="0"

Owwbka, npuBeaeHHasa B npumepe (none SCHED MESSAGE), yKa3bIBaeT Ha TO, YTO ObIno
HEBO3MOXHO pa3mecTuTb BM Ha cepBepe BUpTyanusaumm, BO3MOXHO HEAOCTAaTOMHO CBOGOAHbBIX

BbIMUCITUTESTbHbIX PECYPCOB.
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6.2.4. BbiBoa nHdopmauum o6 cepBepe BUpTyanumsauum
Ons nonyyeHus mHdopmaumm o6 cepBepe BupTyanusaumm HeobxoauMo BbIMOSTHUTb
KomaHAay:

onehost show <upgenTuduxaTop_cepBepa_BUPTyanu3aluu>

Mpumep
BbiBOA MHopMaummn o6 cepeepe BUpTyanusauum ¢ naeHtugpmnkatopom «0x»:
HOST 0 INFORMATION
ID : O
NAME : fn.brest.local
CLUSTER : default
STATE : MONITORED
IM MAD : kvm
VM_MAD : kvm
LAST MONITORING TIME : 07/07 14:57:49

HOST SHARES
RUNNING VMS : 2
MEMORY
TOTAL : 5.8G
TOTAL +/- RESERVED : 5.8G
USED (REAL) : 3.3G
USED (ALLOCATED) : 4G
CPU
TOTAL : 400
TOTAL +/- RESERVED : 400
USED (REAL) : 44
USED (ALLOCATED) : 50

LOCAL SYSTEM DATASTORE #0 CAPACITY

TOTAL: : 61.8G
USED: : 24.2G
FREE: : 34.5G

VIRTUAL MACHINES

ID USER GROUP NAME STAT CPU MEM HOST TIME
25 brest-ad brestadm ALSE runn 0.25 2G fn.brest.local 13d 02h22
24 brest-ad brestadm ALCE runn 0.25 2G fn.brest.local 13d 02h31
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7. UHTErPALUUA B EOUHBINA LLOXA («®EOEPALNS»)

7.1. Obwme cBegeHun

Heckonbko ak3emnnsapos MK CB moryT ObiTb 06beAnHeHbI B €ANHbIN LIeHTP 06paboTkn
n xpaHeHus gaHHbix (LLOXM), koTopbii Ha3biBaeTcs «denepaunsa». B aTtom cnyyae kaxabin
ak3emnnsp MK CB Ha3sbiBaeTcs 3oHoM. OguH 13 aksemnnsipos K CB HacTpavBaeTcs Kak BeayLnm,
ocTanbHble — BEAOMbIE.

«deaepauma» NO3BONAET KOHEYHbIM MOSb30BaTENAM MCMONb30BaTb PECYPCHI, pacnpeae-
neHHble AoMunHucTpatopamu eguHoro LIOX[, He3aBMCUMMO OT MecTa UX HaxoxaeHus. MHTerpaums
NPOXOANT KOMIMIEKCHO, TO €CTb NOMb30BaTEN0, aBTOPM30BaHHOMY B BEG-MHTEpderice onpenenex-
HOW 30HbI, HE NPUAETCA BbIXOAUTb U3 CUCTEMbI 1 BBOOUTbL agpec APYron 30Hbl. Be6-uHTepdenc
MK CB nosBonseT M3aMeHsITb akTUBHYHO 30HY B toboe BpeMsi, a Takke aBTOMaTUYeCKn nepeHa-
npaensiet 3anpockl B MK CB B ueneson 30He.

CnyxebHbin pexnm «hegepaumsay aBNSAETCs MHTErpaumen ¢ HenocpeacTBEHHbIMUN CBSI-
3amun. Bce ak3emnnspsbl MK CB nmetot obuyto koHdurypaumto (obwme tabnuupbl B) yyeTHbIx
3anucen nonb3oBaTtenen, rpynn 1 NOAHOMOYNA. [JoCTyn BO3MOXHO OrpaHn4nTb 00 KOHKPETHbIX
30H, a TakKe 00 KOHKPETHbIX KIacTepoB BHYTPU AaHHOM 30HbI. Tonbko Beaywas 3oHa MK CB
MMEET npaBa Ha BHECEHME 3anucen B obwme Tabnuubl, y BEAOMbIX 30H XPaHUTCS JloKanbHas
Konna Onst YTeHus. 3TO rapaHTUpyeT LenocTHOCTb AaHHbIX 6e3 yuwepba ans cKopocTu AencTasui
Mo CYUTbLIBAHWIO.

CuHXpOHM3aLNS BbIMOSHAETCS NyTEM HACTPOKMKKN KoHurypauum MK CB ana pennukaumm
TONbKO onpeaeneHHblx Tabnuy,. Pennukaums cnocobHa pabotatb Npu coeanHeHnsax Ha 6onbLumnx
pPacCTOSAHUSAX U NPU HeCcTabunbHbIX coeguHeHnsax. B cnyyae cbos BeayLLen 30HbI U ee ANUTENbHON
nepesarpyskm BegoMble 30Hbl MOTYT NpodosikaTtb paboTaTb B HOPManbHOM pexmnme, 3a UCKIo-
YEHMEM HECKOSbKUX OEeWCTBUM, HanpuMep, co3aaHne HOBOro nonb3oBaTtens unm obHoBneHmne
naponewn.

HoBble BefoMble 30HbI MOXHO 006aBNATL K CyllecTByowen «degepaumm» B nodomn
MomMeHT. Kpome Toro, agmunHuctpartop NK CB moxeT obaBuTb abCoONOTHO HOBLI 3K3EMMNNSAP
MK CB unu uMnopTMpoBaTh CyLLECTBYIOLLYIO Pa3BepPTKY B «peaepaumo», COXpaHMB OENCTBYIOLLINX
nonb3oBaTenemn, rpynm, KOHUrypauuo n BUpTyarbHble pecypchbl.

YTto kacaetcsa obHoBneHun MK CB, B[] paspaboTtaHa Taknm ob6pasom, 4ToObl pasfnnyHbie
Bepcum MK CB aBnsnuncb 4acTblo 0gHON 1 Ton xe «denepaummny. Npn HeobxoanmocTn 06HOBUTL
nokanbHble Tabnuubl (BM, O6pas, 06bekTbl VNet) HoBble BEpCUM COXPaAHAT COBMECTUMOCTL C
obwmmn Tabnuuamun. Ha npakTuke 3TO O3HaYaeT, YTo B criydae Bbixoga Hosou Bepcun MK CB
MOXHO OBHOBUTbL KaXayto 30HY B pa3Hoe BpeMs 6e3 kakmx-nnbo nocrneacteumn ons «gegepavumy.

Cnyxb6a Beb-nHtepdenca NK CB BeayLLen 30HbI NOAKIHOYEHA KO BCEM 3K3EMMSisipam
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cnyx0bl oned B «degepaunmy, YTo NO3BOMSET NOMb30BATENSAM MEHATb 30HbI. BO3MOXHO ncnonbs-
30BaTb oavH Beb-nHTepdelic MK CB ans Bcen «deaepaumm» Unv B KaXKAon 30He UCNONb30BaTb
cBow Beb-nHTepdec MK CB (puc. [11)).

Bepywnn Begombin 1 Bepgombin 2

Beb-nHTepdeic

rx

oned

AA

Puc. 11

BHUMAHMUWE! HecmoTps Ha To, 4TO oaHa cnyxba Beb6-nHTepderca NK CB moxeT noa-
KoYaTbCs K pa3nnyHbiM 30HaM, Bce ocTanbHble cnyxbbl MK CB 6yayt pabotatb TONbKO C
NOKanbHbIMK pecypcamm 30HbI.

B «denepaunn» 3apernctpupoBaH yHUKanbHbIA Nonb3oBaTenb oneadmin, obnagato-
Wwun npasamu agmuHuctpatopa MK CB v ssnswowunca agMmMHUCTpaTopomM «deaepaumny. B
©es3onacHon cpefe agMMHUCTPATOP Kax4on 30Hbl BKIIOYAETCA B rpynny oneadmin. B apyrmux
cueHapuax agMUHUCTpaTop «dedepauumn» MOXET co3aaTh crneumnanbHyo agMUHUCTPaTUBHYIO
rpynny ¢ NOfHbIMK NpaBamMn SOCTyNa TOMNbKO ANs1 O4HOMW 30HbI.

AOMUHUCTPATOPLI MOTYT COBMECTHO MUCMNOSb30BaTh YCTPOMCTBA B 30Hax bnarogapsi Cryx-

6e «MarasvH NpuNoXeHnny.
7.2. Hactpouka «degepaumnn»

OcobeHHOCTN UCnonb3oBaHNA CryXebHoro pexuma «degepaums»:
- Ha BCex cepBepax W BO BCeXx 30HaxXx B KOHdurypaynoHHom danne
/etc/one/one.d/db.conf:

- MM$s nonb3oBartens nonb3oBatens B AOMKHO MMeTb 3Ha4YeHne oneadmin,;

- HanmeHoBaHus B[l JoMKHbI coBnaaaTh;
- BO Bcex ak3emnnspax MK CB He gormkeH ncnons3osatbcsa anroputm RAFT (nopgaepxu-
BaeTCs TONMbKO OAMH 3K3EeMMNSAP cepBepa ynpaBeHns Ha 30HY).
BHUMAHWE! [erictBus no HacTponke «deaepaumm» BbinonHsawTtcs B OC cepsepa
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yrnpaBneHnsa KaXkaow 30Hbl Nog y4eTHour 3anmcbio agMmuHuctpatopa OC CH ¢ BbICOKMM ypOBHEM
LIeOCTHOCTW.

MpenBapuTensHO HEOBXOAMMO HACTPOUTL BecnaponbHbIN AOCTYN 4SS Nonb3oBaTens
root. [Inga aToro criegyeT BbINOMHUTL criegyowme AenCTBUS:

1) Ha KaXxgoMm aKk3emnnsape cepBepa ynpasneHust co3aaTtb ssh-knoy OT MMEHN Nonb3oBa-
Tensa root KOMaHAOOW:

sudo ssh-keygen -t rsa

[1na Bcex napameTpoB OCTaBNATb 3HAYEHUS MO YMOMYaHUIO (Cpasy HaXXMmaTb KnaBuLly
<Enter>;

2) Ha KaXXOoM 3K3eMnndape cepBepa ynpaslieHUA BbIMOJTHUTb obmeH knoyammn KomaHaa-
MW

KEY=$(sudo cat /root/.ssh/id_rsa.pub)
sudo ssh <umsa_agumuHHUCTpaToOpa>@<uMa_Bepymero_cepsepa> \

"sudo bash -c \"echo S$KEY >> /root/.ssh/authorized keys\""
sudo ssh <umsa_agMuHHCTpaToOpa>@<uMa_BeOoMOI'o_cepBepa_1> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""

sudo ssh <umsa_agMUHMCTpaTOpa>@<uMsa_BedOMOro_cepBepa N> \
"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""

rie <ums_Benymero_cepsepa> — ceTeBoe ums (hosthame) cepsepa ynpasneHus
BeayLlen 30HbI. [lonyckaeTcss BMECTO MMeH YkasbiBaTb IP-agpeca;
UMsi_BenoMoro_cepeepa_N — ceteBoe uma (hostname) cepsepa ynpasneHus
BeOMOW 30HbI. [lonyckaeTcs BMECTO UMeH yKasblBaTb IP-agpeca;
<uUMA_aIMUHUCTPATOpa> — WUMSA JIOKANbHOro agMMHUCTpaTopa KOMMNbTEpa,
3agaHHoe npu yctaHoske OC CH;

a) npuv NOsIBNEHMM NpUrnalleHns ons BBoga svaa:
Are you sure you want to continue connecting (yes/no)?
BBECTM «yes» U HaxaTb kKnasuwy <Enter>;
0) BBeCTM Naposib foKasbHOro agMMHUCTpPaTopa KOMNboTEpPa, 3adaHHbIA Npu ycTa-
HoBke OC CH.
BHUMAHMUE! B Tom yncne HeobxoamMMo BbIMOMTHUTL OOMEH KIlo4aMu «cam Ha cebsay;
3) npoBepuTb OOMEH KntoYamu, ansa 3Toro:

a) B TepMuHarne cepBepa ynpasneHnsa BeayLlen 30Hbl BbINONHUTL BXOA No ssh «cam
Ha cebsi» KoMaHOoW:

sudo ssh <umsa_Benymero_cepBepa>
6) BbIMOJTHATb BXOA4, MO ssh Ha OOWNH U3 3K3eMMIIAap cepBepa ynpaslieHUA KOMaH}J,OIZZ

sudo ssh <umsa_penomoro_cepsepa_ N>
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B) mocregoBaTenbHO 3aKpbiTb ceccumn ssh komaHgamu:
exit
exit

4) aHanoruyHbiM 06pa3om NpoBepuUTb GecnaporbHbIA OCTYN HA OCTarbHbIX AK3eMNApax

cepBepa ynpasreHus.

[na aBToMaTtnyeckon HaCTpPOMKU «dedepaunmy» MOXHO BOCMOMb30BaATbCA CKPUMTOM
brestcloud-federation-configure, KOTOPbIA 3anyCKaeTCs Ha cepBepe ynpaBrieHUs Be-
ayuien 30Hbl OT umeHn agmuHucTpatopa OC CH ¢ BbICOKMM YPOBHEM L€NOCTHOCTU KOMaHOOM:
sudo brestcloud-federation-configure
[anee HeobxoauMo crnegoBaTth YKazaHUAMM MacTepa HACTPOMKM.

MpnmedvyaHune. B cnucke cepsepoB He0BX0OMMO yKasblBaTb TOMbKO BeAOMbIE cepBepa

(segyLimin cepep aobaBnsaeTca nepBbiM B CIMCOK aBTOMaTUYECKN).
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NEPEYEHb TEPMUHOB

AamuHuctpartop OC CH — nonbsosatens OC CH, Bxogawum B rpynny astra-admin,
KOTOpOMY NpeaoCcTaBnsAlTCS npasa Asis BbiNonHeHNa aenctsun no Hactporike OC, Tpebyroumx
npueunerun cynepnosib3oBaTens root.

ApmunHuctparop MK CB — nonb3oBaTtenb, peanuayownin porb agMmMHucTpaTopa cpea-
CTBa BUpTyanusauuu.

MpumeyvyaHune. OnucaHme ponen nosb3oBaTenen nNpPeacTaBrieHO B [JOKYMEHTe
POLIM.10001-02 97 01 «[lMporpammHbin komnnekc «Cpegcrtea BupTyanusauum «bpect». Py-
koBoacTBO Mo KC3».

AamuHuctparop Ceph-knactepa — nonb3sosartens OC CH, koTopomy npenocTaBnsitoTcs
npasa gns BbINOSIHEHUST AENCTBUI NO HAcTpoKke n ynpaeneHuto Ceph-knactepom.

MpumeyaHwme. MNopagok co3gaHns ydeTHoOM 3anucy agmuHucTpatopa Ceph-knacrtepa
npeactaeneH B gokymeHte PYCBE.10015-01 95 01-1 «OnepaumoHHas cuctema cneumnanbHoro
HasHayeHus «Astra Linux Special Edition». PykoBogcTso agmuHucTpatopa. Yactb 1».

3aKpbITbIN KNKOY — COXPaHSEMbIN B TalHEe KoY U3 KIOYEeBOW Nnapbl.

MpunmevyaHune. He npeagHasHayeH onga 3awmtbl MHOOPMaUUK B KOHTEKCTE UCMONb30-
BaHUsA No npegHasHadeHuto MK CB. K knto4yam He npeabsaBnsaTcs TpeboBaHUSA N0 NCTOUYHUKY
nceBgoCNyYarHbIX Yucen, Kpuntorpadnuy4eckon CTOMKOCTU, BPEMEHN OEACTBUA U T.N.

Knoy — napameTp B BMAe nocrneaoBatesibHOCTM NCeBAOCYYaNHbIX YMCen.

MpnmevyaHune. He npeagHasHayeH gnga 3awmtbl MHOOPMaUUM B KOHTEKCTE UCMONb30-
BaHus no npegHasHadeHumto MK CB. K kntoyam He npeabsBnatoTcs TpeboBaHUSA MO UCTOYHUKY
nceBaocnyYanHbIX Ymcer, Kpuntorpadomuyeckon CTOMKOCTU, BpEMEHN AENUCTBUA U T.M.

KnioueBas napa — ynopsgodeHHas napa MaremMaTuyecknm OAHO3HAYHO CBA3AHHbIX KIlto-
4Yen, onpenensoLmMx B3anMoCcBs3aHHbIe 3alMTHbIE Npeobpa3oBaHms.

KoaupoBaHue — 3awMTHOe npeobpa3oBaHme C MOMOLLbIO Koaa.

JNlokanbHbIN agMUHUCTpPaTOp KoMnbloTepa — agmuHucTpatop OC CH, yctaHoBneHHoM
Ha KoMnbloTEpPE.

OTKPbITbIN KIKOY — KIHOY M3 KITHOYEBOW Napbl, KOTOPLIA MOXET ObiTb caenaH obuieno-
CTYMHbIM.

MpnmevyaHune. He npegHasHayeH onga 3awmtbl MHOOPMaLUUM B KOHTEKCTE UCMOMb30-
BaHuUA No npegHasHadeHuto MK CB. K kntovyam He npeabssnsaTcs TpeboBaHUs MO NCTOYHUKY

nceBaocnyYamHbIX Ymces, Kpuntorpadomnyeckon CTOMKOCTU, BPEMEHU AENCTBUA U T.M.



118
PAOLIM.10001-02 95 01-1

NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX
BM — BUpTyarnbHaa MaluvHa
OoC — onepauuoHHasa cuctema

OC CH — onepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»

MK CB — nporpammHbin komnnekc «CpeacTtea Buptyanusauumn «bpect»

oC — (hbannosas cuctema

LUOXO — ueHTp 06paboTkm n XxpaHeHns OAaHHbIX

ur — LeHTparbHbIM NpoLeccop

CLVM  — Clustered Logical Volume Manager (knactepHoe ynpasneHue norm4eckummn Tomamm)
CPU — Central Processing Unit (LeHTpanbHbIA Npoueccop)

iSCSI  — Internet Small Computer System Interface (npotokon Ha 6a3e TCP/IP gns B3anmo-

OEeNCTBUS 1 yNpaBneHns cucteMam XpaHeHUs AaHHbIX, CEPBEPOB U KITMEHTOB)
KVM — Kernel-based Virtual Machine (nporpammHoe pelueHue, obecnednBatoliee BUpTyanu-
3aumio B cpefe Linux Ha nnaTdopme, KoTopas nogaepXnBaeT annapaTHyo BUpTyanu-

3aumto Ha 6ase Intel VT (Virtualization Technology) nu6o AMD SVM (Secure Virtual

Machine))
LUN — Logical Unit Number (Homep o6bekTa BHYTpu uenu (target))
LV — Logical Volume (nornyeckuii Tom)
LVM — Logical Volume Manager (MmeHemxep Norm4yeckmux ToMoB)
MON — Monitor (cuctemMHbIN Npouecc, oTcnexmearowmn coctosHne knactepa Ceph)
NFS — Network File System (ceteBas ¢ainnosas cucrema)
OSD — Object Storage Device (ocHoBHOe ycTpoKncTBe XpaHeHus obbektoB Ceph, 06bIYHO

CBSA3aHHOE C O4HUM (PU3NYECKMM ONCKOM, B KOTOPOM XPaHATCA hakTUyeckne AaHHble
nonb3oBaTens)

OovVvSs — Open vSwitch (nporpamMMHbIN MHOFOYPOBHEBbLIN KOMMYTaTOp Ansi paboThbl B rmnepsu-
30pax M Ha KOMMbOTEPaX C BUPTyasnbHbIMW MalUMHaMK)

OVSDB — 6asa gaHHbIx OVS

QEMU — Quick Emulator (cpeactsa amyndauumn annapaTHoro obecneyeHus)

RADOS — Reliable Autonomic Distributed Object Store (xpaHunuuie, oTBevaroLee 3a XxpaHeHne
obbekToB knactepa Ceph He3aBMCUMO OT UX TUMNA AaHHbIX)

RBD — Rados block device (6noyHoe xpaHunuuie knactepa Ceph, kotopoe MoxeT otobpa-
Xatbcd, opMaTMpoBaTbCA U MOHTMPOBATLCSA B TOMHOCTM Kak Nnobon gpyron OUCK B
cepBepe)

RDM — Raw Device Mapping (ucrnonb3yetcs Onga npsiMoro NOAKIoYeHNa K BUPTYyarnbHON
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MallHe CyLLecTBYOLWMNX BNOYHbIX YCTPONCTB cepBepa BUpTyanusauum)

SAN — Storage Area Network (ceTb xpaHeHus AaHHbIX)

SCSI — Small Computer System Interface (cuctemMHbIN MHTEPENC ManbIX KOMMNBIOTEPOB)

SSH — Secure Shell Protocol (npoTtokon 3alumiieHHon nepegadm nHdopmMauun)

™ — Transfer Manager (gpanBsep nepenayn)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKUX gentarpamm)

UUID  — Universally Unique Identifier (yHnBepcanbHbI yHUKanNbHbIA UAEHTUdUKaTop)

VLAN  — Virtual Local Area Network (BMpTyanbHasa nokanbHasi BblMUCNTENbHAsA CETb)

VNC — Virtual Network Computing (cuctema yganeHHoro goctyna Kk pabo4emy CTony Kom-
nbtoTepa)

VXLAN — Virtual Extensible Local Area Network (BupTyanbHas maclutabupyemas nokanbHas

BblYUCInnTenbHasa CeTb)
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