Astra Linux Server

SALLUNILLEHHASA POCCUNCKAS
CEPBEPHAA OINEPAUNOHHAA CUCTEMA

CIICWS

#1 MNobeauTenb peruTUHra
POCCUNCKUX ONepaLUOHHbIX CUCTEM

Ly




J\_AcTPA

P

Jinpep B o6nacTtun paspaboTKm 3alimilleHHOro
MHPpacTpykTypHoro NO B Poccun

3 300+

CoBMeCTUMbIX

NnpPporpaMMHbLIX U
dllldpParTHbIX INPOAYKTOB

15+ neT 35+

PeanbHOro onbiTa [TpoayKTOB
pa3paboTkm OC

2 800+ by

HYenoBek B KOMaHae POCCUUCKOM pbiHKe OC
B2024r.

C3M

BCTpOeHHble YHUKaJibHble
3arnarteHToBaHHbIe C3U




Kakasa cepBepHaa OC ASTRA LINUX
HY)XHa OusHecy cerogHA?
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| Astra Linux Server — onTManbHbIU BbIOOP! ASTRA LINUX
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[loaTBep)XAeHHan Hape)XHbie Buptyanmsauus
6e30nacHoOCTb CCpBECPHLbLIC KOMIMOHCHTDI n I(OHTEFIHEPHSELI,HFI
CepTndukaTbl BCEX OTEeYEeCTBEHHbIX [IlpoTecTupoBaHbl, BKJ1IOYEHbI U 3alMLLEHHBIN CTEK
pPerynsaTopoB U cCOOCTBEHHbIe HacTpoeHbl Ana paboThl BUPTyannsaumnu

BCTpoeHHble C3U NnoJ BbICOKMMU Harpy3kamu besonacHasi cpeaa BbiNoIHEHUS

KOHTEMHEPHbIX Harpys3ok

&

bubnuorteka MHCTPYMEHTDI MexaHu3Mbl

FOTOBDbIX OGPEISQB dBTOMaTunuallmm MUIrpallnm

BknovyaeT obpasbl AUCKOB BO3MOXHOCTbL pa3BepTbiBaHUA OTpaboTaHHble METOAUKMU

N KoHTenHepoB c OC Astra Linux, CNOXHOU MHPPACTPYKTYPb nepexopna c opyrmx onepauuoHHbIX
rOTOBbIE K 3aMnyCKy B pa3/INYHbIX B HECKOJIbKO KJ/IMKOB cucTem

cMcremax smprtyasinallmm
4 I{UHTEﬁHEpHEHLI,HH



bE3OIIACHOCITD

MNoaTBep)XAeHHaa 6e30nacHoOCTb

[Tpodunb 3aWmThbl ONepaLMoHHbIX CUCTEM Tuna A
NepBOro KJjacca 3aluThbl.

[lepBbIN YpOBEHb A0BEpPUS
K onepauvoHHbLIM CUCTEMaM.

DCTIK Poccum

[lepBbIX Knacc 3awuTtbl gna CYb/l, cpencrs
BUpTYyanu3auum n cpeacts KOHTEMHEPU3ALIUN.

CooTBeTcTBME TpeboBaHUAM
K (3 no knaccy saumuieHHocTtm 1b6.

[lo nepBOMY Knaccy 3auiUThl
MHMOpPMaLUN.

* 47189 Bepcuu Astra Linux Server 1.8 cepru@ukalmns rnaaHupyeTcs B koHuye 2025 .
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KoMnneKkcHas 3aumTa OrlepaLIHOHHOﬁ cmMmCrembl ﬁSTFﬁf«igNUX |

« WpaeHTUudukKaumsa nu ayTeHTUPUKaumns e 3anyck TOJIbKO NpoOBepeHHOoro
(noanucaHHoro) Mo
« Perucrpauusa cobbitnmn 6besonacHoCcTH
 3awwmTta N0 oT MoandUKaLumnmn
« 3allUTa NaMATU BO BpeMs UCNoJIHeHUs

«  @unbTpauusa ceTeBoro NoToka » JloCcTyn K A@HHbIM
C pa3pelleHHbIM YPOBHEM NpaB

- 3awumTa cpenbl BUpTyanm3auumn

« 3awumTa KOHTenHepu3aLumum

OBECMNEYEHUE BE3OMNACHOCTMU 3A CYET HAAE)XXHOU APXUTEKTYPbI



BE3OINACHOCTD

| YPOBHMU 3alUMLLEHHOCTH

YpoBeHb 3awmuieHHocTn OC gna Kaxaoro snemMeHTa MHPopMaLMoOHHOU CUCTEMBI
BbiODMpaeTca B 3aBUCMMOCTM OT aKTyallbHbIX yrpo3 6e30nacHOCTW.

Takowm Nnoaxod NossosideT HallpdaBJ1ATb 3a4aTPdThbl Ha HEG@KE},D,HMI:IE MepPbBl 3alllThl,
KOTOPbBIE COOTEBETCTBYHOT pealibHbIM PUCKaM.

MAKCUMAJNbHBIN «CMONEHCK»

3almnTa OT Yyrpo3 HapyLeHus
KOH®OUMOEHUMaNbHOCTU NPU NMOMOLLLW

MaHOaTHOro ynpaBneHnsa JOCTYNoMm
(MPL) c y4yeTOM pa3geneHus

MHpOpPMaLLMM MO YPOBHAM A0CTYNa.

BkntoyaeT B ceba Bce cpeacTaa
N3 YCMNeHHOro ypoBHA «BopoHeX».

NpumeHeHUe

30 KW, TUC, ACYTI, NCTAOH po 1-w
KaTeropum (kKsiacca, YpoBHSA)

BKNOYUTENbHO. Knaccel AC no PO AC:

BCce Knaccsol AC, sxnovasn 3A, 2A, 1B,
1B, 1A.

Jltobas MHPopMauuna orpaHNM4YeHHOro
NoCcTyna, B TOM 4Yyucne

rocygapcTBeHHas TaMHa YPOBHS
«0OCOBbONM BaAXXHOCTU».

N

YCUNEHHBINA «BOPOHE)X»

3aumTa OT yrpos cpeacTtBamm
3aMKHyTOM NnporpaMmmHomn cpeabl (3M1C).
Obecne4ymBaeTCca 3anyck TONbKO
pnoeepeHHoro 10, uenocTHoOCTb
KOTOPOro He HapyLleHa.

MaHpaTHbIA KOHTPOJb LLETOCTHOCTWU
(MKL]) obecne4ynBaeT 3alUTy OT

HeCaHKLMOHUPOBAHHOIO U3MEHEHUS
KPUTUYHbIX PanoB, B TOM Yucne

Npu peann3aunm yrpos «HY1eBOro AHA».

NpuMmeHeHUue

30 KW, TUC, ACYTII, NCIMOH po 1-wv
KaTeropum (kKnacca, ypoBHS)

BKJTIOYUTENBLHO.
Knaccel AC no P1 AC: 3b, 2B, 1I, 1/1.

ASTRA LINUX |

BA30BbIA «OPE/I»

He MoXxeT npuMeHATbLCS
nna obpaboTkmn nHOopmMaLmnm

OrpaHNM4eEHHOIO A0CTYIa,
K I{ﬂTﬂpﬂﬁ NPEAbABJIAIOTCH

TpEﬁﬂEE’IHHH Mo 3duimTe.

NpuMmeuyaHue

ABnseTca BapMaHTOM
NUALLEH3UPOBaHUA
HecepTuduumnposaHHoun OC,
NoO3TOMY He peKkoMeHAyeTca AN
KOpNnopaTUBHOIO UCMNOJIb30BaHUA.




PYHRAKUMOHAJIDHOCITD

ASTHS&UIE!NUX |

Cebiwe 20 cueHapueB UCMNOoJ/Ib30BaHUA cepBepHou OC

CepBep ceTeBbIX cnyxb

KoHTponnep ooMeHa (DNS, DHCP v T. A.) [ MnepBU3Op CepBep ceTeBOM KOHDUIypaLuu
TepMMUHanbHbIN CcepBep NTP-cepBep CepBep ynpaBneHuns Tpaukom [MTnaTtdopmMa KOHTENHepM3aLmn
NnPNNO)XEHAA

d®annoBbin cepBep \ Web-cepBep \ VPN-cepBep
CepBep NOrmMpoBaHuS \ [pokcu-cepeep \ CepBep ne4yaTtu \ CepBep cKaHUpPOBaHUS

PASPABOTKA
Cepeep CYB/ ] CepBep obmeHa coobuieHnaMu ] Cl/CD - cepBep ]
i ' i
SDS ] ] 7
-XpaHUunuLLe CepBep MOHUTOPUHra CepBep TpPacCcUpOBOK e %
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NMAKETHASA BA3A

| CTpyKkTypa penosutopueB Astra Linux ASTRA LINUX

OCHOBHOM PacluMpeHHbIN O6beM nakeTHOU 6a3bl
(Main) (Extended)

 Copepxut ba3oBble NakeThl CopepXuT 10 815
AOMOJNIHUTENbHbIE NaKeThbl
» [NpoxoauT cepTUd@umkKauuio n oMcKk paspaboTymka Astra Linux Special Edition 1.6.0

B NONTHOM obbeme
He noanexwur
[loNTHBIM KOMNNEKC cepTudukaLmm 14156

TeXHU4YeCKOW noanepXxkKku

Astra Linux Special Edition 1.7.0

24 662

OrpaHu4yeHHbIn obbem
AHTUBUPYCHbIN KOHTPOJb TEXHUYECKOW NoaaepXKu

(CTaTnyeckmn aHanus Koga AHTUBUPYCHbIN KOHTPOJ1b

Astra Linux Special Edition 1.8.0

[lnHaMmn4yecKmMm aHanus Koaa




NMAKETHASA BA3A

| CTpyKkTypa penosutopueB Astra Linux ASTRA LINUX

HOBMUHKA!

CepBepHbIU peno3nutTopun

OCHOBHOM PacluMpeHHbIn
(Main) (Extended)

ConepXxuTt 6a3oBblie NakeTh CopepXxur  CopepXuUT oTKpbiTOoe npuknagHoe 10

NONONIHUTENIbHbIE NaKeThl
[TpoxoaunT cepTUdUKaLmio M guck paspaboTymka - He nopgnexuvT ceptndumKaumm

B NOJTHOM obbeme

He nognexwr * AHTUBUPYCHBLIN KOHTPOJ1b

[loNnHbIM KOMNNEKC cepTupukKaumm

3 » AKTyanbHble BEPCUM NMAKETOB
TEXHNYECKOWU NoaaEPXKH

b OrpaHu4eHHbIn obbem - HeT npuBa3ku K ovepegHbiM OBHOBNEHUAM
AHTMBUPYCHbIN KOHTPOJb TEeXHUYEeCKOW NoaaepXKu 6330801 OC

Cratnyeckun aHanus Koaa AHTUBUPYCHbIA KOHTPOJIb - DopMupoBaHMe nepeYyHs NakeTos Noa HyXabl
KJIMEHTa B NPOaKTUBHOM pexunme

[lnHaMmn4ecKmMn aHanus Koaa )
« JloCcTynHO aepXaTenam cepBepHOU NMULLIEH3UU

OC Astra Linux

CepBepHbIY PENO3UTOPUUN PEA/IN30BaH

Ha TEXHONOrMM NOAMMUCOYHbIX PEMNO3UTOPUEB
(ONS [oCcTyna K naketam Hy>XeH OTAe IbHbIN
ceptudunkaTt u3 JinyHoro kabumHeTta)




LLinpoKkas coBMeCTUMOCTDb ASTRA LINUX |

[ IlporpamMmmMa TexHonornyeckoro naptHepctBa READY FOR ASTRA C
npou3BoanTenaMmu obopyaoBaHuUs U pa3paboTymnkaMmm NporpaMMHOro obecneyeHus

Z
Z

CepTndunLMpOBaHHbIX Mopenen cepTUPULIMPOBAHHOIO

NPOrpaMMHbIX NMPOAYKTOB obopyaoBaHus [lopaepXuBaeMble apXUTEKTYPHbI

3KOCUCTEMA COBMECTUMbIX OTEYECTBEHHbIX TEXHOJIOMMW: PELWWEHWA ONA NIOBbIX 3A0AY

Qupekc & ceep & (% rproonc @aaruc % wuawe cliteBoard % TDUKOHD ~ popcaiT.
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AKTyanbHbIM M NOMHbLIW NepeY4yeHb — astra.ru/ready-for-astra/
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Astra Linux Server 1.8 ASTRA LINUX

[lochepgHee oHepeHOoOeE obHOBNEeHune

Ha npoBepeHHoM Debian 12 Bookworm ObICTPBLIN NPOLLEeCC HAaCTPOUKW [lpOCTO, NOHATHO, NPUBbLIYHO
nog TpeboBaHnA perynaTopos

YNnoOHble peXxuMbl paboThl
AN aAMUHUCTPATOPOB

COBMEeCTUMOCTb C COBpPeMeHHbIM 3a OA4MH war nocne cbopa
DﬁDp}’,ﬂ,OBEIHMEM HEﬂﬁ}{ﬂﬂMMhIK NnapaMeTpoB
BCTPOEHHble MeXaHU3Mbl B coctaBe OC,
obHoBNeHusa c 1.7 Ha 1.8 ceptudpuumpoBaHHasa ®CTIK
C COXpaHeHuneM HacTpoek u 10 Mo 1-My KJlaccy 3aluThbl

nna Cyb/l

Nepeungurte Ha Bepcuio 1.8

ObHoOBWUTE CBOE NpeacTaBneHne 0 BO3MOXHoCTaxX Astra Linux

&
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SauumuieHHaa CyYb/l B 1.8

HEOTAEJIMMASA YACTD OC

)

N + Xantor +
«3awmuieHHasa CYyb/»* PostgreSQL 15.10 [MaTum Tantor Basic MexaHU3Mbl 3allUTbI
Astra Linux Special
Edition

* [IporpamMmMHbIv MOAY /b «33LUNLLEHHAA CUCTEMA yripaB/ieHUs bazamu JaHHbIX onepaLnoHHou cucremsl Astra Linux Special Edition»

13



[MpeumyliecTBa ASTRA LINUX

sawmweHHou CYb/1

Ha 6a3e PostgreSQL 15.x,
MNosiHass COBMeCTUMOCTb

Ceptnpunkauma @CTIK

no 1-my Knaccy 3awuThbl ANg
Cyb/

[TpodeccnoHanbHoe e [TlonHaa coBMeCcTUMOCTb
CONPOBOXAEHUE U NMOoJAePXKa c Tantor Platform

MexaH13Mbl
be3onacHocTn B 3CYDB/:

yCGEEpUJEHETEDEEHMFI

(PYHKLMOHAN aHanorn4yeH
Tantor Basic):

- MaHpaaTHOoe ynpaBneHue

- Konwu4yecTtso naptunummn AOCTyNnoMm

- MeHbLlle BNOKMPOBOK CTPaHUL, * KOHTpOJ/ib LENOCTHOCTA
0aHHbIX B 0buem bydepe KOHPUrypawuum

- ONTUMKU3aUMA aNrOPUTMOB - CobcTBeHHan cuctema
CXKATUA OaHHbIX pglz NMPOTOKONMPOBAHNA CODbITUM

- Cxatme WAL-dpannos - lapaHTUpPOBaHHAaA O4YUCTKA
(Iz4, zstd) yOaneHHbIX U U3MeHeHHbIX

OaHHbIX B @annax 3CYb

- OyucTtka oceoboxagaemMmou
onepaTUBHOWM NaMATU




BapuvaHTbl
NMNLUEH3UPOBaHNA

CpOKW
nuueH3npoBaHUAa*

YpOBHM
3alMNLLEHHOCTW

CnocoObl
MOCTaBKWU

JinueHsupoBaHue Astra Linux Server ASTRA LINUX

SERVER

dusznyecKum Ui BUpPTyalZibHbiX cEpBep HeorpaHunueHHas BUpTyanusayus
OaHa nMueH3na 0o 2 COKETOB U

HeorpaHM4YeHHOINo KonmM4ecrTead
BMPTYaAJibHbIX MadllWMH.

OaHy NULEH3UI0 MOXXHO YCTaHOBWUTb Ha 0AUH (PU3NYEeCKNU cepBep A0 2
COKETOB W/ Ha O4HY BMPTYyalibHYIO MalUUHY.

CpouHbie ML eH3uN * BKJIKOYEH cepTUdUKaT Ha obHOBNEHUSN

beccpouHan JIMUECEH3MNA
1 ron 2 rona 3 rona P «Tvn 1» mnun «Tun 2» Ha 1, 2, 3 roga.

MakcumanbHbi «CMONEeHCK»

Ceptudpukauma ®CT3K Poccumn — moxer YcuneHHbIN «BopoHex»
obpabaTtbiBaTbCA N0bana MHpopmauusa CepTudukauma ®CTIK Poccun

OrpaHMHdeHHOro aoctyna, no 1-my knaccy 3awmweHHoctun: MNC,
B T. 4. rOCyAapCTBEHHasA TaHa YPOBHS NCNOH, KU n ACY TI.

BazoBbin «Open»

HeceptuduumpoBaHHaa pegakumus.
He MmoXxeT NpUMEeHATLCA B CUCTEMAX
c TpeboBaHMAMM K 3aLmTe

«0coB0oi BaXHOCTN®. MHpOPMaLK.
DNEeKTPOHHbIN BOX Anck OEM
@opMyndap B 3NEeKTPOHHOM YCTaHOBOYHbIN AUCK, YCTaHOBOYHbIN OAUCK YCTaHOBOYHbIN AUCK U
BUAE, AUCTPUDYTUB OUNCK C AOKYMeHTauueun n dopmynap. dopmynsap. Tonbko -D.“f'
B IMYHOM KabuHeTe. 1 popMynsap. DeccpoYHbIX NULLEH3UMN.

15



TexHn4yeckas nogaepxka ASTRA LINUX ]

SERVER

[Topgpnepxka 24/7 no Bcewn ObpaweHne 4yepes JINYHbIN
Poccum oT 3KCNepToB e KabnHeT, No Tened®oHy U1 4yepes
«[pynnbl AcTpa» BblAe/IeHHbIN KaHan Texnognep>XKu

,D,GET}’I'I K OODHOBNEHUNAM HDE,D,ECTEEHEHHE Pa3/TIM4YHbIX

6E3DI’IEEHDETH, oneparnBHbLIM prEHEI;I Nnogaep>xKkn B 3adBMCHMMOCTW
M NNaHOBbIM OOHOBIEHUAM OT CJTIOXKHOCTHK 34dlpocCa

ba3a 3HaHWMU C CnpaBO4YHbIN LLEHTP

bnbnuorekon paHee C wabnoHamMn, MHCTPYKLNAMMU,
peleHHbIX MHLUWOEHTOB PYKOBOACTBaAMW




| Npo o6yuyeHune

bonee 400 bonee 20

obpa3oBaTesnibHbIX obyyawmx nporpamMm

GpFE]HHBELI,HFI—I’IEIpTHEpGB 04 NoJib30BaTeNeun
N aaMNHUCTPATOPOB

bonee B cBOOOAHOM
22 000 AocTyne

crneumanmncToB obyyeHo bubnuorteka y4yebHbIx
MaTepuasnoB




bonee 8000 knueHTOB, CpeaAUn KOTOPbIX: ASTRA LINUX )
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A ACTPA AST@EANUX |

MaKCMMyM BO3MOXXHOCTEN

019 Balwero obumsHeca
c ASTRA LINUX SERVER

CauT:
E-mail: info@astralinux.ru
Tene@oH: 8 (800) 222 07 00



