ASTRA
4 AUTOMATION

EOVHBIN LEHTP
aBTOMAaTU3aL NN
ynpaB/eHNs BCEU
NT-nHPpaCTpyKTypOou




Kakue cTpartermyeckume

NT- 3apaymn pewaeT Astra Automation

& A
CHU)XeHmne CToMMOCTH
@ BnageHmna NT-
MHPPACTPYKTYPOU
4 A

CHMXeHne p1CcKoB
CBA3aHHbIX C Ye/loBeYeCKnM
PaKTOpOM

V/

o BbicBOOOXAEHME OMbITHBIX
C®  MHXEeHepOoB AN pelleHns
CJIOXHbIX BHYTPEHHMX 3a4au

&

[Nlepexon OT pa3pO3HEHHbIX
CKPUMTOB K €ANHON
nnatpopme aBToMaTmn3aLmm

\



CueHapun npnMeHeHus




[IlpumMepbl NpUMeHeHNS Y

Ob6HoBNEHME Co3gaHue 1 HacTpounkKa YnpaBsneHue
n HacTpomnka OC obnayvHbIX cpeq KOHPUrypaunem cepeepos
(4.06nako, VK Cloud Solutions,

« Jltobon Linux n gpyrmne unix-nogobHble Cl
o oud.ru v gp. .
B T.4. MacOS, a Takxe OC Windows ap-) HEIHAT BRI PP

« ABTOMaTM3auus 3apay obCnyXnBaHUS
* YnpaBneHue obnayHbIMU XpaHUIULLAMMU

« HacTpoiika n ynpaBneHue knactepamm
- ABTOMaTU3auUUs pe3epBHOro

KOnmMpoBaHMAa 13 obnaka

ObHoBNEHNE U
HacTpowka noboro MO

be3zonacHoOCTb
« oT I'pynnbl AcTpa CeTeBoe O60py,EI,OBaHV|e
(ALD Pro, Rupost, Tantor n 1.4.) « HacTpowka nHdpacTpyKTypbl
+ HacTtpownka napka no ®CT3K, DevSec, CIS u ap.

e OT NobbIX Opyrmx seHgopoB
(Be6—cepBepbl, Oa3bl OaHHbIX, CpeacTBa
MOHUTOPWUHIa, Win-anlﬂO)KeHVlﬂ n Tﬂ,) e MC3 (Me)KceTeBb|e :-)KpaHbl)

KOMMYTaTOPOB 1 MapLipyTi3aTtopos * WHTerpaumsa c SIEM n DLP-cnctemamm

« MexceTeBbix 3kpaHoB (Firewall)

« VPN-ceTtn




3a4a4M NpoayKTa Y




ApXUTeKTypa NnaTtpopmbl
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( Ansible Galaxy
N NPOYNE NCTOYHUKMN

-

( CepTUdULMPOBAHHDIN
Ansible-KOHTeHT
«lpynnbl AcTpa»

|

Private Hub
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3anyck
ABTOMaTM3aLUNU
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Onsa koro: Automation Admin

Automation Controller

Anpo nnatdopMbl, OTBEYAET 3a:

- I‘IOCTpoeHme CJ1I0XKHbIX, MHOIO3TalHbIX CUueHapumnes C
yCJ/TOBHbIMU NnepexoaamMu

. LI,EHTpaﬂM3OBaHHbIl>'I 3anyck n normpoBaHue

= Bce 3a4a4m BbINOJIHAKTCS U JIOrMpyroTcd B O4HOM MecCTe

Event-Driven Automation

[MpoakTnBHaa aBTOMaTM3aLMs 33434 HA OCHOBEe
cobbITUI, NOCTYNAOWKWX B peasibHOM BPEMEHM
N3 Pa3NNYHbIX UICTOYHUKOB

Mnatdopma cnywaeT NCTOYHNKM coObITUN (BEOXYKM
n3 GitLab, coobuwenunsa us Kaftka, aneptol Zabbix)
N aBTOMAaTUYECKM 3aMyCKAET HY>XHbIN Naendyk



C O n te n t Onsa koro: Automation Developer
Development Kit

Content Development Kit

» Habop nHctpymeHToB (CLI, nHterpauuns c VS Code)
ANS YHUPMKaLMM npouecca Co3aaHus n TeCTUPOBaHUS
KOHTEHTa aBTOMaTU3aLMKN BO BCEN KOMaHAe

= BkNtoYaeT MHCTPYMEHTbI IMHTUHIA, TECTUPOBAHUS
N cOOPKU KONMNEKL M

= Obecne4ymBaeT €AuHbI CTaHAAPT Ka4YecTBa Koaa
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YcTaHOBKa MiaT@opmbl

Y 7
Bare-metal VM-based Kubernetes

YcTaHOBKa Hanpamyto Pa3BepTbiBaHME Ha ba3e PasmelweHne B Kflactepe
Ha pu3n4ecKkne cepeepsl, BUPTYasibHbIX MaLLWH k8s (Hanpumep,
6e3 BupTyanmsauymu B Nt0ObIX cpepax nnatpopma «boumaH»),

KaK KOHTEMHepHoe
NPUIOXEHNE




OTnnymna ot Open Source

~

\
HeT roToBbIX peLleHn @ h}

‘ MprocTaHOBNEH BbINYyCK OOHOBMEHUI

/

‘ OTcyTCcTBUE €OMHON MHCTPYKLUM COopKM
‘ Pa3zHOpPOAHbIE KOMMOHEHTbI
‘ CnoXHast UHTerpaums pasHblx peLeHnin

‘ HeobxoanMa NocTosiHHaA noaaepxka

EonHaga nnatdopma

‘ [oTOBOE pelleHue «nog Kaoy»
. NHTerpaumsi ¢ ote4eCTBEHHbLIM COPTOM
. Bxogut B poccumckoro MO

‘ MNpodeccnoHanbHasa nogaepXxka




YHUKabHble NpenmMyLLecTBa

[ A

Astra Automation — egnHcTBeHHOe B PO KoMMepyeckoe peweHmne Ha base Ansible

d O € Y O h

YnpaBrieHue BCcen LleHTpann3oBaHHbIN PaboTaeT Ha camo PaboTa B 3aKpbITOM
reTeporeHHoun UT- hardening Bcex NonNyspHOMn KOHType 6e3
MHPPACTPYKTYPOU NT-pecypcos TexHonoruun Ansible aocTtyna B WHTepHeT




Moaenb nnueH3npoBaHUA

S~
JInueH3nm no yncny y3noB*:
* Cepsepbl * CeTeBoe obopynoBaHue * Ob6naka
MakeTsbl:
* 50 * 100 * 500 ¢ 1000 +
Moanwucka:
* 1-3ropa s p— AP SR

*Y3en - yCTPONCTBO, COeANHEHHOE C APYrMU — _
YyCTPOMNCTBaMM KaK YacTb CETWU. i
Hanpumep, pusnyeckme nnu supTyanbHble cepBepa,

creunanbHble CeTEBbIE YCTPONCTBA,
Takue Kak MapLIpyTU3aTopbl MAM KOMMYTaToOpPbI

MpoekTbi




CocTaB NoOCTaBKU




[HopoXHasa KapTa y
Q3 2026

+ Bbinyck angenTos K 2.1
- Pa3BepTbiBaHWe B KjlacTtepax Ha BM

* NMN-noMoLWHMK NO AOKYMEeHTaLnun

‘ ® ®

N
P4
* Bbinyck Bepcun 2.1 + Bbinyck Bepcuun 2.2
« Automation Analytics (komnoHeHT gns - HNobasneHne UN-dpyHKUMOHaNa
AHaNNTUKM aBTOMaTU3aL M) (accucTeHT pNs reHepaumn Nnenbykos,

HacTpowKka nNnaTdopMbl)
+ lNoppepxka VMmanager B kayecTse

MCTOYHKMKA inventory + PacwwmpeHune cnucka
: napTHepckux Ansible-konnexkumni
+ Offline-bundle CDK



