RuPost | TexHnyeckue cueHapum | MynstnllO/[] RYUAOST ‘ A ACTPA

MynbTullO/1

HasHauyeHue

:

MNMocTpoeHune KaTacTpodoyCToON4YNBOMN
APXUTEKTYPbl MOYTOBOW CUCTEMBI
Ha 6a3e RuPost

LleHHOCTDb

MoBblWEHNE YPOBHS AOCTYMHOCTU
N HaAEXHOCTW MOYThbI

) . .

BOo3MOXHOCTb onepaTBHO
MacwTabupoBaTb MNOYTOBLI CEPBUC

CocTaB pelwieHus

n OC Astra Linux Special Edition

a [MoyToBasa cuctemMma RuPost

B CYb[ Tantor SE / PostgreSQL

HdokyMeHTaums |


http://www.rupost.ru/#documents

RuPost | TexHnyeckue cueHapum | MynstnllO/[]

ApxutekTtypa

EE% OcHoBHoOM LLOA

MouToBble
KNnneHTbl RuPost

BHelwHWe noyToBbIE
cepBuChl

RURIST ‘ J\ AcTpa

PesepBHbiit LLOA Eéa

Cnyxb6a kaTtanora

Cnyxba kaTanora
ALD Pro / Active Directory

ALD Pro / Active Directory

g Y3en reoknactepa Y3en reoknactepa
RuPost RuPost

% AHTVMBUPYC 1 aHTUCNaM Web 7 cli Web / cli e;-) AHTUBMPYC 1 aHTUCNaM

CncTemMbl CUCTeMbl

Astra Linux SE Astra Linux SE

El'l Cucrtembl 3aunTbl RU%ST F\ Cuctembl 3alnTbl OT yTeyek
=O ot yTeuek UHpopMaLMM T =\ nHdopmaLum
leoknactep
[@%:1

i V3en reoknactepa

Tantor SE / PostgreSQL

leoknactep
K3wunposaHunsa

— V3en reoknactepa
r\:| Memcached

leoknacTtep
NFS

Y3en reoknactepa
NFS

OnucaHue

RuPost pasBepHyTa B kflacTepHOM KOHPUrypauum Ha rpynne y3noB Ha 6a3e OC Astra Linux
Special Edition B 3awmweHHON ceTn NpepnpusaTms. Y3nbl Kactepa pasBepHyTbl B OCHOBHOM
n pesepBHoM LLO/Jl. RuPost ynpaBnseT NoOYTOBbIMM SLLMKAMM MOJSIb30BaTENEN,
3aperncTpuUpoBaHHbIX B KOPNopaTUBHOM cnyxbe katanoros ALD Pro nnmn MS Active
Directory.

OTKasoycTonymMBbIN Knactep paboTaeT B pexunme Active-Active: Bce ak3eMnasipbl CUCTEMBI
PaBHO3HAYHbl N AUHAMUNYECKU NepepacnpeaensitoT Harpysky Mexay cobomn. Kaxabin ysen
obnapgaet BceMn GyHKLUAMM YyNPaBAEHUS U AaxKe NPW NOJSIHOM BbIBOAE M3 3KCMyaTaLmm
y3/1a Unn Bbixoge U3 cTpos Ntoboro U3 ero KOMMNOHEHTOB CMCTEMA NPOA0/IKAET paboTy,
noKa B Hel eCTb XOTb OANH PYHKUMOHMPYOLWMA y3en. ObHapyxeHne cboeB oTaeNbHbIX
KOMMOHEHTOB U BbIBOA, M3 3KCMNJlyaTauMn COOTBETCTBYIOLWMX Y3/10B MPOUCXOAAT
aBTOMATMYECKM, NPU 3TOM KJlacTep NPoAoIxXaeT paboTaTsb.
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OnucaHue

KoHburypaumoHHble napaMeTpbl MOYTOBOM CUCTEMBI U XXYPHasibl COObITUN XPaHATCS
B egMHoON 6a3e aaHHbIX Ha OCHOBe reoknactepa Tantor SE / PostgreSQL. ba3a gaHHbIX
COBMECTHO UCMNOJb3YTCA BCEMU Y3/1aMN CUCTEMBI.

KomnoHeHT Memcached BbinonHseT pyHKLMUIO KIWNMPOBAHUS U CUHXPOHM3ALMN YacTun
NONb30BaTENbCKMX JAHHBIX ANS YBEIMYEHUS CKOPOCTU A0CTYNa K KaJleHAapsiM, KOHTaKTaM U
BEO-KNMEHTY.

MNMucbMa, yoaneHHble JaHHbIEe, apXMBbl U o4epean pa3MelleHbl B ceTeBoM xpaHunmile (NFS).

RuPost MHTerpmMpoBaHa C BHELWHMMWN CUCTEMAMMU, KOTOPble 06ECNeyYmMBaloT 3alMTy OT YTeUKN
nHdpopmaumm, BpegoHocHoro MO 1 cnama.

AOMUHUCTPATOP MOXET YNpaB/saTb KOHbUrypaumen n napametpamm RuPost npu noMmowum
naHenu ynpasnenus (web) nnm komaHgHom ctpokm (CLI). JocTyn K ynpaBneHuio
KOHTpONMpyeTcs Npu noMowmn poneson mogenu (RBAC).

Monb3oBaTenu Nnosly4aloT AO0CTYMN K NMOYTOBOMY ALLUUKY NOCpenCcTsoOM Be6—, MOOWABHOIO UNKU
KpOCCI'I}'IaTCbOpMEHHOFO HaAaCTOJIbHOIO KJINEHTA.
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CucTeMHble Tpe6oBaHus

KoMnoHeHTbI Konuuyectso MuHuManbHblie Tpe6oBaHUsA
OC Astra Linux Special Edition 12 npoueccopHbIX Aaep
KomnoHeHTbl RuPost 40 I'6 onepaTMBHOM NaMaTH

4 30 ' gmckoBoro npocTtpaHcTea (OC + MO)
KoHdurypaumsa: o 2000 no4ToBbIX 2,7 TO ANCKOBOro NPOCTPAaHCTBA (MoYToBbIE
ALMKOB €MKOCTbIo A0 1 M6 Kaxabin JaHHble)
OC Astra Linux Special Edition 12 NpoLeccopHbIX Aaep
KomnoHeHTbl RuPost 40 I'6 onepaTMBHOM NaMsTH

10 30 I'6 gmuckoBoro npoctpaHcTea (OC + MO)
KoHdurypaums: po 5000 no4ToBbIX 6,7 T6 AMCKOBOro NPOCTPaHCTBa (NOYTOBbIE
ALWLMKOB €MKOCTbIO A0 1 6 Kaxabin OaAHHbIE)
MpumevaHusa

— [pW NCNONb30BaHMM CLEHaAPWS B MPOAYKTUBHOM Cpeae LiefieBoe pelleHne TpebyeT AeTaslbHOro NPOeKTUPOBAHMS.
AnnapaTHas KoOHUrypaums 3aBUCUT 0T MHOPACTPYKTYPbI U TpeboBaHMN 3aKasymKa.

KnactepHas koHburypauusa obecrneynsaeT becnepeboriHyto paboTy npu oTkase ocHoBHoro LIOa.

TpeboBaHMS K AVCKOBOMY MPOCTPAHCTBY yKa3aHbl ¢ yyeToM 30% pe3epe.a.

PacueT cnpaBennuve onsa npoweccopoB ypoBHs Intel Xeon E5-26xx v4 (Broadwell) nnu HoBee.

B kauecTtBe CYB[ ncnonb3lyeTcs BHeLWHWI knacTep Tantor SE / PostgreSQL.

B KayecTBe cMCTeMbI K3LWMPOBaAHMS UCMOJb3YeTCs BHEWHMI KnacTep Memcached.

Moppep)xuBaemMoe NporpaMMHoe obecneyeHne

U

KaTeropus MporpamMmmHoe obecneyeHne
Cny>x06bl kKaTanoros ALD Pro
FreelPA
Microsoft Active Directory
0oC Astra Linux Special Edition
cye Tantor SE
PostgreSQL
AHTUBUPYCbI N aHTUCMaM-peLleHns Kaspersky Security gns Linux Mail Server

Kaspersky Secure Mail Gateway
Anti-virus Dr.Web gna UNIX Mail Servers

CuCTeMbl 3aLWMTbl OT YyTEYKU InfoWatch

MHdopMaLumn

HacTonbHble KNNEHTHI RuPost Desktop (Windows, Astra Linux Special Edition)
Thunderbird
Evolution

Microsoft Outlook 2013 u Bblwe

Mo®unbHble KJTIMEHTbI WorksPad X
MoyToBble kKneHTbl i0S, Android

Beb6-KknneHTbI AKTyasnbHble BEPCUM NMONYNsSPHbIX 6pay3epos

Mo nobbIM BOMPOCaM CBSXUTECH
C BawmnM MeHepxepoM B [MAO Mpynna Actpa

nnbéo Bocnon bByVITECb KOHTaKTaMW:
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JiuueHsunpoBaHue
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Mopenb
NVLEeH3UPOBaAHNA

CDyHKLl,MOHaJ'IbeIe
BO3MOXHOCTU

Cpok gencreus
JINLLEH3UU

YpoBeHb
TexHU4yeckomn
noaaep>Xkm

Cpok
TexHU4yeckomn
NoALEPXKN

Ha nonb3oBaTens

Mopaepxka cnyxb KkaTanoros
ALD Pro, MS AD b FreelPA
MoyTa, KaneHaapu u
KOpropaTMBHas agpecHas
KHUra

CpencTea Murpauum

OTKa30yCTONYMBbLIN KNacTep
CueHapum v NpakTUKu
cocyuecTsoBaHusa ¢ MS
Exchange

BO3MOXHOCTb MCMNOMIb30BaTb
KaCTOMHbIe LabIoHbI

c MS Exchange KOHbUrypaumm

BcTpoeHHbI BeO-KNNEHT JononHuTenbHble GyHKLMN

ABTOKOHbUIrypmpoBaHue ynpasneHus,

Thunderbird (91+) n Evolution CaMOMarHoCTuUKu

(44+) M aBTOBOCCTAHOBNEHUS
CUCTEMBI

ABTOHACTpOWMKa NOYTbl

ana Outlook (c nnarMHom)
Mopaep>xka MOBUIbHOIO
knueHTta WorksPad
NHTerpauus c poccMmnckumMm
CpencTBamMm 3awWmThbl NOYTHI
Kaspersky n Dr.Web

Mopnepxka DLP-cuctem

ApxuBHble nankun +
XpaHunuue 3anuncen (record
management)

1, 2, 3 roga unm 6eccpoyHo

«CTaHAAPTHbIN» Unn «MpuUBUIErMPOBaHHbIN

1,2 unn 3 ropa

— Kaxpaaa nMueH3uns BkIoYaeT TEXHNYECKYO NOAAEPXKY YPOBHSA «CTaHAapTHbINY nan

«punBUNErnMpoBaHHbIN.

— [Nocne oKOHYaHUS CpoKa AENCTBUS TEXHNYECKON MOALEPXKKM MOXHO OTAENbHO NpruobpecTu
ceptudmkaT Ha 1, 2 unm 3 roga.

Mo nobbiM BONpOCaM CBSXUTECH
C BawWmnM MeHep>xepoM B NAO lpynna AcTpa

nnbo BOCMNONb3yNTECh KOHTAKTaMM:
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TexHuyeckan noaaepxkKa

I T R T

ObpaboTka ntoboro konnuyecTea

Ha da
3anpocoB Ha nopTane u no tenedoHy
ObcnyxuBaHue no bygHaM Ia Ia
€ 9 po 18 yacos MCK
Pernctpaums 3anpocos Ha nopTtane 24/7 Ha Oa
Cpok peakumm Ha 3anpoc OT 8 yacos OT 4 yacos
MNonyyeHmne oGHOBNEHUI CUCTEMDBI Ha Ha
KoHcynbTaumm no yctaHoBke s s
M HAaCTpoMKe NpoayKTa
JocTyn K:
* JInyHOMy KabuHeTy
* Cucrteme oTcnexmBaHmUsa oWMOOK [a [a
* «CnpaBOYHOMY LEHTPY»
* base 3HaHuM
Mpuem 1 0bpaboTka 3KCTPEHHbIX ) Ia
3anpocoB B pexume 24/7
BblaeneHHbIn MeHepXep - Ha
YpaneHHoe noakayeHne K cucteme _ Ma
K/IMeHTa AN9 peleHns ero Bornpocos
KoHcynbTaumm no ycrtaHoske 0O _ fa

TEXHONOrMYeCckmnx NapTHEPOB BeEHO0PaA

Mo nobbiM BONpOCaM CBSXUTECH
C BawWmnM MeHep>xepoM B NAO lpynna AcTpa

nnbo BOCMNONb3yNTECh KOHTAKTaMM:




