) \ ASTRA CLOUD ‘ BeHpopckoe 06nako oT «pynnbl AcTpa»
D

< KopnopaTnBHas MHGpaCTPYKTypa >

BbioeneHHoe
ob6nako

CyBepeHHasa obnadHasa MHPpaCTPYKTypa a4
KPYMNHbIX OpraHn3aummn, 6es KanmntanbHbIX
BNOXeHUW B 0bopynoBaHue




[OTOBOE Nnoa atTecTtauuio BbigeneHHoe obnako

Ha MmowHocTaXx
Astra Cloud

PrnsnyecKkn N3onnpoBaHHas
cepBepHas MHPPaACTPYKTYpPa,
NONIHOCTBIO BblAEeNEHHas Nof KIIMEHTa

O61a4yHas
nnatdpopmMma

Ha 6a3e co6CTBEHHbIX MPOOYKTOB
«['pynnbl AcTpa»

B LLO/[e 2 [lop ynpaBneHuneMm
Astra Cloud ~-.._,  AstraCloud

ATOM DATA Tier IV ] MonHoe conpoBOXAEHME U
oTBeTCcTBEHHOCTbL Astra Cloud 3a
NOOAEPXKKY M CONPOBOXOEHME
6a30B0OU MHPpPaCTPYKTYypbl 1 10



KoMy nogxoguT

OpraHusauum c pacnpegeneHHou
dUNNanbHON CETbIO

ALLL LR

@ [OCypapCTBEHHbIE OpraHbl U KOpriopaLun

KpynHbI 6B1U3HEC C NOBbILWEHHbIMU
TpeboBaHMAMU K Vb

Pa3paboTymnkn 1 BeHOopbl C Tpeb6oBaHUAMU
K N30JIMPOBaHbIM cpefaM

&
-
N RN, |
N | : S
S N
e BRNC,
S | NI.
S & :§
" R
N .
. .
s N
N




I'Ipemw)u,ec , a
B.bl,u,en’eH HOI' D
. Z

Pursmyeckmn n3onmpoBaHHaa MHGPaACTPYKTypa

CepTtuounumpoaHHbit LOL ypoBH4A Tier IV

[TonHOCTbIO oTeYyecTBeHHbIN cTeK 10
M obopygoBaHU4A
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BO3MOXHOCTb pa3MelleHna 3aKa3vynKoMm
Ccob6CcTBEHHOro obopynoBaHuA
ona obecrnevyeHMsa 3aWmTbl MHPOPMaUNK

\
I§:
N
N
£
N
S
N
&
'
N
Ny

>

Noppepka u conpoBoXaeHue 24/7

BO3MOXHOCTb NpoBefeHnsa aTTecTauumn
nop TpeboBaHua perynsatopa (TMC, NCIMOR)
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CocTtaB o6navyHou nnatpopmbl

Cucrema Cnyx6a
XpaHeHus KaTtanora

CpepctBa BUpTyanMsauuum

Co3pgaHue 1 ynpaBneHne BUpTYyanbHbIMMU
MaLUMHaMU N MHPPACTPYKTYPOW

OnepauuoHHasa cucrema

CeptnounymposaHHad OC co BCTPOEHHbIMU
cpegcTBaMu 3almnTbl UHPOPMaL UK

®CT3IK

CpepctBO NMporpaMMHo-
pesepBUpOBaHUS onpepensieMble
KoH$uUrypauum cetu (SDN)

MOHM-
TOPWUHT
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EnmHcTBeHHbIM B Poccun LUJOM ¢ nonHon

cepTndmnkaumen Tier IV no BCeEM KaTeropusm

Pe3epBMpoOBaHME Ha BCEX YPOBHSAX

Bce KpUTUYeCKM BaXKHble KOMMOHEHTbI Oy6npyoTcs,
4YTO NO3BOJNSIET MNPOBOAUTbL TEXHNYECKOE
obcnyXmBaHue 6e3 npepbiBaHUA padoTtbl O/

He3aBucumMmblie KOHTYPbI NUTaHUA

U oXna>xaeHus

CUCTeMbl aNEKTPOCHa6XXeHNA N OXNaXKAeHUA UMeloT
HEeCKOJIbKO He3aBUCUMBbIX NYyTeW, obecrednBas

HenpepbIBHYIO PaboTy Aa)ke Npu OTKa3e OfHOro
N3 HUX

YCTOMYMBOCTb K OTKa3aMm

LLO[, npogomkaeT paboTy 6e3 cb6oeB Npu oTKase
noboro otaesibHOro KOMNOHEHTa UMM CUCTEMBI

ABTOHOMHas cuctema 3Hepr0069cneqeﬂm1

He3aBnCcKHMble UICTOYHUKU NUTaHUS, BK/IlOYasa On3eb-
reHepaTtopHble YCTaHOBKHA

MuHMManbHoe BpeMs NpocTos

[@apaHTMpPOBaHHOE BpeMsl 6€30TKa3HOoM paboThl
cocTtaBngeT 99,95%, 4To COOTBETCTBYET MeHee,
4yeM 26 MUH. NPOCTOSA B rof

[MoBbILEeHHble Mepbl PU3NYECKOU
6e30MnacHoOCTU

MHOroypoBHeBas CUCTEMa 6€30MacHOCTM, BKIOYas
KOHTPO/b JOCTYNa, BUAeoHabnogeHme, CUCTEMDI
OBHapYyXXeHUss BTOPXEHUN, LIMPPOBaHNE AaHHbIX,
aHTUAOPOHOBAad 3alUuTa




ObopypoBaHue

CausuHr
noa KJAMeHTa

Bce pecypcbl CTOUKU —
Ha 100% pnq Bawwero 6msHeca

CrpounmM obnako
Ha peecTpoOBOM O6opyaoOBaHUN

KOMNOHEeHTbI

Y3nbl ynpaBneHus, BblYUCTIUTENbHbIE Y3/lbl,
CUCTEeMbI XpaHeHU4d, ceTeBoe
obopypnoBaHue
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OTKasoycTon4mMBas BblaeneHHas MHCTannauns,
pa3BEpPHYTas Mopf 3aKas3ymKa

MoHUTOpPUHI, o6HoBNeHKe 10, ynpaBneHne 6a30B0OU
MHPPaCTPYKTYpPOU

IcnonHeHne BHYTPEHHUX TpeboBaHUN 3aKa3udmKa Mo
3almMTe MHpopMaumnm

[loMOoLLb Nnpn MUT'PalM CepBNCOB N OaHHDbIX

[ApaHTNPOBAaHHbLIV
SLA Ha OJOCTYNHOCTb MHPPACTPYKTYpbl 99,95%

Noppepxxka 24/7






