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1. BBegeHue

WorksPad npeacraBnseT coboit KNMeHT-CEPBEPHYIO CUCTEMY YAANEHHOIO A0CTYNa C MOBUAbHbLIX YCTPOMUCTB
n MK K pecypcam KOpnopaTMBHOM CETU OpraHM3aLuN.

Knuentckne npunoxkenns WorksPad u Desktop X no3BosAOT noay4yntb 4oCTyn No ceTu MHTepHeT K
NoYTOBbLIM CNYy»KOaMm, PpalinoBbiM XpaHUAULWAM, BED-pecypcam, pasMmeLLeHHbIM BHYTPW KOPNOPaTUBHOM
cetun, 6e3 HeobxoaMMOCTM NYBAMKALMKM TAaKUX pecypcoB B MIHTepHeT.

CepBepHasn 4acTb CMCTEMbI peasin3oBaHa B BUAe Habopa KOMMNOHEHTOB, paboTaloLLMX Noa, ynpasaeHuem
onepaumnoHHbIX cucTem cemeicTtsa Linux.

Monb3oBaTtensimu cuctembl WorksPad moryT 6biTb To/IbKO Nonb3oBaTenn gomeHa LDAP.

[aHHbIN AOKYMEHT onucbiBaeT TpeboBaHUA, HACTPONKKN U AENCTBUA, HEOBXOAMMbIE ANA Pa3BEPTbIBAHUA
cepBepHol YacTu cuctembl WorksPad B KopnopaTUBHOM ceTU OpraHn3aLmu.

© 2026 PyMoct 6
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2. KomnoHeHTbl WorksPad u ux HasHaueHue

WorksPad coctouT 13 cieaytowmx KOMNOHEHTOB — CEPBUCOB:

e Gateway Service — cepBu1C, NPUHUMAOLLNIN MHPOPMALMIO OT KAMEHTCKUX NPUNOKEHWNI 1 BEO-
npunoxeHnin WorksPad. PaboTaeT no npotokonam HTTPS, WSS 1 TCP. OcHOoBHbIMW 3ag4a4amm
OAHHOro cepBuca ABAAIOTCA:

o [MNepBuyHas ayTeHTUdMKALMA NONb30BATENS;

o PerucTpauma nonb3oBaTENbCKUX YCTPOWCTB;

o BbinosnHeHue onepaumit Hag dpainammn n nankamum (O6LKMe nanku SMB, 6UbAMOTEKN
AoKymeHToB SharePoint, Manku WebDAV);

O BbInosHeHWe onepaunii Hag cCoObLWEHNAMM 3TEKTPOHHOM NOYTbI, KOHTAKTaMMU,
KaNeHZapHbIMK COBbITUAMM U APYTON NOYTOBON GYHKLMOHANBHOCTbIO;

o ObecneyeHune B3aMMOAENCTBUSA NONb30BaTeNeN C YaT-60Tamu;

o Ob6paboTKa 3anpocoB oT Be6-bpay3epoB KANEHTCKUX npunoxkeHnit WorksPad;

o KypHanuMpoBaHMWe 3aNpocoB NO/b30BaTENEN.

e Share Service — cepBuc, KOTOpbI NpeAHasHaYeH A5 BbINOJHEHUS ONepaLMn HaZ BHELHUMM
ccblnkamu. Monyyaet 3anpockl oT Gateway u Caiita BHELWHero goctyna no npotokony HTTPS. Takxke
CepBMC OTNPaBAAET 3anpockl Ha Gateway.

¢ Notification Service — cepsuc, KOTOpbIN NpegHa3HavYeH g8 OTAPaBKKU push-yBegomneHn
KAMEHTCKUM npunoxeHnam WorksPad, a Takke an1a oTnpaBKu cayKebHbIX yBe4OMAEHUI
agMuHucTpaTopam cuctembl WorksPad. PaboTtaet no npotokony HTTPS.

e Archiver Service — cepBuc, KOTOPbIN 3aHUMAETCA APXMBUPOBAHMEM XKypHana cobbITUi cepBepa
WorksPad. Mo ymon4aHuo apxnMBMpoBaHMe 3anycKaeTca Kaxkabii geHb B 2:00 n umeet
OrpaHuYeHme NPoAONKUTENBHOCTU BbINOJHEHWUA paBHOE 3 YacaMm.

e LDAP Sync Service — cepBU1C, KOTOPbI 3aHMMAETCA CUHXPOHU3ALLMEN NONb30BaTeNEN CUCTEMBI C
LDAP. Mo ymon4yaHMo CUHXPOHU3aLUMA 3anycKaeTcs Kaxabii aeHb B 0:00 1 umeeT orpaHMyeHme
NPOAOMKUTENBHOCTM BbINOIHEHUA paBHOE 6 Yacam.

KomnoHeHT Admin API npeactasnset coboit Beb6-npuaoxKeHne, KOTopoe NO3BOASAET YNPaBAATb CUCTEMOW
WorksPad nocpeactsom ncnosibzoBaHus 8e6-API. Joctyn K dyHKUMOHanbHocT Admin APl umetot
No/sIb30BaTENN C CUCTEMHOM PONbI0 KAOMUHUCTPATOP» UM C KaKOM-TMBO NOSIb30BATENLCKOM POJbIO
aAMUWHUCTPUpPOBaHMA B cucteme WorksPad.

KomnoHeHT Chatbot API npeacTtaBnneT coboit Beb6-npuiorKeHMe, KOTOPOEe NO3BONSAET YaT-60Tam
B3aMmoAeincTBoBaThb ¢ nonb3osatensmm WorksPad n ctopoHHMx mecceHaxkepos (Telegram, Microsoft
Teams) nocpeAcTBOM UCMNO/Ib30BaHUA Be6-API.

Kpome BbiLeyKaszaHHbIX KOMNOHeHTOB, B cocTaB WorksPad Bxoaat Beb6-npunoxernna KoHconb
agMunHucTpaTopa (Administration Console), Monb3osaTenbckuii noptan (User Portal) u Cant BHellHero
poctyna (External Access Site). [locTyn K Beb-npunoxeHnam KoHconb agMUHUCTpaTopa U
Monb3oBaTenbckuit noptan peryanpyetca ponammn WorksPad: K KoHconm agmmMHMUCTpaTopa MMetoT AoCTyn
TO/IbKO MO/1b30BATE/IN C CUCTEMHOM PObI0 «AGMUHUCTPATOP» UM C KaKOU-TMB0 N0JIb30BaTEIbCKOMN PObIO
aamuHucTpmpoBaHmua B cucteme WorksPad. CooTBETCTBEHHO K N0/1Ib30BaTE€/IbCKOMY NMOPTANy MMEHOT 40CTyN
TO/IbKO MN0Nb30BATE/IN C CUCTEMHOM posbto «[onb3oBaTenb». Monb3osatenm WorksPad moryT Bnagets
HECKOZIbKUMMW PONAMU OLHOBPEMEHHO.
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[na nonyyeHns KAMEHTCKMMM NpunoxkeHnammn Desktop X onepaTnsHbIX push-yBegomneHnin oT cepeepa
WorksPad (Hanpumep, yBeaOMAEHWNI O HOBbIX BXOAALLMX NMUCbMaX 31EKTPOHHON NOYTbl) HEO6X0ANMO
oTAenbHO ycTaHoBMTL KomnoHeHT Desktop X Notification Service (DXNS)!. DXNS paboTtaeT no npotokony
HTTPS 1 ucnonb3yet TexHonorunto SSE (Server-Sent Events). KOMNOHEHT MOXHO pa3BepHYTb BO BHYTPEHHeN
ceTu opraHmsaumm unm 8 DMZ. NoapobHee cmoTpute « PyKOBOACTBO MO YCTaHOBKE M KOHPUIYPUPOBaHMUIO
DXNS».

! lna nonyuenna auctpubytusa DXNS ceauTech ¢ Bawmm noctaswmkom pewerma WorksPad.
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3. YnpaBaneHue nMueH3namm

YnpasneHue nnuensnamm WorksPad ocyliectsnserca npyM NOMOLLM NULLEH3MOHHbIX $GanaoB ¢
pacwupeHunem .lic.

MpocmoTpeTb NapameTpbl TEKYLLUX IMLEH3UN, @ TaK}Ke 3arpy3uTb HOBbIE MOXKHO Npu nomowm KoHconu
aAMUHUCTPaTopa B pasgene «JlmueHsnn». NoagpobHee cm. PyKoBoACTBO aaMUHUCTpaTOpa.
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4. CuctemHble TpeboBaHusA

KomnoHeHTbl cepBepa WorksPad moryT pyHKUMOHUpPOBATbL Nog ynpasaeHnem cneayouwmx OC:

e Astra Linux Special Edition (ALSE) 1.7 / 1.8;

e Debian10/11/12;

e RedHat Enterprise Linux (RHEL) 8.7 / 8.8 / 9.2;
e OracleLinux8.7 /8.8/9.2;

e PEANOCT7.3;

e POCA12.4;

e ALT Linux 10.1.

Ha Bcex cepBepax aonxeH 6biTb pa3sepHyT Microsoft ASP.NET Core 6.0 1 nnaruH GSS-NTMLSSP.
Ona xpaHeHus cnyxebHon nHdopmaumnm, WorksPad ncnonbsyer CYBA:

e PostgreSQL 11 unn 6onee nosgHen Bepcum;
e Tantor BE/SE 15 nnu 6onee nosgHei sepcuu;
e Postgres Pro 15 unu 6onee nosaHeii Bepcum.

Ona pabotbl c 0bwmmm nankamm SMB, WorksPad ncnonbsyet npotokon SMB sepcuii 2.0.2, 2.1.0 n 3.0.0.

[Ons paboTbl ¢ BubanoTekamm AoKymeHToB SharePoint (SharePoint Document Libraries), WorksPad Tpebyet
Hannuusa Microsoft SharePoint Server 2010 unu 6onee nosgHe Bepcun.

[na paboTbl nouToBOM dyHKUMOHaNbHOCTU, WorksPad noagaepusaeT cneaytowme TUMbl NOYTOBbIX
CepBepos:

e RuPost

e Zimbra 8.8 unu 6onee nosgHei sepcuu;

o  Microsoft Exchange Server 2010 SP1 unu 6onee nosaHeii Bepcuu;
e CommuniGate Pro 6.0 unu 6onee nosgHei Bepcuu;

o fAHpeKc.

Cuctema WorksPad noagepunsaet nHterpaumio c DLP-cuctemamm:

e InfoWatch Traffic Monitor 6.5 nau 6onee nosgHei Bepcuu;
e Solar Dozor 7.10 unu 6onee nosgHei Bepcuu;

e CépuMHdopm KUB 6.7 nnmn 6onee nosgHeit Bepcum;

e Falcongaze SecureTower 7.0 unu 6onee nosgHen Bepcun.

AyTteHTMdUMKauma nonblosatenen WorksPad ocywectsnsercs npu nomowy LDAP (Microsoft Active
Directory, ALD Pro, FreelPA, OpenLDAP, Samba DC).

TpeboBaHMA K 06bemMy onepaTUBHOM NaMATU U AUCKOBOMY NPOCTPAHCTBY 3aBMCAT OT BapnaHTa
pa3BepPTbIBAHUA U OXMAAEMOTO YMCAA Nosib3oBaTenel. NogpobHee 0 BapMaHTax KOHOUTYpaLumn cMm. pasaen
BapuaHTbl TONO/IOTUMN CUCTEMbI.
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Huke npuseaeHbl MUHUMa/IbHblE CUCTEMHbIE TPeBOBaHWUA NPW Pa3BEPTbIBAHUN BCEX KOMMNOHEHTOB
WorksPad Ha ogHom cepBepe n ana obcny:kmneaHusa go 200 nonb3oBaTenei:

Mpoueccop: 4-a4epHbIN,

OnepaTtueHaa namaTb: 8 b,

[OunckoBoe npocTpaHcTBo: 1 6 (6e3 yueTa 06bema NONb30BaATENbCKUX M ONY6AMKOBaHHbIX ¢alinos).
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5. BapnaHTbl TONONAOrMU CUCTEMDI

5.1. OpgHOCepBepHan Tonoaorusa

C TOYKM 3peHna 6e30MacHOCTM PEKOMEHAYEeTCs pa3BopayYnBaTb CUCTEMY BO BHYTPEHHEN CETU OpraHu3aLmu.
PasmectnTe 06paTHbIN NPOKCU-CepBEP HAa OAHOM KomnbloTepe ¢ cepepom WorksPad. 31o nossoaunt
YMEHbLWUTb KOZIMYHECTBO I'Iy6!1MI-(yeMbIX CETEBbLIX NOPTOB, a TaKXXe NpPeaoCTaBUT agMUHNCTPATOPY bonee
LLIMPOKME BO3MOMKHOCTU MO HACTPOIKe ceTeBoro B3anmoaenctems. NoapobHee cm. pasgen YcTtaHoBKa U
HaCTDOﬁKa OGDaTHOFO NPOKCU-cepBepa.

Internet / pmzZ LAN

Wi-Fi Network

Tcp

—
EEEE—

~ WorksPad Server N

External Access

b HTTPS Site

WorksPad (8002) SMB Servers
External Access Site S
(browser] HTTP: HTTP/HTTPS
(4431) (80, 443)
- B
HTTPS/WSS
- Gat
] (443) ﬂ@ . = s SharePoint / WebDAV Servers

4 - s Fi brony || Messaging || Files Assistant e
WorksPad Coein |
User PDﬂal Reverse Proxv E_ Admin 2FA Policies MDM “ Palicies WP | (443)
(browser) (Apache, Nginx, etc.) Reverse Proxy A

Video Conferencing Services

(Apache, Nginx, etc.)

HTTP/HTTPS
(80, 443)

HTTPS
(8001)

WorksPad
PC Agents

User Portal

Notification

Mail Servers
HTTPS
(443) deseee E

Chatbots

==

HTTPS

(8000) Administration
Console
HTTPS

LDAP Sync
TCP
\.

(389/636)

HTTPS
(4434)

HTTPS
(4433)

WorksPad
Clients

Chatbot API

Desktop X
HTTPS/WSS HL E
(443) HTTPS N
s (58080)  WorksPad Admin API Client
“=’I Administration Console
[ browser,
Assistant ! | inEEi f !
Web Clients HTTPS
(browser) ! (58080) PostgreSQL
Desktop X
HTTPS Notification Service .
(443) (1344/2344/9101) %
N TTT] E
WorksPad

DLP

Notification Hub
& Verification Servic

Aunarpamma 1. Mpumep ogHocepBepHoit KOHPUrypauum WorksPad.

[na poctyna K cucteme 13 MIHTepHeTa MOXHO BOCMNO/1b30BATbCA CYLLECTBYOLWMM NPOKCU-cepsepom B DMZ
man VPN-noaKNtO4eEHNEM, €CIM TAKOBbIE MMEKOTCA.

LocTyn K KoHconn agmuHuctpaTtopa, Admin APl n Chatbot APl pekomeHayeTca npeaocTaBAATb TO/IbKO U3
BHYTPEHHEN CEeTN OpraHmn3aLmu.
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5.2. MHorocepBepHasa Tonosorusa

ﬂ,ﬂﬂ 06Cﬂy)KMBaHMﬂ 60/1bLLIOrO KONMYECTBa No/b3oBaTenemn pekomeHAayeTca NCNo/1b30BaTb KN1actep
cepsepos WorksPad. Mcnonb3oBaHue Knactepa No3BoAsSET 1ErKO MacluTabupoBaTb cUCTEMY,
6anaHCVIPOBaTb Harpysky, a Takxe nosbillaeT eé OTKa30yCTOI7IHVIBOCTb.

Internet / DMZ LAN
Wi-Fi Network

I_..._._I | WorksPad Server
HTTPS/WSS HTTPS/WSS Node 1

. (443) (443)
INEN

WorksPad Clients [ ]
Desktop X

HTTPS
(4430, 4431, 4434)

NLB

WorksPad Server
Node 2

Awnarpamma 2. Mpumep knacrepa WorksPad u3 gsyx ysnos.

B KauecTBe BXOAHOM TOUYKM ANA KAUEHTCKUX npunoxeHnin WorksPad Heobxoaumo ncnonb3osaTth agpec
annapaTHOro UaM NporpaMmHoro 6anaHcupoBLLMKa Harpy3ku (NLB), KoTopblii byaeTt pacnpesenatb
3anpochl MeXAay y3famu Knacrepa.

Bce y3nbl Knactepa WorksPad fonHbl MICNONb30BaTb eANHYIO0 633y AaHHbIX. PekomeHAyeTcA MCNob30BaTb
Knactep PostgreSQL.

Y6eauTech, YTO CO BCEX Y3/10B KaacTepa AOCTYMHbI pecypcbl opraHunsauun ($baiinosbie XpaHNAMULLA,
nouyToBble CepBepa W T.4.), UHTerpupoBaHHble ¢ cepsepom WorksPad.
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6. MoarotoBka MHPPACTPYKTYpPbI

MoarotoBka MHGPACTPYKTYpPbI BKAOYAET B ceba cneaytowme waru:

e YcTaHOBKA cepBepoB (annapaTHbIX MW BUPTYaNbHbIX) C 0g4HOM M3 OC, yKasaHHOW B pasaene
CuctemHble TpeboBaHus.

e YcraHoBKa Microsoft ASP.NET Core 6.0 Ha Bcex cepBepax, rae NaaHMpyeTcs UCnosib3oBaTtb
KomnoHeHTbl WorksPad.

e YcraHoBKa nnarnHa GSS-NTLMSSP.

e YcTaHOBKa W HacTpoWka oaHon ns CYB/, ykasaHHoM B pasgene CuctemHble TpeboBaHUs.

e YCTaHOBKa M HaCTPOKMKa 06paTHOro NPOKCU-cepBepa.

e HacTpoiika nHterpaumm c cepsepom UC, ecnn TpebyeTcs.

e HacTpoiiKa nHterpaumm c RuPost, ecnm TpebyeTtcs.

e Hactpoiika nHterpaumm c Microsoft Exchange, ecnun Tpebyertcs.

e Hactpoiika nHterpaummn c CommuniGate Pro, ecnmn Tpebyetcs.

e HacTtpoiika uHterpaumm ¢ Microsoft SharePoint, ecnu Tpebyetcs.

e Hacrtpoiika uHterpaumm c InfoWatch Traffic Monitor, ecnun Tpebyetcs.

e HacTpoiiKa ceTeBbix NOPTOB A/19 BCEX CEPBEPOB, B TEX C/IyYanAX, KOraa sToro TpebyeT Tekyuias
nHppacTpykTypa. MogpobHee cm. pa3aen PekomeHa0BaHHAs KOHOUIypaLUma NopTos.

6.1. YcraHoBKa Microsoft ASP.NET Core
Bce komnoHeHTbl WorksPad pabotatoT B cpeae BbinosiHeHna ASP.NET Core Bepcumn 6.0.

[lna ycTaHOBKM NakeTa HeobX0AMMO BbINOSHWUTL B TEPMUHAJE YKa3aHHbIE HUMKE KOMaHAbI.

6.1.1. YcraHoBka B OC ALSE 1.8
sudo apt-get install -y aspnetcore-runtime-6.0 apt-transport-https

6.1.2. YcraHoBKa B OC Debian 12

wget https://packages.microsoft.com/config/debian/12/\
packages-microsoft-prod.deb -0 packages-microsoft-prod.deb
sudo dpkg -i packages-microsoft-prod.deb

rm packages-microsoft-prod.deb

sudo apt-get update; \
sudo apt-get install -y aspnetcore-runtime-6.0 apt-transport-https

6.1.3. YcraHoBKa B OC Debian 11

wget https://packages.microsoft.com/config/debian/11/\
packages-microsoft-prod.deb -0 packages-microsoft-prod.deb
sudo dpkg -i packages-microsoft-prod.deb

rm packages-microsoft-prod.deb

sudo apt-get update; \
sudo apt-get install -y aspnetcore-runtime-6.0 apt-transport-https
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6.1.4. YcraHoBsKa 8 OC ALSE 1.7 / Debian 10

wget https://packages.microsoft.com/config/debian/10/\
packages-microsoft-prod.deb -0 packages-microsoft-prod.deb
sudo dpkg -i packages-microsoft-prod.deb

rm packages-microsoft-prod.deb

sudo apt-get update; \
sudo apt-get install -y aspnetcore-runtime-6.0 apt-transport-https

6.1.5. YcraHoska B OC RHEL / Oracle Linux / PEQ, OC / POCA
sudo dnf -y install aspnetcore-runtime-6.0

6.1.6. YctaHoBKa B OC ALT Linux
sudo apt-get install -y dotnet-aspnetcore-runtime-6.0

6.2. YctaHoBKa GSS-NTLMSSP

GSS-NTLMSSP — 310 nnarnH mexaHnama GSSAPI, peanumsytowmii NTLM-ayTeHTUdMKaumio. Mcnonbsyetca
cepsepom WorksPad npu B3aumogencTsumn ¢ No4ToBbIMKU CUCTEMAMMU U GaNNIOBBIMU MCTOYHUKAMM.

[nAa ycTaHOBKM NaKeTa H606XO,CI,MMO BbIMO/IHUTb B TEPMUNHA/1E YKA3aHHYIO HNXKE KOMaHAY.

6.2.1. YcraHoska B OC ALSE / Debian
sudo apt-get install gss—-ntlmssp

6.2.2. YcraHoBKa B OC RHEL / Oracle Linux / PEQ, OC / POCA
sudo dnf -y install gssntlmssp

Ecnv paHHbIV NakeT OTCYTCTBYET B NOAK/IIOYEHHbBIX PENO3UTOPUAX, TO PACCMOTPUTE BapUaHT ero nosiyuyeHus
U3 ApYrMx UCTOYHMKOB. Hanpumep:
https://yum.oracle.com/repo/OracleLinux/0OL8/appstream/x86 64/getPackage/g
ssntlmssp-1.2.0-1.e18 8.x86 64.rpm

6.2.3. YcraHoBKa B OC ALT Linux
sudo apt-get install gssntlmssp

6.3. YcraHoBKa CYb/,
Ons pabotbl cepBepa WorksPad Tpebyetca CYB/[, PostgreSQL, Tantor unu Postgres Pro.

CYB/, fonycTMMO pasmelLaTtb I0OKaNbHO, Ha TOM }Ke CEpBEpPE, rAe PacnooKeHbl KOMMNOHEHTbI cepBepa
WorksPad. Bosiee cnosKHbI BapMaHTbl TONOAOTMM, HANPUMEP, MHOXKECTBEHHas YCTaHOBKA KOMMOHEHTOB C
MCMNO/Ib30BaHNEM HaNaHCUPOBKM HarpysKu, MoXKeT NoTpeboBaTh BblAe/IeHNs OTAeIbHOro cepBepa
(oTKasoycTOMUMBOroO Knactepa) AN pasmelieHuns 6asbl AaHHbIX.

6.3.1. YcraHoBKa PostgreSQL
[na ycTaHOBKM NakeTa He06X0AMMO BbINONHUTL B TEPMUHAJE YKa3aHHbIe HUXKE KOMaHAbl.

6.3.1.1. YcmaHoska 8 OC ALSE / Debian
sudo apt-get install postgresql
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6.3.1.2. YcmaHoska e OC RHEL / Oracle Linux / PE/] OC / POCA

sudo dnf -y install postgresgl-server

sudo su -c "postgresgl-setup --initdb" postgres
sudo systemctl enable postgresqgl.service

sudo systemctl start postgresqgl.service

6.3.1.3. YemaHosKa 6 OC ALT Linux

sudo apt-get install postgresqgll5-server
sudo /etc/init.d/postgresgl initdb

sudo systemctl enable postgresqgl

sudo systemctl start postgresqgl

6.3.2. YcraHoBKa Tantor
MHCTpYKLMA No ycTaHoBKe Tantor 4ocTynHa Ha opuLmManbHOM canTe:
https://docs.tantorlabs.ru/tdb/ru/16 8/be/install-binaries.html

6.3.3. YcraHoBKa Postgres Pro
MHCTPYKUMA Nno ycTaHoBKe Postgres Pro goctynHa Ha oduuManbHOM canTe:
https://postgrespro.ru/products/download/postgrespro/latest

6.3.4. NoaaeprKKa Knactepa 6asbl JaHHbIX

Cepsep WorksPad noggep»usaet paboTy ¢ Knactepom 6a3bl AaHHbIX NP ncnoab3oBaHum PostgreSQL 14
nnu 6onee NnosgHen Bepcun, a TakKe Apyrux noagepkmnsaembix CYBL, nocTpoeHHbIX Ha eé ocHoBe. Mpu
ycTaHoBKe cepeepa WorksPad MOXKHO yKa3aTb HECKO/IbKO XOCTOB A1 NOAKNOYEHUsA K 6a3e AaHHbIX.
Cepsep WorksPad paboTaeT To/1bKO C rnaBHbIM (BeAyLinMM) cepBepom B Knactepe. OnpeaeneHue rnaBHoro
cepBepa B Knactepe nponcxoamt pas B 10 cekyHA.

6.4. YcTaHOBKA M HacTpoMKa obpaTHOro npoKcu-cepeepa

Kaxkapbih KomnoHeHT cepBepa WorksPad, KoTopbln UMeeT nHTepdeiic ANs cCeTeBoro B3aMmMoaencTems,
MCMO/Ib3YeT OTAENbHbIV ceTeBOW NOpPT. JaHHble KOMMNOHEHTbI PaboTatoT NoA, yNpaBaeHUeM
KpoccnnaTtpopmeHHoro Beb-cepsepa Microsoft Kestrel.

BmecTe c Beb-cepepom Kestrel pekomeHayeTca ncnonb3osaTb 06paTHbIA Npokcn-cepeep (Nginx, Apache u
T.M.). OTO NO3BO/IMT YMEHbLINTbL KOIMYECTBO NYB/IMKYEeMbIX CETEBbIX MOPTOB B MIHTEPHET, a TaKKe
npesoCcTaBUT agMUHUCTPATOPY Bonee LMPOKME BO3MOXKHOCTU NO HAacTPOMKe ceTeBoro B3aMMoLenCcTBuSA.

O6paTHbIN NPOKCU-CEPBEP MOMKHO PAa3MECTUTb Ha OTAE/IbHOM KOMMbIOTEPE MM HA OAHOM KOMMblOTEpPE C
cepsepom WorksPad.

B pamKax AaHHOTO PyKOBOACTBA B KayecTBe 06paTHOro NpoKcu-cepeepa paccmatpumaetca Nginx.
PekomeHayeTca ncnonbsosatb Bepcuto 1.15.6 naum sbiwe.

YctaHosuTe Nginx B COOTBETCTBUM C Bepcuelt Bawero cepsepa Linux. MHCTpyKumMmM no ycTaHOBKe s
pa3nIMYHbIX BepCKi Linux 4oCTynHbl Ha odpuumanbHom cante Nginx:
https://nginx.org/ru/linux_packages.html.
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B pasgene MpunoxkeHue 1 npeacrtasneH npumep danna koHourypaumm Nginx. Momectute sToT dainn B
nanky ¢ BKAOYEHHbIMM caitTamu Nginx. B 6osibluMHCTBE cnyyaes 3To nbo «/etc/nginx/sites-enabled/»,
nmbo «/etc/nginx/conf.d/». YTOUHUTb, Kakyto Nanky ucnonbsyet Nginx, MosKHO B paline
«/etc/nginx/nginx.conf», anpektmea «include» B cekumm «http».

BHumaHue! MpoaHannsunpyiite npumep daina koHurypaumm Nginx Ha cooTBeTcTBUE TpeboBaHMAM Ballel
opraHmsauunu. MNpm HeobXoAMMOCTM CKOPPEKTUPYINTE €0 UAN UCNOJIb3YyTE CODCTBEHHbIE HACTPOMKM.

6.5. HacTpoitka nHrerpauum c cepsepom UC
[aHHbIl 3Tan HeobxoaMMm, ecaun NnaHMpyeTca uHtTerpauunsa cuctemol WorksPad ¢ cepsepom UC (Unified
Communications). B npoTuBHOM ciy4yae moxKeTe NponycTUTb 3TOT Luar.

Mpu HacTpoiKe nHTerpaumn c cepsepom UC B KnneHTCKMx npunoxkeHunsx WorksPad n Desktop X ctaHoBuTCS
[ocTynHa GyHKLUMOHANbHOCTb MmecceHaxkepa. MNoapobHee 06 uHterpaumm WorksPad ¢ cesepom UC
cmoTpuTe «PykoBOACTBO NO MHTErpaumm ¢ cepsepom UC».

6.6. Hactpoiika uHterpayum c RuPost
[aHHbI 3Tan Heobxoamm, ecnm ana obecnevyeHmns NoYToBol GyHKUMOHanbHOCTM cuctembl WorksPad
nAaHUPyeTCcA UCNO/b30BaTh NOYTOBLIN cepsep RuPost. B NpoTUBHOM CayYae MoXKeTe NponyCcTUTb 3TOT Luar.

BHuMaHue! [1na KOppeKTHOM paboTbl pacLIMPEHHbBIX MHTErPaLMOHHbIX BO3MOXKHOCTeM ¢ cepBepom RuPost
Heob6xo4MMOo Ucnob3oBaTb Bepcuio 4.2.1 nnau soiwe.

Y106bI MCMO/Ib30BaTb push-yBeAOMIEHUA O MOUYTOBbIX COOLITUAX B KANEHTCKUX NpuaoxkeHuax WorksPad
HeobXxo04MMO HAaCTPOUTb OTMNPABKY COOTBETCTBYIOLMNX YBeAOMIEHNI OT cepBepa RuPost Ha cepBep
WorksPad. [1na aToro BbiNoNHUTE CeayoLme Warku:

BoigmTe Ha cepsep RuPost oT umeHM cynepnonb3osaTtens (root)

B TepMmuHasne BbINONHUTE C/ieAyIOLLYI0O KOMaHAay:

rupost push on --url
https://<WorksPadServer>/Notification/SendRuPostPush

MpumeuaHue. PekomeHayeTcsa nybankosaTtb cnyxby Notification Service no agpecy
«https://<WorksPadServer>/Notification» c ucnonbsosaHvem o6paTHOro NpoKcu-cepsepa.
BHumaHue! Ha ykasaHHOM agpece cnyx6bl Notification Service gonxeH ncnosnb3oBaTtbea
OeNcTBUTENbHbIM SSL-cepTUdUKAT AN1A Balero 0MeHa, BbINyLLEHHbI A0BEPEHHbIM LLEHTPOM
cepTudmKaLmm.

6.7. Hactpoika nHrerpauuum ¢ Microsoft Exchange

[JaHHbIV 3Tan Heobxogum, ecnun gna obecneyeHuns NoYToBon dyHKUMOHaNbHOCTU cucTembl WorksPad
naaHMpyeTcA MCNOAb30BaTb NOUTOBbLIN cepeep Microsoft Exchange naun noutosble cay:k6bl Office 365. B
NPOTMBHOM C/ly4ae MOXKeTe NPonyCTUTb 3TOT Lar.

6.7.1. Hactpoiika nonuTtuku perynmposaHua Microsoft Exchange
BHUMaHue! ALMUHUCTPATOP HE MOXKET YCTaHaBIMBATbL NOIMTUKKU peryamnposanms gnsa Office 365.

Onsa paboTtbl WorksPad c cepsepom Exchange pekomeHayeTcs CHATb OrpaHUYeHus, HaknaablBaemble
NONUTUKOMN perynmpoBaHua kameHtos Microsoft Exchange no ymonuyaHuio. B npoTuBHOM ciyyae, B CBA3M C
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[0BOJIbHO HU3KMMM NOPOTraMu NOJIMTUK, YCTaHOB/IEHHBIX NO YMoYaHuio gaa Exchange Web Services,
BO3MOMHbI BpeMeHHbIe 0TKa3bl B 06CNYXMBaHUK 3aNpPocoB (Man 6onee measieHHoe Ux 0bCayKuBaHue) co
cTopoHbl Exchange Server. BepoaTHocTb cpabaTbiBaHMA NONUTUK BbICOKA 411 ALLMKOB 60/1bWNX Pa3mMepos,
0COb6EeHHO Npu NepBoHaYanbHON CUHXPOHU3ALMN.

Huke npeacTaBaeHO ONMCaHWE LWaroB, KOTopble HEOBXO4MMO BbINOAHUTL A4MUHUCTPATOPY A5 CHATUA
OrpaHUYeHuni B 3aBMCMMOCTHM OT Bepcum Exchange.

6.7.1.1. Hacmpolika nonumuku peayauposaHus 011 Microsoft Exchange 2010
[Ns HaCTPOMKM NONUTUKM pPeryanpoBaHus KameHTos Ha Microsoft Exchange 2010 Heo6xoAMMO BbINOAHNUTD
cneayrowme warun:

1. Bowntn Ha Exchange Server oT UMeHM Y4€THOM 3anncK agMUHUCTPaTopa M 3anycTutb Exchange
Management Shell

2. [ns co3gaHus HOBOWM MOJIUTUKN PEryanpoBaHMa, HE0BX0ANMMO BbIMOHUTbL CAEAYIOLLYHO KOMaHAY:
New-ThrottlingPolicy WorksPadPolicy -EWSMaxConcurrency $null -
EWSPercentTimeInAD $null -EWSPercentTimeInCAS S$Snull -
EWSPercentTimeInMailboxRPC Snull -EWSMaxSubscriptions $null -
EWSFastSearchTimeoutInSeconds $null -EWSFindCountLimit $null

3. BbINOAHUTE CNeayroLWy0 KOMaHAY AN NPUMEHEHUA HOBOM MOSINTUKM KO BCEM BNageNbLAM
MOYTOBbIX ALLMKOB, K KOTOPbIM 0bpaLlatoTca nosnb3zosaTtenn WorksPad:
Set-Mailbox "<user login>" -ThrottlingPolicy WorksPadPolicy

4. [nAa npMmeHeHUsA HOBOM MONUTUKMU K CUCTEMHOM YYETHOM 3anmcK ansa push-ysegomaeHnin

BbIMNO/IHUTE CNeayoLy0 KOMaHAY:
Set-ThrottlingPolicyAssociation -Identity "<user login>" -
ThrottlingPolicy WorksPadPolicy

6.7.1.2. Hacmpolika noaumuku peaysnuposaHus 041 Microsoft Exchange 2013 u sbiwe
[nA HaCTPOMKKU NONUTUKK perynmpoBaHusa KaneHTos Ha Microsoft Exchange 2013 u Bbiwe Heobxoanmo
BbINONHUTb C/leAytoLLMeE LWaru:

1. BoliauTe Ha cepBep, rae yctaHosneH Microsoft Exchange Server oT UMeHM y4ETHOM 3anucu
agMMHUCTPaTopa M 3anycTuTtb Exchange Management Shell

2. [nA co3gaHusa HOBOWM MNOJIMTUKN PEryanpoBaHma, He0bxoAMMO BbIMOIHUTDL CeAYHOLLYH0 KOMaHAY:
New-ThrottlingPolicy WorksPadPolicy -RCAMaxConcurrency Unlimited -
EWSMaxConcurrency Unlimited -EWSMaxSubscriptions Unlimited -
CPAMaxConcurrency Unlimited -EwsCutoffBalance Unlimited -
EwsMaxBurst Unlimited -EwsRechargeRate Unlimited

3. BbINoAHWTE Cneaytowyo KOMaHA4Y 418 NPUMEHEHMSA HOBOM NOJIMTUKM KO BCEM B/Iage/bL,am
MOYTOBBIX ALWMKOB, K KOTOPbIM 0bpaLatoTca nonb3osatenm WorksPad:
Set-Mailbox "<user login>" -ThrottlingPolicy WorksPadPolicy

4. [na npumMeHeHUsA HOBOM NOJIUTUKM K CUCTEMHOWM YYETHOM 3anucu Ansa push-yseOMIEHNUN

BbINOJIHUTE CNeayoLy0 KOMaHAY:
Set-ThrottlingPolicyAssociation -Identity "<user login>"
ThrottlingPolicy WorksPadPolicy
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6.7.2. Hactpoitka Autodiscover
[aHHbI 3Tan HeobxoaAMMm, ecnm NAaHUPYEeTCA UCNO/1b30BaTb push-yBegoOMAEHMA O MOYTOBbIX CODLITUAX B
KNMEHTCKMxX npunoxeHmax WorksPad. B npoTMBHOM c/ly4ae MOXKeTe NponycTUTb 3TOT Lar.

ABTOObHapyKeHUe (Autodiscover) ncnonbsyetca gns onpegeneHnn ceaseit mexay CAS (Client Access
Server) 1 agpecamu 3/1eKTPOHHOM NOYTbI. ITO ABAAETCA HEOHX0AUMbIM TPeboBaHMEM AN KOPPEKTHOM
paboTbl NOYTOBLIX YBEAOMAEHWUINA.

Heobxoammo ytobbl cny>kba aBToobHapyKeHns Exchange 6bina AocTynHa ¢ cepsepa, rae pa3BépHyTa
cnyxb6a WorksPad Notification Service.

6.7.3. Co3gaHune CUCTEMHOI YYETHOM 3anucK ana NouToBbIX push-yBegomneHuii
[aHHbI 3Tan HeobxoaAMMm, ecnm NAaHUPYeTCA UCMNO/1b30BaTb push-yBegoMAEHMA O MOYTOBbIX COOLITUAX B
KNMEHTCKMxX npunoxkenmax WorksPad. B npoTMBHOM ciydae MOXKeTe NponycTUTb 3TOT LWar.

Ona nonydyeHns n o6paboTKM NOYTOBLIX YBEAOM/IEHUI OT cepBepa Exchange Heobxoaumo nmeTtb
CUCTEMHYIO YUYETHYIO 3anmMcb C NpaBamMun Ha onnueTsopeHue (ponb Applicationlmpersonation) B Microsoft
Exchange. [laHHas y4€THaAA 3anNncb NO3BONAET CO34aBaTb OT MMEHW NO/1b30BaTENA NOAMNMUCKU Ha NOAyYeHue
NMoYTOBbIX yBeAOMAEHUI OT Exchange, a TakKe noay4yaTb HeobxoAMMYI0 ANA OTNPaBKKU push-yBeagomneHui
nHpopmaymtio.

Co3paiite cuCTEMHYIO YUYETHYIO 3anucb, Hanpumep, « WPNotification». YUéTHol 3anmcm pekomeHayeTca
3a4aTb HaAEXHbl Napoab. CPOK AeicTBMA Napona AonxeH 6biTb He orpaHuyeH. Uma 1 naponb 3Toi
YUYETHOM 3aMMCK A0/KHbI OCTaBaTbCA HEUSMEHHbBIMM.

[anee npeacrasneHo onMcaHue LWaros, KOTopble HE06X0AMMO BbINOAHWUTL aaMUHUCTPaTopy Microsoft
Exchange ana npeaoctaBneHna HEO6X0AMMbIX MPAB CUCTEMHOM YY4ETHOM 3anmcu:

1. BoliauTe Ha cepsep Microsoft Exchange Server oT UMeHW y4ETHOM 3aNMCK aAMUHUCTPATOPA U
3anyctuTe Exchange Management Shell

2. [OnAa npenocTaB/ieHUA CUCTEMHOW YYETHOM 3anMcuy nNpaB Ha 0OIMLETBOPEHME BbINONHUTE
cneayroLyo KOMaHay:
New-ManagementRoleAssignment -Name "WorksPad Notification Admin" -
Role:ApplicationImpersonation -User "<user login>"

BHumaHue! [1na faHHOW CUCTEMHOM YYETHOM 3aNnCK KpaiHe PEKOMEHAYETCA CHATb OFpaHNYeHus,
HaKnaablBaemble NOJUTUKON peryanposaHua KnmeHtos Microsoft Exchange no ymonuaHuio (He
npumeHumo K Office 365). MoapobHee cm. pasgen «HacTpoika NoAnTUKK peryanposaHuna Microsoft

Exchange».

6.8. Hactpoika uHrerpauumu ¢ CommuniGate Pro

[JaHHbIV 3Tan Heobxogum, ecnun gna obecneyeHuns NouToBon dyHKUMOHaAbHOCTU cucTembl WorksPad
nAaHMpyeTcA MCNOAb30BaTb NOYTOBbLIN cepsep CommuniGate Pro. B npoTUBHOM C/iyYae MoXeTe
NPONYCTUTb 3TOT Luar.
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6.8.1. YcTaHOBKa CKPUMNTOB U HaCTPOMKa NpaBua oA BXOAALLEN NOUTbI
[aHHbI 3Tan HeobxoaAMMm, ecnm NAaHUPYEeTCA UCNO/1b30BaTb push-yBegoOMAEHMA O MOYTOBbIX CODLITUAX B
KNMEHTCKuMx npunoxenumax WorksPad. B npoTMBHOM c/ly4ae MOXKeTe NponycTUTb 3TOT LWar.

[ns nonyyeHna n o6paboTKmM NOYTOBbLIX YyBEAOMIEHUI OT cepBepa CommuniGate Pro Heob6xoamMmo
YCTaHOBUTb CreLmanbHble CKpMnTbl 13 naketa WorksPad CGP Push Sender?, a Tak»ke HacTpOMTb npasuaa
ONA BXOAALLEN NoYTbI.

MpumeuaHue. Mpasuna gna BXo4ALLEN NMOYTbI A0/XKHbI 6bITb HACTPOEHbI A1 BCEX AOMEHOB, N0/1b30BaTE/M
KoTopbix gobasneHbl B cuctemy WorksPad.

Mepep, yctaHoBKOM cKpunTa «workspad-pushhandler.sppr» n3 naketa WorksPad CGP Push Sender
Heobxo4MMO ero NoAroToBUTb. 15 3TOrO BbINOJIHUTE YKa3aHHbIe HUXKe AeACTBUS:

OTKpoliTe Ha pegaKkTupoBaHue dain «workspad-pushhandler.sppr».
YkaxuTte B panne URL-agpec cnyxb6bl WorksPad Notification Service, oTpeaakTnpoBas yKa3aHHbIN B
Hém wabnoH «https://<WorksPadServer>/Notification/SendCgpPush» (Hanpumep,
«https://192.168.10.10/Notification/SendCgpPush»).
MpumeyaHune. O6bpaTute BHUMaHUe, 4to CommuniGate Pro noaaepvMBaeT B3aMMoOAenNCcTBME No
npoTokony HTTPS 13 cKkpunTa TONbKO C UCNO/Ib30BaHWEM CTaHAAPTHOro nopTa 443. B cBA3K € 3TUM
HeobxoamMmo onybankosaTb cnyxby Notification Service no agpecy
«https://<WorksPadServer>/Notification» c ucnonb3osaHnem o6paTHOro NpoKcu-cepsepa.

3. CoxpaHuTte ¢dann.

[anee npeacTaBaeHO ONMCAHME LLAFOB, KOTOPble HEOHBXOAMMO BbINOAHUTL aAMUHUCTPaTOpPy CommuniGate
Pro ons ycTaHOBKM CKPUMNTOB M HAaCTPOMKKU NPaBua ANA BXOAALWEN NoYTbl:

1. Boingute B nHTepdeinc AammHnctpatopa CommuniGate Pro oT umeHM y4€THOM 3anmcu

aAMMHUCTpaTopa.

2. [epengute B pasgen «Monb3osatenn» — «MHTeppencob».

3. Ha oTkpbliBLUElica cTpaHuLe 3arpy3uTe dann «workspad-pushsender.wcgp».

4. Nepengute B pasgen «lMNonb3oatenm» — «PBX».

5. Ha oTkpbiBLUEelics cTpaHuLe 3arpy3uTe dann «workspad-pushhandler.sppr».

6. Mepengute B pasaen «MNonbsosatenn» — «JoMeHbI».

7. B npeactaBneHHON TabanLe HaXKMUTE Ha UMS OMEHA, B KOTOPOM HEOHXOAMMO HAaCTPOUTb
npaBWIa BXOAALLEN NOYTbI.

8. Mepengute B pasgen «Moyta» BbIBpPaHHOIoO fOMeEHa.

9. Ha oTKpbiIBLIEMCA CTpaHULEe co3aaliTe cneaytollee Npasuo:

Mpuopurter Uma
7 PushMail
AaHHble Onepauua Mapametp

2 InA nosyyeHns nakeTa CBAMKMUTECH C Bawmm noctaswmkom pewenuns WorksPad.
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DeiictBne NapameTp
http://127.0.0.1:8100/sys/workspad-
Obpatutbea no URL pushsender.wcgp?type=mailln&sub="s&fromFull="F&from="E&to="

R&rcpt="r&messageld="I

6.8.2. Co3pgaHMne CUCTEMHOM YYETHOM 3anucK ana NoYToBbIX push-yBegomneHuii
[aHHbI 3Tan HeobxoaAMMm, ecnum NAaHUPYETCA UCMNO/1b30BaTb push-yBegoOMAEHMA O MOYTOBbIX CODLITUAX B
KNMEHTCKMxX npunoxkeHmax WorksPad. B npoTMBHOM c/ly4ae MOXKeTe NponycTUTb 3TOT LWar.

[na nonyyeHns n 06paboTKM NOYTOBbIX yBEAOMAEHMI OT cepeepa CommuniGate Pro Heob6xoguMmo umeTb
CUCTEMHYIO YYETHYIO 3anmMcb € NpaBom AocTyna «MonHbli goctyn Ko Bcem Mankam». [laHHas y4éTHasA
3anMncb NO3BONAET NONYYaTb HEOBXOANUMYIO ANA OTMPABKMU push-yBeLoMNeHUI MHGOPMAUMIO.

MpumeyaHune. Cnuctema WorksPad He Mcnonb3yeT CUCTEMHYIO YY4ETHYIO 3aNnCb A1 U3MEHEHMA HACTPOEeK
cepBepa CommuniGate Pro n aaHHbIX eé nosib3oBaTtenei. MpegocTaB/ieHHble NpaBa A0CTYNa UCMO/b3YOTCS
TOJIbKO 418 NoaydYeHUs MHGOPMaLMKN O HOBbIX BXOAALLMX COOBLLEHMAX, KOTOpas HeobxoamMma ana paboTbl
push-yBegomneHui.

Cospaiite cMcTeMHYI0 YUETHYIO 3anucb, Hanpumep, « WPNotification». YuéTHol 3anmcK pekomeHayeTtca
3a/aTb HagEXHblIM Naponb. CPOK AeiCTBUA NApoNA A0NXKeH 6bITb He orpaHuyeH. Umsa 1 naponb 3Toi
YYETHOW 3aMMCcK SOMKHbI OCTaBaTbC HEU3MEHHbIMM.

[anee npeactaBieHO onucaHMe Waros, KOTOPble HEOBX0AMMO BbINOAHUTL agMUHUMCTPaTopy CommuniGate
Pro ana npepocraBneHma HEOHXOANUMbIX NPAB CUCTEMHOM YYETHOM 3aNnCK:

1. Bownagute B MHTepdelic AammHuctpatopa CommuniGate Pro oT UMeHU y4ETHOM 3anucu
agMUHUCTpaTopa.

2. MNepengute B pasgen «lMonbsosatenn» — «JOMeHbI» U B NPeACTABAEHHON TaM TabaunLe HaxkmuTe
Ha UMA OMeHa, B KOTOPOM Dblaia co34aHa cMcTeMHas y4€THan 3anucb Ans paboTbl
dYHKUMOHANbHOCTM push-yBeaomneHni.

3. B oTKpbiBweMcA pasgene « O6bEeKTbI» HAXKMUTE HAa UMA CUCTEMHOM YYETHOM 3anNMCK NONb30BaTeNS.
HaxkmunTte Ha ccbinky «lMpaBa [JocTyna», KOTopaa pacnonoXKeHa B NPaBOM BEPXHEM Yyray
OTKPbIBLUENCA CTPAHMULLbI.

5. Bblbepute gna nosb3osaTens caeayroLlme rpynny npas goctyna — «MoyKeT MeHATb YCTaHOBKU Beex
[JomeHoB 1 Nonb3oBatenen».

6. B pasgene «O6bEKTbI» yKaxKnUTe NPaBo A0CTyna — «MoAHbIA gocTyn Ko Bcem Mankam».

7. Haxkmute KHoNKy «MoandumumpoBaTtby.

6.9. Hactpoitka unHrerpauyum ¢ Microsoft SharePoint

[aHHbIR 3Tan Heob6xoauM, ecau ¢ nomolubio cuctembl WorksPad nnaHupyetca obecneuntb AOCTYN K
6ubnnotekam gokymeHToB Microsoft SharePoint nau SharePoint Online. B npoTMBHOM c/yyae moxKeTe
NPONyCcTUTb 3TOT LUar.

[na poctyna K 4OKYMeHTaMm, pasmelleHHbIM Ha nopTanax Microsoft SharePoint, nonb3osateny 40MXKHbI
06/1a4aTb COOTBETCTBYOWMMM NpaBamu. Cneaytowme paspelleHmns A0KHbI ObiTb NPeAoCTaB/eHbl
NoNb30BaTeNAM Ha KaxKaom nopTane SharePoint B 3aBMCMMOCTM OT XKeNaeMoro pexuma 4ocTtyna:
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Pexxum OnucaHue pexuma PaspeweHuns SharePoint
«YTteHune» YTeHune u ckaumBaHme gokymeHToB Ha | View Items, Browse Directories, View
MOB6UIbHOE YCTPONCTBO Pages, Use Remote Interfaces, Open

«CoBmecTHasA pabora»  «YTeHue» + 3arpysKa AOKYMEHTOB:
[o0baBneHne c BO3MOXKHOCTbIO + Add ltems, Edit Items
3ameHbl 6e3 yaaneHua

«PepaKktuposaHue» «CoBmecTHas paboTta» + YaaneHue + Delete Items

6.10. HactpoiKka uHterpaumuum c InfoWatch Traffic Monitor
[aHHbIV 3Tan HeobxoauMMm, ecnun nnaHupyeTca nHterpauns cuctemol WorksPad ¢ DLP-cuctemoit InfoWatch
Traffic Monitor (IWTM). B npoTMBHOM c/ly4ae MoXKeTe NponycTuTb 3TOT Lar.

B pamKax nHTerpaumm ¢ DLP-cuctemoit, cepsep WorksPad oTnpasnset TeHeBble Konuu ¢aiinos,
CKaumBaeMbIX Ha MOBUJIbHbIE YCTPOWNCTBA, Ha cepep IWTM. [as HacTPOWMKM B3aMMOAENCTBUA cepBepa
WorksPad ¢ DLP-cuctemoii IWTM Heobxoamnmo yctaHoBuTb naarvH WorksPad TM Adapter? B cuctemy
IWTM. NoapobHee 06 nHterpaumm WorksPad c DLP-cuctemoit cmoTtpute B «PyKoBOACTBE NO MHTErpaLum C
InfoWatch Traffic Monitor».

6.11. PekomeHpoBaHHAA KOHPUrypaymua nopTos

Ona pabotbl kKomnoHeHToB WorksPad Heo6xoAMMO OTKPbITb PA, CETEBbLIX MOPTOB M3 BHELLIHUX CETEN K
cepsepy WorksPad, ot cepsepa WorksPad K BHyTpeHHUM pecypcam u cuctemam (cepsepy b/,
KOHTpO/I/IEpam AOMEHA, MOYTOBbIM cepBepam U np.). TakKke a1a paboTbl HEKOTOPbLIX KOMMNOHEHTOB
CUCTEMbI MOXET NOTPEebOoBaTLCA OTKPbITUE ceTeBbIX NOPTOB OT cepBepoB WorksPad B MHTepHeT. B Tabanue
HU}Ke NpeACcTaB/eH nepeyeHb HEO6X0AMMbIX MOPTOB C yKasaHMem KomnoHeHToB WorksPad v BHewWwHMx

cucTem.

MopTt MpoTokon UcTOYHUK Touka o6paleHusn
443 HTTPS, WSS UHTEpHET, NHTpaHeT Reverse Proxy

57574 TCP UHTepHeT, nHTpaHeT Reverse Proxy

8000 HTTPS Reverse Proxy Administration Console
8001 HTTPS Reverse Proxy User Portal

8002 HTTPS Reverse Proxy External Access Site
4430 HTTPS, WSS Reverse Proxy Gateway Service

57574 TCP Reverse Proxy Gateway Service

4432 HTTPS Reverse Proxy Admin API

44345 HTTPS Reverse Proxy Notification Service

3 lns nonyyeHuns naarMHa CBAMKMUTECH C Bawmm nocTasmkom pewenns WorksPad.
4 Heobxoanmo ana paboTbl Be6-6paysepa B KNACCMUECKUX KNMEHTCKUX npunoxkeHunax WorksPad.
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4430
4430
4431
4431
4430
80, 443
80, 443
445
993
465
443
143
587
443
143
587
6787

993

465

443

993
465
443

80, 443

8100, 9100

443

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTP, HTTPS
WebDAV
SMB
IMAP
SMTP
CalDAV, CardDAV
IMAP
SMTP
CalDAV, CardDAV
IMAP
SMTP
CalDAV, CardDAV

IMAP

SMTP

CalDAV, CardDAV

IMAP
SMTP
CalDAV, CardDAV

HTTP, HTTPS

HTTP, HTTPS

HTTPS

Administration Console
User Portal
External Access Site
Gateway Service
Share Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service
Gateway Service

Gateway Service

Gateway Service

Gateway Service

Gateway Service
Gateway Service
Gateway Service

Gateway Service, Notification
Service

Gateway Service, Notification
Service

Gateway Service

Gateway Service

Gateway Service

Share Service

Share Service

Gateway Service

Cepsepbl Microsoft SharePoint
Cepsepbl WebDAV
dainosble cepsepbl (SMB)
MouTtosble cepsepbl RuPost
MouTtosble cepsepbl RuPost
MouTtosble cepsepbl RuPost
MouToBble cepBepbl Zimbra
MouToBble cepBepbl Zimbra
MouToBble cepBepbl Zimbra
MouTtoBble cepsepbl Mailion
MoyTtoBble cepsepbl Mailion
MouToBble cepBepbl Mailion

MouToBble cepsepbl VK
WorkMail

MNMouToBble cepsepbl VK
WorkMail

MouTtosble cepsepbl VK
WorkMail

Cepsucbl AHaekc 360
Cepsucbl AHaekc 360
Cepsucbl AHaekc 360

MouToBble cepBepbl Microsoft
Exchange

MoyToBble cepBepbl
CommuniGate Pro

Cepsucbl BKC

5> HeobxoAMMO A1 NoAyYeHUs push-ysesomMaeHNiA U3 BHEWHUX cucTem (nouTosble cepsepbl, UC-cepaep).

© 2026 PyMNoct

23



WorksPad™

PyKoBOACTBO NO YCTAaHOBKE U KOHPUIryprMpPoBaHUIO

443

9101

2344

1344

1344

443
1812
443
4430
4434
4433

5432

389, 636

80, 443

88, 464

53

80, 443°
443’
4438

58080°

HTTPS

TCP

ICAP

ICAP

ICAP

HTTPS
RADIUS
HTTPS
HTTPS
HTTPS
HTTPS

TCP

TCP

SCEP

TCP, UDP

TCP, UDP

TCP
HTTPS
HTTPS

HTTPS

Moutosble cepsepbl RuPost /
CommuniGate Pro, cepsep UC

Gateway Service, Share Service

Gateway Service, Share Service

Gateway Service, Share Service

Gateway Service, Share Service

Gateway Service

Gateway Service

Gateway Service, Chatbot API
Chatbot API

Chatbot API

YaT-60TbI

Gateway Service, Notification
Service, Share Service, Archiver

Service, LDAP Sync Service, Admin

API, Chatbot API

Gateway Service, LDAP Sync
Service, Admin API

Gateway Service

Gateway Service, Notification
Service, Share Service

Gateway Service, Notification
Service, Share Service

Gateway Service
Gateway Service, Admin API
Notification Service

Reverse Proxy, Notification

Reverse Proxy

DLP-cuctema InfoWatch Traffic
Monitor

DLP-cuctema Solar Dozor

DLP-cuctema CépulHpopm
KB

DLP-cuctema Falcongaze
SecureTower

Cepsepbl Keycloak
Cepsepbl RADIUS
YaTt-60Tbl

Gateway Service
Notification Service
Chatbot API

PostgreSQL

KoHTponnep gomeHa (LDAP)

NDES/SCEP-cepsep

LleHTp pacnpocTpaHeHus
Kntoveli Kerberos (KDC)

Cuctema AOMEHHbIX UMEH
(DNS)

UHTepHeT, nHTpaHeT
WorksPad Verification Service
WorksPad Notification Hub

Desktop X Notification Service

% NopTbl 1 IP-agpeca ycTaHaBAMBAIOTCA B 3aBUCUMOCTM OT PacrofioXKeHna Beb-pecypcos, K KOTOpbIM HE0BX04MMO
npeaoCcTaBUTb A0CTYN Yepes BCTPOEHHbIN Beb-6paysep WorksPad.
7 HeobxoamMmo ana aktmsauum amueHsmin. Cepsep WorksPad Verification Service: ivs.workspad.ru.

8 Heobxoammo ana pabotbl push-ysegomnennit. Cepsepbl WorksPad Notification:

push-eu-01p.workspad.ru, push-eu-02p.workspad.ru.
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Service

8081 HTTPS Gateway Service Cepsep UC

Cnepyet 06paTuTb BHMMaHWe, 4TO B TabMLe onmcaHbl NOpTbl, Tpebytowmecs 4ns paboTbl
HenocpeacTBeHHO KomnoHeHToB WorksPad, ogHako, Ans B3anmMoaencTBuA cepBepoB, ABAAIOLLMXCA
uneHamu gomeHa LDAP, moxeT noTpeboBaTbCa HaCTPOMKa M APYrUX CETEBbIX MOPTOB/MPOTOKOOB.
Hanpumep, tcp/135, tcp/137, tcp/3268, tcp/3269, tcp/42, tcp/445, tcp/464, tcp/49152-65535, tcp/88,
tcp/Idap, tcp/ldaps, tcp/netbios-ssn, udp/389, udp/445, udp/464, udp/88, udp/domain, udp/nameserver,
udp/netbios-dgm, udp/netbios-ns, udp/ntp.

MoapobHoe paccMoTpeHWe CETEBOrO B3aMMOAENCTBUA MeXAY cepBepamu B MHOPACTPYKType gomeHa LDAP
BbIXOAMT 32 PaMKM Al@aHHOro PYKOBOACTBA.

9 HeobxoamMmo ana paboTbl push-yBeOMAEHUIN B KAMEHTCKMX NpuaoskeHuax Desktop X.
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7. OeiicTBMA nepea HAYya/lOM YCTAaHOBKU

Mepep yctaHoBKol cuctembl WorksPad Heobxoanmo npensapuUTenbHO BbIMOIHUTL Cieaytolme AencTBua:

e Cosgatb 6a3y gaHHbIx B CYB[, PostgreSQL / Tantor / Postgres Pro.

e Co3paTtb KOpHeByto Nanky ana FileBox, ecan nnaHMpyeTca NCNob30BaTh 3Ty PYHKLMOHANbHOCTD.

e Co3paTb KOPHEBYHO MankKy A5 BHELWHWX CCbIJIOK, €CAM NAAHUPYETCA UCNOb30BaTb 3Ty
dYHKLMOHaNbHOCTD.

e Co3paTb KOPHEBYIO MaNKy A8 CCbIJIOK HA BNOXKEHUA, €C/IN NIAHUPYETCA NCNOb30BaTh 3Ty
®YHKLMOHaNbHOCTD.

7.1. Co3paHue 6a3bl AaHHbIX

Heobxoanmo npegBaputenbHO co3aaTh NycTyto 6a3y gaHHbIX B CYB/ PostgreSQL / Tantor / Postgres Pro. Bo
BpeMA NepBon yCTaHOBKM Tyaa byayT AobaBneHbl Bce HE0OX0AMMble KOMNOHEHTbI 6a3bl AAaHHbIX A5
cuctembl WorksPad. PekomeHayemoe Ha3BaHMe 6a3bl gaHHbIX — « WorksPad». Takxke pekomeHayetca
co3aaTb B CYB/] cneumanbHOro nosb3sosatena «workspad» 1 npefocTaBuTb eMy NosiHble NpaBa Ha 6a3sy
AaHHbix WorksPad.

BHumaHue! Heobxoaumo ybeauntbes, uto B CYB/l HacTpoeH aocTyn K 6base gaHHbIX ¢ cepepa WorksPad ¢
ncnosib3oBaHnem metoda ayteHTndukauma SCRAM-SHA-256 nan MD5.

Hanpumep, npu pasmeweHnn CYB[ Ha ogHoM KomnbtoTepe ¢ cepeepom WorksPad, B paiine koHdurypaumm
pg_hba.conf moxHo yKasaTb cneaytollee 3HadeHUA (metoa md5 nposepaeT Napoab Nosb3oBaTens,
npoussoga ayteHTudukaumo SCRAM-SHA-256 nam MD5):

# IPv4 local connections:

host all all 127.0.0.1/32 md5

# IPv6o local connections:

host all all ::1/128 md5

7.2. Co3aaHue KopHeBoW nanku gna FileBox
[aHHble fencTBus HeobXxo4MMO BbINOHUTL, TO/IbKO €C/IN NAAHUPYETCA UCNONb30BaHME
dyHKUMoHanbHoct WorksPad FileBox.

Cospavite ob6Lwyto nanky SMB — KopHeBOM NyTb K NONAb30BaTe/IbCKMM Nankam. B 3Toi nanke B
nocneaytouiem byayT co3gaBaTbCca NepcoHasibHble Nanku nonbsosatenen WorksPad. B kayecTse umeHu gas
nanKknM MOXXHO MCNo/b30BaTb, Hanpumep, «WorksPadFileBox». Ha faaHHyto nanky Heob6xoammo
npesoCcTaBMTb NOJIHbIE NPaBa A0CTyNa NoO/sb30BaTeNAM BCeX A0MEHOB (rpynnbl «Domain Users» Bcex
[AOMEHOB, N0JIb30BaTeNN KOTopbIX byayT paboTaTh ¢ cuctemon WorksPad).

7.3. Co3aaHune KOpHEBOI NanKu ANA BHELWHUX CCbIIOK
[aHHble gencTena HeobxoaMMO BbINOSHUTL, TOJILKO €CAN NAAaHUPYETCA NCNO/Ib30BaHMe
dYHKLMOHaNbHOCTU BHELWHMX ccbliok WorksPad.

Co3pgalite 06uuyto nanky SMB — KopHeBOM NyTb K ony6ankoBaHHbIM daiinam. B aTolh nanke B
nocaeaytouiem 6yayT pasmelleHbl ony6MKoBaHHbIE MO BHELWHWUM CCbiIkaM daitnibl. B KauecTBe MeHN ans
Manky MOXHO MCMNOb30BaTb, Hanpumep, « WorksPadShareBox». Ha nanky Heobxoaumo npefocTaBuTb
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no/siHble NpaBa A0CTyNa No/ib30BaTe 0, KOTOPLIM B Nocaeaytowem byaeTt MCnoib3oBaTbcA AnA
B3aMMOeNCcTBUA C AaHHOMN NanKoi.

7.4. Co3aaHune KOPHEBOM NanKu ANA CCbIZIOK HA BNOXKEHUA
[aHHble geincTBma HeobxoAMMO BbINOJHUTL, TOJIbKO €CAM NAAHUPYETCA UCMO/Ib30BaHNE
dYHKLMOHANbHOCTU CCbINOK Ha BoxKeHMA WorksPad.

Co3pgaliTe 0o6uyto nanky SMB — KopHeBOM NyTb K ony6anKoBaHHbIM daiinam. B aToli nanke B
nocneaytouiem byayT pasmelyeHbl onyb/IMKOBaHHbIE MO CCbIJIKAM BOXKEHUS. B KauecTBe MMeEHU ANs Nanku
MOXHO 1CMNob30BaTb, Hanpumep, «WorksPadAttachmentBox». Ha nanky HeobxoamMmo npeaocTaBuTb
nosiHble NpaBa AOCTYNa NOAb30BaTEN0, KOTOPbIN B Nocaeayowem byaeT MCNoab30BaTbCA ANA
B3aMMOEeNCTBUA C AaHHOW NanKoi.
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8. YcTaHOBKa cucrembl

8.1. YcraHoBKa B OC ALSE / Debian

[ns yctaHoBKkKM nakeTa WorksPad Heob6xoaMMOo BbINOAHUTL B TEPMUHANE YKa3aHHYIO HUXKE KOMaHAY:

sudo dpkg -i workspad amd64.deb

Mporpamma ycTaHOBKM BbINO/IHEHA B BUAE MacTepa. PaccMoTpum noApobHO Kaxabll Wwar npoueaypbl
YCTaHOBKM nakera.

Lar 1. HeobxoamMmo ykasaTb Ha3BaHMe cepBepa 6asbl gaHHbIX. [Tpy HEOHXOAMMOCTU MOMKHO 33aTb
HecTaHAaPTHbIV NOpPT, yKa3as cepBep 6a3 AaHHbIX B cneaytolem popmare: «<hostname>:<port>».

Mpu ncnonb3oBaHUM KnacTepa 6a3bl AaHHbIX MOXKHO YKa3aTb CPa3y HECKO/IbKO XOCTOB Yepes 3anATyio B
dopmare: «<hostnamel>,<hostname2>,<hostname3>».

:onfiguration

Database Connection

Server:

localhost

LWar 2. HeobxoaMMmo yKa3aTb HazBaHUe 6a3sbl AaHHbIX.

Package configuration

Database C

Database Name:

WorksPad
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LWar 3. HeobxoaMMo yKa3aTb MMA MONb30BaTeNA AN A0CTyNa K 6a3e AaHHbIX.

Package configuration

LWar 4. HEO6XO[],MMO YKa3aTb napob, COOTBETCTByPOLLI,Mﬁ NnoNb30BaATENO U3 NpeablAyLlWero wara.

onfiguration

Database Connection

Password:

Ecnu Bce napameTpsbl 6bl1M YKa3aHbl BEPHO, TO ycTaHoBKa cepeepa WorksPad 3aBeplumTcs ycnewHo.

B cnepyowem pasgene I'IOApO6HO OnNnCaHbl NapameTpbl YCTaHOB/'IEHHOﬁ CUCTEMBI.

8.2. YcraHoBKa B OC RHEL / Oracle Linux / PEQ, OC / POCA / ALT Linux

[na yctaHoskM naketa WorksPad Heob6x041MMO BbINOMHUTL B TEPMUHAJE YKa3aHHYIO HUXKE KOMaHAY:

sudo rpm -i workspad.x86 64.rpm

Mocne Havana YCTaHOBKMU, NaKeT 3anpoCcuT caegyroume napamMmeTpbl NOAKNTHOYEHNUA K 6ase AaHHbIX:

e HasBaHue cepBepa 6a3bl AaHHbIX
Mpn HEOBXOAMMOCTN MOXKHO 334aTb HECTaHAAPTHbIV NOPT, yKasas cepsep 6a3 AaHHbIX B
cneayouem popmate: «<hostname>:<port>».
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Mpw ncnonb3oBaHMM Knactepa H6a3bl AaHHbIX MOXHO YKa3aTb Cpa3y HECKO/IbKO XOCTOB Yepes
3anatyto B popmare: «<hostnamel>,<hostname2>,<hostname3>».

e HassaHue 6a3bl AaHHbIX

e Uma nonb3osBatensa Ana focryna K 6ase AaHHbIX

e Maponb yKkasaHHOro nosb3oBaTens.

[user@localhost ~]$% sudo rpm -i workspad-5.3.5-1.x86_64.rpm
Add group workspad

Add user workspad

PostgreSQL connection properties

Enter the server:

localhost

Enter the database name:
workspad
Enter the database user:
workspad

Enter the database password:
khkkhkhkhkhkhhhhk

Ecnm Bce napameTpsbl 6bl1M YKa3aHbl BEPHO, TO ycTaHOBKa cepeepa WorksPad 3aBeplmTcs ycnewHo.

Start service workspad-gateway.service

Enable service workspad-notification.service

Created symlink /etc/systemd/system/multi-user.target.wants/workspad-notification.service =2
/usr/lib/systemd/system/workspad-notification.service.

Start service workspad-notification.service

Enable service workspad-share.service

Created symlink /etc/systemd/system/multi-user.target.wants/workspad-share.service » fusr/1li
b/systemd/system/workspad-share.service.

Start service workspad-share.service

Enable service workspad-userportal.service

Created symlink /etc/systemd/system/multi-user.target.wants/workspad-userportal.service » /u
sr/lib/systemd/system/workspad—-userportal.service.

Start service workspad-userportal.service

[ I A WO N I I B G B o
AV VA VN D Y VO VAR V) i VPN |\ N

has been installed!

!
!
[P I VA | (A !
!
|

Let's try the URL: https://localhost:8000 ==
[user@localhost ~1% D

B cnepytowem pasgene noapobHo onucaHbl NapameTpbl YCTAHOBAEHHOM CUCTEMBI.

8.3. MapameTpbl YCTAaHOBNEHHOW CUCTEMDI
KomnoHeHTbl cepsepa WorksPad ycraHasimBatoTca B AvpekTopuio «/opt/workspad».

B pe3synbTaTe yCTaHOBKM cepBepa, B systemd perucTpupytoTca yKasaHHbIe HUXKE Cay»Kbbl.
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Cny:kb6a B systemd KomnoHeHT cepBepa WorksPad
workspad-adminapi.service Admin API
workspad-adminportal.service Administration Console
workspad-archiver.service Archiver Service
workspad-chatbotapi.service Chatbot API

workspad-externalportal.service = External Access Site

workspad-gateway.service Gateway Service
workspad-notification.service Notification Service
workspad-share.service Share Service
workspad-userportal.service User Portal

Cny»6bl paboTaloT OT UMEHM CneumManbHO CO34aHHOM Cy»KebHoM yuéTHoM 3anmncn «workspad».

Bo Bpemsa nepsoi yctaHOBKM cepBepa WorksPad co3gaétca cneumansHbii cepTuduKkart 6esonacHoctn. OH
CNYXKUT ANA obecnevyeHns KOHPUAEHUNANbLHOCTU UHDOPMaLUK, XpaHUMOM B cucTeme. B caydae
ncnosib3oBaHus Knactepa cepsepoB WorksPad, gaHHbIl cepTnudmKaT HEO6X0AMMO CaMOCTOATE/IbHO
YCTaHOBUTb Ha Apyrue cepsepa. MogpobHee cm. pasaen CosaanHume knactepa WorksPad.

8.4. NepBOHaYaNbHAA HACTPOMKA CUCTEMDI

[ns nepBoHayanbHOM HacTponkm cuctembl WorksPad ncnonbsyertcsa cneuyanbHaa y4€THas 3anmcb
«local\admin» (nokanbHbI aammHKCcTpaTop). Mapoab no ymondaHuio «wpAdminl23». Mcnonb3yiite eé ana
BX0Za B KOHCO/Ib aAMMHMUCTPATOP Cpasy Noc/sie YCTaHOBKU CUCTEMDI.

Mcnonb3ya AaHHY0 YYETHYIO 3aNnCh 3aperncTpupyinte B cucteme nepsblin gomeH (LDAP). Mocne aToro
nobaBbTe B CMCTEMY OAHOTO M3 MO/b30BATE/IeN 3TOr0 AOMEHA, HA3HAYUB eMY POJIb KALMUHUCTPATOPY.
[anoHenwyo HaCTPOMKy cMCTEMbI NPOU3BOAUTE OT MMEHU A06aBNEHHOrO Nosib3oBaTensn. OTKAOUUTE
YYETHYHO 3aNMCb IOKANbHOIO agMUHUCTpaTopa. NMoapobHee cm. pasaen HacTpoiika N0KaNbHOro

AAMUHUCTPATOPA.

PekomeHayeTcs uameHUTb SSL-cepTMdUKAT, MCNOIb3YEMbIN NO YMONYaHUto Ana Browser Proxy, Ha
OEeNCcTBUTENbHbIN cepTUdMKaT Ana Bawero gomeHa, BbiNyLEeHHbI A0BEPEHHbBIM LLEHTPOM CEPTUPUKALMU.
MoppobHee cm. pasaen HacTpoika Browser Proxy. IToT e cepTUOMKAT NCNONb3yiTe Ha 06paTHOM NPOKCHK-

cepsepe. MoapobHee cm. pasaen NMpunoxkeHue 1.

YctaHosuTe nnueHsuto WorksPad ncnonb3sya KoHconb agmuHuctpaTopa. NoapobHee cm. PykoBoAacTBo
agMUHUCTpaTopa.
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9. O6bHOBNEHUE CUCTeMDbI

[Ons obHoBNeHMA nakeTa WorksPad Heob6xoaMMO BbINOAHUTb B TEPMUHANE YKa3aHHYHO HUXKE KOMaHAY.

BHumaHue! Mpu 06HOBNAEHMM CUCTEMBI KOHOUIYpPaLUOHHble ¢aitnbl Bcex cnyKb 6yayT coxpaHeHbl. Ans
BCEX KOHOUIYPaLMOHHbIX Ppaiios ByayT aBTOMaTUYECKM CO34aHbl pe3epBHble KONUU, KoTopble
pacnofiaratoTcs B TEX XKe AUPEKTOPUAX U MMEIOT B KOHLE MMeHUU cybduke «.bak».

BHumaHue! Mepea Hayanom npoueaypbl 06HOBAEHUA cUCTEMbI 06s3aTeNbHO caenaiite pesepBHYIO KONUIO
Tekyuwien 6a3bl gaHHbIX cepsepa WorksPad.

9.1. O6HoBneHue B OC ALSE / Debian
sudo dpkg -i workspad amd64.deb

B pe3synbTaTe BbINOAHEHUA yKa3aHHOﬁ Bbllle KOMaHA4bl I'IpOM3Ol71[l,éT aBTOMaTMYecKoe 06HOB/IEHME
cuctembl. [JoXXANTeCh yCnewHoro 3aseplieHmns AaHHOVI npoueaypbl.

9.2. O6HoBneHue B OC RHEL / Oracle Linux / PEQ OC / POCA / ALT Linux
sudo rpm -U workspad.x86 64.rpm

B pesynbTaTe BbINOAHEHWA YKa3aHHOM Bbile KOMaHAbl MPOU30NAET aBTOMAaTMYecKoe 06HoBAeHME
cuctembl. [oKANTECH YCMELWHOro 3aBepLleHns 4aHHON npoueaypsbl.

9.3. O6HoBANEeHMe ¢ Bepcuun HMKe 7.0.0

Ecnu BbinonHseTca ob6HoBAeHUe cuctembl WorksPad ¢ Bepcum Huxke 7.0.0 M ucnonb3oBanach
bYHKLMOHaNBbHOCTb CCbIIOK Ha BAOXeHMA, To nocne 3aseplieHns o6HOBNEHUA cepBepa HeobXoANMO
BbINOJIHUTL C/leAytoLLMe CKPUNTbI B KOHTEKCTE KOPHEBOrO KaTasiora onybnKoBaHHbIX Gpaiiios.

Mpun pasmeLLeHMM KOPHEBOTO KaTanora onyb61MKoBaHHbIX ¢ainaoB Ha Linux BbINOJHWUTE Cneayowmii CKPUNT:

#!/bin/bash
shopt -s nullglob

while IFS= read -r -d '' file; do
name=$(basename "$file")
suffix="¢${name: -20}"
dir="¢{suffix:0:2}"
dir="¢{dir,,}"

mkdir -p "$dir" && mv -f "$file" "$dir/"
done < <(find . -maxdepth 1 -type f -regextype posix-egrep -regex ".*/[0-9a-zA-
Z2]1{20}$" -printe)

1% NossonseT nonb3osaTento NPUKpennAaTb d)aﬁl'lbl K COO6LLI,9HM$IM M cobbiTMaAM B Bnae CCblNIOK.
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Mpu pasmeLl,eHMM KOPHEBOrO KaTanora onybnKoBaHHbIX ¢alinos Ha Windows BbiNoHUTE CeaytoLLmi
CKpUNT:

$file name_regex = "~[0-9a-zA-Z]{20}$";

$files = Get-ChildItem -File | Where-Object { $_.Name -match $file name_ regex }
foreach ($file in $files) {
$file folder_in_lowercase = $file.Name.Substring(@, 2).ToLower();

if (-not (Test-Path -Path $file folder in_lowercase -PathType Container)) {
New-Item -ItemType Directory -Path $file folder in_ lowercase
}

Move-Item -Path $file.Name -Destination
"$($file _folder_in_lowercase)\$($file.Name)"

}

BHumaHue! MNocne o6HOBNEHUA cepBepa CO34aHHbIe PaHee CCbIJIKU Ha BAOXeHUA He byayT paboTaTb 40
3aBeplleHMA BbINOMHEHUSA YKa3aHHbIX Bbille CKPUNTOB.

Ecnv ucnonbayetca nHTerpaums cepsepa RuPost c cepsepom WorksPad, To nocne o6HosneHus
HeobXoAMMO B HacTpoiKax cepsepa RuPost nameHnTb agpec cepsepa WorksPad. Tenepb oH goskeH
yKasbiBaTbcA B popmate «https://<WorksPadServer>/rupostapi».

BHumaHue! [1na KoppeKTHOMN paboTbl paclMpeHHbIX MHTErpaLMOHHbIX BO3MOXKHOCTEN ¢ cepsepom RuPost
HeobXxoaMMO UCNob3oBaTb Bepcuio 4.2.1 nnu sbiwe.

9.4. O6bHOBANEHME C Bepcun HMXKe 6.3.30

Mpu o6HoBAeHUK cucTembl WorksPad ¢ Bepcun Huske 6.3.30 KOHGUrypaumnoHHble gaitabl BCex CnyKo
6yayT nepesanucaHbl. 15 BceX KOHOUTYPALMOHHbIX Gainios byayT aBTOMATUYECKU CO34aHbl pe3epBHbie
KOMNUMU, KOTOPblE PACMO/IAraloTCcs B TEX Ke AUPEKTOPUAX M UMEIOT B KOHLLE UMeHNK cydduKe «.bak».

9.5. O6HOBNEHME C Bepcum HuKe 5.3.1
Ecnu BbinonHsaeTca obHoBaeHWe cuctembl WorksPad ¢ Bepcum Huxke 5.3.1, To npegBapuTesibHO
Heob6xo0AMMO BbINOAHUTL ycTaHoBKY Microsoft ASP.NET Core Bepcuu 6.0.
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10. YpaneHue cucremol

Ons ynanenuns naketa WorksPad Heo6xo4MmMO0 BbINOAHUTE B TEPMUHANE YKA3aHHYHO HUXKE KOMaHAay.

BHumaHue! Mepes Havanom npoueaypbl YA3aNEHNE CUCTEMbBI PEKOMEHAYETCA CAENATb pe3epBHYH KONuio
Tekyuwien 6a3bl gaHHbIX, cepTuduKata 6e30NacHOCTU 1 NULLEH3UMOHHDbIX pannos ana cepsepa WorksPad.
[aHHble KOMMOHEHTbl aBTOMaTUYECKU He YAaNnAloTCA.

10.1. YpaneHue 8 OC ALSE / Debian
sudo dpkg -P workspad

B pe3ynbTaTe BbINOJJIHEHUS YKAa3aHHOW Bbllle KOMaHAbl MPOM30MAET aBTOMaTUYECKOoe yaaseHne CUCTEMBI.
[oxXanTecb ycnewHoro 3aBepLueHns aHHOM npoueaypbl.

10.2. Yaanenue B OC RHEL / Oracle Linux / PEQ, OC / POCA / ALT Linux

sudo rpm -e workspad.x86 64

B pe3synbTaTte BbINOJHEHUA YKa3aHHOM Bbille KOMaHAbl MPOM30MAET aBTOMATMYECKOE Yaa/ieHNe CUCTEMDI.
[loXamnTech yCrnewHoro 3aBepLieHna AaHHoM npoueaypbl.
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11. Co3paHue Knacrepa WorksPad

MNoapobHoe onuncaHune Knactepa WorksPad npeacrasneHo B pasgene MHorocepsepHas TOMOAOIMS.

Mpu ycTaHoBKe HoBoro y3na WorksPad ykaxkute 6a3y gaHHbIX, KOTOPYIO MCNOAb30BaAN NPU NEPBOM
pa3BEPTbIBAHUM CUCTEMDI.

Mexay Bcemn y3namm cMcteMbl HEOOXOAMMO OTKPbITb A0CTYN No noptam: 4430, 4431 v 4434. laHHble
NopTbl UCNOJIb3YHOTCA A1 B3aUMOAENCTBUS KOMNOHEHTOB cepBepa WorksPad mexay coboii.

Ha Bcex y3nax Knactepa go/iKeH 6biTb pa3BépHyYT cepTudmKaTt 6esonacHocT. OH aBTOMATUYECKM CO34aETCA

npwv NepBoM PasBEPTbIBaHUM cucTemMbl. A fobaBneHma cepTudurKata Ha HOBbIN y3en HeobxoaMmo
BbINONHUTL C/leAytoLLmMe AeNCTBUA:

1. BbIinonHWTE 3KCnopT cepTuduKata 6esonacHoctn Ha nepsom y3ne WorksPad. Ons storo B
TEPMMHae NepPBOro y31a BbINOJHUTE YKA3aHHYI0 HUKE KOMaHAY:
sudo -u workspad workspad-certtool export --t <thumbprint> --f
/tmp/sec_cert.pfx --p <password>
3ameHuTe <thumbprint> Ha xaw cepTndmKaTa 6e3onacHocTU. Ero MoxHO nocMmoTpeTb B KoHcom
aaMUHUCTpaTopa B pasgene «Obwme HacTponku» (noapobHee cm. PykoBoacTBO
agMUHUCTpaTopa).
3ameHuTe <password> Ha Napo/b, KOTOPbIM ByAeT 3aWnLWLEH dain cepTUdUKaTa.
BHumaHue! KomaHay Heob6xoAMMO BbINOHATL OT MMEHM Nonb3osaTensa «workspad».

2. CkonupyiTe ¢paiin ceptudumKkata 6esonacHocTu «/tmp/sec_cert.pfx» Ha cepsep HOBOrO y3na
WorksPad B nanky «/tmp».

3. [OobasbTe cepTdUMKAT 6€30MacCHOCTM B XpaHUAULLE cepTUPMKATOB HOBOIO y3a. s 3Toro B
TEPMWHA/Ie HOBOTO Y3/1a BbINOJIHUTE YKa3aHHYO HUXKe KOMaHAY:

sudo -u workspad workspad-certtool addseccert --f /tmp/sec cert.pfx

--p <password>
3ameHuTe <password> Ha Napo/ib, KOTOPbIM 3aLNLLEH daiin cepTudmMKaTa.
BHumaHue! KomaHay HeobxoaMMO BbINOHATL OT MMEHU nosib3oBaTens «workspad».

Mocne yctaHoBKKM HoBOro y3na WorksPad, ero KOMNOHEHTbI aBTOMATUYECKM 3apPerncTpupytoT cebs B
cucTeme.

MoAKMouMTE HOBBIN y3en K BanaHCUPOBLUMKY Harpysku ana o6pabotku HTTPS/WSS Tpaduka no nopty 443

n TCP Tpaduka no nopty 5757,

Ha 6anaHCcMpoBLLMKE HAarpy3KkM UCMOb3YyHTe AeNCTBUTEbHbIN SSL-cepTudmKaT oA Bawero gomeHa,
BbIMYLLEHHbIN LOBEPEHHbIM LLEHTPOM cepTUdUKaLUN.

BanaHCMPOBLLMK Harpy3kM HEOb6X0AMMO MCMONbL30BaTb B PEXKMME COXPaHEHMA ceccum (session persistence).

Hanpumep, Ha ocHoBe IP-agpeca MCTOYHMUKA.

1 Nopt 5757 Heobxoaum ana paboTbl Be6-6pay3epa B KNACCUUECKUX KNMEHTCKUX npunoskeHunax WorksPad.
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12. KoHdpurypuposaHue cucrembl

Mocne yctaHoBKM cnuctembl WorksPad, HEKOTOpble KOMMNOHEHTbI CUCTEMbI MOYKHO HaCTPOUTL BPYUHY!O,
N3MEHSAA UX NapamMeTpbl B COOTBETCTBMM C Bawimmm TpeboBaHuamn. Huxe npeacrasneHo onncaHme no
HaCTPOMKe KaXa0ro 13 3TUX KOMMNOHEHTOB.

12.1. KoHpurypuposaHue Gateway Service
YT106bI NpoM3BECTU HACTPOMNKY Gateway Service Heo6Xx04MMO OTKPbITL Palin KoHOUrypaLUnUn cnyKobl
«/opt/workspad/GatewayService/appsettings.json».

BHumaHue! MNocne nsmeHeHna koHPuUrypaumoHHoro daiiia HeobxoAMMOo nepesanycTuTb Cay*Kby B systemd.

12.1.1. HacTpoiKa I0Ka/IbHOro agMUHUCTPATOpaA
MapameTpbl Y4ETHOM 3aNMcK IOKaNbHOro agmuHucTpaTtopa «local\admin» pacnosnoxeHbl B cekuun
«LocalAdmin» daiina KoHduUrypauuu.

Mpumep (NpeacTaBneHa YacTb KOHOUIYpaLUMOHHOTO daiina):

"LocalAdmin": {
"Enabled": true,
"Password": "wpAdminl23"

3

[na paspelueHns/3anpera UCNoNb30BaHMA AaHHOW YYETHOM 3aNUCK U3MEHUTE 3HaYeHUe napameTpa
«LocalAdmin/Enabled» Ha true nau false cootsetcTeeHHO. [1718 cMeHbl Naponsa yYETHOM 3anmncu UsmeHuTe
3HavyeHue napameTpa «LocalAdmin/Password» Ha ntob6oe Heobxoaumoe.

BHMmaHue! PekomeHayeTca oTKN04aTb GYHKLMOHAIbHOCTb IOKa/IbHOTO aAMUHUCTPATOPa nocne
nepBOHaYaNbHOW HAaCTPOWKM CUCTEMDI.

12.1.2. Hactpowka Browser Proxy
MapameTpbl Browser Proxy pacnonoeHbl B cekuumn «BrowserProxy» ¢aiina KoHourypaumm.

MpumeyaHue. [JaHHble HAaCTPOMKM HeobxoaAnMbI gns PaboTbl Be6-6pay3epa B KNAaCCUYECKUX KTMEHTCKUX
npunoxeHnax WorksPad.

Mpumep (NpeacTaBneHa YacTb KOHOUIypauMoHHoro ¢alina):

"BrowserProxy": {
"Enabled": true,
"LoggingTag": "ClientConnectionError, ClientRequestError, HttpProxyConnectDisconnect,
HttpProxyError, IOError",
"ListenIP": "0.0.0.0",
"ListenPort": "5757",
"Certificate": {
"Path": "../SslCert.pfx",
"Password": "Wp.$$L",
"AllowInvalid": true
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[ns BKAOYEHMA/OTKAOYEHNA AaHHOW GYHKLUMOHANBHOCTU M3MEHUTE 3HaYeHe napameTpa
«BrowserProxy/Enabled» Ha true nau false cootseTcTBeHHO.

[na cmeHbl npocaywnsaemoro IP-aapeca usmeHuTe 3HayeHUe napameTtpa «BrowserProxy/ListenlP». [1na
CMeHbl MPOCAYLWMBAEMOro NopTa U3MeHuTe 3HayeHne napamerpa «BrowserProxy/ListenPort».

MapameTpbl SSL-cepTudukaT ans Browser Proxy pacnosoxeHbl B cekuumn «BrowserProxy/Certificate».
MopaepkmMBalOTCA Pas/INyHble UCTOYHUKK cepTuduKaTa:

o  daiin «.pfx».
HacTpansBaemble napameTpbl:
o «BrowserProxy/Certificate/Path» — nyTb K dpaitny ceptudukarta 8 popmare «.pfx».
o «BrowserProxy/Certificate/Password» — naposnb A1 A0CTyna K AaHHbIM cepTuduKaTa.
o  dannbl «.pemy»/«.crt» n « key».
o «BrowserProxy/Certificate/Path» — nyTb K dpaiiny B popmare «.pem»/«.crt».
o «BrowserProxy/Certificate/KeyPath» — nyTb k dpaiiny 8 popmare «.key».
o «BrowserProxy/Certificate/Password» — naponb 418 AOCTyNa K AaHHbIM cepTudUKara.
e XpaHunuuie cepTMdUKaToB.
o «BrowserProxy/Certificate/Subject» — uma cybbekra ana ceptudukara.
o «BrowserProxy/Certificate/Store» — HasBaHUWe xpaHUAULLA cepTUdUKaToB («My» — iMyHoe
nnu «WebHosting» — pasmelieHune Beb-cnyxko).
o «BrowserProxy/Certificate/Location» — Ha3BaHMe PacrnoNoKeHMA XPaHUANLLA
(«LocalMachine» — nokanbHbIlt KomnbioTep nam «CurrentUser» — TeKyLMiA NONb30BaTENb).

[ns paspelweHuns/3anpeTta MCNOb30BaHUA HEHAAEKHOIO cepTudMKaTa (Hanpumep, camo3aBepeHHoro)
n3meHuTe 3HauyeHne napametpa «BrowserProxy/Certificate/Allowlnvalid» Ha «true» nan «false»
COOTBETCTBEHHO.

12.1.3. Hactpoiiku WorksPad AccucteHTa

12.1.3.1. Hacmpoliku seb6-yama
HacTtpoitkm Beb-yata ana nnatdopmbl WorksPad AccucteHta pacnonoxkeHbl B cekunm « WebChat» daiina
KOHUrypauum.

Mpumep (NpeacTasneHa YacTb KOHOUIypaUMOHHOTO daiina):

"WebChat": {
"Enabled": false

1

[na paspeweHunn/3anpeTta otobpaxkeHns seb-4ata UsMmeHuTe 3HadeHne napamerpa «WebChat/Enabled» Ha
«true» unu «false» cootTBeTcTBEHHO.

12.1.3.2. Hacmpoliku dusaliHepa popm
HacTpoitku aunsaitHepa ¢opm gns nnatdpopmbl WorksPad AccructeHTa pacnonioxeHbl B cekumn «Designer»
daitna KoHpUrypauuu.
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Mpumep (NpeactaBaeHa YacTb KOHPUrypauMoHHoro daiina):

"Designer": {
"Enabled": true

¥

[ns paspelweHus/3anpeTta oTobpaxkeHus gusaitHepa $opm M3MeHUTE 3HaYEHUe NapamMeTpa
«Designer/Enabled» Ha «true» nau «false» cootsetcTtBeHHo.

12.1.4. HactpoiKa npoKcu-cepsepa ana Telegram
MapameTpbl NPOKCU-cepBepa ANA coeamHeHnna Gateway Service ¢ cepsepom Telegram pacnonoxeHbl B
cekummn «Telegram» daina KoHUrypaumm.

Mpumep (NpeacTaBneHa YacTb KOHOUIYpaUMOHHOTO daiina):

"Telegram": {
"ProxyAddress": "http://localhost:8888"

3

B 3HaueHunn napametpa «Telegram/ProxyAddress» ykasbiBaetca URL-agpec npokcu-cepsepa.
MpumeyaHue. MNpoKcu-cepBep A0KeH paboTaTb B perkume «be3 ayTeHTUDUKaummn».,

12.1.5. HactpoiKa npoKcu-cepsepa ana Microsoft Bot Framework
MapameTpbl NPOKCU-cepBepa Ana coeguHeHuns Gateway Service ¢ cepsepom Microsoft Bot Framework
pacnonoxeHol B cekumm «MsBotFramework» daina KoHpurypauuu.

Mpumep (NpeacTaBneHa YacTb KOHOUIypauMoHHoro dalina):

"MsBotFramework": {
"ProxyAddress": "http://localhost:8888"

}s

B 3HaueHunn napametpa «MsBotFramework/ProxyAddress» yka3sbisaeTcsa URL-agpec npoKkcu-cepsepa.

MpumeuaHue. MNMpoKcu-cepeep A0MKEH PaboTaTb B perknume «6e3 ayTeHTUPUKaLUn».

12.2. KoHpurypuposaHue Admin API
YT106bI NpoM3BecTM HacTpoiky Admin APl Heobxoanmo OTKpbITh Paitn KoHdUrypaunm cayosl
«/opt/workspad/AdminAPl/appsettings.json».

BHumaHue! MNocne nameHeHns KoHOUrypaumoHHoro dalina HeobxoAMMO NepesanycTuTb Caykby B systemd.

Mpumep (NpeactasneHa YacTb KOHOUrypaUMOHHOro daiina):

| "SwaggerEnabled": true

[na BKNtoYeHUA/OTKAOUYEHNA GYHKLMOHANbHOCTM Swagger U3MeHUTe 3HayeHMe napameTpa
«SwaggerEnabled» Ha «true» nau «false» cootseTcTeeHHo.
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BHumaHue! PekomeHayeTcA OTKN0UYATh QYHKLMOHAIbHOCTb Swagger, eC/IM OHa He UCNoJIb3yeTcs.

12.3. KoHdpurypuposaHue Archiver Service
Y106bI NpoM3BecTn HacTponKy Archiver Service HeobxoanMMo OTKPbITb Gaiin KoHOUrypaLMm CnyK6bI
«/opt/workspad/ArchiverService/appsettings.json».

BHumaHue! MNocne nsmeHeHna KoHPuUrypaumoHHoro daiiia HeobxoAMMmo nepesanycTuTb Cay*Kby B systemd.

Mpumep (NpeactaBneHa YacTb KOHPUrypaLUmMoHHoro daiina):

"StartTime": "02:00",
"MaxDuration": "3" // In hours

B 3HauyeHun napametpa «StartTime» yKkasbiBaetcsa Bpemsa (B popmaTe — «4acbl:MUHYTbI») 3amnycKa 3a4a4m
apPXMBUPOBAHMA XKypHana cobbITUN.

B 3HaueHun napameTtpa «MaxDuration» yKasbiBaeTcd MaKCMManbHoe Bpemsa (B Yacax) BbINONHEHMSA 3a43a4M
apXMBMPOBAHUA KypHana cobbITUNA.

12.4. KondpurypuposaHue LDAP Sync Service
Y106b1 NpomsBectn HacTponky LDAP Sync Service Heob6xo4MMO OTKPbITb palin KoHOUTypaLummn cnyobbl
«/opt/workspad/LdapSyncService/appsettings.json».

BHumaHume! MNocne nsmeHeHUn KOHOUTypauMoHHOro ¢palina HeobxoAMMO NepesanycTuTb caykby B systemd.

Mpumep (NpeacTaBneHa YacTb KOHOUIypaUMOHHOTO daiina):

"CronSchedule": "0 @ @ * * ?",
"MaxDurationInMinutes": 360

B 3HaueHun napametpa «CronSchedule» yKkasbiBaeTca rpadumk 3anycKa 3a4avm CUHXPOHM3ALUN
noJsib3oBartesiel cuctemol ¢ LDAP (onucaHume dopmaTta npencTaBaeHo 34€ecCh).

B 3HaueHun napametpa «MaxDurationInMinutes» yka3biBaeTca MakCMMasibHOE Bpems (B MUHYTax)
BbINO/IHEHWUSA 3343a4U CUHXPOHU3ALLMK NoSIb30BaTeNel cuctemol ¢ LDAP.
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13. NoppepxkKa

B cnyyae BO3HMKHOBEHWSI BONPOCOB MK Npobsiem Bo BpeMsi YCTaHOBKU CUCTEMbI, NOXKanyicta, obpatutecb
B CNIYXKOY TexHuyeckon noaaep>kkn WorksPad uepes nnyHbiii KabuHeT Ha caiiTe https://lk.astra.ru.
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MpunoxxexHune 1

B faHHOM pasgene npeactaBiaeH Npumep cogepkmumoro daina koHdurypaumm caita «workspad.conf» gna
Beb-cepBepa Nginx, pa3BépHyTOro Ha o AHOM KomnbloTepe ¢ cepepom WorksPad. JaHHbli daitn gonxkeH
pacnonaraTbCA B NanKe A/1A BKAOYEHHbIX CAUTOB B COOTBETCTBUM C ANPEKTUBOM «include» B cekunm «http»
daiina Hactpoek «/etc/nginx/nginx.conf».

B Tabanue HMKe yKasaHbl MpaBuaa MapLpyTU3aLmMmn, UCNosiblyemble B AaHHOM daiine KoHburypaumm.

Appec Nginx Apapec Ha3HavyeHuA KomnoHeHT cepBepa WorksPad
https://[server]/ https://127.0.0.1:4430 Gateway Service
https://[server]/admin https://127.0.0.1:8000 Administration Console
https://[server]/user https://127.0.0.1:8001 User Portal
https://[server]/external https://127.0.0.1:8002 External Access Site

B pasgene «server» He0b6xo04MMO yKa3aTb AeCcTBUTENbHbIN SSL-cepTudUKaT Ansa Bawero gomeHa,
BbINYLLEHHbI A0BEPEHHbIM LLeHTPOM cepTUdUKaLmu.

BHumaHue! MpoaHanunsmnpyiite npumep daina KoHdpurypaumm Nginx Ha cooTBeTcTBUE TpeboBaHUAM BalLeN
opraHmsauunu. MNpm HeobXoAMMOCTU CKOPPEKTUPYNTE €0 NN UCMOJIb3YIATE COOCTBEHHbIE HACTPOMKM.

map $http upgrade $connection upgrade {
default upgrade;
''" close;

}

upstream gateway {
server 127.0.0.1:4430 fail timeout=0;
}

upstream admin {
server 127.0.0.1:8000 fail timeout=0;
}

upstream user {
server 127.0.0.1:8001 fail timeout=0;
}

upstream external {
server 127.0.0.1:8002 fail timeout=0;
}

server {

listen 443 ssl;

listen [::]:443 ssl;

#Specify hostname here if you need SNI

#server name wp.contoso.com

ssl certificate /etc/nginx/ssl/workspad public.pem;

ssl certificate key /etc/nginx/ssl/workspad private.pem;

access_log /var/log/nginx/wp-access.log;
error log /var/log/nginx/wp-error.log;

ssl protocols TLSvl.2 TLSvl.3;
ssl prefer server ciphers on;
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#Legacy ciphers are commented out, if you use old devices you might need to adjust ciphers
accordingly

#ssl _ciphers "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 EECDH+ECDSA+SHA256
EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH+aRSA+RC4 EECDH EDH+aRSA RC4 !aNULL !eNULL !LOW !3DES !MD5
!EXP !PSK !SRP !DSS !RC4";

#ssl ciphers
TLS_AES 256 _GCM_SHA384:TLS CHACHA20 POLY1305 SHA256:TLS_AES 128 GCM SHA256:TLS_AES 128 CCM 8 SHA256:
TLS_AES 128 CCM SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384 : ECDHE-RSA-AEECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-
SHA256: DHE-RSA-AES256-GCM-SHA384;

ssl ciphers EECDH+AESGCM:EDH+AESGCM;

ssl _ecdh curve secp52lrl:secp384rl;

#Generate dhparam using open SSL and specify path here
#openssl dhparam -out /etc/nginx/ssl/dhparam.pem 4096
ssl dhparam /etc/nginx/ssl/dhparam.pem;

ssl session cache shared:SSL:10m;
ssl session timeout 5m;

ssl buffer size 4k;

ssl session tickets off;

ssl stapling on;

ssl stapling verify on;

resolver 8.8.8.8 8.8.4.4 [2001:4860:4860::8888] [2001:4860:4860::8844];
resolver timeout 5s;

location / {
proxy pass https://gateway;
proxy http version 1.1;

#Switch to web sockets protocol if such a request is received from the client
proxy set header Upgrade S$http upgrade;
proxy set header Connection $connection upgrade;

#Note! Nginx 1.15.6 and higher is required!
proxy socket keepalive on;

proxy set header Host S$host;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Scheme S$scheme;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header Accept-Encoding "";

add header Front-End-Https on;

proxy buffering off;

proxy_request buffering off;

#HSTS
add header Strict-Transport-Security 'max-age=63072000; includeSubDomains; preload' always;

#Disable body size check for file upload/download via WP client/agent, required for large files
client max body size 0;

}

location /admin {
proxy pass https://admin;
proxy http version 1.1;

#IP Filterning, specify required subnets to limit access to the Admin Portal if needed
#allow 10.0.0.0/8;
#deny all;

proxy set header Host S$host;

proxy set header X-Real-IP $Sremote addr;

proxy set header X-Scheme $scheme;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header Accept-Encoding "";

proxy set header X-Forwarded-Proto $scheme;

add header Front-End-Https on;

proxy buffering off;

#HSTS
add header Strict-Transport-Security 'max-age=63072000; includeSubDomains; preload' always;
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}

location /user {
proxy pass https://user;
proxy http version 1.1;

#IP Filterning, specify required subnets to limit access to the User Portal if needed
#allow 10.0.0.0/8;
#deny all;

proxy set header Host Shost;

proxy set header X-Real-IP $Sremote addr;

proxy set header X-Scheme $scheme;

proxy set header X-Forwarded-For $Sproxy add x forwarded for;
proxy set header Accept-Encoding "";

add header Front-End-Https on;

proxy buffering off;

proxy request buffering off;

#HSTS
add_header Strict-Transport-Security 'max-age=63072000; includeSubDomains; preload' always;

#Disable body size check for file upload/download via User Portal, required for large files
client max body size 0;

}

location /external {
proxy pass https://external;
proxy http version 1.1;

proxy set header Host S$host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Scheme S$scheme;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header Accept-Encoding "";

add header Front-End-Https on;

proxy buffering off;

#HSTS
add header Strict-Transport-Security 'max-age=63072000; includeSubDomains; preload' always;

#Disable body size check for file download via the External Portal, required for large files
client max body size 0;
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