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Astra Linux: egnHaa onepayMoHHas

MacwTabnpyemMom n cCoBpeMeHHOoMn
KopnopatneHon UT-nHbpacTpyKTypbl
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{ OnepauunoHHas cuctema >

cMcTeMma Aaa NocTpoeHus CTabunbHom,

N /7 agn I

e YHUKanbHble BEPUPMLMPOBAHHbIE » EgnHaa OC ansa Bcen MHDPaCTPYKTypbI:
cpencTBa 3alWnTbl MHPopMaL UK paboymx cTaHLUUN, CEPBEPOB,
cobCcTBEHHOM pa3paboTku MOOWIIbHBIX M BCTPaNBAaEMbIX YCTPOCTB

e CoBMeCTUMOCTb U MHTerpaums c C3 e bonee 24 000 nakeToB CUCTEMHOIO
n CK3W oTevyecTBEHHbIX MPOU3BOANTENEN n npuknagHoro MO B peno3mntopun
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e JKocucteMa «Ipynnbl AcTpa»: » Camas nonynsipHas oteyecTseHHas OC,
WHCTPYMEHTbI A1 CO34aHNSA ycTaHoBneHa 6onee yem Ha 2.5 MH
MHPPACTPYKTYpPbI JIIOOON CIOXHOCTH KOMMblOTEPOB

e COBMECTMMOCTb C ThiICA4YaMKM NapTHEPCKUX e ONbIT CNOXHbIX BHEQPEHWNI: OECATKN
NMPOrpamMMHbIX M annapaTHbIX MPOAYKTOB ThiCSY pabo4nx MecT U CEpBEPOB
(nporpamma Ready for Astra) B €AUHON MHPpacTpyKType

e PerynspHbii BbIX04, HOBbIX PENN30B e Astra Linux 1.8 Proxima — coBpeMeHHas,
n oGHOBNEHWI: NoaaepxXaHue CTUNbHas 1 yaobHasa onepauMoHHas
3 PEKTUBHOCTM C COXPAHEHNEM CUCTEMA HOBOMO NOKONEeHUS
CcTabunbHOCTH
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cMapTdOHBI nnaHLWeTbl HoyTOyKM TOHKME 3aLUNLLEHHbIE pabouve cepBepbl
KITNEeHTbI cneypewieHnda CTaHUMNn
e BHeceHa B peectp MuHuudpbl (N2369 oT 08.04.2016) N
DCTIK MO DCb

1 ypoBeHb AoBepus,

1 knacc 3awmTbl OC
CepTduKaT COOTBETCTBUS
npoueccos 6e3onacHom
paspaboTku NO

1 knacc 3awmTbl OC

cooTBeTCTBUE TPeBOBaHUAM
Kk C3W no knaccy 16
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. MaH,u,aTHoe ynpaBneHue ocTyrnom
(MPL)**
3aluTa OT Yyrpo3 HapyLeHMs KOHPUAEHLNANBHOCTHU
C y4eToM pasfgeneHuns MHbopMaLnm No ypoBHAM
N KaTeropusaMm: BCTPOEHHbIE MEXaHM3Mbl 3aLLUTbI
Ons paboTbl CO BCEMU BUAAMM TaliHbl (baHKoBcKas,
KOMMep4eckasi, rocyapCTBeHHas, Nepc. AaHHbIe
nT.0o.)

MaH,D,aTHbIVI KOHTPOJ1b LLEJTOCTHOCTU
(MKL)*

3almnTa oT HeCaHKLMOHMPOBAHHOIO U3MEHEHMS
KPUTUYHBIX aioB, B TOM YMCIe NpU peanv3aumm
0-day yrpos

3aMKHyTas nporpaMMHas cpega*
ObecneynBaeTcs 3aMyck TOJIbKO AoBepeHHOro MO,
LLeNoCTHOCTb KOTOPOro He HapyLleHa

* «YCUNEeHHbI» N «MakCcuMasibHbIN» YPOBHM

{ YpOBHM 3alULLEHHOCTH )

©

JononHutenbHasa n3onaums
KOMMOHEHTOB BUPTYyaausaumm
n KoHTenHepoB Docker*

MexaHu3Mbl 3awunTbl CYB 1 cpencts
BUPTYyanusaumm

AncKkpeLmoHHoe yrnpasfieHne 4oCTyrnoMm
PoneBoe ynpaBneHne 4OCTyrNnoM

PeXMM «KMOCK» - «Benblii» CInCoK
pa3peLleHHbIX K 3aMycKy MpUIoXeHNUn

Pernctpaumns cobbiTuin 6esonacHoCTH

KoHTpOsib MOAKIOYEHHbIX CbeMHbIX
MHWN

** «MaKcUManbHbIN» YPOBEHb

YpoBeHb 3awmeHHocTn OC gns Kaxaoro aneMeHTa MHGopPMaLMOHHOW CUCTEMbI BbIOMpaeTcs

B 3@aBMCMMOCTW OT aKTyasibHbIX Yrpo3 6e30nacHoOCTH
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YcuneHHbi «BOpOHEeX»

JornonHuTenbHasa 3awmTa OT yrpo3 cpeacTBaMu
3aMKHYTOM nporpaMmmHon cpedpl (3MC)
N MAaHAATHOro KOHTPONS LenocTHocTn (MKLL)

® CHUXEHMe PUCKOB HapYLLEHUS LLeNOCTHOCTU
M 4OCTYMNHOCTU, HECAaHKLMOHNPOBAHHOIO
BHEAPEHMSA KOoAa N UBMEHEHUS AAHHbIX, B T.4.
npefoTBpaLLeHMe NomnbITOK 3KCMayaTaumm
0-day yasBumocTen

® CHuxeHue 3aTpaT Ha yCTpaHeHune nocnencTBUi
fJaxe B CJlydae peannsaunn Taknx puckoB
3a CYET orpaHn4yeHna BO3MOXHOCTU
BO34EMNCTBUS HapywuTena
Ha VIHdJOpMaLI,MOHHyPO cncremy

® DKOHOMMUSA BIOXEHUN: HET HeobXxoANMOCTHU
npuobpeTaTb N NCMOJIb30BaTb
[ononHUTENbHble HanoXeHHble C3UN ot HC/,

e YBenuyeHue apdekTMBHOCTU apyrx C3U
(SIEM, AV) 3a cYeT UHTerpauum Ha ypoBHe
MEeXaHW3MOB 3aLUUTbl, YTO AOMOSHUTENIbHO
CHUXaeT BEPOSATHOCTb YCMEeLHbIX aTak

MpumeHeHue: 30 KNUW, TC, ACYTI, NCMOH
no 1 kateropuu (knacca, ypoBHS) BKIHOYUTENbHO

e

MakcumanbHbii «CMONTEHCK»

[ononHuTenbHasa 3awWwmTa OT Yrpo3 HapyLeHns
KOHpUAEHUMANbHOCTY CPeACcTBaMU MaHAATHOrO
ynpasneHus goctyrnom (MP[]) + Bce cpeacTsa
«YCUNeHHoro» ypoBH4

® CHUXEeHWe PUCKOB yTEeYKN KOHPUAEHLMANbHON
MHdOopMaLUK, B T.4. OTHOCMMOM K BAHKOBCKOWM,
KOMMEepPYeCKomn, afBOKaTCKOW, HOTapuanbHOWM,
rocyapCTBEHHOW M APYr1M BUAAM TalHbl

® CHWXEHWE CTOMMOCTU CO3LaHUS
v nogaepxaHnsa UT-nHdpacTpyKkTypbl
AN ofHOBpPEeMeHHON paboTbl ¢ 06LwenocTynHoON
M KOHpUAEHUNaNbHOM NHDOoPMaLMEN

* YBenn4yeHue 3pPpeKTUBHOCTU COBMECTHOMN
paboTbl cpencTs 60pbbbI C yTEYKAMU AAHHbIX
(DLP-cucTeM) 1 TeXHONMormm MaHaaTHoOro
yNpaB/eHNS AOCTYNOM, YTO AOMOJIHUTENBHO
CHUXaeT BEePOSTHOCTb MHLMOEHTOB HapyLLEeHUS
KOH®UAEHUNANBHOCTHU

® Bce npeuMyLecTBa «YCUIEHHOr0» YPOBHS
MNpumeHeHue: nbas nHGopmaLms

OrPaHWYEeHHOro A0CTYyNa, B T.4. FOCyAapCTBEHHAas
TalHa «o0cobow BaXXHOCTU»

./

@ «Open» — BapuaHT NIMLLEH3UPOBaHUSA HecepTuduLmMpoBaHHor OC ¢ 6a30BbIM YPOBHEM 3aLUULLEHHOCTU.
He MOXeT NpMMEeHSTbCSl B CUCTEMaX, FAe NPeabsaBasioTcs TpeboBaHMS B YaCcTW 3alUTbl MIHPOPMaLUK
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Desktop Server Mobile Embedded

Ona 3aWmueHHbIX OcHoBa a1 NocTpoeHus [On§a nnaHweToB 1 Apyrux Ona yctponcts
paboynx MecT. 3awmweHHom NT- MOOUIIbHBIX YCTPOMCTB. pUKCMpOBaHHOIO
BkntoyaeT KoMnnekT NHPPaCTPyKTypbI ObecneunBaet Ha3HavyeHus:
MO ans peweHns KOMMaHuw. 6e3onacHyo MOBUbHYIO naaTeXHbIX TEPMUHANOB,
NoBCeAHEBHbIX ODUCHbIX ApanTupoBaHa paboTy COTPYAHUKOB POS-cuctem, nHbpo
N MyNbTUMEANMHbIX 01151 BbICOKOHArpy>XeHHbIX B 3aLUMLLEHHOM KMOCKOB, MocTaMaTos,
3ajad N OTKa30yCTONYMBbIX KOprnopaTUBHOM MPOMbILLIEHHbIX

cucTem NT-nHbpacTpykType KOHTPOJ1JIepOB U gp.

{ Buppl nuueHsuin

Pabouyasi ctaHuus CepBep MobunbHasa cuctema BcTpanBaemas
MocTasnseTcs NI cuctema / rocraensercs
BMecCTe C yCTPONCTBOM TONIbKO BMECTe C yCTPOWCTBOM

BupTyanbHbI cepBep

CepBep c HeorpaHuyeHHOI

BUpPTyanusauuen
~[E N @ ~
CpOKl/I JIMUEH3NPOBaHNA TUnNbl TEXHNYECKOU noanepXxkKu
«CTaHpapTHbIN» «MpuBMNEernpoBaHHbIN»
[ ] [ ] [ [ O6paboTka obpalleHnit  PacluMpeHHbI
Yyepes web-nopTan KOMMeKc ycnyr
1 no TenedoHy TEXHNYECKOM
12 mecsaueB 24 mecsaua 36 MecsLeB BbeccpoyHas B pa60qee Bpems noaAaepXKn
nMUEH3us (no Mockse) n obcnyxmaHue 24/7
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ObyuyeHmne
[MogroToBKa crieunanncToB ABTOPU30OBaHHbIe y4eOHble Bonee 20 obyuvatoLmx
6onee yem B 350 NapTHEPCKMX LeHTpbl No Bcen Poccum nporpamMmm
BY3ax
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Kypcbl angs Kypcbl Kypcbl anga Kypcbl ang
nosnb3oBaTenemn 019 CUCTEMHbIX cneuvanncTos npenogasaTtenemn
aAMUHNCTPATOPOB rno b




A ACTPA

(Astra Linux 1.8 HoBoe nokoneHne 3HakKoMou
Proxima ) OMepauUnoHHOM CUCTEMBI

. Y000HbIV SPdEeKTUBHAA HaBUraLns
O6HoBNERERE sl s R nﬂonb3OBaTeanKm7| I'Ingl:::KOBMKa " daaﬁno;oﬁ
OU3anH N BO3MOXHOCTU "

nHTepdenc CUCTEMBI

[lapTHepCcKkaqa akocncTemMa
<Ready For Astra>

MporpaMMa TeXHOJIOrMYEeCKOro NapTHEPCTBA C MPOU3BOAUTENAMMN
obopynoBaHUa 1 pa3paboTynkammn NporpaMMHoOro obecneyeHms

1800+ 2400+

CcepTUOULMPOBAHHBIX IMHEEK Mopenen cepTudULMPOBAHHOIO
NPOrpaMMHbIX NMPOAYKTOB obopynoBaHua

Mo ntobbiM BOMpPOCaM CBSXUTECH C BalUMM MeHeaxepoM «pyrnbl AcTpa»
nrMbo BOCMONb3YyNTECHh KOHTaKTaMMU:

8 (800) 222 07 00 info@astralinux.ru https://astralinux.ru/



