ITPOTOKOJI Ne 35324/2026
MPOBe/JeHHs COBMECTHBIX HCIIBITAHHWI MPOrpaMMHOro obecrieuenusn "Zecurion DLP Linux
Agent" Bepcuu 5.3.1.4123 1 onepaniOHHOM CHCTEMBbI CIIeLa/ILHOr0 Ha3HaYeHus "' Astra

Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOB/1eHHe 1.7)
r. MockBa 16.09.2026

1. TIlpeamer ucnbITaHUI
B Hactosimiem mnpoTokosne 3adukcupoBaH ¢akT TmipoBeseHus 16.09.2026 coBMeCTHBIX
UCTbITaHUN mporpaMmMHoro obecrieueHust "Zecurion DLP Linux Agent" Bepcun 5.3.1.4123
(manee — I10), pa3paboranHoro AO "CEKBFHOPUT", 1 oneparjuoHHON CUCTEMBbI CTIeLIMaTbHOTO
Ha3HaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe oGHOBieHue 1.7) c
yCTaHOBJIEHHbIM OMepaTuBHbIM 00HOBieHUWeM Oe3ornacHoctd BIOJIVIETEHB Ne 2025-
0923SE17 (manee — Astra Linux SE 1.7.8), pazpaborantoit OOO "PycBNTex-Actpa".

2.  OO0beKT uCIbITaHUH
Ha wcribiTanusi ObIO TIPEIOCTAB/IEHO TPOrpaMMHOE o0ecriedeHHe B COCTaBe, YKa3aHHOM B
Tabnmie 1.

Tabnuna 1 — [TepeueHb KOMITOHEHTOB, OTHOCSIIMXCSA K [10

KonTponbHasa cymma (SHA-
Omnmcanue HaumeHoBaHue 256) WcTrounuk
5

bf6fcfc9bd1230b94173294982
Astra_Linux_1.7_x86-
OuctpubyTus 11O 16c9b92eacc6dcb228a10d1a5 | Cropona pa3paborurka [1O
64_5.3.1.4123.zip

cb36£0a967fb2

3. Xoj ucnbITaHUM
B xope ucnbiTanuii, onvcaHHoM B [Ipunoxkenuu 2, BoinonHeHsb! rpoBepku [10 B cpege Astra
Linux SE 1.7.8 B 00beme, ykazaHHoM B IIpuioxenun 1.

4. BbIiBOA
[0 dyHKIMOHMPYeT B cpefie OMepalOHHONW CHUCTeMbl CrelaJbHOr0 Ha3HaueHUs "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBneHue 1.7) C ypoBHEM
3auMileHHOCT "ba3oBbI" M MPU3HAHO COBMECTHMMBIM Ha OCHOBaHUM HWH(OpPMAaLUU
[Tpunoxenuii 1 u 2.

5. CocraB padoueii rpynnsl ¥ MOAIHCH CTOPOH
HMannbri ITpoTokon cocTasneH cpefcTBOM aBTOMaTHUeCKOr0 TeCTUPOBaHUS IIPU y4aCTHU:
[Tpokantok [I. C. — HauasmbHUK cekTopa OOO "PycbBUTex-Actpa";
CoiukoB I1. A. — uwxenep OOO "PycbUTex-Actpa".



IIpunoxenue 1 K IIporokoy Ne 35324/2026

ITepeuens npoBepok coBMecTuMocTH I1O u Astra Linux SE 1.7.8

Bepcus saapa Craryc MexaHW3MOB 0€30MaCHOCTH B MpoLiecce BHINOTHEHUsI MPOBEPKH
ITepeyens npoBepok
6.1.141-1-generic 3IIC MKIJ MPO
Ycranoska [10 YcnenrHo HeakTtueH
Okcrtyarauus [10 YcneurHo HeakTuBeH
Vnanenue 1O YenerHo HeakTrBeH AKTHBEH AKTHBeH
Okcrnyaranus [10O. YposeHb
Heycniemmno HeakrtuseH
koH(uAeHManbHOCTH 1-3
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ITpunoxenue 2 K IIporokony Ne 35324/2026
OnucaHue X0/a UCTILITAHUH

Xop UCnBITAaHUH

. Jna dyHkumonvpoBanus 110 B cpefie ornepaliiOHHOM CUCTeMBI C aKTUBHBIM pexxumoM 3I1C

TpebyeTcst BHe/IpeHUe 3/IeKTPOHHOM 1[UGMPOBOM TIOATHCH.

[TpoBepka KoppeKTHOCTH (QyHKUHOHMpoBaHusl 10 c ypoBHeM KoH(uAeHLManbHOCTHA 1-3
MexaHM3Ma MaHZAaTHOIO pasrpaHhuyeHust JOCTyIla He IPOBOAW/IACH 110 NPUUYMHE OTCYTCTBUS
nopgepkku 10 cooTBercTBytOLiel ¢yHKIMOHanbHOCTH OC. VMHdopmanys o6 oTCyTCTBUM
YIIOMSIHYTOH MO/IeP>KKH Obl/ia 3asiB/ieHa CTOpPOHOH pa3paborurka I10.

IIpu ycranoBke u 3kcrutyaranuu 10 He Beinonsstorcsa ycnosuss PKC3 . 17.3.1.4. BHocsTcs
V3MeHeHus B cyljecTByrowe PAM-cuieHapuy, IIpU 5TOM CHYDKeHUsl YCTAHOB/IEHHOI'O YPOBHS
[l0BepHs K pe3ysibTaTaM W/ieHTU(UKALUU U ayTeHTU(PUKALIMK He TTPOMCXOUT.

[Ipu ycraHoBke u skcrtyaraguu [10 He BeinosHstoTca ycnoBusi PKC3 n. 17.2.1.1: B daiine
"/etc/pam.d/common-auth” B cekuyuu "Primary block" uckmouen nmapamerp "auth required
pam_securetty.so".

IIpu ycraHoBke u 3kcrutyarauyuu IIO He BbeinosnHsaroTca ycnoBus PKC3 m. 17.2.1.2.a:
M3MEHSIIOTCS TlapaMeTphbl /s TIOJIMTUKUA maposiedi B ¢atine "/etc/pam.d/common-password”,
KOTOpbIe He COOTBETCTBYIOT 3KCI/IyaTallMOHHOM JOKyMeHTaLUH.

[Ipy ycraHoBke u 3kcrnyaraiuu [1O He BbinonHsoTcss ycnoBusgs PKC3 m. 17.2.1.3: He
ycTaHoB/ieHbl TapameTpsl "deny", "lock_time" u "unlock_time" B ¢atine "/etc/pam.d/common-
auth".

IIpu ycraHoBke u 3kcrutyaranuu [1O He BemosnHstorcs ycnosus PKC3 n. 17.3.2.1. B
JokymeHTtauu Ha IIO orcyTcTByroT 000CHOBaHMSI HeOOXOAWMOCTH U KOPPEKTHOCTU
WCTIO/b30BaHUs TPYBUJIETMA  aJ/MUHUCTpATOpa, MPUK/IAJHOrO IPOrpaMMHOr0 HHTepdeiica
noacuctembl  Oe3oracHoct PARSEC, MaHaTHBIX TIpUBWIETHH, (GYHKIVMOHUDOBAHUS B
MPOCTPAHCTBE s/ipa UK TOIBKO Ha BBICOKOM YPOBHE L|€JIOCTHOCTH.

HNHcTpyKkuus ycraHoBKU U yaaseHus I10:

. Mcnionb3osasiumecs B Astra Linux SE 1.7.8 pennosutopuu I10:

deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-base/ 1.7_x86-64 main
contrib non-free

deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-update/ 1.7_x86-64 main
contrib non-free

Ycranoska I10O:



sudo mkdir /tmp/zecurion

sudo unzip Astra_Linux_1.7 x86-64_5.3.1.4123.zip -d /tmp/zecurion

cd /tmp/zecurion

sudo apt install ./kernel-modules-zlock-6.1.141-1-generic.astral+ci38-5.3.1-
4123.x86_64.deb -y

sudo apt install ./libbit7z*.deb -y

sudo apt install ./OpenCV*.deb -y

sudo apt install ./zpolicy*.deb -y

sudo apt install ./ztools-go*.deb -y

sudo apt install ./zservice-5.3.1-4123.x86_64.deb -y

sudo apt install ./zgate*.deb -y

sudo apt install ./zservice-staffcontrol*.deb -y

sudo apt install ./zapisrv*.deb -y

sudo apt install ./zdcap*.deb -y

sudo apt install ./zdiscovery*.deb -y

sudo apt install ./zdiscsrv*.deb -y

sudo apt install ./zlock*.deb -y

sudo apt install ./zssl*.deb -y

sudo apt install ./zssl-max*.deb -y

sudo apt install ./zssl-telegram*.deb -y

. Ynanenue I10:

sudo apt purge kernel-modules-zlock-6.1.141-1-generic.astral+ci38 libbit7z opencv-
libs zpolicy ztools-go zservice zgate zservice-staffcontrol zapisrv zdcap zdiscovery

zdiscsrv zlock zssl zssl-max zssl-telegram -y
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ITepeyeHb UCNO/Ib3yeMbIX COKpaIl|eHHU

Astra Linux SE 1.7.8 | OnepanoHHasi CicTeMa CrielidaJbHOro HasHaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepenHoe oOHOBeHUe 1.7) C yCTaHOB/IEHHBIM
oriepaTuBHBIM 00HOB/IeHUeM Oe3ornacHoct BHOJIJIETEHD Ne 2025-
0923SE17 (onepaTtiBHOEe 00HOB/eHUe 1.7.8)

3I1C 3aMKHYTasi [IporpaMmMHas cpesia

KC3 KOMIIJIEKC CPeZCTB 3allUThI

MKII MaH/]aTHbI KOHTPOJIb 1[e/I0CTHOCTU

MP/I MaH/laTHOe yIipaB/ieHue J0CTYIIOM

OoC oreparMoHHas cucTeMa

I10 nporpaMmmHoe obecrieuenue "Zecurion DLP Linux Agent" Bepcun
5.3.1.4123

PKC3 JIOKyMEeHT M3 COCTaBa KCI/TyaTallMOHHOM AoKyMeHTauuu Astra Linux SE
1.7, KC3. Yacts 1

NpeHTuchmkaTop AokymeHTa 75bee0cc294de9694faala )
v ANEKTPOHHASA MOAMNUCH
Opranusauus: 000 "PYCBNTEX-ACTPA" Jara: 06.10.2026
CotpyaHuk:  TpokaHiok MuTpuii Cepreesuy Bpewmsi: 16:39:30

[omkHocTb:  HauanbHUK cexTopa OTAesna TEXHON0rMYeckoli COBMECTUMOCTH

v [LOKyMEHT MOANMCaH 3NEKTPOHHOI NOANUCHIO v
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