ITPOTOKOJI Ne 35323/2026
MPOBe/JeHHs COBMECTHBIX HCIIBITAHHWI MPOrpaMMHOro obecrieuenusn "Zecurion DLP Linux
Agent" Bepcuu 5.3.1.4123 1 onepaniOHHOM CHCTEMBbI CIIeLa/ILHOr0 Ha3HaYeHus "' Astra

Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOB/1eHHe 1.8)
r. MockBa 14.09.2026

1. TIlpeamer ucnbITaHUI
B Hactosimiem mnpotokosne 3adukcupoBaH dakT mipoBeseHus 14.09.2026 coBMeCTHBIX
UCTbITaHUN mporpaMmMHoro obecrieueHust "Zecurion DLP Linux Agent" Bepcun 5.3.1.4123
(manee — I10), pa3paboranHoro AO "CEKBFHOPUT", 1 oneparjuoHHON CUCTEMBbI CTIeLIMaTbHOTO
Ha3HaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe oOHoBieHue 1.8) c
yCTaHOBJIEHHbIM OMepaTuBHbIM 00HOBieHUWeM Oe3ornacHoctd BIOJIVIETEHB Ne 2025-
1113SE18 (ganee — Astra Linux SE 1.8.4), pa3paborantoit OOO "PycbUTex-Actpa".

2.  OO0beKT uCIbITaHUH
Ha wcribiTanusi ObIO TIPEIOCTAB/IEHO TPOrpaMMHOE o0ecriedeHHe B COCTaBe, YKa3aHHOM B
Tabnmie 1.

Tabnuna 1 — [TepeueHb KOMITOHEHTOB, OTHOCSIIMXCSA K [10

KonTponbHasa cymma (SHA-
Omnmcanue HaumeHoBaHue 256) WcTrounuk
5

6ff56a2b8adee8f5d1782666df
Astra_Linux_1.8_x86-
OuctpubyTus 11O 9e5eb6a5a7660393f73332696 | CropoHa paspaborunka 10
64_5.3.1.4123.zip

4b4c0c02dbleb

3. Xoj ucnbITaHUM
B xope ucnbiTanuii, onvcaHHoM B [Ipunoxkenuu 2, BoinonHeHsb! rpoBepku [10 B cpege Astra
Linux SE 1.8.4 B 00beme, ykazaHHoM B IIpuioxenun 1.

4. BbIiBOA
[0 dyHKIMOHMPYeT B cpefie OMepalOHHONW CHUCTeMbl CrelaJbHOr0 Ha3HaueHUs "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBneHue 1.8) ¢ ypoBHeM
3alMILeHHOCTH "YCW/IeHHBbI"' M TPU3HAaHO COBMECTUMBIM Ha OCHOBaHUM WH(OpMaLH
[Tpunoxenuii 1 u 2.

5. CocraB padoueii rpynnsl ¥ MOAIHCH CTOPOH
HMannbri ITpoTokon cocTasneH cpefcTBOM aBTOMaTHUeCKOr0 TeCTUPOBaHUS IIPU y4aCTHU:

[Tpokantok [I. C. — HauasmbHUK cekTopa OOO "PycbBUTex-Actpa";
CoiukoB I1. A. — uwxenep OOO "PycbUTex-Actpa".



IIpunoxenue 1 K IIporokoy Ne 35323/2026

ITepeuens npoBepok coBmectumocTH ITO u Astra Linux SE 1.8.4

Bepcus saapa Craryc MexaHW3MOB 0€30MaCHOCTH B MpoLiecce BHINOTHEHUsI MPOBEPKH
ITepeyens npoBepok
6.12.47-1-generic 3IIC MKIJ MPO
Ycranoska [10 YcnenrHo AkTHBeH
Okcrtyarauus [10 YcneurHo AKTHUBeH
Vnanenue 1O YenerHo AKTHBEH AKTHBeH AKTHBeH
Okcrnyaranus [10O. YposeHb
Heycniemmno AKTtrBeH
koH(uAeHManbHOCTH 1-3




1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

ITpunoxenue 2 K IIporokoay Ne 35323/2026
OnucaHue X0/a UCTILITAHUH

Xop UCnBITAaHUH

. IlpegocraBnenHelid Ha ucnbITaHus AACTpUOyTHB I10 COAEp>KUT 371EKTPOHHYIO LHU(POBYIO

MOANUCh /i1 GYHKLMOHMPOBaHUS B Cpefie OIepaljiOHHOM CUCTeMbl C aKTUBHBIM PEXXHMOM
3IIC.

[TpoBepka KoppeKTHOCTH (GyHKUMOHUPoBaHUs 1O c ypoBHeM KoH(UAeHIMaAbHOCTH 1-3
MeXaHM3Ma MaHZAaTHOTO pa3rpaHUueHusi JOCTyMa He TMPOBOAW/IACH MO TMPUUMHE OTCYTCTBUS
nogzepxku 1O cootBercTBytolel dyHkimoHanbHocTH OC. MHbopmarus 06 OTCyTCTBUU
YIIOMSIHYTOH MO/ Iep>KKH Obl/la 3asiBjieHa CTOPOHOH pa3paborurka I10.

[Ipu ycraHoBke ¥ 3kcrutyaTauuu 10 He BoinonHstoTcs ycaoBus PKC3 n. 18.3.1.4. BHocsiTcs
M3MeHeHus B cyljecTByroiirve PAM-ciieHapuu, MpU 3TOM CHI)KEHUsI YCTaHOBJIEHHOTO yYPOBHS
Jl0BepUs K pe3ysibTaTaM W/jeHTU(UKALUU U ayTeHTU(PUKALIMK He TIPOMCXOUT.

ITpu ycraHoBke ¥ 3kcrtyatatuu 10 He BbinmonHstoTcsl yonoBust PKC3 . 18.2.1.1: B ¢atine
"/etc/pam.d/common-auth” B cekuuu "Primary block" uckntouen mapamerp "auth required
pam_securetty.so".

IIpu ycraHoBke u 3kcrnyarayuud IIO He BeimonHaAworcd yconoBus PKC3 . 18.2.1.2:
WU3MEHSIIOTCS TlapaMeTphbl AJis TIOJIMTUKU Taposieid B (atine "/etc/pam.d/common-password”,
KOTOpbIe He COOTBETCTBYIOT 3KCI/IyaTallMOHHOM 10KyMeHTalWH.

IIpu ycranoBke u skcrutyarayuu 110 He BbImonHsArOTCA ycnoBusg PKC3 m. 18.2.1.3: He
ycTaHoB/eHbl TapaMmeTpsl "deny”, "lock_time" u "unlock_time" B ¢aiine "/etc/pam.d/common-
auth".

[Ipy ycraHoBke u 3kcryaraumuu [IO He BbimonHsitoTcst ycaoBus PKC3 n. 18.3.2.1. B
JokymeHTaiu Ha IIO OTCyTCTBYIOT 00OCHOBaHUSI HEOOXOAMMOCTH U KOPPEKTHOCTH
WCTIOMb30BaHUs TPUBUJIETMA aJIMUHUCTpATOpa, MPHUK/IAJHOrO MPOrpaMMHOr0 HHTepdeiica
noacuctembl  Ge3onacHocth PARSEC, MaHATHBIX TIPUBWIETHH, (GYHKIMOHUDOBAHUS B
MPOCTPAHCTBeE si/ipa UK TOMBLKO Ha BBICOKOM YPOBHE L|€JIOCTHOCTH.

NMHucTpyKius yctaHoBKY U yaasieHus 110:

. Ncnonb3oBasuecs B Astra Linux SE 1.8.4 perniosutopuu I10:

deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.4/main-repository/ 1.8_x86-64 main
contrib non-free
deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.4/extended-repository/ 1.8_x86-64

main contrib non-free



2.2.

2.3.

Ycranoska I10:

sudo mkdir /tmp/zecurion

sudo unzip Astra_Linux_1.8 x86-64 5.3.1.4123.zip -d /tmp/zecurion

cd /tmp/zecurion

sudo apt install

Jkernel-modules-zlock-6.12.47-1-generic.astral+ci8-5.3.1-

4123.x86_64.deb -y

sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install
sudo apt install

Ynanenue I10:

[libbit7z-4.0.8-1.x86_64.deb -y
./OpenCV-4.8.0-amd64-libs.deb -y
Jzpolicy-5.3.1-4123.x86_64.deb -y
Jztools-go-5.3.1-1604.x86_64.deb -y
Jzservice-5.3.1-4123.x86_64.deb -y
Jzgate-5.3.1-4123.x86_64.deb -y
Jzservice-staffcontrol-5.3.1-4123.x86_64.deb -y
Jzapisrv-5.3.1-4123.x86_64.deb -y
Jzdcap-5.3.1-4123.x86_64.deb -y
Jzdiscovery-5.3.1-4123.x86_64.deb -y
Jzdiscsrv-5.3.1-4123.x86_64.deb -y
Jzlock-5.3.1-4123.x86_64.deb -y
Jzssl-5.3.1-4123.x86_64.deb -y
Jzssl-max-5.3.1-4123.x86_64.deb -y
Jzssl-telegram-5.3.1-4123.x86_64.deb -y

sudo apt purge kernel-modules-zlock-6.12.47-1-generic.astral+ci8 libbit7z opencv-libs

zpolicy ztools-go zservice zgate zservice-staffcontrol zapisrv zdcap zdiscovery

zdiscsrv zlock zssl zssl-max zssl-telegram -y



ITpunoxenue 3 K IIporokoay Ne 35323/2026

ITepeyeHb UCNO/Ib3yeMbIX COKpaIl|eHHU

Astra Linux SE 1.8.4 | OnepaijioHHasi CMCcTeMa CrielidaJbHOro HasHaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepenHoe o6HOBeHue 1.8) C ycTaHOB/IEHHBIM
oriepaTuBHBIM 00HOB/IeHUeM Oe3ornacHoct BHOJIJIETEHD Ne 2025-

1113SE18 (onepatuBHOe 06HOB/eHMe 1.8.4)

3I1C 3aMKHYTasi [IporpaMmMHas cpesia

KC3 KOMIIJIEKC CPeZCTB 3allUThI

MKII MaH/]aTHbI KOHTPOJIb 1[e/I0CTHOCTU

MP/I MaH/laTHOe yIipaB/ieHue J0CTYIIOM

OoC oreparMoHHas cucTeMa

I10 nporpaMmmHoe obecrieuenue "Zecurion DLP Linux Agent" Bepcun
5.3.1.4123

PKC3 JIOKyMEeHT M3 COCTaBa KCI/TyaTallMOHHOM AoKyMeHTauuu Astra Linux SE

1.8, KC3. Yacts 1

Npaentudbrkatop gokymenTa 76a31e19b71f244cf80304

v ANEKTPOHHAA NMNOAMNMUCH v

Opranuszauuna: OO0 "PYCBUTEX-ACTPA" Aara: 06.10.2026
CoTpyaHuk:  [pokaHtiok AmuTpunii Cepreesuy Bpewms: 14:19:41
[omkHocTb:  HauanbHUK cexTopa OTAesna TEXHON0rMYeckoli COBMECTUMOCTH

v [LOKyMEHT MOANMCaH 3NEKTPOHHOI NOANUCHIO v
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