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ITPOTOKOJI Ne 35033/2026
MPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH NporpaMMHoro odecreuenus " CyberCodeReview"
Bepcuu 3.3.2 U onepanuoOHHON CUCTeMbl Clleljia/IbHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHuUe 1.8)
r. EkarepunOypr 30.07.2026

1. ITpegmeT McnbITaHUI

1.1 B HacTosiiiieM mpoToKose 3aduKCUpoBaH (aKT TIPOBeZeHUs] COBMECTHBIX HCIbITaHUN
30.07.2026 mnporpammHoro obecrieuenuss "CyberCodeReview" Bepcun 3.3.2 (manmee — I10),
paspaboranHoro OOO "CMJI CekblopuTH", ¥ OTepalliOHHON CHCTEMBI CITel[MabHOr0 Ha3HAueHWs
"Astra Linux Special Edition" PYCB.10015-01 (ouepegHoe obHoBneHue 1.8) ¢ yCTaHOBIEHHBIM
oriepatuBHBIM 0OHOBneHWeM Oe3oracHoct BHOJIJIETEHB Ne 2026-0224SE18 (omeparuBHOe
obHoB/eHue 1.8.5) (manee — Astra Linux SE 1.8.5), paspaboranHoii OOO "PycBUTex-Actpa".

2. O0BbeKT UCIBbITaHUI

2.1 Ilepeuens komrioHeHTOB [1O, 3KCIUTyaTHpPOBABIIMXCA B XOZe NPOBEeAEeHUs WUCIIBITaHUM,
npesicTaBeH B Tabmure 1.

Tabmuna 1 — JuctpubyTyB u fokymeHTaus [10

CcblIKa Ha IKCIIYydTAIJMOHHY O

HaumeHoBaHue ¢aiiia KonrpoasHas cymma (MD5)
JAOKYMEHTALHI0
registry.cybercodereview.ru/
5c2a2426dd73de0a70db988aa5b4a3a9%
cybercodereview/security-
7afc2b9b990129ccce363d7327aabde
center/back/securitycenter
registry.cybercodereview.ru/
ea58dfaa96d239baffc2cdfa8041fef6766e
cybercodereview/security-
b6£52fcedf30df158843c461a988
center/back/jira_helper
registry.cybercodereview.ru/
4b9d79fbd948c8c3104db269e5e2c400ec
cybercodereview/security-
b9fa6d22954a550f11dcace07al7c8
center/back/importer
registry.cybercodereview.ru/ https://docs.cybercodereview.ru/

63dal3ddb12a058c6fe46a00eb7391d70f

cybercodereview/security-
598d793801dad2da448eb95d47f0e8

center/back/db_helper

registry.cybercodereview.ru/
0£f3b28193f43ffb467aa5233f8c0264597

cybercodereview/security-
335eb0580d319b35fe59848eeabccl

center/front

registry.cybercodereview.ru/
7b516£c1b272b21a06c9760b5{57fb07ae

cybercodereview/auditor/back/
0f32eed4895fd514b304033ec7b639

auditor

registry.cybercodereview.ru/ a16b48d8ff9a039b0dba98a5f13202ed26




cybercodereview/auditor/
1320bb5c5f4b0df25621c9d7925a48
worker/docker

registry.cybercodereview.ru/
40c2b8b8e19dfe101a0446e33cd9482e6e

cybercodereview/security-
Y Y f66bab3d3fdf1634428a935a54bb5a

center/back/aiproxy

3. Xoa MCIbITaHUI

3.1 B xoze mpoBeieHUs] HACTOSILIMX MCITBITaHWI ObLTM BbITIO/IHEeHBI 11poBepku [10 B cpefe
Astra Linux SE 1.8.5 B 06beme, ykazanHoM B [Ipunoxennn 1.

3.2 IlepeueHs UCII0/Ib3yeMBIX PEIIO3UTOPUEB NpuBesieH B [Ipunokenuu 2.

3.3 [IpemocTaBneHHbIi Ha WCHOBITaHUS AUCTpUOyTHB I10  COAEp)KUT  3/IeKTPOHHYIO
LUGPOBYIO MOANUCH [ (YHKLMOHHMDOBaHUS B Cpefie OINepaldOHHOW CUCTeMbl C aKTUBHBIM
pexxumom 3I1IC.

3.4 TIpoBepka KOppeKTHOCTU (pyHKIIMOHUpoBaHus [10 ¢ ypoBHeM KOHpUAeHIMaIbHOCTH 1-3
MexaHu3Ma MaH/aTHOIO pasrpaHuueHusl [AOCTyla He IIPOBOAWIACh II0 IIPUUMHE OTCYTCTBUS
nopgepkku I1O  cooTBercTByMOUell ¢yHkuyonansHoctH OC. WHdopmauus 06 orcyTcTBUA
YIIOMSIHYTOH MO/IZIeP>KKH Obl/ia 3asiB/ieHa CTOPOHOH pa3paborurka I10.

3.5 Pemmienne o coBMectumocTu [IO B HacTosllleM IIPOTOKO/Ie IIPUHATO Ha OCHOBaHUU
MarepuasioB TeCcTupoBaHus npegocraBaeHHbIx OO0 "CMJI Cekbroputu'.

3.6 B xome mpoBeleHHs WUCIBITAHWN OOHAapy)XeHbl OMIMOKM B JIOTax KOHTEWHEepoB, He
B/IMSIIOIIYE Ha KOppeKTHYo0 paboty I10.

3.7 B Xope npoBe/ieHUs1 UCIbITAHUM (PMKCUPYIOTCS TIOMBITKY 3aIlyCcKa UCIO/IHsIeMBbIX (DaiiioB
C UCII0/Ib30BaHUEM MeXaHH3Ma CO3JaHusl aHOHUMHOro (aiiia B mamsaty memfd. IIpu BKIouéHHOM

pexxume 3I1C 3amyck ucnosHseMbIX (aiinoB C “cnonab3oBaHueM memfd HeBO3MOJKeH.



4. BeiBop,

4.1 "CyberCodeReview" Bepcuu 3.3.2 (yHKLMOHUDYET B Cpejle OrepaljuOHHOW CUCTEeMbI
crnieliMasbHOTO HasHaueHMs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe 0OHOB/IeHHE
1.8) ypoBeHb 3amuileHHOCTA "Ba30BbIM" U TMPHU3HAHO COBMECTUMbIM, TIPUHMMAasi BO BHUMaHHe
H“H(OopMal[io, CoflepXKalllyrocs B pa3zesie 3.

5. CocTaB paboueii rpynmnsl ¥ HOAMUCH CTOPOH

5.1 JlaHHBI TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboyueii rpyTirb:

Kapab6acos A. B. — gupektop, OO0 "CMJI CekbtopuTH'";

[Toxugeko A. A. — pykoogutens rpymmnsl, OOO "PycbUTex-Actpa".

/1000 "PycBUTex-Actpa"
| / \

DYKOBOAWTEJ/Ib TPYTITbI

{momxHoCTB)

R !\\_,_\ﬁ . Tloxkupeko A. A.
| - _‘;’—-——’4 2

{(noanKce) (q‘mMunun. HHHLHANBL)




ITpunoxenue 1 K ITporokosy Ne 35033/2026

Ilepeyens npoBepok coBMecTumocTH I10 u Astra Linux SE 1.8.5

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

Craryc MexaHHU3MOB 0€30MacHOCTH B mpoiecce
n Bepcus sapa
epeyeHb NPOBEPOK BBIIIO/IHEHHS TIPOBEPKH
6.1.158-1-generic 3IIC MKI MP][

Ycranoska I10 YcrewHo AKTHBeH
Okcrutyatauus [10 YcnemHo AKTHBeEH
Ynanenue I10 Ycrnelmso AKXTHBeH AKTHBEH AKTUBEH
Okcrutyaranus I10. YpoBeHb

Heycriemmno AKTHBeH
KoH(WAeH[MaMbHOCTH 1-3




ITpunoxxenue 2 K ITporokosy Ne 35033/2026

MNucTpykius o ycraHoBke U yaaaenuro IT1O

1 WUcnonb3yemsle periozutopuu B Astra Linux SE 1.8.5:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.5/main-repository/  1.8_x86-64

main contrib non-free non-free-firmware

2 Ycranoska I10:

2.1 YcraHoBuTh KoHTeMHepu3anuio Docker u git ¢ momoiisio komas el apt install docker.io
docker-compose-v2 git;

2.2 TlepeiiTu B KaTajor /opt c momoIiko KomaHael cd /opt

2.3 3arpy3uTh KOMIOHeHThl Auditor 13 perno3uTopust OMOIIILI0 KoMaH/kI git clone
https://gitlab.cybercodereview.ru/cybercodereview/auditor.qgit;

2.4 Tlepetitu B Katanor Auditor c momMoisr0 Komane! cd auditor;

2.5 Co3path TeKCTOBBIH (haiisl .env 1 3ar0/IHUTh COTVIAaCHO 00pasily 1Mo CChUIKe:
https://docs.cybercodereview.ru/docs-gramax/ustanovka/ustanovka-auditor/ustanovka-s-
pomoschyu-docker-compose#tiiar-3:-3a/aiiTe-nepeMeHHble-OKPYKEHUS;

2.6 3aryctuth KoMioHeHT Auditor ¢ momortifpro Komaszsl docker compose up -d;

2.7 3arpy3uTh KOMIIOHeHThBI Security Center U3 perno3uTopysi MOMOLL[BIO KoMaH b1 git clone
https://gitlab.cybercodereview.ru/cybercodereview/security-center.git;

2.8 Iepetitu B Karasor Security Center ¢ rmomoIibio koMaHael Cd Security-center;

2.9 ITepemecTuTs (haiiibl C TOMOIIBI0 KoMaHABEl MV docker-compose/* ./;

2.10 HacTtpouTb niepeMeHHbIe OKPY)KeHUsI 3aIlyCTUB CKPHUIIT C TIOMOILL[BI0 KoMaHpl bash
Jset_vars.sh;

2.11 3amyctuth KoMrioHeHT Security Center ¢ moMoiiso kKomas el docker compose up -d;

2.12 OTKpBITh BeO-CTpaHUILy, BBe/s aJjpec cepepa B Opay3epe.

3 Ynanenue I10:

3.1 IMepetiTi B aripekToputo Security Center ¢ momoInbio koMaH/ib1 cd /opt/security-center;

3.2 OcTaHOBUThL KOHTEeHHepHI € MOMOIIIbI0 koMaHabl docker compose down -v;

3.3 IlepeliTi B MarKy Ha ypOBeHb BhILlIe C TIOMOILL[bI0 KOMaH/bI Cd ..;

3.4 Ypanuth nanky Security Center ¢ momoIIrbio KoMaHzbl rm -rf security-center;

3.5 IMepetitu B manky Auditor ¢ momoripio kKomauzb! cd /opt/auditor;

3.6 OCTaHOBUTb KOHTEMHEPHI C MTOMOIIIBI0 KoMaH 16l docker compose down -v;

3.7 TlepeliTH B MalKy Ha yPOBEHb BhIIIIE C MOMOII[bI0 KOMaH bl Cd ..;

3.8 ¥Ynanuthk nanky Auditor ¢ nmomoiiso Komasel rm -rf auditor.



ITpunoxenue 3 K Ilporokoay Ne 35033/2026

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH

Astra Linux SE 1.8.5 - onepanjuoHHas cucteMa CrieljuajJibHOrO HasHadeHust "Astra Linux
Special Edition" PYCB.10015-01 (ouepegHoe obHOBneHue 1.8) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoenreM 6e3oracHocty BROJIJIETEHD Ne 2026-0224SE18 (onepatuBHoe o0HOBeHHe 1.8.5);

PKC3 - [JoKyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOW AoKymeHTarmu Astra Linux SE 1.8.5,
Pykosogcteo no KC3. Yacts 1;

KC3 - xoMIL1eKC Cpe/iCTB 3allUThl;

OC - oneparnMoHHast CUCTEMa;

3IIC - 3amKHyTas nporpaMmHas Cpeza;

MKTI] - MaH[aTHBIM KOHTPOJIb LIeJIOCTHOCTH;

MP]I - maHzaTHOe yIipaB/ieHue JOCTYIIOM;

1O - mporpammMHoe obecrieuerue "CyberCodeReview" Bepcuu 3.3.2.



