ITPOTOKOJI Ne 14299/2023
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MPOrpaMMHoOro odecrneuenus «Mailion» Bepcun 1.6-sec

U nporpaMMHoro komiiekca «ALD Pro» Bepcum 2.0.

. Mocksa 10.11.2023

1 IIpeamMeT UCIIbITaHUM

1.1 B HacTosieM npoTokose 3aduKcUpoBaH (pakT rnpoBefieHust B nepuog ¢ 21.08.2023 mno
10.11.2023 coBMeCTHBIX UCTILITAHUM TTPOrpaMMHOTO 0becrieuenust «Mailion» Bepcun 1.6-sec (nanee
— TIO), pa3paboranHoro OOO «HOBBIE OBJ/IAYHBIE TEXHOJIOT'MW», ¥ mporpaMMHOro
usgemsi «ALD Pro» Bepcuu 2.0, pazpaboranHoro OOO «PycbNTex-Actpa».

2 OOBEKT UCTIBITaHUH

2.1 IlepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBABLIMXCSI B XOZJe TIPOBEJeHUsl JaHHBIX
WCTIbITaHWM TipeficTaByieH B Tabmuie 1.

Tabmuiia 1 — ITepeueHb 1akeToB, OTHOCAIMXCS K 1O

Onucanue HaumMmeHnoBaHue MD5 HNcTrounnk

®aiis IporpaMMHOIo
fbc52d9cdb2998523675356
naketa AuCTpubyTyea Mailion_1.6-sec.iso CropoHa paspabotunka 10
63b43492c
«Mailion»

®aiin NporpaMMHOIo
349a796bSffaedfe1bda0452

naketa AuCTpubyTrsa ALDPro-2.0.0.iso 0ec42792

«ALD Pro»

CropoHa pa3paboturika ITO

3 Xo/ UCrbITaHUH

3.1 B xoe rnpoBe/ieHHsI HACTOSIIUX MCITBITAHUM OBI/IM BBIMTOTHEHBI TIPOBEPKH KOPPEKTHOCTU
coBMecTHOTO (pyHKIMOHUpOoBaHus «Mailion» u «ALD Pro» B 00beme, yka3zaHHOM B [Ipunokernn 1.

3.2 B Xofie UCMbITaHMUM KCII0/Ib30BAJICS TECTOBBIA CTeH/, OMUCaHHbIN B [Ipunokenuu 3.

4 Pe3ysbTaThl UCITBITAHUM

4.1 «Mailion» koppeKTHO (hyHKIIMOHHPYeT cOBMeCTHO € «ALD Pro».
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5 BriBoz

5.1 «Mailion» Bepcuu 1.6-sec u «ALD Pro» Bepcuu 2.0 coBMecTHUMBbI, PUHUMasi BO
BHMMaHNe MH(POPMaL1I0, COZiep Kalllytocs B pa3jenax 3, 4.

6 CocraB paboueii TPyMITbI U MTOATMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kaprienko [I. . — HauaJbHUK CeKTOpa OTJefa TeXHOJIOrMYecKol COBMeCTUMOCTH
JlerlapTameHTa pa3sBUTUS TexHoJIornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[TnotHukoB [I. B. — vH)XeHep OT[ena TeXHOJIOTMYECKOW COBMECTHMOCTH JerapTaMeHTa

pasBuUTUs TexHosiornyeckoro corpygHruectsa IBuC OOO «PycbUTex-Actpa».

00O «PycbNTex-Actpa»

HayaJbHUK CeKTOpa OT/e/la TeEXHOIOrMuecKon
COBMECTHUMOCTH JleTlapTaMeHTa Pa3BUTHS TEXHOJIOTYeCKOTo
corpypanuectsa [IBuC
(HO/KHOCTB)

Kaprnenko [I. Y.

(roanuce) (bamuusi, HULMAIIBL)
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IIpunoxxenue 1 k ITporokosy Ne 14299/2023

ITepeueHb poBepok coBMecTuMOCTH «Mailion» u «<ALD Pro»

Ne
W HauMeHoBaHue NIPOBEPKU Pe3synbTaTr nnpoBepKu
1. | YcnemHoe co3maHue U aBTOpU3aLivs HOBOTO mo/b3oBaTesiss ALD pro YcrnelHo
2. | YcrnewHblii mouck nosb3oBarenst ALD pro o ero co3zanus B Mailion He ycriemno
YcremiHoe 00HOBIEHHWE AAHHBIX Mo/b30Baresst ALD pro nipu
3. YerenrHo
n3MeHeHUU BO BHeltHeM LDAP karanore
YcrielliHast MTOBTOPHAsi aBTOpU3alLiyis nojib3oBaresis uz ALD pro
4. - YcreriHo
co3gaHHoro B Mailion
5. | YcnelrHas aBropu3sanus oz Apyrum nosb3oBatesiem ALD pro YcneurHo
6. |IMonb3oBarens ALD pro co3gaercs mpu orvHe B Mailion YcnewHo
7. |Ilomp3oBarens ALD pro co3zaeTcs 1o HOBOMY MUCEMY YcrentHo
8. |IluceMma nosib3oBareno ALD pro goxofsT YcneurHo
9. |Ilog monb3oBateneM ALD pro BO3MOXKHO CO3aTh MPOCTOe COOBITHE Ycnewso
ITog monb3oBatesieM ALD pro BO3MOKHO OTpeIJaKTHPOBATh JF000e
10. A P e P YcnenrHo
coObITHE
11. |ITop nmonb3oBarenem ALD pro BO3MOXXHO CO3/aTh KajeHAaphb YcrenrHo
12. |Tlog monb3oBatenem ALD pro Bo3Mo)kHO co3ziath LAL KOHTaKT YcrenHo
13. |Tlog nonb3oBaresem ALD pro Bo3MOXXHO repeMMeHOBaTh KajieHaphb YcneurHo
14. |Ilog nons3oBareneM ALD pro Bo3MoxHO yzamutb LAL KOHTakT YcrenHo
15. |Ilog nonb3oBateneM ALD pro Bo3M0OXHO OTpeJaKTUPOBaTh YcriemHo
16. |Tlog nosb3oBatesieM ALD pro Bo3MOXKHO yaiuTh 11060e coOBITHE YcrenHo
Ecnu nonp3oBarens 6/10kupoBaH B ALD pro oH He MOXKET BOHTH B
17. . YcnenHo
Mailion
18. |IMonn3oBarenu ALD pro HaxofsATcs uepes cajiKecTep YcneurHo
19. |IIucema ot nons3oBatenss ALD pro xogsT YcnewHo
20. |Ilop nonb3oBaresnem ALD pro Bo3MOXKHO yZAanuTh KajieHapb YcrentHo
ITonb3oBarens ALD pro He HaxXOAUTCS uepes cajpkecTep C JOMEHOM
21. P A P a pcA YcrenHo
Jlenerauyu
YcnewHas apropy3anus noss3osaresieM ALD pro c joruHom
22. v YcnenrHo
ald.company.local\"...
YcnelHas aBropysanus 1no/b3osaresieM ALD pro ¢ jioruHom
23. .. YermenHo
..."@ald.company.local
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IIpunoxenue 2 K ITporokosy Ne 14299/2023
MucrpyKijusa no uaTerpanuu «Mailion» ¢ «<ALD Pro»

1 Hacrpoiika «Mailion»:

1.1 BBIMIO/IHUTE JeHCTBUS:

1.2 HeoOxouMO TIOATOTOBUTH CTEH/ B 3aBUCMMOCTH OT peXHMa yCTaHOBKH. B xoze
COBMECTHBIX UCTILITaHWH, ObI/T BEIOpAaH peKUM yCTaHOBKHU «Standalone», B 3TOM ciiydae Hy>KHBI 2
BUPTYya/ibHble MalllMHbL: pabouee MecTO orepaTopa C KOTOporo OyJeT TMpou3Be/eHa yCTaHOBKa,
“HGpaCcTpyKTypHasi pabouasi CTaHLMsl Ha KOTOPYIO OyzieT mpou3Be/jeHa yCTaHOBKa.

1.3 [oaroToBKa orepaTopckoil paboyeld MalllMHbI BK/IHOYaeT B cebsi yCTAHOBKY MOZYyJiei
Python3 nipu nomotwm crefyroumx KOMaHz;:
sudo apt -y install python3-pip
sudo apt -y install python3.9
sudo python3 -m pip install ansible-core==2.12.10
sudo python3 -m pip install dnspython==2.3.0
sudo python3 -m pip install jinja2==3.0.3
sudo python3 -m pip install pymongo==4.5.0
sudo python3 -m pip install netaddr==0.8.0
sudo python3 -m pip install jmespath==1.0.1

1.4 YcranoBuTh naketr mongodb-mongosh, KOTOpbINi MOXKHO B3(Tb C O(ULIMAIBLHOTO CalTa
MongoDB.

1.5 B kauectBe DNS-cepBepa Ha OrepaTopcKoii MalinHe HeOOXOMMO yKa3aTb KOHTPOJIIEp
zomeHa ALD pro.

1.6 B datine /etc/hosts Heobxoaumo ykazatb FQDN u IP aspec koHTposuiepa gomeHa ALD
pro ¥ MHPpPaCTPyKTypHOU paboueii CTaHIUH, HaTIpUMep:
192.168.100.4 operator.ald.company.local  operator
192.168.100.3 infra.ald.company.local infra
192.168.100.57 dc-1.ald.company.local dc-1

1.7 HacTpouTh [ABYCTOPOHHUIN Oecrapo/ibHBIM JOCTYIT K HWH(PACTPYKTypHOM paboueid
cTaHIMU 10 ssh Ha root. [Ins sToro HeoOXoAWMO BHECTH TMPaBKW B KOH(UTypaLMOHHBIN (aiin
cnyx0b1 SSH /etc/ssh/sshd_config:

PermitRootLogin yes

1.8 [Tanee HeOOXOUMO YCTAaHOBUTH MMAapPOJIb /IS TOOt.
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sudo passwd root

1.9 Tanee HeobXoauMo creHeprpoBaTh ssh-ceptrduKkar v repesath ero HHPPaCTPYKTyPHOU
MalliiHe.
sudo ssh-keygen
sudo ssh-copy-id root@infra

1.10 Bce BbIeonycaHHble AeMCTBUS co caykboii SSH HeoOXomWMO TIPOM3BECTH U Ha
VMH(PaCTPyKTYPHOU MalllvHe.

1.11 Janee HeoOXOAWMO pa3BepHYTh OIEPAaTOPCKYI0 UacTb TIIOYTOBOTO CepBepa Ha
OT1epaToOpPCKOM MallliHe B COOTBETCTBUM C JOKyMeHTalueil Ha Mailion 1.6, BrioTh A0 BbibOpa
pe>kuMa YCTaHOBKH U 3ario/iHeHUs inventory-catina.

1.12 Tlocne yCTaHOBKM OINepaTOPCKOM uyaCTW C CUCTEeMOMW yTpaB/ieHUs] KOH(QUryparysMu
Ansible, HeobxoaMO TOATOTOBUTH My/bTHAOMeHHBI TLS/SSL-cepTudukar rae OyzmeT oToOpakéH
wildcard-ceptudukat u oMeHHBINM cepTU(dUKAT, HarIpUMep:

DNS:*ald.company.local, DNS:ald.company.local

1.13 CkonvpoBaTh CepTU(UKAT M K/H0U, KOTOPbIM TMOAIMUCHIBAICS 3allpoC B JAWPEKTOPHUIO
/root/install_mailion/certificates, omupasice Ha AOKyMmeHTalut0. My/nbTU/JOMEHHbIN CepTU(UKAT
TaKKe He0OX0IMMO TiepeBeCTH 1 B popmMaT .pem

1.14 B cnyvae, ecnmu cepTHhUKAT SBISETCS CAMOIIOJIMCAHHBIM, HEOOXOAMMO IIPABUTH
KOH(UrypaluroHHbIA (aiin /root/install_mailion/group_vars/ucs/main.yml, HaiiTi B HEM MapameTp
mailion_use_self_signed_external_certificate 1 BbICTaBUTB €ro 3HaueHHe Ha true.

1.15 TTapameTpbl MHTerpaljMu HacTpavBaroTcs B (paiae group_vars/ucs_setup/main.yml B
COOTBETCTBUM C JIOKyMeHTalMedi Ha Mailion 1.6, 3a WCK/IIOUEHHMEM TOTrO, UTO HEOOXOAUMO
BBICTaBUTh NOHBIN MyTh ApeBa LDAP B rpade base_dm, Harpumep: dc=ald,dc=company.dc=local,
B rpade servers: endpoint BbICTaBUTH ip-aipec KoHTposiiepa AoMeHa BMecto FQDN. Takxke B
rapamMeTpax WHTerpaLyu J0/DKeH MPUCYTCTBOBaTh O/10K € microsoft.

1.16 B koH1je datina group_vars/ucs_setup/main.yml /jo/bkHa TIPUCYTCTBOBATh TepeMeHHast
iason_integrations_microsot_enabled: true.

1.17 Tanee HeoOXOAUMO MpeIHACTPOUTh UHMPACTPYKTYPHYIO MarmHy. Heo6xoaumo
cAenatb 3anuch B (paiine /etc/hosts, ¢ comnocraBnenneMm ip-aapecoB u FQDN onepatopckon
MalllMHbl, KOHTpOJ/UIepa JoMeHa U WH(PaCTPYKTYpHOM MaimHel. [106aBUTH CepBUC gIpc, C
yKa3aHueM ip-azipeca UH(PACTPYKTYPHOM MaiuHel. Hanpumep:
192.168.100.3 grpc.ald.company.local  grpc

1.18 [nst mpefHaCTPOMKMA HEOOXOAMMO YCTaHOBUTD JIOKep TMoc/iefiHel BepCUU TPY TTOMOILA

UHCTa/ISToOpa pip.
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sudo apt -y install python3.9 python3-pip
sudo python3 -m pip install docker

1.19 YcranoBuTh MHOPACTPYKTYPHYIO YacThb C BbIOOpOM KoHTelHepm3auuu docker, u3
muctpubytrBa Mailion1.6-sec.iso

1.20 TTocne oTpaboTku TUIeOyKOB ybeauThCst UTo Cay»KObI iason u dirbek orpabatbiBaroT
KOPPEKTHO.

2 Hacrporika «ALD Pro»:

2.1 BBITIOJIHUTD J€NCTBUS:

2.2 YcraHoBUTb KOHTposiep JomeHa ALD Pro, comiacHO JOKyMeHTaL[1H.

2.3 Buectu DNS-3amuci B COOTBETCTBUM C  TpeOOBaHUSIMH, TpeAbsBIeHHBIMU

JoKyMeHTaluei Mailion 1.6.
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IIpunoxenue 3 K ITporokosy Ne 14299/2023

OnucaHue cTeHJa
1. «ALD Pro» 3anyuieHHbI B Cpefie OIEepalliOHHOW CHMCTeMbI CIleLiaJbHOro
Ha3HaueHuss «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe ob6HOBaeHWe 1.7) c
YCTAHOBJIEHHBIM OTepaTUBHBIM 00HOBHeHWeM Oe3orracHocT BROJIJIETEHB Ne 2023-0426SE17
(omepatrBHOe 0OHOBeHMe 1.7.4) Ha siipe 5.15 generic.

2. «Mailion» 3anyiieHHbIl B cpejie onepaljoHHoM cuctembl Ubuntu 20.04.
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IIpunoxenue 4 k ITporokosy Ne 14299/2023

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH
ABuC — nupexnus BHeZIpeHUs U COIIPOBOXKeHUS;
1O — nporpaMmMHoOe obecrieyeHue;
DNS — npoToKo/1 pa3pelleHust JOMEeHHbIX UMEH;

FQDN — nosiHOe JoMeHHOe UMS XOCTa.

MaeHTndukaTop AokymeHTa 255665b8-7013-440a-94ef-3c8ad9225a80 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepvos AencTemna
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