IMTPOTOKOJI Ne 27327/2025
MPOBe/IeHUsI COBMECTHBIX HCIIBITaHUI NporpaMMHoro obecrneuenns " Konryp.Tonk-onprem”
Bepcuu 0.16.0 1 onepanioOHHOM CHCTeMBbI CieljHa/IbHOr0 Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHHe 1.7)
. Mocksa 18.03.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3aduKcrpoBaH (pakT mnpoBefeHust B nepuof ¢ 14.03.2025 no
18.03.2025 coBMeCTHBIX UCMbITaHUM TporpaMMmHoro obecrieueHust "Konrtyp.Tosnk-onprem" Bepcuu
0.16.0 (mamee — TIO), paspaboranHoro AO "II® "CKB KoHTyp", W oOnepalyoHHOW CHCTeMbI
crielpasibHOTO Ha3HaueHws "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe 0OHOBIeHHE
1.7) ¢ ycraHOB/IEHHBIM oOmepaTuBHbIM OOHOBIeHUeM Oe3omacHoctu BROJIJIETEHD Ne 2024-
0830SE17 (onepatuBHOe ob6HOB/eHHe 1.7.6) (manee — Astra Linux SE 1.7.6), pa3paboranHoit OOO
"PycbUTex-Actpa".

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBABILIMXCSI B XOZe TIPOBEJeHUsl JaHHBIX
UCTbITaHuM, oTHOCcsituxcs K [10, nipeacraeneH B Tabsnutie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Omnucanue HaumenoBanue MD5 NcTounuk
daiin mporpaMMHOTO 93dd0470c61fc1b8b99faf54
ktalk-v0.16.0.run CropoHa pa3paboturika ITO
nakeTa guctpubyTuea I[10 8dc9433d
datin NporpaMMHOro 8dc51b7e4bf33ca35a30a73
ktalk-media-v1.5.1.run Cropona pa3paborurika I10
nakera quctpubytusa 10 01e287ba0
®aiis1 TpOorpaMMHOT0 36be998d4d80a0b06299423
ktalk-mcu-v0.16.0.run Cropona pa3paboruvika I10
nakera guctpubytusa I[10 528f96cfb
WHCTPYKLUS 110 HACTPOUKe Pecypc B cetn "VHTepHeT":
Wucrpykuus Konrtyp.Tonk
u ycraHoBke I10 B - "https://kontur.renote.team/
On-Premise
3JIEKTPOHHOM (hopmare doc/1f1I9Cw3rh"

3 Xo/ UCrbITaHUH
3.1 B xofie poBe/ieHHs] HaCTOSIIMX UCIIBITaHWN ObUTH BBIMOTHEHbI TIPOBEPKU KOPPEKTHOCTU
¢yukimonupoBanus 10 B cpefe Astra Linux SE 1.7.6 B o6beme, yka3anHom B [Ipunoxkenun 1.

3.2 TlepeueHp MCIONB3YEMBIX PENO3UTOpPHEB NpHUBeieH B IIpunoxxenun 2.
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3.3 C uesiblo MpoBefieHUs MPOBEPOK MpU BKIOUEHHOM pexume 3IIC B xone BHeApeHHs
SUII 8 ELF/PE32-daiinsi I10 ucronb3oBasics KOMIIEKT U(POBBIX Kiroueii iporpaMmmel Ready for
Astra Linux OOO "PycbUTex-Actpa".

3.4 Tlpu dyukiuonrupoBanuu 10 BbisiBieHbl ommbku DIGSIG, uTo sIB/IsieTCSl TPU3HAKOM
HekoppeKkTHo# paboTsl 10 ¢ akTrBHBIM pexkumom 3I1C.

3.5 IIpoBepka KOppeKTHOCTU (yHKIMOHHPOBaHUSI 10 B yC/IOBUSX HEHY/JeBOTO YPOBHS
KOH(UIeHIMaTbHOCTH MeXaHW3Ma MaH/IaTHOTO pa3rpaHuueHus Aoctymna (ganee — MP/I) yka3aHHBIX
Cpel, He TpOBOAWIACh MO TNpUYMHe OTCYTCTBUS nopfepxku I1O  cooTBeTcTByMOLEeH
¢yukumonansHoct OC. MHbopmalyst 06 OTCYTCTBUM YIIOMSIHYTOM TIOAIep)KKK Obula 3asiBlieHa
CTOPOHOM pa3paboTurika I10.

3.6 [l KOppeKTHOM yCTaHOBKM M (YHKLMOHMPOBaHUsI KoHTelHepHoro I1O HeoGxopumo
nmobaBUTh 3aMuch caeayroiero Buia B datin "/etc/docker/daemon.json':

{ "astra-sec-level" : 6 }

BBITIOTHUTD T1epe3anyck cy»kobl "docker":

sudo systemctl restart docker

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T1O xoppekTHO QyHKLUMOHUPYeT B cpefe Astra Linux SE 1.7.6.

5 BriBOj,

5.1 1O u onepaioHHas cUcTeMa CrieljiaapHoro HasHaueHus "Astra Linux Special Edition”
PYCB.10015-01 (ouepesHoe oOHOB/ieHHWe 1.7) COBMECTHMbI, TPUHMMasi BO BHHUMaHHe
“H(OopMal[1to, cofiepXKalllyrocs B pa3zenax 3, 4 u [IpunokeHuu 2.

6 CocraB paboueii TPYIITLI U TTOITUCH CTOPOH

6.1 laHHbII IPOTOKO/ COCTaB/IeH yUaCTHUKaMHU paboueld TpyTIibL:

Kapnenko [I. Y. — HauanbHUK cekTopa, OO0 "PycbWTex-Actpa";

Corukos I1. A. — unxenep, OOO "PycbUTex-Actpa".
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ITpunoxenue 1 K Ilporokosy Ne 27327/2025

Ilepeuens npoBepok coBmecTumocTH I10 u Astra Linux SE 1.7.6

Pesynbrar npoBepku I10 u Astra Linux SE

15; HaumeHoBaHMe IPOBepKHU 1.7.6 ¢ sgpom OC

5.4.0-186-generic 5.10.216-1-generic 5.15.0-111-generic 5.15.0-111-lowlatency 6.1.90-1-generic
1. | YcranoBka 10 Yenewso Yenewno Yenewno YenerHo Yenemso
2. | Okcrutyaranusa 110 Yenemso Yeneso Yenemno Ycneso Ycnewto
3. | ¥Ypanenue I10 YenemHo YenemHo YenemHo YenemmHo Ycnemo
4. | TpeboBanwus 6e3omnacHoctu ALSE Yenewno Yenewno Yenewro YenemHo Yeneso
5. | Mexaunu3sm 6e3omacaoctu 3I1C Heycnewso Heycriemso Heycnewso Heycnemso Heycnemso
6. | Mexanu3am Ge3onacHoct MKI] YererHo YererHo YeremHo YenemHo YenewHo
7. | MexaHu3M 6e30MacHOCTH MPI He nposogunace He nposogunace He nposogunace He nposogunace He nposogunace
8. Mexarnsm GesomactocTH rootless Heycnemno Heycrietno Heycrietno Heycrietino Heycnemno

(TonBKO [17151 KOHTeHepHBIX MpUIokeHM docker)
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ITpunoxxenue 2 K ITporokosy Ne 27327/2025

MHcTpyKkiusa no ycraHoBke M yaaieHuio ITO B cpepe Astra Linux SE 1.7.6

1 WUcnonb3yeMmsle periozutopuu B Astra Linux SE 1.7.6:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64
main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-extended/ 1.7_x86-
64 main contrib non-free

2 YcraHoska [10:

2.1 BBITIOJIHATH CUCTEMHBIE KOMaH/Ibl, 1eMCTBUSI:

2.1.1 YcTaHOBUTD JOTIOJTHUTETbHBIE TTaKeThl HeobxoauMble it paboTsl [10:

sudo apt update

sudo apt install docker docker-compose jq acl curl openssl -y

2.1.2 BbINOMHUTE 3aryCcK CKpuIiTa yctaHoBKM "ktalk-app":

sudo ./ktalk-v0.16.0.run
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IIpunoxxenue 3 K ITporokosy Ne 27327/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.7.6 — onepanjoHHasi cMCcTema CrieLajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BFOJIJIETEHD Ne 2024-0830SE17 (omepatuBHOe o0HOoBeHHe 1.7.6);

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10O — nporpammuoe obecrieuenrie "KouTyp.Tonk-onprem" Bepcuu 0.16.0.

NaeHtndukatop aokymeHTa 310dbe32-f1b4-4fe2-abb9-f3f043d845cc - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens

Moanwucn ® OO0 "PYCBUTEX-ACTPA" B He npunoxera npv noagnmncaHnm 048445BBO0A2B112BD4F281C043 28.03.2025 17:28 GMT+03:00
oTrnpasuTens: Kapnerko mutpuii MeaHosny 3B6D1BF Moanwch cootseTcTayeT dainy
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