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ITPOTOKOJI Ne 28881/2025
NPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH NMPorpaMMHoro odecreyenus ""Naumen Contact
Center" Bepcuu 25.4.1 1 oniepaliioOHHONM CUCTEMBI CIIeMa/IbHOT0 Ha3HaueHun "Astra Linux
Special Edition" PYCB.10015-01 (ouepeaHoe o6HoB/IeHHe 1.7)
r. Kasanb 17.06.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosilieM TIPOTOKOJie 3aUKCUpOBaH (DaKkT TIPOBeZieHUs] COBMECTHBIX WCIBITAHWUN B
niepuoz ¢ 09.06.2025 o 17.06.2025 niporpamMmmHoro obecrnieuerust "Naumen Contact Center" Bepcuu
25.4.1 (manee — I10), pa3paboranHoro AO "HAYMEH", u onepaijioHHON CHCTEMBI CTIEIJHa/IbHOTO
Ha3HaueHusi "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe oGHoBieHwe 1.7) c
YCTaHOBJIEHHBIM OTlepaTUBHLIM 00HOB/IeHHeM Oe3onacHoctd BFOJIJTETEHD Ne 2025-0507SE17MD
(cpouHoe omeparuBHOe oOHOB/MeHWe 1.7.7.UU2) (mamee — Astra Linux SE 1.7.7.UU2),
pa3paboranHoit OO0 "PycBUTex-Acrpa".

2 OOBEKT UCTIBITAaHUH

2.1 Ilepeuenb kKommoHeHTOB I10, 3KCITyaTHpPOBABIIMXCS B XO/e MPOBeJeHUsl UCMbITaHWM,
nipezcraBrieH B Tabnue 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTanus [10

KontponbHasa | CchblIKa Ha 3KCIUTyaTalliOHHYI0
HaumeHoBanmue ¢aiiia

cymma (MD5) JAOKYMEHTALHI0
product-ncc.os-astral.7.mode- £259c81cc3calc6e
release.deployment_id-.repo_id-.release_version- 3d0f7fef98b66ee0 -

25.4.1.ci_job_id-2041189.timestamp-2025411-1643.iso0 2295d5c2

3 Xo/1 UCMbITaHUH

3.1 B xome mpoBeeHUsI HACTOAI[MX WCIBITaHUK OBITM BBITIOHEHHI TTpoBepku 10 B cpene
Astra Linux SE 1.7.7.UU2 B o6veme, ykazanHoM B [Ipunorkernu 1.

3.2 IlepeueHs UCII0/Ib3yeMbIX PEIIO3UTOPUEB NpuBesieH B [Ipuioykenuu 2.

3.3 s dyskumonuposanus [10 B cpefie onepaljuOHHOM CHUCTEMbI C aKTUBHBIM PeKUMOM
3I1C TpebyeTcs BHeipeHUe 3/IeKTPOHHOM L[U(POBOM TIOATHCH.

3.4 Tlpn ¢ynkumonupoBanuu [10 BeisiBenb! ommbku DIGSIG, uto siBAsieTcsl MpU3HAKOM
HekoppekTHOM pabotel I1O c aktuBHbeIM pexkumom 3IIC. B aupekropum /tmp CO37ar0TCS

HCIIO/IHsAAeMEIe (1)&1171]'1131, KOTODbIE HE MOT'YT OBITh noArvrcCaHel.
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3.5 IIpoBepka KoppeKTHOCTU (pyHKIIMOHUpoBaHus [10 ¢ ypoBHeM KOHpUAeHIMaAbHOCTH 1-3
MexaHu3Ma MaH/aTHOrO pasrpaHUuYeHus [OCTyrna He MPOBOAWIACh II0 TMPUUYMHE OTCYTCTBUS
nogzepxku I1O cootBercTBytOwlel QyHKLMOHanbHOCTH OC. ®PakT OTCYTCTBUS YIOMSIHYTOU
No/iIep>KKU ObuT orpesiesiéH croporoit OO0 "PycBUTex-Actpa'.

3.6 Ilpu ycraHoBke ITO ¢ hardened simpamu OC Bo3HMKaeT oiiMOKa mpu 3arycke Redis.
[leicTBUS MO yCTpaHEHUIO IaHHOM OIIMOKY OTMMCaHbI B yHKTe 2.26 TIpunokeHus 2.

3.7 lpu wucrnonb3oBanuu Opay3epa "Firefox" w3 coctaBa OC BO BpeMs 3BOHKOB,
Mpon3BoAUMBIX ¢ Tiomotnbio [10, oTcyTcrByet 3Byk. B Gpay3epax "Chromium" u "Chromium-gost"
u3 coctaBa OC laHHOM Npo6ieMbl He BBISIBIIEHO.

4 BeiBOA,

4.1 "Naumen Contact Center" Bepcuu 25.4.1 (DyHKLMOHMpYeET B Cpefie OIepaljiOHHOM
CUCTeMbI CrieliMasbHOro Ha3HadueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepeaHoe
obHoOB/leHHe 1.7) ypoBeHb 3alllMI[eHHOCTH "0a30BbIi" U MPU3HAHO COBMECTUMBIM, MPUHUMAas BO
BHHMMaHHe UH(OPMaLUI0, COZIepKallyrocs B paszesne 3.

5 CoctaB paboueii TPyTITbI U MOAITUCH CTOPOH

5.1 JlaHHBII TIPOTOKOJT COCTaB/IeH yYaCTHUKaMH paboyueii rpyTib:

[Tpokantok /1. C. — HauasibHUK cekTopa, OO0 "PycbUTex-Actpa";

IMonukapos E. A. — utkenep, OO0 "AuCudn Actpa Cepsuc'.
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ITpunoxenue 1 K Ilporokosy Ne 28881/2025

ITepeuens npoBepok coBMecTumocTu I10 m Astra Linux SE 1.7.7.UU2

Tabmua 1.1 - Pe3yneratsl mpoBepok 10

Craryc MexaHU3MOB

ITepeuensn Bepcus ajppa 0e30macHOCTH B mporecce
BBINO/IHEHNs NIPOBEPKH
NPOBEPOK
5.4.0-202- | 5.4.0-202- | 5.10.233-1- | 5.10.233-1- | 5.15.0-127- | 5.15.0-127- | 5.15.0-127- | 6.1.124-1-
generic hardened generic hardened generic hardened | lowlatency generic 3mc MKI, MP/,
Ycranoska I10 Ycrnenso Ycrnemso Ycnemso Ycrnemso Ycrnemso YcrenHo Ycrnemso YCTeIHo | HeakTuseH
Okcrnyaranusa 110 Ycrnenso Ycrneso Ycnemso Ycnemso Ycnemso Ycrnenso Ycrnemso YCMeIHo | HeakTuseH
Ynanenue I10 Ycrnenso Ycneso Ycnemno Ycnemso Ycnemso Ycrnenso Ycrnemso YCMeIHo | HeakTusen
Sxcrnyarats IO, AkTrBeH | AKTHUBeEH
YpoBeHb He He He He He He He He
Heaktusen
KOH(W/eHL[Ma/TbHOC | IPOBOAMU/IACK | TPOBOAM/IACK | IPOBOJM/IACH | IPOBOAM/IACK | TPOBOAM/IACK | IPOBOJM/IACK | TIPOBOAU/IACK | TPOBOAKU/IACH
™ 1-3
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IIpunoxxenue 2 K ITporokosy Ne 28881/2025

NucTpykuus o ycraHoBke U yaaaenuro ITO

1 Ucnonb3yeMsle periozutopuu B Astra Linux SE 1.7.7.UU2:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/uu/2/repository-base/ 1.7_x86-
64 main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/uu/2/repository-extended/
1.7_x86-64 main contrib non-free

* deb [ arch=amd64 trusted=true allow-insecure=true allow-weak=true allow-downgrade-
to-insecure=true ] file:/mnt/iso/repo ./

2 Ycranoska I10:

2.1 Heobxognmo Hanmumne DNS cepepa ¢ 3anucamu cepsucos [MO:

chat

webrtc

pms

buddy

NWSS

rec

2.2 Heobxoaumo Hanunune SSL-ceptucpmkara B goopmare crt n knroya B hopmarte

key.

2.3 YcTaHoBUTb postgresql n co3gatb 6a3bl faHHbIX:

sudo apt install -y postgresq|

sudo passwd postgres

Su postgres

psql

CREATE ROLE naumcl WITH LOGIN PASSWORD '12345678";

CREATE DATABASE naumedb_system OWNER naumcl encoding 'UTF-8';
CREATE DATABASE naumedb_report OWNER naumcl encoding 'UTF-8';
\c naumedb_system;

CREATE EXTENSION IF NOT EXISTS lo;

CREATE EXTENSION IF NOT EXISTS pg_trgm,;

CREATE EXTENSION IF NOT EXISTS pgcrypto;
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\c naumedb_report;

CREATE EXTENSION IF NOT EXISTS lo;
CREATE EXTENSION IF NOT EXISTS pg_trgm,;
CREATE EXTENSION IF NOT EXISTS pgcrypto;
\q

exit

2.4 TlpumoHTUpoBaThL 06pa3 penosutopus MO:

sudo mkdir -p /mnt/iso

sudo mount -o loop /nyTb/k/06pasy.iso /mnt/iso

2.5 B ¢paiine /etc/locale.gen gomkHbl 6biTb CTPokM "en_US.UTF-8 UTF-8" 1

"ru_ RU.UTF-8 UTF-8".

2.6 BbinonHnTb KoMaHAabl: sudo locale-gen && sudo update-locale

2.7 YCTaHOBUTb NaKeThbl:

sudo apt install -y atop bash-completion ca-certificates chrony curl htop iotop-c mc
strace sudo sysstat tcpdump tmux tzdata ufw vim wget dnsutils

2.8 lo6aBUTL Cy>keOHOro nosib3oBartesis:

sudo useradd -m ncc_system

echo 'ncc_system ALL=(ALL:ALL) NOPASSWD: ALL' | sudo tee -a
/etc/sudoers.d/ncc_system

echo 'Defaults:ncc_system !requiretty’ | sudo tee -a /etc/sudoers.d/ncc_system
sudo pdpl-user -1 0:0 -i 63 ncc_system

sudo mkdir -p /home/ncc_system/.ssh/

echo "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDIHIF4ASLIrm7fiRGtoBBvZ82a9BLpxC9
TW2XpMkIVizV1VdG7hG4QqSS9wbXZ01Q+6GtPHMivzYyZbAAMan4e7FFbpVhBb
WhpFitOM/oHgTzBpV2xrQ7hOQrV4F6nBhXeUkngaVOVUmSY QiBp2k/
14kqglvALW5hkMjIn89kGbbLVmAulpgs5IblU8h6/bDfFY45LDXjBoSOlcndz/
1UINzmXYH89gVPdV2FALDALS/fzZRS005cHgKjSaqcQ1SV/
kTjRIX9H2W2N4kVkOHHbZ6seDChhBJO5Mg2PuCmXHhDY10HNNyiY8Nb6PXUF+f
FAil/
3CCRgPZxyCUqgF9xKTHP3xzThfipgjauEqWXtPHOPXDv40xZwm0Y531LwmD5SA
CC3K01BcXCdyaVvHIzIXSCTo+WIy8jCidARV6Ete2vzOp6hmHdgjLLG9pp9IXLpoiA
afHjaEu6rlH9gvMojLJolaiBOCA3S1KorMZ/
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IGGN1rIDbT6J7ySOMfAVW1FDITzCfADFQFNn7QSv60glpQohYf2xfFbu3NGhCVjgvJ
3ATG1VilaFsHg2cqT7yLkABqoKyQ5bsNLHWHCcKyVi02lsmFDUOLfOgFpgdyNIiEDN
DXdeR90ohnyZTQss5T9rWiD4RDLRZ90UaGmTyO3sN489vphHgekjXxR+xIj31B7+3
050Q=="| sudo tee -a /lhome/ncc_system/.ssh/authorized_keys

sudo chown ncc_system: /home/ncc_system/.ssh

sudo chown ncc_system: /home/ncc_system/.ssh/authorized_keys
sudo chmod 700 /home/ncc_system/.ssh

sudo chmod 600 /home/ncc_system/.ssh/authorized_keys

2.9 HactpouTb chaiiepBon:

sudo ufw allow 8001/tcp

sudo ufw allow 22/tcp

2.10 YcTtaHOBUTL NakeT ycTaHoBLMKa NO:

sudo apt install -y ncc-installer-ru

2.11 OTkpoinTe B 6pay3epe cTpaHuLy ycTaHoBLyMKa https://<IP-agpec BM>:8001
2.12 Beegute "ma nonb3osatens” v "Maponb” oT Y3 B Server Access.

2.13 BbibepeTte nHctannauyuio 3936 Haxmute "OK".

2.14 B nosne "CepBepbl” yKaxXnte NMsa cnyxebHoro nonb3oBarens "ncc_system” v
IP-agpec cepsepa. Hanpumep: ncc_system@192.168.1.55

2.15 OTmeTbTe YeKBOKC "YCTaHOBKa Ha BUPTYasibHY0 MaLInHY" 1 y6epuTe 4ekboKe
"MpoBepKa Ha oTKI4YeHne IPV6".

2.16 CreHepuvpyliTe C NOMOLLbIO KHOMKM CreHepmpoBaTb naponuv gns redis.

2.17 Y6eauTech, UTo (pnaxok YctaHoBUTb PostgreSQL CHAT.

2.18 YKaxuTe napameTpbl NOAKNOYEHNST K CUCTEMHON M OTYETHON 6a3am [aHHbIX:
2.19 Agpeca 6a3 gaHHbIx (Hanpumep, 192.168.1.55/naumedb_system ans
CUCTEMHOWR).

2.20 ims nonb3oBaTensi U Naposib YY4EeTHOM 3anMcy ANnst NOAKIYEHMS.

2.21 Y6eauTechb, 4TO BCe NOMSA 3amno/IHEHbl U HAXXMUTE KHOMNKY Havatb. MacTtep
3anycTuT psag NpoBepok. Mocne NPoXoXAeHMs NPOBEPOK HAXXMUTE Ha KHOMKY
"Nanee".

2.22 Mocne NpoxoxaeHns NPoBepoK B pa3saesne Bblibopa ponen Ans cepsepa

HaxxmuTe "BblbpaTth BCce".
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2.23 Bbibepute "lMy6nunyHblii ceptudomnkat” n "MpueatHbIi Koy,
2.24 3anonHute nonga DNS-3anucamu, KOTopbie co3fanmy paHee.

2.25 Haxkmnte "YcTaHoBUTL". YTBEPAUTENLHO OTBETL Ha BCM/bIBalOLLME BOMNPOCHI.

2.26 Ha hardened sigpax npv nosiBneHun owno6kmn npu 3anycke Redis B ghaiine
redis-server.service ykasaTtb A1s napametpa PrivateUsers 3HaveHue false n
MOBTOPUTL NPOLLECC YCTAHOBKMN.

3 Ynanenue I10:

3.1 BbInosiHUTL KOMaHAy: sudo apt purge -y nauphone-* ncc-* opms-*

3.2 [Ina yaaneHus octaBLUMXCst haiisioB BbINOMHWUTL KOMaHy: sudo rm -R /opt/nau*
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IIpunoxxenue 3 K ITporokosy Ne 28881/2025

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH

Astra Linux SE 1.7.7.UU2 — onepauyoHHasi CUCTeMa CIleliia/JbHOrO HasHaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HOBieHHe 1.7) € yCTaHOBJIEHHLIM
orepatvBHBIM 0OHOBeHueM Oe3omacHoctd BIOJIJIETEHB Ne 2025-0507SE17MD  (cpounoe
orepatiBHOe 0O0HOBeHue 1.7.7.UU2);

PKC3 - [lokyMeHT M3 cOCTaBa 3KCIUTyaTallMOHHOW pAokyMeHTaumu Astra Linux SE
1.7.7.UU2, PykoBogctBo o KC3. Yacts 1;

OC — ornepaliMOHHas CUCTeMa;

3I1IC — 3amMKHyTas IporpaMmHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue [JOCTYIIOM;

1O — mporpamMHoe obecrieuerue "Naumen Contact Center" Bepcuu 25.4.1.

NaeHtndukatop aokymeHTa ffd674e3-a51c-48bf-b699-4173f5c5¢19d - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpYAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
Moanwucn ® OO0 "PYCBUTEX-ACTPA" B He npunoxera npv noagnmncaHnm 05CED6B40026B22DBD47D33F4  17.06.2025 16:16 GMT+03:00
oTrnpasuTens: MpokaHtok Amntpuii Cepreesuny B4E164851 Moanwch cootseTcTayeT dainy
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