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ITPOTOKOJI Ne 30826/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMMHoro odecrneuyenus "IVA Terra" Bepcuu 2.0 u
ornepanroHHON CUCTeMbI CrieljMa/TbHOro Ha3HaueHus "Astra Linux Special Edition™
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
r. Mocksa 30.10.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM 1npoTokose 3ahuKCUpoBaH (PaKT MpOBeJeHHsi COBMECTHBIX UCIIbITAaHUI B
nepuo, ¢ 23.10.2025 no 30.10.2025 nporpammHoro obecrieuerust "IVA Terra" Bepcuu 2.0 (ganee —
I10), paspaboranHoro ITAO "MIBA", u omnepaijiOHHON CHCTEeMBbI CITelMalbHOrO Ha3HaueHus1 "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe oOHOBieHWe 1.7) C yCTaHOBIE€HHBIM
orepaTBHbIM 00HOB/IeHHeM Oe3omacHocT BIOJIJTETEHB Ne 2025-0923SE17 (omepaTuBHOE
obHoesenue 1.7.8) (ganee — Astra Linux SE 1.7.8), pa3paboranHoiit OOO "PycbTex-Actpa".

2 OOBEKT UCTIBITaHUM

2.1 Tlepeuens komrioHeHTOB [1O, 3KCIUTyaTHpPOBaBIIMXCS B XOZe NPOBeJEeHUs UCIIBITaHUMH,
nipesicTaBieH B Tabmure 1.

Tabnuna 1 — JuctpubyTuB u fokymeHTanus [10

. CcpUIKa Ha 3KCIUTyaTaljMOHHYI0
HaumeHnoBaHue ¢aiiia KonrposbHasa cymma (MD5)
JOKYMEHTAIUI0
V2.0.zip d522205caeaf320170ee8100379b0a26
JokymeHTaLms.Zip f93cc3696aded86d36613ebdd51a9%e65

3 Xo/ UCrbITaHUH

3.1 B xofie mpoBe/ieHUsT HACTOSIIMX WMCIBITaHWH ObUTH BBITIOHEHBI TipoBepku 10 B cpexe
Astra Linux SE 1.7.8 B 06beme, yka3aHHoM B [Ipunokenuu 1.

3.2 IlepeueHs UCIIO/IB3YEeMbIX PEIIO3UTOPUEB npuBesieH B [Ipunoykenuu 2.

3.3 ®yHKUMOHMPOBaHWe TIPEJCTABIEHHOTO HA WCMbITaHus auctpubytuBa I1O B cpepe
OTepaLMOHHOM CHUCTeMBI C aKTUBHBIM pexxuMoM 3I1C He noep>XxuBaeTcs.

3.4 TIpoBepKa KoppeKTHOCTH (pyHKLMoHUpoBaHus 10 ¢ ypoBHeM KOHbUAeHI[MaTbHOCTH 1-3
MexaHW3Ma MaHJIJaTHOTO pa3rpaHWYyeHus1 [OCTyla He IIPOBOAWIACh MO MPUYMHE OTCYTCTBUS
nopgepxku I1O cootBeTcTBYyIOMeH QyHKIMoHanbHOCTH OC. WHpopMaius o0 oTCyTCTBUH
YIIOMSIHYTOH TTO/IIeP>KKH Obljia 3asiBjieHa CTOpPOHOH pa3paborurka I10.

3.5 [nst koppekTHO# paboTtsl [1O TpebyeTcst OTK/IIOUMTh KOHTPO/Ib Pa3pellieHus] UCTIOTHEHHS

KO7Zla B IPOrPaMMHOM CTeKe.
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3.6 [Ipu ycraHoBke M 3kcrutyaranuu [10 BHOCSTCS M3MeHeHUs! B KOH(UTYpaLjMOHHbIN (aiii
rapameTpoB sigpa (/proc/sys/net/ipv4/ip_forward, /proc/sys/net/ipv4/conf/all/accept_redirects), uto

orpaHnuvBaeT (YHKIMOHUPOBaHWEe MeXaHW3Ma 3amuThl "3amura sigpa”. [Togpobnee B PKC3

pa3zen 9.4 u MP 1. 2.5.

4 BoIBOJ,

4.1 "IVA Terra" Bepcuu 2.0 GyHKUMOHUDYeT B CpeZie OIepaliOHHOM CHUCTeMbI
crnenanbHOTO HasHaueHWs "Astra Linux Special Edition" PYCB.10015-01 (ouepegHoe 06HOBNeHNE
1.7) ypoBeHb 3ailuileHHOCTHA "bBa30oBbI" U TMPU3HAHO COBMECTHMbIM, TIPUHMMAasi BO BHUMaHUe
H“H(OopMal[to, CofiepXKalllyrocs B pa3zesie 3.

5 CoctaB paboueii TpyTIIbI ¥ MOAMTUCH CTOPOH

5.1 JlaHHBII TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboyeii rpyTib:

[Tpokantok /1. C. — HauasibHUK cekTopa, OO0 "PycbUTex-Acrtpa";

3bipsiHoB U. U. — nrxkenep, OOO "PycbBUTex-Actpa".
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Tabmua 1.1 - Pe3ynbsratsl mpoBepok 10

ITpunoxenue 1 K Ilporokosy Ne 30826/2025

ITepeuens npoBepoK coBMecTuMocTH 10 u Astra Linux SE 1.7.8

ITepeueHsb NpoBepoOK

Bepcus sigep

CTaTyC MeXaHHU3MOB 0e3011aCHOCTH

5.4.0-218-generic 5.10.239-1-generic 5.15.0-142-lowlatency| 5.15.0-142-generic 6.1.141-1-generic 311C MKI] MPJ,
Ycranogka [10 YcnenHo YcnenHo YcnenHo YcnelmHo YcriemHo Heycnemno
Okcrutyaranus 10 YcrerHo YcrerHo YcrerHo YcrenrHo YcrmenHo Heycmemxo
AXTHBEH AKTUBEH
Ynanenue [10 YcrmenHo YcrmenHo YcrmenHo YcnerHo YcnemHo Heycnemno
Okcrnyaranus [10O. YpoBeHb H
e
KOHqJI/I JeHLMabHOCTH 1-3 He nposoaunace He nposoaunace He nposoaunace He nposoaunace He nposoaunace NpOBOMIACH

(omiMoHaIbHAas TIPOBEPKA)
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IIpunoxenue 2 K ITporokosy Ne 30826/2025

MNucTpykuus o ycraHoBke U yaaaenuro ITO
1 Ucnonib3yeMmsle periozutopuu B Astra Linux SE 1.7.8:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-base/ 1.7_x86-64

main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-extended/ 1.7_x86-

64 main contrib non-free
2 YcranoBka [10 anis pexxuma pasBeptbiBanus Full:
2.1 Jns 3anycka docker-koHTeHHEpOB HEOOXOAMMO BBITIOTHUTD CTIeyOIIIHe
MOJTrOTOBUTE/IbHBIE 111aTU:
2.1.1 OTK/IFOUUTE KOHTPOJIb pa3pelleHus: UCIIOTHeHUs KOJja B IIPOrpaMMHOM CTeke. [l
3TOr0 HY)KHO /1006aBUTh MapaMeTp siJjpa parsec.execstack co 3HaueHHeM 1 B CTPOKY
3HaueHul nmapamerpa GRUB_CMDLINE_LINUX_DEFAULT B koHbUTypal[iOHHOM
daiine /etc/default/grub, o6HoBUTL KOHGbUTYpAaIUIO 3aTpy3uKKa, 3aTeM BBITOJHUTD
nepe3arpysky cucreMsl Sudo reboot;
2.1.2 Hactpouts cpeay BelnosiHeHus nvidia B docker. ycraHoBuB nakeT nvidia-container-
toolkit:
e [lns 3TOTO 3aMEHWTH B KOH(MUTYpaIiMoHHOM (atie /etc/os-release HaspaHue
muctpubyTtrBa u Bepcur OC:
sudo sed -i 's|ID=astra|ID=debian|g’ /etc/os-release
sudo sed -i 's|VERSION_ID=1.7_x86-64|VERSION_ID="10"|g' /etc/os-release
e  VMmnopTtHpoBath K/tou gpg, KOTOPBIM IOATKCaHbI MaKeThl B pero3utopuu nvidia:
curl -fsSL https://nvidia.github.io/libnvidia-container/gpgkey |\
sudo gpg --dearmor --yes --output /etc/apt/trusted.gpg.d/nvidia-container-toolkit-
keyring.gpg
*  Co3gatk ¢alin co cchUIKOM Ha perio3uTopuii nvidia:
curl -s -L https://nvidia.github.io/libnvidia-container/stable/deb/nvidia-container-
toolkit.list |\
sudo tee /etc/apt/sources.list.d/nvidia-container-toolkit.list
*  OOHOBUTH CITUCOK AOCTYITHBIX MaKeTOB:
sudo apt update
*  YcraHoButh naket nvidia-container-toolKkit:

sudo apt install nvidia-container-toolkit —yes
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*  IIpuBecTtu KOHpUTrypalMOHHbIN (atin /etc/os-release B ncxoqHoe COCTOSTHUE:
sudo sed -i 's|ID=debian|ID=astra|g' /etc/os-release

sudo sed -i 's|VERSION_ID="10"|VERSION_ID=1.7_x86-64|g' /etc/os-release
*  YcranoButhk docker u docker-compose:

sudo apt install docker docker-compose-v2

. 3areM HaCTpPOUTH runtime:

sudo nvidia-ctk runtime configure —runtime=docker

sudo systemctl restart docker

2.2 PazapxuBupoBath 10 B foMalliHel AUPeKTOPUH U 3arpy3uth obpa3sa docker:
unzip V2.0.zip

cd v2.0/

sudo docker load -i rabbitmq3130.img.gz

sudo docker load -i postgres163alpine.img.gz

sudo docker load -i terra_api.v2_0.img.gz

sudo docker load -i terra_single_api_nginx.v2_0.img.gz

sudo docker load -i terra_online_worker.v2_0.img.gz

sudo docker load -i terra_offline_worker.v2_0.img.gz

sudo docker load -i terra_spectacular_back.v2_0.img.gz

sudo docker load -i terra_spectacular_front.v2_0.img.gz

sudo docker load -i terra_adp_client.v2_0.img.gz

sudo docker load -i terra_translator_worker.v2_0.img.gz

2.3 BpINo/IHATS 3a11yCK KOHTEMHEPOB:

- B xopHe aupekTopuu co3zars Karanor DEPLOY

mkdir DEPLOY

- Tlepemectuth B co3gaHHbii Karanor deploy.terra_v2.0.sh, docker-compose-full-
v2.0.yml:

mv deploy.terra_v2.0.sh docker-compose-full-v2.0.yml DEPLOY/

- [TepeumenoBatk docker-compose-full-v2.0.yml B docker-compose-v2.0.yml:

cd DEPLOY/

mv docker-compose-full-v2.0.yml docker-compose-v2.0.yml

- B datine docker-compose-v2.0.yml go6aButs napamerp DJANGO_ALLOWED_HOSTS

CO 3HauaHWeM ip-aZipeca cepBepa WM UMeHeM JJoMeHa B CeKLUH terra_spectacular_service
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- [IpoBepuTh, UTO KOHTEWHEPHI TOJHSINUCH:

sudo docker ps

- BbImonHuThE get-3ampoc B a[pecHOM CTpOKe Opay3epa [jisi CO37laHHUSI TE€PBON yUETHOH
3aITuCH:

https://<IP_domen_Terra>:9443/api/vl/accounts/initiate/

- [TpoBeputs Bx0A 1 paboOTOCIOCOOHOCTD MO, YUETHOM 3aMMChI0 a[MUHKCTpATOpa (JIOTHH:
admin, maponb: Admin@IVA), BBITIOJTHUB 3aIpoC B a[peCHOM CTpoKe Opay3epa:
https://<IP_domen_Terra>:9443/

3 Ynanenue I10:

3.1 OcTaHOBUTH 3amylljeHHble KOHTeHHepPbl

cd V2.0/DEPLOY

sudo docker compose -f docker-compose-v2.0.yml down

3.2 YnanuTh 3arpykeHHble o6pa3el docker

sudo docker image prune -a

3.3 Ynanute gupekroputo V2.0/

cd

sudo rm -r V2.0/

3.4 Ynanutsk nvidia-container-toolkit:

sudo apt purge nvidia-container-toolkit -y

3.5 Ypamuts docker u docker compose

sudo apt purge docker docker-compose-v2 -y
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IIpunoxxenue 3 K ITporokosy Ne 30826/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.7.8 - onepanjoHHasi cUCTeMa CIleljiajbHOro HasHadyeHusi "Astra Linux

Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM

obHorenreM 6e3oracHocty BFOJIJIETEHD Ne 2025-0923SE17 (onepatuBHOe o6HOBeHue 1.7.8);

PKC3 - [JokyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOW AoKymeHTarmu Astra Linux SE 1.7.8,

PykosogcTteo no KC3. Yacts 1;
KC3 - xoMILIeKC Cpe/iCTB 3alUThl;
OC - onepanMoHHasi CUCTEMa;
3I1C - 3aMKHyTas porpaMmMHas cpeja;
MKTI] - MaH[aTHBIM KOHTPOJIb L[e/I0OCTHOCTY;
MP/I - manziaTHOe yIipaB/ieHue JOCTYIIOM;

ITO - nmporpammMHoe obecrieuenue "IVA Terra" Bepcun 2.0.

NpaeHTudrkaTop fokyMeHTa 96931878-a69c-4eeb-9f93-e62558720957

[JOKyMeHT noanucaH u nepenaH yepes onepatopa 30 AO «[Nd «CKB KoHTyp»

OpraHusauums, CoTpyAHUK [LoBEepeHHOCTb: per. HoMep, CepTtudukart: cepuiiHbiin
nepuoj AenNcTBUA 1 cTaTtyc HOMep, Nepuoa AencTBUs
Moanucu @ 000 "PYCBUTEX-ACTPA" B He npunoxeHa npv nognucaHum 05CED6B40026B22DBD47D33F4
oTnpaBuTens: MpokaHxtok Amutpuin CepreeBuy B4E164851
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