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ITPOTOKOJI Ne 30065/2025
NpoBe/leHUs COBMECTHBIX UCIBITaHMIi TporpaMmHoro obecneyenus "MULTISCANNER"
Bepcun 5.24.0.124041 1 onepanOHHON CHCTEeMBI Crlela/IbHOr0 Ha3HaveHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepeHoe o6HoB/IeHue 1.8)
I. MockBa 27.08.2025

1 IIpeameT UCTILITAHUH

1.1 B HacTosieM IpOTOKoje 3apUKCHpoBaH (akT IPOBEIEHHsT COBMECTHBIX MCIIbITAHUN B
nepuog, ¢ 26.08.2025 no 27.08.2025 nporpammHoro obecneuenus "MULTISCANNER" Bepcun
5.24.0.124041 (manee — TIO), paspaboranHoro AO "Tlo3utuB TeKHOTOMKHU3", ¥ OIepaljUOHHOM
CHCTEeMB!I CIIeljuabHOro HasHauenusi "Astra Linux Special Edition" PYCB.10015-01 (ouepezHoe
obHOBIeHue 1.8) ¢ yCTaHOB/IEHHBIM OriepaTHBHBIM 06HOBIeHKeM besonacHoctu BIOJIJIETEHD Ne
2025-0519SE18MD (omeparusHoe obHosnenue 1.8.2.UU1) (manee — Astra Linux SE 1.8.2.UU1),
paspaborannoii OO0 "PycbBMTex-Actpa".

2 OOBEKT UCTIBITAHUH

2.1 Ilepeuens kKomnoHeHTOB 10O, SKCIIIyaTHPOBABIIMXCS B XOfe IPOBe/IEHUA HCTIBITaHUM,
npezicraeiied B Tabsuie 1.

Tabmura 1 — Tuctpudytus U fokymenTtanus 110

CchulKa Ha KCIUTyaTalMoOHHYI0
HaumenoBanue daiina Kourposisnas cymmva (MD5)
JAOKYMeHTaI{HI0
ptsb.installer.astra-1.8- https://help.ptsecurity.com/ru-
3142f8e69a1d2908eb0cd96253435111
amd64.5.24.0.124041 .tar.gz RU/projects/sb/5.24/admin/5750993291

3 Xo, MCTIbITaHUH

3.1 B xo/ie TIpoBeJeHKsI HACTOSILIIUX MCIBbITAHUN OB BhINOMHEHB! npoBepky 110 B cpefe
Astra Linux SE 1.8.2,UU1 B 06beMe, yKa3aHHOM B IIpuioxkenun 1.

3.2 TepeueHs UCIIO/Ib3yEMBIX PEIIO3UTOPHEB NpuBe/eH B [Ipunokenuu 2.

3.3 [Ina ¢pynkiponupoBanus 110 B cpefie onepanydoHHON CHCTEMbI C aKTHBHBIM PeXXHMMOM
3I1C tpebyeTcs BHepeHNe 3TeKTPOHHOM [UA(PPOBOH MTOATIHCH.

3.4 TIpoBepka KOppeKTHOCTU (QyHKIHoHupoBanus 110 ¢ ypoBHEM KoH(UIeHI[MaIbHOCTH 1-3
MexaHM3Ma MAaHJATHOrO pasrpaHUueHHs [OCTyla He IIPOBOAWIACH IO IIPUYMHE OTCYTCTBUSA
nogzepkkr 110 cootBeTcTByromiell  (yHkuponansHoctn OC. Mnpopmaius 06  OTCYyTCTBAX

YIOMSAHYTOM MOJeP)KKY ObLIa 3asB/IeHa CTOpOHOH paspaborurika I10.



3.5 Ilpu ycraHoBke 1 9Kcryiyararuu [10 BHOCATCS U3MeHeHHs! B KOHQUIYPaMOHHbIA (aii
mapaMeTpoB sifjpa, UTO OrpaHUYMBaeT (DYHKIMOHMPOBAHME MexaHM3Ma 3aluThl "3aifura spa'.
IToxpobuee B PKC3 pasgen 10.4 u MP 1. 2.5.

3.6 IIpu ycranoBke u skcrutyaranuy I10 cnyxba syslog-ng-mod-astra HeakTHBHa, UTO B/IHSIET
Ha (YHKIMOHMPOBaHHe MeXaHW3Ma 3aiiuThl "Perucrparus cobbiTuil 6e3omacaoctu”. TlogpobHee B
PKC3 pasgen 6.1, 6.5. TIpu ycraHoBke u skcrutyararuu 110 ciayx6n1 syslog-ng-mod-astra u auditd
AKTUBHBI, HO [JIa IIPUMEHeHHMsI HOBBIX TpaBui TpeOyeTcs MX mepesanyck, B cBasu ¢ yem CAII
Gukcupyet faHHoe coObITHe, He SBJIAIOLeeCs HapyLIeHUeM.

4 BriBop

4.1 "MULTISCANNER" Bepcun 5.24.0.124041 GyHKIMOHUDPYET B Cpefie OIepaljiOHHOK
CHCTeMbI CHelManbHOro HasHauenus "Astra Linux Special Edition" PYCFE.10015-01 (ouepejHoe
oOHoBIeHre 1.8) ypoBeHb 3alluileHHOCTH "Ba30Bbli" 1 NPU3HAHO COBMECTUMBIM, NMPUHHAMAs BO
BHUMaHHe WH(OPMaIL1Io, COZlep Kalllyocs B pasjere 3.

5 Coctae paboueld TpyIbl ¥ NOAIUCHA CTOPOH

5.1 JIaHHBIA TIPOTOKOJI COCTABJIEH yYaCTHHUKAaMHU pabouell Pyl

[TnatoHoB B. B. — Menemxkep nipoekToB, AO "Ilosutus TekHOIOKM3",

AO "Tlo3utuB TexkHOMOMKUA3"

ITnatonos B. B.

(chasutmis, sninAnb)




ITpunoxenue 1 x IIporokosay Ne 30065/2025

Ilepeuens npoBepok coBmectumoctH I1O u Astra Linux SE 1.8.2.UU1

Tabmuia 1.1 - Pesynbrars! npoBepok I10

Ilepeuens npoBepok

Bepcus aapa

Craryc MexaHu3MOB 0€30I1aCHOCTH B
nporjecce BbIIO/IHEHUSI POBEPKH

6.1.124-1-generic | 6.12.11-1-generic 3IIC MKI], MP]
Ycranoska I10 Yenerno Ycrnerxo HeakTugen
Ikcrutyaranus I10 YcrelHo Ycnenso HeakTugen
Ynanenue I10 YenewHo Yenetto HeakTuBen AxTuBeH | AKTHBEH
Oxcmyaranus [10. Yposenb He

KoH(UeHmansHoCT! 1-3

He nposBoguiack

He npoBopunacs

NpoBOJH/IaCh




ITpunoxenue 2 kK IIpoTokosy Ne 30065/2025

HHCcTpyKIusa M0 ycTaHOBKe U yaanenuro 110
1 Wictionb3yembie pero3uropuu B Astra Linux SE 1.8.2.UU1:
+ deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/uu/1/repository-main/
1.8_x86-64 main contrib non-free

2 Ycranoska [10:
2.1 IlepeiimuTe B Karajor ¢ ycraHosiykom PT Multiscanner, Haripumep:

cd /home/user/ptsb-installer
2.2 BbINOMHNTL KOMaH4y YCTaHOBKW BUAA:
sudo ./install.sh ¢ napameTtpamu
2.3 Haunetcs ycranoBka PT Multiscanner. ITo 3aBepiiieHHH OSBUTCS coob1IleHue 06

yCIIeLIHOW yCTaHOBKe.

3 Ynanenue I10:
3.1 Iepetifure B Kataior ¢ ycraHosimkoM PT Multiscanner, Hanpumep:

cd /home/user/ptsb-installer

sudo ./purge-all.sh

3.2 IlopTBeppuTe yoanieHue.



IIpunoxenue 3 K IIporoxosay Ne 30065/2025

IlepeueHnb UCIO/IB3yeMbIX COKPAIleHHIH

Astra Linux SE 1.8.2.UU1 - omepalioHHasi CUCTeMa CIIeljHaJbHOro HasHaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepesHoe obHoBreHue 1.8) C yCTaHOBJIEHHBIM
orepaTBHLIM 06HOB/eHHeM 6esonacHoctr BIOJIJIETEHD Ne 2025-0519SE18MD (orieparusHoe
obnosnenwue 1.8.2.UU1);

PKC3 - JIoKyMeHT W3 coOCTaBa SKCIUIyaTallMoOHHOM pJokymeHTanuu Astra Linux SE
1.8.2.UU1, PykoBogcteo o KC3. Yacrs 1;

KC3 - KoMI1/IeKC CpefiCTB 3all[|ThI;

OC - onepallMoHHAas CUCTEMa,

3I1C - 3amKHyTas nporpaMMHasi Cpejia,

MKI] - MaHZATHBINA KOHTPOJIb L1€JI0CTHOCTH,

MP]I - MmagziaTHOE yIipaBJIeHHe [JOCTYIIOM;

I10O - nporpammuoe obecrieuenre "MULTISCANNER" Bepcuu 5.24.0.124041.



