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[POTOKOJI Ne 3032072025
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NPoOBeACHUA COBMECTHBIX HCITBLITAHHH nporpammnmo()ﬁemo'mmm AppSec.Hub" pepcum

2025.3.1 u onepanoHHON CHCTEMBI CTIeIHATBHOTO paznauennsn "Astra Linux Special Edition

PYCE.10015-01 (ouepeaHoe obunonnenne 1.8)

. Mockna 15.09.2025

1 [IpeameT UCNbITAHUM

1.1 B Hacrosiem rnporokone 3apMKCHPOBaH (hakT MpoBejieHHsi COBMECTHbIX UCTIBITAHHH B

epuos ¢ 25.08.2025 no 26.08.2025 nporpaMMHOro obecriedeHHs "AppSec.Hub" Bepcuu 2025.3.1

(nanee — I10), paspaboranxoro OO0 "Csopaduiun CeKbloputi®, | oreparjMoHHOH CHCTEMBI
crielpanbHOro HasHauenns "Astra Linux Special Edition" PYCB.10015-01 (ouepezroe obHOB/IEHHE

1.8) ¢ yCTaHOB/IEHHBIM ONEepaTMBHLIM O0OHOBIEHHEM 0e30I1acHOCTH BIOJIJIETEHD Ne 2025-

0411SE18 (oneparueHoe obHosnenue 1.8.2) (aanee — Astra Linux SE 1.8.2), pazpaboTaHHOM 000

"PycbHTex-Actpa".

2 OOBeKT UCIbITaHHUH

2.1 ITepeuens komrioHeHToB I10, 3KCITyaTHPOBABLUIMXCS B XO/ie TPOBE/EHHM UCTILITAHUH,
npeacrasneH B Tabauue 1.

Tabmua 1 — IuctpubyTis ¥ gokymeHTarus 110

[ |
‘ CcpUIKa Ha IKCIUTyaTAllHOHHY

HaumeHoBaHHe ¢aHia KouTtposibHast cymma (SHA256)
JIOKyMeHTaIHI0

‘cr.yandex/
| ffea51alba2bdb3c36ae6f9a3e6029175d

crpleu8spfg 1scashmnd/hub-
bl amintien 494999fb5903d884b9482cc6f3c05a

| pipeline-agent

‘cr.yandex/
| e2678f67b967dad494c74d7e9eaff812950

croleu8spfe 1scashmnd/pipeline-
| ) aentin o 08cd056f4832eebfedc5c414bcalle
‘astra:2025.3.1.18247

cr.yandex/
| b6de16f6684f9be7de6calb16cd085cdb?7

crplgu8spfglscashmn4/issue- https://docs.appsec-hub.ru/
| e 20ff859a81114fce9913b8{75a63b4 : DES 0
‘astra:2025.3.1.18246

B
‘cr.yandex/

Oe3fad4fd6b1206999ad96cae3711139ef0
bf3680c53f2e123014809{3b38103f

f crplgu8spfg1scashmn4/hub-air-
astra:2025.3.1.1442

cr.yandex/ 9368db1{0f250fdac60d27d2f03e3858
crplgu8spfglscashmnd4/hub- 62870ff61434c11bd553b1c1db052

core-astra:2025.3.1.7951

—————————— S—




cr.vandex ' ,
(habee131224a2ea9ceb393cH2da 1{97ce
crplgu8spfg 1scashmnd/hub-ui-

07¢18a0d3099df691fdB85ce0Bec dda
astra:2025.3.1.4741

cr.yandex | |

crplgu8spfg 1scashmnd/hub- 294d8cd550c44759536¢1d ] G74cdc344
metrics-bridge- ' 30c3c40880376bcd2b2(61166a3¢53d
astra:2025.3.1.18184

cr.yandex/
hf5d6d23fbd3c7572¢15869529138c9a58

crplgu8spfg 1scashmnd/issue-
c757¢ba8fa8c1542d11345396¢7225

rule-astra:2025.3.1.18178

——

cr.yandex/

———————————

—————————

0677865fd996a3033b18f83c4{1824c004

crplgu8spfg1scashmn4/hub-sso-
179ee916cafaaed2c63f94d40daad0

astra:2025.3.1.18180

—

cr.yandex/

eb3a9d4e9ae80a0e7e7ab8fd5768aa52d1

crplegu8spfe 1scashmnd/gateway-
| TPEUESPIE B ) cOaacf21bc0afac040028c5abbd248

‘, astra:2025.3.1.18179

cr.yandex/
327c508a3186dc7b78c1ed4bf3a3e3702da

crplgu8spfg1scashmn4/hub-db-
5b375c0c1c8aa28d48e95a38d562eb

astra:develop-2332

;;
 cr.yandex/

| cb6b29e41a4a848be5adf18e1105baee70
 crpeght963f004dadiqp/

| 463eddd80fc0e004f4a70e6e7100a9
‘rabbitmq:3.13-management-astra

cr.yandex/
| 2f186f706dcb18e115c4ce408bbfc68{5be

072956bb170c41cfef8662c0d7592

crpcght963f004dadigp/consul-
‘astra:1.21.0-1.8.2

cr.yandex/
crpcght963f004dadigp/sfs-

d5ef0e32953b0bad327980258b43947a7
bcee7acc11704b67¢c1b3d85dd616d8e

| postgresql-astra:13.2.2

h i
‘cr.yandex/
a8080ecabe8caeefd9027fabffa0ea85433

crplgu8spfglscashmnd/hub-
‘ 1719070a94119¢72b22615fa3dba8

metrics:astra

. ————————— S S — e o —————

11a8556b63283(b6edb98fc990166476bc

Docker-in-docker:20.10.24-dind
| 2¢14b33164039ab6132b27d84882d8




3 X0/ HCIbITaHUIH

3.1 B xoze nposejieHHsi HACTOAI{HX HerbiTaHuil ObUTH BbioHeHb riposepkd 110 B Cpeje

Astra Linux SE 1.8.2 B o6beme, YKa3aHHOM B [TpnoKeHHH 1.

3.2 TTepeueHb HCIO/Ib3yeMbIX pero3uTopHeB NMpUBEACH B [TpunoxeHHuu 2.

3.3 Ina dyuxkuuonnposauus 110 B cpeje orepaliHOHHON CHCTeMbl C aKTUBHBIM pEKHMOM

311C Tpebyercs BHeipeHHe 9/1eKTPOHHOH poBOH MOATTHCH.

3.4 TIpoBepKa KOppeKTHOCTH (PYHKIJHOHHPOBAHHA [10 ¢ ypoBHEM KOH(H/IeHI{Ha/IbHOCTH 1-3

MeXaHHM3Ma MaH/aTHOro pasrpaHHyeHHs JA0CTylad HE MpOBOAM/IACH 110 TPHUMHE OTCYTCTBHA

noaaepxkku I10  coorsercTBytolied (yHKIJHOHAILHOCTH OC. Mudopmarpust 06 OTCYTCTBHH

YIIOMSIHYTOH O/1epKKH Obl/ia 3asiB/1eHd cropoHoii paspaborunka 10,

3.5 UcnpiTaHus Ha BepcUHH  fA/pa "6.12.11-1-generic" He TpPOBOAM/IMCE B CBA3M €

HEeCOBMECTHMOCTBIO 51/[pa ¥ KOMITOHEHTOB "cgroup” B "JDK 11", ucrions3yembix B I10.

4 BeIiBOA
4.1 "AppSec.Hub" Bepcuu 2025.3.1 (hyHKLHOHHDYET B Cpeje orepaljiOHHON CHCTEMBI

CrielMaIbHOro HasHaueHHs "Astra Linux Special Edition" PYCB.10015-01 (ouepeaHoe 0OHOB/IEHHE

1.8) ypoBeHb 3alHIEHHOCTH "Ba3oBblii’" ¥ MPU3HAHO COBMECTHUMBIM, NPUHHUMAdA BO BHUMaHHe

nH(OpMaLIHI0, COZIepIKaIL[yroCs B pas/ie/ie 3.
5 Cocras paboueii rpynibl U MOANKCH CTOPOH
5.1 JlaHHBIH POTOKOJI COCTaB/IeH yUaCTHHKAMH pabouei rpyIibl:

MaxkapoB M. M. — pyKOBO/IUTE/Ib TIPOEKT4, 00O "Caopadui CeKblOpHTH";

30108 C. C. — nwkerep-nporpammuct, 000 "Caopyduir CeKbIOPHTH".

000 "Csopadur CeKbIOpHTH"

PYKOBO/MTE/Ib MPOEKTd

]
f

(A0/KHOCTH)

Makapos M. M.

(nNoANnuUcs) (baMHIHA, HHHLMAIH)




[punoxenne 1 K IpoTokony Ne 30320/2025

[Tepeuenn MPoOBEPOK COBMECTHMOCTH 110 u Astra Linux SE 1.8.2

Tabnuua 1.1 - Pesyasrarst nposepok 110

Craryc Mexanu3mon De30nacHocTH B

[Tepeuenn npoBepok Bepcus siipa
nporecce BuINO/THEHH IPOBEPKH
6.1.124-1-generic |6.12.11-1-generic 311C MKI] MP/]
Ycranoska 10 YcnewHo HeycremHo HeakTHpeH
Ikcnyarauus [0 YcnewHo HeycrenHo HeaktupeH
YCrienHo HeycrietHo HeakTHBeH AKTHBEH | AKTHBEH

Ynanenue I10

Akcrutyarauus [10. YpoBeHb
He npoBoinaach HeakTHBeH

He npoBojn/1ach

KOH(DH/IeHIIHILHOCTH 1-3




[punoxenue 2 K HIpoToxo/Ty Neo 30320/2025

MHCTPYKLMSA 110 YCTAHOBKE M yla/1IeHHI0 o

1 Ucnosib3yemble pero3sdTopri B Astra Linux SE 1.8.2:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/main-repository/ 1.8_x86-64

main contrib non-free non-free-firmware

2 Yerauoska 110:

7 1 Yeragoska [10 BeinoHAIaCh € [TOMOLLIbI0 MHCTPYKIHH, pacnono;«e}moﬁ o ajpecy:

https://docs.appsec-hub.ru/2025.3/ii/installing%ZOand%ZOmnning%ZOAppS ec.Hub/

3 Ynanenue [10:
3.1 cd /opt/apphub/

sudo docker-compsoe down

sudo rm -rf /opt/apphub




Ipunoxenue 3 Kk Iporoxosy No 30320/2025

[Tepevuenb HCMOIL3YeMbIX COKPaLeHHH
Astra Linux SE 1.8.2 - onepaijoHHasi cucreMa crieljiajbHoro HasHa4eHHs "Astra Linux
Special Edition" PYCB.10015-01 (ouepeanoe o6HosneHue 1.8) ¢ ycraHOB/IEHHBIM ONEPATHBHLIM |
oBHOBIeHMem Gesomactocti BIOJIJIETEHD Ne 2025-0411SE18 (oneparustoe o6Hopsienye 1.8.2);

PKC3 - JIoOKyMeHT M3 COCTaBa 3KCIUTyaTal{AOHHOH JOKYMeHTal{HH Astra Linux SE 1.8.2,

PykosoacTso no KC3. Yacrs 1;
KC3 - koMIuiekc CpejCcTB 3al[ATHI;
OC - onepalHOHHas CUCTEMa,
3I1C - 3amMKHyTas rporpamMmMHasi Cpe/a;
MKII - MaH1aTHBIX KOHTPOJIb 11€/10 CTHOCTH;
MP/I - maszarHoe yripaBjeHHe JOCTYIIOM;

[10 - nporpamMMHoe obecriedenue "AppSec.Hub" Bepcun 2025.3.1.
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