ITPOTOKOJI Ne 8069/2022
NPOBe/ieH!sI COBMEeCTHbBIX HCNBITAHUM MporpaMMHoro ussenusa « Workspace» Bepcuu 2203 u
onepanMoHHON CUCTeMbI Crielja/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHHUE 1.7)
r. Mocksa 28.10.2022 1.

1 IIpeaMeT UCTIbITaHUN

1.1 B HacrositiieM npoTokosie 3adukcrupoBaH (akT rpoBeneHus: B nepuog ¢ 28.07.2022 mno
26.10.2022 rr. COBMeCTHBIX UCIIBITAHUI NTpOrpaMMHOro usgenust « Workspace» Bepcum 2203 (nanee
— [IN), pa3paboranHoro Citrix Systems, Inc, v oreparjMOHHON CUCTEeMBI CTel[Ma/bHOTO Ha3HaueHust
«Astra Linux Special Edition» PYCB.10015-01 (ouepenHoe obHoBneHue 1.7) (manee — OC Astra
Linux 1.7.0), paspaboranHoii OOO «PycBUTex-Actpa», Bkmouass OC Astra Linux 1.7.0 ¢
yYCTaHOBJIEHHBIM OTlepaTUBHBIM OOHOB/eHWeM Oe3omacHoctd BIOJIJIETEHB Ne 2022-0819SE17
(onepatuBHOe o6HOB/eHMe 1.7.2) (manee — OC Astra Linux 1.7.2).

2 OOBEeKT UCTIBITAaHUM

2.1 [lepeyeHb KOMIIOHEHTOB, 3KCIUTyaTUPOBABIIUXCS B XO[e [pPOBeleHUs [JaHHBIX
UCTIbITaHWH, OTHOCsiuxcs K [TU, mpeacraenen B Tabsurie 1.

Tabmuua 1 — ITepeueHh KOMMOHEHTOB, OTHOCSIIMXCS K [TN

Omnucanue HaumeHnoBaHue MD5 HcTouHuk

@aiin MporpaMMHOTO Pecypc B cetu «VIHTepHeT», afpec:

«icaclient 22.3.0.24 am 3c9049f2ce0ffa2c23638c5

nakeTa JUCTpUOyTHBA «https://downloads.citrix.com/20613/i

d64.deb» fe7249ed8
I caclient_22.3.0.24_amd64.deb»
[HoronHenue as cetxush 22.3.0.24 amde |893218d9150a90751cbbaa Pecypc B cetu «/IHTepHeT», afpec:
noaaepxku USB Adeby 61f5fe8b69 «https://downloads.citrix.com/20613/
YCTPOMCTB ctxusb_22.3.0.24_amd64.deb»
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3 Xo/ UCMbITaHUH

3.1 B xozie mpoBeZieHMs HACTOSIIIIMX UCIBITAHWI OBbI/IM BBITIO/THEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukmonupoBanusi [T B cpegax: OC Astra Linux 1.7.0, OC Astra Linux 1.7.2, — B o0beme,
yka3aHHOM B [Ipunoxenusix 1 u 2.

3.2 [lepeueHb 3KCIUTyaTUPOBABLIMXCA O(QULMaNbHBIX pero3utopueB [1O s ykKa3zaHHBIX

ocC:

* B cpege OC Astra Linux 1.7.0: base;

* B cpege OC Astra Linux 1.7.2: base, update.

3.3 HeodurmansHbie periosuropuu 10 a5t ykazaHHbIx OC He 3KCILTyaTHUPOBAUCh.

3.4 C uenblo mpoBeieHUs1 MPOBepoK (yHKIMOHUpoBaHus [1M mpy BKIIHOUEHHOM peXume
3aMKHyTOW TiporpamMmHou cpeabl (ganee — 3IIC) ynomsHyTeix OC, B X04e BHeApeHUs

COOTBeTCTBYyIOLeN 3yekTpoHHOM mnogmucu (3I1) B ¢aiinel M ¢opmara ELF, ucnonb3oBancs
KOMITIEKT [UPpOBBIX Kroueii mporpammbl Ready for Astra Linux OOO «PycBUTex-AcTtpa».

3.5 [IpoBepka KOppeKTHOCTH (YHKLMOHMpPOBaHUA IIV1 B yC/lIOBUSIX HEHY/eBOIO YpPOBHS
KOH(UIeHI[MaTbHOCTH MeXaHW3Ma MaHAaTHOro pasrpaHuueHus goctymna (MP/I) ykazanHbeix OC He
IIPOBOJM/IACH 110 IPUYMHE OTCYTCTBUSA nogaep kK [TV cootBeTcTBytOLel GpyHKUHMoHanbHOCTH OC.
@aKT OTCYTCTBUS YIIOMSIHYTOM MoAaepKKu Ob11 oripefenéH cropoHoit OO0 «PycBUTex-AcTtpar.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIN xoppekTHO ¢yHKLHOHKpPYeT B cpefax: OC Astra Linux 1.7.0, OC Astra Linux 1.7.2.
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BriBogn

I[N u OC Astra Linux 1.7.0, OC Astra Linux 1.7.2 coBMeCTUMBI, IIpUHKMAasi BO BHUMaHue
MH(pOpMaLIo, CoZiep Kallytocs B pa3zenax 3, 4 u [Ipunoxenuu 3.

5 CocraB paboueii rpyTirbl ¥ MOAMUCH CTOPOH

[laHHBIM MTPOTOKOJI COCTaB/IeH yYaCTHUKaMU pabouei rpyImbL:

Kapnienko [I. . — pykoBoauTesnb CeKTOpa MUCMBITaHUMM Ha COBMecTUMOCTh ¢ I1O otpena
TeCTUPOBaHUsl Ha COBMECTUMOCTb JelapramMeHTa pa3sBUTUS TeXHOJOIMYeCKOro COTPYAHUYeCTBa
OBuC OOO «PycbMTex-Actpa»;

CeBeptoxyH A. A. — CTaplMii HH)XeHep OT[e/la TeCTUPOBaHUS Ha COBMECTUMOCThb

JlerlapramMeHTa pa3sBUTHs TexHojorudeckoro corpygauuectsa JBuC OOO «PycbUTex-AcTpa».

00O «PycbUTex-Actpa»

PYKOBOJUTE/Ib CEKTOpA UCIbITAHUN Ha COBMeCTUMOCTS ¢ 1O
OT/ies1a TeCTUPOBaHUS Ha COBMECTUMOCTh JiellapTaMeHTa
PasBUTHS TeXHOJIOTUYECKOro coTpyAHuuecTBa JBuC

(ZOJKHOCTB)

Kaprnenxko /1. .

(ogmuch) (cbamuTvist, MHULIHAIIBT)
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ITpunoxenue 1 x Ilporokosy Ne 8069/2022

ITepeuensb npoBepok coBmectumocTtu [IN 1 OC Astra Linux 1.7.0

Homep Bepcun, pexxum pyaknuonnpoBanus sigpa OC Astra Linux 1.7.0

5.4.0-54-generic

5.4.0-54-hardened

HaumMeHoBaHUe MpoOBEPKHU

Pe3ynbraThl POBepPKH

BeinoiHenue TpeboBanHuii moApasz. 17.2 gokymenTa «OrnepaliioHHas CUCTeMa CIeldasbHOro Ha3HaueHus «Astra Linux Special

Edition». PykoBogcTBo mo KC3. Hacts 1» PYCB.10015-01 97 01-1 Yenemmo Yenenmo
YcranoBka I1U B cpepe OC Astra Linux 1.7.0 YcnemHo YcnemHo
3aryck, ocraHoBKa BbinosiHeHus [1I1 B cpege OC Astra Linux 1.7.0 Ycnemso Ycremso
KoppekTHOCTh paboThl MUHUMAaJTEHOH 6a30B0H GyHKIMOHaMsHOCTH TTU B cpeae OC Astra Linux 1.7.0 YcnemHo YcnemnHo

KoppekrHoe ¢yHK1imonupoBanue 11 B cpefe OC Astra Linux 1.7.0 ripu 3KcIiyaTaijii HeHy/1eBOro YPOBHS

KOH(UeHIIMaTbHOCTH MeXaHH3Ma MaHZaTHOTO yrpaBieHus gocryrom (MPI)

He TpeboBanack

He TpeboBanack

KoppekrHoe ¢yHkijnonrposanye 11 B cpese OC Astra Linux 1.7.0 pu 3KcIiyaTalil HU3KOrO YPOBHS 1eJIOCTHOCTH MeXaHW3Ma

YcrerHo YcrerHo
MaHAaTHOTO KOHTpOsis 1jesioctHocTr (MKIT)
BeinonHeHue TpeboBaHuii moApasza. 17.3 nokymenTa «OrniepaljuoHHasi CUCTeMa CreLMaTbHOro Ha3HaueHus «Astra Linux Special
. YcrelHo YcrielHo
Edition». PykoBoacto o KC3. Yacts 1» PYCB.10015-01 97 01-1
CoorBetctBue npenycraHoBiaeHHoH OC Astra Linux 1.7.0 guctpubytuy. IIpoBepKa BBINOTHSIACE C UCTI0JIb30BAHUEM YTHIUTEI
) Ycnemno Ycnemno
astra-int-check
Ynanenue I[TU B cpee OC Astra Linux 1.7.0 YcrielHo YcnerHo
KoppexktHoe dyHkimonuporanre [T B cpefe OC Astra Linux 1.7.0 ripu BKJIFOUEHHOM MeXaHW3Me 3aMKHYTOU TTPOTPaMMHOU
YcnerHo YcnerHo

cpepnl (3T1C)
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ITpunoxenue 2 K Ilporokosny Ne 8069/2022

ITepeuens npoBepok coBMectumocT ITN 1 OC Astra Linux 1.7.2

. 5.4.0-110- 5.4.0-110- 5.10.0-1057- 5.10.0-1057- 5.15.0-33- 5.15.0-33-

Homep Bepcum, pexxum ¢pyHkpuonuposanus ajapa OC Astra Linux 1.7.2

generic hardened generic hardened generic hardened
HaumeHoBaHMe IPOBEPKU Pe3ysibTaThl NPOBEPKH
BrinonHenve TpeGoBaHuii nogpasz. 17.2 gokymeHTa «OmnepaljlioHHast CHCTeMa
crieLanbHOro HasHaueHus «Astra Linux Special Edition». PykoBogcteo no KC3. Yacts Yerewso Yernewso YcnemmHo Yenenso Yeneso YenemHo
1» PYCB.10015-01 97 01-1
Ycranoska ITU B cpege OC Astra Linux 1.7.2 YcrerHo Ycrerso YenermHo YcrerHo Ycremso YenermHo
3amnyck, octaHoBKa BbiniosiHeHus1 ITM B cpegie OC Astra Linux 1.7.2 N N YVernemso Venemso N YVernemso
KoppekTHOCTh paboThl MUHMMaJTbHOM 6a30BoH (yHKIMoHaMBHOCTH TTU B cpese OC

YcnemHo YcneuHo YcrnenHo YcnemHo YcneuHo YcrnenHo

Astra Linux 1.7.2

KoppexrHoe ¢yHkumonuposanue IT1 B cpesie OC Astra Linux 1.7.2 npu sKcIutyaranuu

HeHyJIeBOT0 YPOBHS KOH(U/IeHIIMaTbHOCTH MeXaHi3Ma MaH/JaTHOTO yIIpaB/ieHus

He tpe6oBanach

He tpeboBanach

He TpeboBanach

He tpe6oBanach

He tpeboBanach

He TpeboBanacs

nocrynom (MPII)
KoppekTHoe dyHkironrposadue [T B cpege OC Astra Linux 1.7.2 npu skcryaTaguu

YcnerHo YcnerHo YcnemHo YcnemHo YcnerHo YcnemHo
HU3KOr0 YPOBHSI L|eJIOCTHOCTH MeXaHW3Ma MaH/IaTHOTo KOHTpoJis LiesoctHoctH (MKIT)
BeinonHeHue TpeGoBaHui nozipasy. 17.3 fokyMeHTa «OnepalioHHas cucTeMa
crieLMasbHOTO HasHaueHus «Astra Linux Special Edition». PykoBogcteo o KC3. Yactb VCIemHo YerenHo YCIemHo VCIemHo YerenHo YCIIemHo
1» PYCB.10015-01 97 01-1
CooteetcTBue npenyctaHoeineHHOM OC Astra Linux 1.7.2 guctpubytusy. IIpoBepka

i YcnerHo YcremHo YcremHo YcnerHo YcremHo YcremHo

BBITOJTHS/IACh C UCTIOIb30BaHKeM YTHIMTHI astra-int-check
Ynanenue ITN B cpeie OC Astra Linux 1.7.2 Ycnewxo Ycnewuso YcrewHo YcrerHo Ycneuno YcnewHo
KoppekTroe dyHkimonuposanue [1U B cpee OC Astra Linux 1.7.2 nipy BK/IFOUEHHOM

YcnerHo YcneHo YcneuHo YcnerHo YcneHo YcnewHo

MeXaHU3Me 3aMKHYToi nporpammHoii cpezibl (3I1C)

MepeaaH yepes Auaaok 07.11.2022 17:07 GMT+03:00 /
¢71071d7-d2e5-4123-b9ef-5cd08e861045 \

CrpaHuua 5wm3 7 \

)

\
"/



ITpunoxxenue 3 K IIporokoay Ne 8069/2022

MucTpykius no ycraHoBke H yaasenuio I B cpepax: OC Astra Linux 1.7.0, OC

Astra Linux 1.7.2

1 YcranoBka I[11:

1.1 BBINOMHUTL CUCTEMHbIE KOMaH/bl, 1€ACTBUS:

sudo dpkg -i icaclient_22.3.0.24 _amd64.deb

sudo dpkg -i ctxusb_22.3.0.24 _amd64.deb

1.2 Ins koppektHoit pabotel [TN B OC Astra Linux 1.7.0 TpebGyeTcsi yCTaHOBUTD TaKeThI
KOMaH/[0M :

apt install pcscd libcanberra-gtk-module libcanberra-gtk3-module libc++1 -y

1.3 [nst koppekTtHoti pabotel [T B OC Astra Linux 1.7.2 TpebyeTcsi yCTaHOBUTh MMaKeThI
KOMaH/I0H :

apt install pcscd libgtkglextl libcanberra-gtk-module libcanberra-gtk3-module libc+
+1 -y

2 Ynanenue I1U:

2.1 BBITIOJIHUTE CUCTEMHbIE KOMaH/Ibl, IeHCTBUS:

sudo apt purge icaclient

sudo apt purge ctxusb
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ITpunoxxenue 4 K Ilporokoay Ne 8069/2022

IlepeyeHb HCNO/Ib3yeMbIX COKpallleHUH

ABuC — 1¥BU3UOH BHEJPEHUS U COMPOBOXKAEHNS;

3IIC — 3amMKHyTas rporpaMmHas Cpeza;

MKI] — MaHZaTHBIN KOHTPOJIb L{eJI0OCTHOCTY;

MP/I — maHzaTHOe yIipaBjieHUe JOCTYIIOM;

OC - onepaloHHasi CUCTeMa;

OC Astra Linux 1.7.0 — oneparjyioHHas crMcTema CIieljuajbHOro HasHaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe o6HOBeHue 1.7);

OC Astra Linux 1.7.2 — ornepauiOHHasi CUCTeMa CrieLMaJbHOro Ha3HaueHus1 «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe obHOBreHue 1.7) C yCTaHOBIEHHBIM OTEPAaTUBHBIM
obHoBneHrem beszomacHoct BFOJIJIETEHD Ne 2022-0819SE17 (oriepatuBHOe 06HOB/IeHue 1.7.2);

[TA — mporpammHoe u3zenuve « Workspace» Bepcuu 2203;

I10 — nporpammMHoOe obecrieueHye.

MaeHtudukatop aokymenta c71071d7-d2e5-4123-b9ef-5cd08e861045 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnaaenev ceptudukata: opraHmnsaums, cotpyanmk  Ceptudukat: cepuiiHbii HOMep, NepUoA, [laTa v Bpema noanuncanHua
NEeNCTBIUA

Moanuen otnpasutens: @ OO0 "PYCBUTEX-ACTPA" 032EBABCOOEDAEDBA94363C6DOFD57B5  07.11.2022 17:07 GMT+03:00
Kapnetko [mutpuii MeaHosny, PykosoaunTens 76 Moanwce cootseTcTByeT dainy AOKyMeHTa
CexkTopa UCMbITaHi Ha COBMECTUMOCTb ¢ 1O €10.08.2022 11:22 no 10.08.2023 11:22
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