ITPOTOKOJI Ne 8689/2022
NpOBe/ieHNsl COBMEeCTHbBIX HCNIbITAaHUM NporpaMMHoro u3jenus «Kaspersky Security Center 14
Linux» Bepcuu 14.0.0.4490 u oneparjMoHHO# CHCTeMbI CIeljia/IbHOr0 Ha3HAUeHHus1 «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe ooHoB/1eHHe 1.7)
r. MockBa 23.08.2022 r.

1 Ilpegmet ncnibITaHUN

1.1 B HacTosiieM npoTokosie 3adUKCUpoBaH (pakT rpoBefieHusi B mepuog ¢ 12.07.2022 mo
09.08.2022 rr. COBMeCTHBIX WCIbITaHUM nporpamMmHoro usgenus «Kaspersky Security Center 14
Linux» Bepcun 14.0.0.4490 (ganee — [N «KSC 14 Linux»), pa3paboranHoro AO «JlabopaTtopus
Kacrniepckoro», ¥ ornepalMoHHONW CHCTeMbl CIieldanbHOro HasHaueHusi «Astra Linux Special
Edition» PYCB.10015-01 (ouepesHoe oOHoBienwe 1.7) (manee — OC Astra Linux 1.7.0),
pa3zpaboranHoii OOO «PycbBUTex-Actpa», Bkmodass OC Astra Linux 1.7.0 ¢ ycTaHOBIe€HHBIM
KyMYJIITUBHBIM OIepaTUBHBIM 00OHOBieHueM Oe3oracHoctd BHOJIJIETEHB Ne 2021-1126SE17
(oneparuBHOe o6HOB/eHME 1.7.1) (mamee — OC Astra Linux 1.7.1).

2 OOBEKT UCTTBITAaHUH

2.1 TlepeyeHbp KOMIIOHEHTOB, 3KCIJIyaTUPOBaBLIMXCS B XOJe TIPOBeJeHUs] [ aHHBIX

ucnbiTanni, oTHocsiuxcst K [TU «KSC 14 Linux», nipefctaiied B Tabmure 1.

Tabmuia 1 — ITepeueHs KoMNOHeHTOB, oTHOCSIIMXCS K [TV «KSC 14 Linux»

Onucanue HaumeHnoBaHue MD5 HNcTounuk

Pecypc B cetu «/IHTEpHET»,

azpec:
@aiis1 MporpaMMHOTO o
«ksc64_14.0.0- a565136a9e61c3f2655c | «https://www.kaspersky.ru/s
nakeTa guctpulyrtusa [T1
4490_amd64.deb» c0a911eabfcb mall-to-medium-business-
«KSC 14 Linux»
security/downloads/
endpoint»

@aiis1 MporpaMMHOTO
Pecypc B cetu «/IHTEpHET»,
TrakeTa JUCTpUOyTHUBa

azipec:
TIPOrpaMMHOTO U3JeJTHst AP
) «ksc-web-console- 5e5a3b5f34e680020ce4 | «https://www.kaspersky.ru/s
«Kaspersky Security Center
14.0.1330.x86_64.deb» 15b7f9c0129f mall-to-medium-business-
14 Web Console» Bepcuu
security/downloads/
14.0.1330 (ganee — [T
endpoint»
«KSC 14 Web Console»)
OdurmansHoe pykoBozcTBO | «Kaspersky Security Center - Pecypc B cetnt «/AHTEpHET»,
1o skcriyarauuu [T1 14» anpec:
«KSC 14 Linux» B «https://support.kaspersky.co
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m/KSC/14/ru-RU/144300.ht
3/IeKTPOHHOM (popmMaTe

m»

Pecypc B cetu «/IHTEpHET»,

azipec:

«https://
«galera-3_25.3.34- ba6a40a5d8412b8cdf02 | downloads.mariadb.com/
buster_amd64.deb» 153bfcd6bdOc MariaDB/mariadb-10.3/

repo/debian/pool/main/g/
galera-3/»

«mariadb-client-

8c77a20ae64b488f507¢
q)af/i]lbl HpOFpaMMHbIX 10.3_1%3a10.3.32+maria~bu5t
1b843c46efd8
TIAKeTOB AUCTPUbyTHBA er_amd64.deb»
TPOTpaMMHOTO M3AE/HA «mariadb-client-core-
; dc342d85ff65dfae51cb2
«MariaDB» sepcuu 10.3_1%3a10.3.32+maria~bust N . "
iq~ d43a0fb3ccl ecypc B cetu «HTepHeT»,
10.3.32+maria~buster er_amd64.deb» .
(manee — [T «MariaDB») aApec:
«mariadb- «https://
78809c461bed5fe7e527
common_1%3a10.3.32+maria~ downloads.mariadb.com/
66bb9cbledc4
buster_all.deb» MariaDB/mariadb-10.3/

repo/debian/pool/main/m/
70d08674ecf8078088e2 | mariadb-10.3/»

«mariadb-server-

10.3_1%3a10.3.32+maria~bust

lecd6f2f7eaa
er_amd64.deb»
«mariadb-server-core-

d031756e0ae905df9bc4
10.3_1%3a10.3.32+maria~bust

5¢8982d5d88f

er_amd64.deb»

3 Xo/1 UCTIbITaHUM

3.1 B xozie poBeieHUs HACTOSIIMX UCTIBITAHUH OBI/TA BHITIOJTHEHBI TIPOBEPKHU KOPPEKTHOCTH
¢yukumonrpoBanus IT1 «KSC 14 Linux», a takxke [IN «MariaDB», [T «KSC 14 Web Console»,
skcrutyarrpyemblx coBMecTHO ¢ [T «KSC 14 Linux», (ganee — Vcneitanssle [1W) B cpepax: OC
Astra Linux 1.7.0, OC Astra Linux 1.7.1, — B o6beme, yka3anHoM B [Ipunoxkenusix 1 u 2.

3.2 C uenbto obecrieyenusi koppekTHoro ¢yHkiuonupoBanus [T «KSC 14 Linux», TN
«KSC 14 Web Console» B 3IIC ucrnonb30Bancs COOTBETCTBYIOLIMM (pail/1 OTKPHITOrO K/rOYa,

TIpeI0CTaBIeHHbBIN CTOPOHOM pa3paboTrurka JaHHbIX [TN.
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3.3 C uenbto obecrieueHrsi KOppeKkTHOTo (yHKIMoHUpoBanusi [T «MariaDB» B 3I1C, B
rpoLiecce BHeZIpeHUst 3AeKTPOHHOW mogmucu B ¢aiinbel [T «MariaDB» ¢opmara ELF,
HCI0JTh30BaJICSI TeCTOBBINM KOMITIEKT LudpoBbix Kmouelt OO0 «PycBUTex-AcTtpa».

3.4B 1yuae ycraHOBKM B yKasaHHble cpenbl [IM «MariaDB», Tpebyemoro pjst
skcrtyatauyu TN «KSC 14 Linux», 6b11 otMeueH dakT HapyiieHust [T «MariaDB» 1ieioctHOCTH
COCTaBOB JAHHbBIX Cpefl, YIIOMSIHYThIN (hakT HapyIeHus ObL1 rpu3HaH ctopoHoit OO0 «PycbUTex-
AcTpa» He3HauuTelbHBIM, TaK KaK B JAaHHOM Cjyyae Obljla M3MeHeHa KOHTPOJIbHAs CyMMa
TeKCTOBOro ¢haiia, OTHOCSIIErocss K 3jeKTpoHHOM pokymeHTanuu [IM  «MariaDB», He
OKa3bIBalolIero (GyHKIMOHAIbHOIO BAMSIHMSI KaK Ha YIOMSIHYTble Cpelbl, TaK ¥ Ha pasjiMyHble
nmporpaMMHble usfenusi. Anpec ngaHHoro daiyia BHYTpu daiioBoit cucrtembl (manee — DC)
HacTosIMX cpen;: «/usr/share/doc/mysql-common/copyright».

4 Pe3ynbTaThl UCMIBITAHUM

4.1 VictibitanHble 1M KoppeKTHO (PyHKIMOHMPYIOT B cpefax: OC Astra Linux 1.7.0, OC
Astra Linux 1.7.1.

BriBog

Ncnerrannsie [T 1 OC Astra Linux 1.7.0, OC Astra Linux 1.7.1 coBMecThMBbI, IpUHUMAs
BO BHMMaHHe MH(pOPMaL1Io, CoZiep Kalllytocs B paszenax 3, 4 u [Ipunoxenuu 3.

5 CocraB paboueii rpyrmib! ¥ MOAUCA CTOPOH

JTaHHBII TTPOTOKOJ COCTAB/IEH yUaCTHUKaMU pabouel rpyrib:

Kapnienko [I. V1. — pykoBoauTenb CeKTOpa MCMbITaHMM Ha cOBMecTUMOCTH ¢ I1O orgena
TeCTUPOBaHUS Ha COBMECTUMOCTH JelapTaMeHTa pa3BUTHsI TEeXHOJOTMUeCKOro COTpyAHUUYeCTBa
OBuC OO0 «PycbUTex-Actpa»;

[MMatoxun A. B. — uWHXeHep CeKTOpa MCIbITaHWK Ha coBMecTUMOCTb c IIO otpena
TeCTUPOBaHUS Ha COBMECTUMOCTH JelapTaMeHTa pa3BUTHsI TEeXHOJOTMUeCKOro COTPyAHUUYeCTBa

OBuC OO0 «PycbUTex-Actpa».

00O «PycbMTex-Actpa»

PYKOBOJUTE b CeKTOpa UCITBITaHUM Ha COBMeCTUMOCTD ¢ 10
OT/les1a TeCTHPOBaHUS HA COBMECTHMOCTb JierlapTaMeHTa

pasBUTHS TEXHOJIOIMUECKOro coTpygHuuecTBa [1BuC

(J0/DKHOCTD)

Kapnenko [I. W.

(moprmce) (pammnust, uHULMAIBL)
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ITpunoxenue 1 x IIporokosy Ne 8689/2022

ITepeuens npoBepok coBMecTuMocTy Micnbiranubix ITW u OC Astra Linux 1.7.0

Homep Bepcun, pexxkum yHkuonupoBanus siagpa OC Astra Linux 1.7.0 5.4.0-54-generic 5.4.0-54-hardened
HaunmeHoBaHue nNpoBepKH Pe3ynbTarsl IpoBepKu
BrinonHeHue TpeboBanuii iozipasz. 17.2 mokymenTa «OriepaljioHHas CUCTeMa CreljuaabHOro Ha3HaueHus «Astra Linux Special

Ycnemxo Ycnemxo
Edition». PyxoBogctso o KC3. Yacts 1» PYCB.10015-01 97 01-1
Ycranoska Ucnbrtannsix 111 B cpese OC Astra Linux 1.7.0 Ycnemxo Ycnemno
3aryck, octaHoBKa BbinojiHeHus Micnibitannbix [T B cpepe OC Astra Linux 1.7.0 YcnewHo YcnewHo
KoppekxTtHoe ¢yHk1oHuposanue UcrnbitanHeix [TU B cpesie OC Astra Linux 1.7.0 mpu sKcIutyaTalyii HEHY/1eBOTO YPOBHS

Heycnemno Heycnemno

KOH(U/IeHLIMaIbHOCTY MexXaH|3Ma MaH/IaTHOTO yripae/ieHus foctyrom (MP/I)
KoppexTtHoe ¢yHximonuposanue WcrnbitanHeix [IU B cpeie OC Astra Linux 1.7.0 mpu 3KcriyaTaljiy HU3KOTO ypOBHSI

Ycnemxo Ycnemxo
LIeJIOCTHOCTH MeXaHW3Ma MaH/IaTHOTO KOHTpoJis 1iesioctTHOocTd (MKII)
BrinonHenue TpeboBanuii iozipasz. 17.3 gqokymenTa «OnepaljioHHasi CUCTeMa CTelMaibHOTO Ha3HaueHus «Astra Linux Special

Ycnemxo Ycnemxo
Edition». PyxoBogcTBo o KC3. Yacts 1» PYCB.10015-01 97 01-1
CoorBetctBue nipegycraHosiaeHHoM OC Astra Linux 1.7.0 auctpubyTtusy. [IpoBepKa BINOMHSIACH C UCTIONb30BaHUEM YTUIUTHI

Ycnemxo Ycnemxo
astra-int-check
Ynanenue Vcnbitanneix [1T1 B cpepe OC Astra Linux 1.7.0 YcneiHo Ycnemxo
KoppekTtHoe dyHximonuposanue UcrbitanHeix [IU B cpeie OC Astra Linux 1.7.0 pu BK/IFOUEHHOM MeXaHH3Me 3aMKHYTOMH

. Ycremso Ycremso

riporpammHoii cpess (3I1C)
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ITpunoxenue 2 k ITporokosny Ne 8689/2022

ITepeuens npoBepok coBMecTuMocTH UcnbiTanHbix ITM u OC Astra Linux 1.7.1

Homep Bepcuu, pexxum dyHKuonuposanus ajgpa OC Astra Linux 1.7.1 5.4.0-81-generic 5.4.0-81-hardened | 5.10.0.-1045-generic 5.10.0.-1045-
hardened
HanmeHoBaHue NIpoBepKu Pe3syibTarsl NpoBepKH
BrinonHeHue TpeboBaHuii moapasy. 17.2 gokymenTa «OnepaLjioHHast CUCTeMa
crieLiMaIbHOTO HasHaueHus «Astra Linux Special Edition». PykoBogcteo o KC3. Yacts 1» YcremmHo YcremmHo YcnenHo YcnenHo
PYCB.10015-01 97 01-1
YcranoBka Ucnisiranssix ITU B cpepe OC Astra Linux 1.7.1 YcnemHo YcnemHo YcnemHo YcnelHo
3aryck, octaHoBKa BelrosiHeHus Mcnbitansbix [IM B cpege OC Astra Linux 1.7.1 VY CIemHo YcnemHo YcnemHo YcnewHo
KoppektHoe ¢yHKIonrposaHye VicnbitaHHbx [TU B cpese OC Astra Linux 1.7.1 nipu
9KCIUTyaTal[ud HeHY/IeBOTO YPOBHS KOH(MH/IeHLIMaTbHOCTH MeXaHU3Ma MaHJaTHOTO Heycremso HeycremHo HeycremHo Heycrieniso
yrnpaeieHus goctyrom (MPI)
KoppexTHoe ¢yHK1iroHHpoBaHue VicrbiTaHHbix TN B cpefie OC Astra Linux 1.7.1 npu
9KCIUTyaTal[ii HU3KOTO YPOBHS L|eJIOCTHOCTH MeXaHM3Ma MaHJaTHOr0 KOHTPOJIS YcnenHo YcnenHo YcneuHo Ycnenso
tenoctHocty (MKLI)
Beimonxnenuve TpeboBanuii mogpasy. 17.3 gokymenta «OreparyoHHas CUCTeMa
crieliMaIbHOTO Ha3HaueHus «Astra Linux Special Edition». PykoBogcteo o KC3. Yactsb 1» YCremmo YCremmo YcremmHo YcremmHo
PYCB.10015-01 97 01-1
CootserctBue npesycraHoBaeHHoi OC Astra Linux 1.7.1 aguctpubytusy. ITpoBepka
. YcnemHo YcnemHo YcnemHo YcnemHo

BBITIO/THS/IACh C UCTIONMb30BAHMEM YTUMUTHI astra-int-check
Ynanenne Vcneitannsix 11 B cpefe OC Astra Linux 1.7.1 YcnemHo Ycnemso YcnerHo YcneriHo
KoppektHoe ¢yHKIoHrposaHye VcnbitanHeix [TU B cpege OC Astra Linux 1.7.1 ripu

. . Ycnemxo Ycnemxo Ycnemxo Ycnemxo
BK/IIOYEHHOM MexaHU3Me 3aMKHYTOW nporpammHoi cpepst (3I1C)
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IIpunoxenue 3 K IIporokony Ne 8689/2022

MHcTpyKius no ycraHoBKe U yaaneHuio Ucnbitanubix ITU B cpepax: OC Astra Linux

1.7.0, OC Astra Linux 1.7.1

1 Ycranoska WcribiTanneix TTH:!

1.1 ycranoButh [T1 «MariaDB», Tpebyemoe aisi akcrutyatarun [TU « KSC 14 Linux»:

1.1.1 BBINOMHUTHL CUCTEMHbBIE KOMaH/bI:

sudo -s

apt install -y curl socat

1.1.3 nepeiitu B KaTasior B @C ynoMsHYTbIX CpeJ, CoAeprKaliii (paiiabl MporpaMMHbIX
naketoB aucTpubyTtuBa [T «MariaDB» (cm. Tabsuiy 1), ¥ BBIOTHATE CHCTEMHYIO KOMaH/y:

apt install -y ./*.deb

1.1.4 tonbko B cpene OC Astra Linux 1.7.1: BBIMOTHUTD CUCTEMHYIO KOMaH/IY:

apt install -fy

1.2 ocraHoBuTh BeinonHeHue [N «MariaDB»:

1.2.1 BBINOHUTL CUCTEMHYIO KOMaHJY:

systemctl stop mariadb

1.3 nactpouts [ «MariaDB»:

1.3.1 BBINO/THUTL CUCTEMHYIO KOMaHJY:

nano /etc/mysql/my.cnf

1.3.2 no6aBuTh, HAUMHASL C HOBOM CTPOKH, CJ/Ie/IyIOIIHe JaHHbIe B KOHEL| PelakKTUPYeMOTro
¢aiina:

[mysql]

socket=/tmp/mysql.sock

[mysqld]
sort_buffer_size=10M
join_buffer_size=100M
join_buffer_space_limit=300M
join_cache_level=8
tmp_table_size=512M

1 [eticTBus, yKa3aHHbIe B TTYHKTaX JaHHOTO pa3Zesia, 3a UCK/TIoueHreM myHKTOB: 1.9, 1.10, — 1O/DKHBI BBITOTHSATHCS

Toc/ejoBaTe/IbHO, BHYTPU OfiHOM ceccuM TepMuHaia OC Astra Linux.
MepenaH yepes [nanok 26.08.2022 18:14 GMT+03:00 / \
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max_heap_table_size=512M
key_buffer_size=200M
innodb_buffer_pool_size=2G
innodb_thread_concurrency=20
innodb_flush_log_at trx_commit=0
innodb_lock_wait_timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt_count=12800
table _open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000
socket=/tmp/mysql.sock

[client]

socket=/tmp/mysql.sock

1.3.3 BBINOMHUTL CUCTEMHbIE KOMaH/bI:

sed -i 's/\lvar\/run\Vmysqld\/mysqgld.sock/\'tmpVmysql.sock/g' /etc/mysqgl/debian.cnf
systemctl stop mariadb

mysqld_safe --skip-grant-tables --skip-networking &

mysql -uroot

1.3.4 BHyTpY TepMHHa/Ia MPUIOXKEHHUs1 «mysql» BBIMOJHUTb KOMaH/IbI:

FLUSH PRIVILEGES;

ALTER USER 'root'@'localhost' IDENTIFIED BY 'HoBblit naponb nonb3oBartens
root NN «MariaDB»';

UPDATE mysql.user SET authentication_string = PASSWORD('HoBblii naposnb
nonb3oBaTtensa root NN «MariaDB»') WHERE User = 'root' AND Host = 'localhost’;
exit

1.3.5 BBITIOJTHUTH CUCTEMHYIO KOMaHJy:

kill $(ps uax|grep -i mysqgllawk {print $2}")

1.4 3anyctuth BbmonHenue [TV «MariaDB»:

1.4.1 BBINOHUTL CUCTEMHYIO KOMaHJY:

systemctl start mariadb

1.5 ycranoButh [T «KSC 14 Linux»:
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1.5.1 BBITIOJTHUTL CUCTEMHBIE KOMaH/IbI:
adduser ksc

groupadd kladmins

gpasswd -a ksc kladmins

usermod -g kladmins ksc

dpkg -i ksc64_14.0.0-4490 amd64.deb
mysql -uroot -p

1.5.2 Ha 3anpoc npuioeHust «mysql» 0 BBO/ie TIapoJisi Hy>KHO BBECTH MapOoJIb TI0/Ib30BaTe/Is

«root» [T «MariaDB», yctaHOB/IeHHbIM paHee (cM. 1. 1.3.4 aHHOTO NPUIOXKeHNs);

1.5.3 BHYTpY TepMHHa/Ia MPUIOXKEHUST «Mysql» BBITTOTHATE KOMaHbI:

create database ksc;
exit
1.5.4 BBITIOTHUTH CUCTEMHYIO KOMaHJY:

lopt/kaspersky/ksc64/lib/bin/setup/postinstall.pl

1.5.5 BapHWaHThLI OTBETOB I10/1b30BaTe/Isd Ha BOIIPOCHI OT CKPUIITd, HAMUMEHOBaHHKe:

«postinstall.pl», mpescraBnens: B Tabmmre 2;

Tabnmiia 2 — BapraHThl OTBETOB T10/Ib30BaTeIsi Ha BOTIPOCKHI OT CKpHMTa «postinstall.pl»

TekcT Bonpoca

BapuaHT oTBeTa Ha

BOIPOC

Enter Administration Server DNS-name or static IP-address:

localhost nmu 127.0.0.1

Please enter Administration Server port number [14000]:

Enter Administration Server SSL port number [13000]:

Define the approximate number of devices that you intend to manage:
1) 1 to 100 networked devices
2) 101 to 1 000 networked devices
3) More than 1 000 networked devices

Enter the range number (1, 2, or 3) [1]:

Haxats <Enter>

Enter the security group name for services:

kladmins

Enter the account name to start the Administration Server service. The

account must be a member of the entered security group:

Enter the account name to start other services. The account must be a

ksc

2f13752f-0b40-4e78-aed7-0f32edf50660 \
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member of the entered security group:

Enter the database address: localhost mnu 127.0.0.1
Enter the database port: 3306
Please enter the database name: ksc
Enter the database login: root

Enter the database password: [Taposb monb3oBartesnst

«root» [N «MariaDB»,
yCTaHOBJIEHHBIN paHee (CM.

. 1.3.4 naHHOrO

TIPUJIO)KEHHUS])
It is necessary to create an Administration Server account. This user admin
will act as an Administration Server administrator. The user password
cannot have less than 8 and more than 16 characters.
Enter the user name:
Password 12Az!@qwe

(TTpumeuaHue: TpeboOBaHUS K JAHHOMY Maposiio (aZIMUHUCTpATOpa
Hacrosero [T1):
1) pivHHA: oT 8 10 16 CUMBOJIOB;
2) HalMMuKe B TeKCTe YIOMSHYTOrO Mapossi CHMBOJIOB U3 3-X
CJ1efYIOLMX TPYI CUMBOJIOB:
-A-Z
-a-z
-0-1
- @#SN&*-_IH=[I{ N0~ ()

1.6 3anyctuth BbmoHeHue [N «KSC 14 Linux»:

1.6.1 BBINOHUTL CUCTEMHYIO KOMaHJY:

systemctl start klactprx_srv kinagent_srv klwebsrv_srv kladminserver_srv

1.7 ycranoButh [T «KSC 14 Web Console», ucrons3yeMoe 1jist obecriedeHust ZOCTyTIa
niosib3oBatesisi agmuHuctparopa [N «KSC 14 Linux» K (pyHKLMOHATBHOCTH HACTOSIL[er0

ITU (o ipotokony «HTTPS» nmocpeacTBom rcronb3oBaHus Be6-uHTepdetica ITN «KSC 14

Web Console»):
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1.7.1 BBINOMHUTL CUCTEMHbIE KOMaH/bI:
echo > /etc/ksc-web-console-setup.json
nano /etc/ksc-web-console-setup.json

1.7.2 BHeCTH crieiytoliye laHHble B pelakTUpyeMblii (haiin:

{
"address": "127.0.0.1",
"port": 8080,
"trusted"”:
"127.0.0.1|13299|/var/opt/kaspersky/kinagent_srv/1103/kiserver.cer|Server
17
"acceptEula”: true
}

1.7.3 BBINO/IHUTL CUCTEMHYIO KOMaHJY:

dpkg -i ksc-web-console-14.0.1330.x86_64.deb

1.8 3anyctuts BeinosHeHue [N «KSC 14 Web Console»:

1.8.1 BBINOHUTL CUCTEMHYIO KOMaHJY:

systemctl start KSCWebConsolePlugin KSCWebConsoleMessageQueue
KSCWebConsole KSCWebConsoleManagement KSCSvcWebConsole

1.9 nononHuTenbHas nHGopMaLysi: octaHoBKa BbinoHeHus [T «KSC 14 Web Console»
MOJKeT ObITh IMMpou3BeJeHa MMoCpeaCTBOM BBINTO/THEHUA CUCTEMHOI KOMaH/BI:

sudo systemctl stop KSCWebConsolePlugin KSCWebConsoleMessageQueue
KSCWebConsole KSCWebConsoleManagement KSCSvcWebConsole

1.10 gononHuTenbHas UHGopMaLys: octaHoBKa BbinosHeHus [T «KSC 14 Linux» MoxeT
OBLITE mpou3BeaeHa IoCpe/iCTBOM BBITIO/THEHUA CUCTEMHOU KOMaH/bI:

sudo systemctl stop klactprx_srv klnagent_srv kiwebsrv_srv kladminserver_srv

2 Ynanenve Vcnbiranseix TTU:?

2.1 ypamuts [T «KSC 14 Web Console»:

2.1.1 BBITIO/IHUTL CHCTEMHbIE KOMaH/IbI:

sudo -s

dpkg -r ksc-web-console

rm -rf /var/opt/kaspersky/

2.2 ypamuts [N «KSC 14 Linux»:

2 [leiicTBUS, YKa3aHHbBIE B IyHKTaX JAHHOTO pa3zieia JAOJDKHBI BBITOTHATLCS TI0CIejoBaTeTbHO, BHYTPY OHOUM CeCcCum

tepmuHana OC Astra Linux.
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2.2.1 BBITIOJIHUTH CUCTEMHbIE KOMAH/IbI:

dpkg -r ksc64

rm -rf /etc/opt/kaspersky/ /opt/kaspersky/

delgroup ksc

deluser ksc

delgroup kladmins

rm -rf /home/ksc/

2.3 ypamuts [IN «MariaDB»:

2.3.1 BBITIOJIHUTH CUCTEMHbIE KOMAH/IbI:

sudo apt autoremove --purge galera-3 mariadb-client-10.3 mariadb-client-core-10.3
mariadb-server-10.3 mariadb-server-core-10.3 socat curl
sudo rm -rf /etc/alternatives/my.cnf /etc/mysql/
letc/systemd/system/mariadb.service.d/
lusr/share/doc/mariadb-common/changelog.gz
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IIpunoxenue 4 k IIporokosny Ne 8689/2022

IlepeyeHb UCNO/Ib3yeMbIX COKpallleHUN

OBuC — 1MBU3UOH BHeJPEHUS U COTIPOBOXKIEHUS;

3I1C — 3aMKHyTas IporpamMMHas Cpefia;

Ucnbitansbie [TU — porpammHbie uzgenus: «Kaspersky Security Center 14 Linux» Bepcuu
14.0.0.4490, «MariaDB» Bepcun 10.3.32+maria~buster, «Kaspersky Security Center 14 Web
Console» Bepcun 14.0.1330;

MKII — MaH[aTHBIM KOHTPOJIb LIeJI0OCTHOCTY;

MP]] — maHziaTHOE yripaB/ieHHe [OCTYIIOM;

OC — onepaljuoHHasi CUCTEMa;

OC Astra Linux 1.7.0 — onepaijoHHas crMcTema ClieljuaabHOro HasHaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOB/eHue 1.7);

OC Astra Linux 1.7.1 — onepaijvioHHas CHMCTeMa CIleljuajJbHOIr0 HasHaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBeHHe 1.7) C yCTaHOBIEHHBIM KyMY/ISTUBHBIM
orepaTvBHBIM 00OHOB/ieHHeM Oe3omacHoctT BROJIJIETEHB Ne 2021-1126SE17 (omepaTtvBHOe
obHoBenue 1.7.1);

[IN — nporpamMMHoe u3zenue;

I[N «KSC 14 Linux» — nporpammHoe uszenue «Kaspersky Security Center 14 Linux»
Bepcuu 14.0.0.4490;

I[N «KSC 14 Web Console» — nporpammHoe uszienve «Kaspersky Security Center 14 Web
Console» Bepcuu 14.0.1330;

[MN «MariaDB» — nporpammHoe uszeme «MariaDB» Bepcuu 10.3.32+maria~buster;

1O — mporpammHOe obecrieueHwe.
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