ITPOTOKOJI Ne 21231/2024
NPOBe/ieHNsl COBMECTHBIX HCIIBITaHUM MekceTeBOro s3kpaHa «UserGate NGFW» Bepcum 6.1.9
U nporpaMmHoro komiiekca «<ALD Pro» Bepcum 2.2.1.

. Mocksa 05.03.2024

1 IIpeamMeT UCIIbITaHUM

1.1 B HacTosieM npoTokose 3aduKchpoBaH (pakT rnpoBefeHust B nepuog ¢ 20.02.2024 o
05.03.2024 coBMeCTHBIX WCIBITaHUK TporpaMmHoOro obecrieuenusi «UserGate NGFW» Bepcum
6.1.9, pa3paboTaHHOTO 000 «HO3epreuT», u MPOrPaMMHOTI0 n3zeus
«ALD Pro» Bepcuu 2.2.1, pa3paboranHoro I'K «Actpa».

2 OOBEKT UCTIBITaHUH

2.1 IlepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBABLIMXCSI B XOZJe TIPOBEJeHUsl JaHHBIX
WCTIbITaHWM TipeficTaByieH B Tabmuie 1.

Tabmuiia 1 — ITepeueHb 1akeToB, OTHOCAIMXCS K 1O

Onucanue HaumMmeHnoBaHue MD5 HNcTrounnk

®aiis IporpaMMHOIo
b27a51b764993583e91e45¢
rakeTta JUCTpUOyTHBA utm6-ovf.zip CropoHa pa3paboruvika I10

e497764e3
«UserGate NGFW»

®aiin NporpaMMHOIo
a64141794ae5fb95a4c9f2d8

naketa AuCTpubyTrsa ALDPro-2.2.1.iso d1d448a8

«ALD Pro»

CropoHa pa3paboturika ITO

3 Xo/ UCrbITaHUH

3.1 B xopie npoBefieHHs1 HACTOSIIL[UX UCITBITAHUM ObUIH BBITIONIHEHBI POBEPKU KOPPEKTHOCTH
coBmectHoro (ynkuuonupoBanus «UserGate NGFW» u «ALD Pro» B o0Obeme, ykKa3aHHOM B
[Tpunoxenuu 1.

3.2 Ina «UserGate NGFW» B kaduecTBe cpe/ibl BUPTya/M3al[ii UCIOMb30Bancs VirtualBox
Bepcum 6.1.38 r153438.

3.3 VHdopmarus o HacTpoiiKe UHTerpaLyu onucaHa B Ilpunoxxenuu 2.

3.4 B xoie UCMbITaHWM KCII0/Ib30BAJICS TECTOBBIA CTeH/[, ONMUCaHHbIN B [IpuoykeHuu 3.

4 Pe3ysbTaThl UCITBITAHUM

4.1 «UserGate NGFW» KoppeKTHO (hyHKIIMOHHUPYeT COBMeCTHO € «ALD Pro».
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5 BriBoz

5.1 «UserGate NGFW» Bepcuu 6.1.9 u «ALD Pro» Bepcun 2.2.1 COBMeCTHUMBI, TIPUHUMAs
BO BHUMaHHe MH(OpMaLMIO, COZlepsKalllytocs B pa3zenax 3, 4.

6 CocraB paboueii TPyMITbI U MTOATMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kaprienko [I. . — HauaJbHUK CeKTOpa OTJefa TeXHOJIOrMYecKol COBMeCTUMOCTH
JlerlapTameHTa pa3sBUTUS TexHoJIornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[TnotHukoB [I. B. — vH)XeHep OT[ena TeXHOJIOTMYECKOW COBMECTHMOCTH JerapTaMeHTa

pasBuUTUs TexHosiornyeckoro corpygHruectsa IBuC OOO «PycbUTex-Actpa».
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IIpunoxxenue 1 k ITporokosy Ne 21231/2024

ITepeuens npoBepok coBMecTuMOCcTH «UserGate NGFW» u «ALD Pro»

Ne
wn HaunMeHoBaHue NPOBepPKH Pe3ynbrar npoBepku
Apropusauuu nonb3oBareneid LDAP gomena «ALD Pro»
1. YcrniemHo
MeTozioM Kerberos
[TpumeHeHue GUAbTPALIUM KOHTEHTA K JOMEHHBIM
2. YcrnemHo
nonb3oBaresisim «ALD Pro»
[IpvimeHeHre QuabTpaLiy KOHTEHTAa K JJOMEHHBIM IpyIiam
3. p ¢ pan A 24 YcnemHo

«ALD Pro»
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IIpunoxenue 2 K ITporokosy Ne 21231/2024

MNucrpykuus no uarerpanuu «UserGate NGFW» ¢ «ALD Pro»

1 Hacrpoiika «UserGate NGFW»:

1.1 BBIMIO/IHUTE JeHCTBUS:

1.2 YcranoButs «UserGate NGFW» coriacHO JOKyMeHTaL[1u.

1.3 HacTpouTb CeTeByl0 MapIIPyTU3aL[MI0 B COOTBETCTBUM C TpeOOBaHWSMH COIJIACHO
JIOKYMEeHTaL[1H.

1.4 B Be6-uHTepdeiice yripapnenusi «UserGate NGFW» co3zmars konHektop LDAP:
3anosHuTh UHPopMaLuo MeHt0 «Bind DN» no npumepy:
uid=admin,cn=users,cn=accounts,dc=ald,dc=example,dc=dom
3anosHuTE UHQOpMaLMio MeHO «/lomensl LDAP» 1o npumepy:
ald.example.dom
B mento «Kerberos Keytab» 3arpy3uTthb K/itou, creHepupoBaHHbIM Ha KOHTposLiepe foMeHa «ALD
Pro», ucnonb3yst uHpopmaryto no Hactpouike «ALD Pro» B 1. 2.3 Ilpunoxenus 2.

B Mmento «IlyTu novcka» ykasatb base dn fomeHa, Harpumep:
dc=ald,dc-example,dc=dom

1.5 B BebG-unTepdeiice ymnpasnenusi «UserGate NGFW», co3zath U HaCTPOUTh TPOGHIIb
ayreHTU(UKarm LDAP, BoIOpaB B KauecTBe MeTo/la ayTeHTHU(MUKALUN MYyHKT «AyTeHTU(PHUKaIIs
Kerberos».

1.6 B BebG-unTepeiice ympaBnenus «UserGate NGFW», co3gmate ¥ HacTpouThb captive-
nipo¢usib, BbIOpaB B KauecTBe Npodusisi ayTeHTUPUKALIMK paHee CO3/laHHbIN MPodUb.

1.7 B BeO-unTepdeiice ympapnenusi «UserGate NGFW», B wmeHio «HacTtpotiku»,
Heo0X0IMMO TIOMEHSITh 3HaUeHUsI B COOTBETCTBUM C JOMEHHOM CTPYKTYPOU, HalipuMep:

Iomen Auth captive-noprana: auth.ald.example.dom
Iomen Logout captive-noprasna: logout.ald.example.dom

Homen crpanunbl 6iokrpoBku: block.ald.example.dom
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2 Hacrpotrika «ALD Pro»:

2.1 BBITIOJIHUTD JIeHCTBUS:

2.2 YcTaHOBUTH KOHTposiep JomeHa «ALD Pro», coryiacHO JOKyMeHTalL[1H.

2.3 Haxopsce B JOMEHHOW CeCCUM 3a TO0JIb30BaTesiss C MpaBaMM aJMUHUCTpaTopa J0MEHa,
HeoOXoAuMo co3aath cyk0y kerberos u Beimucars THKeThI, HarpuMep:

Kinit admin

ipa-host-add --force --ip-address=<ip_agpec_usergate> <fqdn.gqomeHa.auth.captive-
noptana>

ipa-service-add HTTP/<fgdn.gomeHa.auth.captive-noprtana>

ipa-getkeytab -s <fqdn.ald.example.dom> -p HTTP/<fgdn.gomeHa.auth.captive-noptana> -
k usergate.keytab

CcdopmurpoBaHHbIi (aiin HeoOX0AUMO 3arpy3uTh B paHee CO37aHHbIN KoHHeKTop LDAP.

2.4 Haxopgsich B Beb-uHTepdeiice ynpaBieHUst KOHTposiepoM gomeHa «ALD Pro», B
HacTpotikax «Ciy>kObl pa3peliieHUss UMEH» 106aBUTh DNS-3arvicy Thmna A fi/1s1 JoMeHa CTPaHULIbI
OMOKMPOBKY U /17151 IoMeHa Logout captive-TiopTaria.

2.5 [lns ycriemHo# ayTeHTU(UKALK TI0/Ib30BaTe el 1o rpoTtokony kerberos Heobxoznmma
aBTOpU3aLys M0/Ib30Baress C IpaBaMy aJMUHUCTPaTopa B CeTh Yepe3 MopTajl
auth.ald.example.dom.

2.6 [1511 ycrieliHOTo TIpUMeHeHus TIpaBuI (GUIbTpaLiH, Heo0X0AUMO, UTOOBI TT0/Tb30BaTe /b

3aBepIImI CBOIO ceccuto pabotel ¢ OC 1 Hauas eé 3aHOBO.
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IIpunoxenue 3 K ITporokosy Ne 21231/2024

OnucaHue cTeHJa
1. «ALD Pro» 3anyuieHHbI B Cpefie OIEepalliOHHOW CHMCTeMbI CIleLiaJbHOro
Ha3HaueHuss «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe ob6HOBaeHWe 1.7) c
YCTAHOBJIEHHBIM OTepaTUBHBIM 00HOBHeHWeM Oe3orracHocT BROJIJIETEHB Ne 2023-0426SE17
(omepatrBHOe 0OHOBeHMe 1.7.4) Ha siipe 5.15 generic.

2.  «UserGate NGFW» 3arnyiieHHbIM B cpefie cpefie BupTyanu3auuy Oracle VirtualBox.
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IIpunoxenue 4 k ITporokosy Ne 21231/2024

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH
ABuC — nupexnus BHeZIpeHUs U COIIPOBOXKeHUS;
1O — nporpaMmMHoOe obecrieyeHue;
DNS — npoToKo/1 pa3pelleHust JOMEeHHbIX UMEH;
FQDN — monHoe JoMeHHOe UMS XOCTa;
Kerberos — ceTeBoii MpOTOKO/ ayTeHTU(HKALIY;
LDAP — npoToKo/ A0CTyMa K JaHHbIM KaTasoroB C MepapXu4yeckol CTPYKTYPOU;

OC — ornepalMoHHas CUCTeMa.
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