ITPOTOKOJI Ne 28109/2025
MPOBe/IeHUsI COBMECTHBIX HCIBITAaHHH NPorpaMMHoro obecrneyenns "Directum RX NOMAD

ans Linux" Bepcun 4.12.151.0 u nporpammHoro kommiiekca "ALD Pro" Bepcuu 2.4.1.

. MockBa 11.06.2025

1 IIpeamMeT UCIIbITaHUM

1.1 B HacTosieM npoTokone 3aduKcHpoBaH (pakT mposefeHus: B nepuog ¢ 02.06.2025 no
04.06.2025 cOBMeCTHBIX HCIBITaHUK TporpaMmHOro obecrieuenusi "Directum RX NOMAD pns
Linux" Bepcun 4.12.151.0 (ganee — I1O), paszpaboranHoro OO0 "IMPEKTYM" , u nporpaMMHOTro
uznemus "ALD Pro" Bepcuu 2.4.1, paspaboranHoro OOO "PycbWTex-Actpa".

2 OOBEKT UCTIBITAaHUIH

2.1 [lepeueHp KOMIIOHEHTOB, SKCIL/IyaTUPOBABIIMXCSI B XOZe TIPOBeJeHUsl JaHHBIX
WCTIbITaHWM TipeficTaByieH B Tabmute 1.

Tabmuiia 1 — ITepeueHb 1akeToB, OTHOCAIMXCS K 1O

Onucanue HaumMmenoBaHue MD5 HNcTounuk

®aiin apxuBa, CofepKalun

(aiinbl JUCTpUOYTHBOB

168000a601184ee0786

JIOTIOJTHUTE/TbHBIX MOAYNeH | directumrx.tar. gz IMpenocTasieHo
e 2adf9c77dc720 paspa6oruukom I1O
110 "Directum RX
NOMAD pgsis Linux"
@aiin apxuBa, CofiepKariuii
(aiinbl qUCTpUOYTUBOB
. |directumlauncher.ta|ec0f23b5d850d6dcc55
[OTIOJIHUTE/BHBIX MOAYJIeH ITpenocTaBneHo
e r.gz 8952c97eaaeaf paspaborunkom I10
110 "Directum RX
NOMAD pgyig Linux"
®aiin apxuBa, COepKaliui
Gainel TUCTPUOYTHBOB
N ef610360a508e0db3b6
JIOTIONHUTENbHBIX MOAlyTeH | n]atform.tar.gz IMpenocTasieHo
e 847aa5891926d paspaborurkom I1O
110 "Directum RX
NOMAD pgsis Linux™
@aiin apxuBa, CofiepKariuii
alJIbl IUCTPUOYTUBOB
aitnet pcrpuOy 3c7d119c115e6ae733e
JIOTIONIHUTE/ILHBIX Mogy/ieli |nomad.tar.gz Tpefocrapexo
0bd8385155181 paspa6oturkom I10

1o "Directum RX
NOMAD gy Linux"
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®aiin apxuBa, COAeprKalui

(aiinb! [uCTpUOYTHBOB

dba3fdb0edc3f7c897c

[JOTIO/IHUTE/IBHBIX MOAY/IEH |\webhe lp.zip IIpegocraBneHo

. f9f05c78edd45 paspaboruukom 11O
IO "Directum RX

NOMAD psis Linux™

daiin nporpaMMHOro

ALDPro-2.4.1-1.7_x86- 5b1fab95490506556a0ff773
IIpegocrasieHo

64.iso 930ec42d paspaboturkom I10

nakeTa JUCTpUOyTHBa

"ALD Pro"

3 Xog ucnbITaHUK

3.1 B xo7ie mpoBeieHUs HACTOSIIUX UCTIBITAHUH OBbI/TM BHITIOJTHEHBI TIPOBEPKH KOPPEKTHOCTU
coBMmecTHOro (yHkiponrpoBanus "Directum RX NOMAD gns Linux" u "ALD Pro" B obneme,
yKasaHHOM B IIpunoxkenuu 1.

3.2 B Xo[ie UCIbITaHWH WCII0/Ib30BAJICS TECTOBBIA CTeH/, ONUCaHHbIN B [IpuokeHuu 3.

3.3 B YcraHosneHo, yto 1o ymoayanuto 110 nipu ycraHoBke mibiTaetcst 3aHaTh nopt 30000,
KOTOPBIM HCTIOb3yeTCs TporpaMMHBIM KoMmriiekcom "ALD Pro". B cBsisu ¢ 3TUM Heob6xoguma
JIOTIO/THUTeNIbHAsE HacTpoukKa ¢aiia "config.yml" gns cepBuca '"genericservice". [laHHas
rHdopMalus oTpakeHa B [1pusioykeHUH 2 K JAHHOMY TTPOTOKOJTY.

4 Pe3ynbTaThl UCIIBITAHUM

4.1 "Directum RX NOMAD pansa Linux" koppekTHO (yHKLHMOHUpPYeT coBMecTHO C¢ "ALD
Pro".

5 BriBoz

5.1 "Directum RX NOMAD pgna Linux" Bepcuu 4.12.151.0 u "ALD Pro" Bepcuu 2.4.1
COBMECTHUMBI, IPUHUMasi BO BHUMaH1e UH(OPMaLUIO, COZlep>Kalllytocs B pasjenax 3, 4.

6 CoctaB paboueii rpymIibl ¥ TIOATIMCH CTOPOH

6.1 JlaHHBII IPOTOKOJ/ COCTaB/IeH yUaCTHUKAMH paboueld TpyTIITbL:

Kaprnienko [I. 1. — HauanbHUK cekTopa, OO0 «PycbUTex-AcTtpa»;

Cnosuos C. FO. — unxenep, OOO «PycbUTex-AcTpa».
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IIpunoxenue 1 k ITporokosy Ne 28109/2025

ITepeuensb npoBepok coBMecTUMOCTH "Directum RX NOMAD pas Linux" u "ALD

Pro

15; HauMeHoBaHue IPOBepPKH Pe3ynbsTaTr npoBepku
1. |LDAPS-ayreHTH(}pUKaLKsA YcnemHo
7 Cunxponuszanus gaHHbix gomeHa "ALD Pro" Ha cTtopoHe VeIIeLHo

"Directum RX NOMAD piasa Linux"
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IIpunoxxenue 2 K ITporokosy Ne 28109/2025
Nucrpykiusa no uaTerpanuu "Directum RX NOMAD pis Linux" ¢ "ALD Pro"

1 Hacrpoiika "Directum RX NOMAD pns Linux":

1.1 Tlepen ycraHoBKoi Heobxoaumo B (aiin "'/directumlauncher/etc/config.yml", B cekiuro
"generic service" 106aBUTE MapameTp:

WIDGETS_ORLEANS_GATEWAY_PORT: '30330' # auto

(mopt 30330 MO>XXHO 3aMeHUTh Ha JIF000M CBOOOIHBIH)

1.2 B cekuuu "common_config" qo6aBbTe mapameTp:

EXTERNAL_AUTHENTICATION_TYPE: 'Kerberos'

1.3 B pazgen "extra_hosts" ykakure fqdn u ip agpec KoHTposiziepa JOMeHa W TeKYIIero
cepBepa:
extra_hosts:
{{ host_fgdn }}": '192.168.xxx.yyy'

directum.example.com: '192.168.0.1'

1.4 JobaBbTe B cekiuro "variables" mapametp "volume_dir" ¢ 3HaueHUsAMY myTeH :

volume_dir:

- 'letc/krb5.conf.d/:/etc/krb5.conf.d/

- 'Ivarl/lib/sss/pubconf/krb5.include.d/:/var/lib/sss/pubconf/krb5.include.d/
1.5 TMonyuuTh creHepUpOBaHHBIN Ha KOHTPOJIIepe fioMeHa keytab daitn:

Ipa-getkeytab -p HTTP/<gomeHHOe wuMA N0 KOTOpOMY AgocTyneH Directum
RX>@<EXAMPLE.COM> -k /etc/krb5.keytab

2. Hacrpoiika "ALD Pro™:
2.1 Co3zgarb HOBYIO Beb-City0Oy KOMaH/[OM:
sudo ipa service-add HTTP/<gomeHHOe 1Ms Mo KOTOpoMy AocTyneH DirectumRX>
2.2 CrenepupoBarthb keytab daiin:
ipa-getkeytab -p HTTP/<gomeHHOoe Mms nNo KoTopomMy gocTtyneH Directum
RX>@<EXAMPLE.COM> -k /home/admin/krb5.keytab -e aes256-cts-hmac-shal-

96,aes128-cts-hmac-shal-96,des3-cbc-shal,arcfour-nmac-md5,des-cbc-crc,des-cbc-md5
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IIpunoxxenue 3 K ITporokosy Ne 28109/2025

OnucaHue cTeHja

1. "ALD Pro" 3anyujeHHbli B Cpefe OMNepalMOHHOM CHUCTeMbl CrHeLUaJbHOro
Ha3HaueHuss "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HoBneHue 1.7) ¢
YCTAHOBJIEHHBIM OTepaTUBHBIM 00HOBIeHWeM Oe3oracHoctT BHOJIJIETEHB Ne 2024-0830SE17
(omepatrBHOe 0OHOBeHMe 1.7.6) Ha sipe 5.4.0.-186-generic.

2. "Directum RX NOMAD pns Linux" 3anyiiieHHbIM B Cpefie OrepaLjiOHHOM CHUCTeMBI
crielia/ibHOTO Ha3HaueHUs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe oOHOB/IeHHE
1.8) ¢ ycraHOBNeHHBIM oOrepaTMBHBIM OOHOBIeHWeM 6e3omacHoct BHOJIJIETEHB Ne 2025-

0411SE18 (oneparuBHoe o6HOBreHue 1.8.1) Ha siape 6.6.28-1-generic.
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ITpunoxenue 4 K Ilporokosy Ne 28109/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

1O — mporpamMmmHOe obecrnieyeHue.

aeHtndurkatop aAokymeHTa b15b3fb0-2d71-49d0-84cb-c13cdbOc1414 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHv3aLpa, CoTpyaHNK [loBepeHHOCTL: per. Homep, neprosg, — CepTudukar: cepuiiHbld HoMep,  [laTa v Bpema NoAnMcaHna
NeACTBIA 1 CTaTyC nepuoz AencTaus
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