ITPOTOKOJI Ne 29169/2025
NPOBe/ieHNsl COBMECTHBIX MCIbITaHUM NporpamMHoro kommiekca "MFASOFT Secure
Authentication Server" Bepcuu 1.11.210425 u nporpammHoro Komimiekca "ALD Pro" Bepcun
24.1.
. Mocksa 02.07.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3aduKcUpoBaH (pakT mpoBefieHust B nepuof ¢ 25.06.2025 no
02.07.2025 COBMeCTHbIX UCHbITaHUKM TiporpaMMHoro  obecrieuenuss "MFASOFT  Secure
Authentication Server" Bepcuu 1.11.210425 (manee — ITO), pa3paboranHoro OO0 "JUPEKTYM" ,
u riporpamMmHoro usgemust "ALD Pro" Bepcun 2.4.1, paspaboranHoro OOO "PycBUTex-Actpa".

2 OOBEKT UCTIBITAaHUH

2.1 TlepeueHp KOMIIOHEHTOB, SKCILJIyaTUPOBABIIMXCSI B XOJe TMpOBEJeHUsl JaHHBIX
WCTIBITaHWH TIpe/icTaB/ieH B Tabmuie 1.

Tabsmuria 1 — IlepeueHpb rakeToB, OTHOCAIIUXCSA K [10

Omnucanue HaumenoBanue MD5 HcTounuk

®aiin apxuBa, CofiepKaliui

docker-obpa3s ITK ff99e24210558c0ecef2f3el
sas-1.11.210425.tar.gz IIpenocrasneno

"MFASOFT Secure 75c2134f paspaboTunkom I10

Authentication Server"

@aiin apxuBa, CofiepKariuii

docker-obpa3

. |1sa-1.11.100125.tar.gz €794cb06c£7820c672f6beab
[IOTIO/THUTE/TbHBIX MOZYy/ e IpepocraBneHo
" 8ae7b5ff pa3paborurikom I1O
1K "MFASOFT Secure
Authentication Server"
daiin apxuBa, CofiepKalui
docker-o6pas3
o 529eb102e3196ba26c384d4
JIOTIO/HUTE ILHBIX MOAYNIEH | |na 1 11.180425. tar.gz IIpepocraBneHo
" 4clcaa7ac pa3zpaboTurkom 110
K "MFASOEFT Secure
Authentication Server"
@aiin MporpaMmMHOTO
ALDPro-2.4.1-1.7_x86- 5b1fab95490506556a0ff773
rakeTa JUCTpUOyTHBA [IpepocraBneHo
64.iso 930ec42d paspaboturkom I10

"ALD Pro"
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3 Xo/ ucrbITaHUH

3.1 B xo7ie mpoBefieHNsT HACTOSIIMX UCIIBITAHUI ObI/TM BBITTOTHEHBI TIPOBEPKU KOPPEKTHOCTU
coBMmecTHOro (QyHkuroHupoBanusi "MFASOFT Secure Authentication Server" u "ALD Pro" B

obbeme, ykazaHHOM B [Ipunokeruu 1.

3.2 B xo/ie UCIbITaHW} WCII0/Ib30BAJICS TECTOBBIM CTeH/, ONUCcaHHbIN B [IpuoykeHuu 3.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 "MFASOFT Secure Authentication Server"
"ALD Pro"

KOPPeKTHO (PyHKIIMOHUPYET COBMECTHO C

5 BeiBo

5.1 "MFASOFT Secure Authentication Server" Bepcuu 1.11.210425 u "ALD Pro" Bepcuu
2.4.1 coBMeCTUMBI, TIpUHMMAsi BO BHUMaHWe UH(OpMal[1Io, CoZilep>Kalllyrocs B pa3zenax 3, 4.

6 CocraB paboueii TPYIITLI U TTOITUCH CTOPOH

6.1 laHHbII IPOTOKO/ COCTaB/IeH yUaCTHUKaMHU paboueld TpyTIibL:

ITpokanrok [I. C. — HauanbHUK cekTopa, OO0 «PycbTex-Actpar;

Cnosuos C. FO. — unxkenep, OOO «PycbUTex-AcTpa».
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IIpunoxenue 1 k ITporokosy Ne 29169/2025

ITepeuensb mpoBepok coBMecTumMocTH "MFASOFT Secure Authentication Server" u

"ALD Pro"

15; HauMeHoBaHue IPOBepPKH Pe3ynbsTaTr npoBepku
1. |LDAPS-ayreHTH(}pUKaLKsA YcnemHo
Cunxponuszanus gaHHbix gomeHa "ALD Pro" Ha cTtopoHe
2 "MFASOFT Secure Authentication Server" Yereuto
AytenTtudukaius c ucrnonb3oBanueM OTP-TokeHa uepe3 ldap-
3. |proxy, nocrapnsemsiii B coctaBe [1IK "MFASOFT Secure YcrnerHo

Authentication Server"
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IIpunoxxenue 2 K ITporokosy Ne 29169/2025

Nucrpykiusa no uaTerpanuu "MFASOFT Secure Authentication Server"” ¢ "ALD Pro"

1 Hactpoiika "MFASOFT Secure Authentication Server":
1.1 TIpoBecTu HacTpOIKy coryiacHo UHCTPYKLuKU [IMU ALD Pro - SAS v4.docx
1.2 Ecu Ha cepBepe SAS He ycraHoB/ieH SSL ceptudukar — 1o B ¢aiine "config_freeipa.ini”

B pa3ziesie "sas connection" ycTaHOBUTH MapameTp sas_verify_ssl=no.

2. Hactpoiika "ALD Pro™:
2.1 Co3partb nosib3oBaTesns testuser c rnaposiem QAZwsx22!
2.2 Cosgarb cmykeOHYIO YUeTHYIO 3aruch lsa ¢ maponem QAZwsx22! :
sudo /opt/rbta/venvs/aldpro-common/bin/python3
/opt/rbta/ad/mgmtportal/api/core/manage.py rupostadmin add -u Isa -p QAZwsx22!

rae "-p" — mapameTp /1Sl 3a/jaHUsI TIApOJIs C/Ty»KeOHOU yueTHOM 3arucCH.
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IIpunoxxenue 3 K ITporokosy Ne 29169/2025

OnucaHue cTeHja

1. "ALD Pro" 3anyujeHHbli B Cpefe OMNepalMOHHOM CHUCTeMbl CrHeLUaJbHOro
Ha3HaueHuss "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HoBneHue 1.7) ¢
YCTAHOB/IEHHBIM OIepaTUBHBIM 0OHOB/IeHHWeM Oe3omacHoct BROJIJIETEHB 2023-0426SE17
(omepatrBHOe 0OHOBeHMe 1.7.4) Ha siipe 5.15.0-70-generic.

2. "MFASOFT Secure Authentication Server" 3amyiijeHHbI B Cpefie OIepalMOHHON
cucTeMbl crieljuasbHOro HasHaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepeznHoe
obHoB/TeHre 1.7) C yCTaHOBIEHHBIM OrepaTuBHBIM 00HOB/IeHHeM 6Ge3oracHoctu BHOJIJIETEHD Ne

2024-0830SE17 (oneparuBHOe obHoBeHue 1.7.6) Ha sippe 6.1.90-1-generic.
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IIpunoxxenue 4 K ITporokosy Ne 29169/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH
1O — mporpamMmmHOe obecrnieyeHue.

[NIK — nporpaMMHbIi1 KOMI/IEKC

WaeHtndukarop aokymenTa cec00656-a271-4695-a194-4e595e809d9a - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepvos AencTemna
Moanucun Q OO0 "PYCBUTEX-ACTPA" B He npunoxera npv noagnmncaHnm 05CED6B40026B22DBD47D33F4  07.07.2025 17:02 GMT+03:00
OTnpasuTend: Mpokarrok Amutpuii Cepreesuy B4E164851 Moanucs cooTseTcTByeT painy

€ 12.11.2024 13:48 no 12.11.2025  pokymeHTa
13:48 GMT+03:00

CrpaHuvua 6 13 6



