ITPOTOKOJI Ne 10223/2022
MPOBe/[eHUsI COBMECTHBIX UCTIbITaHuH pabdoueii crannuu [TAK OIITU P1.2 u onepanjuoHHOM
CHUCTeMBbI Crielia/IbHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepeaHoe ooHoB/IeHME 1.7)

r. Mocksa 10.11.2022r.

1 IlpeagmeT McCIbITaHUH

1.1 B Hacrosiem IIporokose 3adukcrpoBaHo, uTo B nieprof, ¢ 04.11.2022r. o 07.11.2022r.
ObLIM TIPOBe/leHbI COBMECTHBbIe HCIMbITaHUs paboueii craniuu [TAK OIITU P1.2 (manee —
YCTpOoICTBO) U OrepaljiOHHOM CHUCTeMBI CrielhaJbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepemnoe obHOBneHue 1.7) (manee — OC Astra Linux 1.7), pa3paboTaHHOM
OO0 «PycbUTex-Actpa», Bkmoyass OC Astra Linux 1.7 € yCTaHOB/IEHHBIM OIlepaTUBHBIM
o6HoBnenrem besonacHoct BFOJIJIETEHD Ne 2022-0819SE17 (manee — OC Astra Linux 1.7.2).

2 OOBEKT UCTIBITaHUN

2.1 Ha wucrbiTanust ObUIO TIpEjOCTaB/IeHO YCTPOWCTBO B KOH(UIypaljy, yKa3aHHOW B
[Tpunoxenuu 1.

3 Xo/1 UCTIbITaHUH

3.1 B Xozie COBMeCTHBIX UCITBITAHWM ObUIM MPOBeZieHbI TIPOBEPKH KOPPEKTHOCTU YCTAaHOBKU
u pyskupmonupoBanus OC Astra Linux 1.7 u OC Astra Linux 1.7.2 B 06beme NpOBepoK, YKa3aHHBIX
B [Ipunoxenusix 2 u 3. IlpoBepku OCYLIECTB/ISJIMCh C WCIO/Ab30BaHUEM SKCIUTyaTalMOHHOM
nokymeHTtaluy Ha OC Astra Linux 1.7.

3.2 Xop ucribiTaHui onucan B [Tpunoxxenuu 4.

4 Pe3ynbTarhbl UCIILITAHUMN

4.1 Tlo pe3ynwraTam TecTUpoBaHus B pexxume pabotbl BIOS UEFI ycTaHOBIeHO, UTO MO/,
yrnpaBieHueM OC Astra Linux 1.7 u OC Astra Linux 1.7.2 YCTpoulcTBO (PYyHKLIMOHUDYeT
KOPPEKTHO.
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BriBoa

Ycrpouctso nog yrnpasneHveM OC Astra Linux 1.7 u OC Astra Linux 1.7.2 npurogHo K
TIPUMEHEeHHUIO.

5 CocraB paboueii TpymIibl ¥ MOAMUCH CTOPOH

HacTosimii [TpoTokost coctapieH paboueit rpyIimoi:

Kapnienko [I. . — pykoBoauTe/b CeKTOpa MUCMbITAHUMM Ha COBMecTUMOCTh ¢ I1O orapena
TeCTUPOBaHUsl Ha COBMECTUMOCTb JerapTamMeHTa PasBUTHsS TEeXHOJIOTMUeCKOro COTPYAHUYeCTBa
OBUC OOO «PycblTex-Actpa»;

EBcTionnH A. K. — uH)XeHep CeKTopa WCIbITaHWN Ha coBMecTUMOCTb C IIO otaena
TeCTUPOBaHUSl Ha COBMECTUMOCTb JlelapTaMeHTa pa3sBUTHs TEXHOJOIMUeCKOrOo COTPYLHUYeCTBa

OBUC OOO «PycbUTex-Actpa».

00O «PycbUTex-Actpa»

DPYKOBOAUTE/ b CeKTOPA UCTBITAHWN Ha COBMECTUMOCTS C 10
OT/les1a TeCTUPOBAHUS Ha COBMECTHMOCTb JierapTaMeHTa

PasBUTHSI TEXHOJIOTHYECKOro coTpyAHrnYecTBa [JBUIC

(ZO/DKHOCTB)

Kapnenko [I. Y.

(rogmucs) (bhamumuist, MHULMATIBI)

« » 20 roga
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IIpunoxenue 1 kK Ilporokosay Ne 10223/2022

Kou¢urypanus ycrpoiicTBa — nepeyeHb KOMIIOHEHTOB, BXOJAIIUX B COCTaB 000py/0BaHUs

Cropona

TX

MarepuHCcKas 11ara

HF60 V203

IIporneccop

Intel(R) Core(TM) i3-7101TE CPU @ 3.40GHz

OrneparviBHas NaMsTh

AMD D22.23242C.001 SODIMM DDR4 Synchronous Un-
buffered (Unregistered) 2667 MHz (0,4 ns) 8GiB

BugeoananTep

Intel Corporation HD Graphics 630 [8086:5912]

Aynuoaganrep

Intel Corporation 100 Series/C230 Series Chipset Family HD
Audio Controller [8086:A170]

CeteBoii aganTep (TPOBOJHOMN)

Realtek Semiconductor Co., Ltd. RT1.8111/8168/8411 PCI
Express Gigabit Ethernet Controller [10EC:8168] x2

Intel Corporation 1350 Gigabit Fiber Network Connection

SEP-mozy> [8086:1522]
BIOS/UEFI American Megatrends Inc. V5.0.1.2
Haxkornurens TS256GMTS430S 238GiB (256GB)

SATA-koHTpoOJI1Iep

Intel Corporation Q170/Q150/B150/H170/H110/Z170/CM236
Chipset SATA Controller [AHCI Mode] [8086:A102]

USB-koHTposiep

Intel Corporation 100 Series/C230 Series Chipset Family USB
3.0 xHCI Controller [8086:A12F]

Cropona

RX

Bepcus SDK

Baikal Electronics 5.5

MarepuHckas 1iara

T-Platforms BM1BM1-A

ITpoueccop

Baikal Electronics ARMv8 BE-M1000

OHepaTI/IBHaH INaMATb

Samsung M378A1K43CB2-CTD DIMM DDR4 Synchronous
2666 MHz (0,4 ns) 8GiB

BupneoananTep

Mali-T620

CeteBoii aganTep (1poBogHON) 1

Ethernet interface 1Gbit/s

CeteBoli aganTep (MpOBOHOMN) 2

Ethernet interface 1Gbit/s

SFP-monyinb

Intel Corporation I350 Gigabit Fiber Network Connection
[8086:1522]

Haxkorurens

Samsung SSD 860 232GiB (250GB)
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IIpunoxenue 2 K IIporokoay Ne 10223/2022

ITepeueHnb 0053aTe/ILHBIX MApaMeTPOB NMpoBepKH coBMecTuMocTH ¢ OC Astra Linux 1.7

O6HoBenue Astra Linux 1.7

Pexxum padotst BIOS UEFI
HaumeHoBaHMe IpOBepKH Pe3y/ipTaT HCIBITAaHUA
Ycranoeka OC YcrnemHo

Bepcus sigpa Astra Linux 5.4.0-54-generic | 5.4.0-54-hardened
3anyck OC YcnewHo YcnemHo
Aytentudukarus B OC YcnewHo YcrnemHo
[TpoBepka Jyior-(haiiyioB 3arpy3Ku Ha HajMuMe OLIMO0K YcreniHo YcremiHo
ITpoBepka nogaep>xku SFP-mopysns YcnewHo YcrnemHo
ITpoBepka moAep>KKKU CeTeBOro ajarnrepa (IIpoBOJHOM) YcrerHo YcrerHo
ITpoBepka nogzep>xku OC USB YcnewHo YcnemHo
ITpoBepka nogaep>xku OC HDMI YcnewHo YcrnemHo
ITpoBepka nogaep>xku OC BUjeoajanTepa YcnewHo YcnemHo
Pexxum "BriktoueHue” YcnewHo YcnemHo
Pexxum "T'ubepHanus” YcnewHo YcnemHo
Pexxum "Con" YcnewHo YcnemHo
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ITpunoxenue 3 K IIporokosy Ne 10223/2022

ITepeueHs 00s13aTe/IbHBIX IAPaMeTPOB NMPoBepKH coBMectumoctH ¢ OC Astra Linux 1.7.2

OoHoBieHue Astra Linux 1.7.2

Pexxum padotel BIOS UEFI

HaunmeHoBaHue NpoBepKH Pe3sysipTaT HCIBITAaHUM

YcranoBka OC YcnelHo

Bepcus siapa Astra Linux 5.4.0-1}0- 5.4.0-1.10- 5.10.0-1957- 5.10.0-1057- 5.15.0-?,3- 5.15.0-33-
generic generic generic hardened generic hardened

3anyck OC YcrentHo YcnemHo YcnerHo YcnemHo YcnemHo YcnemHo

Aytentudukanus B OC YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrewHo

[TpoBepKa /ior-(haiIoB 3arpy3Ky Ha Ha/luKe OLIMO0K YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

ITpoBepka nogaep>xku SFP-moznyns YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

IIpoBepka noALep>KKU CeTeBOro afanTtepa (IpOBOJHON) YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcremHo

ITposepka nogpaepxxku OC USB YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

ITposepka nogaepxxku OC HDMI YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrewHo

ITposepka nogaepsxku OC BUfeoagantepa YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

Pexxum "BeikitoueHue" YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

Pexxum "TubepHarys" YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo

Pexxum "Con" YcnelHo Ycremno YcnewHo YcrerHo YcremHo YcrerHo
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IIpunoxenue 4 K IIporokoay Ne 10223/2022

OnucaHue xo/ia NpoBeeHNsI UCITBITAHUH

1 Xop ucrbITaHuM

1.1 YcTpoiicTBO SIBASIeTCA TIPOrpaMMHO-arapaTHbIM ~KOMIUIEKCOM — OZJHOHAIpaB/eHHOM
repefjaud JaHHbIX W COCTOUT U3 [IByX He3aBHUCUMbBIX TIPOKCHU-CEPBEPOB, KOMIIbIOTEPOB CO
CrieL[Maau3vpOBaHHOM ONTHUYECKOW CeTeBOU IJ1aTOWM. B 0jHOM CTOpOHe yCTaHOBJIeHA IjlaTa TOJIbKO
It iepefiau AaHHbIX (TX), Bo BTOpOi TO/BKO /151 pruéMa AaHHbIX (Rx). Micxogs U3 nmomyueHHOM
vHbOpMaliH, I/ TIPOBEPKH PabOThI ONTHUYECKOTO KaHana CBs3u Mexay cropoHamu (Tx) u (RX)
HeoOXO[UMO BBITIOJTHUTD CIIeAYIOIIHe JeCTBUS:

1.1.1 ycTaHOBUTH TAKeT «netcat» 13 perno3uTopus base.

sudo apt install netcat

1.1.2 HacTpouTh CceTeBoM TIOPT B daiisie «/etc/network/interfaces»

auto eth2

iface eht2 inet staric

address 192.168.1.(TX - 30, RX - 31)

netmask 255.255.255.0

gateway 192.168.1.1

1.1.3 HactpouTs arp Tabmuiy Ha TX u RX

sudo arp -s 192.168.1.(TX — 30, RX — 31) (MAC — agpecc)

1.1.4 HaCTpPOUTDL CeTeBOM TOPT, BbITIOJIHUB KOMaH/IbI:

sudo ufw status

sudo ufw enable

sudo ufw allow 5201

1.1.5 BeinomHUTe KOMaHAy Ha TX

sudo netcat -u 192.168.1.31 5201

1.1.6 BemmosiHUTe KOMaHAy Ha RX

sudo netcat -u -l -p 5201

2 Pesynbrarel Harpy3ouHoro tectupoBaHus Ha OC Astra Linux 1.7:

2.1 Harpy304HOro TeCTUPOBaHUS

HanMeHoBaHue NpoBepKH Pesynbrar
stress-ng YcriemHo
glmark2 YcreiirHo
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iperf YcnewHo
2.2 OueHka Npor3BOAUTENBHOCTH P7zip
Usage % R/U MIPS Rating MIPS E/U % Effec %
395 2882 11381 93 366
3 Pe3ynbrarel Harpy3o4yHoro TectupoBanusi Ha OC Astra Linux 1.7.2:
3.1 Harpy304HOe TeCTUpPOBaHKE
HauMeHoBaHue NIPOBEPKHU Pe3synbTar
stress-ng YcriemHo
glmark? YcneliHo
iperf YcrenHo
3.2 OuieHKa NMpor3BOAUTENBHOCTH P7zip
Usage % R/U MIPS Rating MIPS E/U % Effec %
395 2874 11345 92 363
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4 Tlpunoxenue 5 K [Iporokony Ne 10223/2022

HEPE‘-IEHB HCII0J/IB3YyEMbBIX COKP aIHEHHﬁ

OC Astra Linux 1.7 — oneparjyoHHas cucTeMa CrieljuajbHOro Ha3HaueHus «Astra Linux

Special Edition» PYCB.10015-01 (ouepegHoe o6HOBeHue 1.7);

OC Astra Linux 1.7.2 — OC Astra Linux 1.7 ¢ ycTaHOB/IEHHBIM OMepaTUBHbIM

obnosnenvem BIOJIJIETEHD Ne 2022-0819SE17;

YcrpotictBo — pabouas cranrms [TAK OITTU P1.2;

[10 — mporpaMMHOe obecrieyeHue;

OC — ornepalOHHas CUCTEMa;

BIOS — 0a3oBas cucTeMa BBOZa-BbIBO/a;

USB — mnocnefoBaTenbHbI UHTep(deNc /s MOAK/IHOUeHUs NepudepuiiHbIX YCTPOMCTB K

BBIUMC/TUTE/TbHOMN TexXHHKe;

SATA — nocnefoBaTebHbIN UHTepdelic 0OMeHa JaHHBIMU C HAKOTIUTeISIMU WH(pOPMaLUy;

HDMI — uHTepdeiic /51 My/IbTUMej1a BbICOKOW YETKOCTH;

SFP — onTtuueckoe yCTpPOWCTBO /151 IPHYeMa U Mepeiauu JaHHbIX B TeJIeKOMMYHUKALIUSX.

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Moanuncn oTnpasnTena:

®

Bﬂaﬂeﬂeu cepwchKaTa, opraHn3auua, COTPpyAHUK

000 "PYCBUTEX-ACTPA"
Kapnetko [mutpuii MeaHosny, PykosoaunTens
CexkTopa UCMbITaHi Ha COBMECTUMOCTb ¢ 1O

CepTndukart: cepuinHbli HOMEP, NEPUOZ,
NEeNCTBIUA
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