ITPOTOKOJI Ne 8543/2022

nposejeHns coBMecTHbIX HcnbiTanui USB-Tokena JaCarta-2 JC207-12.F27 u onepaniioHHON
CHCTeMbI CrelHa/IbHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepegHOe 0oOHOB/IeHHe 1.7)

r. MockBa 30 mronsa 2022 1.

1 Ilpesmet ncrbITaHAN

1.1 B Hacrosiiem [TpoTokosne 3adukcrpoBaHo, uto B repuof ¢ 31.05.2022r.. mo 30.06.2022r.
ObuTM TIpOBeZieHbI COBMecTHbIe wucrbiTaHusi USB-Tokena JaCarta-2 JC207-12.F27  (manmee —
YCTpoiACTBO) C OrnepaLoHHON CUCTeMOM CrieljuaabHOro HazHaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepestoe obHOBnenue 1.7) (mamee — OC Astra Linux 1.7), pa3paboTaHHOM
00O «PycbUTex-Actpa», Bkmouag OC Astra Linux 1.7 ¢ yCTaHOB/IEHHBIM OIlepaTUBHBLIM
obHosnenrem 6e3omacHoct BIOJIJTIETEHD Ne 2021-1126SE17 (nanee — OC Astra Linux 1.7.1).

2 OOBEKT UCTIBITAaHUM

2.1 Ha wcrnieITaHusi ObUT TIPeIOCTAaBIEHO YCTPONCTBO B ciieAyroieli komruiekraruu: USB-
ToKeH, [10 (ycranoBnenHsie ripunoxkenus: «['OCT» u «PKlI») u conpoBoguTenbHasi JOKyMeHTaLysl.

3 Xo/ UCIbITaHUM

3.1 B xoge COBMeCTHBIX WUCIIBITaHWI Obla TIpOBeJieHa TIPOBEPKA KOPPEKTHOCTU
ornpezeneHust U GyHKUMOHUPoBaHUs ycTpoiictBa B OC Astra Linux 1.7 u OC Astra Linux 1.7.1 B
obbeMe TIPOBEPOK, yKa3aHHBIX B [Ipunoxennu 1 u [Ipunokennu 2. [IpoBepKu OCyIIeCTBIISUTUCH C
WCII0/Ib30BaHMEM 3KCITyaTallMOHHOM oKyMeHTauyuy Ha OC Astra Linux 1.7.

3.2 Xog ucribiTannii onucax B [Ipunoxennu 3.

3.3 [lns TmipoBepKH pPabOTOCIIOCOOHOCTH C/IEAYIOIMIMX Y37I0B OBbLIO  IOTIOHUTETEHO

ycraHosieHo [10:

YcrpoiicTBo HaumenoBanue I10 MD5 Ncrounuk I10
MK «Epuneii Knvent JaCartax» 76490b4b088c135188466 | CkormpoBaHo ¢ caiita AO
jacartauc_2.13.10.3184_al1.6_x64.zip | e63009e8b5d «Anagaus P.T.»
«JC-WebClient» 3520dc153d2844849f725 | CkormpoBaHo ¢ caiita AO
JCWebClient_4.3.2.1520_Linux_DEB | 501c2a44b9f «Anagaua P.I.»

USB-TtokeH

_x64.deb
«Kpunrollpo CSP 5.0.12500» 9ba29d15fadc621038257 | CkormpoBaHo c caiita QOO
. 0e85a9f5749 «KPUITTO-ITPO»
linux-amd64_deb.tgz

4 Pe3ynbTaThl UCTIBITAHUM
4.1 Tlo pe3ynbraTtamM TeCTMPOBaHUSl YCTaHOBJIEHO, UTO YCTPOWCTBO MoZ ympasieHnem OC

Astra Linux 1.7 u OC Astra Linux 1.7.1 ¢pynkiyuonupyer KOPPEKTHO.
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BriBog

YcrporictBo ¢ ycraHoBneHHoM OC Astra Linux 1.7 u OC Astra Linux 1.7.1 npurogHo K
MIpUMeHeHHIo C yueToM I1.1.1 IIpunoxenus 3.

CocraB paboueli TpymIibI ¥ MOJIIMCH CTOPOH

Hacrosmuii [TpoTtokosn cocraBieH paboyeld rpymom:

Kymik A. FHO. — pykoBoauTenb CeKTOpa UCIbITaHUMM Ha coBMecTMMOCTh ¢ CBT oramena
TeCTUPOBaHUsl HAa COBMECTUMOCTb JernapTaMeHTa pPasBUTHsS TEeXHOJIOTMUeCKOro COTPYLHUYeCTBa
OBUC OOO «PycbUTex-Actpa»;

Jlykuna E. B. — crapmmi WHXeHep OTZe/la TeCTUPOBaHUS Ha COBMeCTUMOCTb

JlerlapTameHTa pa3sBUTUS TexXHOooruyeckoro corpygauuecrsa [JBHC OO0 «PycbBUTex-Actpa».

OO0O «PycbNTex-Actpa»

PYKOBOZIUTE/b CEKTOpa UCTIbITaHUNA Ha cCoBMeCTUMOCTb ¢ CBT
OT/les1a TeCTUPOBAaHKUS HA COBMECTUMOCTh JieflapTaMeHTa

PasBUTHSI TEXHOJIOTUYECKOTO coTpyaHuuectBa IBUC

(JOJDKHOCTB)

Kymuk A. 1O.

(nopuce) (pammnust, MHULMATTBI)

« » 20 roga
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ITpunoxenue Ne 1 K IIporokosny Ne 8543/2022

ITepeueHb (hyHKIIMOHATBHBIX MPOBEPOK YCTPOHCTBA

HanmeHoBaHue npoBepKH Pe3ynbTaT HCHbITaHUI

Bepcus oneparjioHHO#H CHCTeMbI 1.7.0

Bepcus sigpa Astra Linux 5.4.0-54-generic 5.4.0-54-hardened

1. |ObHapyxeHue TokeHa B OC YcnemHo YcnemHo
Co3parb KpUNITOKOHTEHHEP
(uCcnosb30BaIMCh CaMO3aBepeHHbIe

2. YcrienrHo YcrienrHo
cepTu(rKaThl CreHepUpOBaHHbIe B
XCA)
OII pnst web-cepBucoB

3. A p YcrienrHo YcrienrHo
(memo-nioptan «Anagaus P.J1.»)
ITpoBepka paboThl KOHTeHHEDA:

4.1 |IIpocMOTp COAEep>KUMOro YcnewHo YcnemHo
Pa3melijeHrie TeCTOBOro cepThdUKaTa

4.2 o PTG YcrienrHo YcrienrHo
OTKPBITOTO K/IHOYa
YcranoBka 3KCIIOPT, ajieHue

4.3 ’ P YA YcnewHo YcnewHo
cepTUduUKara
IToanucanue JIOKyMeHTa

4.4 | 3eKTPOHHOM NIPUCOeIMHEHHOU YcnewHo YcnewHo
TOATIMCHI0

4.5 | YnaneHue KOHTelHepa YcnemHo YcnemHo
[Mn¢pposanue/pacmmdpoBaHue

4.6 vcbp P bp YcnemHo YcnemHo
datina
[IpoBepka By X(haKTOpHOM

5. POBEP AByX( P YcrienrHo YcrienrHo
ayTeHTU(PUKALIUU, TOKATLHO
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ITpunoxenue Ne 2 K IIporokosny Ne 8543/2022

ITepeueHb (hyHKIIMOHATBHBIX MPOBEPOK YCTPOHCTBA

HanmeHoBaHue npoBepKH Pe3ynbTar HCIBITAaHUM

Bepcus oneparjioHHO#H CHCTeMbI 1.71

Bepcus sigpa Astra Linux 5.4.0-81-generic/hardened | 5.10.0-1045-generic/hardened

1. |ObHapyxeHue TokeHa B OC YcnemHo YcnemHo
Co3parb KpUNITOKOHTEHHEP
(uCcnosb30BaIMCh CaMO3aBepeHHbIe

2. YcrientHo YcrienHo
cepTu(rKaThl CreHepUpOBaHHbIe B
XCA)
OII pnst web-cepBucoB

3. A p YcrientHo YcrienHo
(memo-nioptan «Anagaus P.J1.»)
ITpoBepka paboThl KOHTeHHEDA:

4.1 |IIpocMOTp COAEep>KUMOro YcnewHo YcnemHo
Pa3melijeHrie TeCTOBOro ceptudukara

4.2 i PTG YcrientHo YcrienHo
OTKPBITOTO K/IHOYa
YcranoBka 3KCIIOPT, ajieHve

4.3 ’ P YA YcnewHo YcnewHo
cepTUduUKara
IToanucanue JIOKyMeHTa

4.4 | 3eKTPOHHOM NIPUCOEAVMHEHHON YcnewHo YcnewnHo
TOATIMCHI0

4.5 | YnaneHue KOHTelHepa YcnemHo YcnemHo
[Mn¢pposanue/pacmmdpoBaHue

4.6 vcbp P bp YcnenHo Ycnemno
datina
[IpoBepka ByX(DaKTOpPHOM

5. POBEP ABYX P YcrientHo YcrienHo
ayTeHTU(PUKALIUU, TOKATLHO
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IIpunoxenue Ne 3 K IIpoTokosy Ne 8543/2022

OmnucaHue X0/ia NPoBe/eHNsI UCITBITAHUHU

1 Xop ucnbITaHUN

1.1 B Xoze cOBMeCTHBIX UCMBITAHWN YCTAaHOBJIEHO, YTO TPY MCI0/Ib30BaHUW IrpaduuecKoro
nipuiokenusi «Lludposeie ceprudrkatel XCA», npunokenue «['OCT» mo3BossieT 3KCIIOPTHPOBATh
B USB-TOKeH TO/BKO cepTUdUKAT KaveHTa, Oe3 kimoua. B nHTepdetice «Llndpossie ceprruduKars
XCA» mpu mombITKe 3KcropTa kimodya Bo3HWKaeT coobujeHre «CKR_USER_TYPE_INVALID»,
USB-TOKeHb! C MHTerpyvpoBaHHBIM nNpuiokeHneM «PKI» mo3BonsitoT mpoM3BOAWTL 3KCIIOPT Kak
cepTudUKara, TaK 1 K/Iroua.

1.2 1151 IpOBepKU JI0KabHOW ABYX(aKTOPHOU ayTeHTHU(UKALIMK UCII0/Ib30Ba/lach TeCTOBAst
Bepcust 1O «SecurL.ogon», TpenocTaB/ieHHasl TIpou3BoAuTeneM. Tak Kak 3Ta Bepcus elné OyzaeT
JopabaTeiBaThCs, B IAaHHOM TIPOTOKOJTe He yKa3zaHa Bepcusi [1O u ero md5 xamr.

1.3 [nsa onpefeneHust YCTPOMCTBa B CUCTeMe HWCIIO/Mb30Bajaach YTUIUTAa PCSc-tools, oHa
BXOJWT B COCTaB AMCTPUOYTHBHOTO /IMCKA, UCIIO/Ib30BaIaCh KOHCO/IbHAsE KOMaHAA:

pcsc_scan

1.4 Co3zaHye KpUNTOKOHTeWHepa IpPOM3BOAWIOCH IPU MOMOLM ycTaHoBaeHHoro B OC
npuioxkenusi «Ludposeie ceptudurkatet XCA» U CreHepUpPOBaHHBIX WM CaMO3aBepeHHbBIX
cepTU(UKaToB.

1.5 Pab6oTtocrocoOHOCTh 3MeKTpoHHOW moAmucy (manee - OII) gia  web-cepBucos
TpoBepsijiach C TMOMOIIbI0 AemMo-TiopTana «Anaagud P.J.» https://demo.aladdin-rd.ru/ u 1O JC-
WebClient 4.3.2.1520, IIK «Eaunbiii Knuent JaCarta 2.13», ycraHoiieHHbie B cpefie OC.

1.6 TIpoBepka paboTbl KOHTeiiHepa (TIPOCMOTP COJEP>KUMOTO, TeHeparysi, yCTaHOBKa,
5KCIIOPT, yZAajeHHe cepTduKaTa U mpoyee) mpousBoguiack ¢ nomoisio [0 «Kpuntollpo CSP
5.0.12500» u  cepru¢UKaToB  CreHepupoBaHHbIX Ha  Jemo-mioprane  «Kpumnrollpo»

https://testca.cryptopro.ru/certsrv/ u gemo-nioptane «Anagavd P.J1.» https://demo.aladdin-rd.ru/.
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ITpunoxenue Ne 4 K ITpoTokosy Ne 8543/2022

IlepeueHb HUCII0/Ib3yeMbIX COKpPAILleHHH

OC Astra Linux 1.7 — omnepaijMoHHas cucTeMa CrieLjyajbHOoro Ha3HaueHus «Astra Linux

Special Edition» PYCB.10015-01 (ouepesHoe o6HOBNeHue 1.7);

OC Astra Linux 1.7.1 — OC Astra Linux 1.7 ¢ ycTaHOB/IeHHBIM OIlepaTUBHbIM

o6HoBneHrem BIOJIJIETEHD Ne 2021-1126SE17;

OC — omnepaloHHas CUCTeMa;

YcrpolictBo — USB-Token JaCarta-2 JC207-12.F27 ¢ ycTaHOB/IEHHBIM PUIOKEHEM

«['OCT»;

TokeH — yCTpOKWCTBO C 3aljyIeHHOU MapoJsieM KapTou NaMsTH, Ha KOTOPOU XPaHUTCS

vHbOpMaLIYs 71 CO3/IaHuUs TIOATTUCH, MOXeT ObITh B Buzie USB-HakomwmTesst b0 CMapT-KapThl;

oIl — 3J/IEKTPOHHAs IIOATIIMChH TT03BOJIAET MOATBEPAUTE dBTOPCTBO 3/IEKTPOHHOT'O

JIOKyMEHTa, 3TO ero PeKBU3UT TOTyUeHHbIN B pe3ysibTaTe KpunTorpaduyeckoro rnpeobpa3oBaHusi

I/IHCl)OpMaL[I/II/I C UCII0J/JIb30BdHHEM 3dKPBITOI'O KJ/IF0Ua ITOAITHCH.

[okymeHT noanucan v nepeaaH depes onepatopa 310 AO «[1® «CKb KoHTtyp»

Moanuncn oTnpasuTena:

®

Bnasenew, ceptndwkata: opraHmsaums, COTPYAHMK

000 "PYCBATEX-ACTPA"
Kynuk Anekcanap KOpbesuy, PykoBoamnTenb rpynmbl
MO TECTUPOBAHMIO Ha COBMECTUMOCTb ¢ CBT

CeptnduKar: CepuiiHbIi HoMep, NePUO/,
NencTBMA

020C70AEO046AE97BB494C124B4E6E3SCF  10.08.2022 14:24 GMT+03:00

€ 24.02.2022 13:25 no 24.02.2023 13:35
GMT+03:00

NaeHTndukaTop aokymeHTa e7a9d8f3-1ceb-4850-a47b-470564c46604 - |

LLaTa N BpeMsa noanmcaHna

Moanuvce cooTsetcTByeT daiiny JoKyMeHTa

CrpaHuua 6 13 6



