ITPOTOKOJI Ne 10800/2023
MPOBe/[eHNUsI COBMECTHBIX NCNBITAaHUH MporpaMMHoro odecrneuenus «ViPNet Connect for
Linux» Bepcuu 2.11.3-2702 u onepanjioOHHON CUCTeMbI CIIeLiHa/IbHOr0 Ha3HaUYeHUus «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe ooHoB/IeHHe 1.7)
r. Mocksa 20.02.2023

1 IlpegmeT McCIbITaHUM

1.1 B HacTosieM npoTokone 3aduKcUpoBaH (akT mpoBefeHust B nepuog ¢ 20.12.2022 mo
20.02.2023 coBMeCTHBIX HCIbITaHWM TporpaMmHoro obecrieyeHusi «ViPNet Connect for Linux»
Bepcun 2.11.3-2702 (manee — I10), paspaboranHoro AO «MHpoTeKCx», u onepaliioHHON CUCTEMBI
crieliasbHOTO Ha3HaueHUs «Astra Linux Special Edition» PYCB.10015-01 (ouepesHoe 06HOB/IEHME
1.7) (manee — Astra Linux SE 1.7.0), pa3paborannoit OOO «PycbBWTex-Acrpa», BKmouasi Astra
Linux SE 1.7.0 ¢ ycTraHOB/eHHbIM oOriepaTiBHbIM 0OHOBieHueM Oe3omacHoct BHOJIJIETEHB Ne
2022-1110SE17 (omieparrBHOe ob6HOBeHHe 1.7.3) (manee — Astra Linux SE 1.7.3).

2 OOBEKT UCTIBITaHUIH

2.1 IlepeueHp KOMIIOHEHTOB, 3KCIUTyaTUPOBABIIMXCS B XOZe IPOBeZleHNs [aHHbBIX HUCIIbITa-

HuM, otHOCsIuXcs K 10, npesacraBneH B Tabnuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIUXCS K T1O

Onucanue HaumeHoBaHue MD5 HNcTouHuk
vipnetconnect-
. af16113a9d7eb573c076961
®ali/1 MporpaMMHOro mnake- | signed_2.11.3- IIpemocrasieHo
2bc0e8932
Ta quctpubyTtuea 110 2702_amd64.deb pa3paboTuruKoM
vipnetclient-
. 20cb96698fbb941b9df8e71
®ali/1 MporpaMMHOro Take- | gui_s_gost_ru_amd64_4.14. [IpenocraBneHo
5e2fledca
Ta aucTpubyTtuBa 110 0-23314.deb pa3paboTuMKOM

Pecypc B cetu «HTEpHET»,

azapec: «https:/
OdurpansHOe PYKOBOACTBO | « KOMIUIEKT JOKYMeHTaI 1
files.infotecs.ru/_dl/sess/

1o 3KkcrutyaTauyu 10 B Ha ViPNet CSS Connect -
vipnet_connect/docs/ViPNet
9/IeKTPOHHOM (popmare Bepcuu 2.12»
%20CSS%20Connect
%?20Docs.zip»
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3 Xo/1 UCTILITaHUM

3.1 B xoze nipoBe/ieHHsI HACTOSIILIMX UCTIBITaHUM ObLTM BBITIO/THEHbBI TIPOBEPKU KOPPEeKTHOCTH
¢dynkmronupoBanus 10 B cpegax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B obbeme, yKa-
3aHHOM B IIpunoxenuu 1.

3.2 [lepeueHs oguuManbHbIX periosutopueB [10, 5KCIIyaTHpOBaBIIMXCS B YIOMSHYTBIX
cpefiax:

* B cpege Astra Linux SE 1.7.0: base;

* B cpegie Astra Linux SE 1.7.3: base, update.

3.3 HeodunuanbHble perio3utopuu 10 a1 yKa3aHHBIX Cpejl He SKCIITyaTHPOBa/IMCh.

3.4 C uenblo NMpoBeJieHUs YKa3aHHbIX TIPOBEPOK MPY BKIHOUEHHOM peXUMe 3aMKHYTOM Ipo-
rpamMmMHOM cpefibl (manmee — 3I1IC) ymomsiHyThix OC, MCMHOMBb30Ba/ICsS COOTBETCTBYHOIIMM haiin
OTKPBITOTO KJTIOYa, MTPeA0CTaB/IeHHbIN CTOPOHOM pa3paboruuka I10.

3.5 [IpoBepka KOppeKTHOCTH (PyHKLMOHMPOoBaHUs [10 B yC/I0BUSIX HEHY/IEBOIO YPOBHS KOH-
(YeHMaTbHOCTU MexaHW3Ma MaH/JaTHOrO pasrpaHuhueHust goctyna (fanee — MPII) ykasaHHBIX
Cpei He TPOBOJMJIACH T10 MPUUMHE OTCYTCTBUS nojdep>Kku [10 cooTBeTCTBYMOLEH (PyHKIMOHA/Ib-
Hoctu OC. UHdopmarust 06 0TCYyTCTBUM YIIOMSIHYTOU TTOA/[eP>KKU Oblia 3asiB/ieHa CTOPOHOM pa3pa-
6orunka I10.

3.6 nsa ¢pyHKIMOHaNbHOU TipoBepky 10 ObLT UCIIO/B30BaH CTEHJ, W3 /IByX BUPTYa/IbHBIX
MallIMH, KOTOpbIe I0C/Ie HaCTPOHKHU «vipnetclient» U «vipnetconnect» MoAK/IOUaIHUCh K CEPBEPY CO-
obmennii mocpescTBoM co3gaHHoro VPN. Beina mpoBepeHa OTMpaBKa/momydeHre COOOIIeHHH,
(hatinoB., a Tak)ke BO3MOYKHOCTh COBEPIIIAaTh BUI€03BOHKHU. JlaHHbIM (PyHKIMOHA/M paboTaer.

3.7 Ilpu pabote npusoxkeHusi B pexxume 3I1C 6butr coobiijeHMst 0 6710KMpPOBKe paboTarolije-
ro moxynsi «bpfilter», ass pemeHuss Obuta ucrionb3oBaHa crathsi «https:/wiki.astralinux.ru/kb/
antivirus-pytaetsya-vospol-zovat-sya-nepodpisannym-modulem-217186904.html». B Heli pekomeH-
JlyeTcst BHECTH MOJY/Ib B CITMCOK 3a0/I0KMPOBaHHBIX.

4 Pe3ynbTaThl UCMBITAHUI

4.1 TIO koppekTHO GyHKLMOHUPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

4.2 . 1ns npoBepku pabotel B 3I1C, MCroOMb30Bancs COOTBETCTBYIOIIMI (hail/l OTKPBITOTO

KJII0Ua, TIpe/JOCTaB/IeHHBIM CTOPOHOM pa3paborunka I10.
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5 BeiBof

5.1 I1O u onepaljMoHHasl CMCTeMa ClielliaabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/ieHue 1.7) COBMeCTHMBbI, IPUHMMAas BO BHHMMaHHe HWH(OpMa-
LU0, CoZlep Kallyrocs B paszenax 3, 4 u [Ipuwioxenuu 1, ITpunokeHuu 2.

6 CocraB paboueii rpymribl ¥ TIOATIHMCH CTOPOH

6.1 JlaHHBII TPOTOKOJ/I COCTaB/IeH yUaCTHUKaMHU paboyeld TpyTIIbL:

Kaprienko [I. 1. — pykoBoAUTe/Ib CEKTOPA OTAesla TeCTUPOBAHUA Ha COBMECTUMOCTS Jlerap-
TaMeHTa pa3BUTHUS TexHoJorudeckoro corpyaaudectsa [JBuC OOO «PycbUTex-AcTtpa»;

Jlykuna E. B. — cTapiuuii uH)KeHep OT/Zie/la TeCTUPOBaHKsI Ha COBMECTUMOCTD JlellapTaMeHTa

pasBUTUs TexHosioruyeckoro corpyguuyectsa [IBuC OOO «PycbUTex-Actpa».

00O «PycbUTex-Actpa»

PYKOBOJUTE/Ib CEKTOpA OTJe/la TeCTUPOBaHKUS Ha COBMeCTH-
MOCTb JleflapTaMeHTa pa3BUTHsI TeXHOJOTMUeCKOro COTPYAHHU-
yectBa JBuC
(HO/KHOCTD)

Kapnienko . 1.

(ToAmmcE) (bamunusi, MHULMABT)
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IIpunoxenue 1 k ITporokosny Ne10800/2023

ITepeuensb npoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
o HauMeHOBaHHe NPOBEPKH 1.7.0 c agpom OC 1.7.3 c sppom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycranoska I1O YcnerHo ‘YcrerHo YcnenHo YcnerHo YcremHo YcremHo YcremHo YcrenHo YcremiHo
2. |3anyck, octaHoBKa BbinojHeHus [10 YcnemHo YcremHo YcremHo YcnemHo YcnemHo YcnemHo YcnenHo YcnenHo YcnemHo
DKCIUIyaTalys MUHUMa/ILHOU 0a30BOM HK-
3. Y 1 be YcnewHo YcneiiHo YcneiiHo YcnewHo YcneliHo YcneiHo YcnemHo YcnelHo YcnelHo
umoHansHOCTH T10
®ynKIMoHupoBaHue 110 B yC/lI0BUSIX HA3KOIO
4. YHKLY P y YcnerHo YcrerHo YcnenHo YcnerHo YcremHo YcremHo YcremHo YcrenHo YcreriHo
ypoBHs LienoctHOCTH MexaHu3Ma MKI] OC
®dyHkuroHuposanue 110 B ycioBUSX HeHyJle-
5 BOTO YPOBHSI KOH(UEHIMANLHOCTH MeXaHU3- He npoBogu- | He mpoBogu- | He npoBogu- | He npoBogu- | HempoBogu- | Hempoogu- | He npoBogu- | He npoBogu- | He npoBopu-
' yp NEeHL J1ach J1ach J1ach J1ach J1ach J1ach J1ach J1ach Jlach
ma MPII OC
OTcyTCcTBHe HapyIIeHui TpeboBaHMIA TToApas3-
6. Y Py P Ap YcneiHo YcneiHo YcneiHo YcneuHo YcneliHo YcneiHo YcneniHo YcnelHo YcneliHo
Jena 17.3 «PykoBogcrBo o KC3 U. 1»
Cootsetctsue 06bekToB @C OC AucTpubyTH-
7. A prby YcnewHo YcnewHo YcnemHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
By OC npwu skcrinyarauuu [10
8. YAaneHHe T10 YcneiHo YcneiiHo YcneiHo YcneuHo YcneliHo YcneiHo YcnerHo YcnelHo YcneliHo
®dyukionrpoBanue 10 B yCI0BUSX BKIIIO-
9. y 1 P Y YcneiHo YcneiiHo YcneiHo YcneuHo YcneliHo YcneiHo YcnerHo YcnelHo YcneliHo
uyéHHoro mexanusma 3I1C OC
OTcyTcTBYe HapylleHui TpeboBaHMI TTofpas3-
10. Y Py P AP YcnewHo YcnewHo YcnemHo YcnemwHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
Jena 17.2 «Pykosogcrso o KC3 Y. 1»
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ITpunoxenue 2 K IIporokosy Ne 10800/2023

MucTpykius no ycraHoBke M yaaenuo ITO B cpepax: Astra Linux SE 1.7.0, Astra
Linux SE 1.7.3

1 Ycranoska I10:

1.1 BBITIOJTHUTH CUCTEMHYIO KOMaH/y:

sudo dpkg -i vipnetclient-gui_s_gost_ru_amd64_4.14.0-23314.deb

1.2 BBINOHUTE CUCTEMHYIO KOMaH[y:

sudo dpkg -i vipnetconnect-signed_2.11.3-2702_amd64.deb

2 Ynanenue I10O:

2.1 BBITIOJIHUTE CUCTEMHYIO KOMaH/AY:

sudo apt purge --auto-remove vipnetconnect-signed_2.11.3-2702_amd64.deb
2.2 BBITOJTHATb CUCTEMHYO KOMaHAY:

sudo apt purge --auto-remove vipnetclient-gui_s_gost_ru_amd64_4.14.0-23314.deb
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ITpunoxenue 3 K IIporokosy Ne 10800/2023

ITepeueHb UCN0/Ib3yeMbIX COKpPaILeHHH

«PykoBogcTBO Mo KC3 Y. 1» — nokymeHT «OrniepalliOHHasi CUCTeMa CIieljuaJbHOr0 Ha3Haye-
Hus «Astra Linux Special Edition». PykoBogctBo no KC3. Yacts 1» PYCB.10015-01 97 01-1;

Astra Linux SE 1.7.0 — ornepauyoOHHasi cucTeMa Clie[juajbHOro HasHaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe obHOBneHue 1.7);

Astra Linux SE 1.7.3 — onepauyoOHHasi cuCcTeMa CIieliiajbHOro Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe obHOB/ieHHe 1.7) C yCTaHOBJEHHBIM OTEepaTUBHBIM
obHoBnenueM 6e3onacHoctv BFOJIJTETEHD Ne 2022-1110SE17 (onepatrBHOe 06HOB/eHHe 1.7.3);

OBuC — [¥BU3UOH BHeJPEeHNs U COTIPOBOXKEHYS;

3I1C — 3aMKHyTas1 MporpamMHas Cpejia;

KC3 — xomruiekc cpefiCTB 3al{UThI;

MKII — MaHZiaTHBIM KOHTPOJIb L{e/I0OCTHOCTY;

MPII — maHziaTHOe yIipaBjieHue JOCTYIIOM;

OC - onepaloHHasi CUCTEMa;

1O — nporpammHoe obecrnieueHre «ViPNet Connect for Linux» Bepcuu 2.11.3-2702.
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