IMTPOTOKOJI Ne 10852/2023
MPOBe/IeHUsI COBMECTHBIX HCTIBITAaHUHM NMporpaMmMHoro obecrieuenusi «Kaspersky Endpoint
Security» Bepcuu 11.3.0-7441 u onepanioOHHOM CUCTEMBI ClIea/IbHOr0 Ha3HAUeHUsA «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe o6HoB/1IeHHe 1.7)
. MockBa 09.01.2023

1 IlpeamMeT vcCbITaHUM

1.1 B HacTosieM rpoTokose 3aduKcupoBaH (akT mpoBefeHus B riepuof ¢ 30.12.2022 no
09.01.2023 coBMeCTHBIX UCTbITaHUM TporpaMMHoro obecrieueHust «Kaspersky Endpoint Security»
Bepcn  11.3.0-7441 (manee — II0), paspaboranHoro AO «Jlabopatopus Kacrepckoro», u
OTepaLMOHHOW CUCTeMBI CrieljiaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepenHoe obHoBneHue 1.7) (manmee — Astra Linux SE 1.7.0), pa3paboranHoii OOO «PycBUTex-
Actpa», Bkmouasi Astra Linux SE 1.7.0 ¢ ycraHOBJIeHHBIM OMepaTHBHbIM OOHOB/IEHHEM
6e3omacHocty BFOJTJIETEHD Ne 2022-1110SE17 (omepartvBHOe oO0HOBeHHe 1.7.3) (manee — Astra
Linux SE 1.7.3).

2 OOBEeKT UCTIBITAHUH

2.1 TlepeueHp KOMIIOHEHTOB, SKCILJTyaTUPOBAaBILIMXCSI B XOJe TMPOBEJeHUsl JaHHBIX

WCTIBITaHUM, oTHOCsIMXCcs K T10, ripefcrasiex B Tabmuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIUXCS K [10

Onucanue HauMeHoBaHue MD5 HUcTrounuk
«kesl_11.3.0- eaB843f1f67a20322c57ec005
q)af;l]-[ HporpaMMHoro 7441_amd64deb» fo2f084
CropoHa pa3paboturika ITO
nakera auctpuoyThBa 10 «kesl-gui_11.3.0- 264ce2ec09d324dc503f95a
7441_amd64.deb» 816b9040c

3 Xo/1 UCTIbITaHUH

3.1 B xofie poBe/ieHNsI HaCTOSIIMX UCIIBITaHWN ObUTN BBITIOTHEHbI TIPOBEPKH KOPPEKTHOCTH
¢yukimonnpoBanusi [10 B cpegax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B o0beme,
yKasaHHOM B [Ipuoxxenun 1.

3.2 Tlepeuens o¢uLManbHbIX perno3utopueB [10, 3KCITyaTUPOBABIIMXCS B YIOMSHYTBIX
cpejax:

* B cpege Astra Linux SE 1.7.0: base;
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* B cpefie Astra Linux SE 1.7.3: base, update.

3.3 HeodumaneHele perio3utopuu I10 /151 yKa3aHHBIX CpeJ| He SKCITyaTUPOBaMCh.

3.4 C uenbl0 NpOBeZleHNs YKa3aHHBIX TPOBEPOK NPH BK/IIOUEHHOM peXHMe 3aMKHYTOH
nporpaMMHOM cpefpl (panee — 3I1C) ynomsHyTeix OC, KCIO/IB30BaICsd COOTBETCTBYIOLMM (Daii
OTKPBITOTO KJTIOUa, IPeIoCTaBIeHHbIN CTOPOHOM pa3paborunka I10.

3.5 [IpoBepka KOppeKTHOCTH (yHKLMOHHMPOBaHUs [0 B yCIOBUSIX HEHY/EBOIO YPOBHS
KOH(UeHI[MabHOCTH MeXaHW3Ma MaH/JaTHOTO pasrpaHuueHusi poctyna (ganee — MPI)
yKa3aHHbIX CpeJl He MPOBOAWIACh MO MpUYMHE OTCYTCTBUS nopafepxku [10 cooTBeTcTByMOIIEN
¢ynkiponanbHoct OC. VHdopMmauys 06 OTCYTCTBUM YIIOMSIHYTOM TMOAJepXKU Obuia 3asiBjieHa
cropoHo# paspabotuuka I[10.

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T1O xoppeKTHO QyHKLUMOHUpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3.

5 BriBOj

I1O v omeparoHHas CHMCTeMa CrieLdanbHOro HasHaueHUs1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOBieHWe 1.7) COBMECTHMBI, TPUHMMAasi BO BHUMaHHe
vH(OopMalMIo, CofepXKallytocs B pa3zenax 3, 4 u [lpunoxxenuu 2.

6 CocraB paboueii TPyIITbI U TTOAITHUCH CTOPOH

JlaHHBIM TTPOTOKOJT COCTaB/IeH YYaCTHUKaMU paboueil TpyTIbL:

Kapnienko [I. W. — pykoBoguTenb CeKTOpa OTZAesa TeCTUPOBAaHUSI Ha COBMECTUMOCTHb
JileriaprameHTa pa3BUTHA TexHosiornueckoro corpygHuyectsa JIBuC OOO «PycbUTex-AcTtpa»;

Hoerane K. W. — uHXeHep oOT[e/la TeCTHPOBaHWS Ha COBMECTHMOCTHL [lerlapTaMeHTa

pasBuTud TexHonoruueckoro corpygauuectsa JBuC OOO «PycbUTex-Actpa».

00O «Pycb1Tex-Actpa»

PYKOBOZUTE/b CEKTOpa OT/le/la TeCTUPOBAHMUS Ha
COBMECTUMOCTb JieflapTaMeHTa pa3BUTHSI TEXHOIOTHYeCKOro
corpysHuuecTtsa JBuC
(womxocts)

Kaprnenxko /1. H.

(ToATHCh) (cbamuuist, MHULIHAIIBT)
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ITpunoxenue 1 K Ilporokosy Ne 10852/2022

Ilepeuens npoBepok coBMecTumMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
e HauMeHOBaHHe POBEPKH 1.7.0 c agpom OC 1.7.3 c apgpom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [10 YcremHo YcrerHo YcrnerHo YcnerHo YcremHo YcnemHo YcremHo YcremHo YcremHo
2. |3amyck, octaHoBKa BbinoyHeHus [10 Ycnemxo Ycnemxo YcnemHo YcnemHo YcnenHo YcnemnHo YcrelHo YcrewHo YcremHo
DKCIIIyaTalyss MUHUMa/IbHOM 0a30BOi
3. y 1 YcneniHo YcnemiHo YcnemHo YcnenHo YcnemHo YcnerHo YcnenHo YcneiHo YcneiHo
¢dyukumonansHOCTH [10
dyukionupoanue I10 B yC10BUSIX HU3KOTO
4. YHKL p Y YcnewHo YcnewHo YcnemHo YcnewmHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
ypoBHs LiefiocTHOCTU Mexanusma MKII OC
®ynkiuonvposanue I10 B ycnoBusax
5. |HeHy/neBOro ypoBHsI KOH(UIEHIMATbLHOCTH He He He He He He He He He
: ¥ yp AEHI MpOBOAWIACH | IIPOBOAW/IACH | IIPOBOAW/IACH | IPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWIACH | MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWUJIACH
MexaHu3ma MPJ] OC
OTCcyTCTBHE HapyllleHuid TpeboBaHNH
6. Y Py p YcremHo YcremHo YcnenHo YcnerHo YcnenHo YcrenHo YcremHo YcrenHo YcreHo
nozapasgena 17.3 «PykoBogcreo mo KC3 Y. 1»
CootetctBHe 006eKTOB PC OC
7. YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
muctpubytuy OC nipu 3kcrutyartanuu [10
8. YAaneHHe 1O YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
dyukuponupoBanue 10 B ycnoBusix
9. y LI p Y YcremHo YcrerHo YcnenHo YcnerHo YcnenHo YcnenHo YcrenHo YcrenHo YcremHo
BKJIIOUEHHOT0 MexaHu3Ma 3I1C OC
OTCyTCTBMe HapyllleHui TpeboBaHUH
10. y Py p YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
nozapasgena 17.2 «PykoBoacteo o KC3 Y. 1»
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ITpunoxenue 2 K Ilporokosy Ne 10852/2022

MHcTpykiusa no ycraHoBke M yaanenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.3

1 Ycranoska I10:

1.1 BBIMO/IHUTE CUCTEMHBIE KOMAH/IbI, /1eMCTBHS:

sudo -s

apt install astra-digsig-oldkeys

apt install ./kesl_11.3.0-7441 amd64.deb

apt install ./kesl-gui_11.3.0-7441_amd64.deb

mkdir -p /etc/digsig/keys/legacy/kaspersky/

cp /opt/kaspersky/kesl/shared/kaspersky_astra_pub_key.gpg
/etc/digsig/keys/legacy/kaspersky/

update-initramfs -u -k all

/opt/kaspersky/kesl/bin/kesl-setup.pl

reboot

2 Ynanenue I10:

2.1 BBITIOJTHUTHL CUCTEMHbIE KOMaH/Ibl, IeHCTBUSI:

sudo -s

apt autoremove --purge kesl -y
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ITpunoxenue 3 K IIporokosy Ne 10852/2022

IlepeyeHb KCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIleliMaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacte 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaljMoHHas cUCTeMa CIleLiMa/lbHOr0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBeHHe 1.7);

Astra Linux SE 1.7.3 — omnepauyOHHas cucTeMa CIleljuajlIbHOro HasHaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/ieHHe 1.7) C yCTaHOBJIE€HHBIM OIEpPaTUBHBIM
obHoBnenueM 6e3ornacHoctd BFOJIJTIETEHD Ne 2022-1110SE17 (onepatvBHOe ob6HOBeHue 1.7.3);

ABuC — 1¥MBU3UOH BHEJPEHUS U COTPOBOXKIEHNS;

3I1IC — 3amKHyTas rporpaMmHasi Cpeja;

KC3 — xoMI/1eKC Cpe/iCTB 3alljUThl;

MKI] — MaH[aTHBII KOHTPOJIb L{eJI0OCTHOCTH;

MP/] — MmaHAaTHOE yIipaBjieHUe JOCTYIIOM;

OC — oneparjoHHasi CUCTEMa;

1O — nporpammHoe obecrieuenre «Kaspersky Endpoint Security» Bepcuu 11.3.0-7441.

MaeHtndukatop aokymenTa fcbc24b7-fcf5-4a65-8828-cba374f327a6 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnaaenev ceptudukata: opraHmnsaums, cotpyanmk  Ceptudukat: cepuiiHbii HOMep, NepUoA, [laTa v Bpema noanuncanHua
NEeNCTBIUA
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