ITPOTOKOJI Ne 10858/2023
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMMHoro odecrneyenns «Kpunrollpo NGate»
Bepcuu 1.0.20-84-gd6clca3-astra v onepaniOHHOM CHCTeMBbI CHielHa/IbHOr0 Ha3HAUeHUs
«Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe ooHOB/1eHHe 1.7)
. Mocksa 11.01.2023

1 IlpeameT vcIibITaHUM

1.1 B HacTosiiiemM rpoTokose 3aduKcupoBaH (akT npoBefeHus B repuof ¢ 09.01.2023 mo
11.01.2023 coBMeCTHBIX HCTIBITaHUM TporpaMMHOro obecrieuenusi «Kpurirollpo NGate» Bepcuu
1.0.20-84-gd6c1ca3-astra (mamee — I10), paspaboranHoro OO0 «KPUIITO-IIPO», wu
OTepaLOHHOW CUCTeMBI CIieljiaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepenHoe obHoBneHue 1.7) (manmee — Astra Linux SE 1.7.0), pa3paboranHoii OOO «PycBUTex-
Actpa», Bkmouasi Astra Linux SE 1.7.0 ¢ ycraHOBJIeHHbIM OMepaTHBHBIM OOHOB/IEHHEM
6e3omacHoctr BFOJIJIETEHD Ne 2022-1110SE17 (omepartvBHOe oOHOBeHHe 1.7.3) (manee — Astra
Linux SE 1.7.3).

2 OOBEKT UCTIBITaHUIH

2.1 TlepeueHp KOMIIOHEHTOB, SKCILTyaTUPOBAaBIIMXCSI B XOJe TIpPOBEJeHUsl JaHHBIX

WCTIbITaHuM, oTHOCsIUXcs K T10, ipefcrasnex B Tabmuie 1.

Tabnwuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIUXCS K T1O

Onucanue HaumMmeHnoBaHue MD5 HNcTounuk

daiin mporpaMMHOro cprongate-gui_1.0.20-84- | 41fdbaf417e6616b9965aa51
CropoHa pa3paborurka I10
naketa gucrpubytusa I[10 | gd6clca3-astra_amd64.deb | 286c¢74fd

@aiin rmporpaMMHOT0

TaKeTa, Cofiep Kaliui
. cprongate-tun_1.0.20-84- | 3399c796f7f0b124fd9c2078
(aiinbl qUCTpUbyTUBOB CropoHa pa3paborurka I10
_ | gd6clca3-astra_amd64.deb |67989c99
JIOTIO/THATENBEHBIX MOZYJIei

1o

@aiin MporpaMMHOTO

TaKeTa, COfep Kaliui
. cprongate-
Gbalinel TUCTPUOYTHBOB fe5aaa79e28b568af76a6d34
_ | vpnservice_1.0.20-84- CropoHa pa3paborurka I10
TTOTIOJTHUTE/TbHBIX MOZY/Iel 80b0f196
o gd6clca3-astra_amd64.deb

Mepenar vepes Ananok 12.01.2023 09:36 GMT+03:00 //

aBeed399-6586-4254-8401-e8d371134498 |

CrpaHnua 1u3 6 \\



«CK31
Kpunrorpaduueckuii
OdmimansHOe PyKOBOJCTBO | CETEBOM

TIPOrpaMMHBIN KOMIIEKC |
1o skcrutyaranuu 110 B «Kpurto-TIPO» NGATE Cropona pa3paborurika I10
5/IeKTPOHHOM (popmare «PYKOBOJICTEO

a/IMUHHCTpaTopa»

3 Xo/ UCrbITaHUH

3.1 B xo/ie poBe/ieHNs HACTOSIIIMX UCITBITAaHUM OBbLTH BBITIOTHEHbI TIPOBEPKH KOPPEKTHOCTH
¢dyukumonvpoBanus 10 B cpepax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B oOneme,
yKaszaHHOM B [Ipunokenuu 1.

3.2 [lepeuenb oduiManbHbIX perio3utopreB [10, 5KCIUIyaTUPOBABILIMXCS B YTIOMSHYTHIX
cpefax:

* B cpefie Astra Linux SE 1.7.0: main, base;

* B cpefie Astra Linux SE 1.7.3: main, update, base.

3.3 HeodwurmansHeie perio3utopun 10 7151 yKa3aHHBIX CpeJ| He SKCIITyaTUPOBaUCh.

3.4 C uenbl0 TNpOBeJleHUs YKa3aHHbIX MPOBEPOK MPH BK/IIOUEHHOM pEXHWMe 3aMKHYTON
niporpaMMHOM cpefibl (manee — 3I1C) ynomsiHyThix OC, KCIO/b30BasCs COOTBETCTBYIOLUM (haiin
OTKPBITOT'O KJTFOUa, MPe/I0CTaB/IeHHBIN CTOPOHOU pa3paboTunka I10.

3.5 [IpoBepka KOppeKTHOCTH ¢yHKLHMOHKMpOBaHUs I1O B yC/IOBUSIX HEHY/eBOTO YpPOBHS
KOH(UIeHI[MaNbHOCTM MexaHW3Ma MaHJaTHOrO pasrpaHduyeHuss poctyna (ganee — MPI)
yKa3aHHBbIX CpeJi He MPOBOAWIACh MO MpPUUYMHe OTCYTCTBUSI mopajepku [10 cooTBeTcTByMOIIEM
¢yukmonansHoct OC. VHdopMmarys 06 OTCYyTCTBUM YIIOMSIHYTOM TOAJepXKKM Obia 3asiBjieHa
CTOpPOHOI1 pa3paboruuka I10.

3.6 [IpoBesieHMe HACTOALMX MCHBITAHWN TPOBOAWIMCH HA TOATOTOB/IEHHBIX TeCTOBBIX
CTeHZIaX C Tpe/yCTaHOBJeHHbIM JOTOHUTE/ILHOM MporpaMMHbIM obecrieueHrieM CryptoPro CSP
5.0.12001 ¥ moMyuyeHHbIMU CepTU(PUKAaTAMU K/IOUell 3/eKTPOHHOM TMOANUCHA TI0 CpeZCTBaM
TectoBoro Y1l Pa3pabotunka.

3.7 [lpoBepka KOppeKTHOCTU (yHKUMOHUpoBaHUs [10O, mnpoBepssack MO CpeACTBaM
NoJK/IoUeHus K TectoBoMy VPN cepBepy ng-test.cryptopro.ru.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO GyHKLMOHMPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3.

5 BeIBOj,
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3

5.1 I1O u onepaljMoHHasi CMCTeMa ClielaabHOro Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepemnoe oOHOBieHWe 1.7) COBMeCTHMbI, TPWUHMMAasi BO BHUMaHHe
MH(pOpMaLIo, CoZiep Kallytocs B pa3jenax 3, 4 u [lpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ OANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yuyaCTHUKaMU paboueii rpymb:

Kaprienko [I. W. — pykoBOguTe/b CEKTOpa OT[e/a TeCTUPOBAaHUA HAa COBMECTUMOCTb
JleriapTamMeHTa pa3sBUTHs TexHoioruyeckoro corpygauuectsa JBuC OOO «PycbUTex-Actpa;

MupakvH 3. P. — UHXeHep OTZAe/la TeCTUPOBaHWs Ha COBMECTUMOCTH JeraprameHTa

pa3BUTUS TexHOoJIorndeckoro corpyaaudectsa JBuC OOO «PycbUTex-AcTtpa».

00O «PycbWTex-Actpa»

PYKOBOZUTENb CEKTOpa OT/e/la TeCTUPOBAHUS Ha
COBMECTHUMOCTb JleTlapTaMeHTa Pa3BUTHsI TEXHO/IOTMYeCKOTO
corpypanuectsa [IBuC
(O/DKHOCTB)

Kaprnenxko 1. Y.

(mopmuce) (bamuuisi, MHULMAITBT)
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ITpunoxenue 1 K Ilporokosy Ne 10858/2023

Ilepeuens npoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
o HauMeHOBaHHe POBEPKH 1.7.0 c agpom OC 1.7.3 c apgpom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [1O YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcrenHo YcrenHo YcremHo
2. |3amnyck, octaHoBKa BbinosiHeHus [10 Ycnemxo YcnemHo YcnemHo YcnemHo YcnemHo YcnenHo YcrelHo YcrelHo YcrelHo
DKCIITyaTalyss MUHUMAa/IbHOM 0a30B0oi
3. y 1 YcneiiHo YcneiiHo YcneiiHo YcneiiHo YcneniHo YcnenHo YcnenHo YcneiHo YcneiHo
¢dyuakumonanpHOCTH [10
dynkioHnupoBanue I10 B yC/10BUSIX HU3KOTO
4. YHKL P Y YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
ypOBHs LiefiocTHOCTU MexaHusma MKII OC
®yukiuonuposanue I10 B ycnoBusax
5. |HeHy/neBOro ypoBHsI KOH(HAEHIMATbLHOCTH He He He He He He He He He
: ¥y yp AEHI MpOBOAWIACh | IIPOBOAW/IACH | IPOBOAWIACH | IPOBOAWIACH | IIPOBOAW/IACH | IPOBOAWIACH | MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWIACH
MexaHnu3sma MPJ] OC
OTcyTCTBME HapyIlleHuii TpeboBaHMH
6. Y Py p YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcrenHo YcrenHo YcrenHo
nozapaszena 17.3 «PykoBozcreo mo KC3 Y. 1»
CootBetcTBHe 00beKTOB PC OC
7. YcneuHo YcneuiHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
muctpubytuBy OC nipu 3kcrinyarauuu [10
8. Y,qaﬂel-me 1O YcneuHo YcneuHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
dyukiponrpoBanue 10 B yc/ioBUsIX
9. y KL‘ p Y YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcnenHo YcrenHo YcrenHo YcrenHo
BK/IIOUéHHOro MexaHu3Mma 3I1C OC
OTCyTCTBMe HapyllleHuid TpeboBaHHUH
10. y Py P YcneuHo YcneuiHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
nozapaszena 17.2 «PykoBoacteo o KC3 4. 1»
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ITpunoxenue 2 K Ilporokosay Ne 10858/2023

MHcTpykiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.3

1 Ycranoska I10:

1.1 BBITIOJTHUTB CHUCTEMHBIE KOMaH/IbI:
sudo apt install ./cprongate-tun_1.0.20-84-gd6clca3-astra_amd64.deb
sudo apt install ./cprongate-vpnservice _1.0.20-84-gd6clca3-astra_amd64.deb
sudo apt install ./cprongate-gui_1.0.20-84-gd6clca3-astra_amd64.deb

2 Ynanenue I10:

2.1 BBITIOJIHUTE CUCTEMHYIO KOMaH/AY:

sudo apt autoremove --purge cprongate-tun cprongate-vnpservice cprongate-gui
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ITpunoxenue 3 K IIporokosy Ne 10858/2023

IlepeyeHb HCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo nmo KC3 Y. 1» — pgokymeHT «OmepalMoHHasi CUCTeMa CIelaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaljMoHHasi CUCTeMa CIleLiMa/ibHOTO Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBeHHe 1.7);

Astra Linux SE 1.7.3 — omnepauyoOHHas cucTeMa CIle[juajabHOro HasHaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/eHHe 1.7) C yCTaHOBJIEHHBIM OIEPaTHBHBIM
obHoBneHuem 6e3omnacHoctd BFOJIJTETEHDB Ne 2022-1110SE17 (onepatvBHOe ob6HOBeHue 1.7.3);

ABuC — 1¥BU3UOH BHEJPEHUS U COMPOBOXKAEHNS;

3I1IC — 3amMKHyTas rporpaMmHas Cpeza;

KC3 — KoMIL1eKC Cpe/iCTB 3alUThl;

MKI] — MaHJaTHBIN KOHTPOJIb L{e/I0OCTHOCTY;

MP/] — MaHAaTHOeE yIipaBieHUe JOCTYIIOM;

OC — onepaljuoHHasi CUCTEMa;

Y11 — yrocToBepsIoLui LIeHTp;

1O — nporpammHoe o6ecriedenre «Kpunrollpo NGate» Bepcun 1.0.20-84-gd6c1ca3-astra;

VPN — BUpTyaibHas yaCTHasi CeThb.

WaeHtndukarop AokymenTa a8eed399-6586-4254-8401-e8d371134498 - I
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