IMPOTOKOJI Ne 11173/2023
MPOBe/IeHUsI COBMECTHBIX UCTIBITAaHWI MPOrpaMMHOro odecneuenus: «HTerpa-Bujeo» Bepcuu
7.0 1 onepaliUOHHOM CHUCTEeMbI Crieliia/IbHOr0 Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
. MockBa 28.03.2023

1 IlpeamMeT vcCbITaHUM

1.1 B HacTosieM rpoTokose 3aduKcUpoBaH (akT mpoBefeHus B repuof ¢ 15.03.2023 no
24.03.2023 coBMeCTHBbIX MCIBbITaHUIN MporpaMMHoro obecriedenusi «MHrterpa-Bugeo» Bepcuu 7.0
(manee — TIO), paspaboranHoro OOO «MHrerpa-C», ¥ OIeparjMOHHON CHUCTEMBI CIEIHa/IbHOTO
Ha3HaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe obHOBneHue 1.7) (manee —
Astra Linux SE 1.7.0), pa3paboranHoit OOO «PycBUTex-Acrtpa», Bkmtouast Astra Linux SE 1.7.0 ¢
yCTaHOBJIEHHBIM OTiepaTUBHBIM 0OHOBNIeHWeM 6e3omacHoctu BROJIJIETEHB Ne 2022-1110SE17
(omeparuBHOe oOHOBeHHe 1.7.3) (manee — Astra Linux SE 1.7.3).

2 OOBEKT UCTIBITAaHUH

2.1 TlepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBAaBLIMXCSI B XOZe TIPOBEJeHUsl JaHHBIX

UCTIbITaHuM, oTHOCsIMXCs K T10, nipefcrasnex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmeHnoBaHue MD5 HNcTrounuk

@aiin apxuBa, COZepKaruii
Gbaiinel TUCTpUOYTHBOB

JIOTIOJTHUTE/IbHBIX MOZly/1el
d93328556ecf8513aed8ef01
10 u odpumansHOE WNurerpa-Bugeo 7.zip Cropona pa3paborurika [10
Oadf6e46
PYKOBOJCTBO 10

skcrutyaranuu I10 B

3/IeKTPOHHOM opmare

3 Xo/ UCTIbITaHUM

3.1 B xope npoBefieHHs1 HACTOSIIL{UX UCIIBITAaHUM ObUIM BBITIONIHEHBI POBEPKU KOPPEKTHOCTH
¢yukumonvpoBanus 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B oObeme,
yKasaHHOM B IIpunokenun 1.

3.2 TlepeueHs odulManbHBIX perno3utopueB [10, 3KCITYaTUPOBABIIUXCS B YIIOMSHYTBIX
cpefax:
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* B cpefe Astra Linux SE 1.7.0: base;

* B cpege Astra Linux SE 1.7.3: base, update.

3.3 HeodurmaneHeie perio3utopuu 10 /151 yKa3aHHBIX CpeJ| He SKCITyaTUPOBaUCh.

3.4 C uenblo TNpOBeZleHHs YKa3aHHbIX TPOBEPOK MNPH BK/IIOUEHHOM peXHMe 3aMKHYTOM
riporpammHoOi cpefbl (ganee — 3I1C) yrnomsiHyTeix OC, B XoJe BHeJpeHHs] COOTBeTCTBYIOLei
snektponHoi noamucu (II1) B daiinsl [10 dopmara ELF, ucrnonb3oBancss KOMIUIEKT LHA(POBBIX
katoueii nporpammsl Ready for Astra Linux OOO «PycBUTex-AcTpa».

3.5 IIpoBepka KOppeKTHOCTH ¢GyHKLHOHKMPOBaHUs 10 B yCIOBUSIX HEHY/JEBOTO YpPOBHS
KOH(UeHI[MaTbHOCTH MeXaHHW3Ma MaHJAaTHOTO pa3rpaHydueHus pAoctymna (ganee — MPI)
yKa3aHHbIX CpeJi He MPOBOAW/IACH M0 MPUUYMHE OTCYTCTBUS MNojjepXku I1O cooTBeTcTByOILEH
¢dyukimonanpHocT OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJepXKKU ObUia 3asiBjieHa
CTOpPOHOI1 pa3paboruuka I10.

3.6 BrisiBsieHa mipobiemMa ¢ kputhueckoi Harpy3koi CPU Ha Bcex sipax Iocjie pa3BepTKH
kamep BHyTpu IIO B konmyectBe Gosee 40 mit., mpocmarpuBaembix KimveHToM [10 (VLC) mo
nporokony RTSP. Perienne ganHoi npobieMsl onucaHo B [1punoxxenHuu 2 myHKT 2.1.

4 Pe3ynbTaThl UCITBITAHUM

4.1 T1O KoppekTHO (PyHKLIMOHUPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3.
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5 BriBOj

5.1 1O u onepaloHHasl CUCTeMa ClleL{MaJbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOBieHWe 1.7) COBMECTHMBI, TPUHMMAasi BO BHUMaHHe
VH(OpMalMIo, CofepXKallytocs B pa3fenax 3, 4 u [lpunoxenuu 2.

6 CocraB paboueii TPyMITbI U TTOAITHUCH CTOPOH

6.1 JlaHHBII TIPOTOKO/ COCTaB/IeH yuaCTHUKaMH paboyeld TpyTIibL:

Kapnienko [I. W. — pykoBoguTenb CeKTOpa OTZAesa TeCTUPOBAaHUSI Ha COBMECTUMOCThb
JileriaprameHTa pa3BUTHA TexHosiornueckoro corpygHuyectsa JIBuC OOO «PycbUTex-AcTtpa»;

Hosranb K. W. — crapumii WH)XeHep OT/[efa TeCTUPOBaHUS Ha COBMECTHMOCTb

JlerlapramMeHTa pa3sBUTHs TexHojoruueckoro corpygauuectsa BuC OOO «PycbUTex-AcTpa».

00O «PycbUTex-Actpa»

PYKOBOZUTE/b CEKTOpa OT/e/la TeCTUPOBAHMUS Ha
COBMECTUMOCTb JieflapTaMeHTa pa3BUTHSI TEXHOIOTHYeCKOro
corpypHuuectsa JBuC
(HomKioCTS)

Kaprnenxko /1. H.

(ToATHCh) (cbamuuist, MHULIHAIIBT)
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ITpunoxenue 1 k ITporokosny Ne 11173/2023

Ilepeuens npoBepok coBMecTumMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
e HauMeHOBaHHe POBEPKH 1.7.0 c agpom OC 1.7.3 c apgpom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [10 YcremHo YcrerHo YcrnerHo YcnerHo YcremHo YcnemHo YcremHo YcremHo YcremHo
2. |3amyck, octaHoBKa BbinoyHeHus [10 Ycnemxo Ycnemxo YcnemHo YcnemHo YcnenHo YcnemnHo YcrelHo YcrewHo YcremHo
DKCIIIyaTalyss MUHUMa/IbHOM 0a30BOi
3. y 1 YcneniHo YcnemiHo YcnemHo YcnenHo YcnemHo YcnerHo YcnenHo YcneiHo YcneiHo
¢dyukumonansHOCTH [10
dyukionupoanue I10 B yC10BUSIX HU3KOTO
4. YHKL p Y YcnewHo YcnewHo YcnemHo YcnewmHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
ypoBHs LiefiocTHOCTU Mexanusma MKII OC
®ynkiuonvposanue I10 B ycnoBusax
5. |HeHy/neBOro ypoBHsI KOH(UIEHIMATbLHOCTH He He He He He He He He He
: ¥ yp AEHI MpOBOAWIACH | IIPOBOAW/IACH | IIPOBOAW/IACH | IPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWIACH | MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWUJIACH
MexaHu3ma MPJ] OC
OTCcyTCTBHE HapyllleHuid TpeboBaHNH
6. Y Py p YcremHo YcremHo YcnenHo YcnerHo YcnenHo YcrenHo YcremHo YcrenHo YcreHo
nozapasgena 17.3 «PykoBogcreo mo KC3 Y. 1»
CootetctBHe 006eKTOB PC OC
7. YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
muctpubytuy OC nipu 3kcrutyartanuu [10
8. YAaneHHe 1O YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
dyukuponupoBanue 10 B ycnoBusix
9. y LI p Y YcremHo YcrerHo YcnenHo YcnerHo YcnenHo YcnenHo YcrenHo YcrenHo YcremHo
BKJIIOUEHHOT0 MexaHu3Ma 3I1C OC
OTCyTCTBMe HapyllleHui TpeboBaHUH
10. y Py p YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcnewHo YcneuHo YcneiHo
nozapasgena 17.2 «PykoBoacteo o KC3 Y. 1»
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IIpunoxenue 2 K ITporokony Ne 11173/2023

MHcTpykiusa no ycraHoBke M yaanenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra
Linux SE 1.7.3

1 Ycranoska I10:

1.1 BBIMO/IHUTE CUCTEMHBIE KOMAH/IbI, /1eMCTBHS:

sudo -s

unzip VHTerpa-Bugeo 7.zip

unzip video-server.zip

p7zip -d Bugeo Cepsep.7z

sudo ./video-server-7.0.798-x64.run

1.2 pnst peieHust 1pobneMbl € KpUTHUeCKOM Harpy3koi CPU, BBIONMHUTB CHCTEMHBIE
KOMaH/bI:

auditctl -D &>/dev/null

auditctl -a always,exit -F subj_type=psaud -F arch=b64 -S
creat,mkdir,mkdirat,mknod,mknodat,link,linkat,symlink,symlinkat,rename,renameat,rename
at2,open,openat,rmdir,unlink,unlinkat,execve,execveat,chmod,fchmod,fchmodat,chown,fch
own,lchown,fchownat,setxattr,Isetxattr,fsetxattr,removexattr,Iremovexattr,fremovexattr,setui
d,setreuid,setresuid,setfsuid,setgid,setregid,setresgid,setfsgid,mount,umount2,chroot,init_
module,finit_module,delete_module,connect,bind,accept,accept4,sendto,sendmsg,sendm
msg,recvfrom,recvmsg,recvmmsg -k parsec-p

auditctl -|

2 Ynanenue I10:

2.1 nepef/iTH B KdTaJIoT' C YCTAHOBJ/IEHHBIM I1O U BBIIOJIHUTL CUCTEMHYHO KOMaHYy:

sudo ./video_server_uninstall.sh
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IIpunoxxenue 3 K ITporoxkosny Ne 11173/2023

IlepeyeHb KCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIleliMaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacte 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaljMoHHas cUCTeMa CIleLiMa/lbHOr0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBeHHe 1.7);

Astra Linux SE 1.7.3 — omnepauyOHHas cucTeMa CIleljuajlIbHOro HasHaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/ieHHe 1.7) C yCTaHOBJIE€HHBIM OIEpPaTUBHBIM
obHoBnenueM 6e3ornacHoctd BFOJIJTIETEHD Ne 2022-1110SE17 (onepatvBHOe ob6HOBeHue 1.7.3);

CPU - ueHTpa/bHBIM NPOL[eCCOop;

ABuC — 1¥BU3UOH BHeJPEeHVS U COTIPOBOXKEHNS;

3IIC — 3aMKHyTas [porpaMMHas Cpe/a;

KC3 — xoMII1eKC Cpe/iCTB 3alljUThl;

MKII — MaHJaTHBINA KOHTPO/Ib 11€/I0CTHOCTH;

MP/I — MmaHzaTHOe yIipaB/ieHUe JOCTYIIOM;

OC — onepaljuoHHasi CUCTEMa;

1O — nporpammHoe o6ecrieyeHue «VHTerpa-Buzgeo» Bepcuu 7.0.

WaeHTndrkaTop AokymeHTa 3c45a33b-5604-41b2-b9b5-cbb89ddaed24 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»
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