
IIPOTOKO"TI N, 149 ll I 2023

trpoBeAerruq coBMecrHt rx lIcnbrraHlli nporpaMMHofo o6ecfleqeuflq <conrindware Business

Application Platform> repcnn 4,4.343,0 u onepaquonrrofi crcreMr,r crrerl,arrblroro

Ha3naqeurrq (Astra Linux Special Edition> PyC6.10015-01 (ouepe4rroe o6nonaeuue 1,7)

r. Mocxsa 19.09.2023

1 flpe4uer ucnurrauufi

1.L B HacroffrqeM nporoKore :a$uxctrposaH Qaxr npoeegeHuq B nepHoA c 15.19.2023 no

20.09.2023 coBMecrHbrx r.lcnrnauui nporpaMMHoro o6ecleqeHufl <Comindware Business

Application Platform> Bepct4u 4.4.343.0 (4a.nee - fIO), pa:pa6orauHoro OOO (KonnoB3ap), ,i

onepaquonHo cacreMbr cneqHanbHoro Ha3HaqeHr.rfl <Astra Linux Special Edition" PyC8.10015-01

(ouepe4Hoe o6nosaeHue 1.7) (gaaee - Astra Linux SE 1.7.0), pa:pa6oraHuo OOO <PycBI4Tex-

Acrpa>, ex,rrcuarl Astra Linux SE 1.7.0 c ycranoB,'reHHhrM orreparuBHbrM o6xosneHr4e[{

6esonacHocru BIOIIJIETEHb Ns 2023-04265E17 (oneparr.iBHoe o6HoBneHHe 1.7.4) (4a,ree - Astra

Linux SE 1.7.4).

2 O6rexr ucnurauui

2.1 llepeuenr KoMnoHeHToB, sKcnnyarupoBaBuaxcq B xoAe npoBeAeHuq AaHHbtx

ucnrnanri, orlrocru.{ xcq K nO, npeAcraBnen n Ta6luqe 1.

OnrlcaHEe HallMeEoBaHue MD5

e109340e280b3a481d1cf61

003Ba95fd
CTopoHa pa3pa6orquKa nO

Comindware Business

Application Platform 4.4.

IlepeqeHb cropoHHet-o

nporPaMMHofo

o6ecneueuru 4iIa Astra

Linux

Pecypc B cerl.r <I4rrrepuer>,

aApec:

https://kb.comindware.ru/

anicle/comindware-

business-application-

platform-4-4-%d0%9f

o/odoo/.b50/odto/"800/odov.bs

o/odlo/"87%d0o/"b5"/odoo/"bd

Yodlo/o8c-

o/od1o/o81o/odrYoa2o/od0o/obe

Yodlo/o8|Vod\o/obeYodlo/obd

vodlo/obd

Cmw-4.4-latest.targz
@afia uporpaunuoro

naxera 4ucrpr6yraaa flO

@afin apxKBa, coAepxaqli

Sainu gucrpr6ynroou

4onolttutearnux lao4yrei

no

1'a6,ruqa 1 - flepeueHr KoMnoHeHToB, oruocnquxct r fIO

l-
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o/od0%b5o/od0o/ob3o/odjo/obe-

o/od\o/,bf Vodl"/aa\VodoVobe

% doo/ob3o/o d 7%Bo% d0%b0

Yodoo/obcc/od\YobcYodlyobd,

o/odoo/obeo/odovob3%odo%obe-

o/ad\o/obe

o/adjo/oblo/od0o/obso/odro/o9r

o/"doo/.bf

o/o dovob,vo dtvoaT vo dovob'

o/"doo/"b tto/ntto6/rhqo/ntr1 o/ra f -

vo d00/ob 4% d1l/"bbo/. d to/.Bl-

astra-linu\-239B.html

OOxquanbHoe p,,KoBoAcrBo

no gKcnnyaraqxH no B

sneKrpoHHoM 0opMare

"Pa3Beprr,rBaHxe

Comindware Business

Application PIatform.

KparKoe pyKoBoAcrBo AJIfl

Astra Lioux 1.7.0)

Pecypc B csm ((I4HTepHer),

aApec:

https://kb.comindware.ru/art

icle I %d0%oa0% dl%b1o/o d0

%b7o/od0%b2o/od0"/ob5o/od1

o/o80"/odl/o82%dl%Bb

o/o d0o/o62% d}%bo%dl%b d

o/odlo/ob\%djo/obi-

comindware-business-

application-platf orm-

o/.d00/,9a

o/odlo/o\Oo/od0o/obOo/odlo/.82

o/"dlo/.bao/.d1o/obeo/od0'/.b5-

o/"dlo/o\0o/odl'/o83"/odj%ba

%dio/obeo/odjo/abzo/odlo/obe

o/od\o/ob4o/odto/o\ro/od1o/og2

o/"dOVob2o/od0"/obe-

o/.d\Yob4"/od0"/obb/odto/o9f '
astra-linux-1 -7-0-2344.htm1

3 Xog zcnuraHufi

3.1 B xo4e npoBeAeHl{, Hacrorlqux ltc[b1raHzi 6r,LT z sbtno,'IHeH!,t npoBepKr'I KoppeKrHocrL4

Qynxqraonuponanuq O B cpeAax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4, - r o6reue,

yKa3aHHOM B llplrnoxeHr{u 1.

3.2 flepeuenr oOurlHa,'Il,HLIx peno3aropueB IIO, lxcn.nyarupoBaBuuxcq B ynoMqHyrblx

cpeAax:
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. B cpeAe Astra Linux SE 1.7.0: base;

. n cpe4e Astra Linux SE 1.7.4: base, update.

3.3 Heorf rlqua,rrHbre peno3Hropnu fIO g,ra yxa:anHb[ cpeA He 3Kcnnyar].rpoBanficb.

3.4C qearro npoBeAeHHrr yKa3aHHr,rx npoBepoK npr.r Bx,,roqdHHoM pexxMe :auxuyroi

nporpaulrHofi cpe4rr (ganee - 3IIC) ynou*ryrslx OC, ucno.rs:oBarcs coorBercrByro {}ifi $afin

or(pbrroro Knrcr{a, flpeAocrasaeHHrri cropouofi pa:pa6oruuxa fIO.

3.5 llporepxa KoppeKTHocrH QyaxquoulzpoaaHrir IIO s ycnoBHsx HeHyneBoro ypoBHs

roH$ugeuquamuocrn MexaHra3Ma MaHAarHoro pa3rpaHr4qeHufl Aocryrra (4a,ree - MP[)

yKa3aHHbrx cpeA He npoBoAu.lacb no npnqHHe orcyrcrBlzs noAAepxxu fIO coorsercrnyrorqefi

QyurqraoHa,rruocru OC. I,IHQopuaqur o6 orc),rcrBau ynouauyroi noAAepxKr.r 6H,ra sars,'reHa

cropouofi paapa6orvuxa IIO.

3.6 B noze 'root-var-slash-log-slash-auth-dot-log.Iog' olrnet4eHd co6umun BbmonHeHuu

nonb3o\ameneM 'u' xouaud c npuaneqeHuet| pacwupeHHblx nonuonoqu . Bunonuneuue de cmeun

ah,rtotlaom e ce6n onepo4uu Hod sa nanu a cucmeuHbtx dupexmopunx, u3&leLteHue

ducmpu6ymuea IIO e dupexmopuu '/tmp/cmw-version', '/var/www', xonQueypupoeaHue npaa Ha

qmeHue,3onucb u BbmonHeHue dna ae6-nonuzoaamenn 'wwvr-data'- Iloz docmynea B dupeKmopuu

'kernel-name/opt'

3.7 lloc,re BLrnorHeHr.rs npoqeA)?bt ycraHoBKLI IIO a yxaraxHslx cpeAax: AL SE 1.7.4

6suu sbrqg,,reHr,r He ,rB.rffoulHecrl 3HaqLIMbrMLr HapyueHHt Kourpo,'ItHbtx cyurra Qafi,ron BHyrplr OC

OC:

. /usr/share/knotificationsS/astra-event-watcher.notifyrc

4 Pe3yr6Tarbr HcnbrraHllfi

4.1 flO roppexrHo QymquonNpyer B cpeAax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4
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5 Brrao4

5.1 IIO u onepallHoHHafl cHcreMa cnequalrbHoro Ha3HaqeHuq (Astra Linux Special Edition)

PyCE.10015-01 (ovepe4Hoe o6Hoe"rrerae L.7) coBMecrr.tMbr, npxHuMaq Bo BHHMaHHe

Hutfopuaquro, coAepxau{y}ocq B pa3Aenax 3, 4 u flpunoxeauu 2.

6 CocraB pa6ouefi rplmnhr u noAnr.rcpr cropoH

6.1 ,{aHHsrfi nporoKo, cocraBneH )zuacrnuxauu pa6ouefi rpynnrr:

3y6xoe H.A. - .{upexrop no xauecrny flO . OOO <Ko,uoeoap>;

3a6porcxufi A.H. - DevOps-uuxeuep Or4era recrupoBaHr.rq IIO OOO <Korlorgap>.

OOO <Koaroaaap>

AxpeKrop no Ka.lecrBy flO .

3y6xoe H.A.

I

4

Передан через Диадок 01.12.2023 14:04 GMT+03:00
b956a39c-8970-4c7d-b517-a2cd5006297d

 Страница 4 из 8



5

flpuaoxeuxe 1 x llporoxory N, 14911/2023

Ns

n/t

flepeueHs npoBepoK coBMecrHMocru fIO H Astra Linux SE 1.7.0, Astra Linux SE 1.7.4

1.7.0 c qApoM OC

5.4.0-54- 5_4.0-54-

Pesynbrar rlpoBepKr IIO r Astra Linux SE

1.7.4 c flApoM OC

YcraHosra flO

JanvcK, ocraHoBKa gstno,HeHug flO

3Kcn,ryarnqli, vaHrtraanutroi-i 6a:oaoii

$yuxqaoraaunocra flO 
l

o},HKrlrjoHrrpoBaHrre IIO r ycaoaurx rur:xoro

Har-lMeHoBaHHe rtpoBepKr|

ypoBHrr rlenocrHocrx MexaHH3Ma MKI-I OC

OyHKlUroHripoBaHrre llO o ycaoeuax
HeByreBoro ypoBH'I xoHOrrAeBrlHanhHocra
t'.texarrrua MPI OC

Orcy r crBxe uapyureHr-li-i rpe6oaoxuii
[oApa3Aerla 17.3 (PyKoBoAcrBo no KC3 q. 1D

Coorsercrsfle o6r,exroB OC OC

Aucrpri6)THBy OC npu ?xcnryaraUx[ nC)

YAaneHfie nO

oyH(rluoHnpoBaHfle llo B ycnoBHqx

BKnroqEHHoro MexaHx3Ma 3nC OC

s.4.0- 0-
g.ne.i(

5.10.176-l-
gtnericgeneric

Ycnelxro

5.4.0-lr0-
hardened

5.10.176-1-
hardened

Ho

5.15.0-70-
gGneri.

YcneuHo

5.15.0-70-
hardened

5.15.0,70,

1.

2.

3.

4.

5

6.

7.

B.

He He He
npmoAxnocL IIpoBoAxnocL

He

Y.ncurHo Y.neD'o

He He
npoBoaxroch npoaoArnocL

YcneuHo

He

YcneruHo

YcneuiHo

He

l

YcnerxHo YcnelxHo

OTcyrcrBle HapyueHxi Tpe6oBaHr-li

,o4p.r4"r" I z.j 
" Pyxosoacreo no KC3 q- 1, YrntuHi' YcneruHo YcnelnHo YcneuHo YcnerrHo

l

Y(ncuHo Ycneullo YcncuHo

10.
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flpaaoxeune 2 x flporoxo,ry Ns l49ll/2023

I{Hcrpyxqur rro ycraHoBxe H yAaJreur{rc fIO n cpe4ax: Astra Linux SE 1.7,0, Astra

Linux SE 1.7.4

I Ycraxoexa fIO:

1. 1 ssrno,,rHzTr, clrcreMubre KoMaH,4bI, Aefi crBl.rq:

sudo -s

tat -xf 4.4.343.0.astra.tar. gz

cd CMW_Astra/

sh install.sh -p -d=clear

sudo reboot

sh install.sh -p -d=clear

2 YgareHrle IIO:

2.1 errno.[unrl cI]creMHble KoMaHAbt, AeicrBkr:

cd CMW_Astra/scripts/cbap

#Uninstall for OSALSE 1.7.0:

sh delete_env_170.sh --delete-db

#Uninstall for OSALSE 1.7.4:

sh delete env 174.sh -delete-db
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7

flpu,roxerrxe 3 x flporoxo;ry Ns 1491U2023

Ilepeueur, Hcrro.rrb3yeMbrx coKpaulcHu

(PyKoBoACTBo no KC3 q. 1> - AoKyMeHT <OnepaquonHar cHCTeMa cner{Harr,Horo

Ha3HaqeHH.s <Astra Linux Special Edition". Pyxonogcreo no KC3. 9acrs 1> PyCE.10015-01 97

01-1;

Astra Linux SE 1.7.0 - olepaqxoHHas cucreMa cfleqza/'rbHoro Ha3HarreHr.rfl (Astra Linux

Special Edition> PyC8.10015-01 (ouepegHoe o6HoBneHr.re 1.7);

Asna Linux SE 1.7.4 - onepaqnoHHaur clrcreMa cnel{ua,lbHoro Ha3HaqeHEr (Astra Linux

Special Edition> PyC8.10015-01 (ouepe4noe o6nosreHae 1.7) c ycrauon,reHHbrM oneparnBHbrM

o6HosneHr.iev 6e:onacrocrn EIO.TInETEHb Nr 2023-0426SE17 (oneparuouoe o6uonreHue 1.7.4);

.{BuC - gueu:raoH BH€ApeHHe r.r conpoBox,qeHHrl;

3IIC - :auxHyrar nporpaMMHa, cpeAa;

KC3 - rounaexc cpeAcrB 3ar{xrbu

MKI-{ - r'laH4arHsrft xoHrporr r.{enocrHocrl.t;

MP! - uaugarHoe ynpaBneHue AocryfloM;

OC - onepaquouHarr cHcreMa;

IO - nporpar'rvsoe o6ecneqeuue (Comindware Business Application Platform" nepcul.t

4.4.343.0.
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