ITPOTOKOJI Ne 15041/2023
MPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH MPOrpaMMHoOro obecrneuenns «Angie PRO» Bepcun 1.3
U OMepPaIjMOHHOM CHCTeMbI Cliel[ua/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
r. Kazanp 30.10.2023

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokose 3aduKcrpoBaH (pakT rnpoBefieHusi B niepuof ¢ 24.10.2023 mo
30.10.2023 coBMeCTHBIX UCTIBITaHUM TTpOrpaMMHOro obecrieueHusi «Angie PRO» Bepcun 1.3 (manee
— TIO), paspaboranHoro OOO «Beb6-CepBep», ¥ OMepaljiOHHON CHUCTEMBI CIIeLMaTbHOrO
Ha3HaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe oO6HOBneHue 1.7) (manee —
Astra Linux SE 1.7.0), pa3paboranHoit OOO «PycbUTex-Acrpa», Bkmtouast Astra Linux SE 1.7.0 ¢
yCTaHOB/IeHHBIM oOrepaTuBHbBIM 0OHOBneHreM Oe3omacHoctd BRO/IJIETEHB Ne 2023-0426SE17
(omeparuBHOe oOHOBeHHe 1.7.4) (manee — Astra Linux SE 1.7.4).

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCII/IyaTUPOBAaBLIMXCSI B XOJe TIPOBeJeHUsl JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

@aiin apxuBa, CofiepKariuii

cepTu(UKaT U NMPUBATHBIN 9fd6776fccba275d554eb53c
angie-repo.zip
KJIIOY JI/151 IOCTYyTIa K 6fc7f6cf Cropona pa3paborurika [10
yYCTaHOBOUHOMY
Pero3uTopuio

Pecypc B cetu «VIHTepHET»,
OdwuranbHOe pyKOBOJCTBO

«JJokymeHTauuu rno Angie azgpec:
o skcrtyarayuu 110 B -
PRO» «https://wbsrv.ru/angiepro/d
3/IeKTPOHHOM (hopmare ;
ocs/»

3 Xo/ UCbITaHUH
3.1 B xozie npoBefieHHs1 HACTOSIIUX MCITBITAHUN ObUTH BBITIO/IHEHBI TIPOBEPKU KOPPEKTHOCTH
dynkimonrpoBanus I10 B cpepax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4, — B oObeme,

yKasaHHOM B IIpunokenuu 1.
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3.2 [lepeuens o¢uManbHbIX perno3uTopueB I10, 5KCMTyaTMpOBaBLIMXCS B YIOMSIHYTBIX
cpefax:

* B cpege Astra Linux SE 1.7.0: base;

* B cpefie Astra Linux SE 1.7.4: base, update.

3.3 Heodurmanbhsle periosutopuu [10 /19 yKa3aHHBIX cpeJ He 3KCILTyaTUPOBAJIHCh.

3.4 C uenblo TMpoBeZleHUs YKa3aHHbIX MPOBEPOK TMPH BK/IIOUEHHOM peXHWMe 3aMKHYTON
riporpamMmMHoi cpenibl (manee — 3I1C) ynomsHyTeix OC, KMCIO/Bb30BajACs COOTBETCTBYIOLIWM (aiin
OTKPBITOTO KJ/Tt0Ua, TIPe/I0CTaB/IeHHBIN CTOPOHOM pa3paboTurka I10.

3.5 [IpoBepka KoppeKTHOCTM (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHI[MaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pa3rpaHuueHust JocTyra (zJamtee — MPU)
yKa3aHHBIX CpeJi He MPOBOAWIACh MO MPUUYMHe OTCYTCTBUS nopafepku 1O cooTBeTCTBYMOILIEH
¢dyukimonanpHoct OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJEPXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

3.6 IIpoBepka KOppeKTHOCTH (yHKI[MOHMpOoBaHUs I[IO B yCIOBUSIX HU3KOTO YPOBHS
tesnoctHoCcTH MexaHu3ma MKII OC He mpoBofwsiach IO TIPUYMHE OTCYTCTBUA Mopzgepxku 110
cootBeTcTBytoIel pyHkumoHansHOCTH OC. VHbopMarus 06 OTCYyTCTBUH YTIIOMSIHYTOW TIO/JE€P>KKH
Oblsia 3asiB/ieHa CTOpOHOM pa3paboTurika I10.

4 Pe3ysbTaThl UCITBITAHUM

4.1 TIO xoppekTHO GyHKLMOHMpYeT B cpefiax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4.
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5 BriBOj,

5.1 1O u onepaloHHasl CUCTeMa CIleL[uabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/eHue 1.7) COBMECTHMBI, TIpUHMMass BO BHUMaHHe
vH(pOpMaLMIOo, CoAep Kalllytocs B pa3zenax 3, 4 u [Ipunoykenuu 2.

6 CocraB paboueii TPYIIITLI U TTOITUCH CTOPOH

6.1 JlaHHBII IPOTOKOJ/I COCTaB/IeH yUuaCTHUKAMH paboueld TpyTIibL:

[Tpokantok [I. C. — pyKOBOAMTe b CEKTOPA OT/e/1a TEXHOJIOIMUeCKOU COBMECTUMOCTH
JlerlapTaMeHTa pa3BUTUs TexHosorudeckoro corpyguuuectsa IBuC OOO «PycbUTex-Actpar;

Kamumymmun U. P. — umxeHep otena uHPpacTpyKTyphl pabourx Mect [lemapTameHTa

BHezipeHus1 U conpoBoxaeHrnss OO0 «AuCudn Actpa CepBuc»

00O «PycbNTex-Actpa»

PYKOBOZUTe/b CEKTOpa OT/e/1a TeXHOIOTN4eCKOM
COBMECTHMOCTH JleflapTaMeHTa Pa3BUTHsl TEXHOJIOTYeCKOro
cotpyanuuecTtBa JBuC
(RomKiocTs)

ITpokanrok [I. C.

(moammchb) (bamunust, MHULMATTBY)
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ITpunoxenue 1 K Ilporokosy Ne 15041/2023

ITepeuens npoBepok coBMecTumocTH ITO u Astra Linux SE 1.7.0, Astra Linux SE 1.7.4

Pesynprar npoBepku I10 u Astra Linux SE
No
o HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.4 c appom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.176-1- 5.10.176-1- 5.15.0-70- 5.15.0-70- 5.15.0-70-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [1O YcrnerHo YcnerHo YcneriHo YcneriHo YcrenHo YcnenHo YcneiHo YcnemHo YcnemHo
2. |3amyck, ocTaHoBKa BbinoyiHeHus [10 YcnemHo YcnemHo YcrnemHo YcrnemHo YcnenHo YcnenHo YcrielHo YcriewHo YcrielHo
DKCIITyaTalss MUHMMa/IbHOM 6a30BOM
3. (b y 1 1o YcneiiHo YcnemHo YcnenHo YcnemHo YcnenHo YcnerHo YcnenHo YcneiiHo YcneiiHo
YHKLIMOHa/IbHOCTH
4 ®yHkiuonuposanue 110 B yC/I0BUSX HUA3KOTO He He He He He He He He He
: YPOBHS# 1efIocTHOCTH Mexanusma MKI] OC MpOBOJW/IACh | TPOBOAWIACh | TPOBOAW/IACH | TPOBOAWIACH | TPOBOAWIAch | TPOBOAWIACH | IPOBOAWIACH | TPOBOAWIACH | TPOBOAMIACH
®ynkyuonvposanue I10 B ycnoBusx H H - H H H H H -
e e e e e e e e e
5. HEHyHeBOFOI\}/’I% (;Pg{CKOHQ)I/I,LLEHuI/IanLHOCTI/I MpoBOJMIACh | TPOBOAMIACH | TIPOBOAM/IACH | TPOBOAM/IACH | TMPOBOAWIACh | TPOBOAMIACH | IPOBOAWIACH | TPOBOAWIACH | TPOBOAMIACH
MeXaHHW3Ma
OTCyTCTBMe HapyIlleHH TpeboBaHWi
6. o gaB e 17%)] PVKOBO pc omo KC3U. 1 YcnemHo YcnerHo YcneriHo YcnerHo YcrenHo YcrenHo YcremHo YcremHo YcremHo
nozpaszen .3 «PykoBogCTBO I1 B
CooteetctBHe 00beKTOB PC OC
7. 6 oC o YcnewHo YcnewmHo YcnewmHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
JUACTpUOYTUBY TIpY 3KCILTyaTalvu
8. YAaﬂeHHe 1o YcneHo YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcneuHo YcneuiHo YcneuiHo
dyukuponupoBanue 10 B yc/1oBUsIX
9. Y}O]-Ié 0[()) eXaHI3Ma 33111 C oG YcnemHo YcnerHo YcneriHo YcnerHo YcrenHo YcrenHo YcremHo YcremHo YcremHo
BK/IFOUEHHOI'O MeXaHU3M
OTCyTCTBHe HapyllleHud TpeboBaHUI
10. Y 17[;}7 p p KC3U. 1 YcnewHo YcnewmHo YcnewmHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
nozapaszena 17.2 «PyKoBOACTBO MO . 1»
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IIpunoxenue 2 K ITporokosy Ne 15041/2023

MHcTpykiusa no ycraHoBke U yaasenuo I1O B cpepgax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.4

1 ¥Ycranoska I10:
1.1 BBIMIOJIHUTE CUCTEMHBIE KOMaH/IbI, eCTBHS:
sudo mkdir -p /etc/ssl/angie/
MepeHecuTe Nosy4veHHble ¢ MLeH3nelt doainbl angie-repo.crt n angie-repo.key

B /etc/ssl/angie/

sudo chown -R _apt:nogroup /etc/ssl/angie/

sudo apt-get update

sudo apt-get install -y apt-transport-https Isb-release ca-certificates curl gnupg2
sudo curl -o /etc/apt/trusted.gpg.d/angie-signing.gpg
https://angie.software/keys/angie-signing.gpg

echo "deb https://download.angie.software/angie-pro/astra-se/$(egrep -0 '[0-9]+\.
[0-9]+ /etc/astra_version) unstable main” | sudo tee

/etc/apt/sources.list.d/angie.list > /dev/null

UT06bI HACTPOUTL PENO3UTOPUIA, co3paiiTe aiin /etc/apt/apt.conf.d/90downloadangie ¢
TakVM COAEPXKUMbIM:

Acquire::https::download.angie.software::Verify-Peer "true";
Acquire::https::download.angie.software::Verify-Host "true";
Acquire::https::download.angie.software::SslCert "/etc/ssl/angie/angie-repo.crt”;

Acquire::https::download.angie.software::SslKey "/etc/ssl/angie/angierepo.key";

sudo apt-get update

sudo apt-get install -y angie-digsig-key
sudo update-initramfs -uk all

sudo shutdown -r now

sudo apt-get install -y angie-pro

Mpn Heo6XoANMOCTM YCTAHOBUTE NaKETbl HEOBXOANMbBIX BaM [/HAMUNYECKNX
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moayne:
sudo apt-get install -y <UMA MAKETA>
2 Ynanenue I10:
2.1 BBLITIO/IHUTL CUCTeMHbIe KOMaH/bI, AeﬁCTBHHI
sudo apt-get purge -y angie-pro angie-digsig-key
sudo rm -fr /etc/apt/sources.list.d/angie.list /etc/apt/apt.conf.d/90download-angie

/etc/apt/trusted.gpg.d/angie-signing.gpg /etc/ssl/angie/
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IIpunoxenue 3 K ITporokosy Ne 15041/2023

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.4 — onepauyOHHasi CMCTeMa CIleliMajbHOr0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-0426SE17 (onepatuBHOe oO6HOBeHue 1.7.4);

OBuC — aupexiysi BHeZIpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;

KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

1O — nporpammHoe obecrieuenre «Angie PRO» Bepcuu 1.3.
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