IMTPOTOKOJI Ne 15260/2024
TPOBe/IeHHsI COBMECTHBIX HCIBITAHUH NporpaMMHoro obecreyenns «SCADA+» Bepcuu
3.0.263 1 onepaliMOHHOM CUCTEMBI Clela/IbHOT0 Ha3HaueHusn «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
. Mocksa 26.02.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosiieM npoTokose 3aduKcrpoBaH (akT rnpoBefieHusi B niepuof ¢ 20.02.2024 mo
26.02.2024 coBMeCTHBIX HCMbITaHUN TporpamMMmHoro obecrieueHusi «SCADA+» Bepcun 3.0.263
(manee — I10), paspaboranHoro OOO «Ckaga ITmoc», ¥ oreparioHHON CHCTEMbBI CTEeIHa/IbHOTO
Ha3HaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe oO6HOBneHue 1.7) (manee —
Astra Linux SE 1.7.0), Bkmouag Astra Linux SE 1.7.0 c yCTaHOB/IEHHBIM OIepaTMBHbLIM
obHoeenuem 6Oe3oracHocty BFOJIJIETEHDB Ne 2023-1023SE17 (omepatuBHOe obHOBneHue 1.7.5)
(manee — Astra Linux SE 1.7.5), paspaboranHoit OOO «PycBUTex-Actpa».

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHb KOMIIOHEHTOB, SKCIUTyaTHPOBABIIMXCS B XOfe TPOBeJeHUs JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

datin apxuBa, Co/lepKalui 7a7fc135373828efe40844b4
ScadaFiles_v3.0.263.zip CropoHna pa3paboTurka 10
110 44f0c1b3

datiin TeCTOBOTO MpOeKTa

711 TIPOBEPKU 5clbl5adbae0d2c3f39a72a8

check_mrf.project CropoHa pa3spaboTurka 10
MHUHHMaJILHOrO 6a30BOro 84dc98d8
¢dyskuronana I[10

®aiin TectoBoit B/ asis
TeCTOBOIO MPOEKTa /ISt c1f0e51184b285942e7748f
BaseForEvents.db Cropona pa3paboruvika I10
MMPOBEPKA MUHUMAIbHOTO 5f124445¢

6a3oBoro ¢yHkIMoHana [10

OduiansHOe pyKOBOJCTBO | « PYKOBOZICTBO
1o 3Kcrtyartauuu I10 B nosib3oBarenisi SCADA CropoHa paspabotunka 10

3JIEKTPOHHOM (hopmare PLUS.docx»
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3 Xo/ ucrbITaHUH

3.1 B xo/ie mpoBeieHUst HaCTOSIIL[UX UCTIBITaHUM OBI/TM BHITIONTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukimonupoBanusi 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B oObeme,
yKa3aHHOM B [Ipuoxkenun 1.

3.2 [lepeueHb UCHIONMB3YyEeMbIX PENO3UTOPHEB NIpUBeeH B [Ipunoxkennn 2.

3.3 ndopmaiiss 00 3KCITyaTUPOBABIIMXCSA Heo(pUIMaIbHBIX perosutopusix [10  ais
YKa3aHHBIX cpej oTpakeHa B [Ipunoxenuu 2.

3.4 C uesiblo MpoBefieHUs] MIPOBEPOK MpU BKIOUEHHOM pexume 3IIC B xone BHepeHHs
SUII 8 ELF/PE32-daitnbi I10 ucronb3oBasics KOMIIEKT U(PPOBBIX Karoueli mporpaMMel Ready for
Astra Linux OO0 «AiCudn Actpa CepBuC».

3.5 [IpoBepka KoppeKTHOCTH (yHKLUMOHMpOoBaHUS [10 B yCIOBUSIX HEHY/eBOrO YpPOBHS
KOH(UW/eHLIMaTbHOCTY MeXaHHM3Ma MaHJATHOrO pasrpaHdyeHds Jocrtyna (manee — MPI)
yKa3aHHBbIX CpeJl He MPOBOAWIACh MO MpPUYMHe OTCYTCTBUS nopfepxku I10 cooTBeTcTByMOLIEH
¢dyukumonansHoct OC. MHbopmailys 06 OTCYTCTBUM YIOMSIHYTOM TIOAIeP)KKK Obia 3asiBlieHa
cTopoHo# paspabotunka I[10.

3.6 Inst pabotel I10 Tpebyetcsi ycraHoBuTh mpepekBu3uthl: .NET SDK 7.0 u ASP.NET
Core Runtime 7.0 u3 ctopoHHero perno3utopusi (cm. [Ipunokenue 2 YcraHoska [10).

4 Pe3ysbTaThl UCITBITAHUM

4.1 TIO koppekTHO GyHKLMOHMpYeT B cpefiax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.

5 BriBoz

5.1 I1O u onepaljMoHHasl CUCTeMa ClieliMaabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepemHoe oOHOB/ieHWe 1.7) COBMECTHMBI, TPUHMMAasi BO BHHUMaHHe
rH(opMaLMIo, coziepsKalllytocs B pa3zenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ TIOANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yuaCTHUKaMU paboueit rpymb:

[Tpokanmok [I. C. — Haua/IbHUK CeKTOpa OTZesa TeXHOJIOTMYeCKOM COBMEeCTUMOCTH
JleriapramMeHTa pa3BUTUS TexXHOJIornyeckoro corpygHudectsa [BuC OOO «PycbBUTex-Actpa»;

bpsiaiiea JI. C. — uHXeHep 0oT/iesia MH(pacTPyKTyphl pabounx MecT [lernaprameHTa

BHezipeHus1 U conpoBoxkaeHuss OO0 «AunCudn Actpa CepBUC».
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ITpunoxenue 1 K Ilporokony Ne 15260/2024

ITepeuennb nnpoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynaprar npoBepku I10 u Astra Linux SE

ljg HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.5 c agpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic

1. | ¥cranoBka I1O Ycnemno Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno

2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcneiHo Ycnerso YcnemHo Ycnerso YcrmerHo YcnemHo Ycnerso YcneHo YcrnemHo YcnemxHo
OKCIuTyaTalyss MUHMMaIbHOM

3. }C 1 YcnemHo YcnemHo Ycnemso YcnemHo YcnenHo YcnemHo YcnemHo YcnenHo Ycnemso YcnemHo
6a3o0Boii dyHKIMOHaMbHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix

4. | HA3KOrO ypPOBHS L|eJIOCTHOCTH YcrenHo Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
mexanu3ma MK OC
®yHkiuoHvposaHue I10 B ycioBusx

5 HEeHY/1eBOro ypOBHS He He He He He He He He He He

" | KOHOUIEHIMATBHOCTH MeXaHW3Ma MPOBOJMJIACH | NIPOBOJM/IACH | TIPOBOAM/IACH | NPOBOAMNACH | NPOBOAWIACH | MPOBOAWIACH | TPOBOAMNACH | NPOBOAWIACH | MPOBOAMIACH | TPOBOAM/IACH

MP]I OC
OtcyTcTBUE HapylLleHui TpeboBaHUN

6. |mogpasgena 17.3 «PykoBojCTBO 1O Ycnemso Ycnemno YcnemHo Ycnemsno YcnemHo YcrnemHo Ycnemno YcnemHo YcnemHo Ycnemno
KC3 4. 1»
CoorBetctBue 06bekToB ©@C OC

7. ,L[I/ICTpI/I6yTI/IBy OC mnpm 3KcITyaranuu Ycneino Ycneino Ycneino Ycnewno Ycnelso Ycneino Ycnewno Ycneiso Ycneino Ycnewno
1o

8. | Ymanenwue I10 Ycnemno Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
®yHkmoHuposaHue I10 B yci1oBusax

9. y u P y YcrnelmHo YcnemHo YcrnelmHo Ycnemso YcnenHo YcrnelHo Ycnemso YcnenHo YcrnelmHo Ycnemso
BK/ItOuéHHOro Mexanusma 3I1IC OC
OTcyTCcTBUE HapyleHUH TpeOoBaHMIA

10. |nmoppasgena 17.2 «PyKoBOJCTBO O Yenemso Yenemso Yenenso Yenemso Yenemso Yenenso Yenewso Yenewso Yenewso Yenewso

KC3 4. 1»
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IIpunoxenue 2 K ITporokosy Ne 15260/2024

MHcTpykiusa no ycraHoBke U yaasenuo I1O B cpepgax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vcionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.0:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.0/repository-base/ 1.7_x86-64
main contrib non-free
* CTOPOHHUE Pero3UTOPHU:
* deb [arch=amd64] https://packages.microsoft.com/debian/10/prod buster main
B Astra Linux SE 1.7.5:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-update/ 1.7_x86-64
main contrib non-free
* deb [arch=amd64] https://packages.microsoft.com/debian/10/prod buster main
2 Ycranoska I10:
2.1 BBITIOJHUTD I€MCTBUS:
1. yctaHOBUTb npepekBu3nTsl - naketbl .NET SDK 7.0 n ASP.NET Core Runtime 7.0
13 penosutopusa Microsoft. Maket .NET SDK 7.0 BkntoyaeT B cebs naket ASP.NET Core
Runtime 7.0
wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg --dearmor | sudo tee
/etc/apt/trusted.gpg.d/microsoft.asc.gpg > /dev/null
sudo wget https://packages.microsoft.com/config/debian/10/prod.list -O
/etc/apt/sources.list.d/microsoft-prod.list
sudo apt update && sudo apt install -y dotnet-sdk-7.0
2. nocrie ycTaHOBKN NPePeKBU3NTOB YAA/TUTb NOAKIHOYEHHbI CTOPOHHUI PENO3UTOPWUIA:
sudo rm -Rf /etc/apt/sources.list.d/microsoft-prod.list && sudo apt update
3. pacnakoaTb apxuB MO B fOMAaLUHIOW ANPEKTOPUIO:
unzip ScadaFiles v3.0.263.zip
3 Ynanenue I10:

3.1 BBINOHUTD JAEUCTBUS:
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5

yAanuTb pacnakoBaHHbIli apxue MO 13 goMallHeil ampeKkTopum

rm -Rf ScadaFiles*
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Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

IIpunoxenue 3 K ITporokosy Ne 15260/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBozctBo 1o KC3 Y. 1» — pokyMeHT «OrmepaljoHHass CUCTeMa CrieLyaabHOro

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux

Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM

obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOBeHue 1.7.5);

Astra Linux SE 1.7.5 — omepauyoOHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux

OBuC — nupekiysi BHeZIpeHUs U COTIPOBOXKEHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;
KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;
MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

1O — nporpammHoe obecrieuenre «SCADA+» Bepcun 3.0.263.

MaeHtndukatop aokymenTa 04c7b1fb-be35-4ee0-9fle-c68bf37c94b8

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Moanuncn
oTnpasuTens:

OpraHu3aums, CoTpYAHNK
LelicTBMA 1 CTaTyC

OO0 "PYCBUTEX-ACTPA"
MpokaHtok Amntpuii Cepreesuny

[loBEPEHHOCTL: per. HOMep, neproz

B He npunoxeHa npw noanvicannm

Ceptndwikat: cepuiiHbIi Homep,
nepuoj AencTens

,ﬂaTa 1 BpeMa noanncaHma
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