IMPOTOKOJI Ne 21806/2024
NMPOBe/IeHUsI COBMECTHBIX HCTIBITAHUHM NMporpaMmMHoro obecrieuenusi «Kaspersky Endpoint
Security» Bepcum 11.3.0-7441 u onepanjuOHHON CUCTeMbI CIIeLIHA/IbHOI0 Ha3HaUeHUus «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe o6HoB/IeHMe 1.7)
r. MockBa 09.04.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokose 3aduKcUpoBaH (pakT rnpoBefieHusi B miepuof ¢ 26.03.2024 mo
09.04.2024 coBMeCTHbIX UCTbITaHUM TiporpaMMHoro obecrieueHust «Kaspersky Endpoint Security»
Bepcn  11.3.0-7441 (manee — II0), paspaboranHoro AQO «Jlabopatopus Kacrepckoro», u
OTepaLMOHHOW CUCTeMBI CrieljaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepemHoe oOHOB/eHHWe 1.7) € YCTaHOBJEHHBIM CPOYHBIM OTEpaTUBHBIM  OOHOBIEHHEM
6e3onacHoct BHOJIVIETEHB Ne 2023-0303SE17MD (cpouHoe oriepaTMBHOe OOHOB/IeHHe
1.7.3.UU.2) (manee — Astra Linux SE 1.7.3uu2), pazpaborantoit OOO «PycBUTex-AcTtpa».

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCII/IyaTUPOBAaBLIMXCSI B XOJe TIPOBeJeHUsl JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

daiin nporpaMMHOro kesl_11.3.0- ea843f1f67a20322c57ec005

Cropona pa3paboruvika [10
nakeTa guctpubyTrea [10 | 7441_amd64.deb fcf2£084

®aiis1 apxuBa, CoflepKalluit

¢aiinel fuctpubyTHBOB kesl-gui_11.3.0- 264ce2ec09d324dc503f95a

. Cropona pa3paborurika I10
JIOTIOJTHUTEJIbHBIX MoAynel | 7441_amd64.deb 816b9040c
I10

3 Xo/ UCMbITaHUH

3.1 B xope npoBefieHs1 HACTOSIUX UCITBITAHUM ObUIH BBITIONIHEHBI IPOBEPKU KOPPEKTHOCTH
¢yukmonuposanus 10 B cpefe Astra Linux SE 1.7.3uu2 B o6beme, yka3anHoM B [Ipunoxkenun 1.

3.2 IlepeueHs UCII0/Ib3YEeMBIX PEIIO3UTOPUEB NpUBesieH B [Ipuoykenuu 2.

3.3 Heodurmanbhble periosutopuu [10 /15 yKa3aHHBIX CpeJ| He 3KCILTyaTUPOBAJIUCh.

3.4 C 1enblo MpoBefieHUs TIPOBEPOK TIpU BKIrouéHHOM pexkume 3I1C ucrionb3oBancs daiin

OTKPBITOTO K/Ttoua pa3paborurka I10. -
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3.5 [IpoBepka KoppeKTHOCTM (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHIIMaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pa3rpaHuueHust JocTyra (zJaiee — MPU)
YKa3aHHBIX CpeJ, He MPOBOJAW/IACh MO TMPUYMHE OTCYTCTBUSI mogzdepXku [1O cooTBeTCTByrOLLIEM
¢yukmonanpHoct OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

4 Pe3ysbTaThl UCITBITAHUM

4.1 TIO xoppekTHO ¢dyHKLHMOHMpPYeT B cpefie Astra Linux SE 1.7.3uu?2.

5 BriBoz

5.1 T1O u onepallMOHHAasi CUCTeMa Clleliia/JbHOrO Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepenHoe o6HOBneHue 1.7) COBMECTHMBI, TIPUHMMAas BO BHHMaHUe
vHOopMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii TPyMITbI U MOJMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

[Mpokantok [I. C. — HauabHUK CEeKTOpa OTZe/a TEXHOJOTNYeCKOl COBMEeCTUMOCTH
JlerlapramMeHTa pa3sBUTUS TexHoiornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[TnotHukoB /1. B. — uH)KeHep OoT/ie/1a TeXHOIOTUYeCKOW COBMEeCTUMOCTH JlerlapTamMeHTa

pasBuTUs TexHosiornyeckoro corpygHruectsa IBuC OOO «PycbUTex-Actpa».
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ITpunoxenue 1 K Ilporokosny Ne 21806/2024

ITepeuens npoBepok coBMecTuMOCTH 10 1 Astra Linux SE 1.7.3uu2

Pesynbrar npoBepku I1O u Astra Linux SE

Ne
/i HaumeHOBaHHe POBEPKH 1.7.3uu2 c sipgpom OC
. 5.4.0-110- . 5.10.142-1- . 5.15.0-33- 5.15.0-33-
5.4.0-110-generic hardened 5.10.142-1-generic hardened 5.15.0-33-generic hardened lowlatency
1. | YcranoBka I10 YcremHo YcneriHo YcremHo YcnerHo YcremHo YcnerHo YcremHo
2. | 3anyck, ocTaHoBKa BbloyiHeHus 110 YererHo YcrenrHo YererHo YcrmenrHo YcrerHo YcnemHo YcrerHo
DKCIUTyaTalyss MUHHUMa/IbHOM 6a30Boi
3. yaran YcneiiHo YcnenHo YcneiiHo YcnenHo YcneiiHo YcnenHo YcneiiHo
¢yHkunonamsHOCTH [10
OyHKupoHUpoBaHue I10 B yCc/I0BUSIX HU3KOTO
4. YHKLY p y YcremHo YcrenHo YcremHo YcrenHo YcremHo YcrenHo YcremHo
YpOBH# LiesjocTHOCTH MexaHn3Ma MKII OC
®yHkiMoHuposaHue 10 B yC0BUsIX HEHY/IEBOTO
5. YPOBHs KOH(bI/I JIeHL[Ma/IbHOCTH MeXaHU3Ma MP,[[ He nposogunocs He nposogunocs He nposogunocs He nposogunocs He nposogunocs He nposogunocs He nposogunocs
oC
OTcyTCcTBME HapyllleHui TpeboBaHuii ogpasaena
6. y Py p ApasA YcremHo YcneriHo YcremHo YcnerHo YcremHo YcneriHo YcremHo
17.3 «PykoBogcTBo no KC3 Y. 1»
CootBetctBUe 006eKTOB @C OC qucTpUbyTHB
7. A prby y YcnewHo YcnewmHo YcnewHo YcnewmHo YcnewHo YcnewmHo YcnewHo
OC npu 3kcrnnyaranuu 110
8. | Ymanenwue I10 Yenenxo Yerew+o Yenerxo Yerew+o Yenewxo Yenewxo YenewHo
®dynkumoHupoBaHue I10 B yC/I0BUSIX BK/IFOUEHHOTO
9. YHKLY p y YcremHo YcneriHo YcremHo YcneriHo YcremHo YcnerHo YcremHo
mexanu3mMa 3I1C OC
OTcyTCTBYe HAapyLIeHUH TpeboBaHuii rogpasesna
10. y Py p APasA YcnewHo YcnewmHo YcnewHo YcnewmHo YcnewHo YcnewmHo YcnewHo

17.2 «PyxoBoacteo o KC3 Y. 1»
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IIpunoxenue 2 K ITporokosy Ne 21806/2024

HHcTpyKkiusa no ycraHoBke M yaaneHuio I1O B cpepe Astra Linux SE 1.7.3uu2

1 Vicionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.3uu2:
e deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.3/uu/2/repository-base/ 1.7_x86-
64 main contrib non-free
2 ¥Ycranogka I10:
2.1 BBLITIO/IHUTL CUCTEMHBIe KOMaH/BI, AeﬁCTBHHI
sudo su
apt install astra-digsig-oldkeys
apt install ./kesl_11.3.0-7441_amd64.deb
apt install ./kesl-gui_11.3.0-7441_amd64.deb
mkdir -p /etc/digsig/keys/legacy/kaspersky/
cp /opt/kaspersky/kesl/shared/kaspersky_astra_pub_key.gpg
/etc/digsig/keys/legacy/kaspersky/
update-initramfs -u -k all
/opt/kaspersky/kesl/bin/kesl-setup.pl
reboot
3 Ynanenue I10:
3.1 BBITIOTHUTE CUCTEMHEBIE KOMaH/BI, AeﬁCTBHHI
sudo su
apt -y purge kesl kesl-gui
apt -y autoremove
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IIpunoxenue 3 K ITporokosy Ne 21806/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.3uu2 — omnepalMoHHasi CUCTeMa CIeljuajbHOro0 HasHaueHUs «Astra
Linux Special Edition» PYCB.10015-01 (ouepesHoe o6HOBeHue 1.7) C yCTaHOB/IEHHBIM CPOYHBIM
orepatvBHBIM 0OHOBeHHeM Oe3ormacHoctd BIOJIJIETEHB Ne 2023-0303SE17MD  (cpouHoe
ornepatvBHOe o6HoBeHue 1.7.3.UU.2);

ABuC — nupexnys BHeZIpeHUs U COIIPOBOXKeHUS;

3I1C — 3aMKHyTas porpaMMHasi Cpeza;

KC3 — KoMI/IeKC Cpe/iCTB 3allUThI;

MKII — MaHJaTHBIA KOHTPOJIb LJeJI0CTHOCTH;

MP]] — maHziaTHOe yIipaB/ieHye JOCTYIIOM;

OC — onepanoHHast CUCTEMa;

1O — mporpamMHoe obecnieuerne «Kaspersky Endpoint Security» Bepcuu 11.3.0-7441.
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