IMPOTOKOJI Ne 21826/2024
NMPOBe/IeHUsI COBMECTHBIX HCTIBITAHUHM NMporpaMmMHoro obecrieuenusi «Kaspersky Endpoint
Security» Bepcum 11.3.0-7441 u onepanjuOHHON CUCTeMbI CIIeLIHA/IbHOI0 Ha3HaUeHUus «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe o6HoB/IeHMe 1.7)
r. MockBa 11.04.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosiieM rpoTokose 3aduKcupoBaH (pakT rnpoBefieHusi B miepuof ¢ 27.03.2024 mo
11.04.2024 coBMecCTHBIX MCIBbITaHUM TporpaMmHoro obecrieuenusi «Kaspersky Endpoint Security»
Bepcn  11.3.0-7441 (manee — II0), paspaboranHoro AQO «Jlabopatopus Kacrepckoro», u
OTepaLMOHHOW CUCTeMBI CrieljaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepemHoe oOHOBieHMe 1.7) € yCTaHOBJEHHBIM OIepaTUBHLIM OOHOB/IEHHEM 0e30MacHOCTU
BIOJIJIETEHB Ne 2023-1023SE17 (omeparuBHOe oOHOBneHnue 1.7.5) (nanee — Astra Linux SE
1.7.5), pazpaborannoit OO0 «PycbBUTex-Actpa».

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCII/IyaTUPOBAaBLIMXCSI B XOJe TIPOBeJeHUsl JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

daiin nporpaMMHOro kesl_11.3.0- ea843f1f67a20322c57ec005

Cropona pa3paboruvika [10
nakeTa guctpubyTrea [10 | 7441_amd64.deb fcf2£084

®aiis1 apxuBa, CoflepKalluit

¢aiinel fuctpubyTHBOB kesl-gui_11.3.0- 264ce2ec09d324dc503f95a

. Cropona pa3paborurika I10
JIOTIOJTHUTEJIbHBIX MoAynel | 7441_amd64.deb 816b9040c
I10

3 Xo/ UCHbITaHUH

3.1 B xozie poBe/ieHNsT HACTOSIIMX UCITBITaHWN ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢dyukimonuposanus [10 B cpege Astra Linux SE 1.7.5 B o6beme, yka3anHoM B [Tpunoxkenun 1.

3.2 IlepeueHs UCNIO/IB3yeMBIX PelIO3UTOpYEB IpuBejeH B IIpunoxenuu 2.

3.3 Heoduiuanbhble periosutopuu [10 1711 yKa3aHHBIX CpeJj He SKCILTyaTUPOBAIUCh.

3.4 C uenbio NpoBe/ieHUs] IPOBepoK Npu BK/ItOuéHHOM pexkume 3I1C ucrnonb3oBacs Qaiin

OTKPBITOT'O K/Ttoua pa3pabotuuka I10.
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3.5 [IpoBepka KoppeKTHOCTM (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHIIMaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pa3rpaHuueHust JocTyra (zJaiee — MPU)
YKa3aHHBIX CpeJ, He MPOBOJAW/IACh MO TMPUYMHE OTCYTCTBUSI mogzdepXku [1O cooTBeTCTByrOLLIEM
¢yukmonanpHoct OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

4 Pe3ysbTaThl UCITBITAHUM

4.1 TIO xoppekTHO GyHKLHMOHKpPYeT B cpefie Astra Linux SE 1.7.5.

5 BriBoz

5.1 T1O u onepallMOHHAasi CUCTeMa Clleliia/JbHOrO Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepenHoe o6HOBneHue 1.7) COBMECTHMBI, TIPUHMMAas BO BHHMaHUe
vHOopMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii TPyMITbI U MOJMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

[Mpokantok [I. C. — HauabHUK CEeKTOpa OTZe/a TEXHOJOTNYeCKOl COBMEeCTUMOCTH
JlerlapramMeHTa pa3sBUTUS TexHoiornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[Tokuapko A. A. — NH)KeHep OTZesla TeXHOJIOTUYeCKOHM COBMeCTUMOCTH JlerlapTaMeHTa

pasBuTUs TexHosiornyeckoro corpygHruectsa IBuC OOO «PycbUTex-Actpa».
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ITpunoxenue 1 K Ilporokosny Ne 21826/2024

Ilepeuens npoBepok coBMecTumocTH I10 m Astra Linux SE 1.7.5

Pesyabrar npoBepku I10 u Astra Linux SE

Ne
/i HaumeHOBaHHe POBEPKH L7.5 c appom OC
5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-generic
generic hardened generic hardened generic hardened lowlatency o g
1. | YcranoBka I10 YcremHo YcrnerHo YcremHo YcremHo YcrenHo YcremHo YcnerHo YcremHo
2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcnenHo YcnemHo YcnemnHo YcnemxHo YcnenHo YcrewHo YcrelHo YcrewHo
DKCIUTyaTalyss MUHHUMa/IbHOM 6a30Boi
3. yaran YcneiiHo YcneiiHo YcnenHo YcneiiHo YcnemHo YcneiiHo YcnenHo YcneiiHo
¢yHkunonamsHOCTH [10
OyHKupoHUpoBaHue I10 B yCc/I0BUSIX HU3KOTO
4. YHKLY p y YcremHo YcrerHo YcremHo YcremHo YcrenHo YcremHo YcrenHo YcremHo
YpOBH# LiesjocTHOCTH MexaHn3Ma MKII OC
®yHkiMoHuposaHue 10 B yC0BUsIX HEHY/IEBOTO
5. YPOBHs KOH(bI/IAEHLH/IaJIbHOCTI/I MeXaHH3Ma MP,[[ He nposogunocs | He nposoaunocs | He nposogunocs | He nposoaunock | He npoBogunocs | He nposoguiocs | He npoBogunocs | He npoBoguiocs
oC
OTcyTCcTBME HapyllleHui TpeboBaHuii ogpasaena
6. y py p ApasA YcremHo YcnemHo YcrenHo YcremHo YcrenHo YcremHo YcnerHo YcremHo
17.3 «PykoBogcTBo no KC3 Y. 1»
CootBetctBUe 006eKTOB @C OC qucTpUbyTHB
7. A prby y YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnemHo YcnewHo
OC npu 3kcrnnyaranuu 110
8. | Ymanenwue I10 Yenenxo Yenewxo Yerew+o Yenexo YerewHo YenewHo YenewHo YenewHo
®dynkumoHupoBaHue I10 B yC/I0BUSIX BK/IFOUEHHOTO
9. YHKLY p y YcremHo YcnemHo YcrenHo YcremHo YcrenHo YcremHo YcnerHo YcremHo
mexanu3mMa 3I1C OC
OTcyTCTBYe HAapyLIeHUH TpeboBaHuii rogpasesna
10. y Py p APasA YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnemHo YcnewHo

17.2 «PyxoBoacteo o KC3 Y. 1»
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IIpunoxenue 2 K ITporokosy Ne 21826/2024

MHcTpyKkiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vcionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.5:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free
2 Ycranoska I10:
2.1 BBITIOTHUTHL CUCT@MHbIE KOMaH/Ibl, I€HCTBUS:
sudo su
apt install astra-digsig-oldkeys
apt install ./kesl_11.3.0-7441_amd64.deb
apt install ./kesl-gui_11.3.0-7441_amd64.deb
mkdir -p /etc/digsig/keys/legacy/kaspersky/
cp /opt/kaspersky/kesl/shared/kaspersky_astra_pub_key.gpg
/etc/digsig/keys/legacy/kaspersky/
update-initramfs -u -k all
/opt/kaspersky/kesl/bin/kesl-setup.pl
reboot
3 Ynanenue I10:
3.1 BBITIOTHUTL CUCTEMHBIE KOMaH/bI, 1eMCTBUS:
sudo su
apt -y purge kesl kesl-gui

apt -y autoremove
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IIpunoxenue 3 K ITporokosy Ne 21826/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.5 — omepauyOHHasi cucTeMa CIleljuajbHOro HasHaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe obHoB/ieHUMe 1.7) C yCTaHOB/IEHHBIM OTepaTHBHBIM
obHorenreM 6e3oracHocty BFOJIJIETEHD Ne 2023-1023SE17 (omepatuBHOe 00HOBeHHe 1.7.5);

OBuC — nupekiyis BHeJpeHUsl U COIPOBOXKAEHUS;

3IIC — 3aMKHyTas porpaMMHasi Cpe/a;

KC3 — KoMI1eKC Cpe/iCTB 3alUThl;

MKII — MaHJaTHBIM KOHTPO/b 11€/I0CTHOCTH;

MP/I — MmaHzaTHOe yIipaB/ieHUe JOCTYIIOM;

OC — onepanjoHHas CUCTeMa;

1O — mporpamMHoe obecnieueHue «Kaspersky Endpoint Security» Bepcuu 11.3.0-7441.

MaeHTndukaTop AokymeHTa e70b2632-5b42-4db3-bcc0-06f65c0a3d9b - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpYAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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